


Major corporations today rely on cloud ser-
vices as a cornerstone of trading, especially 
those within the Fortune 500. The shift from 
traditional, on-premise computing systems to 
cloud-based services like SaaS, PaaS, and IaaS 
has transformed the systemic cyber insurance 
risk. The recent global outage of CrowdStrike, 
a system utilized by more than half the Fortune 
500, showed this starkly1.

In our previous event analysis, The Cloud’s Role 
in the Global CrowdStrike Outage, Parame-
trix explained how the incident unfolded, and 
emphasized the role of the cloud as the catalyst 
for its widespread impact. This finding is sub-
stantiated by our analysis of the event’s impact 
on the Fortune 500.

Our unparalleled insight into the financial impact 
of the CrowdStrike event is based on:

 ■ more than 54 billion data points, which 
together define the historical performance 
of cloud services, 

 ■ extensive expertise in system failures and 
business interruption losses, and 

 ■ direct monitoring of the real-time service 
status of 6,000 leading technology busi-
nesses, including a significant portion of the 
Fortune 500. 

These assets allowed us to perform in-depth 
analyses, and to assess accurately the financial 
repercussions of outages such as the recent 
CrowdStrike incident. Parametrix models and 
our infrastructure analysis tool, Infrasight, deliver 
unique value by providing detailed, actionable 
insights that help (re)insurers and businesses 
understand and mitigate the risks associated 
with cloud service disruptions. 

We chose to focus on the Fortune 500 because 
this group of companies is a key driver of the 
global economy, and has been a reliable indi-
cator of overall market impacts of events. The 
cohort includes some of the most significant 
technology service providers, such as IBM, 
Alphabet, and Salesforce. When an outage of 
CrowdStrike’s magnitude affects such com-
panies, a ripple effect causes interruptions for 
other enterprises, those reliant on the affected 
company’s services. Most of the Fortune 500 
purchase cyber insurance, but are typically 
under-insured for cyber and business interrup-
tion (BI) risks. In contrast, SMEs’ cyber limits are 
primarily driven by third-party liability, so they 
are often over-insured for BI risks.
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Executive Summary

Overview
The recent global CrowdStrike outage had a sig-
nificant impact on the 2023 Fortune 500 com-
panies, disrupting approximately 25% of them, 
leading to direct financial losses and opera-
tional delays. The event highlights the critical 
dependency of major corporations on cloud 
services, and the systemic risks posed by such 
disruptions.

Key Findings
 ■ Affected Companies: About 25% of Fortune 
500 companies experienced disruptions due 
to the CrowdStrike outage.

 ■ Industry-Specific Impacts: The most heavily 
impacted industries were Airlines, Healthcare, 
and Banking. Notably, 100% of the Transpor-
tation-Airlines sector was affected.

 ■ Opportunities for Risk Diversification: The 
Software & IT-related Services sector, exclud-
ing Microsoft, was less impacted, suggesting 
that (re)insurers can better manage risk by 
diversifying portfolios to include industries 
that rely on different service providers.

Financial Loss Assessment
 ■ Estimated Financial Loss due to the Crowd-
Strike outage: Parametrix estimates a total 
loss of $5.4 billion for the Fortune 500, 
excluding Microsoft.

 ■ Industry Loss Distribution: The Healthcare 
sector faces the highest losses, followed by 
Banking and Airlines.

 ■ Insured Loss Estimate: Insured losses are 
expected to fall between $0.54 billion and 
$1.08 billion, representing 10%-20% of the 
total financial loss.
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Impact on Global Operations 
for the Fortune 500
Incident fallout was felt across various industries. 
Beyond direct financial losses, critical services 
were impacted, causing a cascade of operational 
delays that affected the Fortune 500 and their 
downstream entities. Table 1 breaks down the 
impact rate among the Fortune 500 by industry.

The industries most impacted include Airlines, 
Healthcare, and Banking. Software & IT-related 
Services (excluding Microsoft) are, in contrast, 
one of the least affected. This could be viewed 
as a silver lining, because a high impact on this 
sector would have resulted in an even larger 
ripple effect, given this sector includes some of 
the largest service providers in the world.

The industry impact distribution reveals an 
opportunity for cyber (re)insurers to achieve 
portfolio diversification among industries that 
are less likely to use the Microsoft Windows 
Operating System (OS). The Software & IT-re-
lated Services sector predominantly deploys the 
Linux OS in their cloud Virtual Machines, which is 
evident in the reports from SaaS, PaaS, and IaaS 
companies monitored by Parametrix (Figures 1 & 
2). Diversification on this line would reduce the 
risk of widespread impact from future events 
similar to the CrowdStrike outage.
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Table 1: Fortune 500  Impact Rate by Industry

Source: Parametrix Impact Analysis: CrowdStrike’s Impact on the Fortune 500
*The analysis excludes Microsoft because they were a key player in the event
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The figures below are derived from Parametrix’s 
real-time monitoring of more than 6,000 Soft-
ware & IT-related Services Companies’ service 
status reports.

As shown in Figure 1, on a regular workday we 
see around 300 companies report a service 
interruption. That provides a baseline with which 
to compare the impact of a specific outage 
event. The increase, to 419, in the number of 
companies reporting an interruption on July 18, 
is due to an outage of theMicrosoft Azure cloud 
in the Central US region. 

On the day of the CrowdStrike outage, the 
impact on Software & IT-related Services is 
clear, with 700 among the monitored compa-
nies reported service interruptions. However,  
previous major outage events have had a greater 

impact. Some incidents have led to service inter-
ruption reports by more than 1,000 companies. 
This shows that Software & IT-related Services 
are not reliant on CrowdS1trike, and reinforces 
the ability of (re)insurers to diversify by granting 
coverage to companies from various industries, 
since their reliance on different service provid-
ers varies by sector. 

On a regular workday, around 18% of the com-
panies that reported a service interruption 
classified that interruption as critical (Figure 
2), providing a baseline for regular operations. 
During the CrowdStrike outage, the share of 
companies that reported a critical interruption 
increased to 39%. This indicates that compa-
nies affected by this event were impacted more 
severely than usual.
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Figure 1: Number of Companies Reported by Day, July 8-22 2024

Figure 2: Distribution of Company Reports by Severity Level

Source: Parametrix Impact Analysis: CrowdStrike’s Impact on the Fortune 500
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Parametrix Financial 
Loss Model
Based on Parametrix financial loss model, we estimate a direct financial loss for the Fortune 500 of $5.4 
billion (excluding Microsoft), distributed among industry sectors as follows: 
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Table 2: Fortune 500  Financial Loss by Industry

Source: Parametrix Impact Analysis: CrowdStrike’s Impact on the Fortune 500

Some industries, such as Software & IT-related 
Services, are more likely to cause a ripple effect 
beyond Fortune 500 companies. This effect is 
not quantified in the current analysis, so  over-
all impact is likely to be higher due to opera-
tional disruption factors that were not taken into 
consideration. 

Based on past studies, we calculate that the ratio 
of insured loss to financial loss is typically in the 
range of 10% to 20%. This is due to large risk 
retentions and low policy limits of large compa-
nies relative to potential outage losses. There-
fore, the insured loss ranges from $0.54 billion 
to $1.08 billion.
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Conclusion
1. Recovery disparities between cloud and tra-
ditional infrastructures: Traditional industries 
that rely heavily on physical computers took 
longer to recover from the CrowdStrike outage, 
relative to those with cloud-based infrastruc-
tures. This highlights the inherent resilience and 
rapid recovery capabilities of cloud-based sys-
tems, making a strong case for their adoption in 
critical operations.

2. Misplaced priorities: The focus of risk man-
agement on non-systemic cyber perils was ulti-
mately a catalyst for the CrowdStrike outage. 
A protective measure was unconsciously a risk 
aggregator, and in effect amplified its impact.

3. Achieving portfolio diversification: Cyber 
(re)insurers can effectively manage systemic 
risk through strategic diversification across dif-
ferent industry sectors, service providers, and 
company sizes. By diversifying dependencies, 
companies can reduce their exposure to similar 
future events.

4. Distinct impact-profile of the CrowdStrike 
outage: The impact of the CrowdStrike outage is 
notably different from outage events interrupting 
service providers such asAWS, Azure, and GCP. 
This is due in part to the unique mix of users that 
deploy CrowdStrike systems both on-premises 
and through cloud infrastructure. For example, 
healthcare providers are significant users of 
CrowdStrike, and were heavily impacted by the 
outage event. However, when Parametrix has 
analyzed the impact of AWS, Azure, or GCP out-
ages on the Fortune 500, these same healthcare 

providers exhibit lower exposure. Therefore, the 
insurance industry should not rely solely on the 
CrowdStrike event as a primary data point for 
modeling future system failures involving cloud-
based service providers.

While focusing on prevention is crucial, cyber (re)
insurers have limited influence over the occur-
rence of disruptions and the deployment prac-
tices of service providers. The industry should 
concentrate on areas within its control, such as 
mapping, managing, and assessing service-pro-
viders aggregation risk. By obtaining a clear view 
of these aggregation points, we can leverage 
tools to evaluate the exposure of key aggregated 
services, thus mitigating exposure both to mali-
cious and to non-malicious threats. This  allows 
for a more proactive approach, allowing better 
underwriting decisions and paving the way for 
risk transfer solutions that provide effective 
management of exposure to systemic cyber risk.
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