Selectel

ycnoBusa ncnonb30BAHUA OTAENbHbLIX CEPBUCOB:
rPYMMNA YCNYT “OBNTAYHASA NIAT®OPMA”"

Bepcusi om 30 okmsibpss 2023 e.,
ecmyrniaem 8 cusly ¢ 2 Hosibps1 2023 e.

Hactosiwime ycnoBusi  MCMNOMb30BaHUSA  OTAENbHbIX CEPBMCOB  («YCNoBus») SABMASKOTCA
HeoTbemMnemon 4actbto [lonb3oBatenbckoro cornawenusa («CornaweHvne»). TepMuHbl €
NPONUCHOW BYKBbI, KOTOPbIE NCMOMNb3YKTCH, HO HE OoMnpegeneHbl B HACTOALWMX YCNOBUSIX, UMEIOT
3HayeHue, NpMcBoeHHoe nm B CornatueHuu.

TEPMUHbI N ONPEOENEHNA

ATTecToBaHHbIM O0bnayHbI cepBep (ATTecToBaHHOe o6nako, ATTectoBaHHas obna4vHas
nnarcgopma) — COBOKYMHOCTb 30H OOCTYMHOCTM (gis), ANs KOTOPbIX MpoBeAeHa npoueaypa
aTTecTaumm B cooTBeTcTBuM ¢ TpeboBaHuamu lMpukaza PCTIK Poccum Ne77 ot 29 anpens
2021 ropa “Ob YTBEPXOEHWW NOPAOKA OPTAHN3ALNU N MPOBEOEHWA PABOT MO
ATTECTALUMN OBBEKTOB MH®OPMATUSALIMM HA COOTBETCTBUE TPEBEOBAHUAM O
3ALLNTE  MHOOPMALIMMN  OFPAHWMYEHHOIO [OOCTYMA, HE COCTABNAKOLWEN
FOCYOAPCTBEHHYIO TANHY”.

BupTtyanbHas wMawumHa — BUPTYyanu3MpPOBaHHLIN CepBep, CO34aHHbIA Ha TEXHUYECKOW
nnowagke NcnonHuTens n npeaoCcTaBnaioLWMN BblYMCAUTENbHbIE pecypCbl 3aKasuyuky.

MpepbiBaemas BupTtyanbHas MmawuHa - BupTyanbHasa MalmHa, wucnornb3yemas ans
MacwTabupoBaHusa MHPaCTPYKTYpPbl B CUCTEMAX, aBTOMAaTUYECKU pacnpeaensowmnx Harpy3ky
no BupTtyansHbiM mawwmHam. MNpepbiBaemas BupTyanbHas mawmnHa paboTaeTr HenpepbiBHO He
bonee 24 yvacoB M MOXeT ObiTb B mnbOM MOMEHT ocTaHoBreHa Wcnonuutenem. Ha
MpepbiBaemyto BupTyanbHyto MaluvMHy He pacnpocTpaHsetca SLA v He npepocTaensieTcs
KOMMeHcauus npyu HegoCTyNHOCTH.

BupTtyanbHas mawwmHa ¢ SGX — BuptyanbHasa mawmHa ¢ Habopom cneumanbHbIX UHCTPYKLNINA
npoueccopa, No3BonsoWas peanu3oBatb 3aWwn@pPOBaHHbIE BbIYMCIEHUSA, JOCTYN K KOTOPbIM
BO3MOX€EH TOMbKO Bnagenbuem BupTyanbHON MalLmnHBbI.

30Ha 4OCTYNHOCTU — 3TO OAMH WM HECKONbKO AaTa-LeHTPOB BHYTPM OOHOrO pernoHa, B ToM
yucne 3oHa GIS.

BupTyanbHbIi OUCK — BblOENEHHbIN 06bEM AOMCKOBOrO MPOCTPAHCTBA, pasMellaembli Ha
TexHuyeckon nnowagke icnonHutens.

BupTyanbHasi ceTb — M30/IMPOBaHHbIN BUPTYasibHbIi KOMMYTATOP, K KOTOPOMY MOAKM0Ya0TCS
BupTyarnbHble MalnHbl 3akas4yuka.

MNonb3oBaTtenb — napa WMMsA-Naporb, onpedensawllas Brnagenbla o6bekTos. MNonb3osaTenu
co3aaloTca 3akasyvkoM B pamkax JoMeHa.

MpoeKkT — nornyeckn n3onupoBaHHasa rpynna PecypcoB, K KOTOPOM MOXET MMEeTb O0CTyn
Monb3oBatenb. [lepsBbit  [lpoekT co3gaeTca aBTOMaTUYECKUM Mocre 3akasa  Ycnyru,
nocnegyowue 3aka3qnky HeobxogmMmMo co3aaBaTb CaMOCTOATENBHO.

Pecypc — atomapHas eauHuua, npeacTaBnswpowas cobor 4vacTb pecypcoB U3NYECKOro
(obnayvHoro) cepeepa, MMO0 MUHUMANbHO BO3MOXHYH YacTb NpeaoCcTaBnsieMOon YCnyriu.

! B cueT-cbakType, aKkte 06 OKasaHHbIX ycnyrax unu YN[ B 3aBUCMMOCTM OT 3aKasa yKasbIBalOTCA ycryra

O6nayHble cepBepbl U/UNM KOHKPETHbIE 3aKa3aHHble pecypcbl U3 cnucka: ObnayHble 6a3bl AaHHbIX (Knactep
6a3 gaHHbIX)
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Pecypchbl EgnHuua namepexHus
INpoueccopHbie gapa LLTykn

OnepaTtnBHas NnaMsTb wrabant

basoBbIi Anck lwrabant

BbICTpbIV ANCK M'rabant
YHuBepcanbHbI ANCK wrabant
JlokanbHbIN ANCK Mirabant

XpaHeHne nonb3oBaTenbLCKnx 06pasoB lwrabant
Mpaduyeckmnn npoueccop (GPU) LLTyku

BblgeneHHble  aHknaBbl  OnepaTMBHOM Mrabant
namsatTm gns BupTyanbHOW MawwmHbl C

SGX

OnepaTtmBHas namsatb SGX wrabant
MpoueccopHble agpa SGX LUTykn
IMy6nnyHbin IP-agpec LUTyKK
[MpoueccopHble aapa, NpepbiBaemble LTykm
OnepaTtvBHas NamsaTb, NpepbliBaemas l'vrabant

padpmnueckun npoweccop (GPU), LWTykn
npepbiBaeMbIn

INybnuyHas nogcetsb |P-agpecos LLTykn
Bxogawmn n ucxoadawmm tpaduk Mrabant
JlokanbHas ceTb MeXay perMoHamu LTykn
VRRP-noacetb LUTykn
BanaHCUPOBLLNKN Harpy3ku LUTyKK
Bakan Mrabant
darinoBoe xpaHunuuie, 6a3oBbIN AUCK Mirabant
darinoBoe XxpaHunuilie, yHMBepCanbHbI lvwrabant
OVCK

darinoBoe xpaHunuue, 6bICTPbIN ANCK M'rabant
INpoueccopHbie gapa ansa basbl AaHHbIX LLTykn
OnepaTtnBHas namsaTtb Ans basbl AaHHbIX MrabanT
JlokanbHbIN anck ans basbl gaHHbIX MrabanT
XpaHeHue pes3epBHbIX konui  basbl [raGant
JaHHbIX

CHanuwot Mrabant

Bakan — 3to Pecypc, no3sonsaioLwmin Npon3soanTb KONMPOBaHUeE N XxpaHeHue gaHHbIX basosoro,
BbicTporo u YHusepcanbHoro.

Bas3a paHHbIX - COBOKYMNMHOCTb [AaHHbIX, XpaHUMbIX B COOTBETCTBUU CO CXEMOW [OaHHbIX,
MaHunynupoeaHme KOTOPbIMM  BbINONMHAKT B COOTBETCTBMWM C NpaBunamun CpeactB
MoaennpoBaHUA AaHHbIX

Knactep 6a3bl gaHHbIX — OObLEKT, co3gaBaembli 3aKa34MKOM, COCTOSILLMN M3 O4HOM Win
HEeCKOmnbkux BupTyanbHbIX MallMH, C YyCTaHOBReHHon bason faHHbIX, Mexay KOTopbiMU
HacTpoeHa pennukaums.

OTkasoycTonumBbin Knactep 6a3bl gaHHbIx - Knactep 6a3bl AaHHbIX, KOTOPbIA COCTOUT U3
Heckonbkux Ba3 gaHHbIX, CO34aloLMXCs pacnpeaeneHHo Ha pasHblix BrupTyanbHbix mawmHax,
MeXay KOTOPbIMWM HacTpoeHa penninkauus AaHHbiX. [pyM HeQOCTYNHOCTM ogHOW BupTyanbHOM
MawmHbl OTkasoycTonumusbii Knactep 6a3bl AaHHbIX ByoeT AOCTyneH.
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®dannoBoe xpaHunuuie Selectel (PanmnoBoe xpaHunuwe) - OTKa30yCcTOMYMBas
mMacwTabupyemasa dannoBass cuctema Ons  xpaHeHust Gonbwmnx 06bEMOB  AaHHbIX,
nogkrnovaemas no riokarnbHOM CETU.

JInmuT yyetHon 3anucun, JlumMut akkayHta — numuTt PecypcoB, koTopble MOryT ObiTb
MCMonb30BaHbl 451 CO34aHus 06bEKTOB B paMKax OAHOM YUYETHON 3anmcu.

JInmMuT npoekta — numnT PecypcoB, KOTOpble MOryT ObiTb MCMONb30OBaHbl AN CO34aHUS
0o0bekToB B pamkax opHoro [Mpoekta. MoxeT ObITb M3MEHEH MO MHMuMaTuBe 3akasdumka no
cornacoBaHuio ¢ VicnonHutenem B TUKeT-cCUCTEME.

KBota (nonb3oBaTenbckas) — ycTaHaBnvmBaemoe [lonb3oBatenemM OrpaHuYyeHne Ha
KonmyecTtBo Pecypca, koTopoe MOXeT BbiTb UCMOMb30BaHO A9 CO34aHMs OObEKTOB B pamMKax
ogHoro lNMpoekTta. Mpu cosgaHum MNpoekta KBoTa Ha pecypc aBTOMaTUYECKN yCTaHaBMBaETCA
paBHon JlIumMnTy npoekTa npoekTta Ha Pecypc.

BHeWHAA naHenb ynpaBrieHUsl MPOEKTOM — OTAeflbHas MaHeslb YNpaBreHUss MPOeKTOM,
npefgocTaBnsiemMasl B pamkax ycryr. TpeTby nuua MoryT nory4vatb AoCTyn K BHelwHen naHenu
ynpaBeneHns no mHuumatuee 3akasvmka 6e3 3aBefeHuss OTAenbHOM y4eTHOW 3anvcu B MaHenu
ynpaBrieHns y4eTHOW 3anucbto 3akasyuka.

YnpaBnsAwowas nNpocronka — COBOKYNHOCTb [laHenn ynpaBreHus Y4YeTHOM 3anucbio
3akasuuka, APl n BHelWHMX naHenen ynpaeneHus NpoekTamm, co3gaHHbIX 3akasqymKkoMm.

API — nporpaMmmHbIN HTEPhENC ANa aBTOMaTU3NPOBAHHOIO YNpaBreHNs YCryroun.
NPEOMET

WcnonHutene npepocTtaBnser 3akasyuMky QOCTYn K ycriyraMm MO OpraHu3auuMm XOCTUHra
BMPTyanbHOW MHAPACTPYKTYpPbl, MPEAOCTaBNAA B pacnopsbkeHne 3aka3ynka 4yacTb pecypCcoB
WHPACTPYKTYpbl, pa3MeliaemMon Ha TexHudeckon nnowagke WcnonHutens (panee —
«Ycnyra»). 3aka34nk npyuHUMaeT u onnadmsaet Yenyry Vcnonnurentio.

NOPAOOK NPEOOCTABIIEHUA YCITYTU
3akasuuk 3akasbiBaeT Ycnyry B [MaHenu ynpaeneHus.

3akas3umk BrnpaBe 3akasaTb ATTECTOBaHHbIN OGMNayHbIi cepBep, BbiOpaB Npu 3akase Ycnyru
“ObnayHbin cepBep” 30HY OOCTYMHOCTM gis (Tonbko Ha Tepputopun P®). dononHuTenbHble
XapakTepucTMkM ATTECTOBAHHOIO 06nayYHoro cepBepa ykasaHbl B pasgerne 7.

OkasaHune Ycnyrm HauMHaeTcsi C MOMeHTa co3ganusa Pecypca BHyTpu lMpoekTa npu Hanuvuum
[0CTaTOYHOMO KonuyecTsa cpedcTs Ha banaHce ycnyrm (unv BanaHce 3akasunka?) ons Havana
npeaocTaBreHns YCryru 1 BbIMONHEHUs ycrioBun n. 2.1.

3aka3unKk MOXET OCyLLecTBnsATb paboTy ¢ MpoekTom HenocpeacTBeHHO K3 MNaHenu ynpasneHnus
y4yeTHOlM 3anucbio 3akasumka, nNnbo npedocTaBuUTb TPETbMM fMUaM CChlIKy Ha BHelHwoo
naHesb yrnpaBrneHusi MPOEeKTOM.

IOna poctyna k [NpoekTy nocpeactBom BHelwlHel naHenu ynpaeneHusi NpoekTom Tpebyetcsi
npegsapuTensHO co3gaTth [lonb3oBaTtens n 3agaTtb AN HEro naporib, NOMb3ysiCb CPeACTBaAMU
MaHenu ynpaBneHus y4eTHON 3anucbto 3akasymka.

2 3peck 1 ganee no TEKCTy npuw oTcyTeTBUM y 3akasunka B MaHenu ynpasnenns banaxca ycnyri nog TepMuHom “BanaHc
ycnyrn” noHnmaetca u banaHc 3akasuvka
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3akasumk cospgaetr Pecypcbl B pamkax JlIMMWMTOB y4é€THOM 3anucu M JIMMMTOB MpoekTa, uUnu
yKka3aHHbIX 3akazunkom KBOT BO BHeLLHeN naHenn ynpaBrneHus NpoekToMm.

3akasumMk MOXeT co3gaBaTb BTOpow M nocnegyrowme [MpoekTbl B paMkax OrpaHuyeHun Ha
MaKcMMarnbHOe KonmyecTBo NpoekToB, yCTaHOBMNEHHbIX cnonHuTenem.

3aKka3umk CcaMOoCTOSITENbHO BbIGMpAeT KOHGUrypauuio BupTyanbHbIX MaluvH, BupTyanbHbix
AVCKOB M BupTyanbHbIX ceTeli 3a WCKIOYEHMEM CriydaeB, KOrga TaKoBble CO3[aloTcs B
aBTOMaTUYECKOM pexume VicnonHuTenem.

CepBep, Ha KOTOpPOM pasmellaeTcs BupTyanbHas mawmHa 3akasuuka, NMOOKMoYEH K CETM Ha
ckopoctn 10000 MO6uT/cek; gaHHas mnoroca pasgensieTcsd Mexay Bcemu BupTyanbHbimu
MalMHaMu, 3anyLeHHbIMW Ha cepBepe Wcnonuutens. NoTpebneHHbii 3akaszdnkom Tpadmk
TapuduumnpyeTcsi B COOTBETCTBUM C Tapudamu, yKasaHHbIMM Ha cante WcnonmHutens wn/vnm
MaHenu ynpaBneHus y4eTHON 3anmcu 3akasyuka.

Tapuukauumn nognexnT BXOAALWMIA N NCxoasawwmn Tpaduk B IHTepHeT. Tpadumk mexay ycnyron
“ObnayHbi cepeep” 1 crnegyowmmn yenyramm Micnonnutens: “lNpenocrtaesneHne BoiaeneHHoro
cepBepa u BblgeneHHoro cepBepa NpoOU3BONbHOM  koHdurypaumn”, “lNpepoctaBneHne
00bekTHOro xpanumnuwa”, “lybnuyHoe obnako Ha 6ase VMware”, ecnn [P-agpeca
@HOHCVPYIOTCH M3 aBTOHOMHbIX CUCTEM VicmonHnTens — He TapnUUNpPyeTcs.

Monoca nponyckaHus ons kaxgon BuptyanbHol MmawwmnHbel orpanndeHa 1000 MowuT/cek.

HocTtyn B nHTepHeT ans BupTyanbHbix MawmH 3akas4ymka OCyLLIEeCTBASETCS NOCPeaCTBOM:

= [lybnunyHbix IP-agpecos;

= [lybnuyHbix nogceten n3 5 unm donee agpecos.

PacwupeHnue Jlumnta YdetHom 3anucm Ha noacetu IP-agpecoB npoucxoguT u3 pacyeta OAauH
IP- agpec Ha ogHo lMpoueccopHoe aapo.

JInmnt YyeTHOM 3anucu yctaHaenmuBaetrca McrnonHuUTenem aBTOMaTMYECKM U MOXET ObiTb
M3MEHEH MO 3anpocy Npu HaNU4MmM TEXHNYECKON BO3MOXHOCTU.

JivumnT MpoekTa ycTaHaBnvMBaeTcst VicnonHuTeneM aBToOMaTUYECKU U MOXKET ObiTb M3MEHEH Mo
3anpocy Npv HanU4YMM TEXHUYECKON BO3MOXHOCTU.

McnonHutens MOXeT B OAHOCTOPOHHEM MOPSAKEe YMEHbLUUTb JIMMUT y4yeTHon 3anucu, Jinmut
MpoekTta u/unu KeoTbl Ha oTgenbHble Pecypcbl. AcnonHUTenb MOXET paspelunTb 3akasvuky
ucnonb3oBaTb BblgeneHHble |P-agpeca npu ycnoBum omnnaTtbl BTOPOrO W MOCMNEOYHLNX
IP-agpecoB Ha ogHy BupTyanbHyt0 MaLLvHYy.

3akasumk MoXeT B 6o MOMeHT nameHuTb KBoTbl ntoboro MNpoekta co3gaHHOro B pamkax
JoMeHa 3akasyuka.

CornacoBaHue Ha Ucronb3oBaHWe BblaeneHHbIx |[P-agpecoB ocyLLecTBASETCs B COOTBETCTBMM
¢ CornatueHuem.

B uensix npegoTBpalleHns pacnpeneneHHbix atak oTkasa oT obcnyxusanus (DDoS):

= obwasa nponyckHas cnocobHocTb ana UDP-tpadwmka Ha noptbl 0, 16, 19, 53, 123, 1900
orpaHuymBaetcs o 500 Mout/cek;

= MpW NpeBbilWeHn 3akazdymkom nopora B 150 ThicsY NakeToB B cekyHay McnonHuTens Bnpase
orpaHu4MTb nornocy nponyckaHus go 100 Mout/cek;
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* HWcnonHutene BMpaBe OrpaHWyYnTb MOMOCY MPOMYCKaHUS CEpPBUCOB, KOTOpble MOTryT
ucnonb3oBatbcs Ansa atak knacca UDP  amplification unmM orpaHmunte BO3MOXHOCTb
NCMNONb30BaHUSA AaHHbIX CEPBMCOB, yBEAOMUB 3aKasynka He MeHee YeMm 3a 7 OHEN.

3aKka3uMk CaMOCTOSITENIbHO OCYLLECTBRSIET 3KChfyaTaumio BupTyanbHbIX MawwvH —nyTem
yOaneHHoro 4ocTyna K HUM Mo CeTsiM CBsi3u obLiero nonb3oBaHus,Yepe3 BHelHow naHenb
ynpaBneHnss npoektoMm wnu [laHenb ynpaBrieHWsi, CaMOCTOSITENbHO YCTaHaBNMBaeT U
HacTpauBaeT Ha BupTyanbHbIX MallMHaX Hy)xHoe eMy nporpaMmmHoe obecrneyeHue.

3akasumk BrpaBe 3agaTb pacnucaHme bakana ¢ [gocTynHOM 4YacTotonm co3panusa Bakana.
3akasuuk BnpaBe 3agaTb HECKOMbKO pacnmucaHui bakana.

OMNNATA YCIYTU

KoHeyHasd cToMmocCTb Ycnyrm paccyvTbiBaeTcd M3 AaHHbiX O (PaKTUYeckn noTpebneHHbIX
Pecypcax. Tapudbl Ha Pecypcbl YycTaHOBReHbl 3a onpegeneHHyto McnonHutenem
MUHUMarbHYI0 eauHnLy obbema notpebnsemoro Pecypca.

Onnate nognexut daktnyeckoe notpebrneHne PecypcoB [Mpoekta 3a nocrnegHui yac Ao
BbIMOMHEHNSI O4EePEHOr0 CMUCAaHNS.

Onnarta npowusBoautcs Mo akTy mcnonb3oBaHus PecypcoB 3akasyvMkom MnyTeM ChnncaHus
OeHeXxHbIX cpeacTB ¢ banaHca ycnyru 1 pas B yac. Pasamep cnvcaHusi 3a Kaxabld 4ac MoXeT
MEHSITbCS B ClNy4ae naMmeHeHn 3aKkas3yvkom napameTpoB YCnyru.

OKOHYAHUE NPEOOCTABIEHUA YCIYTU

Mpun pgoctwkenum Hynesoro bamaHca ycnyrm wnm  GanaHca, HeOoCTaToO4HOro  Ans
OCYLLECTBIEHNS CreayoLwero cnucaHusa 3a notpebnsemble Pecypchbl, oTknoveHne goctyna K
Ycnyre npowvicxoguT aBTomartudecku. McnonHuTtenb otnpasnsdeT 3akasqvky yBegomrieHue o6
OTKITOMEHUM YCIyrn No 3fEKTPOHHOM MoYTe.

Ecnu npn ucnonb3oBaHum Pecypca “I'padunyecknin npoueccop” banaHc ycnyrn HegocTaTodeH
ONS OCYLLeCTBMNEHMS Cregylowero cnucaHus 3a notpebnsemble Pecypcbl B TeuyeHune 12
(oBeHapguaTn) Yacos, To McnonHuTene yganset Ha BuptyansHon mawmvHe Takme Pecypchbl kak:
padhmnueckuin npoueccop, BupTtyanbHbil npoueccop m OnepaTtMBHas NaMsTb. YaaneHue
ocTanbHbIX PecypcoB nponcxoanT B obLlem nopsgke cornacHo n. 4.3 Ycnosun.

Mpn banaHce ycnyru, HeOOCTaTOMHOM [Afs OCYLWECTBMEHUS Criedylowero cnucaHusa 3a
notpebnsemble Pecypcbl, B TeueHne 14 (4eTbipHaguaTu) kaneHgapHbiX AHew, WcnonmHuTenb
BrpaBe yganutb BCce BupTyanbHble MawwuHbl, a Takke nobble gpyrme obbekTbl 3akasuuka,
co3faHHble B pamkax YCnyrm u xpaHsilumecs Ha obopynoBaHum MicnonHuTtens. YkasaHHbI CPOK
MOXeET ObITb MpoasieH No cornatueHnio CTOpoH.

3akasumk MOXET MpoJOoImKWTb WMCMONb3oBaHWe Ycnyrn, npu ycroBuu nononHeHus banaHca
ycnyrm OO0 uctedeHus 14 (4eTbipHaguaTtu) KaneHgapHbiX AHEW C MOMEHTa MNPUOCTaHOBKU
okasaHus Ycnyru. YoaneHHole cornacHo n. 4.2 YcnoBui PecypCbl BOCCTAHOBMEHWIO He
noanexart U 3akasblBatoTCs 3aHOBO M3 AOCTYMHbIX HA 3TOT MOMEHT PecypcoB. NMpu nononHeHun
BanaHca ycnyrn B ykasaHHbIN CPOK NMpY Hannyum 3agormKeHHOCTU MO onnaTe Ycnyru B pasmepe
paHee wucnonb3oBaHHbIX PecypcoB, cymma 3agormkeHHocTu Oyger cnucaHa B MOMEHT
nononHexusa banaHca ycnyru.

3apgomkeHHoOCTb no  onnate PecypcoB ans [MpoekToB, OTKMIOYEHHbIX 3a Heynnary,
dopmupyeTca Kak cymma CTOMMOCTM BCeX HeydaneHHblx PecypcoB [lpoekta 3a Bpewms, B
TeuyeHne KoToporo MNpoekT Bbin OTKMYEH.
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B cnyyae otkasa 3akasumka OT Ycnyrn 3akasuuk BrnpaBe nepeydncnutb cpeactBa ¢ banaHca
ycnyru Ha Jlnueson cueT 3akasumka.

TPEBOBAHUA NO 3AWLUTE UHPOPMALIUU

3aka3umk 00s13aH npecekaTb Crydanm HEeCaHKUMOHMPOBAHHOMO [JOCTyMa K MCMOoSb3yeMblM
nporpaMMHbIM CPEeACcTBaM UM He [OoMyckaTb MCMOSIb30BaHUS CBOMX MNU MPedocTaBnsieMbiX
WNcnonHutenem pecypcoB Ans MOMbITOK HECAHKLMOHMPOBAHHOIO JOCTYNa K APYrMM pecypcam
cetn WHTepHeT. B 4yacTHOCTM, 3akasuuk [OSKeH He [omnyckaTb Ha CBOMX BupTyanbHbIX
MalLMHaX criedyoLmx CUTyaLmWii;

= Cc BuptyanbHoM MawuvHbI OTNPABASIOTCA COOOLLEHWSI SMEKTPOHHOM MOYTbl OT WUMEHU
afpecoB, He NpUHaanexawmx cetu (QomeHy) 3akasunka;

= nporpaMmMHoe oGecneveHne BupTyanbHOWM MallMHbI MCMOMb3yeT Naponu, ycTaHaBnMBaeMble
Mo YMOJTHaHWIO;

= ¢ BupTtyanbHom MawwuHbl MCXoOAT MakeTbl C HEBEPHbIM agpecoM UcTodHuka (IP source
address);

= ¢ BupTtyanbHoOl MalLMHbI UCXOAAT MakeTbl CnyX6bl AOMEHHbIX MMeH (DNS) ¢ HamepeHHO
NCKaXXEHHBbIMU AaHHbIMU;

* Ha BupTyanbHoOI MalUMHEe NPUCYTCTBYHOT BPEOAOHOCHbLIE NPOrpamMmMbl;

= Ha BwupTyanbHoM MalivMHe npuUCYTCTBYHOT W/Mnu paboTaloT nporpammbl, creuvanbHo
npeaHasHa4YeHHble Ans OCYLLECTBINEHNs HeCaHKLUMOHNUPOBAHHOMO AOCTYNa K MHdopMaLmn.

McnonHutens BnpaBe obecneynBaTb aBTOMATUMYECKYH unbTpauuio Tpaduka C Lenbio
GrnokmpoBaHusa OTnpaBkK Tpaduka ¢ nogaenbHbIMU (He Ha3Ha4YeHHbIMU BUPTyarbHOW MallvHe)
IP n MAC-agpecamu.

YPOBEHb OKA3AHUA YCIYTU (SLA)

Lnsa Pecypcos, ecriu He yKkasaHO UHOoe:

Tabnuua Ne 1

KomneHcupyembii npocTomn HekomneHcupyembiin npocTon

HepoctynHocTb BupTyanbHbIx MalwwuH | HepgocTynHoCTb YnpasnstoLLen NpoCronku.
3akasunka Bcnefcteune cbos nHdpactpyktypsl | HegoctynHocTs PecypcoB lNpepbiBaemon
WcnonHutens. [aHHbIN BUg npoctos | BupTyansHon MalUnHbI.

KOMMeHcupyeTcst cornacHo Pecypcam,
KOTOpble He MOrnu OblTb MCMNOMb30BaHbl BO
BpeMs npocros BCcreacTeue cbos
BupTyanbHOM MalMHbI, K HUM OTHOCATCS:
MpoueccopHble sapa, [NpoueccopHble sapa
SGX, OnepatmBHass namsaTb, OnepaTtvMBHas
namate  SGX, BbliaeneHHble aHKnaBbl
onepatMBHoW namaATM ansa  BupTyaneHon
MawwnHbl cepepa ¢ SGX ba3soBbIi OuCK,
BbicTpbin  guck,  JlokanbHbIA  OUCK U
YHuBepcanbHbi guck, Pannosoe xpaHunuiie
ucnonb3yemble nocTpagasllen BupTyansHoi
MaLUNHON.
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B cnyyae HepoctynHocTu bBanaHcupoBLuMKa Harpy3km (moTepsi  pabotocnocoOHocTh
BanaHcupoBlmka Harpysku) no BuHe McnonHwuTtens, korga Bce BupTyanbHble MalUuHBbI,
NOAKIMIOYEHHble K BanaHcupoBLUMKY Harpyskm Haxogdtcs B paboTocnocOBGHOM COCTOSHWUM
(ctatyc Online) n rotoBbl 06pabaTtbiBaTb MOCTYNaKwLWMe K HUM 3anpocbl, KOMMEHCUPYeTCs
TONbKkO CcTOMMOCTb  BanaHcumpoBliMKa Harpyskun. He  KomneHcupyeTcda  BupTyanbHas
MHpacTpykTypa (Pecypchl), Haxogswasacsa 3a banaHCMpPOBLUMKOM Harpysku.

Tabnuua Ne 2

FapaHTUpoBaHHass  AOCTYNHOCTb  (npu | 24x7x365 — 24 yaca B CyTKM,
ycrnosuu OTCYTCTBUSA npuynH | 7 gHen B Hegento, 365 gHen B rogy
HeAoCTYNHOCTN Ycnyru)

% (npoueHT) paboTocnocobHocTM 3a mecsy, | 99,98 %

KomneHcupyetca 0.5% ctoumocTtn Yenyrm 3akasyuka 3a kaxable 30 MUHYT KOMNEHCUpyemMon
HegocTynHocTu Yenyrm ao 100% ctonmocTtu Yenyru.

Lna Omkasoycmoltiqueozo Knacmepa 6a3bi 0aHHbIX:

Tabnuua Ne 1

KomneHcupyembin npocTtomn HekomneHcupyembiii npocTomn
HepocTynHocTb OTKka3oyCcTON4MBOro . HepoctynHocTb YnpasnsioLien
Knactepa 6a3bl AaHHbIX Ha onepaunuy YTeHne NPOCMOWKN;
n\unu 3anmnce BerieacTaune cbos . HepoctynHocTb OTkasoycTon4mBoro
WHPaCTPYKTYpbl cnonHutens. Knactepa 6a3bl gaHHbIX Ans onepaumu
3anncn B Cry4vae 3anorfiHeHWst MOSTHOro
obbema AVCKOBOIO npocTpaHcTBa
BupTyanbHON MaLUWHBI.
. HepoctynHocTb OTkasoycTon4mBoro

Knactepa basbl gaHHbIX gns onepauumn
3anucu " yTeHue B cnyyae
BOCCTa@HOBMEHUS [OaHHbIX U3 pe3epBHOW
konuwn, npoBegeHus  [lonb3oBatenem
onepauuu mMacLTabuposaHus n
OoBHOBNEHMS.

. HepoctynHocTb Knactepa 6asbl AaHHbIX
He ABMSAIOLLIErocs 0TKa3oyCTONYMBbLIM

Tabnuua Ne 2

MapaHTMpoBaHHasa pocTynHocTb (nNpwu | 24x7x365 — 24 yaca B CyTKH,
ycnosuu OTCYTCTBMUA NPUWYKMH | 7 gHen B Hegento, 365 AHen B roay
HeaoCTYNnHoOCTU Ycnyru)

% (npoueHT) pabotocnocobHocTn 3a | 99,95 %
Mecsly Ans onepauunM 3anucu B ba3sy
AaHHbIX
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% (npoueHT) paborocnoco6HocTn 3a | 99,99 %
Mecsil, Ans onepauuni uYteHue u3 basbl
AaHHbIX

KomneHncupyetcsa 0.5% ctoumoctn OTkasoyctonymeoro Knacrtepa 6a3sbl AaHHbIX 3a kaxable 30
MUWHYT KOMMNEHcMpyemon HegocTynHocTu. OO6ulas komneHcauus He moxeT npesbiwaTte 30%
CTOMMOCTH 3a MecsiL,.

[ns bakanos:

Tabnuua Ne 1

KomneHcupyembii npocTomn HekomneHcupyembiin npocTon

HeBO3MOXHOCTb KOppekTHoro | HepgocTynHocTb YnpasnstoLLen NpoCrionku.
BOCCTa@HOBIIEHNSI KOMUW B CBA3W C NOTEpPen
BCEX OaHHbIXx Bakana unu ux yactm no BUHE
WcnonHutens.

Ons nony4yeHnAa KomneHcauunm 3akasumk 0bs3aH npenocTtaBnTb Wcnonuutento B TukeT-cucteme
noaresepXxaeHne HEKOPPEKTHOCTU BOCCTaHOBJIEHHOM Konun mnnn HEBO3MOXHOCTH
BOCCTaHOBJI1EHUNA KOMUN.

KomneHcupyetcsa 100% ctoumocTn HepaboTocnocobHoro bakana.

Ecnn He ykasaHo uHOe, HemocTynHocTb Ycnyru u PecypcoB (npocToi) onpegensietcs kak
WHTEpPBarn BPEMEHM MEXAY MOMEHTOM OTMPaBKU COOOLLEHUS NOCPencTBOM TUKET-CUCTEMBI B
cnyx0y noggepxku WcnonHutens M MOMEHTOM 3aBepLUEHMSI BOCCTaHOBUTENMbHbIX paboT
WcnonHutenem.

KomneHcauusi onpegenserca Kak cpefactsa, nepeuncnaemble VICnonHUTeNnem UCKMYMTENbHO
Ha BoHycHbI GanaHC B cryvyae HeLOCTYNMHOCTWM YCNyrn, B COOTBETCTBUM C Tabnuuen Ne 1.
MepeuncneHne ocyulecTensieTcd B TeveHWe nepBbiXx 7 (cemu) paboumx AHen Mecsaua,
cnegytowlero 3a Mecsiuem, B KOTOpoM Ycrnyra Obina HegocTynHa, npu Hanmmumu coobLueHus,
OTNPaBfEeHHOro C MOMOLLb TukeT-cucTembl, O MPOCToe M TpeboBaHMA 06 OCyLuecTBREeHUK
komneHcauun. CpeactBa ¢ BoHycHoro 6amnaHca MOryT ucnonb3oBaTbCA TOMbKO AN onnatbl
Yenyrn. KomneHcauusi OCYLLEeCTBRSIETCH MWCKIMOYMTENbHO MyTEM 3a4MCrieHusl CPeacTB Ha
BoHycHbI BanaHc.

Mpu pacyeTe KOMMEHCaAUMWN HE YYMTLIBAOTCA CPeACTBa, HauucreHHble VcnonHuTenem paHee
Ha BoHycHbIli GanaHc (B pamkax peknmaMmHbIX akuuiA WnM 3a HapyleHue YCroBwi
UCMONb30BaHNs OTAENbHLIX CEPBUCOB), cnucaHHble VcnonHuTtenem c BoHycHoro 6anaHca B
cueT onnartel Ycnyru.

Ecnn WcnonHutens pacnonaraet COBCTBEHHBLIMU OAaHHBIMW O Havarne NPOCTOA, YKa3biBakOLLMMU
Ha Oonee paHee BpemMA Ha4dalla TMnpoCToA, Y4eM BpemMA OTrnpaBKu coobLeHus yepes
TVIKeT-CI/ICTeMy 3aka34ymMkoM, OH MOXET WUCMONb30BaTb 3TW AaHHble. PasHornacus o BpeMeHn
NPOCTOA pa3peLarnTcda nyTemMm neperosopos CTOpOH B TukeT-cucteme.

Pabounm BpemeHeM cumTaeTcs BpeMs ¢ 8 oo 23 yacos no pabounm gHsm, ¢ 11 go 22 yacoe B
BbIXOAHbIE U Npa3gHuYHble AHK. OcTanbHOe Bpemsi cuuTaeTcs Hepaboumm.

B cny4yae OTCyTCTBUA coobLueHus, OTnpaBJiEHHOIo NOCpeacTBOM TUKET-CUCTEMBI, WU
cobBCTBEHHbIX OaHHbIX McnonmHuTens o Hadane NPOCTOA, YCnyra c4ynTaeTcAa ,D,OCTYI'IHOIZ, a
KOMMeHcauuna He BbllnJj1a4vynBaeTCA.
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YyeT Begetcsa pasgenbHo ang kaxpon BupTtyanbHonm maiumHbl, OTkasoyctonumeoro Knacrepa
6a3bl gaHHblX, bakana, ®annoBoro xpaHunuwia. TOYHOCTb Yy4é€Ta MPOCTOS COCTaBNSET He
mMeHee 1 MuHyTbl. ECnv mepuoa nNpocTos NpuMxoamMTCst Ha MOMHOYb MEXAy KOHLOM W Havyarom
Mecsiua, TO NPOCTOM MOMHOCTBI OTHOCUTCA K TOMY Mecsuy, B KOTOPbIM Mpulinacbk 6onblias
YacTb NPOCTOS.

He noanexut KomneHcauun NpocToN, CBA3AHHbIA C 0OCTOATENBLCTBAMU HEMPEOAONTMMON CUIbI
U UHbIMK oBCTOsITENBCTBAMM, Npou3oLledwMn He Nno BuHe WcnonHutens. He nopnexuT
KOMMeHcauun NpoCTON, Bbl3BaHHbIN AecTBUAMU (6e3genctenem) 3akasvmka.

YueT HeJOCTYNHOCTU YCIyr U pacyeT KOMMNeHcaLun OCyLLECTBIAETCA aBTOMaTUYEeCKM.
MHbIE YCNOBUA ONA ATTECTOBAHHOIO OBJIAMHOINO CEPBEPA

Mo pesynbTataM MPOBEAEHHbIX  WCMbITAHWIA W Ha OCHOBaHMWM BbldaHHOrO ATTectarta
COOTBETCTBUS  ATTECTOBaHHbIM  OOMayHblii  cepBep  COOTBETCTBYET  TpebGoBaHWAM,
NpeabsBISEMbIM K:

locymapcTBeHHbIM MHOPMaUMOHHBIM cuctemam 1 (mepBoro) knacca sawmuweHHoctn (K1) B
COOTBETCTBUM C « TpeboBaHMsIMK O 3aLmUTe MHPOPMALMKN, HE COCTaBNSAOLWEN rOCy4apCTBEHHYHO
TanHy, copepXalencs B rocygapCTBEHHbIX MHMOPMAaLMOHHBLIX CUCTEMAXx»,yTBEePKAEHHbIMM
npukaszom OCTIK Poccum ot 11 cpbeBpansa 2013 r. Ne17;

WHdopmaLmoHHbiM cuctemam 1 (NepBOro) ypoBHSA 3aLLMLLEHHOCTU MNEPCOHAnbHbIX AaHHbIX
(Y31) B cootBeTCcTBUM C « TpeboBaHNSAMM K 3aLUMTE NEPCOHArbHbIX AaHHbLIX MpU nx o6paboTke B
WMH(OPMALMOHHBLIX CUCTEMAxX NEepPCOHarbHbIX AaHHbIX», YTBEPXOEHHbIMU [lOoCTaHOBNEHWEM
MpaButensctBa PO ot 01 Hos6pst 2012 1. Ne1119;

MHdopMaLMoHHBIM cucTeMaM knacca 3awmuieHHoctn 10 B cooTtBeTcTBUM C PyKOoBOASALLMM
OOKYMEHTOM «ABTOMAaTu3MpOBaHHbIE CUCTEMbI. 3alimTa OT HECaHKUMOHMPOBAHHOIO AOCTyNa K
uHcpopmaumn. Knaccudpmkaumss aBTOMaTU3MpoOBaHHbLIX CUCTEM W TpeboBaHuA No 3awmTe
MHGOpMaUuny», YTBEPXAEHHbIM pelleHnemM npegcepatens [ocyqapCTBEHHOW TEeXHUYEeCKOWn
komuceun npu MNpesmgeHTte Poccunckon ®epepaumm ot 30 mapta 1992 r.

ATTEeCTOBaHHbI  0OMayHbli  cepBep  pasMellaeTcsl Ha  TeXHONMOornveckonm  nrolagke
WcnonHuTtensa Ha Tepputopumn PO.

Mo 3anpocy 3akasumka B Tuker-cucteme McnonHutens npegocTaBnseT nepeyeHb akTyanbHbIX
yrpo3 6e30nacHOCTU, BbINOMHAEMbIE Mepbl 6€30NMacHOCTM U NPUMEHSAEeMble CpeacTBa 3auThbl
npuBeneHbl B BbiMMCKe U3 JoKymMeHTa "Mopgenb yrpo3 ©0e3onacHocTn wHdopmaummn”
MHOPMaLMOHHOM cucTembl "ATTecToBaHHas obnavHas nnardgopma”.

Knactep 6a3bl gaHHbix n Knactep Kubernetes B pamkax ATTtectoBaHHOro obna4yHoro cepeepa
He NpefoCTaBnsOTCS.

Ecnu He ykasaHO uHoe, k ATTecToBaHHOMY ObGrnadHOMy cepBepy NMPUMEHSIHOTCS BCE MOSTOXKEHUS
HacToALWMX YCITOBUMN.
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