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Benywas
KomnaHus B cpepe
knbepbesonacHocTu

«JlabopaTopusi Kacnepckoro» — Beayuias
KoMnaHus B chepe knbepbesonacHocTn
C OBLWUPHBIM NopThenem nepenoBbix
peLueHuii v ycnyr B o6nactu
nNH$OpPMaLVOHHOI 6e30nacHOCTH.
PeweHus «JlabopaTtopun Kacnepckoro»
perynsipHo nosy4aloT camble BbiCOKMe
OLIEHKM B HE3aBKCUMbIX TECTaX U 0630pax.

B komnaHun paboTaloT BbICOKOKNAacCHble
paspaboTunku MO 1 nccnegosaTeny yrpos
(OHM COCTaBNSIOT MONIOBMHY COTPYAHUKOB
KOMMaHWK), YTO, C OAHON CTOPOHbI,
nossonseT «JlabopaTtopun Kacnepckoro»
camocTosTeNbHO pa3pabaTbiBaTh

1 NoALEPXMBATb MMANPYIOLLME Ha

pbIHKe TeXHONornK, a c Apyroin — ceoanT
K MVHVIMYMY 3aBUCUMOCTb OT YCJIOBUIA,
npepnaraembiX TEXHONOrMYECKMU
napTHepamu.

KntoueBbIMM KOMNOHEHTamu NnaTdopmbl
ssnsitotcs Kaspersky Anti Targeted Attack
(KATA) n Kaspersky EDR Expert. NMpoaykTbi
ceptuounumpoBaHsl PCTIK Poccun n PCH
Poccum, nonHocTbio COOTBETCTBYIOT
Tpe6oBaHUSM 3aKOHa O 3alunTe
nepCcoHanbHbIX AaHHbIX, BKIOUEHbI B peecTp
poccuiickoro N0, a Tak>Xe COOTBETCTBYIOT
TpeboBaHnam FOCT P 56939-2016.

'. Hape>xHocTb

Hape>xHag 3awmnTa oT uenesbix aTtak

Mbl noHUMaem, 4YTo 3awwmTa AaHHbIX, 6e3onacHocTb UT-uHdpacTpykTyphbl, ycTOYMBOCTb B13HEC-NPOLLECCOB

M COOTBETCTBME TpeboBaHNSIM 3aKOHOAaTeNbCTBa — HEOBXOAMMOE YCIoBUE AN YCTOWUYMBOro pa3BuTns 6naHeca.
MoaTomy Mbl Npepnaraem HaWUM KNIVEHTaM HaAeXHYI0 3aLUTY OT CNIOXHbIX YIPO3 U LiefieBbiX aTakK B MOJIHOM
COOTBETCTBUM C Tpeb6OBaHNSIMM 3aKOHOA4ATENbCTBA.

Kaspersky
Anti Targeted
Attack

KomnnekcHoe peweHune

MnaTtdopmal; C BK/IIOYEHHbIM — 3TO KOMMJIEKCHOE peLleHne
Ha OCHOBe YHUPULIMPOBAHHON CepPBEPHOI apXUTEKTYPbI U LLIEHTPaNM30BaHHOro yNpaBneHus n3 eanHol Be6-
KoHconu Ansi o6HapyXeHus n paccnefoBaHuns kubepaTak n pearmpoBaHus Ha HUX. KNMeHTbl Mory T KOHTponupoBaTh
BCe pacnpoCTPaHEHHbIE TOUKM BXOAA ANS Yrpo3: ceTb, Be6-TpaduK, aneKTPOHHYIO nouTy, paboune mecTa, cepeepbl
1 BUPTYyasnbHble MaLUMHbI, KOTOPble ByAy T HaAEXHO 3aLUULLEHbI HALLMMMW TEXHONOTUSIMM.



[no6anbHbIi OXBaT U MEXAYHapPOAHoe

o COTPYAHNYECTBO

«JlabopaTopusa Kacnepckoro»
BK/1a[1bIBAET 3HAUNTENbHbIE HBECTULIN
B MCCNeaoBaHns 1 pa3paboTky

(R&D) — no 30% cBoeii npunbbiny,
NOCTOSIHHO COBEPLLEHCTBYS CBOU
peLIeHNs N TeXHONOr N B COOTBETCTBIN
C TeHAEHUMSMY pbIHKa, TpeboBaHUSIMMN
PEerynsaTopoB 1 NOXeNaHUSIMN CBOMX
KNMEHTOB

BpeHpa, n3secTHbIli BO Bcem mupe. OgHa n3
KPYNHEMNLWNX YaCTHbIX KOMMNaHUA, 3aHMMaIOLLNXCS
paspaboTkamu B cpepe kmbepbezonacHocTun

KomnaHua Bbilna Ha MeXAyHapOAHblii PbIHOK
Anti-APT- u EDR-peweHwuii B 2016 1 B 2017
ropax cooTseTcTBeHHo. Ceiivac Hawm peleHus
nocTaBnsoTCS yXXe 6onee uem

MHo>KeCTBO KPYMHbIX KJIMEHTOB B pa3HbIX CTpaHax
Mupa Bbi6panu Anti-APT- n EDR-pelueHus
«JlabopaTtopuu Kacnepckoro»

CeropHa TexHonorum «Jlabopatopun
Kacnepckoro» no Bcemy Mnpy 3aLluLiaioT:

«JlabopaTtopusa Kacnepckoro» siBnsertcs
AOBEPEHHbIM NAPTHEPOM MHOTUX
rocynapCTBEHHbIX OpraHM3aLuii o BCeMy MUpY,
B ToM yucne ViHTepnona, EBponona n pasnmyHbix
noapasaeneHnii CERT

Mbi nmeem ycnewHbI MeXAyHapOAHBIA onbIT
peanusauunm npoeKToB Mo KOMMIEKCHOM

sawnte UT-uHdpacTpyKkTyp OT LieneBbix aTak

B pa3/INYHbIX CErMeHTax, BK/lloyasi roccekTop,
6aHKkn / dnHaHCOBbIE opraHn3auum / cTpaxoBaHue,
3HepreTuKy, TPaHCMOPT, NPOoMbILWAeHHOCTb, BINK

M CTPOUTENLCTBO



Kaspersky
Symphony
XDR

Bceobbemniowias
6e3onacHoCTb
BMecTe ¢ Kaspersky
Symphony XDR

Mnatdopma Kaspersky Anti Targeted
Attack n Kaspersky EDR Expert siBnsitotcst
BaXHbLIMN KOMMNOHEHTaMu NnaT¢opMmbl

XDR ru6puaHoro tuna Kaspersky
Symphony XDR. 9To komriekcHoe
peleHune nomoraet VIB-cnyx6am
oTpaxaTb CNoxHble kKnbepaTtaku Ha

BCEX YPOBHSIX 3HaUNTENbHO BricTpee

1 C MEHbLUVMW ycunusmu 6narofaps
onT!MasnbHO HACTPOEHHOI aBToMaTU3aumnm
3aLUMTHBIX AENCTBUIA, KPOCC-MPOAYKTOBOMY
B3aUMOAENCTBIIO, MONYYEHNIO
LOCTOBEPHOI aHannTVKKM o Knbepyrposax
1N MHOTOYPOBHEBOMY KOHTPOSTIO
noTeHUManbHbIX TOYEK BXOAa.

OnuncaHue pelueHus

Kaspersky
Anti Targeted
Attack

Mnatdopma Kaspersky Anti
Targeted Attack — peweHue,
npeaHasHayeHHoe Ans

3awnTbl NT-nHppacTpykTypbl
opraHv3aunn, CBoeBPeMeHHOro
o6Hapy>eHna n pearnpoBaHns
Ha Takue yrposbl, Kak, Hanpumenp,
aTaKu KHYNeBOoro AHS», LesneBble
ataku n APT-yrposbl.

Moppo6Hee LOoxkymeHTauus

% Kaspersky
EDR Expert

Kaspersky EDR Expert coBmecTHO

c Kaspersky Anti Targeted Attack
dopmupyeT NonHyio KapTUHY UHLMAEHTA,
aBTOMaTU3MpYyeT npoLecc cbopa AaHHbIX
M o6ecneymBaeT NX LLEHTPaNN30BaHHYo
3anucb 1 xpaHeHne ang a¢PpeKkTnBHoro
paccrnenoBaHUg MHOrOCTYMNeHYaTbIX
aTak. B Tom uncne npm HepocTynHocTU
CKOMMPOMETUPOBaHHbIX paboumx mecT
UNn B criyyasx, Koraa AaHHble 6b1im
3almdpoBaHbl B xoAe aTaku.

Moppo6Hee

MpenmywectBa

O6Hapy>xeHne ceTeBOW akTUBHOCTM
no 80 npoTokonam, B YaCTHOCTM MO
53 npoTokonam NpuknagHoro ypoBHS.

KacTomusauvs o6pa3os 1 oKpyXeHns
BUPTYanbHbIx MalnH Ha Windows.

Mopnepxka poccuinckunx
onepaLvioHHbIX CUCTEM.

LleHTpanusosaHHoe pearmposaHue.

[ocTyn k cunbHelweii B Mupe cucteme
knbeppassenkm Kaspersky Threat
Intelligence.

Koppensuuns ceTeBbix cobbITUN
C COBLITUSAMMN HA PAaBOUNX CTAHLNAX
B OOHOM NpoayKTe.

Moapo6Hee


https://www.kaspersky.ru/enterprise-security/anti-targeted-attack-platform
https://media.kaspersky.com/ru/business-security/KATA_KEDR_business_benefits.pdf
https://support.kaspersky.com/KATA/4.1/ru-RU/194458.htm
https://www.kaspersky.ru/enterprise-security/endpoint-detection-response-edr

X Kaspersky
EDR Expert

3awwmTa pabounx mecT
OT CNOXHbIX Yrpo3s, APT
M LeneBbix aTak

MouwHoe peweHmne knacca EDR (Endpoint
Detection and Response), paGoTatoLiee
B cuHeprum ¢ Kaspersky Security ansa
6usHeca.

O6ecneuviBaeT 06HaPYKEHVE CNOXHBIX
Yrpos, X BCECTOPOHHee paccnefoBaHue
1 PEeTPOCMEKTUBHbINA aHanma.

YHukanbHble nHankaTopsbl atak (IoA), goctyn
K nopTany Kaspersky Threat Intelligence,
a Takxe conocTtasneHne c MITRE ATT&CK.

MpoaKkTWBHbIN MONCK CKPbITLIX Yrpo3

1 BbICTPOE pearvpoBaHye Ha MHLMAEHTbI
(B TOM YmMCne C UCMONb30BaHNEM
BCTPOEHHbIX PEKOMEHAaLMR).

Kaspersky
Anti Targeted
Attack

KomnnekcHas 3awuTa
OT CNOXHBIX Yrpo3s, APT
M LeneBblx aTak

KomnnekcHoe pelueHvie anis
oBHapy>XeHus, paccnefoBaHus

1 pearmpoBaHns Ha knbepaTaku

Ha OCHOBE YHUPULIMPOBAHHOI CEPBEPHO
apXUTEKTYPbI N LLEHTPaNM30BaHHOro
yrnpaBneHus n3 eanHol Be6-KoHCoNu.

KoHTporb 1 3awmTa BCex
pacnpoCTpaHEHHbIX TOYEK BXOAA YTPO3:
ceTw, Be6-Tpadwika, 3NEeKTPOHHOM
nouThl, pabounx MecT, cepepoB

1 BUPTYasbHbIX MaLLVH.

MpoakTuBHbI MOUCK yrpos

1 LeHTPann3oBaHHOE pearnpoBaHie

Ha CNOXHble HLUMAEHTL Ha YPOBHE
KOHEUHbIX TOYek, a TakKe BEG- 1 MOYTOBbIX
LU/I0308.

PearwposaHme MOHI/ITOpI/IHI', BuU3dyannsauuns,
Ha MHUWOEHTDbI yBeaomMneHuns, OTYETHOCTDb

Ans
LLeHTPaJIN30BaHHOr o ynpaBJiIeHNS
3awmMTon Bceil "HPPACTPYKTYpbl

PaccnepoBaHue n O6Hapy>xeHune
HpoaKTMBHbIﬁ MOUCK Yrpos CNOXHbIX YIrpo3



OdpekTuBHOoCTb NpumeHeHUs Kaspersky Anti Targeted Attack n Kaspersky EDR Expert

JokaszaHHaa adpPeKTUBHOCTb
TEXHONOrmim

noareepXxpgeHa He3aBUCUMbIMU TECTOBbIMIA J1360paTOpI/I9IM|/I n aHaanTnvyeCKmmm areHTCTBamMm.

SE Labs: PewweHne KATA nonyuuno
HauvBbicwn penTnHr AAA

Noppo6Hee

'gh‘ THE Rabpicati GRouP, INC.

X | Y] ATECHNOLOGY MARKET RESEARCH FIRM

Radicati Group npusHana
«JlabopaTtopuio Kacnepckoro»
Beaywum nurpokom (Top Player)
Ha pbiHKe 3awmTbl oT APT-yrpos

Moppo6Hee

B xope He3aBNCMMbIX TECTOB

SE Labs Kaspersky EDR Expert
AOCTUr BbicoYaiiluero pesynbraTa B
o6Hapy>KeHUn TapreTMpoBaHHbIX aTak
1 6bla YAROCTOEH CaMOoro NPecTMKHOro
peiiTuHra AAA pBaropa noapsaa,.

MNoppo6Hee

FORRESTER

«JlabopaTtopusa Kacnepckoro» — nupep
The Forrester WaveTM: External Threat
Intelligence Services Q12021

Moppo6Hee

@Iabs

Wmmucsn
THREAT DEFENSE

ICSA Labs: KATA npogemoHcTpupoBana
npeanbHbI pe3ynbTaT BO BpeMsi
KBanM$puKaLMOHHOro TeCTUPOBaHUS

Moppo6Hee

MITRE | ATT&CK

KauecTBo 06Hapy>xeHns knbepyrpos
peweHuamn «JlabopaTtopus
Kacnepckoro» noaTeBep>aeHo
nccnegosaHnamm MITRE ATT&CK

Moppo6Hee

Gartner
peerinsights

customers’

choice
2020 {

Gartner: «Jlabopatopusa Kacnepckoro» —
nupep B kateropum Customers Choice
B KaTeropum pewenuii EDR

NTEST

AV-Comparatives: KEDR Expert nonyuunn
cTtatyc Strategic Leader n nogreepaun
100% 3awmTy oT aTak LSASS

Moppo6Hee Moapo6Hee


https://www.kaspersky.com/enterprise-security/mitre-attack
https://www.kaspersky.com/about/press-releases/2022_kaspersky-endpoint-detection-and-response-expert-receives-strategic-leader-status-from-av-comparatives
https://www.kaspersky.com/about/press-releases/2022_kaspersky-edr-expert-confirms-100-protection-from-lsass-attacks-in-av-comparatives-research
https://media.kaspersky.com/enterprise-security/SE-Labs-Breach-Response-Test.pdf.pdf
https://selabs.uk/reports/enterprise-advanced-security-edr-2022-q2-detection/
https://go.kaspersky.com/rs/802-IJN-240/images/Licensed_APT_Protection_Market_Quadrant_2022.pdf
https://www.kaspersky.com/about/press-releases/2021_kaspersky-named-a-leader-in-external-threat-intelligence-services
https://media.kaspersky.com/enterprise-security/ICSA-advanced-threat-defense-testing-report.pdf

. ApxutekTypa

MpuHUMN paboTbl SIEM B

ElEI HelwHne
]if %I bl @) bt cucTemsl A [F[E cuctemsl
\

CeTeBoin

Tpaduk

CeHcop LleHTp aHanusa MecouyHunua
B * [lMpuem un aHanus Tpaduka MpopaBnHYyTbIE TEXHONOM M » [lMoBepeHyeckuin aHanus daiinos
MouToBblii E + Cuctema oBHapy>XeHus BTOp>KeHin  _ _ _ _ _ OBHapyXeHWs U aHanu3a yrpos: -~ - - - B U30NMPOBaHHOI cpene
Tpad}l/lK * PenyTaunoHHas npoeepka ¢aiinos ’ * O6pa3abl BUPTyanbHbIX MaLLVH
(Kaspersky Security Network unun . i Ha onepaLMoHHbIX cucTeMax
Kaspersky Private Security Network) ° AntlfMaIware Engine Windows u Linux
*  Pexum 6noknpoBkm o6bekTos (B * Mobile Attack Analyzer » [poTuBopeiicTBMe TexHuKkam o6xona
uHTerpauum c Kaspersky Security * YARA (B Tom uncnie cospaHble KNaccuyecknx NeCoYHIL,
Be6-Tpaduk @ AN HTepHeT-wno3os u Kaspersky nonb3osarensimm)
Security Ans NOYTOBbIX CEPBEPOB) : lg"ﬁ/e;:‘;ﬁtta‘:k Analyzer
1
1
I EDR peTekTupytoLas noruka
1
1
Pa6ouve cTaHUumK @ Endpoint Agent pna @ El WHTepdelic pna
1 cepBepbl Kaspersky EDR Expert O oduuepa 6ezonacHocTm



CepTudukatbl U cOOTBETCTBUE
cTaHpapTam

®epepanbHbivi 3akoH N187 PeecTp poccuiickoro 10O
HopmaTtueHble TpeboBaHus PeweHns «JlabopaTopun Kacnepckoro» nomoraioT opraHu3aumsm MpopnykTel Kaspersky Anti Targeted Attack n Kaspersky
COOTBETCTBOBaTb TpeboBaHMaM 3akoHopaTenbcTBa PD B o6nacTtu EDR Expert Bxoaat B peectp poccuiickoro 1O
Mnatdopwma Kaspersky Anti Targeted 6e3onacHocTu KNW, B Tom uncne Tpe6oBaHUsIM K MOCTPOEHMIO (per. Homep MO N28350 ot 30.12.2020 u per. Homep
Attack nomoraeT opraHnsauusm LeHTpoB FfocCOlMKA. MO N28352 ot 30.12.2020).
COOTBETCTBOBATb CTaHAapTam 6aHKOBCKOW
oTtpacnu, PCIDSS n HopmaTuBHbIM
TpeboaHusam GDPR c yueTom TpeGoBaHwii
pOCCI/II7ICKOFO 3akoHopaTenbCTBa,
a Takxe npukaszam PCTOK n OCE,
KacalLwmnmcs yCTaHOBNEHNA MPUYnNH
n yCﬂOBVIﬁ BO3HVKHOBEHNSA KOMMbIOTEPHbIX ¢CE Poccmm
NHUNOEHTOB.

Mnatdopma Kaspersky Anti Targeted Attack umeeT ceptudpukar PCB Poccum Ha cooTBeTCcTBME TpeboBaHMAM, MTPeAbsBAIEMbIM
K cpeAcTBaM o6Hapy>KeHUs KOMMbIOTEPHbIX aTak knacca B, n moxeT ncnonb3oBaTbCsl B aBTOMaTU3NPOBaHHbIX UHGOPMALIMOHHBIX CUCTEMAX,
obpabaTbiBatowx HGOpMaLUUio, He coaepiKallyio CBEAEHU, COCTaBNAIOLMUX FOCYAAaPCTBEHHYIO TaliHy.

PeweHune cootBeTcTByeT TpeboBaHusm PCBE Poccun k aHTUBMpPYCHbIM cpeacTBaM Knacca [ 1 MoXeT ncnonb3oBaTbCs A9 3aLUUThI
nHpopmauuu, coaepikalleli CBeAeHUS, COCTaBNSIOWMNE rOCYAapPCTBEHHYIO TaliHy.

PCTIOK Poccum

Mnatdopma Kaspersky Anti Targeted Attack umeet ceptudpukatr DCTIK Poccun, koTopblii yA0CTOBEPSET, UTO peLUeHmne IBnseTcs
nporpaMMHbIM CPEACTBOM aBTOMaTU3UPOBaHHOro aHann3a 3alnLWweHHOCTU U 06HapYXXeHNS YSI3BMMOCTE aBTOMaTU3NPOBaHHbIX CUCTEM
M CpeAcTB BbIMUCIUTENBbHO TEXHNKN, 06pabaTbiBatoLmx MHpopMaLmio, He coaepIKalLyio CBeAEeHNIA, COCTaBNSIOWNX FOCYAapCTBEHHYIO
TaliHy, cooTBeTCTBYeT TpeboBaHUsIM no 6e3onacHoOCTU MHGOPMaLMK, YCTaHOBNIEHHbIM B AOKYMeHTe «Tpe6oBaHusa no 6e3onacHocTn
MH$opMaLnn, ycTaHaBNMBalOLWMeE YPOBHU AOBEpMS K CPeACTBaM TEXHNYECKOW 3alnTbl UHGOPMaL UK N cpeacTBam obecneyeHus
6e3onacHocTN UHOopMaLMOHHbIX TexHonoruii» (PCTIAK Poccuu, 2018), no 4-my ypoBHio oBEpUS.

Kaspersky EDR Expert nmeet ceptupukat ®CTIK Poccum, KoTopblil yROCTOBEPSIET, UTO peLLUEeHNE SIBASETCS NPOorpaMMHbIM CPeacTBOM,
peannayiowmm GyHKUUN cpeacTBa aHTuBUpycHolii 3awuTsl (UT. CAB3.54,M3 u UT.CAB3.B4.13) n cpeacTBa 06HapyXeHUs BTOPXEHUIA
ypoBHs y3na (UT.COB.Y4,MM3) no 4-my ypoBHio aoBepwus.



‘ ‘ «OCHOBHOW 0COBEHHOCTbIO 3TOr0 BaXXKHOMO A8 Hac npoeKkTa aBNgeTcd TO, UTO OH Bbin peann3oBaH NOIHOCTbIO

cunamm CBoMX crieumanmicTos 6e3 npuBneYeHnd MHTerpaTopos. BHe,ElpéHHble NPOAYKTbl U TEXHONOTUN
npencrtasngatoT co6oit anpnpyroue peweHnd no sawnTe OT CeTeBbIX N LieN1eBbIX aTak U Mo3BONAKT AOCTNYb
MakKC/ManbHOro oxsaTta NCrnonb3dyemMblX A4 TaKNX aTak KaHanoB, aBTOMaT3NpOBaTb Kak BbisiBNeHne
NHUNOEHTOB, TaK U pearnpoBaHne Ha HUX».

Bauecnas Kacumos, anpekTop nenaptameHTa nHpopMaLmoHHoii 6esonacHocT MockoBckoro

KpeaounTHoro 6aHka.

Mprmepbl oTeYecTBEHHbIX NYBAMYHBIX UICTOPUIA ycnexa:

% MKB

MockoBCKWii KpeanTHbIV GaHK.
DurHaHCHI.

Moapo6Hee

&

PTW Cuctemsbl. MpombilneHHOCTb.

Moppo6Hee

Mpumepbl 3apy6exxHbIX NCTOPUIA ycnexa:

Banca Popolare
di Sondrio ez

)

Banca Popolare di Sondrio, CoHppwo,

WTannga. uHaHcsl.

Moppo6Hee

Ansaldo Energia, leHys, ViTanus.
OHepreTuka.

Moppo6Hee

Dy

MpasuTenbcTBO PocToBCKOM 06NacTu.

[occTpykTypbI.

Moppo6Hee

9))Tevigo

Levigo systems, LLtyTrapa, lfepmanuns.

T v Tenekom.

Moppo6Hee

m CTPOMAECBAHK
MOW HAAEXHbIWM BAHK

CTrpoiinec6aHk. PrHaHCHI.

Moppo6Hee

ANEODEO

Weodeo, Mapux, ®paHums.

WT n tenekom.

Moppo6Hee

@

AQ sLleHrpansHan MNK=

LleHTpanbHas npuropofaHas naccaxmnpckas
KOMMaHus. TpaHCcnopT.

Moppo6Hee

¢ Optima Bank

TOO «Asunatckuii
lazonposop», KazaxctaH

OAO «OnTuma baHk», buwikek,
KbipreiscTtaH. @uHaHchI.

Moppo6Hee Moppo6Hee


https://www.kaspersky.ru/about/press-releases/2019_laboratoriya-kasperskogo-zashchishchaet-moskovskij-kreditnyj-bank-ot-celevyh-atak
https://media.kaspersky.com/en/business-security/case-studies/KESB_Marketing_Case_Study_Banca_Popolare_di_Sondrio_Customer_0618_EN_GLB.pdf
https://www.kaspersky.ru/about/press-releases/2017_kaspersky-lab-rti-kata
https://www.kaspersky.com/about/press-releases/2020_ansaldo-energia-chooses-kaspersky-as-strategic-partner-on-its-digital-transformation-path
https://www.kaspersky.ru/about/press-releases/2018_kaspersky-lab-cspc
https://media.kaspersky.com/en/kaspersky-for-msp-marketing-case-study-weodeo-partner-1021-en.pdf
https://www.kaspersky.ru/about/press-releases/2020_pravitelstvo-rostovskoy-oblasti-nadezhno-zashchishcheno-ot-celevyh-atak-vysokotekhnologichnym-resheniem-laboratorii-kasperskogo
https://media.kaspersky.com/en/kaspersky-for-msp-marketing-case-study-levigo-systems-partner-1021-en.pdf
https://www.kaspersky.ru/about/press-releases/2018_kaspersky-lab-cspc
https://media.kaspersky.com/ru/enterprise-security/KPY_16126_Optima Bank_Russian v8.pdf
https://media.kaspersky.com/ru/enterprise-security/kaspersky-asian-gas-pipeline.pdf

OnbIT 1 aKcnepTU3a
MUPOBOro YPOBHS

B «JlabopaTopun Kacnepckoro» paboTtaet 6onee
4500 BbicokokBannpMLMpPOBaHHbIX CNEeLManmcToB,
NonoBMHa KOTOPbIX —

B ocHoBe Halwunx TexHonoruii ANna 3aWnThl

OT CNOXHbIX YFPO3 1 LieNieBblX aTak — MHOroneTHUA
rno6asbHbIi OMbIT U3y4YEHUS TaKTUK, TEXHUK

M npoLeayp 310y MbILLNIEHHNKOB (Mbl OTCNEXNBaeM
6onee 900 kubeprpynnMpoBOK 1 KaMnaHuii 1
Bbinyckaem 6onee 200 otueTos Threat Intelligence
KaXkAablii ron).

Kaspersky Global Research and Analysis
Team — koMaHAa 9KCMNepPTOB, NPU3HaHHas
BO BCeM MUpPE, C COGCTBEHHBIMU LIeHTPaMu
nccnepoBaHus uenesbix  APT-yrpos,
HaXOASALMMUCS B pa3HblX CTpaHax Mupa.

«JlabopaTopus Kacnepckoro» oTKpbITO AennTcs
nH$opmaumeil 060 BCcex HalyMeBLUMX BPEAOHOCHbIX
KaMnaHu1sX, TonaBLUNX B 30HY BHUMaHMS Halmnx
aKcnepToB (B TOM YMcIie C MOMOLLbIO MpoeKTa
«XpOoHuKa LieneBbix Knbepartak»).

Moppo6Hee

Mebl yyacTByem B COBMeCTHbIX MHMLMATUBAX 1 paccnefoBaHusx knbepyrpos ¢ rno6anbHbiM coobuiecteom NT-6e3onacHocTi
1 MeXAayHapoaHbiMu opraHnsaunamu, ekntoyas Mutepnon, MITRE ATT&CK , MITRE ATLAS, Koanuumio npoTne cTankepckoro
MO, The Working Group 6 (WG6), KoHcopuunym npombiuneHHoro UHTepHeTa, Hnunatney No More Ransom u gpyrue.


https://apt.securelist.com/ru

«JlabopaTopusi Kacnepckoro» — ato
HaAeXHbI NapTHep, Bafeowmin

rny6oKol 9KCNepTU30i U OBLINPHBIM
Me>XAyHapOAHbIM OMbITOM B 061acTu
obecneveHuns knubepbesonacHocTn
npeanpusTU PasnyHbIX

oTpacneit. Hanuune ceptudurkaTos,
NOATBEPXAEHHOIO OMbiTa 1 HE3aBUCUMOCTb
OT TEXHONOrNYECKNX NapPTHEPOB AenatoT
KOMMaHWIo NMAEPOM PblHKa.

www.kaspersky.ru

© 2022 AO «J1abopaTtopus Kacnepckoro».
3aperncTpupoBaHHbIe TOBapPHbIE 3HaKM 1 3HaKM
06CNYyXNBaHUS SBNSIOTCS COBCTBEHHOCTbIO

ux npasoo6nanateneii.

3aknoyeHue

Mnatdopma Kaspersky Anti Targeted Attack, ycuneHHas BoamoxkHocTamu Kaspersky EDR Expert, o6ecneunBaet
nepenoByio 3aLLUTY OT KOMMIEKCHBIX YIPO3 U LiefIeBbIX aTak B €ANHOM peLleHM. DTO peLleHne NoTHOCTbIo
uHTerpmnpoBaHo c Kaspersky Security ana 6usHeca, a Takxe c Kaspersky Security ana noutoBbix cepsepos

n Kaspersky Security ans MHTepHeT-LWNI030B A9 aBTOMaTMYECKOro OTBETa Ha C/I0XHbI€ Yrpo3bl HA YPOBHE CETW.
MonHas BU3yannsaums AaHHbIX, BO3MOXXHOCTb NpoBeAeHNs rMy6nHHOro aHann3a ceTeBoro Tpaduka, aMmynauus
yrpos3 npv noMoLLy NPOABMHYTOWN NeCOYHMULbI M MOLHble TexHonorum EDR — Bce aTo genaet pearnpoBaHue

Ha MHLMAEHTBI N X paccrnepoBaHue 6onee 6bICTPbIM, TOUHBIM U 3¢ dekTUBHBIM. CneunanncTbl no IT-6esonacHocTu
nony4atoT B €A4MHOM PELUEHUMN BCE UHCTPYMEHTbI, KOTOPbIe NO3BONST BbISIBASATb YrpO3bl HA BCEX YPOBHAX

pa3BMTUS LLeNneBoii aTakum, NPOBOAUTb aHaNN3 NEPBOMNPUYMH U NPOAKTUBHbI/ MOUCK Yrpo3, a TakXe onepaTUBHO

W LLeHTpann3oBaHHO pearnpoBaTh Ha CI0XKHbIe MHLMAEHTbI, NO3BONSS 3HAUNTENbHO COKPATUTb KONTMYECTBO BPEMEHN
W cun, KOTopble COTPYAHMKaM cny>6bl UB npuxoanTcs TpaTuTb Ha 3aLMTY OT Yrpo3 MNOBbILUEHHOW CIOXHOCTN.

Kaspersky
Anti Targeted
Attack



https://www.kaspersky.ru/enterprise-security/anti-targeted-attack-platform

