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Introduction

Every year, AV-Comparatives provides a focus pen-test, to which vendors can apply to get certified.
This year we focus on “Defense Evasion” (Anti-Tampering). Certification reports are published only for
vendors who achieved the certification. Non-certified vendors received feedback on how the products
were successfully tampered in order to improve their product.

After compromising a system in the targeted network, attackers have often to deal with endpoint
security products like a classic anti-virus or a next generation anti-virus and endpoint detection and
response (EDR) product. EDR products can be especially annoying in case of TTPs like credential
dumping, lateral movement etc. Even if an attacker has already gained privileged user access (for
example, local admin) most endpoint security products can still be very annoying to attackers.
Therefore, attackers try to disable or modify tools! and get rid of the main capabilities from endpoint
security products to permanently avoid the risk getting prevented or detect.

Test Procedure

In this test, which is done under Windows 10, we focus on evaluating whether it is possible to disable
or modify AV/EPP/EDR components or capabilities through tampering. By penetrating the product, we
attempt to disable or modify components of the product. All tampering activities are performed in the
Windows user space as a high integrity or system integrity privileged user. We do not attempt to gain
write access to the Windows kernel, although we do attempt to tamper with components in the kernel
by remaining in user space. We do not perform any tampering activities in an unprivileged user context
(low or medium integrity), as we are interested in evaluating the anti-tampering properties, not in
finding exploits. If it were possible to disable key functionality from an AV/EPP/EDR as an unprivileged
user, this would be an exploit. The purpose of this test is to evaluate the quality of the anti-tampering
features of AV/EPP/EDR products. We will attempt to break into each product based on a list of checks
and attempt to disable or modify the security solution by tampering with specific components.

Step 1 Additional Step 3

Windows 10 Target Host Additional Action - Impact

RDP-Logon as a privileged user
UAC enabled
(medium integrity)

v

Step 2

Activity in a privileged context

YES (high- or system integrity), e.g.

token-stealing or dumping
Isass.exe

Windows 10 Target Host v

Perform tampering activities Additional Step 4
from user space in privileged " .
context (high- or system Additional Action - Impact
integrity) o - »
Testis finished Activity in an unprivileged
- Processes i context (medium integrity), such
- Services Product gets certified as creating persistence or
- Registry Keys executing a simple C2 malware
- Kernel Drivers sample.

- etc.
Additional actions used for internal
vendor-information only. These
actions do not affect the certification.

Main action which is used for
certification.

! https://attack.mitre.org/techniques/T1562/001
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How is tamper protection in general defined?

Tamper protection protects the product against end-user and third-party changes, and the services,
processes, files, registry entries, etc. against any controlling attempts, even in context of a privileged
user (high- or system integrity).

How is successful tampering (manipulation) defined for this test? Whether it is possible to:

e Disable or modify configuration files or registry keys related to the security solution, or to shut
down the related services or processes, or to disable or modify components in kernel space

e Uninstall the respective product or change the product configuration

e Disabling the product in general or by using the product itself

e Modify or setting up exclusion or allowlisting

e Partially or completely disable a product e.g., user space component disabled

Importantly, this test really focuses on the quality of tamper resistance! This means that we do not
evaluate any steps of impact after it has been possible to tamper with a particular component of the
product. For example, if it was possible to kill a process related to the security solution permanently
or temporarily from the product in the system session, then that is our result. For certification we do
not evaluate the impact; information about possible impacts is for internal vendor use only and is not
relevant for certification.

We understand that, for example, disabling or terminating a single process in the Windows user space
does not always result in a complete disabling of the product, but because our focus in this test is on
tampering, we must define this scope in this way.

Scope

For certification purposes, we assess whether it has been possible to disable or modify the product or

product components through tampering. For example:

e The tester was able to kill the user space process in the system session or one of the processes in
the system session. = This is our result.

e For certification we do not evaluate the impact on prevention, detection, and response
capabilities. = Out of Scope: The results from Step 3 and Step 4 are for the vendor's internal use
only and are not disclosed to the public.

Out of Scope
In this test, we make a clear distinction between endpoint security products and the Windows

operating system. This means, we do not enable or evaluate Windows hardening measures like Virtual
Based Security (VBS), Hyper Visor Code Integrity (HVCI) etc.

Also out of scope:
e Putting the system into a lockdown mode
e Allowlisting by using the AV/EPP/EDR or allowlisting by using AppLocker or similar
e Using the safe mode to tamper the product
e Physical access (therefore, we log on to the VM via RDP)
e Any tamper activities by using the web console from the product.
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Tested Product

In this test, the following up-to-date and latest publicly available product was submitted by the
vendor and tested in April 2023:

Kaspersky Endpoint Security for Business

Settings

In business environments, and with business products in general, it is usual for products to be
configured by the system administrator in accordance with vendor’s guidelines, and so we invited all
vendors to configure their respective products. Each vendor had the opportunity to enable product-
specific tamper protection settings (if not already activated by default), such as enabling uninstall
protection, enabling tamper protection for settings, setting passwords, etc.

Below we have listed the product settings applied by the vendor. Setting changes that we consider
were relevant for this test are highlighted in red.

Kaspersky: “KSN” enabled. “Adaptive Anomaly Control” disabled; “Detect other software that can be
used by criminals to damage your computer or personal data” enabled. In the "Low restricted" HIPS
list, "Perform low-level access to disk", "Perform low-level access to system" and "Start schedule"
were set to “Deny”. All "Intrusion into other processes" were set to “Deny”. All “Drivers”,
"Services_ImagePath", "Services_Parameters" and "Environment" were set to “Deny” for
“create/write/delete”. In the HIPS section, "Trust digitally signed applications" was disabled.
Password protection was enabled and a password set.

Please note that the results reached are valid only for the products tested with their respective
settings. With other settings the anti-tampering certification might not have been reached. Therefore,
we urge readers to make sure that at least the settings marked in red are enabled/configured properly
if they want to increase the tampering protection of the product. We would also kindly ask vendors
to consider applying such settings by default or at least to clearly recommend them to the users.
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AV-Comparatives Anti-Tampering Certification

To be approved by AV-Comparatives for Anti-Tampering protection, all
tampering attempts undergone during the test must be hindered.

Using various tests, tools and procedures, we attempt to penetrate/test
the tamper resistance of each product, thus attempting to disable the main
functions in the context of prevention, by attempting to influence
different components of the respective product.

Only products which were submitted for the Anti-Tampering Test, and APPROVED
which passed the test, are published. Kaspersky Endpoint Security for Anti-Tampering
Business reached the certification requirements, i.e. successfully 2023
protected against the tampering attacks used in this test?.

Successfully protected against tampering attack, i.e. manipulation or termination, which could
lead to temporary or permanently and partial or complete disabling of the EDR's functionality, v
was not possible.

The following components or categories have been tested against tampering attacks that could result
in permanent, temporary, partial or complete loss of product functionality:

User-space processes, including threads and handles (terminate, suspend, etc.)

User-space services (pause, stop, disable, uninstall, etc.)

Registry keys (delete, remove, rename, add, etc.)

DLLs (manipulation, modification, hijacking, etc.)

Agent integrity (disable, modify, uninstall, etc.)

File system (manipulation, modification, etc.)

Kernel drivers (ELAM driver, Filter driver, Minifilter driver, etc.)

AYAYAYAYAYA YRR

Other components and functions (e.g. connection to update services, etc.)

2 Please note that the reached certification applies for the products tested with the settings specified on the
previous page.
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Copyright and Disclaimer

This publication is Copyright © 2023 by AV-Comparatives®. Any use of the results, etc. in whole or in
part, is ONLY permitted after the explicit written agreement of the management board of AV-
Comparatives prior to any publication. AV-Comparatives and its testers cannot be held liable for any
damage or loss, which might occur as result of, or in connection with, the use of the information
provided in this paper. We take every possible care to ensure the correctness of the basic data, but a
liability for the correctness of the test results cannot be taken by any representative of AV-
Comparatives. We do not give any guarantee of the correctness, completeness, or suitability for a
specific purpose of any of the information/content provided at any given time. No one else involved
in creating, producing or delivering test results shall be liable for any indirect, special or consequential
damage, or loss of profits, arising out of, or related to, the use or inability to use, the services provided
by the website, test documents or any related data.

For more information about AV-Comparatives and the testing methodologies, please visit our website.

AV-Comparatives
(May 2023)
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