Resources: "lI've Been Hacked" WordCamp Vancouver
2016

August 28, 2016 9:48 AM

I've put together some resources that | used for my presentation. If you have any questions, here's
my contact information:

Aftaab Gulam
hello@aftaabgulam.com
+1 (604) 788-7523

Sucuri

Scan your site for free on the web to see what files are infected and if your site is blacklisted
https://sitecheck.sucuri.net/

Website hacked trend report 2016 Q1
https://sucuri.net/website-security/Reports/Sucuri-Website-Hacked-Report-2016Q1.pdf

Blog post: Sucuri on how websites get hacked
https://blog.sucuri.net/2015/05/website-security-how-do-websites-get-hacked.html

Blog post: How to keep your website safe
https://kb.sucuri.net/remediation/After+Clean+Up/steps-to-stay-clean

Hardening WordPress through the .htaccess file
https://codex.wordpress.org/Hardening WordPress

http://thematosoup.com/wordpress-security-htaccess/

Change your table prefix
https://wordpress.org/plugins/db-prefix-change/

Preventing brute force attacks
https://wordpress.org/plugins/limit-login-attempts/ (note this hasn't been updated in a while,
however, it still works very well)

Preventing SQL injections
http://www.esecurityplanet.com/open-source-security/top-5-wordpress-vulnerabilities-and-
how-to-fix-them.html

reCaptcha
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Eli's Antimalware plugin to prevent from brute force attacks
https://wordpress.org/plugins/gotmls/

Web application firewall plugins
WordFence
https://wordpress.org/plugins/wordfence/

iThemes Security
https://wordpress.org/plugins/better-wp-security/

NinjaFirewall
https://wordpress.org/plugins/ninjafirewall/

Password managers
http://www.pcmag.com/article2/0,2817,2407168,00.asp

Antivirus Protection
http://www.pcmag.com/article2/0,2817,2372364,00.asp

Backup plugins
http://www.wpbeginner.com/plugins/7-best-wordpress-backup-plugins-compared-pros-and-

cons/
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