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I.        INTRODUCTION 
          Imagine that it is Friday afternoon and Mr. White, the manager of office services at 
ANGELIC Company, asks Bob, an employee whom he supervises, which National Football 

League (“NFL”) stars he plans to select to start this week in his “fantasy football league.”[1]  

Bob replies, “Brett Favre, Emmitt Smith, Jerry Rice, Shannon Sharpe and Morten Anderson.”[2]  
Mr. White responds with encouragement, “Sounds like a winner to me.”  Shortly thereafter, Bob 

uses the company’s computer to log[3] onto the “Internet”[4] to perform company business.  
During this Internet session, Bob verifies that the mail that ANGELIC sent arrived at its 
destination by accessing the Federal Express Website.  While at the Federal Express Website, 
Bob remembers that he must change his starting line-up for this weekend’s games.  Bob quickly 
interrupts his daily work, accesses his fantasy football Website and enters this week’s starting 
line-up for his fantasy football team.  After finalizing his starting line-up, Bob returns to the 
Federal Express Website and completes his daily work. 
          If Internet gambling is illegal in Bob’s state, can ANGELIC Company be held liable for 
Bob’s fantasy football league?  ANGELIC Company had knowledge of Bob’s activities, and 
Bob used the company’s computer while engaged in the scope of his employment.  Moreover, 



what if ANGELIC Company had a policy prohibiting all non-business and illegal Internet 
activity and had monitored Bob’s activity on the Internet but failed to discipline him?  Moreover, 
what types of sanctions could state and federal governments impose on ANGELIC Company for 
the illegal activity of Bob, its employee? 
          The purpose of this Comment is to explain an employer’s potential liability exposure when 
an employee at its workplace conducts illegal online activity.  Part II begins with a general 
discussion of technology in the workplace.  Next, it focuses on traditional and modern theories of 

respondeat superior[5] and explains when an employer may be held liable for an employee’s 
illegal activity.  Part III follows with analysis regarding when an employer may be held liable 
when it allows its employees the right to use its equipment and they thereby conduct illegal 
online activity.  Lastly, this Comment proposes several necessary precautions that all employers 
that utilize modern technology in the workplace must take to avoid liability. 

II.       BACKGROUND 
          Both technology in the workplace and computer crime laws have expanded enormously 

over the last ten years.[6]  However, modern law has failed to keep up with technology in 

regulating illegal online activity.[7]  Presently, both state and federal laws are being enacted to 
help halt this expansion by holding employers liable for the illegal online activity of its 

employees.[8]  Thus, employers may be liable for their employees’ illegal online activity.[9] 

A.      TECHNOLOGY IN THE WORKPLACE 
          “The Internet is a giant network [that allows global communication between] people, 

institutions, corporations and governments.”[10]  Between 1983 and 1994, the Internet 
“underwent an explosive growth period with the number of host computers and users doubling 

every year. . . .”[11]  Moreover, as of January 2000, there were approximately 248 million 

Internet users worldwide[12] and more than 70 million top-level domain names.[13]  One of 
several reasons for the Internet’s phenomenal growth is that the Internet is accessible from 

anywhere (e.g., at the office, home and while traveling).[14]  In addition, electronic mail (“e-

mail”)[15] and Internet use in the workplace have experienced tremendous growth in the last five 

years.[16]  Consequently, the workplace has become increasingly dependent on the Internet, and 

this dependence will continue through the new Millennium.[17] 

The benefits produced by using the Internet and e-mail in the workplace are impressive.  
First, the Internet is a “revolutionary tool that dramatically affects the way we communicate, 

conduct business and access information.”[18]  The Internet provides access to a seemingly 
endless amount of information from various institutions, corporations, governments and 

individuals worldwide.[19]  Furthermore, e-mail provides instant written communication 
between individuals, while eliminating the typical problems associated with mail, hand deliveries 

and the telephone.[20]  In the workplace, “[e]-mail encourages intra company communication,” 
while increasing employee productivity and reducing the need for inefficient forms of 

communication, e.g., “telephone calls, paper memos and face-to-face meetings.”[21]  Indeed, 
“[w]orkers use e-mail for more than just messages: E-mail can be used to send inventory lists, 
minutes of meetings, drafts of documents, business strategies, or records of important business 



decisions.”[22]  Thus, the employee can use the time saved to conduct other work-related 

tasks.[23] 

Although the benefits of using technology in the workplace are experienced every day,
[24] these benefits come with a price.[25]  As employees increasingly gain access to the Internet 

and e-mail, the possibility for non-business and even illegal use increases as well.[26]  For 
example, employees often send e-mail “messages that may be too candid to put in writing or” are 

merely inappropriate for the workplace.[27]  E-mail systems are now capable of creating a 

complete and exact record of the communication,[28] and consequently, the employer’s risk of 
liability has increased substantially from e-mail statements, such as an e-mail statement where a 

male employee makes “frequent lewd remarks to a female employee via company e-mail.”[29]  
Consequently, this technology has created expanding areas of potential liability for employers.
[30] 

 

B.      EMPLOYER LIABILITY 
While the government does not want to restrict the advancement of technology in the 

workplace,[31] there is a strong public policy that imposes liability on employers for an 

employee’s wrongful and illegal actions.[32]  This policy stems from two deeply rooted concepts 

in the history of American corporations.[33]  First, there is a general mistrust of corporate power.
[34]  Secondly, self-regulation is more efficient than government regulation.[35]  Moreover, 
holding employers liable for their employees’ wrongful and illegal actions provides another 
liable source, e.g., a deep pocket, from which a damaged party may recover damages; 
consequently, plaintiffs’ attorneys are adding these potential claims against liable employers as 

defendants.[36] 

Under the common law, an employer could be held liable for an employee’s wrongful 

acts if the wrongful acts occurred “within the scope of the employee’s employment.”[37]  The 
burden was placed on the employer to show that the employee’s actions were not within the 

scope of his employment.[38]  If the evidence presented left any questions of doubt, then it 

became an issue for determination by the fact finder.[39] 

The Restatement of Agency reflects the court’s traditional exposition of the scope of 
employment and provides that:  

(1) [the c]onduct of [an employee] is within the scope of employment if, but only 
if: (a) it is of the kind he is employed to perform; (b) it occurs substantially within 
the authorized time and space limits; (c) it is actuated, at least in part, by a 
purpose to serve the [employer], and (d) if force is intentionally used by the 
[employee] against another, the use of force is not [unforeseeable to the 

employer].[40]   

  
Conversely, “[c]onduct of [an employee] is not within the scope of employment if it is 

different in kind from that authorized, far beyond the authorized time or space limits, or too little 

actuated by a purpose to serve [the employer].”[41] 



However, the current trend of the courts expands the situations when an employer may be 

liable for the wrongful and illegal acts of its employees.[42]  Two examples of cases 
demonstrating the modern trend of expanding the scope of employment, and specifically, the 
requirement that the employee be motivated, at least in part, by a purpose to serve the employer 

are McNair v. Lend Lease Trucks, Inc.,[43] and Doe v. United States.[44]  

In McNair, the Fourth Circuit held that Lend Lease Trucks, Inc., could be held liable for a 

wrongful death caused by its employee.[45]  The employee was a truck driver who, during 
working hours, went to a tavern and consumed enough drinks that his blood alcohol level was 

later found to be three times the legal limit.[46]  A few hours later, the truck driver left the 
tavern, walked (or staggered) towards his truck, and stepped in front of the plaintiff’s decedent 

who was driving a motorcycle.[47]  Consequently, both the plaintiff and the truck driver died.
[48]  Land Lease stipulated that the truck driver’s three to four hour break could have been 
reasonable, and therefore, the truck driver was possibly acting within the scope of his 

employment.[49]  However, whether the truck driver’s break was reasonable, and if not, at what 
point he returned to the scope of his employment, were factual questions not appropriate for a 

motion to dismiss.[50] 

Similarly, in Doe, the Eastern District of Virginia held an employer criminally liable for 

its employee’s acts of sexual assault.[51]  The court reasoned that because the criminal act was 
committed during office hours and at the workplace, a jury could find that the act was within the 

scope of the employment.[52]  Another court noted that a sexual assault by a manager was 

foreseeable because the employer’s policy prohibited such behavior.[53] 

On this point, courts have expanded employer liability for foreseeable acts of its 

employees, even if the acts only benefited the employee.[54]   One rationalization for this view is 
that since “the employee’s job created the opportunity for the employee to commit [the wrongful 

or illegal act],”[55] and gave the employee apparent authority,[56] the employer therefore 

possessed the requisite element of control.[57]  In other words, the employer has “more or less 

fictitious ‘control’” over the employee,[58] and therefore, any act of the employee is an act of the 

employer.[59]   

In Lyon v. Carey, the Court of Appeals for the District of Columbia held Pep Line 
Trucking Company vicariously liable when its employee raped a customer of a furniture store for 

which Pep Line made deliveries.[60]  Although the court reasoned that the evidence would not 
support a finding that Pep Line knew or should have known that its employee had any inclination 
to commit sexual assaults, the court held Pep Line vicariously liable because its employee’s 

credentials as a deliveryman enabled him to enter the victim’s residence.[61]  The court reasoned 
that deliverymen “are likely to be in situations of friction with customers,” and “these 
foreseeable altercations may precipitate violence” within the scope of employment with Pep Line 

Trucking.[62] 

Recently, courts have affirmed the expanded employer liability for foreseeable acts of its 
employees, even if the acts only benefited the employee.  For example, in Davis v. Liberty 



Mutual Insurance Co., a Vermont federal district court held that the “injury arises in the 
course of employment when it occurs within a period of time when the employee is on duty and 
in a place where the employee may reasonably be expected to be while fulfilling the duties of his 

or her employment contract.”[63]  Similarly, in Goff v. Teachers’ Retirement System of State of 
Illinois, an Illinois federal district court held that the injury can be said to “arise out of one’s 
employment if its origin is in some way connected with the employment so that there is a causal 

connection between the employment and the . . . injury.”[64] 

Therefore, under the modern trend of respondeat superior, an employer may be held 
liable for an employee’s wrongful act if:  (1) the act occurred within the employee’s scope of 
employment; and (2) the wrongful act was known or should have been known by the employer.
[65] 

III.      ANALYSIS 
The analysis portion of this Comment discusses the instances in which an employer may 

be liable for an employee’s illegal online activity at the workplace.  Second, this portion analyzes 
illegal employee computer activity and employer liability under a modern theory of respondeat 
superior.  Finally, this Comment proposes several steps that all employers must take to avoid 
liability for its employee’s illegal online activity.  

A.      COMPUTER CRIMES 
1.       Stock Manipulation -- and Its Secondary Effect, Cybersmearing 
Over the last five years, the security market has seen tremendous growth due largely in 

part to the Internet.  Recent reports estimate that over nine million people now have online 

investing accounts and by 2003, there will be $3.3 trillion in online brokerage assets.[66]  This 
tremendous growth of online investors can be attributed to the ease of obtaining information 
available through the Internet.  This information can now provide individuals with virtually 
complete on-demand knowledge concerning all aspects of investing that was previously only 
available to professional investors. 

Unfortunately, many of the characteristics that make the Internet an excellent means of 
obtaining information also provide new opportunities to manipulate the stock market.  Creating 
“hype” and manipulating a certain security has become easier by posting false information on 
various Bulletin Board Systems (“BBS”) (e.g., an Internet message board), newsgroups or 
through e-mail.  Posting fraudulent information by using any of these tools is relatively 
inexpensive, capable of reaching millions of people and fairly easy to accomplish by a single 
person.  Moreover, using the Internet for a market manipulation scheme is much more effective 
than traditional stock frauds because “the Internet’s speed, low cost and relative anonymity give 

con artists access to an unprecedented number of innocent investors.”[67]  Consequently, stock 
manipulation via the Internet is increasing at a rapid rate. 

In defining when the employer may be held liable for the employee’s use of its 
technology to commit securities fraud, it is first necessary to examine the behavior that 
constitutes illegal manipulation of the securities market. 
a.      Employer Liability Based On Securities Law 

If an employee of a company whose stock is publicly traded uses a BBS, an Internet chat 
room or e-mail to commit a stock manipulation scheme, there is at least a risk in some 
jurisdictions that the company could be sued under the theory of respondeat superior to answer 

for the employee’s misconduct.[68]  Under Rule 10b-5, promulgated under Section 10(b) of the 
Securities Act of 1934, to establish a primary claim of liablity for aiding and abetting, a plaintiff 



must prove:   
(1) that the defendant made an untrue statement of material fact, or failed to state 
a material fact; (2) that the conduct occurred in connection with a purchase or sale 
of security; (3) that the defendant made the statement or omission with scienter; 
and (4) that the plaintiff relied on the misrepresentation and sustained damages as 

a proximate result of the misrepresentation.[69]   

  
Since corporations and other entities can only act through their agents, courts must recognize 
liability under the respondeat superior doctrine and other principles of agency law as a source of 

primary liability.[70] 

Applying the theory of respondeat superior, an employer may be liable for its employee’s 
stock manipulation if:  (1) the act occurred within the employee’s scope of employment; and (2) 

the wrongful act was known or should have been known by the employer.[71] 

However, there is a debate concerning whether employer liability is applicable in 
securities fraud cases.  In Central Bank of Denver v. First Interstate Bank of Denver, the 

Supreme Court rejected aiding and abetting liability under the securities laws.[72]  However, the 
Central Bank of Denver decision left open the possibility that a corporation could be held liable 
if any manipulation of the corporation’s stock occurred as a primary violation of Rule 10b-5.
[73]  Legislation subsequently overruled the result in Central Bank of Denver and provided for 

aiding and abetting liability.[74]  In Seolas v. Bilzerian, a Utah federal district court held that 
respondeat superior is a legitimate basis for liability under Section 10(b) because the employer’s 

status merits responsibility for the tortious actions of its employees.[75]  The court reasoned that 
respondeat superior in such a case was consistent with the intent and purpose of the securities 

laws, “to promote full disclosure and discourage fraud in the securities markets.”[76]  In Pollack 
v. Laidlaw Holdings, Inc., a New York federal district court denied the employer’s motion to 
dismiss a Section 10(b) claim based on agency liability because such a theory was still available 

after Central Bank.[77]  Thus, the legislative history of the Securities Exchange Act of 1934 and 
case law supports the theory of respondeat superior as a legitimate basis for liability arising from 

fraudulent stock manipulation.[78]  Moreover, by explicitly including corporations in its 

definition of “person,”[79]  Congress foresaw that corporations would be held liable under 

agency principles.[80]  Therefore, as explained by the Third Circuit in AT&T v. Winback & 
Conserve Program, Inc.,: 

[C]ourts imposing liability on agency theories are not expanding the category of 
affirmative conduct proscribed by the relevant statute; rather, they are deciding on 
whose shoulders to place responsibility for conduct indisputably proscribed by 
the relevant statute.  The principal is held liable not because it committed some 
wrongdoing outside the purview of the statute which assisted the wrongdoing 
prohibited by the statute, but because its status merits responsibility for the 

tortious actions of its agent.[81] 

  

Therefore, respondeat superior liability is still applicable in securities fraud cases.[82]  



Moreover, the Supreme Court has acknowledged that the employer owns the communication 
equipment used at work and it is the employer’s business that is being conducted on this 

equipment.[83]  Because this equipment may also allow the employee the opportunity to 
manipulate the corporate employer’s stock value, the majority of the courts will hold the 
employer liable for its employee’s act of stock manipulation because the act occurred within the 

scope of the employee’s employment.[84]   

Additionally, under the Racketeer Influenced and Corrupt Organizations Act (“RICO”),
[85] an employer may also be penalized for its employee’s manipulation of its stock value.  
Under RICO, racketeering activity includes activities by an enterprise that represents a pattern of 
racketeering activity or manipulation of a security, and that are indictable under other statutes 

such as those prohibiting securities fraud, wire fraud and fraud involving the use of mail.[86]  
RICO defines an “enterprise” as “any individual, partnership, corporation, association, or other 
legal entity, and any union or group of individuals associated in fact although not a legal entity . . 

. .”[87]  A “pattern of racketeering activity” is defined as “at least two acts of racketeering 
activity, one of which occurred after the effective date of this chapter and the last of which 
occurred within ten years . . . after the commission of a prior act of racketeering activity,” and an 
“unlawful debt” is defined as “debt . . . incurred or contracted in gambling activity which was in 
violation of the law of the United States, a State or political subdivision thereof . . . and . . . 
which was incurred in connection with the business of gambling in violation of the law of the 

United States, a State or political subdivision thereof . . . .”[88]  Thus, if an employee 
manipulates the company’s stock value or gambles using the employer’s technology while at the 
workplace, the employer may also be penalized under RICO.   
b.       Examples of Stock Manipulation Conduct By Employees 

One possible stock manipulation scenario in the workplace can occur when employees, 
by using aliases or intermediaries, post rumors on the Internet to hype their company in 

connection with their personal purchase or sale of their company’s stock.[89]  In fact, “[r]umors 

posted on the Internet are especially damaging because they are so easily spread.”[90]  

Moreover, “[o]nce the rumor is posted in cyberspace, it takes on a life of its own.”[91]  For 
example, a “person who reads the rumor can forward it . . . [easily] to hundreds of friends [or] 
can post it on an Internet [BBS] where it will [be very likely to] be read by thousands of other 

people, each of whom can forward the rumor to all of his or her friends.”[92]  Furthermore, “[t]
hese Internet rumors are impossible to control and can circulate on the Internet for years-long 

after the anger of the disgruntled employee who posted the rumor has subsided.”[93]   

For example, in April of 1999, Gary D. Hoke, a 25-year old PairGrain Technologies 
employee, posted a false message on a Yahoo! Finance message board that said “‘BUYOUT 
NEWS!!! ECILF is buying [PAIRGAIN TECHNOLOGIES] . . . .  Just found it on 

Bloomberg.’”[94]  The posting also included a “hyperlink to a Web page that appeared to be part 

of Bloomberg L.P.’s news site.”[95]  The linked-to page contained “an ‘announcement’ that 
PairGain was being acquired by ECI Telecom Ltd., an Israeli company, in a transaction with ‘an 
implied value of $1.35 billion,’ including the ‘equity purchase price as well as a technology 

development incentive plan.’”[96]  As a result, PairGain’s stock price quickly rose from $8 1/2 



to $11 1/8, an approximate thirty-one percent increase, before the markets returned to 

normal and the price of PairGain’s shares dropped back.[97]  After the public realized that 
Hoke’s message was false, Bloomberg L.P., the Los Angeles U.S. Attorney’s Office, and the 

Securities and Exchange Commission (“SEC”) each filed separate lawsuits against Hoke.[98]  
As a result of his stock manipulation scheme, Hoke faced claims of securities fraud for 
manipulating the price of PairGain’s publicly traded securities in violation of the Securities 

Exchange Act of 1934 and Rule 10b-5.[99]  Hoke pleaded guilty to posting the fake corporate 
takeover story on the Internet and as a result was initially required to pay more than $93,000 to 

his victims, and placed on probation for five years.[100] 

Through all of this, PairGain cooperated in the investigation, during which there were no 

allegations that anyone other than Hoke was involved in the scheme.[101]  Nonetheless, “there 
can be little doubt that the company suffered through anxious moments, worried about liabilities 
that it might face as a result of the misguided scheme implemented by a 25-year old ‘mid-level’ 

engineer employed in its North Carolina development facility.”[102] 

Another likely scenario can occur when employees of e-brokerage firms actively 
participate in investor chat rooms.  For example, “[I]f an employee of an e-broker actually uses a 
chat room to commit securities fraud, through a stock manipulation scheme or otherwise, there is 
at least a risk . . . that the e-broker could be sued, under a theory of respondeat superior” due to 

its employees’ misconduct.[103] 

Yet another likely scenario occurs when employees register their viewpoints about their 
corporate employer on a chatroom that intentionally or unintentionally manipulates investors to 

buy or sell their shares in the corporation’s stock.[104]  The power of a false rumor to 

manipulate images was demonstrated in Zeran v. America Online, Inc.[105]  Although this case 
did not involve a disgruntled employee, a situation like the one described in this case could 

easily occur between an employee and employer.[106]  An anonymous individual posted a false 
advertisement on an American Online bulletin board, listing Mr. Zeran’s name and phone 

number.[107]  The ad was offensive, caused angry phone calls and death threats, and attracted 

the attention of a local radio station.[108]  America Online would not remove the ad, and Zeran 

subsequently sued.[109]  However, Zeran lost his case because the theory for his recovery, the 

Communications Decency Act,[110] barred his cause of action.[111]  It is obvious that posting 
false statements on the Internet can not only manipulate a corporate employer’s stock value, but 

also “cybersmear” the employer.[112] 

c.       The Secondary Effect of Stock Manipulation, Cybersmearing 

“Cybersmearing” is the posting of a false and damaging statement over the Internet.[113]  
Employers need to be aware of the risk of this kind of cybersabotage because they need to react 

quickly in order to minimize the damage if it should happen to them.[114] 
 

Although the stories spread through cybersmearing are false, they cause real damage to 

the targeted employers.[115]  Several Websites list and disprove false Internet rumors.[116]  
“However, by the time such rumors are dispelled, irreparable damage to a company’s reputation 



often has already been done.”[117]  One commentator has described examples of such 
harm:  

Blue Mountain Arts, a small, family-owned business that offers free electronic 
greetings cards was recently devastated by a false Internet rumor.   Someone 
posted a rumor on the Internet that Blue Mountain greeting cards contained a 
virus that would destroy the recipient’s computer system when the card was 
opened.  Tommy Hilfiger, a clothing designer, was also the victim of a false 
Internet rumor.  The rumor stated that the designer said on the Oprah Winfrey 
Show that he wished minorities would not buy his clothing.  The Internet message 
asked everyone who read it to boycott Tommy Hilfiger clothing.  False Internet 
rumors about Taco Bell being infested with roaches and about Kentucky Fried 
Chicken deep-frying rodents have been circulating on the Internet for years.  
While it is not known if disgruntled employees were behind any of these rumors, 
they likely could have been.  The Internet is a powerful tool and when used by an 

angry employee, it can destroy a company’s reputation.[118] 

  
2. Copyright Infringement 
  

Enormous amounts of the material that can be found on the Internet are subject matter 

protected by the copyright laws of the United States.[119]  Moreover, today’s technology allows 
Internet users not only the opportunity to access, upload and download simple text, “but also 
allows [these] users [the opportunity] to do the same with pictures, movies, software, musical 

works, multimedia works and audiovisual works.”[120]  However, any copying of these works 
in violation of the exclusive rights provided by copyright law would clearly constitute copyright 

infringement under federal law.[121]  Yet, copyright infringement activity on the Internet is also 

increasing at a rapid rate.[122] 

In defining when the employer may be held liable for the employee’s use of its 
technology to infringe the rights of a copyright owner, it is necessary to first examine the 
behavior that constitutes copyright infringement. 
a.      Employer Liability Based On Copyright Law 

Under copyright law, an employer may be held liable for copyright infringement 
committed by one of its employees, even when an employer did not actually perform the copying 

or distributing.[123]  First, under the theory of respondeat superior, an employer may be liable 
for its employee’s infringement if:  (1) the act occurred within the employee’s scope of 
employment; and (2) the wrongful act was known or should have been known by the employer.
[124]  Second, under the theory of vicarious liability, an employer may be liable for infringement 
committed by its employee if the employer:  (1) had the right to supervise the employee’s 
infringing activities; and (2) had a direct financial interest in such infringing activities, even 

when the employer had no knowledge of the infringement nor intent to infringe.[125]   Third, 
under the theory of contributory infringement, an employer may be liable for infringement 
committed by its employee if:  (1) the employer had knowledge of the infringing activity; and (2) 

the employer induced or materially contributed to the infringing conduct.[126] 

For example, in Playboy Enterprises, Inc. v. Webbworld, Inc., a Texas federal 



district court held Webbworld, an Internet service provider which sold adult 
images that were obtained from various newsgroups, vicariously liable for its 

employees’ infringements of Playboy’s copyrights.[127]  The court reasoned that 
Webbworld:  (1) had full control of day-to-day operations of its Website; (2) created and 
controlled the operation software that was the heart of the enterprise; and (3) selected 
the newsgroups it would use as sources of material, in return for which one of the 

principal defendants collected fifty percent of the net profits.[128] 

In Religious Technology Center v. Netcom On-Line Communication Services, 
Inc., a California federal district court held that sufficient evidence existed such that a 
jury could reasonably find Netcom contributorily liable for a third party’s infringing 

posting that passed through Netcom’s network.[129]  In this case, Netcom, an Internet 
service provider, was initially unaware of the infringing activity, but later received notice 

of the infringing activity from Religious Technology.[130]  The court reasoned that this 
notice was sufficient to raise the issue of Netcom’s responsibility to verify Religious 

Technology’s allegation of infringing activity occurring on its system.[131] 

Therefore, if an employer is in possession of improperly obtained software or 
other copyrighted material, it may be accused of copyright infringement under theories 
including the respondeat superior doctrine, vicarious liability or contributory liability.  
b.                 Examples of Copyright Infringement Conduct By Employees 

If an employer has “[a] copy of a software program that cannot be validated by 
purchasing records[,] . . . an allegation of copyright infringement” may be brought against it.
[132]  “This can be caused by software that was brought in from an employee’s home, or was 
created by conscientious employees trying to get a job done more efficiently [via the Internet].  
Or, perhaps the software was an unauthorized copy created by a well-meaning but misguided 

cost-conscious manager.”[133]   

For example, in Marobie-FL, Inc. v. National Association of Fire Equipment 
Distributors, an Illinois federal district court held a trade organization liable for copyright 
infringement after one of its employees who was responsible for its Website adorned the site 

with copyrighted clip art.[134]  The court reasoned that the trade organization could not rely on 
an “innocent infringer” defense, because such a defense may only be raised “when the infringer 
relied on an authorized copy that omitted the copyright notice,” and “[i]n this case [the 

defendant’s employee] relied on unauthorized copies of plaintiff’s clip art files.”[135]  Thus, 

“the risks of online copyright claims as a result of employee misconduct [are] very real.”[136]  
“The nature of the Internet makes it easy to copy and to forward or publish copyrighted images 

or content.” [137]  Further, “as the National Association of Fire Equipment Distributors 
discovered, liability can result from what may otherwise seem to be the most innocent of 

activities.”[138] 

Another issue that employers must be concerned about is the fact that:  
[c]opyright infringement settlements can be expensive.  For example, suppose 
there is an average of two illegal programs per computer, with an average cost of 
one hundred dollars, and assume that there are five hundred machines within an 
organization’s headquarters and branch offices.  The cost of purchasing legitimate 



copies of the illegal software might be one hundred thousand dollars.  [Moreover, 

p]enalties are usually one to two times the retail value of the illegal software.[139] 
 

  
c.                  Employer Liability Based On Trademark and Trade Secret Laws 

These rationales for holding an employer liable for its employee’s copyright 
infringement, e.g., respondeat superior doctrine, vicarious liability and contributory liability, can 

also be applied to both trademark[140] and trade secret[141] laws.  For example, if employees 
post a third party’s trademark on their employer’s web site, and the employer failed to take 
remedial action once it received notification of the trademark violation, the employer may be 
held liable for its employee’s trademark infringement either under the respondeat superior 

doctrine, vicarious liability or contributory liability.[142]  Likewise, if employees use their 
employer’s technology, e.g., a computer, computer disk, Internet access, telephone or e-mail, to 
obtain proprietary information from a third party, e.g., a customer list, software program or 
secret formula, the employer may be held liable for its employee’s misappropriation of a third 

party’s trade secrets either under trademark or trade secret law.[143]   The contributory liability 
doctrine will apply if the employer had notice of the trade secret violation “and induced or 

materially contributed to the infringing conduct.”[144]  The vicarious liability theory will apply 
“if the employer had the right and the ability to supervise the employee’s activity, and had a 

financial interest in exploitation of the [trademarked or trade secret] materials.”[145] 

3.       Computer Viruses and Worms  
          When computer viruses and worms are executed, they destroy data found in their hosting 

computer system.[146]  Moreover, after infecting a computer system, both computer viruses and 

worms may then use the Internet to find additional hosts to spread their infection.[147]  If 
employees, while at their workplace, introduce computer viruses and worms into electronic 

commerce, their employers may be held liable for the damage caused by this introduction.[148]  
  However, a fundamental understanding of computer viruses and worms is required in order to 
understand this type of potential employer liability. 

First, a computer virus is a portion of a computer code that affixes itself to other 
computer codes located in a computer system, e.g, software application codes that are used to 

boot a computer or macro instructions embedded in documents.[149]  The computer virus is 
thereby activated by any action that causes the infected computer code to run, e.g., “turning on a 

computer, starting an application, or opening an e-mail attachment . . . .”[150]  This activation 
occurs because the computer virus is affixed in such a manner to its hosting computer code that it 

causes the virus to be activated first “when the host is loaded . . . for execution . . . .”[151]  
Thereafter, the computer virus multiplies itself by looking for additional uninfected hosts and 

affixing a copy of itself to them.[152] 

          Second, a computer worm is a program that spreads itself “from one computer to another 

[through the use of] a computer network.”[153]  Unlike computer viruses, computer worms do 

not get any assistance from unsuspecting users.[154]  They must locate a computer system that 
“they can penetrate, carry out an attack, and transfer a replica of their code to the target host for 



execution.”[155]  Thus, a computer worm is simply a program that computerizes all of the 

necessary steps needed to break from one computer system into the next.[156] 

          The next step needed to define when an employer may be held liable for its employee’s 
use of the a computer at the workplace to release a computer virus or worm onto the Internet is to 
identify a specific legal theory which provides respondeat superior liability in such a situation.   
a.                Employer Liability Based On The Computer Fraud and Abuse Act 

The advent of computer viruses and worms are perhaps the scenarios Congress 
envisioned when it enacted the precedent Computer Fraud and Abuse Act of 1986 (“CFAA”).
[157]  Under the CFAA, “[w]hoever . . . knowingly causes the transmission of a program, 
information, code, or command, and as a result of such conduct, intentionally causes damage 
without authorization, to a protected computer” may face five to ten years in prison and/or 

monetary fines under the CFAA.[158]  Furthermore, under the CFAA, persons who suffer harm 
as the result of illegal access or damage to a protected computer have a private right of action 

against the person who caused the harm.[159] 

In terms of prosecuting the originators of computer viruses and worms,[160] 
there exists interesting precedental case law under the CFAA.  For example, in U.S. v. 
Kashpureff, the self-proclaimed “webslinger” defendant designed a computer virus that 
infected a computer system that allowed “Internet-linked computers to communicate 

with each other.”[161]  Once the computer virus was launched, Internet users that 
attempted to reach the defendant’s major competitor, Internic, were instead linked to the 

defendant's commercial Internet site.[162]  As a result, the defendant pleaded guilty to 
the CFAA charges, and now faces a maximum sentence of five years in prison and a 

maximum fine of $250,000.[163]  
 

In addition to the sanctions under the CFAA, the originator of the computer virus 
and worms might face potential prosecution under other federal statutes, such as the 

U.S. wire fraud laws.[164]  Additionally, a substantial number of states have enacted 

legislation that addresses computer-related crime.[165] 

b.       Examples of Virus And The Potential Liability To Employers 
          One of the latest Internet viruses was unleashed on March 26, 1999, when the “Melissa 

Macro Virus” was posted to the “alt.sex.” newsgroup.[166]  In just a few days, the Melissa virus 

became the fastest-spreading virus in Internet history.[167]  Recipients of the message 
containing the Melissa virus activated the virus by opening a Microsoft Word document sent as 

an e-mail attachment.[168]  Upon opening the document, the virus re-sent itself and the 
triggering document to the first fifty addresses on the recipient's Microsoft Outlook e-mail list.
[169]  The document that was sent to the subsequent recipients contained the subject line 

“Important Message From [sender’s name]”.[170]  Thus, since the attached document appeared 
to come from a trusted source, it is likely that most recipients opened the document with little 
suspicion that they were triggering the Melissa virus.   

The FBI’s National Infrastructure Protection Center (“NIPC”) subsequently issued a 

warning to Internet users with respect to the operation and effect of the Melissa virus.[171]  One 



graduate student noticed that the Melissa virus was similar to those written by a virus 

writer known as “VicodinES.”[172]  This information helped in tracking down its author, David 

L. Smith.[173]  On April 2, 1999, the FBI and the New Jersey State Police arrested Smith for 

creating and disseminating the Melissa virus.[174]  “Smith pleaded not guilty to [state] charges 
of interrupting public communication, conspiracy to commit the offense, and the attempt to 

commit the offense.”[175]  But in August 1999, Smith admitted to the authorities that he created 

the Melissa virus.[176]  As of this writing, the outcome of this case is still pending, but if Smith 
is convicted on the state charges, he will face “a maximum of 40 years in prison and fines of [up 

to] $480,000.”[177] 

It took experts several days to get the Melissa virus under control.[178]  As a result, 
during a subsequent virus scare in the fall of 1999, the FBI’s NIPC director Michael A. Vatis 
urged “[e]-mail users [to] exercise caution when reading their [e]-mail . . . and [to] bring unusual 

messages to the attention of their system administrator.”[179] 
 

          Further, if Smith’s employer made it possible for him to create and disseminate the 

Melissa virus onto the Internet by providing him with a computer with Internet access[180] and 
if it was foreseeable that Smith would use the Internet for personal use, his employer may face 

liability due to Smith’s illegal online activity.[181]  

c.       Examples of Worms and Potential Employer Liability  
A Cornell University graduate student, Robert Morris, began “[t]he largest [worm] 

incident in Internet history” on November 2, 1988, when he “unleashed a program that 

spawned copies of itself and spread throughout the network.”[182]  The worm quickly 
invaded between 2,000 and 6,000 computers, representing “between 3% and 10% of 
the total Internet at the time.  The program also clogged the systems it hit, dialing 

virtually every computer it invaded.”[183]  System administrators had to disconnect 
systems from the Internet, or even shut them down, for several days, in order to repair 

the damage.[184]  
 

Morris was convicted of violating the CFFA.[185]  The Second Circuit held that 
when Morris released the computer “worm” onto the Internet that multiplied and caused 
computers at various educational, governmental and military institutions to “crash,” 
Morris knowingly accessed and damaged “protected computers,” and therefore violated 

the CFAA.[186]  Consequently, Morris “was sentenced to three years of probation, 400 

hours of community service, a fine of $10,050, and the costs of his supervision.”[187] 

          Similar to the virus analysis, if an employer makes it possible for its employee to create 
and disseminate a worm into e-commerce by providing its employee with a computer that has 

Internet access;[188] and if it was foreseeable that the employee would use the Internet for 

personal use, the employer may face liability due to its employee’s illegal online activity.[189]  

Further, an employer may be held liable for its employee’s act of creating and 
disseminating a virus or a worm into e-commerce if:  (1) the act occurred within the 
employee’s scope of employment, such as providing Internet access to its employees;



[190] and (2) the employer knew or should have known that the employee was 
creating and disseminating a virus or a worm into e-commerce via the Internet at the 

workplace.[191] 

4.       Internet Gambling 

Similar to the increase of e-mail and Internet usage in the workplace, “gambling”[192] is 

growing rapidly in the United States.[193]  Over the last thirty years, the number of Americans 

that have gambled has increased substantially.[194]  In 1998, estimates were that Americans 
would wager at least $600 billion that year alone, or in other words, “$2,400 per man, woman 

and child.”[195]  Furthermore, it is estimated “that compulsive gambling affects about three 
percent of the population (or approximately nine million people), and an estimated eighty percent 

of the general population has gambled to some degree.”[196] 

As one might expect, gambling has been declared an undesirable activity.[197]  Several 
states have exercised their Tenth Amendment police power by prohibiting gambling in order to 

protect the health and safety of their citizens.[198]  Moreover, under federal law, the government 

regulates gambling through the Commerce Clause.[199]  However, despite state and federal 

effort, gambling remains a part of the American culture and continues to grow.[200]  A factor 

contributing to this growth is the introduction of Internet casino gambling in 1995.[201]  

Presently, there are hundreds of gambling Websites operating on the Internet.[202]  Not only can 
the Internet gambler participate in all the traditional forms of gambling (e.g., casino wagering, 
sports wagering, horse and dog wagering and lotteries), but the Internet gambler can also 
participate in non-traditional forms of gambling such as political elections and armed conflict 

wagering.[203] 

One explanation for the rapid growth of Internet gambling is its ease – just a few clicks 

on a user’s mouse, and one can gamble at a ‘cyber casino.’[204]  First, the gambler conducts a 

search on the Internet for a gambling site.[205]  Once linked to a gambling site, the gambler 
opens an account with the site by either a credit card, cash advance, bank-wire transfer, bank 

check or money order.[206]  The account is opened, and the gambling begins.[207]  Generally, 

winnings are delivered to the gambler via credit to the gambler’s account.[208]  Otherwise the 

winnings are mailed or delivered to the gambler by a courier.[209] 
 

Experts anticipate that Internet gambling will “‘be a multi-billion dollar industry within 

[the next] five years.’”[210]  In 1996, it was estimated that Americans wagered between $100 

million and $200 million over the Internet.[211]  Currently, the United States government 
estimates that at least fifteen million Americans have lost approximately $1 billion in gambling 

on the Internet.[212]  Moreover, statistical experts predict that “Internet gambling will generate 

approximately $50 billion in revenue by the year 2000”[213] and possibly over $200 billion by 

the year 2005.[214] 



In addressing Internet gambling under the respondeat superior doctrine, an employer may 

be held liable under both state and federal law when its employee wagers online.[215]  In 
defining when the employer may be held liable for its employee’s use of the Internet to gamble 
at the workplace, it is necessary to first examine the behavior that constitutes illegal Internet 
gambling.   
a.                Employer Liability Based On Federal Law 

Surprisingly, under federal law, the individual act of Internet gambling is not illegal.[216]

Three federal statutes regulate, but do not criminalize, the individual act of Internet gambling.   
Under Section 1084 of the Interstate Wire Act, it is illegal to “engage in the business of betting” 
and to “knowingly use a wire communication facility” to transmit bets or wagering information 

in interstate or foreign commerce.[217]  Despite the definition of “wire communication,” which 

arguably includes the Internet,[218] the Act does not make it a federal crime for an individual 

gambler, who is not in the “business of betting,” to gamble on the Internet.[219]  This statute 

was designed to prevent “bookies” from accepting bets or wagers on a telephone.[220]  Thus, a 
“wireless” communication by an individual to transmit bets or wagering information in interstate 

or foreign commerce is not illegal under the Act.[221] 

Under Section 1952 of the Travel Act, it is illegal to use an interstate facility to operate or 

facilitate a gambling enterprise.[222]  Congress drafted the Travel Act broadly to prohibit the use 

of channels of interstate and foreign commerce for the furtherance of criminal activity.[223]  
However, the Travel Act has been interpreted to apply only to those engaged in criminal 

enterprises, and not individuals.[224]  Therefore, the Travel Act does not cover the individual act 
of Internet gambling. 

Finally, under Section 1955 of the Organized Crime Control Act, it is illegal to conduct 

certain gambling businesses.[225]  Under this Act, any person convicted of owning or operating 

an “illegal gambling business” is subjected to a fine, imprisonment for five years, or both.[226]  
Again, however, this Act does not regulate the individual Internet gambler, because the Supreme 

Court has held that this Act may only be used to prosecute Internet gambling businesses.[227] 

Recently, Senator Jon Kyl of Arizona and Congressman Bob Goodlatte of Virginia 
introduced similar bills in both the United States Senate and House of Representatives that seek 

to prohibit online gambling businesses.[228]  Both bills include extensive sets of provisions 
dealing with interactive computer services, such as American Online and Web hosting 
companies, seeking to protect interactive computer services from liability for providing the 

communication for others to gamble online.[229]  However, the current versions  of these two 
bills do not penalize the individual online gambler. 

Therefore, under federal law, an employer may be held vicariously liable for its 
employee’s online gambling only if:  (1) the employee is operating a “bookie” operation; (2) the 
bookie activity occurred within the employee’s scope of employment; and (3) the wrongful act 
was known or should have been known by the employer.  However, as of this Comment, the 

individual act of online gambling is not punishable under federal law.[230]  Consequently, in 
defining when an employer may be held liable for its employee’s criminal act of Internet 



gambling, it is necessary to examine state law. 
b.                 Employer Liability Based On State Law 

Generally, gambling is regulated through state law.[231]  Indeed, “[e]ach state 
determines whether gambling will be permitted within its boundaries -- and, if it is permitted, 

what specific forms of gambling will be allowed.”[232]  Currently, Hawaii and Utah are the only 

states that prohibit all forms of gambling.[233]  All other states permit gambling to some degree 

(e.g., casinos, horse wagering, dog wagering and lotteries).[234]  As of this writing, the majority 
of states have laws which could be construed to ban Internet gambling.  These states include 

Alabama,[235] Arizona,[236] California,[237] Colorado,[238] Connecticut,[239] Delaware,
[240] Hawaii,[241] Illinois,[242] Kansas,[243] Louisiana,[244] Massachusetts,[245] Minnesota,
[246] Missouri,[247] Nebraska,[248] Nevada,[249] North Carolina,[250] Pennsylvania,[251] 

Texas[252] and Utah,[253] who have, or arguably have, prohibited the individual act of Internet 

gambling.  California,[254] Hawaii,[255] Indiana,[256] and New York[257] are just a few of the 
many states that are currently in the process of reforming their laws to explicitly prohibit the 
individual act of Internet gambling.   

Thus, many states support the view that Internet gambling is an act warranting criminal 

sanctions.[258] 

c.                  Examples of Online Gambling Conduct By Employees 
          Employers that provide employees with Internet access to conduct business also provide 

employees the opportunity to gamble on the Internet.[259]  As explained earlier, the Supreme 
Court has acknowledged that the employer owns the communication equipment used at work, 

and it is the employer’s business that is being conducted on this equipment.[260]  Because this 
equipment may also allow the employee the opportunity to gamble, some courts may hold the 

employee’s act of Internet gambling to fall within the employee’s scope of employment.[261]  
Furthermore, if the employer is located in a state where the individual act of Internet gambling is 
illegal, the employer may be held liable for its employee’s criminal act of Internet gambling.
[262]  A state will likely have personal jurisdiction over a non-resident employer through its 

long-arm statute.[263] 

          Although there is no case law on point, a notable case recently settled in the state of 
California.  In this case, defendant Haines lost over $70,000 while using her Providian National 

Bank credit card to gamble on the Internet.[264]  When Providian sued the defendant for not 
paying her credit card bills, the defendant filed a counterclaim against Providian, as well as 
MasterCard and VISA, claiming that, because online gambling is illegal in California, credit card 

companies should be barred from collecting gambling debts owed by a California resident.[265]  
Haines reached a settlement with VISA whereby VISA agreed to seek reimbursement from the 

gambling Websites.[266] 

          Assume, however, that the defendant in the Providian National Bank situation made online 
wagers using her employer’s computer while taking a reasonable break from her work-related 
duties.  The state of California could prosecute the defendant’s employer for her online gambling 



because Internet gambling is illegal in the state of California.[267]  If the court applies the 
modern trend of employer liability, the state of California will succeed.  Her employer made it 
possible for her to make the online wagers by providing her a computer with Internet access.
[268]  It was foreseeable that an employee may use the Internet for personal use.[269]  
Consequently, under the modern trend of employer liability, the defendant’s online gambling 
occurred within the scope of her employment and liability may be imposed upon the employer 

for the defendant’s illegal act of Internet gambling.[270]  

In summary, an employer may be held liable for its employee’s act of Internet gambling 

if:  (1) the individual act of Internet gambling is illegal;[271] (2) the act occurred within the 

employee’s scope of employment, such as providing Internet access to its employees;[272] and 
(3) the employer knew or should have known that the employee was gambling via the Internet at 

the workplace.[273] 

B.      EMPLOYER POLICY:  DEFENSE AND PREVENTION 
          If an employer provides its employees with Internet and e-mail access, then a clear 
computer policy must be implemented prohibiting the use of the Internet and e-mail for non-

business and illegal activity.[274]  The computer policy should be in writing and, if possible, it 

should be available in the employer’s internal computer network.[275]  Additionally, a signed 
copy of the computer policy should be collected from each employee having Internet or e-mail 

access.[276]  It is also a good idea for employers to have their computer policy appear on the 

employee’s computer screen immediately after their employees turn on their computer.[277] 

The computer policy should also clearly define acceptable and unacceptable Internet and 

e-mail use.[278]  The computer policy should warn all employees that any illegal conduct is 
strictly prohibited and will be grounds for disciplinary action including termination of their 

employment.[279]  Moreover, employers should state in their computer policy that they are 

openly “monitoring” their employee’s Internet and e-mail activities.[280]  However, unless the 
employer requires each employee to read, comprehend and sign the policy, the adoption of this 

policy will not shield employers from liability.[281]  Therefore, for the policy to shield an 

employer from liability effectively, the policy must be strictly enforced.[282] 

          In Daniels v. Worldcom Corp. the court held that the employer, Worldcom, avoided 
liability for its employee’s wrongful act because the employer took prompt disciplinary actions 

as defined in its employee manual.[283]  The employer, verbally and in writing, indicated to 

employees “the proper use of the [company’s] e-mail system.”[284]  After the employer had 
knowledge of its employee’s wrongful act of e-mail sexual harassment, it held two meetings to 
discuss its disciplinary policy against non-business activity on the company’s e-mail system.
[285] 

          Unfortunately, an employer’s policy prohibiting non-business Internet activity can be a 

double-edged sword.[286]  If the employer fails to enforce the policy or, upon “knowledge”[287]

of its employee’s wrongful act, fails to take prompt disciplinary action, then the employer’s 



policy will not shield the employer from liability.[288] 

          Additionally, many large employers contend that monitoring all of their employee’s 

Internet activity is impossible.[289]  However, even if the “impossibility” was proven by the 
employer, courts may still hold employers liable because of the modern trend of employer 

liability.[290] 

          Ironically, modern technology has some solutions.  Software programs are available that 

will inform the employer when its employees are accessing prohibited websites.[291]  These 
programs act like filters that identify unwanted words, phrases, or non-work related Internet sites 

and deny the employee access to the site.[292]  This will allow the employer to take prompt 

disciplinary action in an effort to avoid liability.[293]  Moreover, these programs are relatively 

inexpensive when compared to litigation.[294]  Furthermore, a software program may reduce the 
risks of liability for an employee’s copyright infringement of counterfeit or copied software.
[295]  However, courts may hold the employer’s conduct of monitoring an employee to be an 

invasion of privacy,[296] unless the employer has a formal policy on electronic communications 
in place about which it has informed its employees that all supervisors can read their e-mail.
[297]   

          In addition to having a strictly enforced computer policy and using software to monitor 
employees’ activity, employers may contract with monitoring service companies to search chat 

rooms and detect defamatory comments about the employer.[298]  By utilizing these services, 

employers may be able to respond to defamatory comments.[299] 

          Furthermore, employers should install encryption software to protect confidential 

information.[300]  This technology, however, is classified as a “munition” and may be subject to 

international laws “in dealings with other countries.”[301]  As a result, employers dealing with 
businesses outside of the United States should contact an attorney in order to ensure compliance 

with encryption laws.[302]  Finally, employers should hire computer security consultants in 

order to prevent network security breaches.[303] 

 



  
IV.     CONCLUSION 

          Because access to the Internet makes it extremely easy to conduct illegal online activity, 

all employers are exposed to potential liability.[304]  Although employees are rarely arrested for 

their illegal online activity,[305] employers must still protect themselves from potential liability.  
Not only should the employer be concerned about an employee’s lost productivity when the 
employee is using the Internet for unauthorized activity, but it must also be concerned about 

being held liable for that employee’s illegal online act.[306]  An employer may never know if 
the government is monitoring its business activities, and if it is, employers beware, because the 

government has the capability to know what its employees are doing at their workplace.[307]  To 
reduce the potential of employer liability, a strict company policy would act as a deterrent. 
          Employers who provide employees Internet access provide employees with the 

opportunity to conduct illegal online activity.[308]  By allowing their employees the opportunity 
to conduct illegal activity, courts will consider the employee’s illegal act within the scope of 

employment and may hold the employer liable for the employee’s illegal online activity.[309]  
Furthermore, if the employer is located in a state were the individual act of Internet gambling is 

illegal, the employer may be held liable for its employee’s illegal act of Internet gambling.[310]  
To minimize the risk of employer liability for illegal online activities of its employees, 

employers must establish a strict company policy prohibiting employees’ illegal online act.[311]  
Moreover, a strictly enforced company policy puts employees on notice that the employer is 

monitoring their activity.[312]  As technology advances, the employer must keep pace with this 

growth to avoid legal chaos.[313] 
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       management, establishment, or carrying on, of any unlawful activity, 

            and thereafter performs or attempts to perform . . . [any of the acts described in (1), (2), and (3)]. 
(b)  As used in this section (i) “unlawful activity” means (1) any business enterprise involving 
gambling. . . . 

Id.   
  
[223] See Erlenbaugh v. United States, 409 U.S. 239, 246-47 (1972).   

  
[224] 18 U.S.C. § 1952 (a)-(b); United States v. Roberson, 6 F.3d 1088, 1094 (5th Cir. 1993) (“The purpose of the 
Act is clear . . . .  It is not aimed at individual substantive offenses.”).   
  
[225] Organized Crime Control Act, 18 U.S.C. § 1955 (1994).   

  
[226] Id. § 1955(a). 

  
[227] See Sanabria v. United States, 437 U.S. 54, 70 n.26 (1978) (“Numerous cases have recognized that . . . 
[Section] 1955 . . . proscribes any degree of participation in an illegal gambling business, except participation as a 
mere bettor.”); see also United States v. Pinelli, 890 F.2d 1461, 1470-71 (10th Cir. 1989). 
  
[228] See Internet Gambling Prohibition Act of 1999, S. 692, 106th Cong. (1999); Internet Gambling Prohibition 
Act of 1999, H.R. 3125, 106th Cong. (1999); Bill Summary & Status (visited Mar. 12, 2000) 
<http://thomas.loc.gov/cgi-bin/bdquery/z?d106:SN00692:@@@X>.  
  
[229] See Internet Gambling Prohibition Act of 1999, S. 692, 106th Cong. (1999) (proposing 18 U.S.C. § 1085(d)); 
Internet Gambling Prohibition Act of 1999, H.R. 3125, 106th Cong. (1999) (proposing 18 U.S.C. § 1085(d)); 
Yahoo! Government: U.S. Government: Legislative Branch: Senate: Senators (visited Mar. 12, 2000) 
<http://dir.yahoo.com/Government/U_S__Government/Legislative_Branch/Senate/Senators/>; Yahoo! 
Government:  U.S. Government: Legislative Branch: House of Representatives: Representatives (visited Mar. 12, 



2000) 
<http://dir.yahoo.com/Government/U_S__Government/Legislative_Branch/House_of_Representatives/Representativ
  
[230] There are additional federal laws that govern gambling.  For example, the Federal Aiding and Abetting Statute 
punishes anyone who “commits an offense against the United States or aids, abets . . . or procures its commission . . 
. .” 18 U.S.C. § 2(a) (1994).  The Interstate Transportation of Wagering Paraphernalia Act imposes criminal 
penalties against any person who “knowingly carries or sends in interstate or foreign commerce any . . . 
paraphernalia . . . or other device used . . . or designed for use” in illegal gambling.  18 U.S.C. § 1953(a) (1994).  
The Professional and Amateur Sports Protection Act provides that no person may “sponsor, operate, advertise, or 
promote . . . [a] betting, gambling, or wagering scheme based . . . on one or more competitive games in which 
amateur or professional athletes participate . . . .” 28 U.S.C. § 3702(2) (1994). 

Furthermore, under the Racketeer Influenced and Corrupt Organizations Act (“RICO”), an employer may 
also be penalized for its employee’s illegal online gambling activity if it constitutes a “racketeering activity”.  18 
U.S.C. § 1961 et seq. (1994).  Under RICO, racketeering activity includes activities by a person that represents a 
pattern of “racketeering activity” or collections of unlawful debt, and that are indictable under, inter alia, the Wire 
Act and the Travel Act.  See id. §§ 1961-62.  Thus, if an employee operates an online gambling enterprise using the 
employer’s technology while at the workplace, the employer may also be penalized under RICO. 
  
[231] See U.S. CONST. amend. X (“The powers not delegated to the United States by the Constitution, nor 
prohibited by it to the States, are reserved to the States respectively, or to the people.”); see also Thomas v. Bible, 
694 F. Supp. 750, 760 (D. Nev. 1988), aff’d, 896 F.2d 555 (9th Cir. 1990); see also State v. Rosenthal, 559 P.2d 
830, 836 (Nev. 1977) (“We view gaming as a matter reserved to the states within the meaning of the Tenth 
Amendment to the United States Constitution.”); Crist, supra note 195 (explaining that “gambling regulation has 
traditionally been a state rather than a federal function.”); Faust, supra note 200, at 2; Fojut, supra note 18, at 155.   
  
[232] Fojut, supra note 18, at 155; see also Crist, supra note 195 (noting that gambling is mostly prohibited in the 
United States, “‘and where it is not, it is highly regulated.’”).   
  
[233] See Fojut, supra note 18, at 155.  

  
[234] See id.; Montpas, supra note 6, at 165-67 (discussing the history of state regulation of gambling).  Thirteen 
states have riverboat or casino gambling.  See Representative Bill McCollum, Opening Statement of Chairman 
McCollum Before the House Judiciary Crime Subcommittee on Internet Gambling, Feb. 4, 1998, available in 1998 
WL 8991665.  Only Nevada has sports gambling.  See Claire Ann Koegler, Here Come the Cybercops 3: Betting on 
the Net, 22 NOVA L. REV. 545, 551-52 (1998).  “Thirty-six states and the District of Columbia now have state 
lotteries . . . .”  H.R. REP. NO. 104-440, at 4 (1996), reprinted in 1996 U.S.C.C.A.N. 1192, 1193.  “These figures 
neither include gambling on Native American lands nor cruises to nowhere but international waters for the purpose 
of gambling.”  Koegler, supra note 234, at 552. 
  
[235] See ALA. CODE § 13A-12-21 (1999) (“A person commits the crime of simple gambling if he knowingly 
advances or profits from unlawful gambling activity as a player.”). 
  
[236] See ARIZ. REV. STAT. § 13-3307 (1989) (penalizing any person who “knowingly possesses any book, 
writing, paper, instrument, article, electronically-produced data, computer software and programs, discs, tapes or 
other tangible or intangible method of recording information knowing or having reason to know that it arises out of, 
or was made in connection with, gambling in violation of this chapter.”).  Arizona law additionally provides that: 

no person may engage for a fee, property, salary or reward in the business of accepting, recording or 
registering any bet, purported bet, wager, or purported wager or engage for a fee, property, salary or reward 
in the business of selling wagering pools or purported wagering pools with respect to the result or purported 
result of any race, sporting event, contest or other game of skill or chance or any other unknown or 
contingent future event or occurrence whatsoever. 

ARIZ. REV. STAT. § 13-3305 (1989).  A 1998 bill would have amended § 13-3305 to prohibit the use of 
communications facilities to send or receive information regarding wagering pools, but the bill did not pass.  See 
H.B. 2367, 43d Leg., 2d Reg. Sess. (Ariz. 1998), available in ALIS Online, HB2367 – 432R – I Ver – Title: Internet 



Gambling (last modified Feb. 10, 1998) <http://www.azleg.state.az.us/legtext/43leg/2r/bills/hb2367p.htm>; see also 
ARIZ. REV. STAT. § 13-3305 (1999) (showing that the current version of the statute does not include the proposed 
changes in H.B. 2367); ALIS Online, HB2367 – 432R – Status – Title: Internet Gambling (visited Mar. 14, 2000) 
http://www.azleg.state.az.us/cgi-bin/waisgate?WAISaction=retrieve&WAISdocID=3833225272+56+0+0> 
(showing that the bill’s final status was a second reading on January 19, 1998). 
  
[237] See CAL. PENAL CODE § 337i (West 1999).  Under California law, it is illegal to transmit “information as 
to wagers” over the telephone or “any means whatsoever . . . .”  Id.  Such means could presumably include the 
Internet.  
  
[238] See COLO. REV. STAT. §§ 18-10-102, 18-10-106 (1999) (penalizing persons that transmit or receive 
gambling information, e.g., a “communication with respect to any wager made in the course of, and any information 
intended to be used for, professional gambling.”).   
  
[239] See CONN. GEN. STAT. ANN. § 53-278c (West 1994) (providing that “[a]ll gambling devices are common  
nuisances and . . . are subject to seizure . . . .”); 1998 Conn. Pub. Acts 220 (deeming the use of any real property to 
transmit gambling information a nuisance).   
  
[240] See DEL. CODE ANN. tit. 11, § 1411 (1995) (sanctioning a person who “knowingly uses a private wire in 
disseminating or receiving information in furtherance of gambling or for gambling purposes . . . .”).   
  
[241] See HAW. REV. STAT. ANN. § 712-1223 (Michie 1999) (declaring all gambling activity illegal in the state 
of Hawaii).   
  
[242] See 720 ILL. COMP. STAT. ANN. 5/28-1 et seq. (West 1993) (prohibiting the transmission of “information 
as to wagers, . . . by telephone, telegraph, radio, semaphore, or similar means . . . .”); see also Rovella, supra note 
212 (explaining that Illinois specifically bans Internet gambling); S.B 1687, 90th Leg., Gen. Ass. (Ill. 1997-98), 
available in State of Illinois: 90th General Assembly: Legislation (last modified Feb. 28, 2000) 
 <http://www.legis.state.il.us/legisnet/legisnet90/sbgroups/sb/900sb1687lv.html> (seeking to create the Internet 
Gambling Limitation Act which would make using the Internet to conduct or assist in gambling a Class A 
misdemeanor).  Bill 1687, however, died in the Senate Rules Committee.  See Status of SB 1687 (visited Mar. 14, 
2000) <http://www.legis.state.il.us/scripts/imstran.exe?LIBSINPWSB1687>. 
  
[243] See KAN. STAT. ANN. § 21-4308 (1995) (prohibiting the knowing installation of “communication facilities . 
. . that . . . [are] be[ing] used principally for the purpose of transmitting information to be used in making or settling 
bets . . . .”).   
  
[244] See LA. REV. STAT. ANN. § 90.3 (West 1986 & Supp. 2000); H.B. 2480, Reg. Sess. (La. 1997) (prohibiting 
anyone from conducting or assisting in conducting a business that involves Internet gambling); see also Rovella, 
supra note 212 (explaining that Louisiana specifically bans Internet gambling). 
  
[245] See MASS. GEN. LAWS ANN. ch. 271, § 17A (West 1990).  Under Massachusetts law, it is illegal to use the 
telephone to place a bet or wager.  See id.  
  
[246] See MINN. STAT. ANN. §§ 609.75 (2)-(3), 609.755 (1) (West 1987 & Supp. 1999) (prohibiting Minnesota 
residents from placing bets through gambling organizations, arguably including Internet based ones); see also 
Complaint, Introduction, ¶ 2, State v. Granite Gate Resorts, Inc., 568 N.W.2d 715 (Minn. Ct. App. 1997) (No. C6-
95-72227) (alleging the State’s jurisdiction over Internet gambling under its consumer protection laws, which 
prohibit deceptive trade practices, false advertising, and consumer fraud); Dan Goodin, Online Wagering: Place 
Your Bet On the Internet, LAS VEGAS REV. J., July 23, 1995, at 1C, available in 1995 WL 5795946.  
Furthermore, the Minnesota Attorney General has stated that: 

[p]ersons outside of Minnesota who transmit information via the Internet knowing that 
information will be disseminated in Minnesota are subject to jurisdiction in Minnesota courts for 



violations of state criminal and civil laws. 
. . . 
Gambling appears to be an especially prominent aspect of criminal activity on the Internet.  There 
are a number of services outside of Minnesota that offer Minnesota residents the opportunity to 
place bets on sporting events, purchase lottery tickets, and participate in simulated casino games.  
These services are illegal in Minnesota. 

Minnesota Attorney General, Warning to All Internet Users and Providers (last modified Sept. 18, 1998) 
<http://www.ag.state.mn.us/home/consumer/consumernews/onlinescams/memo.html> 
  
[247] See MO. ANN. STAT. §§ 572.010-030 (West 1995) (prohibiting gambling activity).  See generally State ex 
rel. Nixon v. Interactive Gaming & Communications Corp., CV 97-7808 (Mo. Cir. Ct. 1997), available in Bureau of 
National Affairs, Inc., EPLR: Missouri v. Interactive Gaming (visited July 3, 1999) <http://www.bna.com/e-
law/cases/intergame.html>.  In Interactive Gaming, the court held that Internet gambling companies may not 
represent that Internet gambling services are legal in the state of Missouri.  See id.  The court reasoned that such 
representation violated the Missouri Merchandising Practices Act, MO. ANN. STAT. § 407.020 (West Supp. 2000), 
which prohibits any misrepresentation “in connection with the sale or advertisement of any merchandise in trade or 
commerce . . . .”  Id.   
  
[248] See NEB. REV. STAT. § 28-1101(5), 1107 (1995) (prohibiting the “possession of a gambling device, . . .” 
defined to include “any device, . . . that is used or usable for engaging in gambling . . . .”).   
  
[249] See NEV. REV. STAT. §§ 465.091-.092 (1999) (showing that Nevada specifically prohibits gambling 
“through any medium of communication,” which is defined to include the Internet); see also Rovella, supra note 
212. 
  
[250] See N.C. GEN. STAT. § 14-292 (Michie 1999).  North Carolina law arguably is broad enough to prohibit 
Internet gambling by both individuals and casinos: 

Except as provided in Part 2 of this Article [which addresses bingo and raffles], any person or 
organization that operates any game of chance or any person who plays at or bets on any game of 
chance at which any money, property or other thing of value is bet, whether the same be in stake 
or not, shall be guilty of a Class 2 misdemeanor.  

Id.   
North Carolina law also prohibits gambling in a place of public entertainment.  See N.C. GEN. STAT. § 

14-293.  Thus, an “Internet café” could be held criminally liable if it is aware that one or more of its customers use 
its facilities to gamble over the Internet.  

However, much of North Carolina’s gambling law is antiquated with respect to the Internet.  Most of the 
sections are targeted at the use of various gambling devices.  See, e.g., N.C. GEN. STAT. § 14-294 (regarding “faro 
banks and tables”); id. § 14-295 (prohibiting the “[k]eeping [of] gaming tables, illegal punch-boards or slot 
machines . . .”); id. § 14-297 (prohibiting the “[a]llowing [of] gaming tables, illegal punch-boards or slot machines 
on premises”); id. §§ 14-298-300 (providing for seizure, disposition, and destruction of “[g]aming tables, illegal 
punchboards and slot machines”); id. §§ 14-301 to 302 (providing separate offenses for operation and possession of 
slot machines, punch boards, vending machines, and other gambling devices); id. § 14-304 (prohibiting the “[m]
anufacture, sale, etc., of slot machines and devices”).  

“Faro banks” and “punch-boards” are not specifically defined by the code, but “slot machine or device” is 
defined narrowly as a machine in which a coin or slug is inserted to make it operate, so that the user may receive 
something of value in return.  See id. § 14-306.  Further, it must be “designed and manufactured primarily for use in 
connection with gambling and which machine or device is classified by the United States as requiring a federal 
gaming device tax stamp under applicable provisions of the Internal Revenue Code.”  N.C. GEN. STAT. § 14-306. 

Hence, an Internet gambler’s computer cannot be classified as a gambling device within North Carolina 
law, and a person’s use of her computer to gamble online falls outside of all of the sections listed above other than § 
14-292.   

Unlike the specific prohibitions on gambling, North Carolina's law addressing advertising lotteries is 
effective against Internet lotteries: 

Except in connection with a lawful raffle as provided in Part 2 of this Article, if anyone . . . in 
any . . . way, advertise[s] or publish[es] an account of a lottery, whether within or without this 
State, stating how, when or where the same is to be or has been drawn, or what are the prizes 



therein or any of them, or the price of a ticket or any share or interest therein, or where or how it 
may be obtained, he shall be guilty of a Class 2 misdemeanor.   

Id. § 14-289.   
Thus, it appears that Internet lotteries are illegal under North Carolina law.  

  
[251] See PA. STAT. ANN. tit. 66, § 2902 (West 1979) (prohibiting any public utility from assisting any person in 
using a wire communication to distribute information in furtherance of gambling or for gambling purposes).   
  
[252] See TEX. CIV. PRAC. & REM. CODE ANN. § 125.041 (West 1997) (deeming any “gambling, gambling 
promotion or communication of gambling information” a public nuisance if occurring at some place “on a regular 
basis”); see also Rovella, supra note 212 (explaining that Texas specifically bans Internet gambling).   
  
[253] See UTAH CONST. art. VI, § 27 (providing that the state of Utah may not authorize lotteries).   

  
[254] Some California bills from the 1997-98 legislative sessions showed an intent to reach Internet gambling.  See 
A.B. 2655, Gen. Ass., Reg. Sess. (Cal. 1997-98), available in AB 2655 Assembly Bill – INTRODUCED (last 
modified Nov. 8, 1998) <http://www.leginfo.ca.gov/pub/97-98/bill/asm/ab_2651-
2700/ab_2655_bill_19980223_introduced.html> (stating the intent of the Legislature to regulate gambling 
conducted in the State of California using any medium of communication, defined to include the Internet, in a bill to 
be codified in the Business and Professions Code as Section 19801.3).  A.B. 2655, however, was not passed.  See 
AB 2655 Assembly Bill – Status (last modified Nov. 8, 1998) <http://www.leginfo.ca.gov/pub/97-
98/bill/asm/ab_2651-2700/ab_2655_bill_status.html>; CAL. BUS. & PROF. CODE § 19801 (West 1997 & Supp. 
2000) (showing that the current version of the California statute does not include the proposed section).  

Moreover, California Senator Leslie introduced a bill which would amend § 337j of the California Penal 
Code, to read: “Every person who knowingly uses an interactive computer service or system to engage in gaming, to 
transmit bets or wagers, or to receive money or credit as a result of gaming or placing bets or wagers, is guilty of a 
misdemeanor.”  See S. 777, Gen. Ass., Reg. Sess. (Cal. 1997-98) (amending CAL. PENAL CODE § 337j(a)), 
available in SB 777 Senate Bill – AMENDED (last modified Nov. 8, 1998) <http://www.leginfo.ca.gov/pub/97-
98/bill/sen/sb_0751-0800/sb_777_bill_19970501_amended_sen.html>.  This bill, however, was not enacted.  See SB 
777 Senate Bill – Status (last modified Nov. 8, 1998) <http://www.leginfo.ca.gov/pub/97-98/bill/sen/sb_0751-
0800/sb_777_bill_19970501_amended_sen.html> (showing that the final action on S.B. 777 was that it was “[r]
eturned to Secretary of Senate pursuant to Joint Rule 56”); CAL. PENAL CODE § 337j (West 1999) (showing that 
these changes are not reflected in the current statute).   
  
[255] See H.C.R. 150, 19th Leg., Reg. Sess. (Haw. 1997) (urging Congress to enact legislation banning gambling on 
the Internet).  As noted earlier, Hawaii bans all types of gambling.  See id.  
  
[256] See H.B. 1095, 111th Leg., 2d Reg. Sess. (Ind. 2000), available in Introduced Version, House Bill 1095 
(visited Mar. 14, 2000) <http://www.state.in.us/legislative/bills/2000/IN/IN1095.1.html>.  Currently pending 
Indiana House Bill 1095 provides that:  (1) “Internet gambling [is] a Class B misdemeanor;” (2) “providing 
gambling through the Internet [is] a Class D felony;” (3) “an interactive computer service [shall] . . . discontinue its 
service if it is notified by a law enforcement agency that the service is being used to promote professional 
gambling;” and (4) “[r]equires an interactive computer service to block access to a site used to promote professional 
gambling.”  Id.  Thus, an employer “who knowingly or intentionally [allows an employee to] engage[] in [gambling] 
by means of the World Wide Web[] commits professional gambling, a Class D felony.”  Id. 
  
[257] See A.B. 7818, 220th Leg., Reg. Sess. (N.Y. 1997).  Bill 7818 would require persons, firms, corporations or 
other legal entities that provide gambling or wagering services over the Internet to post a bond with the State Racing 
and Wagering Board, while carving out an exception for those entities offering horse race betting only.  See id.   
  
            Currently pending Bill 917 would provide that: 
  

any offense defined in this article which consists of the commission of acts involving the use of 
any computer communication system or electronic data storage medium allowing the input, 
output, examination or transfer, of computer data or computer programs from one computer to 



another, to advance or profit from gambling  activity is no less criminal because one or more of 
such acts is committed without the state and is not violative of the laws of the jurisdiction in which 
it was so committed. 

S. 917, 222nd Leg., Reg. Sess. (N.Y. 1999), available in New York State Assembly –Bill S00917 Text 
(visited Mar. 12, 2000) <http://www.assembly.state.ny.us/cgi-bin/showtext?billnum=S00917>.   
  
            Currently pending Bill 918 would provide that:  
  

any offense defined in this article which consists of the commission of acts involving the use of 
any computer communication system or electronic data storage medium allowing the input, 
output, examination or transfer, or computer data or computer programs from one computer to 
another, to disseminate access to gambling to a minor is no less criminal because one or more of 
such acts is committed without the state and is not violative of the laws of the jurisdiction in which 
it was so committed. 

S. 918, 222nd Leg., Reg. Sess. (N.Y. 1999), available in New York State Assembly –Bill S00918 Text 
(visited Mar. 12, 2000) <http://www.assembly.state.ny.us/cgi-bin/showbill?billnum=S00918>.   
    
[258] A recent Louisiana statute has clearly stated this view: 

[A]ffording [the] opportunity for the fullest development of the individual and promoting the 
health, safety, education, and welfare of the people, including the children of this state who are our 
most precious and valuable resource, [the legislature] finds that the state has a compelling interest 
in protecting its citizens and children from certain activities and influences which can result in 
irreparable harm.  The legislature has expressed its intent to develop a controlled well-regulated 
gaming industry.  The legislation is also charged with the responsibility of protecting and assisting 
its citizens who suffer from compulsive or problem gaming behavior which can result from the 
increased availability of legalized gaming activities. . . .  The legislature recognizes and 
encourages the beneficial effects computers, computer programming, and use of the Internet 
resources have had on the children of the state of Louisiana by expanding their educational 
horizons.  The legislature further recognizes that it has an obligation and responsibility to protect 
its citizens, and in particular its youngest citizens, from the pervasive nature of gambling which 
can occur via the Internet and the use of computers connected to the Internet. 

LA. REV. STAT. ANN. § 90.3 (West 1986 and Supp. 2000).  This statute was added by a 1997 bill.  See H.B. 
2480,  available in 1997 Regular Session – Instrument Information (visited Mar. 12, 2000) 
<http://www2.legis.state.la.us/bills97/avail_docs.asp?insttype=HB&billid=2480>.     
  
[259] See Davidson, supra note 9, at 179 (noting that “courts impose respondeat superior liability on a blameless 
employer because the employee’s job created the opportunity for the employee to commit the tort . . . .”). 
  
[260] See supra note 83 and accompanying text. 

  
[261] See KEETON ET AL., supra note 54, § 69, at 499.  Furthermore, an employer may not be relieved of its 
liability for its employee’s action merely because the act was also punishable as a crime.  See Panama R. Co. v. 
Toppin, 252 U.S. 308, 311 (1920) (interpreting Panamanian law); Collazo v. John W. Campbell Farms, Inc., 213 
F.2d 255, 258 (5th Cir. 1954) (interpreting Florida law to extend liability to servant’s criminal actions done “in the 
interest of the business of the employer.”); Great S. Lumber Co. v. Williams, 17 F.2d 468, 471 (5th Cir. 1927) (“An 
employer is liable for . . . [criminal acts] committed while he is engaged in acts within his function or the scope of 
his authority . . . .”).  But see Gibbs v. Air Canada, 810 F.2d 1529, 1532-33 (11th Cir. 1987); Hargrove v. Tree of 
Life Christian Day Care Ctr., 699 So. 2d 1242, 1246-47 (Ala. 1997) (relieving an employer from liability because a 
kidnapping constituted a gross deviation from employer’s business); Roberson v. Allied Foundry & Mach. Co., 447 
So. 2d 720, 723 (Ala. 1984); Collins v. Alabama G.S.R. Co., 16 So. 140, 142 (Ala. 1894). 
  
[262] See RESTATEMENT (SECOND) OF AGENCY § 231 cmt. a (1958).  If the employer can reasonably 
anticipate that an employee may commit an act within the scope of the employee’s employment, then the employer 
may be held liable for its employee’s act.  See id.  
  



[263] See State ex rel. Humphrey v. Granite Gate Resorts, Inc., 568 N.W.2d 715, 721 (Minn. Ct. App. 1997), aff’d, 
576 N.W.2d 747 (Minn. 1998).  The court held a non-resident defendant subject to personal jurisdiction in 
Minnesota based on Internet advertisements for an up-coming Internet gambling service.  See id. at 721.  The court 
reasoned that the placement of Internet advertisements indicated the non-resident defendant’s “clear intent to solicit 
business from markets that includ[ed] Minnesota . . . .”  Id. 
            In People of New York v. World Interactive Gaming Corp., a New York appellate court held that the New 
York Attorney General had personal jurisdiction over an Internet gaming company.  No. 404428/98, 1999 WL 
591995, at *4 (N.Y. App. Div. July 22, 1999); see also New York State Attorney General Press Releases, Spitzer 
Wins Precedent-Setting Internet Casino Gambling Case (visited Nov. 11, 1999) 
<http://www.oag.state.ny.us/press/1999/jul/jul26a_99.html>.  The court reasoned that the company’s Website 
created a “virtual casino within the user’s computer terminal” in New York State.  World Interactive Gaming Corp., 
at *7. 
  
[264] See Suit Against Credit Card Companies Seeks to Nullify $70,000 Internet Gambling Debt, 4 Bank & Lender 
Liab. Litig. Rep. (Andrews Pubs., Inc.) (Oct. 21, 1998), available in WESTLAW, ANBLLLR File; Courtney 
Macavinta, Providian May Bar Customers from Net Gambling, CNET (visited Nov. 3, 1999) 
<http://news.cnet.com/news/0-1005-202-923070.html>. 
  
[265] See id. 

  
[266] See Macavinta, supra note 264.  The Providian National Bank situation described in the text is not the only 
time an individual has accused major credit card companies and banks of flagrantly violating state and federal laws 
by collecting debts incurred as a result of illegal Internet gambling.  See Rovella, supra note 212.  As of this writing, 
there are similar complaints filed in the state of Alabama and Wisconsin.  See id. 
  
[267] See generally supra note 237 (explaining that Internet gambling is illegal in the State of California). 

  
[268] See generally supra notes 54-62 (discussing employer liability rational based on the fact that the employer’s 
job created the opportunity for the employee to commit the wrongful or illegal act). 
  
[269] See generally supra notes 51-64 (discussing when courts will hold an employer liable for its employee’s 
illegal foreseeable acts). 
  
[270] See generally supra Section II(B) (discussing what acts fall within the scope of the employee’s employment). 

  
[271] See generally supra Section III(A)(4)(a)-(b) (discussing current and future state and federal law addressing 
Internet gambling). 
  
[272]See generally supra Section II(B) (discussing what acts fall within the scope of the employee’s employment). 

  
[273]See generally supra notes 51-64 (discussing when courts will hold an employer liable for its employee’s illegal 
foreseeable acts). 
  
[274]See Fernandez, supra note 6, at 840 (suggesting appropriate corporate policies regarding Internet use at the 
workplace); Peter Brown, Policies for Corporate Internet and E-Mail Use, in THIRD ANNUAL INTERNET LAW 
INSTITUTE, at 637, 670 (PLI Pat., Copyrights, Trademarks, & Literary Prop. Course Handbook Series No. G0-
0051, 1999), available in WESTLAW, PLI/Pat File.  For examples of computer policies, see University of 
California, Electronic Mail Policy (visited Feb. 7, 2000) 
<http://www.infowar.com/class_1/99/class1_072099a_j.shtml>; Archdiocese of Baltimore, Computer Use & 
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