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1 DEFINITIONS - FINANCIAL

1.1.1 FATF Recommendations

Definitions

Country All references in the FATF Recommendations to cgurdr countries apply equally to territories or
jurisdictions.
Criminal activity Criminal activity refers to: (a) all criminal actisat would constitute a predicate offence for money
laundering in the country; or (b) at a minimum hoge offences that would constitute a predicatenc# as required
by Recommendation 3.
Designated nonfinancial businesses and professiomgans:
a) Casinos.
b) Real estate agents.
c) Dealers in precious metals.
d) Dealers in precious stones.
e) Lawyers, notaries, other independent legal geié@als and accountants — this refers to soldipoaers, partners or
employed professionals within professional firmdsinot meant to refer to ‘internal’ professiontiat are employees
of other types of businesses, nor to professiomat&ing for government agencies, who may already
be subject to AML/CFT measures.
f) Trust and Company Service Providers refers tpaisons or businesses that are not covered etsewimder these
Recommendations, and which as a business, promigdefahe following services to third parties:
e acting as a formation agent of legal persons;
e acting as (or arranging for another person to ajtaadirector or secretary of a company, a partiea
partnership, or a similar position in relation ther legal persons;
« providing a registered office; business addresscoommodation, correspondence or administrativeesddor
a company, a partnership or any other legal pess@nrangement;
» acting as (or arranging for another person to aptaatrustee of an express trust or performingetingivalent
function for another form of legal arrangement;
* acting as (or arranging for another person to gcaaominee shareholder for another person.
Enforceable meansPlease refer to the Note on the Legal Basis ofirements on Financial Institutions and DNFBPs.
Financial institutions means any natural or legal person who conducts lassimess one or more of the following
activities or operations for or on behalf of a cnsér:
1. Acceptance of deposits and other repayable ffrods the public®
2. Lending?
3. Financial leasing.
4. Money or value transfer services.
5. Issuing and managing means of payment (e.git@ed debit cards, cheques, traveller's chequesgesnorders and
bankers' drafts, electronic money).
6. Financial guarantees and commitments.
7. Trading in:
(a) money market instruments (cheques, bills, figates of deposit, derivatives etc.);
(b) foreign exchange;
(c) exchange, interest rate and index instruments;
(d) transferable securities;
(e) commaodity futures trading.
8. Participation in securities issues and the iowi of financial services related to such issues.
9. Individual and collective portfolio management.
10. Safekeeping and administration of cash or dicuicurities on behalf of other persons.

! FATF Recommendations refers to Recommendationgdsy FATF in February 2012
2 References t€asinosthroughout the FATF Standards include internet- strig-based casinos.
3 This also captures private banking.

4 This includesinter alia: consumer credit; mortgage credit; factoring, with without recourse; and finance of commercial
transactions (including forfeiting).
5 This does not extend to financial leasing arrareyemin relation to consumer products.

5 It does not apply to any natural or legal persa fitovides financial institutions solely with mags or other support systems for
transmitting funds. See the Interpretive Note taddemendation 16.
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11. Otherwise investing, administering or manadurgls or money on behalf of other persons.

12. Underwriting and placement of life insurance ather investment related insurarice.

13. Money and currency changing.

Fundamental principles of domestic lawrefers to the basic legal principles upon whichioretl legal systems are
based and which provide a framework within whichioral laws are made and powers are exercised.eThes
fundamental principles are normally contained opregsed within a national Constitution or similaxcdment, or
through decisions of the highest level of courtihgwthe power to make binding interpretations aredwinations of
national law. Although it will vary from country toountry, some examples of such fundamental prieeipclude
rights of due process, the presumption of innoceaid a person’s right to effective

protection by the courts.

Funds refers to assets of every kind, whether corporeahanrporeal, tangible or intangible, movable wmiovable,
however acquired, and legal documents or instrusnarsny form, including electronic or digital, dencing title to, or
interest in, such assets.

Funds or other assetsneans any assets, including, but not limited twritial assets, economic resources, property of
every kind, whether tangible or intangible, movalole immovable, however acquired, and legal documemt
instruments in any form, including electronic ogitil, evidencing title to, or

interest in, such funds or other assets, including, not limited to, bank credits, travellers chegjubank cheques,
money orders, shares, securities, bonds, draftstters of credit, and any interest, dividendsthier income on or

value accruing from or generated by such fundgilwrassets.

Law Please refer to the Note on the Legal Basis ofiremuents on Financial Institutions and DNFBPs.

Money laundering offenceReferences (except in Recommendation 3) to a mianeylering offence refer not only to
the primary offence or offences, but also to aagjlloffences.

Property means assets of every kind, whether corporeal oorfroreal, moveable or immoveable, tangible or
intangible, and legal documents or instrumentsendihg title to, or interest in such assets.

Reasonable measuremeans appropriate measures which are commensuitiitehe money laundering or terrorist
financing risks.

Risk refers to the risk of money laundering and/or téstdinancing. This term should be read in conjiorcwith the
Interpretive Note to Recommendation 1.

Satisfied Where reference is made to a financial institubeing satisfied as to a matter, that institutiorstrhe able to
justify its assessment to competent authorities.

Self-regulatory body (SRB)is a body that represents a profession (e.g. |lasyy@taries, other

independent legal professionals or accountants)varich is made up of members from the profesdias, a role in
regulating the persons that are qualified to eatelwho practice in the profession, and also peréarertain

supervisory or monitoring type functions. Such lesdshould enforce rules to ensure that high ettdod moral
standards are maintained by those practicing tbiegsion.

Should For the purposes of assessing compliance withF&hEF Recommendations, the word should has the same
meaning as must.

Terrorist financing offence References (except in Recommendation 4) to a tstifarancing offence refer not only to
the primary offence or offences, but also to aagjlloffences.

Recommendation 22

The customer due diligence and record-keeping reménts set out in Recommendations 10, 11, 12aid 17, apply
to designated non-financial businesses and profies§DNFBPS) in the following situations:

(a) Casinos — when customers engage in finaneias#éctions equal to or above the applicable deidrireshold.

(b) Real estate agents — when they are involvedhimsactions for their client concerning the buyamgl selling of real
estate.

(c) Dealers in precious metals and dealers in puscistones — when they engage in any cash tramsacith a
customer equal to or above the applicable desigrthteshold.

(d) Lawyers, notaries, other independent legal ggsibnals and accountants — when they preparerfoaroy out
transactions for their client concerning the follogvactivities:

* buying and selling of real estate;

e managing of client money, securities or other asset

* management of bank, savings or securities accounts;

« organisation of contributions for the creation, igte®n or management of companies;

» creation, operation or management of legal persoasrangements, and buying and selling of busiaattes.
(e) Trust and company service providers — when firepare for or carry out transactions for a cliemcerning the
following activities:

e acting as a formation agent of legal persons;

e acting as (or arranging for another person to a&jtaadirector or secretary of a company, a partiea

partnership, or a similar position in relation tber legal persons;

" This applies both to insurance undertakings andsiorance intermediaries (agents and brokers).



« providing a registered office, business addresacoommodation, correspondence or administrativeesddor
a company, a partnership or any other legal pess@mrangement;

e acting as (or arranging for another person to aftaatrustee of an express trust or performingetingvalent
function for another form of legal arrangement;

e acting as (or arranging for another person to gcaaominee shareholder for another person.

Interpretative note to Recommendation 22

1. Real estate agents should comply with the reqents of Recommendation 10 with respect to balptirchasers
and vendors of the property.

2. Casinos should implement Recommendation 10udaty identifying and verifying the identity of desners, when
their customers engage in financial transactionslketp or above USD/EUR 3,000. Conducting custoiskentification
at the entry to a casino could be, but is not resrdy, sufficient. Countries must require casitmgnsure that they are
able to link customer due diligence information &oparticular customer to the transactions thattlgtomer conducts
in the casino.

Recommendation 23

The requirements set out in Recommendations 18 ltoa@ply to all designated non-financial businesaed
professions, subject to the following qualificaon

(a) Lawyers, notaries, other independent legalgzsibnals and accountants should be required twtrspspicious
transactions when, on behalf of or for a cliengytrengage in a financial transaction in relationtiie activities
described in paragraph (d) of Recommendation 22n€igs are strongly encouraged to extend the tiegor
requirement to the rest of the professional ad#isibf accountants, including auditing.

(b) Dealers in precious metals and dealers in puscstones should be required to report suspi¢ransactions when
they engage in any cash transaction with a custeqpasl to or above the applicable designated tbtdsh

(c) Trust and company service providers should dmpiired to report suspicious transactions for antlwhen, on
behalf of or for a client, they engage in a tratisacin relation to the activities referred to imrpgraph (e) of
Recommendation 22.

Interpretative note to Recommendation 23

1. Lawyers, notaries, other independent legal pifmals, and accountants acting as independesit pegfessionals,
are not required to report suspicious transactibtie relevant information was obtained in circtiamces where they
are subject to professional secrecy or legal psidesl privilege.

2. It is for each country to determine the mattidset would fall under legal professional privilege professional
secrecy. This would normally cover information lasy, notaries or other independent legal profeafsaeceive from
or obtain through one of their clients: (a) in tbeurse of ascertaining the legal position of thaient, or (b) in
performing their task of defending or representihat client in, or concerning judicial, adminisivat arbitration or
mediation proceedings.

3. Countries may allow lawyers, notaries, otherepehdent legal professionals and accountants @ their STR to
their appropriate self-regulatory organisationgvpided that there are appropriate forms of coopmrdietween these
organisations and the FIU.

4. Where lawyers, notaries, other independent lggafessionals and accountants acting as indepérdeal
professionals seek to dissuade a client from engadgiillegal activity, this does not amount togiipg-off.

Interpretative note to Recommendations 22 and 23
The designated thresholds for transactions arellasvs:

e Casinos (under Recommendation 22) - USD/EUR 3,000

» For dealers in precious metals and dealers in quecstones when engaged in any cash transactiater(un

Recommendations 22 and 23) - USD/EUR 15,000.

Financial transactions above a designated thresholdde situations where the transaction is cdrpat in a single
operation or in several operations that appeaetinked.
2. The Interpretive Notes that apply to financradtitutions are also relevant to DNFBPs, whereiaable. To comply
with Recommendations 22 and 23, countries do netl te issue laws or enforceable means that relafesvely to
lawyers, notaries, accountants and the other datsgnnon-financial businesses and professionspisg &s these
businesses or professions are included in lawsforeeable means covering the underlying activities

Recommendation 1

Countries should identify, assess, and understancbney laundering and terrorist financing risksthe country, and
should take action, including designating an authar mechanism to coordinate actions to assesks,riand apply
resources, aimed at ensuring the risks are mitigafiectively. Based on that assessment, courghiesld apply a risk-
based approach (RBA) to ensure that measures temrer mitigate money laundering and terrorisaficing are
commensurate with the risks identified. This appmoahould be an essential foundation to efficidtdcation of

resources across the anti-money laundering andtedog the financing of terrorism (AML/CFT) reginend the
implementation of riskbased measures throughouE&E- Recommendations. Where countries identifybig
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risks, they should ensure that their AML/CFT regiatquately addresses such risks. Where counteéesify lower
risks, they may decide to allow simplified measudmesome of the FATF Recommendations under cedairditions.
Countries should require financial institutions afebkignated non-financial businesses and profesgDNFBPS) to
identify, assess and take effective action to ratégheir money laundering and terrorist finanaisgs.

Interpretative Note to Recommendation 1
The risk-based approach (RBA) is an effective wagdmbat money laundering and terrorist financingletermining
how the RBA should be implemented in a sector, t@s should consider the capacity and anti-money
laundering/countering the financing of terrorismMB/CFT) experience of the relevant sector. Coustrghould
understand that the discretion afforded, and resipiity imposed on, financial institutions and dpsated non-
financial bodies and professions (DNFBPs) by theARBmore appropriate in sectors with greater AMETCcapacity
and experience. This should not exempt financigfitutions and DNFBPs from the requirement to apgihanced
measures when they identify higher risk scenaBgsadopting a risk-based approach, competent atiggrfinancial
institutions and DNFBPs should be able to ensusertieasures to prevent or mitigate money laundeniraterrorist
financing are commensurate with the risks iderdifiend would enable them to make decisions on localldcate their
own resources in the most effective way.
2. In implementing a RBA, financial institutions a®NFBPs should have in place processes to iderdi$gess,
monitor, manage and mitigate money laundering anartist financing risks. The general principlesoRBA is that,
where there are higher risks, countries shouldiredinancial institutions and DNFBPs to take erdeth measures to
manage and mitigate those risks; and that, correlpgly, where the risks are lower, simplified meas may be
permitted. Simplified measures should not be péeahitvhenever there is a suspicion of money laundest terrorist
financing. Specific Recommendations set out morecipely how this general principle applies to maftr
requirements. Countries may also, in strictly leditcircumstances and where there is a proven Iskvai money
laundering and terrorist financing, decide not fiplg certain Recommendations to a particular typdirmancial
institution or activity, or DNFBP (see below). Edlyaif countries determine through their risk assments that there
are types of institutions, activities, businessepmfessions that are at risk of abuse from molaeydering and
terrorist financing, and which do not fall undee tlefinition of financial institution or DNFBP, theshould consider
applying AML/CFT requirements to such sectors.
3. Countrie8 should take appropriate steps to identify andssstiee money laundering and terrorist financinksrier
the country, on an ongoing basis and in order to:

(i) inform potential changes to the country’s AMIFT regime, including changes to laws, regulationd ather

measures;

(ii) assist in the allocation and prioritisationAML/CFT resources by competent authorities; and

(iif) make information available for AML/CFT risksaessments conducted by financial institutions RN&BPS.

Countries should keep the assessments up-to-datesteuld have mechanisms to provide appropridtenration

on

the results to all relevant competent authoritiesl @elf-regulatory bodies (SRBs), financial instdns and

DNFBPs.
4. Where countries identify higher risks, they dHoensure that their AML/CFT regime addresses tlegber risks,
and, without prejudice to any other measures tdkeountries to mitigate these higher risks, eithescribe that
financial institutions and DNFBPs take enhancedsuess to manage and mitigate the risks, or enbatettis
information is incorporated into risk assessmeatsied out by financial institutions and DNFBPsorder to manage
and mitigate risks appropriately. Where the FATE&®emendations identify higher risk activities fohish enhanced
or specific measures are required, all such measuoust be applied, although the extent of such omeasnay vary
according to the specific level of risk.
5. Countries may decide to allow simplified measuf@ some of the FATF Recommendations requirimgricial
institutions or DNFBPs to take certain actions,vited that a lower risk has been identified, and i consistent with
the country’s assessment of its money laundering tamrorist financing risks, as referred to in pgmeph 3.
Independent of any decision to specify certain lorgk categories in line with the previous paradracountries may
also allow financial institutions and DNFBPs to Bpgimplified customer due diligence (CDD) measumg®vided
that the requirements set out in section B belo@b({igations and decisions for financial institutsoand DNFBPs”),
and in paragraph 7 below, are met.
6. Countries may decide not to apply some of th& FRecommendations requiring financial institutiansDNFBPs
to take certain actions, provided:
(a) there is a proven low risk of money launderémgl terrorist financing; this occurs in strictlynited and justified
circumstances; and it relates to a particular tfpfnancial institution or activity, or DNFBP; or
(b) a financial activity (other than the transfagiof money or value) is carried out by a naturdlegal person on an
occasional or very limited basis (having regardjt@mntitative and absolute criteria), such thateherlow risk of
money laundering and terrorist financing.

8 Where appropriate, AML/CFT risk assessments apsasnational level should be taken into accourgmtonsidering whether
this obligation is satisfied.
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While the information gathered may vary accordioghe level of risk, the requirements of Recomméndall to
retain information should apply to whatever infotioa is gathered.

7. Supervisors (or SRBs for relevant DNFBPs sertel®uld ensure that financial institutions and BRS are
effectively implementing the obligations set outdve When carrying out this function, supervisorsl &SRBs should,
as and when required in accordance with the Intéig@ Notes to Recommendations 26 and 28, reviewnibney
laundering and terrorist financing risk profileslaisk assessments prepared by financial institatend DNFBPs, and
take the result of this review into consideration.

8. Financial institutions and DNFBPs should be nesglito take appropriate steps to identify and ssskeir money
laundering and terrorist financing risks (for cum@ys, countries or geographic areas; and prodwsessices,
transactions or delivery channels). They shouldidemt those assessments in order to be able todérate their
basis, keep these assessments up to date, andanapriate mechanisms to provide risk assessméormation to
competent authorities and SRBs. The nature andhiegfeany assessment of money laundering and tstrifarancing
risks should be appropriate to the nature and cizée business. Financial institutions and DNFBRseuld always
understand their money laundering and terrorisgtrfaing risks, but competent authorities or SRBs detgrmine that
individual documented risk assessments are nofregfjtequired, if the specific risks inherent te thector are clearly
identified and understood.

9. Financial institutions and DNFBPs should be nmesglito have policies, controls and procedures énatle them to
manage and mitigate effectively the risks that hiaeren identified (either by the country or by thahcial institution
or DNFBP). They should be required to monitor thgplementation of those controls and to enhance thém
necessary. The policies, controls and proceduresldioe approved by senior management, and theuresataken to
manage and mitigate the risks (whether higher weid should be consistent with national requirerseamtd with
guidance from competent authorities and SRBs.

10. Where higher risks are identified financialtitngsions and DNFBPs should be required to takeaeobhd measures
to manage and mitigate the risks.

11. Where lower risks are identified, countries nalpw financial institutions and DNFBPs to takemplified
measures to manage and mitigate those risks.

12. When assessing risk, financial institutions @MW FBPs should consider all the relevant risk festbefore
determining what is the level of overall risk ahé tappropriate level of mitigation to be appliethacial institutions
and DNFBPs may differentiate the extent of measwtepending on the type and level of risk for tliaus risk
factors (e.qg. in a particular situation, they coapgly normal CDD for customer acceptance meashtgs,

enhanced CDD for ongoing monitoring, or vice versa)

1.1.2 2005 Council of Europe Convention on laundering, s&ch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 13 — Measures to prevent money laundering

1 Each Party shall adopt such legislative and atfesisures as may be necessary to institute a cherngige domestic
regulatory and supervisory or monitoring regimgtevent money laundering and shall take due acoafuspplicable
international standards, including in particulae ftecommendations adopted by the Financial ActiaskTForce on
Money Laundering (FATF).

1.1.3 Directive 2005/60/EC of the European Parliament andf the Council of 25 October
2005 on prevention of the use of the financial sy&n for the purpose of money
laundering and terrorist financing (as amended)

Article 1

1. Member States shall ensure that money laundaridgerrorist financing are prohibited.

2. For the purposes of this Directive, the follogrieconduct, when committed intentionally, shall bgarded as money
laundering:

(a) the conversion or transfer of property, knowtingt such property is derived from criminal adgvor from an act of
participation in such activity, for the purposecoihcealing or disguising the illicit origin of thpeoperty or of assisting
any person who is involved in the commission ofrsactivity to evade the legal consequences of ¢tisra

(b) the concealment or disguise of the true natsweyce, location, disposition, movement, rightthwespect to, or
ownership of property, knowing that such propestyérived from criminal activity or from an act jgdrticipation in
such activity;

(c) the acquisition, possession or use of propdrigwing, at the time of receipt, that such propevas derived from
criminal activity or from an act of participation such activity;

(d) participation in, association to commit, attésmp commit and aiding, abetting, facilitating aoounselling the
commission of any of the actions mentioned in tredoing points.
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3. Money laundering shall be regarded as such edenme the activities which generated the propestpe laundered
were carried out in the territory of another MemS8éate or in that of a third country.

4. For the purposes of this Directive, ‘terroristaincing’ means the provision or collection of fandy any means,
directly or indirectly, with the intention that theshould be used or in the knowledge that theytaiee used, in full or
in part, in order to carry out any of the offenegthin the meaning of Articles 1 to 4 of Councilafnework Decision
2002/475/JHA of 13 June 2002 on combating terrarism

5. Knowledge, intent or purpose required as an efgnof the activities mentioned in paragraphs 2 éngay be
inferred from objective factual circumstances.

Article 2
1. This Directive shall apply to:
(2) credit institutions;
(2) financial institutions;
(3) the following legal or natural persons actinghe exercise of their professional activities:
(a) auditors, external accountants and tax adyisors
(b) notaries and other independent legal profestsorwhen they participate, whether by acting ohalfeof and for
their client in any financial or real estate trasigm, or by assisting in the planning or executbtransactions for their
client concerning the:
(i) buying and selling of real property or businestities;
(i) managing of client money, securities or othesets;
(iii) opening or management of bank, savings ousgées accounts;
(iv) organisation of contributions necessary f@ tieation, operation or management of companies;
(v) creation, operation or management of trustsyanies or similar structures;
(c) trust or company service providers not alreemyered under points (a) or (b);
(d) real estate agents;
(e) other natural or legal persons trading in gpod$y to the extent that payments are made in itaah amount of
EUR 15 000 or more, whether the transaction is @eetin a single operation or in several operatishigh appear
to be linked;
(f) casinos.
2. Member States may decide that legal and naperalons who engage in a financial activity on azaswonal or very
limited basis and where there is little risk of regrlaundering or terrorist financing occurring dat fiall within the
scope of Article 3(1) or (2).

Article 3

For the purposes of this Directive the followindidi#ions shall apply:

(1) ‘credit institution’ means a credit institution, as defined in thet fagbparagraph of Article 1(1) of Directive
2000/12/EC of the European Parliament and of thenCib of 20 March 2000 relating to the taking upgursuit of
the business of credit institutions, including hfaes within the meaning of Article 1(3) of that &itive located in the
Community of credit institutions having their heaffices inside or outside the Community;

(2) ‘financial institution’ means:

(a) an undertaking, other than a credit institutiwhich carries out one or more of the operatiotuded in points 2 to
12 and points 14 and 15 of Annex | to Directive @aB8/EC, including the activities of currency exabe offices
(bureaux de change);

(b) an insurance company duly authorised in acemelavith Directive 2002/83/EC of the European Ranént and of
the Council of 5 November 2002 concerning life agsae, insofar as it carries out activities covdrgdhat Directive;
(c) an investment firm as defined in point 1 ofiélg 4(1) of Directive 2004/39/EC of the EuropearlRment and of
the Council of 21 April 2004 on markets in finariéigstruments;

(d) a collective investment undertaking marketitsguinits or shares;

(e) an insurance intermediary as defined in ArtR(g) of Directive 2002/92/EC of the European Ramkent and of the
Council of 9 December 2002 on insurance mediatiwith the exception of intermediaries as mentiomeArticle 2(7)
of that Directive, when they act in respect of liisurance and other investment related services;

(f) branches, when located in the Community, o&ficial institutions as referred to in points (a)&) whose head
offices are inside or outside the Community;

(3) ‘property’ means assets of every kind, whether corporeaihoorporeal, movable or immovable, tangible or
intangible, and legal documents or instrumentsrip #orm including electronic or digital, evidencirigle to or an
interest in such assets;

(4) ‘criminal activity ' means any kind of criminal involvement in the aoimsion of a serious crime;

(5) ‘serious crimes$ means, at least:

(a) acts as defined in Articles 1 to 4 of Framewdcision 2002/475/JHA,

(b) any of the offences defined in Article 3(1)@)the 1988 United Nations Convention against itllitraffic in
Narcotic Drugs and Psychotropic Substances;
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(c) the activities of criminal organisations asidedl in Article 1 of Council Joint Action 98/733/3Hf 21 December
1998 on making it a criminal offence to participéea criminal organisation in the Member Stateshef European
Union);

(d) fraud, at least serious, as defined in Artib&) and Article 2 of the Convention on the Prataciof the European
Communities' Financial Interests;

(e) corruption;

(f) all offences which are punishable by deprivatas liberty or a detention order for a maximummudre than one year
or, as regards those States which have a minimueshhbld for offences in their legal system, alleoffes punishable
by deprivation of liberty or a detention order éominimum of more than six months;

Article 4

1. Member States shall ensure that the provisibtisi®Directive are extended in whole or in parptofessions and to
categories of undertakings, other than the ingtitstand persons referred to in Article 2(1), whittgage in activities
which are particularly likely to be used for morayndering or terrorist financing purposes.

2. Where a Member State decides to extend the giom& of this Directive to professions and to categ of
undertakings other than those referred to in Agti(1), it shall inform the Commission thereof.

Article 5
The Member States may adopt or retain in forcetstriprovisions in the field covered by this Diieetto prevent
money laundering and terrorist financing.

ANNEX

LIST OF ACTIVITIES SUBJECT TO MUTUAL RECOGNITION
. Acceptance of deposits and other repayable funds
. Lending(1)
. Financial leasing
. Money transmission services
. Issuing and administering means of payment (eeglit cards, travellers' cheques and bankerfisjira
. Guarantees and commitments
. Trading for own account or for account of custosnn:
(a) money market instruments (cheques, bills, figates of deposit, etc.)
(b) foreign exchange;
(c) financial futures and options;
(d) exchange and interest-rate instruments;
(e) transferable securities
8. Participation in securities issues and the iowi of services related to such issues
9. Advice to undertakings on capital structure ustdal strategy and related questions and adsceell as services
relating to mergers and the purchase of undertaking
10. Money broking
11. Portfolio management and advice
12. Safekeeping and administration of securities
13. Credit reference services
14. Safe custody services
(2) Including, inter alia:
- consumer credit,
- mortgage credit,
- factoring, with or without recourse,
- financing of commercial transactions (includimmgféiting).

~NOoO O~ WNPRE
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2 CUSTOMER IDENTIFICATION

2.1.1 FATF Recommendations

Definitions

Accounts References to “accounts” should be read as inadudther similar business relationships betweemfie
institutions and their customers.

Accurate is used to describe information that has beeniedrfbr accuracy.

Agent For the purposes of Recommendations 14 and 16 aggans any natural or legal person providing M\ORS
behalf of an MVTS provider, whether by contractwitr under the direction of the MVTS provider.

Batch transfer is a transfer comprised of a number of individuakwransfers that are being sent to the same dinbn
institutions, but may/may not be ultimately intedder different persons.

Beneficial ownerrefers to the natural person(s) who ultimatelyns or controls a custoni&and/or the natural person
on whose behalf a transaction is being conducteals® includes those persons who exercise ultimgigetive control
over a legal person or arrangement.

Beneficiary The meaning of the term beneficiary in the FATF étemendations depends on the context:

* In trust law, a beneficiary is the person or pessaio are entitled to the benefit of any trust mgement. A
beneficiary can be a natural or legal person ocargrement. All trusts (other than charitable or ustaty
permitted non-charitable trusts) are required teehascertainable beneficiaries. While trusts miveaygs have
some ultimately ascertainable beneficiary, trusay tmave no defined existing beneficiaries but afljects of a
power until some person becomes entitled as beéasfito income or capital on the expiry of a defingeriod,
known as the accumulation period. This period ismadly coextensive with the trust perpetuity penmkich is
usually referred to in the trust deed as the fpesiod.

* In the context of life insurance or another investirlinked insurance policy, a beneficiary is tla¢unal or legal
person, or a legal arrangement, or category ofopersvho will be paid the policy proceeds whenfiasured
event occurs, which is covered by the policy. Rlesso refer to the Interpretive Notes to Recomragads 8
and 16.

Beneficiary Financial Institution refers to the financial institution which receiwbe wire transfer from

the ordering financial institution directly or thugh an intermediary financial institution and makies funds available
to the beneficiary.

Correspondent bankingis the provision of banking services by one bahk (ttorrespondent bank”) to another bank
(the “respondent bank”). Large international batyscally act as correspondents for thousands leérobanks around
the world. Respondent banks may be provided witlide range of services, including cash managenegt interest-
bearing accounts in a variety of currencies), matonal wire transfers, cheque clearing, payaflettgh accounts and
foreign exchange services.

Cover Paymentrefers to a wire transfer that combines a paymesgsage sent directly by the ordering financial
institution to the beneficiary financial institutiavith the routing of the funding instruction (tbever) from

the ordering financial institution to the benefigidinancial institution through one or more intexdiary financial
institutions.

Cross-border Wire Transfer refers to any wire transfer where the ordering rigial institution and beneficiary
financial institution are located in different cares. This term also refers to any chain of wismsfer in which at least
one of thefinancial institutions involved is located in afdifent country.

Domestic Wire Transfer refers to any wire transfer where the orderingrioial institution and beneficiary financial
institution are located in the same country. Tlisrt therefore refers to any chain of wire trangfett takes place
entirely within the borders of a single countryeevhough the system used to transfer the paymessage may be
located in another country. The term also refermpchain of wire transfer that takes

place entirely within the borders of the Europeaoridmic Area (EEAJ!

Identification data refers to reliable, independent source documeats, @ information.

Intermediary financial institution refers to a financial institution in a serial oweo payment chain that

receives and transmits a wire transfer on behalthef ordering financial institution and the benigfig financial
institution, or another intermediary financial iistion.

International organisations are entities established by formal political agreata between their member States that
have the status of international treaties; theisterce is recognised by law in their member coesitiand they are not
treated as resident institutional units of the ¢oes in which they are located. Examples of ingional organisations
include the United Nations and affiliated interpatl organisations such as the International MaetiOrganisation;

® Reference to “ultimately owns or controls” andtimiate effective control” refer to situations in ish ownership/control is
exercised through a chain of ownership or by me&rsntrol other than direct control.

10 This definition should also apply to beneficialreer of a beneficiary under a life or other investiriinked insurance policy.

11 An entity may petition the FATF to be designatedchasupra-national jurisdiction for the purposeard limited to an assessment
of Recommendation 16 compliance.
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regional international organisations such as thenCib of Europe, institutions of the European Unitre Organization
for Security and Cooperation in Europe and the @Gimgdion of American States; military internatiorabanisations
such as the North Atlantic Treaty Organization, aednomic organisations such as the World Tradea@sgtion or
the Association of Southeast Asian Nations, etc.

Legal arrangementsLegal arrangements refers to express trusts or sttmilar legal arrangements. Examples of other
similar arrangements (for AML/CFT purposes) incldidieicie, treuhand and fideicomiso.

Legal personsrefers to any entities other than natural persbasdan establish a permanent customer relationgktip

a financial institution or otherwise own properfhis can include companies, bodies corporate, fatios, anstalt,
partnerships, or associations and other relevaimiilar entities.

Money or value transfer service(MVTS) refers to financial services that involveethcceptance of cash, cheques,
other monetary instruments or other stores of vahetthe payment of a corresponding sum in casithar form to a
beneficiary by means of a communication, messag@sfer, or through a clearing network to which M¥TS
provider belongs. Transactions performed by sucbices can involve one or more intermediaries afida payment

to a third party, and may include any new paymeethods. Sometimes these services have ties tocylarti
geographic regions and are described using a yaiedpecific terms, including hawala, hundi, anddhen.

Ordering financial institution refers to the financial institution which initiatdge wire transfer and

transfers the funds upon receiving the requesafiowire transfer on behalf of the originator.

Originator refers to the account holder who allows the wiemgfer from that account, or where there is no @ato
the natural or legal person that places the ordfirtive ordering financial institution to perforimet

wire transfer.

Payable-through accountgefers to correspondent accounts that are usedtlgitey third parties to transact business
on their own behalf.

Politically Exposed Persons (PEPsYoreign PEPs are individuals who are or have baansted with prominent
public functions by a foreign country, for exampgieads of State or of government, senior politiciasesnior
government, judicial or military officials, seni@xecutives of state owned corporations, importasiitipal party
officials. Domestic PEPs are individuals who ardhave been entrusted domestically with prominetipdunctions,
for example Heads of State or of government, seuititicians, senior government, judicial or mitiyeofficials, senior
executives of state owned corporations, importalitipal party officials. Persons who are or haeb entrusted with
a prominent function by an international organ@matrefers to members of senior management, i.ectdirs, deputy
directors and members of the board or equivalenttfons. The definition of PEPs is not intendedcéwer middle
ranking or more junior individuals in the foregoiogtegories.

Qualifying wire transfers means a cross-border wire transfer above any ayichreshold as described in paragraph
5 of the Interpretive Note to Recommendation 16.

Required is used to describe a situation in which all eletmer required information are present. Subpardwdga),
6(b) and 6(c) set out the required originator infation. Subparagraphs 6(d) and 6(e) set out tharestjbeneficiary
information.

Shell bank means a bank that has no physical presence inoilwgry in which it is incorporated and licenseddan
which is unaffiliated with a regulated financialogp that is subject to effective consolidated supgm. Physical
presence means meaningful mind and managemenetbeathin a country. The existence simply of a laagent or
low level staff does not constitute physical presen

Serial Paymentrefers to a direct sequential chain of payment whbe wire transfer and accompanying payment
message travel together from the ordering finanogiltution to the beneficiary financial institati directly or

through one or more intermediary financial instdns (e.g. correspondent banks).

Straight-through processingrefers to payment transactions that are condudiairenically without the need for
manual intervention.

Third parties means financial institutions or DNFBPs that areesuised or monitored and that meet the requirements
under Recommendation 17.

Unique transaction reference numberrefers to a combination of letters, numbers or syisikdetermined by

the payment service provider, in accordance with glotocols of the payment and settlement systemmessaging
system used for the wire transfer.

Wire transfer refers to any transaction carried out on behalfaoforiginator through a financial institution by
electronic means with a view to making an amouritinfls available to a beneficiary person at a beiagy

financial institution, irrespective of whether theginator and the beneficiary are the same petson.

Recommendation 10
Financial institutions should be prohibited fromegéng anonymous accounts or accounts in obvioudifidus names.
Financial institutions should be required to unalketcustomer due diligence (CDD) measures when:

(i) establishing business relations;

12t is understood that the settlement of wire tfarssmay happen under a net settlement arrangement.

This interpretive note refers to information whigtust be included in instructions sent from an odgjing financial institution to a
beneficiary financial institution, including throlugny intermediary financial institution, to enallisbursement of the funds to the
recipient. Any net settlement between the finanastitutions may be exempt under paragraph 4(b).
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(ii) carrying out occasional transactions: (i) abdhe applicable designated threshold (USD/EURQX;00r (ii)
that are wire transfers in the circumstances calbyethe Interpretive Note to Recommendation 16;
(iii) there is a suspicion of money launderingemrorist financing; or
(iv) the financial institution has doubts about tegacity or adequacy of previously obtained custioidentification
data.
The principle that financial institutions shouldhcict CDD should be set out in law. Each country efetermine how
it imposes specific CDD obligations, either throdgiv or enforceable means.
The CDD measures to be taken are as follows:
(a) Identifying the customer and verifying that truser’s identity using reliable, independent soutoeuments, data
or information.
(b) Identifying the beneficial owner, and takingsenable measures to verify the identity of theebieiral owner, such
that the financial institution is satisfied thakitows who the beneficial owner is. For legal pessand arrangements
this should include financial institutions undergtang the ownership and control structure of thet@oer.
(c) Understanding and, as appropriate, obtainirfgrimation on the purpose and intended nature ofbhginess
relationship.
(d) Conducting ongoing due diligence on the businetationship and scrutiny of transactions undenahroughout
the course of that relationship to ensure thattthasactions being conducted are consistent wighittitution's
knowledge of the customer, their business andmiskle, including, where necessary, the source of
funds.
Financial institutions should be required to apphbch of the CDD measures under (a) to (d) aboveshould
determine the extent of such measures using eeskd approach (RBA) in accordance with the Ingtir Notes to
this Recommendation and to Recommendation 1. Ralkimstitutions should be required to verify tkeintity of the
customer and beneficial owner before or duringcitigrse of establishing a business relationshippndacting
transactions for occasional customers. Countrieg peamit financial institutions to complete the ifieation as soon
as reasonably practicable following the establighiné the relationship, where the money laundew@ngl terrorist
financing risks are effectively managed and whbi®is essential not to interrupt the normal condddusiness.
Where the financial institution is unable to compligh the applicable requirements under paragrdahso (d) above
(subject to appropriate modification of the extehthe measures on a risk-based approach), it dhmutequired not to
open the account, commence business relations réorpethe transaction; or should be required tonieate the
business relationship; and should consider makisigspicious transactions report in relation to the
customer.
These requirements should apply to all new custsmalthough financial institutions should also gpphis
Recommendation to existing customers on the bdgsisateriality and risk, and should conduct duegdilice on such
existing relationships at appropriate times.

Interpretative Note to Recommendation 10

1. If, during the establishment or course of thetamer relationship, or when conducting occasidraisactions, a
financial institution suspects that transactionateeto money laundering or terrorist financingerththe institution
should:

(a) normally seek to identify and verify the idéyit? of the customer and the beneficial owner, whefiggmanent or
occasional, and irrespective of any exemption grdasignated threshold that might otherwise apgohyt

(b) make a suspicious transaction report (STR) He financial intelligence unit (FIU), in accordanedth
Recommendation 20.

2. Recommendation 21 prohibits financial institnptheir directors, officers and employees frostldising the fact
that an STR or related information is being repbitie the FIU. A risk exists that customers couldulpntentionally
tipped off when the financial institution is seedito perform its customer due diligence (CDD) ahtigns in these
circumstances. The customer’s awareness of a p@sSIBR or investigation could compromise futureodf to
investigate the suspected money laundering orristiftnancing operation.

3. Therefore, if financial institutions form a sigpn that transactions relate to money laundeantgrrorist financing,
they should take into account the risk of tippirfijsehen performing the CDD process. If the insiibat reasonably
believes that performing the CDD process will tiptbe customer or potential customer, it may cleonst to pursue
that process, and should file an STR. Institutisimsuld ensure that their employees are aware dfsansitive to, these
issues when conducting CDD.

4. When performing elements (a) and (b) of the CBBasures specified under Recommendation 10, fiaknci
institutions should also be required to verify thay person purporting to act on behalf of the mustr is so authorised,
and should identify and verify the identity of theerson.

5. When performing CDD measures in relation to emefrs that are legal persons or legal arrangeiefitsancial
institutions should be required to identify andifyethe customer, and understand the nature obutsiness, and its

13 Reliable, independent source documents, datdamation will hereafter be referred to as “ideicttion data.”
% 1n these Recommendations references to legalgeraents such as trusts (or other similar arrangeshbaing the customer of a
financial institution or DNFBP or carrying out asaction, refers to situations where a naturaégal person that is the trustee
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ownership and control structure. The purpose of guirements set out in (a) and (b) below, regaydhe
identification and verification of the customer ahd beneficial owner, is twofold: first, to prevehe unlawful
use of legal persons and arrangements, by gainisgffecient understanding of the customer to bee bl properly
assess the potential money laundering and terrbriahcing risks associated with the business igeiahip; and,
second, to take appropriate steps to mitigate ifkes.rAs two aspects of one process, these reqeirenare likely to
interact and complement each other naturally. imd¢bntext, financial institutions should be reedito:
(a) Identify the customer and verify its identifihe type of information that would normally be neddo perform this
function would be:
(i) Name, legal form and proof of existence — \esfion could be obtained, for example, throughetificate of
incorporation, a certificate of good standing, @mership agreement, a deed of trust, or other mectiation from a
reliable independent source proving the name, fimchcurrent existence of the customer.
(i) The powers that regulate and bind the legaispe or arrangement (e.g. the memorandum and estiof
association of a company), as well as the naméseofelevant persons having a senior managemeittopos the
legal person or arrangement (e.g. senior managiegtdrs in a company, trustee(s) of a trust).
(iif) The address of the registered office, andlifferent, a principal place of business.
(b) Identify the beneficial owners of the custoraad take reasonable meastiés verify the identity of such persons,
through the following information:
(i) For legal persort&
(i.i) The identity of the natural persons (if anyas ownership interests can be so diversified tiete are no
natural persons (whether acting alone or togetajcising control of the legal person or arrangarntaough
ownership) who ultimately have a controlling owrrgpsinterest’ in a legal person; and
(i.ii) to the extent that there is doubt under) @s$ to whether the person(s) with the controllmgership interest
are the beneficial owner(s) or where no naturat@eexerts control through ownership interests, the
identity of the natural persons (if any) exercistogtrol of the legal person or arrangement throotfjler means.
(i.iii) Where no natural person is identified undet) or (i.ii) above, financial institutions shisbidentify and take

reasonable measures to verify the identity of gkevant natural person who holds the position of@emanaging
official.

(ii) For legal arrangements:
(ii.i) Trusts — the identity of the settlor, theustee(s), the protector (if any), the beneficiariesclass of
beneficiarie&®, and any other natural person exercising ultineffiective control over the trust (including through
a
chain of control/ownership);
(ii.if) Other types of legal arrangements — thentity of persons in equivalent or similar positions
Where the customer or the owner of the controliirigrest is a company listed on a stock exchandesabject to
disclosure requirements (either by stock exchandesror through law or enforceable means) whichoisep
requirements to ensure adequate transparency efiti@hownership, or is a majority-owned subsigliaf such a
company, it is not necessary to identify and vetifg identity of any shareholder or beneficial owné such
companies. The relevant identification data mayplitained from a public register, from the custoworer
from other reliable sources.
6. For life or other investment-related insuranasibess, financial institutions should, in addittorthe CDD measures
required for the customer and the beneficial owoenduct the following CDD measures on the berafigies) of life
insurance and other investment related insurankeig®) as soon as the beneficiary(ies) are ideqtilesignated:
(a) For beneficiary(ies) that are identified ascéjally named natural or legal persons or legahmgements — taking
the name of the person;
(b) For beneficiary(ies) that are designated byrattaristics or by class (e.g. spouse or childtetha time that the
insured event occurs) or by other means (e.g. uameél) — obtaining sufficient information concéng the beneficiary
to satisfy the financial institution that it wilkebable to establish the identity of the beneficetrihe
time of the payout.
The information collected under (a) and/or (b) dtidae recorded and maintained in accordance wélptiovisions of
Recommendation 11.

establishes the business relationship or carriesheutransaction on the behalf of the beneficeadeaccording to the terms of the
trust. The normal CDD requirements for customeas #ne natural or legal persons would continuepya including paragraph 4
of INR.10, but the additional requirements regagdime trust and the beneficial owners of the ttastdefined) would also apply.

15 |n determining the reasonableness of the idemétjfication measures, regard should be had tertbeey laundering and terrorist
financing risks posed by the customer and the lessirelationship.

16 Measures (i.i) to (i.iii) are not alternative apts, but are cascading measures, with each toduewtsere the previous measure has
been applied and has not identified a beneficialaw

17 A controlling ownership interest depends on thenenship structure of the company. It may be based threshold, e.g. any
person owning more than a certain percentage afdhgany (e.g. 25%).

18 For beneficiary(ies) of trusts that are designaigdcharacteristics or by class, financial insiims should obtain sufficient
information concerning the beneficiary to satisfg financial institution that it will be able totablish the identity of the beneficiary
at the time of the payout or when the beneficiatgnds to exercise vested rights.
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7. For both the cases referred to in 6(a) and Kloyve, the verification of the identity of the bené&fry(ies) should
occur at the time of the payout.

8. The beneficiary of a life insurance policy shibbk included as a relevant risk factor by therfoial institution in
determining whether enhanced CDD measures arecapf#i If the financial institution determines tlsabeneficiary
who is a legal person or a legal arrangement ptesehigher risk, then the enhanced CDD measumsgdlnclude
reasonable measures to identify and verify thetijeof the beneficial owner of the beneficiary thé time of payout.
9. Where a financial institution is unable to coynmlith paragraphs 6 to 8 above, it should consisaking a
suspicious transaction report.

10. The CDD measures set out in Recommendationol@od imply that financial institutions have to egpedly
identify and verify the identity of each customeer time that a customer conducts a transactionin&titution is
entitled to rely on the identification and verifian steps that it has already undertaken, untelsas doubts about the
veracity of that information. Examples of situasahat might lead an institution to have such dsabuld

be where there is a suspicion of money launderirrglation to that customer, or where there is tena change in the
way that the customer’s account is operated, wisictot consistent with the customer’s businessilprof

11. Examples of the types of circumstances (intadio those referred to above for beneficiariédife insurance
policies) where it would be permissible for verdion to be completed after the establishment ef bsiness
relationship, because it would be essential ngiterrupt the normal conduct of business, include:

* Non face-to-face business.

» Securities transactions. In the securities industompanies and intermediaries may be requiredetéopn
transactions very rapidly, according to the madcaetditions at the time the customer is contactiregt, and the
performance of the transaction may be requiredrbeferification of identity is completed.

12. Financial institutions will also need to adofgk management procedures with respect to theitons under
which a customer may utilise the business relakigngrior to verification. These procedures shaunldude a set of
measures, such as a limitation of the number, tygyeor amount of transactions that can be perfdrared the
monitoring of large or complex transactions beiagied out outside the expected norms for that tfpgelationship.
13. Financial institutions should be required tplgfCDD measures to existing custonfésn the basis of materiality
and risk, and to conduct due diligence on suchtiegiselationships at appropriate times, taking iatcount whether
and when CDD measures have previously been unaertakd the adequacy of data obtained.

32 Existing customers as at the date that the matr@quirements are brought into force.

14. The examples below are not mandatory elemdrtsed=ATF Standards, and are included for guideordg. The
examples are not intended to be comprehensivealémoligh they are considered to be helpful indicatihey may not
be relevant in all circumstances.

15. There are circumstances where the risk of mdsaydering or terrorist financing is higher, anmthanced CDD
measures have to be taken. When assessing the rfeanedering and terrorist financing risks relatitogtypes of
customers, countries or geographic areas, andccplatiproducts, services, transactions or deliedignnels, examples
of potentially higher-risk situations (in addititmthose set out in Recommendations 12 to 16) diecthe

following:

(a) Customer risk factors:

e The business relationship is conducted in unusir@umstances (e.g. significant unexplained geograph
distance between the financial institution anddhstomer).

* Non-resident customers.

« Legal persons or arrangements that are persorettiasisling vehicles.

* Companies that have nominee shareholders or simabesirer form.

* Business that are cash-intensive.

» The ownership structure of the company appearsuahusr excessively complex given the nature of the
company’s business.

(b) Country or geographic risk factdr:
Countries identified by credible sources, such asual evaluation or detailed assessment reporfgiblished
follow-up reports, as not having adequate AML/CK3$tems.

» Countries subject to sanctions, embargos or simikasures issued by, for example, the United Nsition

¢ Countries identified by credible sources as hasiggificant levels of corruption or other crimireadtivity.

e Countries or geographic areas identified by credibburces as providing funding or support for wésto
activities, or that have designated terrorist orggions operating within their country.

(c) Product, service, transaction or delivery clemisk factors:

» Private banking.

« Anonymous transactions (which may include cash).

* Non-face-to-face business relationships or transast

* Payment received from unknown or un-associated harties.

19 Existing customers as at the date that the ndtfegairements are brought into force.

20 Under Recommendation 19 it is mandatory for caestio require financial institutions to apply enbed due diligence when the
FATF calls for such measures to be introduced.
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16. There are circumstances where the risk of mdaepdering or terrorist financing may be lower. $och
circumstances, and provided there has been an age@mnalysis of the risk by the country or by theaficial
institution, it could be reasonable for a countryaliow its financial institutions to apply simpétl CDD measures.
17. When assessing the money laundering and tstrrianancing risks relating to types of customersuntries or
geographic areas, and particular products, senvicassactions or delivery channels, examples t#rmia@lly lower risk
situations include the following:

(a) Customer risk factors:

» Financial institutions and DNFBPs — where they subject to requirements to combat money laundemimd
terrorist financing consistent with the FATF Recoemdations, have effectively implemented those
requirements, and are effectively supervised oritored in accordance with the Recommendations suen
compliance with those requirements.

» Public companies listed on a stock exchange angauto disclosure requirements (either by stockhexge
rules or through law or enforceable means), whiopdse requirements to ensure adequate transpacéncy
beneficial ownership.

» Public administrations or enterprises.

(b) Product, service, transaction or delivery ctemisk factors:

» Life insurance policies where the premium is lowg(ean annual premium of less than USD/EUR 1,008 or
single premium of less than USD/EUR 2,500).

¢ Insurance policies for pension schemes if themeoisarly surrender option and the policy cannotived as
collateral.

* A pension, superannuation or similar scheme thatiges retirement benefits to employees, whereritnritons
are made by way of deduction from wages, and therse rules do not permit the assignment of a mémber
interest under the scheme.

e Financial products or services that provide appabgly defined and limited services to certain &/paf
customers, so as to increase access for finamdiaision purposes.

(c) Country risk factors:

» Countries identified by credible sources, such agual evaluation or detailed assessment reporthasasg
effective AML/CFT systems.

e Countries identified by credible sources as haaithgw level of corruption or other criminal actiyit

In making a risk assessment, countries or finanegltutions could, when appropriate, also take eccount possible
variations in money laundering and terrorist finagaisk between different regions or areas withicountry.

18. Having a lower money laundering and terroiiisaricing risk for identification and verificatiorugposes does not
automatically mean that the same customer is laveér for all types of CDD measures, in particular bngoing
monitoring of transactions.

19. When assessing the money laundering and t&rriimancing risks relating to types of customersuntries or
geographic areas, and particular products, serviassactions or delivery channels risk, a finahtistitution should
take into account risk variables relating to thdsk categories. These variables, either singlinaombination, may
increase or decrease the potential risk posed.itiqacting the appropriate level of CDD measures.

Examples of such variables include:

e The purpose of an account or relationship.

* The level of assets to be deposited by a custontecsize of transactions undertaken.

e The regularity or duration of the business relatiap.

20. Financial institutions should examine, as fareasonably possible, the background and purpba# complex,
unusual large transactions, and all unusual pattefrtransactions, which have no apparent economawful purpose.
Where the risks of money laundering or terrorisiaficing are higher, financial institutions shoule tequired to
conduct enhanced CDD measures, consistent withiske identified. In particular, they should incseahe degree and
nature of monitoring of the business relationsiporder to determine whether those transactioractivities appear
unusual or suspicious. Examples of enhanced CDBunes that could be applied for higher-risk busiretationships
include:

» Obtaining additional information on the customerg(eoccupation, volume of assets, information azéd
through public databases, internet, etc.), and tigglanore regularly the identification data of amser and
beneficial owner.

» Obtaining additional information on the intendeduna of the business relationship.

» Obtaining information on the source of funds orrsewf wealth of the customer.

» Obtaining information on the reasons for intendegarformed transactions.

» Obtaining the approval of senior management to cerma® or continue the business relationship.

» Conducting enhanced monitoring of the businesgioalship, by increasing the number and timing afitcals
applied, and selecting patterns of transactionsribed further examination.

* Requiring the first payment to be carried out tlglo@n account in the customer’s name with a babjestito
similar CDD standards.

21. Where the risks of money laundering or tertdiigancing are lower, financial institutions coube allowed to
conduct simplified CDD measures, which should tiake account the nature of the lower risk. The difiggd measures
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should be commensurate with the lower risk fact@sg. the simplified measures could relate onlyctstomer
acceptance measures or to aspects of ongoing mogjtoExamples of possible measures are:

« Verifying the identity of the customer and the Wiésial owner after the establishment of the busines
relationship (e.qg. if account transactions risevel® defined monetary threshold).

* Reducing the frequency of customer identificatipalates.

¢ Reducing the degree of on-going monitoring and tsdming transactions, based on a reasonable mgneta
threshold.

* Not collecting specific information or carrying ogpecific measures to understand the purpose daedded
nature of the business relationship, but infertimg purpose and nature from the type of transagtiorbusiness
relationship established.

Simplified CDD measures are not acceptable wheninege is a suspicion of money laundering or téstdinancing,

or where specific higher-risk scenarios apply.

22. The designated threshold for occasional traimsec under Recommendation 10 is USD/EUR 15,000arkiial

transactions above the designated threshold inditdations where the transaction is carried ow 8ingle operation
or in several operations that appear to be linked.

23. Financial institutions should be required tswe that documents, data or information colleecteder the CDD
process is kept up-to-date and relevant by undedakeviews of existing records, particularly forgter-risk

categories of customers.

Recommendation 12

Financial institutions should be required, in nelatto foreign politically exposed persons (PERg)dther as customer
or beneficial owner), in addition to performing mal customer due diligence measures, to:

(a) have appropriate risk-management systems terrdete whether the customer or the beneficial owisern
politically exposed person;

(b) obtain senior management approval for establisior continuing, for existing customers) suchsibess
relationships;

(c) take reasonable measures to establish theesofireealth and source of funds; and

(d) conduct enhanced ongoing monitoring of the ess relationship.

Financial institutions should be required to takasonable measures to determine whether a custoniEmeficial
owner is a domestic PEP or a person who is or ka® entrusted with a prominent function by an maé&onal
organisation. In cases of a higher risk businelsgioaship with such persons, financial institusasghould be required
to apply the measures referred to in paragraphgdpand (d).

The requirements for all types of PEP should apgayato family members or close associates of RUEERs.

Interpretative Note to Recommendation 12

Financial institutions should take reasonable messto determine whether the beneficiaries ofaitisurance policy
and/or, where required, the beneficial owner oflibeeficiary are politically exposed persons. H®hieuld occur at the
latest at the time of the payout. Where there aghehn risks identified, in addition to performingonmal CDD
measures, financial institutions should be requiced

a) inform senior management before the payouteptlicy proceeds; and

b) conduct enhanced scrutiny on the whole busimekgionship with the policyholder, and considerking a
suspicious transaction report.

Recommendation 13

Financial institutions should be required, in relatto cross-border and other similar relationshipsaddition to
performing normal customer due diligence meastoes,

(a) gather sufficient information about a respordeastitution to understand fully the nature of trespondent’s
business and to determine from publicly availaliforimation the reputation of the institution anck tquality of
supervision, including whether it has been sulifeet money laundering or terrorist financing inigestion

or regulatory action;

(b) assess the respondent institution’s AML/CFTtoals;

(c) obtain approval from senior management befstaldishing new correspondent relationships;

(d) clearly understand the respective responsésliof each institution; and

(e) with respect to “payable-through accounts”, dadisfied that the respondent bank has conducte® ©D the
customers having direct access to accounts of ¢éheegpondent bank, and that it is able to provielevant CDD
information upon request to the correspondent bank.

Financial institutions should be prohibited frontezing into, or continuing, a correspondent bankiglgtionship with
shell banks. Financial institutions should be reggiito satisfy themselves that respondent ingtitstido not permit
their accounts to be used by shell banks.
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Interpretative Note to Recommendation 13

The similar relationships to which financial ingtibns should apply criteria (a) to (e) includer fxample those
established for securities transactions or funaissfiers, whether for the cross-border financiditintgon as principal or

for its customers.

The termpayable-through accountgfers to correspondent accounts that are usedtlgitey third parties to transact
business on their own behalf.

Recommendation 14

Countries should take measures to ensure thatahaiulegal persons that provide money or valuedfier services
(MVTS) are licensed or registered, and subjectfectve systems for monitoring and ensuring cowaptie with the
relevant measures called for in the FATF Recommigmus Countries should take action to identifyunat or legal
persons that carry out MVTS without a license gistation, and to apply appropriate sanctions.

Any natural or legal person working as an agenukhalso be licensed or registered by a competathiosity, or the
MVTS provider should maintain a current list of #igents accessible by competent authorities icabatries in which
the MVTS provider and its agents operate. Counsigsuld take measures to ensure that MVTS provittersuse
agents include them in their AML/CFT programmes arahitor them for compliance with these programmes.

Interpretative Note to Recommendation 14

A country need not impose a separate licensingegistration system with respect to natural or lggakons already
licensed or registered as financial institutions deafined by the FATF Recommendations) within tt@intry, which,
under such license or registration, are permitteegdrform money or value transfer services, andchviaire already
subject to the full range of applicable obligatiamsler the FATF Recommendations.

Recommendation 16

Countries should ensure that financial institutiomdude required and accurate originator informatiand required
beneficiary information, on wire transfers and tethmessages, and that the information remainstivtiwire transfer
or related message throughout the payment chain.

Countries should ensure that financial institutiomenitor wire transfers for the purpose of detagtinose which lack
required originator and/or beneficiary informati@amd take appropriate measures.

Countries should ensure that, in the context ot@seing wire transfers, financial institutions tdteezing action and
should prohibit conducting transactions with deatgd persons and entities, as per the obligatiehsowst in the
relevant United Nations Security Council resolusipsuch as resolution 1267 (1999) and its successolutions, and
resolution 1373(2001), relating to the preventiad auppression of terrorism and terrorist financing

Interpretative Note to Recommendation 16

1. Recommendation 16 was developed with the objeadi preventing terrorists and other criminalsnirdiaving
unfettered access to wire transfers for movingrtheids, and for detecting such misuse when it cspecifically, it
aims to ensure that basic information on the oaiginand beneficiary of wire transfers is immediatevailable:

(a) to appropriate law enforcement and/or prose@it@authorities to assist them in detecting, itiggging, and
prosecuting terrorists or other criminals, anditrgt¢heir assets;

(b) to financial intelligence units for analysingspicious or unusual activity, and disseminatirggsinecessary, and
(c) to ordering, intermediary and beneficiary fingh institutions to facilitate the identificatioand reporting of
suspicious transactions, and to implement the reménts to take freezing action and comply withhgyidions from
conducting transactions with designated persons emtiies, as per the obligations set out in tHevant United
Nations Security Council resolutions, such as rg8wt 1267 (1999) and its successor resolutiond,rasolution 1373
(2001) relating to the prevention and suppressfdaroorism and terrorist financing.

2. To accomplish these objectives, countries shbalk the ability to trace all wire transfers. Dioethe potential
terrorist financing threat posed by small wire gfens, countries should minimise thresholds takitig account the
risk of driving transactions underground and thpantiance of financial inclusion. It is not the intien of the FATF to
impose rigid standards or to mandate a single tipgrprocess that would negatively affect the paynsgstem.

3. Recommendation 16 applies to cross-border wamesfers and domestic wire transfers , includingak@ayments,
and cover payments.

4. Recommendation 16 is not intended to coverdheviing types of payments:

(a) Any transfer that flows from a transaction matrout using a credit or debit or prepaid cardtfe@ purchase of
goods or services, so long as the credit or dabjirepaid card number accompanies all transfersiffip from the
transaction.

However, when a credit or debit or prepaid cardsied as a payment system to effect a person-toiperise transfer,
the transaction is covered by Recommendation 1t necessary information should be includetiénnmhessage.
(b) Financial institution-to-financial institutiotransfers and settlements, where both the originpéoson and the
beneficiary person are financial institutions agtom their own behalf.

5. Countries may adoptde minimisthreshold for cross-border wire transfers (no highan USD/EUR 1,000), below

which the following requirements should apply:
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(a) Countries should ensure that financial instng include with such transfers: (i) the namehef originator; (ii) the
name of the beneficiary; and (iii) an account numfme each, or a unique transaction reference num®ach
information need not be verified for accuracy, seléhere is a suspicion of money laundering ootstr

financing, in which case, the financial institutisimould verify the information pertaining to itsstomer.

(b) Countries may, nevertheless, require that inngraross-border wire transfers below the thresleolstain required
and accurate originator information.

6. Information accompanying all qualifying wirenisders should always contain:

(a) the name of the originator;

(b) the originator account number where such apwatds used to process the transaction;

(c) the originator’s address, or national identitynber, or customer identification numbeor date and place of birth;
(d) the name of the beneficiary; and

(e) the beneficiary account number where such aauatt is used to process the transaction.

7. In the absence of an account, a unique tramsactference number should be included which pertraceability of
the transaction.

8. Where several individual cross-border wire tfarss from a single originator are bundled in a bafite for
transmission to beneficiaries, they may be exempteah the requirements of paragraph 6 in respeocorigiinator
information, provided that they include the origmés account number or unigue transaction refezemember (as
described in paragraph 7 above), and the batchcfifdains required and accurate originator infoiomatand full
beneficiary information, that is fully traceabletiin the beneficiary country.

9. Information accompanying domestic wire transtreuld also include originator information as gaded for cross-
border wire transfers, unless this information dsn made available to the beneficiary financial ifnson and
appropriate authorities by other means. In thigetatase, the ordering financial institution needyadnclude the
account number or a unique transaction refereneebey, provided that this number or identifier wikermit the
transaction to be traced back to the originataherbeneficiary.

10. The information should be made available by dhéering financial institution within three busssedays of
receiving the request either from the beneficiamaricial institution or from appropriate competenthorities. Law
enforcement authorities should be able to compsiadiate production of such information.

11. The ordering financial institution should eresuhat qualifying wire transfers contain requirend aaccurate
originator information, and required beneficiarfoirmation.

12. The ordering financial institution should erestihat cross-border wire transfers below any agple threshold
contain the name of the originator and the naméhefbeneficiary and an account number for eacha anique
transaction reference number.

13. The ordering financial institution should maintall originator and beneficiary information @adted, in accordance
with Recommendation 11.

14. The ordering financial institution should net dllowed to execute the wire transfer if it does comply with the
requirements specified above.

15. For cross-border wire transfers, financialitnbns processing an intermediary element of scichins of wire
transfers should ensure that all originator andefieiary information that accompanies a wire trens$ retained with
it.

16. Where technical limitations prevent the reqiiogiginator or beneficiary information accomparyim cross-border
wire transfer from remaining with a related domestire transfer, a record should be kept, for astdive years, by the
receiving intermediary financial institution of ahe information received from the ordering finaddnstitution or
another intermediary financial institution.

17. An intermediary financial institution shouldkéareasonable measures to identify cross-border témsfers that
lack required originator information or requirednbéciary information. Such measures should be isterst with
straight-through processing.

18. An intermediary financial institution shouldveaeffective risk-based policies and proceduresdégermining: (i)
when to execute, reject, or suspend a wire tranafding required originator or required benefigiamformation; and
(ii) the appropriate follow-up action.

19. A beneficiary financial institution should takeasonable measures to identify cross-border tnaresfers that lack
required originator or required beneficiary infotina. Such measures may include post-event mongaui real-time
monitoring where feasible.

20. For qualifying wire transfers, a beneficiargaicial institution should verify the identity dfet beneficiary, if the
identity has not been previously verified, and rtaimthis information in accordance with Recommeiaiall.

21. A beneficiary financial institution should haeéective risk-based policies and procedures fetednining: (i)
when to execute, reject, or suspend a wire tranaéding required originator or required benefigiamformation; and
(ii) the appropriate follow-up action.

2L The customer identification number refers to a bemwhich uniquely identifies the originator to tbeiginating financial
institution and is a different number from the wréqgtransaction reference number referred to ingvaph 7. The customer
identification number must refer to a record hejdte originating financial institution which coina at least one of the following:
the customer address, a national identity numbrea,date and place of birth.
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22. Money or value transfer service (MVTS) provileshould be required to comply with all of the velet
requirements of Recommendation 16 in the counini@ghich they operate, directly or through theieats. In the case
of a MVTS provider that controls both the orderargl the beneficiary side of a wire transfer, theT&\provider:

(a) should take into account all the informatioanfr both the ordering and beneficiary sides in otdedetermine
whether an STR has to be filed; and

(b) should file an STR in any country affected te tsuspicious wire transfer, and make relevantsaetion
information available to the Financial Intelligeridait.

Recommendation 17

Countries may permit financial institutions to rely third parties to perform elements (a)-(c) & @DD measures set
out in Recommendation 10 or to introduce businpsgyided that the criteria set out below are meheveé such
reliance is permitted, the ultimate responsibifdy CDD measures remains with the financial insiitu relying on the
third party.

The criteria that should be met are as follows:

(a) A financial institution relying upon a third iy should immediately obtain the necessary infdaromaconcerning
elements (a)-(c) of the CDD measures set out iroRetendation 10.

(b) Financial institutions should take adequatpst® satisfy themselves that copies of identificatiata and other
relevant documentation relating to the CDD requeata will be made available from the third partyoopequest
without delay.

(c) The financial institution should satisfy itséfffat the third party is regulated, supervised onitored for, and has
measures in place for compliance with, CDD and neté@eping requirements in line with Recommendatidf and
11.

(d) When determining in which countries the thiatty that meets the conditions can be based, desrghould have
regard to information available on the level of oy risk.

When a financial institution relies on a third patihat is part of the same financial group, andh@t group applies
CDD and record-keeping requirements, in line wigtc&mmendations 10, 11 and 12, and programmes agaimey
laundering and terrorist financing, in accordandg WRecommendation 18; and (ii) where the effectimplementation
of those CDD and record-keeping requirements andL/&AMT programmes is supervised at a group levelaby
competent authority, then relevant competent aittesrmay consider that the financial institutioppies measures
under (b) and (c) above through its group programamel may decide that (d) is not a necessary pdiam to
reliance when higher country risk is adequatelygated by the group AML/CFT policies.

Interpretative Note to Recommendation 17

1. This Recommendation does not apply to outsogromagency relationships. In a third-party relmascenario, the
third party should be subject to CDD and recordpkag requirements in line with Recommendations Ad &A1, and be
regulated, supervised or monitored. The third pavt}y usually have an existing business relatiopskiith the
customer, which is independent from the relatigmshi be formed by the customer with the relyingitoson, and
would apply its own procedures to perform the CDBasures. This can be contrasted with an outsodagagcy
scenario, in which the outsourced entity applies@pD measures on behalf of the delegating findme#itution, in
accordance with its procedures, and is subjecthto delegating financial institution’s control ofetheffective
implementation of those procedures by the outsalecgity.

2. For the purposes of Recommendation 17, the telewvant competent authoritieseans (i) the home authority, that
should be involved for the understanding of groaficges and controls at group-wide level, andtfi@ host authorities,
that should be involved for the branches/subsielari

3. The termthird partiesmeans financial institutions or DNFBPs that areesuvised or monitored and that meet the
requirements under Recommendation 17.

2.1.2 Basel Committee on Banking Supervision - Customerug diligence

1. Customer acceptance policy

20. Banks should develop clear customer acceptpaligies and procedures, including a descriptiorthef types of
customer that are likely to pose a higher than ayerrisk to a bank. In preparing such policiestof@c such as
customers’ background, country of origin, publichigh profile position, linked accounts, businestvities or other
risk indicators should be considered. Banks shdeletlop graduated customer acceptance policiepramedures that
require more extensive due diligence for highek destomers. For example, the policies may regthieemost basic
account-opening requirements for a working indieidwith a small account balance. It is importardttthe customer
acceptance policy is not so restrictive that itulessin a denial of access by the general publibdoking services,
especially for people who are financially or sdgialisadvantaged. On the other hand, quite extendive diligence
would be essential for an individual with a hight merth whose source of funds is unclear. Decisianenter into
business relationships with higher risk customsush as politically exposed persons (see secti2a3 Pelow), should
be taken exclusively at senior management level.
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2. Customer identification
21. Customer identification is an essential elemafnKYC standards. For the purposes of this papecustomer
includes:
« the person or entity that maintains an account thighbank or those on whose behalf an account istaaed
(i.e. beneficial owners);
¢ the beneficiaries of transactions conducted bygasibnal intermediaries; and
e any person or entity connected with a financiah$ection who can pose a significant reputationaitber risk
to the bank.

22. Banks should establish a systematic proceduré&éntifying new customers and should not essabé banking
relationship until the identity of a new customesatisfactorily verified.

23. Banks should “document and enforce policieddentification of customers and those acting airtbehalf”. The
best documents for verifying the identity of cusesmare those most difficult to obtain illicitly dno counterfeit.
Special attention should be exercised in the cAsmm-resident customers and in no case shoulchk $laort-circuit
identity procedures just because the new custosnenable to present himself for interview. The bahk&uld always
ask itself why the customer has chosen to opercemuat in a foreign jurisdiction.

24. The customer identification process appliesnadly at the outset of the relationship. To endtied records remain
up-to-date and relevant, there is a need for bémksidertake regular reviews of existing records.appropriate time
to do so is when a transaction of significance $giace, when customer documentation standardgelarbstantially,
or when there is a material change in the way tfetaccount is operated. However, if a bank beccamese at any
time that it lacks sufficient information about awisting customer, it should take steps to enshbae all relevant
information is obtained as quickly as possible.

25. Banks that offer private banking services asiqularly exposed to reputational risk, and sbahlerefore apply
enhanced due diligence to such operations. Privatking accounts, which by nature involve a largeasore of
confidentiality, can be opened in the name of afividual, a commercial business, a trust, an inegliary or a
personalised investment company. In each caseatigneal risk may arise if the bank does not dilityeriollow
established KYC procedures. All new clients and neweounts should be approved by at least one pexsfon
appropriate seniority, other than the private bagkielationship manager. If particular safeguands faut in place
internally to protect confidentiality of private tleing customers and their business, banks mubkessbre that at least
equivalent scrutiny and monitoring of these custenand their business can be conducted, e.g. thesy be open to
review by compliance officers and auditors.

2.1 General identification requirements

27. Banks need to obtain all information necesdarestablish to their full satisfaction the ideptitf each new
customer and the purpose and intended nature diukimess relationship. The extent and nature efinformation
depends on the type of applicant (personal, cotppedc.) and the expected size of the accouniohitsupervisors
are encouraged to provide guidance to assist bemkiesigning their own identification procedureheTWorking
Group intends to develop essential elements obowest identification requirements.

28. When an account has been opened, but probleresification arise in the banking relationship ialin cannot be
resolved, the bank should close the account andréie monies to the source from which they weoeived.

29. While the transfer of an opening balance framaacount in the customer’s name in another babjesuto the

same KYC standard may provide some comfort, bahksild nevertheless consider the possibility that ghevious

account manager may have asked for the accounttecefmoved because of a concern about dubious tagivi
Naturally, customers have the right to move thegibess from one bank to another. However, if &l any reason
to believe that an applicant is being refused bamKacilities by another bank, it should apply emted diligence

procedures to the customer.

30. Banks should never agree to open an accoumpmduct ongoing business with a customer who nsist

anonymity or who gives a fictitious nhame. Nor shibabnfidential numbered accounts function as an@ugraccounts
but they should be subject to exactly the same K¥@&edures as all other customer accounts, ewvée test is carried
out by selected staff. Whereas a numbered accamoffer additional protection for the identitytble account-holder,
the identity must be known to a sufficient numbgstaff to operate proper due diligence. Such actshould in no
circumstances be used to hide the customer idémity a bank’s compliance function or from the swjsors.

2.2.1 Trust, nominee and fiduciary accounts
32. Trust, nominee and fiduciary accounts can leel s circumvent customer identification proceduk®sile it may
be legitimate under certain circumstances to peoaid extra layer of security to protect the conftigity of legitimate
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private banking customers, it is essential thatttbe relationship is understood. Banks shouldbdista whether the
customer is taking the name of another customéingaas a "front", or acting on behalf of anothergon as trustee,
nominee or other intermediary. If so, a necessaeggndition is receipt of satisfactory evidencdhaf identity of any
intermediaries, and of the persons upon whose b#tel are acting, as well as details of the natdirtae trust or

other arrangements in place. Specifically, the tifieation of a trust should include the trustessitlors/grantors and
beneficiaries.

2.2.2 Corporate vehicles

33. Banks need to be vigilant in preventing corpoiausiness entities from being used by naturalgrer as a method
of operating anonymous accounts. Personal assginolehicles, such as international business campamay make
proper identification of customers or beneficial n@ss difficult. A bank should understand the stutetof the
company, determine the source of funds, and idetité beneficial owners and those who have cowptret the funds.

34. Special care needs to be exercised in inigdtimsiness transactions with companies that havenee shareholders
or shares in bearer form. Satisfactory evidencthefidentity of beneficial owners of all such comigs needs to be
obtained. In the case of entities which have aifsggmt proportion of capital in the form of beardrares, extra
vigilance is called for. A bank may be completehaware that the bearer shares have changed hamlants is on
banks to put in place satisfactory procedures toitoothe identity of material beneficial owneri§ may require the
bank to immobilise the shares, e.g. by holdingtsarer shares in custody.

2.2.3 Introduced business

35. The performance of identification procedures ba time consuming and there is a natural desirkntit any

inconvenience for new customers. In some countitebas therefore become customary for banks tp oel the

procedures undertaken by other banks or introdusben business is being referred. In doing so, gaigk placing

excessive reliance on the due diligence procedhegsthey expect the introducers to have perforriRedying on due
diligence conducted by an introducer, however r&plet does not in any way remove the ultimate nesipdity of the

recipient bank to know its customers and their hess$. In particular, banks should not rely on ohticers that are
subject to weaker standards than those governmppahks’ own KYC procedures or that are unwillingshare copies
of due diligence documentation.

36. The Basel Committee recommends that banksu&introducers should carefully assess whetheintheducers
are “fit and proper” and are exercising the neagsdae diligence in accordance with the standaeti®st in this paper.
The ultimate responsibility for knowing customelways lies with the bank. Banks should use theofoihg criteria to
determine whether an introducer can be relied upon:
e it must comply with the minimum customer due ditige practices identified in this paper;
» the customer due diligence procedures of the inred should be as rigorous as those which the lenid
have conducted itself for the customer;
« the bank must satisfy itself as to the reliabibfithe systems put in place by the introducer tifyw¢he identity
of the customer;
* the bank must reach agreement with the introdubat it will be permitted to verify the due diligenc
undertaken by the introducer at any stage; and
« all relevant identification data and other docuradoh pertaining to the customer's identity shoble
immediately submitted by the introducer to the hamko must carefully review the documentation pded.
Such information must be available for review bg Hupervisor and the financial intelligence uniequivalent
enforcement agency, where appropriate legal authioais been obtained.
In addition, banks should conduct periodic reviegagnsure that an introducer which it relies onticwres to conform
to the criteria set out above.

2.2.4 Client accounts opened by professional intemuiaries
37. When a bank has knowledge or reason to belletea client account opened by a professionatrimdiary is on
behalf of a single client, that client must be itiféad.

38. Banks often hold “pooled” accounts managed fofgssional intermediaries on behalf of entitieshsas mutual
funds, pension funds and money funds. Banks al$d paoled accounts managed by lawyers or stocklosoiteat
represent funds held on deposit or in escrow foarge of clients. Where funds held by the intermgdare not co-
mingled at the bank, but where there are “sub-ausduwhich can be attributable to each beneficiainer, all
beneficial owners of the account held by the inetiary must be identified.

39. Where the funds are co-mingled, the bank shioolkl through to the beneficial owners. There carcibocumstances
where the bank may not need to look beyond thermdiary, for example, when the intermediary isjscibto the
same regulatory and money laundering legislatiah@ocedures, and in particular is subject to #rmesdue diligence
standards in respect of its client base as the .bBlakional supervisory guidance should clearly set those
circumstances in which banks need not look beybedrtermediary. Banks should accept such accanitson the
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condition that they are able to establish thatitiermediary has engaged in a sound due diligenoeeps and has the
systems and controls to allocate the assets ipdlded accounts to the relevant beneficiaries.sisessing the due
diligence process of the intermediary, the bankukhapply the criteria set out in paragraph 36 &dan respect of

introduced business, in order to determine whedhmofessional intermediary can be relied upon.

40. Where the intermediary is not empowered toislrrthe required information on beneficiaries te thank, for
example, lawyers bound by professional secrecy catewhen that intermediary is not subject to dilgyehce
standards equivalent to those set out in this papéo the requirements of comprehensive anti-mdaewyndering
legislation, then the bank should not permit therimediary to open an account.

2.2.5 Politically exposed persons

41. Business relationships with individuals holdingportant public positions and with persons or pamies clearly
related to them may expose a bank to significapttagional and/or legal risks. Such politically expd persons
(“PEPs”) are individuals who are or have been estérdi with prominent public functions, including eaf state or of
government, senior politicians, senior governm@mdicial or military officials, senior executived publicly owned

corporations and important political party offidalThere is always a possibility, especially in moies where
corruption is widespread, that such persons alingegublic powers for their own illicit enrichmettitrough the receipt
of bribes, embezzlement, etc.

42. Accepting and managing funds from corrupt PEHE severely damage the bank’s own reputation @ad

undermine public confidence in the ethical stanslastlan entire financial centre, since such casesilly receive
extensive media attention and strong political tieac even if the illegal origin of the assets ften difficult to prove.

In addition, the bank may be subject to costlyfinfation requests and seizure orders from law eafoent or judicial
authorities (including international mutual assist& procedures in criminal matters) and could &leldi to actions for
damages by the state concerned or the victimgegiane. Under certain circumstances, the bank atitd/officers and
employees themselves can be exposed to chargesr@yntaundering, if they know or should have knavat the

funds stemmed from corruption or other serious esm

43. Some countries have recently amended or ateeiprocess of amending their laws and regulatiorgiminalise
active corruption of foreign civil servants and palfficers in accordance with the relevant intfanal convention.
In these jurisdictions foreign corruption becomegredicate offence for money laundering and all iflevant anti-
money laundering laws and regulations apply (eeporting of suspicious transactions, prohibitionioiorming the
customer, internal freeze of funds etc). But euenhe absence of such an explicit legal basis imical law, it is
clearly undesirable, unethical and incompatiblehvilie fit and proper conduct of banking operatitmsaccept or
maintain a business relationship if the bank knowsmust assume that the funds derive from corraptiomisuse of
public assets. There is a compelling need for & loansidering a relationship with a person whosuigpects of being
a PEP to identify that person fully, as well asgle@nd companies that are clearly related to fém/h

44. Banks should gather sufficient information framew customer, and check publicly available imfion, in order
to establish whether or not the customer is a B&Rks should investigate the source of funds bedooepting a PEP.
The decision to open an account for a PEP shoutdken at a senior management level.

2.2.6 Non-face-to-face customers

45. Banks are increasingly asked to open accountsebalf of customers who do not present themseébregersonal

interview. This has always been a frequent evettiércase of non-resident customers, but it hasé@sed significantly
with the recent expansion of postal, telephone eadtronic banking. Banks should apply equally ffee customer
identification procedures and on-going monitoritgnslards for non-face-to-face customers as foretlzosilable for

interview. One issue that has arisen in this cotimeds the possibility of independent verificatibg a reputable third
party. This whole subject of non-face-to-face costoidentification is being discussed by the FA@Rd is also under
review in the context of amending the 1991 EEC Qive.

46. A typical example of a non-face-to-face custoimene who wishes to conduct electronic bankiizgthie Internet
or similar technology. Electronic banking currenithgorporates a wide array of products and servitedivered over
telecommunications networks. The impersonal anddrtess nature of electronic banking combined wWithspeed of
the transaction inevitably creates difficulty instemer identification and verification. As a bapiglicy, supervisors
expect that banks should proactively assess vanisks posed by emerging technologies and desigitomer
identification procedures with due regard to susks:.

47. Even though the same documentation can bedaduy face-to-face and non-face-to-face custontkese is a
greater difficulty in matching the customer withetdocumentation in the case of non-face-to-facéoousrs. With
telephone and electronic banking, the verificapooblem is made even more difficult.

48. In accepting business from non-face-to-facéocosrs:
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* banks should apply equally effective customer ifieation procedures for non-face-to-face custonessfor
those available for interview; and

» there must be specific and adequate measuresigataithe higher risk.

Examples of measures to mitigate risk include:

« certification of documents presented;

» requisition of additional documents to compleméwse which are required for face-to-face customers;

¢ independent contact with the customer by the bank;

< third party introduction, e.g. by an introducer jgabto the criteria established in paragraph 36; o

e requiring the first payment to be carried out tlglolan account in the customer’'s name with anotlaek b
subject to similar customer due diligence standards

2.2.7 Correspondent banking

49. Correspondent banking is the provision of baglservices by one bank (the “correspondent batiokdnother bank
(the “respondent bank”). Used by banks throughleaittorld, correspondent accounts enable banksntduod business
and provide services that the banks do not offexctly. Correspondent accounts that merit particcdae involve the
provision of services in jurisdictions where thependent banks have no physical presence. Howévemnks fail to

apply an appropriate level of due diligence to sacbounts, they expose themselves to the rangisksf identified

earlier in this paper, and may find themselves ingléind/or transmitting money linked to corruptidrgud or other
illegal activity.

50. Banks should gather sufficient information abtheir respondent banks to understand fully theuneaof the

respondent’s business. Factors to consider inclitfermation about the respondent bank’s managenmajor

business activities, where they are located anehitsey-laundering prevention and detection effdhs;purpose of the
account; the identity of any third party entitiést will use the correspondent banking servicesd;the condition of
bank regulation and supervision in the responderdistry. Banks should only establish correspondelationships
with foreign banks that are effectively supervidggdthe relevant authorities. For their part, resfgon banks should
have effective customer acceptance and KYC policies

51. In particular, banks should refuse to enteo iot continue a correspondent banking relationshigh a bank
incorporated in a jurisdiction in which it has nbypical presence and which is unaffiliated withegulated financial
group (i.e. shell banks). Banks should pay paricafttention when continuing relationships withp@sdent banks
located in jurisdictions that have poor KYC stamttaor have been identified as being “non-coopegéatin the fight
against anti-money laundering. Banks should esfalihat their respondent banks have due diligetaoelards as set
out in this paper, and employ enhanced due diliggrocedures with respect to transactions carrigdhough the
correspondent accounts.

52. Banks should be particularly alert to the tis&t correspondent accounts might be used dirbgtithird parties to
transact business on their own behalf (e.g. paydioteigh accounts). Such arrangements give rigedst of the same
considerations applicable to introduced business strould be treated in accordance with the critsga out in

paragraph 36.

3. On-going monitoring of accounts and transactions

53. On-going monitoring is an essential aspectfigicéve KYC procedures. Banks can only effectiventrol and
reduce their risk if they have an understandingayfnal and reasonable account activity of theitaugrs so that they
have a means of identifying transactions which daliside the regular pattern of an account’s agtiwVithout such
knowledge, they are likely to fail in their duty teport suspicious transactions to the appropaatéorities in cases
where they are required to do so. The extent ofrtbeitoring needs to be risk-sensitive. For allcacts, banks should
have systems in place to detect unusual or susgi@atterns of activity. This can be done by eihinlg limits for a
particular class or category of accounts. Particatéention should be paid to transactions thatedcthese limits.
Certain types of transactions should alert bankbegossibility that the customer is conductingsual or suspicious
activities. They may include transactions that @b appear to make economic or commercial sensthabrinvolve
large amounts of cash deposits that are not censigtith the normal and expected transactions efctistomer. Very
high account turnover, inconsistent with the sikzéhe balance, may indicate that funds are beinastved” through the
account. Examples of suspicious activities candyg faelpful to banks and should be included as @faatjurisdiction’s
anti-money-laundering procedures and/or guidance.

54. There should be intensified monitoring for t@ghisk accounts. Every bank should set key indisator such
accounts, taking note of the background of thearmst, such as the country of origin and sourceunél$, the type of
transactions involved, and other risk factors. ligher risk accounts:

* Banks should ensure that they have adequate maeagenformation systems to provide managers and

compliance officers with timely information needtl identify, analyse and effectively monitor highesk

customer accounts. The types of reports that mayndmred include reports of missing account opening
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documentation, transactions made through a custaoteunt that are unusual, and aggregations cé@mer’s
total relationship with the bank.

* Senior management in charge of private bankingnessi should know the personal circumstances dfdahk’s
high risk customers and be alert to sources odl thérty information. Significant transactions bggb customers
should be approved by a senior manager.

« Banks should develop a clear policy and internatlgjines, procedures and controls and remain esibeci
vigilant regarding business relationships with P&ERd high profile individuals or with persons amnpanies
that are clearly related to or associated with th&mall PEPs may not be identified initially aridce existing
customers may subsequently acquire PEP statudareguiews of at least the more important custanséould
be undertaken.

2.1.3 Wolfsberg AML Principles

1 Client acceptance: general guidelines —

1.1 General

Bank policy will be to prevent the use of its wavide operations for criminal purposes. The bankt arideavor to
accept only those clients whose source of wealthfands can be reasonably established to be legjiginThe primary
responsibility for this lies with the private bamkeho sponsors the client for acceptance. Meréllfant of internal
review procedures does not relieve the private daokthis basic responsibility.

1.2 Identification
The bank will take reasonable measures to estathlesidentity of its clients and beneficial ownargl will only accept
clients when this process has been completed.

1.2.1 Client

« Natural persons: identity will be established te Hank's satisfaction by reference to official titgrpapers or
such other evidence as may be appropriate undeirthenstances.

» Corporations, partnerships, foundations: the baitkraceive documentary evidence of the due orgaitn
and existence.

e Trusts: the bank will receive appropriate evidewteformation and existence along with identity bet
trustees.

¢ ldentification documents must be current at theetohopening.

1.2.2 Beneficial owner
Beneficial ownership must be established for altcants. Due diligence must be done on all principaheficial
owners identified in accordance with the followimgnciples:

« Natural persons: when the account is in the namendhdividual, the private banker must establigtether
the client is acting on his/her own behalf. If dbekRists, the bank will establish the capacity inickhh and on
whose behalf the accountholder is acting.

« Legal entities: where the client is a company, sagla private investment company, the private tranié
understand the structure of the company sufficjetatidetermine the provider of funds, principal @) of
the shares and those who have control over thesfumd. the directors and those with the powerite g
direction to the directors of the company. Withaehto other shareholders the private banker wikena
reasonable judgement as to the need for furtheddigence. This principle applies regardless okthier the
share capital is in registered or bearer form.

e Trusts: where the client is a trustee, the privmteker will understand the structure of the trusficently to
determine the provider of funds (e.g. settlor) éhegho have control over the funds (e.g. trustees) any
persons or entities who have the power to remoeetriistees. The private banker will make a readenab
judgement as to the need for further due diligence.

« Unincorporated associations: the above principigdyato unincorporated associations.

1.2.3 Accounts held in the name of money managersasimilar intermediaries
The private banker will perform due diligence ore timtermediary and establish that the intermedizag a due
diligence process for its clients, or a regulatoinjigation to conduct such due diligence, thatigséactory to the bank.

1.2.4 Powers of attorney/Authorized signers
Where the holder of a power of attorney or anothehorized signer is appointed by a client, itasgrally sufficient to
do due diligence on the client.
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1.2.5 Practices for walk-in clients and electronibanking relationships
A bank will determine whether walk-in clients odatonships initiated through electronic channe&guire a higher
degree of due diligence prior to account opening.

1.3 Due diligence
It is essential to collect and record informati@vering the following categories:
* Purpose and reasons for opening the account
« Anticipated account activity
»  Source of wealth (description of the economic distiwhich has generated the net worth)
» Estimated net worth
e Source of funds (description of the origin and theans of transfer for monies that are acceptedhier
account opening)
e References or other sources to corroborate repotatformation where available.
Unless other measures reasonably suffice to dalukediligence on a client (e.g. favorable and bidiaeferences), a
client will be met prior to account opening.

1.4 Oversight responsibility
There will be a requirement that all new clientsl aiew accounts be approved by at least one petben than the
private banker.

2 Client acceptance: situations requiring additionadiligence/attention -

2.1 Numbered or alternate name accounts

Numbered or alternate name accounts will only lmepied if the bank has established the identityhefclient and the
beneficial owner.

2.2 High-risk countries

The bank will apply heightened scrutiny to clieatsl beneficial owners resident in and funds soufaad countries
identified by credible sources as having inadeqaatemoney-laundering standards or representigg-hsk for crime
and corruption.

2.3 Offshore jurisdictions
Risks associated with entities organized in offehjarisdictions are covered by due diligence procesl laid out in
these guidelines.

2.4 High-risk activities
Clients and beneficial owners whose source of Wweaihanates from activities known to be susceptiblenoney
laundering will be subject to heightened scrutiny.

2.5 Public officials

Individuals who have or have had positions of publiust such as government officials, senior eeest of
government corporations, politicians, importantital party officials, etc. and their families amtbse associates
require heightened scrutiny.

3 Updating client files

The private banker is responsible for updatingdlent file on a defined basis and/or when theee ragjor changes.
The private banker's supervisor or an independentral person will review relevant portions of cltefiles on a

regular basis to ensure consistency and completefbe frequency of the reviews depends on the staplexity and

risk posed of the relationship.

2.1.4 2005 Council of Europe Convention on laundering, sgch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 13 — Measures to prevent money laundering
2 In that respect, each Party shall adopt, in @aleti, such legislative and other measures as maebessary to:
a) require legal and natural persons which engagactivities which are particularly likely to be eds for money
laundering purposes, and as far as these actigiteesoncerned, to:
i) identify and verify the identity of their cust@rs and, where applicable, their ultimate bendfimieners, and to
conduct ongoing due diligence on the businessioalship, while taking into account a risk basedrapph;
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2.1.5 Directive 2005/60/EC of the European Parliament andf the Council of 26 October
2005 on prevention of the use of the financial syah for the purpose of money
laundering and terrorist financing (as amended)

Article 3

(6) ‘beneficial owner means the natural person(s) who ultimately owngantrols the customer and/or the natural
person on whose behalf a transaction or activibeisg conducted. The beneficial owner shall attlezclude:

(a) in the case of corporate entities:

(i) the natural person(s) who ultimately owns ontcols a legal entity through direct or indirect rvship or

control over a sufficient percentage of the sharegoting rights in that legal entity, includingrugh bearer share

holdings, other than a company listed on a regdlatarket that is subject to disclosure requiremeotsistent with

Community legislation or subject to equivalent inegional standards; a percentage of 25 % plusbaee shall be

deemed sufficient to meet this criterion;

(ii) the natural person(s) who otherwise exercizagrol over the management of a legal entity:

(b) in the case of legal entities, such as fouwodati and legal arrangements, such as trusts, vadatfinister and
distribute funds:

(i) where the future beneficiaries have alreadyntetermined, the natural person(s) who is the fimaey of 25 %

or more of the property of a legal arrangementntitye

(ii) where the individuals that benefit from thegé arrangement or entity have yet to be determitteslclass of

persons in whose main interest the legal arrangeoreamtity is set up or operates;

(i) the natural person(s) who exercises contrkard?5 % or more of the property of a legal arranget or entity;
(7) ‘trust and company service providersmeans any natural or legal person which by wapwsdiness provides any
of the following services to third parties:

(a) forming companies or other legal persons;

(b) acting as or arranging for another person t@a@ director or secretary of a company, a padha partnership, or
a similar position in relation to other legal persp

(c) providing a registered office, business addresgespondence or administrative address and ctleted services
for a company, a partnership or any other legageor arrangement;

(d) acting as or arranging for another person t@aa trustee of an express trust or a similad lagangement;

(e) acting as or arranging for another person taa@ nominee shareholder for another person tthera company
listed on a regulated market that is subject teldsre requirements in conformity with Communiggislation or
subject to equivalent international standards;

(8) ‘politically exposed persons means natural persons who are or have been &drugith prominent public
functions and immediate family members, or perdarsvn to be close associates, of such persons;

(9) ‘business relationship means a business, professional or commerciatioakhip which is connected with the
professional activities of the institutions andgmers covered by this Directive and which is expici the time when
the contact is established, to have an elementirattion;

Article 6

Member States shall prohibit their credit and ficiahinstitutions from keeping anonymous accoumntgamonymous
passbooks. By way of derogation from Article 9(B)ember States shall in all cases require that theecs and
beneficiaries of existing anonymous accounts omgmmus passbooks be made the subject of custoneeditigence
measures as soon as possible and in any evenelsefcin accounts or passbooks are used in any way.

Article 7

The institutions and persons covered by this Divecshall apply customer due diligence measurethénfollowing

cases:

(a) when establishing a business relationship;

(b) when carrying out occasional transactions artingrio EUR 15 000 or more, whether the transadsorarried out
in a single operation or in several operations Wiaippear to be linked;

(c) when there is a suspicion of money launderingeaorist financing, regardless of any derogatiexemption or
threshold,;

(d) when there are doubts about the veracity ogaaey of previously obtained customer identificatitata.

Article 8

1. Customer due diligence measures shall comprise:

(a) identifying the customer and verifying the auser's identity on the basis of documents, datanfarmation
obtained from a reliable and independent source;

(b) identifying, where applicable, the beneficialrer and taking risk-based and adequate measuresrify his
identity so that the institution or person covebgahis Directive is satisfied that it knows whetheneficial owner is,
including, as regards legal persons, trusts andasitegal arrangements, taking risk-based and aakeqmeasures to
understand the ownership and control structuréetustomer;
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(c) obtaining information on the purpose and inthdature of the business relationship;

(d) conducting ongoing monitoring of the businedationship including scrutiny of transactions urtaken throughout

the course of that relationship to ensure thattthesactions being conducted are consistent wihiriktitution's or

person's knowledge of the customer, the businessisk profile, including, where necessary, thersewf funds and

ensuring that the documents, data or informatidd &ee kept up-to-date.

2. The institutions and persons covered by thie®ive shall apply each of the customer due diigarequirements set
out in paragraph 1, but may determine the extersuch measures on a risk-sensitive basis depemdirige type of

customer, business relationship, product or trai@wacThe institutions and persons covered by Birective shall be

able to demonstrate to the competent authoritiestioreed in Article 37, including self-regulatory dies, that the

extent of the measures is appropriate in view efribks of money laundering and terrorist financing

Article 9

1. Member States shall require that the verificatib the identity of the customer and the beneficianer takes place
before the establishment of a business relation@hibe carrying-out of the transaction.

2. By way of derogation from paragraph 1, Membext&dt may allow the verification of the identity tbe customer
and the beneficial owner to be completed duringetstablishment of a business relationship if thinecessary not to
interrupt the normal conduct of business and wtikege is little risk of money laundering or tersbrifinancing
occurring. In such situations these procedured bhatompleted as soon as practicable after thi@lisontact.

3. By way of derogation from paragraphs 1 and 2mider States may, in relation to life insurance ess, allow the
verification of the identity of the beneficiary werdthe policy to take place after the businesstioelahip has been
established. In that case, verification shall tpk&ce at or before the time of payout or at or kefihe time the
beneficiary intends to exercise rights vested utitkeipolicy.

4. By way of derogation from paragraphs 1 and 2mdder States may allow the opening of a bank accprovided
that there are adequate safeguards in place toestigi transactions are not carried out by théocusr or on its behalf
until full compliance with the aforementioned praieins is obtained.

5. Member States shall require that, where thetinisin or person concerned is unable to comphhwibints (a), (b)
and (c) of Article 8(1), it may not carry out artsaction through a bank account, establish a bssireationship or
carry out the transaction, or shall terminate thsifess relationship, and shall consider makingparnt to the financial
intelligence unit (FIU) in accordance with Artic® in relation to the customer. Member States siatlbe obliged to
apply the previous sub-paragraph in situations wiaaries, independent legal

professionals, auditors, external accountants axddvisors are in the course of ascertainingdfellposition for their
client or performing their task of defending or megenting that client in, or concerning judiciabpeedings, including
advice on instituting or avoiding proceedings.

6. Member States shall require that institutiond parsons covered by this Directive apply the austodue diligence
procedures not only to all new customers but alsgppropriate times to existing customers on aseshsitive basis.

Article 10

1. Member States shall require that all casinoarnsts be identified and their identity verifiedtlifey purchase or
exchange gambling chips with a value of EUR 2 0Ofhore.

2. Casinos subject to State supervision shall Eamde in any event to have satisfied the customer diligence
requirements if they register, identify and verifye identity of their customers immediately on @fdoe entry,
regardless of the amount of gambling chips purahase

Simplified customer due diligence

Article 11

1. By way of derogation from Articles 7(a), (b) afd), 8 and 9(1), the institutions and persons ceWey this
Directive shall not be subject to the requiremegmsvided for in those Articles where the custorreeraicredit or
financial institution covered by this Directive, arcredit or financial institution situated in darthcountry which

imposes requirements equivalent to those laid dawhis Directive and supervised for compliance hwthose
requirements.

2. By way of derogation from Articles 7(a), (b) afd), 8 and 9(1) Member States may allow the iastihs and
persons covered by this Directive not to apply aungr due diligence in respect of:

(a) listed companies whose securities are admitietdading on a regulated market within the mearoh@irective

2004/39/EC in one or more Member States and listedpanies from third countries which are subjeatliszlosure
requirements consistent with Community legislation;

(b) beneficial owners of pooled accounts held btanies and other independent legal professionals the Member
States, or from third countries provided that they subject to requirements to combat money laimgler terrorist
financing consistent with international standara&l @are supervised for compliance with those requérgs and
provided that the information on the identity oé theneficial owner is available, on request, toitiséitutions that act
as depository institutions for the pooled accounts;

(c) domestic public authorities, or in respect ofy ather customer representing a low risk of molandering or
terrorist financing which meets the technical ciéeestablished in accordance with Article 40(1)(b)
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3. In the cases mentioned in paragraphs 1 andsgiuiions and persons covered by this Directivallsih any case
gather sufficient information to establish if thestomer qualifies for an exemption as mentioneithiése paragraphs.
4. The Member States shall inform each other, theofiean Supervisory Authority (European Banking hwity)
(hereinafter ‘EBA"), established by Regulation (EN® 1093/2010 of the European Parliament and ofCbencil (1), the
European Supervisory Authority (European Insurameel Occupational Pensions Authority) (hereinafteiOPA’),
established by Regulation (EU) No 1094/2010 of Eheopean Parliament and of the Counct ), and the European
Supervisory Authority (European Securities and MékAuthority) (hereinafter ‘ESMA’), established Regulation (EU)
No 1095/2010 of the European Parliament and ofGbancil (3) (collectively, the ‘ESA’) to the extent relevafur the
purposes of this Directive and in accordance with rielevant provisions of Regulation (EU) No 1093/2, of Regulation
(EU) No 1094/2010 and of Regulation (EU) No 1093/20and the Commission of cases where they conglidgra third
country meets the conditions laid down in paragsablor 2 or in other situations which meet the nézdl criteria established
in accordance with Article 40(1)(b).

5. By way of derogation from Articles 7(a), (b) atd), 8 and 9(1), Member States may allow the timstins and
persons covered by this Directive not to apply augr due diligence in respect of:

(a) life insurance policies where the annual premisino more than EUR 1 000 or the single premisima more than
EUR 2 500;

(b) insurance policies for pension schemes if there surrender clause and the policy cannot bd as collateral;

(c) a pension, superannuation or similar schemiepttevides retirement benefits to employees, witerdributions are
made by way of deduction from wages and the schrefee do not permit the assignment of a membeiésaat under
the scheme;

(d) electronic money, as defined in point 2 of &ldi2 of Directive 2009/110/EC of the European iBarent and of the
Council of 16 September 2009 on the taking up, yit@nd prudential supervision of the business letteonic money
institutions (1) where, if it is not possible to recharge, the mmaxn amount stored electronically in the devicedgsmore
than EUR 250, or where, if it is possible to redeara limit of EUR 2 500 is imposed on the totaloamt transacted in a
calendar year, except when an amount of EUR 1 00@ae is redeemed in that same calendar year thgoelectronic
money holder’s request in accordance with Articlecf Directive 2009/110/EC. As regards national pawt transactions,
Member States or their competent authorities mayease the amount of EUR 250 referred to in thistgo a ceiling of
EUR 500.

Article 12

Where the Commission adopts a decision pursuahtticle 40(4), the Member States shall prohibit thstitutions and
persons covered by this Directive from applying @ifired due diligence to credit and financial ingtions or listed
companies from the third country concerned or oémgities following from situations which meet tteehnical criteria
established in accordance with Article 40(1)(b).

Enhanced customer due diligence

Article 13

1. Member States shall require the institutions peons covered by this Directive to apply, oisk-sensitive basis,
enhanced customer due diligence measures, in aaditithe measures referred to in Articles 7, 8%(&, in situations
which by their nature can present a higher risknohey laundering or terrorist financing, and astda the situations
set out in paragraphs 2, 3, 4 and in other sitnatrepresenting a high risk of money launderingeamrist financing
which meet the technical criteria established itoagance with Article 40(1)(c).

2. Where the customer has not been physically ptdse identification purposes, Member States shedjuire those
institutions and persons to take specific and aasgumeasures to compensate for the higher riskextample by
applying one or more of the following measures:

(a) ensuring that the customer's identity is eshbet by additional documents, data or information;

(b) supplementary measures to verify or certify dloeuments supplied, or requiring confirmatory ifiegtion by a
credit or financial institution covered by this Bitive;

(c) ensuring that the first payment of the opersi@s carried out through an account opened irctisomer's name
with a credit institution.

3. In respect of cross-frontier correspondent bagkielationships with respondent institutions frémrd countries,
Member States shall require their credit institusico:

(a) gather sufficient information about a resporndistitution to understand fully the nature of thespondent's
business and to determine from publicly availaliforimation the reputation of the institution anck tquality of
supervision;

(b) assess the respondent institution's anti-mdéan@ydering and anti-terrorist financing controls;

(c) obtain approval from senior management befstaldishing new correspondent banking relationships

(d) document the respective responsibilities ohéastitution;

(e) with respect to payable-through accounts, bisfial that the respondent credit institution kasified the identity
of and performed ongoing due diligence on the custs having direct access to accounts of the quoretent and that
it is able to provide relevant customer due diligeedata to the correspondent institution, uponesgu

4. In respect of transactions or business relatipsswith politically exposed persons residing imotner Member State
or in a third country, Member States shall reqthiese institutions and persons covered by thisdiire to:

(a) have appropriate risk-based procedures tométerwhether the customer is a politically expogerson;
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(b) have senior management approval for establishirsiness relationships with such customers;

(c) take adequate measures to establish the sofiraealth and source of funds that are involvedhe business
relationship or transaction;

(d) conduct enhanced ongoing monitoring of the fess relationship.

Performance by third parties

Article 14

Member States may permit the institutions and persmvered by this Directive to rely on third pestito meet the
requirements laid down in Article 8(1)(a) to (c)owmever, the ultimate responsibility for meeting $baequirements
shall remain with the institution or person covebgdhis Directive which relies on the third party.

Article 15

1. Where a Member State permits credit and findnnogitutions referred to in Article 2(1)(1) or )3ituated in its
territory to be relied on as a third party domesli; that Member State shall in any case perngiitintions and persons
referred to in Article 2(1) situated in its termyoto recognise and accept, in accordance withclertl4, the outcome of
the customer due diligence requirements laid dowArticle 8(1)(a) to (c), carried out in accordanaéh this Directive
by an institution referred to in Article 2(1)(1) () in another Member State, with the exceptiocwfency exchange
offices and payment institutions as defined in éeti4(4) of Directive 2007/64/EC of the EuropeamliBment and of
the Council of 13 November 2007 on payment servicgbe internal market ( 1 ), which mainly provithe payment
service listed in point 6 of the Annex to that Riiee, including natural and legal persons bengitirom a waiver
under Article 26 of that Directive, and meeting tegquirements laid down in Articles 16 and 18 af thirective, even
if the documents or data on which these requiresnbave been based are different to those requiréldei Member
State to which the customer is being referred.

2. Where a Member State permits currency exchaffge® referred to in Article 3(2)(a) and paymenstitutions as
defined in Article 4(4) of Directive 2007/64/EC, iwh mainly provide the payment service listed irinp® of the
Annex to that Directive, situated in its territdiy be relied on as a third party domestically, Mamber State shall in
any case permit them to recognise and accept, dordance with Article 14 of this Directive, the oome of the
customer due diligence requirements laid down iticker 8(1)(a) to (c), carried out in accordancehwhis Directive by
the same category of institution in another Mentbiate and meeting the requirements laid down iickes 16 and 18
of this Directive, even if the documents or datavdrich these requirements have been based areedifféo those
required in the Member State to which the custasibeing referred.

3. Where a Member State permits persons referradAdticle 2(1)(3)(a) to (c) situated in its teoiy to be relied on as
a third party domestically, that Member State simaliny case permit them to recognise and acaepi;éordance with
Article 14, the outcome of the customer due dilgenequirements laid down in Article 8(1)(a) to, (carried out in
accordance with this Directive by a person refetceth Article 2(1)(3)(a) to (c) in another Memb®tate and meeting
the requirements laid down in Articles 16 and Mgreif the documents or data on which these reméres have been
based are different to those required in the Meritate to which the customer is being referred.

Article 16

1. For the purposes of this Section, ‘third patt&wll mean institutions and persons who aredisteArticle 2, or

equivalent institutions and persons situated imra icountry, who meet the following requirements:

(a) they are subject to mandatory professionaktegion, recognised by law;

(b) they apply customer due diligence requiremantsrecord keeping requirements as laid down awvelgnt to those
laid down in this Directive and their compliancetlwthe requirements of this Directive is supervige@ccordance
with Section 2 of Chapter V, or they are situatea ithird country which imposes equivalent requiata to those laid
down in this Directive.

2. The Member States shall inform each other, t8B& Eo the extent relevant for the purposes of sective and in

accordance with the relevant provisions of RegofafEU) No 1093/2010, of Regulation (EU) No 1094/20and of

Regulation (EU) No 1095/2010, and the Commissionasfes where they consider that a third countrytsrtée conditions
laid down in paragraph 1(b).

Article 17

Where the Commission adopts a decision pursuaAttiole 40(4), Member States shall prohibit thetitugions and
persons covered by this Directive from relying dnrd parties from the third country concerned toeméhe
requirements laid down in Article 8(1)(a) to (c).

Article 18

1. Third parties shall make information requesteddcordance with the requirements laid down inchet3(1)(a) to (c)
immediately available to the institution or persmvered by this Directive to which the customeveig referred.

2. Relevant copies of identification and verificatidata and other relevant documentation on thatitgleof the
customer or the beneficial owner shall immediatatyforwarded, on request, by the third party toittsitution or
person covered by this Directive to which the cospis being referred.
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Article 19
This Section shall not apply to outsourcing or ayerlationships where, on the basis of a conted&trangement, the
outsourcing service provider or agent is to bemdégghas part of the institution or person covergthis Directive.
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3 RECORD KEEPING

3.1.1 FATE Recommendations

Definitions

Competent authorities refers to all public authoritiés with designated responsibilities for combating eywn
laundering and/or terrorist financing. In partigul#his includes the FIU; the authorities that hake function of
investigating and/or prosecuting money launderiagsociated predicate offences and terrorist fimanciand
seizing/freezing and confiscating criminal assetsthorities receiving reports on cross-border farnstion of
currency & BNIs; and authorities that have AML/CEiipervisory or monitoring responsibilities aimedeaturing
compliance by financial institutions and DNFBPshwAML/CFT requirements. SRBs are not to be regarded
competent authorities.

Recommendation 11

Financial institutions should be required to mdmtéor at least five years, all necessary recamigransactions, both
domestic and international, to enable them to cgrapliftly with information requests from the comeet authorities.

Such records must be sufficient to permit recowsivn of individual transactions (including the amés and types of
currency involved, if any) so as to provide, if essary, evidence for prosecution of criminal attivi

Financial institutions should be required to keBpexords obtained through CDD measures (e.g.esopi records of
official identification documents like passporieitity cards, driving licences or similar docunsnaccount files and
business correspondence, including the resultayhiaalysis undertaken (e.g. inquiries to estalthshbackground and
purpose of complex, unusual large transactions)afdeast five years after the business relatipnishended, or after
the date of the occasional transaction. Finangiatitutions should be required by law to maintagtards on

transactions and information obtained through tREGneasures. The CDD information and the transaatézords

should be available to domestic competent autlesritpon appropriate authority.

3.1.2 Basel Committee on Banking Supervision - Customerut diligence

26. Banks should develop “clear standards on weabrds must be kept on customer identification eagividual
transactions and their retention period”. Suchaxiirze is essential to permit a bank to monitoretationship with the
customer, to understand the customer’s on-goingnbss and, if necessary, to provide evidence inethent of
disputes, legal action, or a financial investigatibat could lead to criminal prosecution. As th&rtsng point and
natural follow-up of the identification processnka should obtain customer identification paperd @&tain copies of
them for at least five years after an accountasexd. They should also retain all financial tratisaaecords for at least
five years after the transaction has taken place.

3.1.3 Wolfsberg AML Principles

9 Record retention requirements
The bank will establish record retention requiretadar all anti-money-laundering related documeiitee documents
must be kept for a minimum of five years.

3.1.4 2005 Council of Europe Convention on laundering, sgch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 13 — Measures to prevent money laundering

2 In that respect, each Party shall adopt, in @alei, such legislative and other measures as mayebessary to:

a) require legal and natural persons which engagactivities which are particularly likely to be eds for money

laundering purposes, and as far as these actigiteesoncerned, to:
iii) take supporting measures, such as record kgeph customer identification and transactionsining of
personnel and the establishment of internal pdieiad procedures, and if appropriate, adaptedeto $ire and
nature of business;

22 This includes financial supervisors establisheihdspendent non-governmental authorities withustay powers
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3.1.5 Directive 2005/60/EC of the European Parliament anadf the Council of 26 October
2005 on the prevention of the use of the financiaystem for the purpose of money
laundering and terrorist financing (as amended )

Article 30

Member States shall require the institutions andqres covered by this Directive to keep the follogvdocuments and
information for use in any investigation into, evadysis of, possible money laundering or terrdiigincing by the FIU

or by other competent authorities in accordancé wétional law:

(a) in the case of the customer due diligence, sy @p the references of the evidence requiredafperiod of at least
five years after the business relationship witlirtbestomer has ended,

(b) in the case of business relationships and actitns, the supporting evidence and records, songiof the original

documents or copies admissible in court proceedimgter the applicable national legislation for aigek of at least

five years following the carrying-out of the transans or the end of the business relationship.
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4 REPORTING

4.1.1 EATF Recommendations

Recommendation 20

If a financial institution suspects or has reasémabounds to suspect that funds are the proceea€@minal activity,
or are related to terrorist financing, it should feguired, by law, to report promptly its suspigaw the financial
intelligence unit (FIU).

Interpretative Note to Recommendation 20

1. The reference to criminal activity in Recommeiaa20 refers to all criminal acts that would clituse a predicate
offence for money laundering or, at a minimum,hose offences that would constitute a predicatenc#, as required
by Recommendation 3. Countries are strongly engaatao adopt the first of these alternatives.

2. The reference to terrorist financing in Recomdation 20 refers to: the financing of terroristsaahd also terrorist
organizations or individual terrorists, even in #iesence of a link to a specific terrorist acta@sa

3. All suspicious transactions, including attemptexhsactions, should be reported regardless ofatheunt of the

transaction.

4. The reporting requirement should be a directdatory obligation, and any indirect or implicit @ation to report

suspicious transactions, whether by reason of plesprosecution for a money laundering or terrdiigincing offence

or otherwise (so called “indirect reporting”), istracceptable.

4.1.2 Wolfsberg AML Principles

4 Practices when identifying unusual or suspiciouactivities
4.1 Definition of unusual or suspicious activities
The bank will have a written policy on the idemtiftion of and follow-up on unusual or suspicioutivies. This
policy will include a definition of what is considsl to be suspicious or unusual and give exampéasof.
Unusual or suspicious activities may include:
* Account transactions or other activities which @& consistent with the due diligence file
* Cash transactions over a certain amount
e Pass-through / in-and-out-transactions.

4.2 Identification of unusual or suspicious activies
Unusual or suspicious activities can be identiftedugh:
* Monitoring of transactions
¢ Client contacts (meetings, discussions, in-couvisis etc.)
e Third party information (e.g. newspapers, Reutaternet)
« Private banker's / internal knowledge of the cleatvironment (e.qg. political situation in his/le@untry)

4.3 Follow-up on unusual or suspicious activities
The private banker, management and/or the contratfon will carry out an analysis of the backgrdwf any unusual
or suspicious activity. If there is no plausiblgknation a decision will be made involving the ohfunction:

« To continue the business relationship with incrdasenitoring

* To cancel the business relationship

e Toreport the business relationship to the autiestit
The report to the authorities is made by the cdritroction and senior management may need to biiette.g.
Senior Compliance Officer, CEO, Chief Auditor, GeleCounsel). As required by local laws and regoiet the assets
may be blocked and transactions may be subjegpmaal by the control function.
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4.1.3 2005 Council of Europe Convention on laundering, $&ch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 13 — Measures to prevent money laundering

2 Inthat respect, each Party shall adopt, itiqudar, such legislative and other measures ashmeayecessary to:
a require legal and natural persons which engaggctivities which are particularly likely to besed for money
laundering purposes, and as far as these actigiteesoncerned, to:

i report suspicions on money laundering subjectafeguard;

4.1.4 Directive 2005/60/EC of the European Parliament anaf the Council of 26 October
2005 on the prevention of the use of the financiaystem for the purpose of money
laundering and terrorist financing (as amended)

Article 22

1. Member States shall require the institutions a@edsons covered by this Directive, and where apple their
directors and employees, to cooperate fully:

(a) by promptly informing the FIU, on their own tiaitive, where the institution or person coveredthig Directive
knows, suspects or has reasonable grounds to subpeecnoney laundering or terrorist financing &g or has been
committed or attempted,;

(b) by promptly furnishing the FIU, at its requesaith all necessary information, in accordance wita procedures
established by the applicable legislation.

2. The information referred to in paragraph 1 shalforwarded to the FIU of the Member State in sehterritory the
institution or person forwarding the informatiorsituated.

The person or persons designated in accordancetlthprocedures provided for in Article 34 shalimally forward
the information.

Article 23

1. By way of derogation from Article 22(1), Memb®tates may, in the case of the persons referr@d Aaticle 2(1)
(3)(a) and (b), designate an appropriate self-e¢gey body of the profession concerned as the aitytto be informed
in the first instance in place of the FIU. Withquejudice to paragraph 2, the designated self-aegry body shall in
such cases forward the information to the FIU pribyrgnd unfiltered.

2. Member States shall not be obliged to applyothigyations laid down in Article 22(1) to notariésgdependent legal
professionals, auditors, external accountants axédvisors with regard to information they recenan or obtain on
one of their clients, in the course of ascertairtmglegal position for their client or performititgir task of defending
or representing that client in, or concerning juaicproceedings, including advice on instituting avoiding
proceedings, whether such information is receivedbtained before, during or after such proceedings
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5 FAILING TO REPORT AND TIPPING OFF

5.1 Special attention

5.1.1 EATE Recommendations

Recommendation 19

Financial institutions should be required to applyhanced due diligence measures to business redhifis and
transactions with natural and legal persons, amahfiial institutions, from countries for which tligscalled for by the
FATF. The type of enhanced due diligence measuppsieal should be effective and proportionate to tisks.
Countries should be able to apply appropriate eumtasures when called upon to do so by the FATRNCies
should also be able to apply countermeasures imdiepgly of any call by the FATF to do so. Such deumeasures
should be effective and proportionate to the risks.

Interpretative note to Recommendation 19

The enhanced due diligence measures that couladertaken by financial institutions include thoseasures set out
in paragraph 20 of the Interpretive Note to Recomua¢ion 10, and any other measures that have &asiaifect in
mitigating risks.

2. Examples of the countermeasures that could lertaken by countries include the following, and/ ather
measures that have a similar effect in mitigatisgs:

(a) Requiring financial institutions to apply sgecelements of enhanced due diligence.

(b) Introducing enhanced relevant reporting medmasior systematic reporting of financial transaxgio

(c) Refusing the establishment of subsidiaries ranthes or representative offices of financialitngons from the
country concerned, or otherwise taking into accahbetfact that the relevant financial institutienfiom a country that
does not have adequate AML/CFT systems.

(d) Prohibiting financial institutions from estadling branches or representative offices in thentgwconcerned, or
otherwise taking into account the fact that thewveht branch or representative office would be goantry that does
not have adequate AML/CFT systems.

(e) Limiting business relationships or financiartsactions with the identified country or personthat country.

(f) Prohibiting financial institutions from relyingn third parties located in the country concertiedonduct elements
of the CDD process.

(g9) Requiring financial institutions to review aadhend, or if necessary terminate, correspondeatioakhips with
financial institutions in the country concerned.

(h) Requiring increased supervisory examination/@nexternal audit requirements for branches arabidiaries of
financial institutions based in the country coneetn

(i) Requiring increased external audit requiremeotsfinancial groups with respect to any of themanches and
subsidiaries located in the country concerned.

There should be effective measures in place torenthat financial institutions are advised of canseabout
weaknesses in the AML/CFT systems of other coustrie

5.1.2 Directive 2005/60/EC of the European Parliament anaf the Council of 26 October
2005 on the prevention of the use of the financiaystem for the purpose of money
laundering and terrorist financing

Article 13

6. Member States shall ensure that the institutamns persons covered by this Directive pay spextiehtion to any
money laundering or terrorist financing threat timaty arise from products or transactions that migibur anonymity,
and take measures, if needed, to prevent theifousaoney laundering or terrorist financing purpase

Article 20

Member States shall require that the institutiond persons covered by this Directive pay speci@nébn to any
activity which they regard as particularly likelyy its nature, to be related to money launderingeoorist financing
and in particular complex or unusually large tratissms and all unusual patterns of transactionsclwiiave no
apparent economic or visible lawful purpose.
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5.2  No tipping off

5.2.1 EATF 40 Recommendations

Recommendation 21
Financial institutions, their directors, officensdaemployees should be:

@) ...
(b) prohibited by law from disclosing (“tipping-8ffthe fact that a suspicious transaction repo R} or related
information is being filed with the FIU.

5.2.2 2005 Council of Europe Convention on laundering, s&ch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 13 — Measures to prevent money laundering

2 Inthat respect, each Party shall adopt, itiqudar, such legislative and other measures asheayecessary to:

b prohibit, as appropriate, the persons refetredn sub-paragraph a from disclosing the fact thasuspicious
transaction report or related information has beansmitted or that a money laundering investigaitobeing or may
be carried out;

5.2.3 Directive 2005/60/EC of the European Parliament andf the Council of 26 October
2005 on the prevention of the use of the financiaystem for the purpose of money
laundering and terrorist

Prohibition of disclosure

Article 28

1. The institutions and persons covered by thie®ive and their directors and employees shalldistlose to the
customer concerned or to other third persons ttietif@t information has been transmitted in accoedawith Articles
22 and 23 or that a money laundering or terronstrfcing investigation is being or may be carriatl o

2. The prohibition laid down in paragraph 1 shait include disclosure to the competent authoriteferred to in
Article 37, including the self-regulatory bodies,disclosure for law enforcement purposes.

3. The prohibition laid down in paragraph 1 shait prevent disclosure between institutions from NdemStates, or
from third countries provided that they meet thaditions laid down in Article 11(1), belonging toet same group as
defined by Article 2(12) of Directive 2002/87/ECthie European Parliament and of the Council of #6dinber 2002
on the supplementary supervision of credit indtong, insurance undertakings and investment firms: ifinancial
conglomerate.

4. The prohibition laid down in paragraph 1 shadit prevent disclosure between persons referrechtérticle
2(1)(3)(a) and (b) from Member States, or fromdhiountries which impose requirements equivalenhtse laid
down in this Directive, who perform their profegsab activities, whether as employees or not, withia same legal
person or a network. For the purposes of this ktia ‘network’ means the larger structure to whind person belongs
and which shares common ownership, managemenngpl@nce control.

5. For institutions or persons referred to in Adi2(1)(1), (2) and (3)(a) and (b) in cases relatethe same customer
and the same transaction involving two or moreitinsbns or persons, the prohibition laid down rggraph 1 shall
not prevent disclosure between the relevant irigiita or persons provided that they are situatea Member State, or
in a third country which imposes requirements egjleint to those laid down in this Directive, andtttmey are from the
same professional category and are subject to alguitvobligations as regards professional secradypersonal data
protection. The information exchanged shall be usegclusively for the purposes of the preventionnodney
laundering and terrorist financing.

6. Where the persons referred to in Article 2(1gBand (b) seek to dissuade a client from engaiginitgegal activity,
this shall not constitute a disclosure within theaming of the paragraph 1.

7. The Member States shall inform each other, t8B& Eo the extent relevant for the purposes of ective and in
accordance with the relevant provisions of RegofafEU) No 1093/2010, of Regulation (EU) No 1094/@0and of
Regulation (EU) No 1095/2010 and the Commissiocasfes where they consider that a third country srbet conditions
laid down in paragraphs 3, 4 or 5.

Article 29

Where the Commission adopts a decision pursuadttiole 40(4), the Member States shall prohibit tieclosure
between institutions and persons covered by thiediive and institutions and persons from the thémlintry
concerned.
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53 Sanctions or penalties

5.3.1 _FATF Recommendations

Recommendation 35

Countries should ensure that there is a rangefectafe, proportionate and dissuasive sanctiongthdr criminal, civil
or administrative, available to deal with naturalemal persons covered by Recommendations 6, a0@38, that fail to
comply with AML/CFT requirements. Sanctions shobkl applicable not only to financial institutionsdaDNFBPs,
but also to their directors and senior management.

5.3.2 Directive 2005/60/EC of the European Parliaemt and of the Council of 26 October
2005 on the prevention of the use of the financiaystem for the purpose of money
laundering and terrorist (as amended)

Penalties

Article 39

1. Member States shall ensure that natural and lpgesons covered by this Directive can be heldbldiafor

infringements of the national provisions adoptedspant to this Directive. The penalties must beediVe,

proportionate and dissuasive.

2. Without prejudice to the right of Member Statesimpose criminal penalties, Member States shafluee, in

conformity with their national law, that the apprigpe administrative measures can be taken or dslmtive

sanctions can be imposed against credit and finhirgstitutions for infringements of the nationabpisions adopted
pursuant to this Directive. Member States shallemshat these measures or sanctions are effeptigportionate and
dissuasive.

3. In the case of legal persons, Member State$ ehsilire that at least they can be held liablénfioingements referred
to in paragraph 1 which are committed for theirdfegrby any person, acting either individually ar gart of an organ
of the legal person, who has a leading positiohiwithe legal person, based on:

(a) a power of representation of the legal person;

(b) an authority to take decisions on behalf ofldgal person, or

(c) an authority to exercise control within thedépgerson.

4. In addition to the cases already provided fquaragraph

3, Member States shall ensure that legal persambedeld liable where the lack of supervision amtool by a person
referred to in paragraph 3 has made possible themission of the infringements referred to in paagpir 1 for the
benefit of a legal person by a person under iteaxity.
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6 INTERNAL REPORTING SYSTEM/TRAINING/EDUCATION

6.1.1 FATF Recommendations

Definitions

Financial group means a group that consists of a parent comparof any other type of legal person exercising
control and coordinating functions over the resthaf group for the application of group supervisioder the Core
Principles, together with branches and/or subdiahat are subject to AML/CFT policies and prages at the group
level.

Recommendation 18

Financial institutions should be required to impé&rhprogrammes against money laundering and tetrimancing.
Financial groups should be required to implememugwide programmes against money laundering andristr
financing, including policies and procedures faarsig information within the group for AML/CFT puopes.

Financial institutions should be required to endinag their foreign branches and majority ownedsaliaries apply
AML/CFT measures consistent with the home coungguirements implementing the FATF Recommendations
through the financial groups’ programmes againsteydaundering and terrorist financing.

Interpretative note to Recommendation 18

Financial institutions’ programmes against monemtiering and terrorist financing should include:

(a) the development of internal policies, proceduamd controls, including appropriate compliancenaggment
arrangements, and adequate screening procedwuasuce high standards when hiring employees;

(b) an ongoing employee training programme; and

(c) an independent audit function to test the syste

2. The type and extent of measures to be takendbeuappropriate having regard to the risk of nydaeindering and
terrorist financing and the size of the business.

3. Compliance management arrangements should m¢hel appointment of a compliance officer at thenxaggment
level.

4. Financial groups’ programmes against money latind and terrorist financing should be applicabl@ll branches
and majority-owned subsidiaries of the financiabugr. These programmes should include measures (apéo (c)
above, and should be appropriate to the businefisedbranches and majority-owned subsidiaries. Suogrammes
should be implemented effectively at the level @frithes and majority-owned subsidiaries. Theseranoges should
include policies and procedures for sharing infdramarequired for the purposes of CDD and monewydsring and
terrorist financing risk management. Group-leveinptiance, audit, and/or AML/CFT functions should fevided
with customer, account, and transaction informatiom branches and subsidiaries when necessa®AMb/CFT
purposes. Adequate safeguards on the confideptéaid use of information exchanged should be inepla

5. In the case of their foreign operations, whéeerhinimum AML/CFT requirements of the host courdrg less strict
than those of the home country, financial instdng should be required to ensure that their braneinel majority-
owned subsidiaries in host countries implementrégrirements of the home country, to the extent hlost country
laws and regulations permit. If the host countrgglmot permit the proper implementation of the messs above,
financial groups should apply appropriate additionaasures to manage the money laundering anditrfimancing
risks, and inform their home supervisors. If theiidnal measures are not sufficient, competeri@ities in the home
country should consider additional supervisory @i including placing additional controls on tleahcial group,
including, as appropriate, requesting the finangialip to close down its operations in the hoshtgu

6.1.22000 UN Convention against Transnational Organize@€rime

Article 29 - Training and technical assistance

1. Each State Party shall, to the extent necessatigte, develop or improve specific training grammes for its law
enforcement personnel, including prosecutors, ityasng magistrates and customs personnel, aner giarsonnel
charged with the prevention, detection and cordfdhe offences covered by this Convention. Suadg@mmes may
include secondments and exchanges of staff. Sumrganmes shall deal, in particular and to the eéxpenmitted by
domestic law, with the following:

(a) Methods used in the prevention, detection androbaf the offences covered by this Convention;

(b) Routes and techniques used by persons suspddtethlvement in offences covered by this Convemtimcluding
in transit States, and appropriate countermeasures;

(c) Monitoring of the movement of contraband;

(d) Detection and monitoring of the movements of peats of crime, property, equipment or other insemtalities
and methods used for the transfer, concealmentisguide of such proceeds, property, equipment terot
instrumentalities, as well as methods used in ceimipanoney-laundering and other financial crimes;
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(e) Collection of evidence;

(f) Control techniques in free trade zones and fotsp

(g9) Modern law enforcement equipment and technigiredyuding electronic surveillance, controlled delikes and
undercover operations;

(h) Methods used in combating transnational organizgine committed through the use of computers,
telecommunications networks or other forms of modechnology; and

(i) Methods used in the protection of victims andchegises.

2. States Parties shall assist one another in jplgrand implementing research and training prograsuoesigned to
share expertise in the areas referred to in pgpagtaof this article and to that end shall alsoewlappropriate, use
regional and international conferences and semiogpsomote cooperation and to stimulate discuseioproblems of
mutual concern, including the special problems rmeels of transit States.

3. States Parties shall promote training and teethréssistance that will facilitate extradition amitual legal
assistance. Such training and technical assistasageinclude language training, secondments andagxggs between
personnel in central authorities or agencies vatbwant responsibilities.

4. In the case of existing bilateral and multilatemgreements or arrangements, States Partiesssteibthen, to the
extent necessary, efforts to maximize operationdltaaining activities within international and regal organizations
and within other relevant bilateral and multilatexgreements or arrangements.

6.1.3 Basel Committee on Banking Supervision - Customerug diligence

4. Risk management

55. Effective KYC procedures embrace routines fappr management oversight, systems and contesjsegation of
duties, training and other related policies. Thardoof directors of the bank should be fully comedtto an effective
KYC programme by establishing appropriate proceslared ensuring their effectiveness. Explicit resgaility should
be allocated within the bank for ensuring that ba@k's policies and procedures are managed efébgtand are, at a
minimum, in accordance with local supervisory pi@act The channels for reporting suspicious tramsastshould be
clearly specified in writing, and communicated tiopgrsonnel. There should also be internal prooesifor assessing
whether the bank’s statutory obligations under gaised suspicious activity reporting regimes regtiire transaction
to be reported to the appropriate law enforcemedtaand/or supervisory authorities.

56. Banks’ internal audit and compliance functibage important responsibilities in evaluating andwing adherence
to KYC policies and procedures. As a general rile,compliance function should provide an indepenéaluation
of the bank’s own policies and procedures, inclgdiegal and regulatory requirements. Its respolités should
include ongoing monitoring of staff performanceotigh sample testing of compliance and review oeption reports
to alert senior management or the Board of Diracifoit believes management is failing to addre¥sCKprocedures in
a responsible manner.

57. Internal audit plays an important role in inelegently evaluating the risk management and catdischarging its
responsibility to the Audit Committee of the BoafdDirectors or a similar oversight body throughipdic evaluations
of the effectiveness of compliance with KYC poliiand procedures, including related staff trainiMgnagement
should ensure that audit functions are staffed aaledy with individuals who are well-versed in sugblicies and
procedures. In addition, internal auditors showdgoactive in following-up their findings and @isms.

58. All banks must have an ongoing employee-trgirprogramme so that bank staff are adequatelyetain KYC
procedures. The timing and content of trainingvarious sectors of staff will need to be adaptedhgybank for its
own needs. Training requirements should have aréift focus for new staff, front-line staff, congpice staff or staff
dealing with new customers. New staff should becatkd in the importance of KYC policies and theidbas
requirements at the bank. Front-line staff memlvete deal directly with the public should be trainedverify the
identity of new customers, to exercise due diligeimchandling accounts of existing customers ooragoing basis and
to detect patterns of suspicious activity. Reguddiresher training should be provided to ensuré stedf are reminded
of their responsibilities and are kept informedhefv developments. It is crucial that all relevaaffsfully understand
the need for and implement KYC policies consisteral culture within banks that promotes such un@erding is the
key to successful implementation.

59. In many countries, external auditors also havémportant role to play in monitoring banks’ imtel controls and
procedures, and in confirming that they are in clianpe with supervisory practice.
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6.1.4 Wolfsberg AML Principles

5 Monitoring

A sufficient monitoring program must be in placéeTprimary responsibility for monitoring accountieities lies with
the private banker. The private banker will be feamiwith significant transactions and increasetivéy in the account
and will be especially aware of unusual or suspigiactivities (see 4.1). The bank will decide tatxtent fulfillment
of these responsibilities will need to be suppottedugh the use of automated systems or other snean

6 Control responsibilities

A written control policy will be in place establisiy standard control procedures to be undertakemhbyvarious
"control layers" (private banker, independent opens unit, Compliance, Internal Audit). The comtpmlicy will
cover issues of timing, degree of control, aredsetaontrolled, responsibilities and follow-up etc.

7 Reporting

There will be regular management reporting establison money laundering issues (e.g. number ofriegdo
authorities, monitoring tools, changes in appliealalws and regulations, the number and scope wfintasessions
provided to employees).

8 Education, training and information
The bank will establish a training program on ttkenitification and prevention of money launderingdmployees who
have client contact and for Compliance personnegufar training (e.g. annually) will also includevito identify and
follow-up on unusual or suspicious activities. tidaion, employees will be informed about any majbanges in anti-
money-laundering laws and regulations.

All new employees will be provided with guidelines the anti-money-laundering procedures.

11 Anti-money-laundering organization
The bank will establish an adequately staffed ampendent department responsible for the prevemtianoney
laundering (e.g. Compliance, independent contrdl| uegal).

6.1.5 2005 Council of Europe Convention on laundering, sgch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 13 — Measures to prevent money laundering

2 Inthat respect, each Party shall adopt, itiqudar, such legislative and other measures asheayecessary to:

a require legal and natural persons which engagectivities which are particularly likely to besed for money
laundering purposes, and as far as these actigiteesoncerned, to:

iii take supporting measures, such as recordikgegn customer identification and transactioraining of personnel
and the establishment of internal policies and @doces, and if appropriate, adapted to their siz# @ature of
business;

6.1.6 Directive 2005/60/EC of the European Parliament anaf the Council of 26 October
2005 on the prevention of the use of the financiaystem for the purpose of money
laundering and terrorist

Internal procedures, training and feedback

Article 34

1. Member States shall require that the instititi@md persons covered by this Directive establddeate and
appropriate policies and procedures of customer diligence, reporting, record keeping, internal tcol risk
assessment, risk management, compliance managametecbmmunication in order to forestall and pre\apdrations
related to money laundering or terrorist financing.

2. Member States shall require that credit andnfife institutions covered by this Directive comroate relevant
policies and procedures where applicable to brasxahd majority owned subsidiaries in third coustrie

3. In order to ensure consistent harmonisation tanthke account of technical developments in tigatfiagainst money
laundering and terrorist financing, the ESA, takingp account the existing framework and coopetptas appropriate, with
other relevant Union bodies in that field, may depedraft regulatory technical standards in accocgawith Article 56 of
Regulation (EU) No 1093/2010, of Regulation (EU) MNaR4/2010 and of Regulation (EU) No 1095/2010 eespely, to

specify the minimum content of the communicatidiemesd to in paragraph 2.
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Power is delegated to the Commission to adoptebelatory technical standards referred to in tret §ubparagraph in
accordance with Articles 10 to 14 of Regulation JEd 1093/2010.

Article 35

1. Member States shall require that the instititiand persons covered by this Directive take apjat@pmeasures so
that their relevant employees are aware of theigians in force on the basis of this Directive.

These measures shall include participation of tred@vant employees in special ongoing traininggpomes to help
them recognise operations which may be relateddoney laundering or terrorist financing and to instrthem as to
how to proceed in such cases.

Where a natural person falling within any of théegaries listed in Article 2(1)(3) performs his fessional activities
as an employee of a legal person, the obligatiorkis Section shall apply to that legal persoheathan to the natural
person.

2. Member States shall ensure that the institutemmd persons covered by this Directive have actesgp-to-date
information on the practices of money launderex$tenrorist financers and on indications leadingh recognition of
suspicious transactions.

3. Member States shall ensure that, wherever pedaié, timely feedback on the effectiveness of fotidw-up to
reports of suspected money laundering or terréiiancing is provided.
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7 SUPERVISION

7.1.1 EATE Recommendations

Definitions

Core Principles refers to the Core Principles for Effective BankiBgpervision issued by the Basel Committee on
Banking Supervision, the Objectives and PrincifitesSecurities Regulation issued by the Internaiddrganization

of Securities Commissions, and the Insurance Sigmew Principles issued by the International Asation of
Insurance Supervisors.

Supervisorsrefers to the designated competent authoritieorpublic bodies with responsibilities aimed atwitg
compliance by financial institutions (“financial mrvisors®) and/or DNFBPs with requirements to combat money
laundering and terrorist financing. Non-public bexli(which could include certain types of SRBs) #thdwave the
power to supervise and sanction financial institugi or DNFBPs in relation to the AML/CFT requirerteenThese
nonpublic bodies should also be empowered by lawxercise the functions they perform, and be sugpedvby a
competent authority in relation to such functions.

Recommendation 26

Countries should ensure that financial institutians subject to adequate regulation and supervéidnare effectively
implementing the FATF Recommendations. Competetiicaities or financial supervisors should take teEessary
legal or regulatory measures to prevent criminaltheir associates from holding, or being the ber@fowner of, a
significant or controlling interest, or holding anagement function in, a financial institution.

Countries should not approve the establishmergpotinued operation, of shell banks.

For financial institutions subject to the Core [ijrtes, the regulatory and supervisory measuret dpaly for

prudential purposes, and which are also relevamdpey laundering and terrorist financing, shoylglg in a similar

manner for AML/CFT purposes. This should includelging consolidated group supervision for AML/CFUirposes.
Other financial institutions should be licensedregistered and adequately regulated, and subjestipervision or
monitoring for AML/CFT purposes, having regard e trisk of money laundering or terrorist financinghat sector.
At a minimum, where financial institutions provideservice of money or value transfer, or of moneyxurrency
changing, they should be licensed or registered, swbject to effective systems for monitoring antsuing

compliance with national AML/CFT requirements.

Interpretative Note to Recommendation 26

1. Risk-based approach to supervision refers tp:ta general process by which a supervisor, agogrtb its
understanding of risks, allocates its resourcesMa/CFT supervision; and

(b) the specific process of supervising institusidinat apply an AML/CFT risk-based approach.

2. Adopting a risk-based approach to supervisim@ricial institutions’ AML/CFT systems and contrafiows
supervisory authorities to shift resources to thereas that are perceived to present higher riska fesult, supervisory
authorities can use their resources more effegtivighis means that supervisors: (a) should havear cinderstanding
of the money laundering and terrorist financindgsipresent in a country; and (b) should have an-aitd off-site
access to all relevant information on the spedficestic and international risks associated witktaers, products
and services of the supervised institutions, inclgdhe quality of the compliance function of theaicial institution or
group (or groups, when applicable for Core Priresphstitutions). The frequency and intensity ofsite and off-site
AML/CFT supervision of financial institutions/grosighould be based on the money laundering anditrfioancing
risks, and the policies, internal controls and prthoes associated with the institution/group, antified by the
supervisor’s assessment of the institution/grouigls profile, and on the money laundering and t@stdinancing risks
present in the country.

3. The assessment of the money laundering andigrfioancing risk profile of a financial instiien/group, including
the risks of non-compliance, should be reviewed lpetriodically and when there are major evesttdevelopments
in the management and operations of the financistitution/group, in accordance with the countrg'stablished
practices for ongoing supervision. This assessistemiild not be static: it will change depending ow ftircumstances
develop and how threats evolve.

4. AML/CFT supervision of financial institutionstgips that apply a risk-based approach should tatkeaiccount the
degree of discretion allowed under the RBA to tharicial institution/group, and encompass, in gorepriate manner,
a review of the risk assessments underlying thgsrdtion, and of the adequacy and implementatioitsgbolicies,
internal controls and procedures.

2 Including Core Principles supervisors who carry supervisory functions that are related to thelémntation of the FATF
Recommendations.
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5. These principles should apply to all financiaktitutions/groups. To ensure effective AML/CFT suyision,

supervisors should take into consideration the adtaristics of the financial institutions/groups, particular the
diversity and number of financial institutions, ahé degree of discretion allowed to them undeiRBA.

6. Countries should ensure that financial supersis@mve adequate financial, human and technicaluress. These
supervisors should have sufficient operational jpeaelence and autonomy to ensure freedom from uiméluence or
interference. Countries should have in place psE®g0 ensure that the staff of these authoritiagtain high

professional standards, including standards coimgreonfidentiality, and should be of high integriand be
appropriately skilled.

Recommendation 27

Supervisors should have adequate powers to supaswisionitor, and ensure compliance by, financigfifutions with

requirements to combat money laundering and tetrériancing, including the authority to conducspections. They
should be authorized to compel production of arigrination from financial institutions that is refawt to monitoring
such compliance, and to impose sanctions, in lirig VRecommendation 35, for failure to comply withch

requirements. Supervisors should have powers tosm@ range of disciplinary and financial sanctigmsluding the
power to withdraw, restrict or suspend the finahicigtitution’s license, where applicable.

Recommendation 28

Designated non-financial businesses and professiomsld be subject to regulatory and supervisorgsuees as set out
below.

(a) Casinos should be subject to a comprehensigelatry and supervisory regime that ensures thay thave
effectively implemented the necessary AML/CFT measuAt a minimum:

» casinos should be licensed;

e competent authorities should take the necessamyl leg regulatory measures to prevent criminals hairt
associates from holding, or being the beneficiahewof, a significant or controlling interest, hiolg a
management function in, or being an operator cgsno; and

» competent authorities should ensure that casinesetfectively supervised for compliance with AML/TF
requirements.

(b) Countries should ensure that the other categaf DNFBPs are subject to effective systems fonitoring and
ensuring compliance with AML/CFT requirements. Thiwuld be performed on a risk-sensitive basiss Timy be
performed by (a) a supervisor or (b) by an appetprself-regulatory body (SRB), provided that sadfody can ensure
that its members comply with their obligations tobat money laundering and terrorist financing.

The supervisor or SRB should also (a) take thesssecg measures to prevent criminals or their agsecifrom being
professionally accredited, or holding or being bemeficial owner of a significant or controllingténest or holding a
management function, e.g. through evaluating personthe basis of a “fit and proper” test; and lthye effective,
proportionate, and dissuasive sanctions in lindr \Weécommendation 35 available to deal with failloreomply with
AML/CFT requirements.

Interpretative Note to Recommendation 28

1. Risk-based approach to supervision refers jath@general process by which a supervisor or SRBording to its
understanding of risks, allocates its resource&Mb/CFT supervision; and (b) the specific proce§sopervising or
monitoring DNFBPs that apply an AML/CFT risk-basggproach.

2. Supervisors or SRBs should determine the freqyuamd intensity of their supervisory or monitoriagtions on
DNFBPs on the basis of their understanding of treney laundering and terrorist financing risks, aaking into
consideration the characteristics of the DNFBPgdrticular their diversity and number, in orderetusure effective
AML/CFT supervision or monitoring. This means hayia clear understanding of the money launderingtarrdrist
financing risks: (a) present in the country; andg$sociated with the type of DNFBP and their amgics, products and
services.

3. Supervisors or SRBs assessing the adequacy &NH/CFT internal controls, policies and proceducd DNFBPs
should properly take into account the money laundeand terrorist financing risk profile of thoséNBBPs, and the
degree of discretion allowed to them under the RBA.

4. Supervisors or SRBs should have adequate pawepgrform their functions (including powers to niton and
sanction), and adequate financial, human and teehrésources. Countries should have in place pseseto ensure
that the staff of those authorities maintain higbf@ssional standards, including standards conegrodnfidentiality,
and should be of high integrity and be appropneséilled.

7.1.2 Basel Committee on Banking Supervision - Customerug diligence

IV. The role of supervisors

60. Based on existing international KYC standardgjonal supervisors are expected to set out sigmypractice
governing banks’ KYC programmes. The essential el@mas presented in this paper should provide glédance for
supervisors to proceed with the work of designingrproving national supervisory practice.
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61. In addition to setting out the basic elementshianks to follow, supervisors have a responsgjbith monitor that
banks are applying sound KYC procedures and arteaisirgy ethical and professional standards on dimoous basis.
Supervisors should ensure that appropriate intecoakrols are in place and that banks are in campé with
supervisory and regulatory guidance. The superyigmocess should include not only a review of pelicand
procedures but also a review of customer filesthrdsampling of some accounts. Supervisors shdwiaya have the
right to access all documentation related to actsonmaintained in that jurisdiction, including anyadysis the bank has
made to detect unusual or suspicious transactions.

62. Supervisors have a duty not only to ensure tiaiks maintain high KYC standards to protectrtbain safety and
soundness but also to protect the integrity ofrthational banking system. Supervisors should niakkear that they
will take appropriate action, which may be sevene aublic if the circumstances warrant, againstkbaand their
officers who demonstrably fail to follow their owinternal procedures and regulatory requirementsaddition,
supervisors should ensure that banks are awaredopay particular attention to transactions thablve jurisdictions
where standards are considered inadequate. The BAd@ome national authorities have listed a nurobeountries
and jurisdictions that are considered to have lemyadl administrative arrangements that do not comith
international standards for combating money launderSuch findings should be a component of a sakiyC
policies and procedures.

V. Implementation of KYC standards in a cross-borde context

63. Supervisors around the world should seek,ed#st of their efforts, to develop and impleméeirtnational KYC
standards fully in line with international standarsbb as to avoid potential regulatory arbitrage saféguard the
integrity of domestic and international bankingteyss. The implementation and assessment of sundastds put to
the test the willingness of supervisors to coogeraith each other in a very practical way, as veslithe ability of
banks to control risks on a group wide basis. Thachallenging task for banks and supervisokeali

64. Supervisors expect banking groups to applycaegied minimum standard of KYC policies and proces to both
their local and overseas operations. The supervisfidnternational banking can only be effectivebrried out on a
consolidated basis, and reputational risk as welbther banking risks are not limited to nationaufdaries. Parent
banks must communicate their policies and procedtwetheir overseas branches and subsidiarie)jdimg non-
banking entities such as trust companies, and aawatine for testing compliance against both hame host country
KYC standards in order for their programmes to afgeeffectively globally. Such compliance testd aiso be tested
by external auditors and supervisors. Thereforis, iilnportant that KYC documentation is properlgdi and available
for their inspection. As far as compliance chealess@ncerned, supervisors and external auditorsldlio most cases
examine systems and controls and look at custoowauats and transactions monitoring as part ofigptiag process.

65. However small an overseas establishment ignaisofficer should be designated to be direcigponsible for
ensuring that all relevant staff are trained ind abserve, KYC procedures that meet both home ast $tandards.
While this officer will bear primary responsibilithe should be supported by internal auditors amdptiance officers
from both local and head offices as appropriate.

66. Where the minimum KYC standards of the home leost countries differ, branches and subsidiariethé host
jurisdictions should apply the higher standardhef two. In general, there should be no impedimemrévent a bank
from adopting standards that are higher than theimai required locally. If, however, local laws arefulations
(especially secrecy provisions) prohibit the impéetation of home country KYC standards, where #tiet are more
stringent, host country supervisors should use thest endeavours to have the law and regulatibasged. In the
meantime, overseas branches and subsidiaries wauklto comply with host country standards, buy #teould make
sure the head office or parent bank and its horneatep supervisor are fully informed of the natufetee difference.

67. Criminal elements are likely to be drawn towg@rdsdictions with such impediments. Hence, basksuld be

aware of the high reputational risk of conductingihess in these jurisdictions. Parent banks shioameé a procedure
for reviewing the vulnerability of the individuaperating units and implement additional safeguardesre appropriate.
In extreme cases, supervisors should considerrgailditional controls on banks operating in thosisdictions and

ultimately perhaps encouraging their withdrawal.

68. During on-site inspections, home country suigerg or auditors should face no impediments ififyieg the unit's
compliance with KYC policies and procedures. Thil sequire a review of customer files and somedamn sampling
of accounts. Home country supervisors should haeess to information on sampled individual custoamrounts to
the extent necessary to enable a proper evaluafighe application of KYC standards and an assessmierisk
management practices, and should not be impedddday bank secrecy laws. Where the home countrersigor
requires consolidated reporting of deposit or beaoconcentrations or notification of funds undeanagement, there
should be no impediments. In addition, with a viewmonitoring deposit concentrations or the fundiisl of the
deposit being withdrawn, home supervisors may appiferiality tests and establish some thresholdshabif a
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customer’s deposit exceeds a certain percentagieedbalance sheet, banks should report it to theehsupervisor.
However, safeguards are needed to ensure thatriafm regarding individual accounts is used exeélg for lawful
supervisory purposes, and can be protected byettigient in a satisfactory manner. A statement ofual cooperation
to facilitate information sharing between the twparvisors would be helpful in this regard.

69. In certain cases there may be a serious coibititwween the KYC policies of a parent bank imposgdts home
authority and what is permitted in a cross-bordéc@ There may, for example, be local laws thavent inspections
by the parent banks’ compliance officers, intemadiitors or home country supervisors, or that endbhk customers
to use fictitious names or to hide behind agenistermediaries that are forbidden from revealirtgovtheir clients are.
In such cases, the home supervisor should comntenidgéh the host supervisor in order to confirm ties there are
indeed genuine legal impediments and whether tipgyyaextraterritorially. If they prove to be insuonmtable, and
there are no satisfactory alternative arrangemétmeshome supervisor should make it clear to th& Hwat the bank
may decide for itself, or be required by its honupesvisor, to close down the operation in questionthe final
analysis, any arrangements underpinning such enesiaminations should provide a mechanism that iperam
assessment that is satisfactory to the home soerstatements of cooperation or memoranda of ratateling
setting out the mechanics of the arrangements realiepful. Access to information by home countrpeswisors
should be as unrestricted as possible, and at enomin they should have free access to the bankg'rgepolicies and
procedures for customer due diligence and for dgaliith suspicions.

Excerpts from Core Principles Methodology

Principle 15: Banking supervisors must determine that banks hdeguate policies, practices and procedures aepla
including strict “know-your-customer” rules, thatopote high ethical and professional standardbierfinancial sector
and prevent the bank being used, intentionallymantentionally, by criminal elements.

Essential criteria

1. The supervisor determines that banks have icepdalequate policies, practices and proceduregtbatote high
ethical and professional standards and prevenbdiné& from being used, intentionally or unintentibnaby criminal
elements. This includes the prevention and deteadfocriminal activity or fraud, and reporting ofich suspected
activities to the appropriate authorities.

2. The supervisor determines that banks have dauetieand enforced policies for identification ofstamers and
those acting on their behalf as part of their amrey-laundering program. There are clear rulewtost records must
be kept on customer identification and individuahsactions and the retention period.

3. The supervisor determines that banks have fopmuledures to recognise potentially suspicioussaations. These
might include additional authorisation for largesiegor similar) deposits or withdrawals and spepiaicedures for
unusual transactions.

4. The supervisor determines that banks appoieh@sofficer with explicit responsibility for ensog that the bank's
policies and procedures are, at a minimum, in atzngre with local statutory and regulatory anti-moteundering
requirements.

5. The supervisor determines that banks have geagedures, communicated to all personnel, forf stafreport
suspicious transactions to the dedicated seniaenffesponsible for anti-money laundering comp&n

6. The supervisor determines that banks have ésdtalllines of communication both to managementtarzh internal
security (guardian) function for reporting problems

7. In addition to reporting to the appropriate driat authorities, banks report to the supervis@pgtious activities and
incidents of fraud material to the safety, soundr@seputation of the bank.

8. Laws, regulations and/or banks’ policies enshet a member of staff who reports suspicious &etisns in good
faith to the dedicated senior officer, internalugéy function, or directly to the relevant authtgrcannot be held liable.
9. The supervisor periodically checks that banks®nay laundering controls and their systems for @néng,
identifying and reporting fraud are sufficient. Thapervisor has adequate enforcement powers (teguland/or
criminal prosecution) to take action against a biduak does not comply with its anti-money laundgrimligations.

10. The supervisor is able, directly or indirecttg, share with domestic and foreign financial secopervisory
authorities information related to suspected ona@atriminal activities.

11. The supervisor determines that banks have iaypstatement on ethics and professional behaviwair is clearly
communicated to all staff.
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Additional criteria

1. The laws and/or regulations embody internatis@ind practices, such as compliance with the aeteforty
Financial Action Task Force Recommendations issnd®90 (revised 1996).

2. The supervisor determines that bank staff igjaately trained on money laundering detection aegigntion.

3. The supervisor has the legal obligation to imféhe relevant criminal authorities of any suspisieransactions.

4. The supervisor is able, directly or indirectty, share with relevant judicial authorities infotina related to
suspected or actual criminal activities.

5. If not performed by another agency, the supervigis in-house resources with specialist expestisénancial fraud
and anti-money laundering obligations.

7.1.3 2000 UN Convention against Transnational Organize€rime

Article 7 - Measures to combat money-laundering

1. Each State Party:

(a) Shall institute a comprehensive domestic regnyatind supervisory regime for banks and non-ban&ntial
institutions and, where appropriate, other bodesiqularly susceptible to money-laundering, withincompetence, in
order to deter and detect all forms of money-laumde which regime shall emphasize requirementscigtomer
identification, record-keeping and the reportingo$picious transactions;

3. In establishing a domestic regulatory and supery regime under the terms of this article, artheut prejudice to
any other article of this Convention, States Partiee called upon to use as a guideline the retewdiatives of
regional, interregional and multilateral organigat against money-laundering.

7.1.4 2003 UN Convention against Corruption

Article 14 - Measures to prevent money-laundering

1. Each State Party shall:

(a) Institute a comprehensive domestic regulatad/ supervisory regime for banks and non-bank firsmiastitutions,

including natural or legal persons that providenfat or informal services for the transmission ofn@y or value and,
where appropriate, other bodies particularly susilepto money-laundering, within its competenae prder to deter
and detect all forms of money-laundering, whichimeg shall emphasize requirements for customer artkre

appropriate, beneficial owner identification, restéieeping and the reporting of suspicious traneasti

4. In establishing a domestic regulatory and supery regime under the terms of this article, aritheut prejudice to
any other article of this Convention, States Partiee called upon to use as a guideline the retewdiatives of

regional, interregional and multilateral organigat against money-laundering.

7.1.5 2005 Council of Europe Convention on laundering, $&ch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 13 — Measures to prevent money laundering
2 Inthat respect, each Party shall adopt, itiqudar, such legislative and other measures asheayecessary to:

c ensure that the persons referred to in subgpaph a are subject to effective systems for manigp and where
applicable supervision, with a view to ensure tlmmpliance with the requirements to combat mormendering,
where appropriate on a risk sensitive basis.

7.1.6 Directive 2005/60/EC of the European Parliament anaf the Council of 26 October
2005 on the prevention of the use of the financiaystem for the purpose of money
laundering and terrorist (as amended)

Article 25

1. Member States shall ensure that if, in the @ofdgnspections carried out in the institutionsl grersons covered by
this Directive by the competent authorities reféri@ in Article 37, or in any other way, those autties discover facts
that could be related to money laundering or téstdinancing, they shall promptly inform the FIU.
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2. Member States shall ensure that supervisoryelsoginpowered by law or regulation to oversee tbekstforeign
exchange and financial derivatives markets infoa FIU if they discover facts that could be relatedmoney
laundering or terrorist financing.

Article 31

1. Member States shall require the credit and firdninstitutions covered by this Directive to applvhere applicable,
in their branches and majority-owned subsidiar@sied in third countries measures at least eqernvab those laid
down in this Directive with regard to customer dliligence and record keeping.

Where the legislation of the third country does petmit application of such equivalent measures,Member States
shall require the credit and financial institutioc@ncerned to inform the competent authoritieshef televant home
Member State accordingly.

2. The Member States, the ESA to the extent releferrthe purposes of this Directive and in accaaawith the relevant
provisions of Regulation (EU) No 1093/2010, of Regon (EU) No 1094/2010, and of Regulation (EU) N#©5/2010 and
the Commission shall inform each other of casesrevtiee legislation of the third country does natnpie application of the
measures required under the first subparagraphrafypaph 1 and coordinated action could be takpartsue a solution.

3. Member States shall require that, where theslatgpn of the third country does not permit apgion of the

measures required under the first subparagraplaraigpaph 1, credit or financial institutions takkgliional measures
to effectively handle the risk of money launderargerrorist financing.

4. In order to ensure consistent harmonisatiomisfArticle and to take account of technical depetents in the fight against
money laundering and terrorist financing, the ES¥irtg into account the existing framework and coapeg, as
appropriate, with other relevant Union bodies iattfield, may develop draft regulatory technicalmstards in accordance
with Article 56 of Regulation (EU) No 1093/2010, Régulation (EU) No 1094/2010, and of RegulatioY®&o 1095/2010
respectively to specify the type of additional meas referred to in paragraph 3 of this Article #me minimum action to be
taken by credit and financial institutions where tagislation of the third country does not peramplication of the measures
required under the first subparagraph of paragiaphthis Article.

Power is delegated to the Commission to adopt ¢igelatory technical standards referred to in thet Subparagraph in
accordance with Articles 10 to 14 of Regulation JBld 1093/2010.

Supervision

Article 36

1. Member States shall provide that currency exgbaoffices and trust and company service providdral be
licensed or registered and casinos be licensetdigr ®0 operate their business legally.

2. Member States shall require competent authsritierefuse licensing or registration of the essitreferred to in
paragraph 1 if they are not satisfied that thegressvho effectively direct or will direct the busss of such entities or
the beneficial owners of such entities are fit proper persons.

Article 37

1. Member States shall require the competent aitit®rat least to effectively monitor and to takes thecessary
measures with a view to ensuring compliance withrquirements of this Directive by all the indiitas and persons
covered by this Directive.

2. Member States shall ensure that the competéhordties have adequate powers, including the paave@ompel the

production of any information that is relevant tomtoring compliance and perform checks, and hadegaate

resources to perform their functions.

3. In the case of credit and financial institutiarsd casinos, competent authorities shall have reglthsupervisory
powers, notably the possibility to conduct on-giispections.

4. In the case of the natural and legal persorexnexf to in Article 2(1)(3)(a) to (e), Member Statmay allow the

functions referred to in paragraph 1 to be perfatime a risk-sensitive basis.

5. In the case of the persons referred to in Agti{1)(3)(a) and (b), Member States may allow thretfions referred to
in paragraph 1 to be performed by self-regulatagibs, provided that they comply with paragraph 2.
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8 DEFINITIONS — PENAL

8.1.1 1988 UN Convention against illicit traffic in narcdic drugs and psychotropic
substances

Article 1

(f) "Confiscation”, which includes forfeiture wheapplicable, means the permanent deprivation gignty by order of
a court or other competent authority;

() "Freezing" or "seizure" means temporarily ptwting the transfer, conversion, disposition or mment of property
or temporarily assuming custody or control of prbpen the basis of an order issued by a court competent
authority;

(p) "Proceeds" means any property derived from lmnioed, directly or indirectly, through the comsig of an

offence established in accordance with articleaBagraph 1;

(q) "Property" means assets of every kind, whett@poreal or incorporeal, movable or immovable,gthie or

intangible, and legal documents or instrumentsendthg title to, or interest in, such assets;

8.1.2 2000 UN Convention against Transnational Organize@€rime

Article 2 - Use of terms

For the purposes of this Convention:

(a) “Organized criminal group” shall mean a struetlgroup of three or more persons, existing foergog of time and
acting in concert with the aim of committing onenoore serious crimes or offences established iordeace with this
Convention, in order to obtain, directly or inditlgca financial or other material benefit;

(b) “Serious crime” shall mean conduct constitutargoffence punishable by a maximum deprivationitmrty of at

least four years or a more serious penalty;

(c) “Structured group” shall mean a group that ismaodomly formed for the immediate commission ofoéfence and
that does not need to have formally defined rolmsifs members, continuity of its membership or eveloped

structure;

(d) “Property” shall mean assets of every kind, \wbketcorporeal or incorporeal, movable or immovatdagible or

intangible, and legal documents or instrumentsendthg title to, or interest in, such assets;

(e) “Proceeds of crime” shall mean any property \dgti from or obtained, directly or indirectly, thgiu the

commission of an offence;

() “Freezing” or “seizure” shall mean temporarilyopibiting the transfer, conversion, dispositionmovement of
property or temporarily assuming custody or conafoproperty on the basis of an order issued byuartcor other
competent authority;

(g) “Confiscation”, which includes forfeiture wheegplicable, shall mean the permanent deprivatioproperty by

order of a court or other competent authority;

(h) “Predicate offence” shall mean any offence assalt of which proceeds have been generated thgth®come the
subject of an offence as defined in article 6 & @onvention;

8.1.3 2003 UN Convention against Corruption

Article 2- Use of terms

For the purposes of this Convention:

(d) “Property” shall mean assets of every kind, tibe corporeal or incorporeal, movable or immovakdagible or
intangible, and legal documents or instrumentsenadthg title to or interest in such assets;

(e) “Proceeds of crime” shall mean any propertyivder from or obtained, directly or indirectly, thigh the
commission of an offence;

() “Freezing” or “seizure” shall mean temporariyohibiting the transfer, conversion, dispositionnoovement of
property or temporarily assuming custody or conofoproperty on the basis of an order issued byuartcor other
competent authority;

(g) “Confiscation”, which includes forfeiture wheepplicable, shall mean the permanent deprivatfopraperty by
order of a court or other competent authority;

(h) “Predicate offence” shall mean any offence assalt of which proceeds have been generatedrthgtbecome the
subject of an offence as defined in article 23h@f Convention;
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8.1.4 2005 Council of Europe Convention on laundering, sgch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 1 — Use of terms

For the purposes of this Convention:

a "proceeds" means any economic advantage, defriom or obtained, directly or indirectly, fromiminal offences.

It may consist of any property as defined in sutageaph b of this article;

b "property" includes property of any descriptiarhether corporeal or incorporeal, movable or inaaide, and legal
documents or instruments evidencing title to cefi@st in such property;

¢ ‘"instrumentalities" means any property useihtgnded to be used, in any manner, wholly or irt,ga commit a
criminal offence or criminal offences;

d "confiscation" means a penalty or a measuréered by a court following proceedings in relationa criminal

offence or criminal offences resulting in the fidalprivation of property;

e "predicate offence" means any criminal offeasea result of which proceeds were generated thgtlracome the
subject of an offence as defined in Article 9 a8 t@onvention.

g "freezing" or "seizure" means temporarily pbiting the transfer, destruction, conversion, dgfon or movement
of property or temporarily assuming custody or coinbf property on the basis of an order issuedalmpurt or other
competent authority;
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9 MONEY LAUNDERING OFFENCES

9.1.1 EFATE Recommendations

Definitions

Designated categories of offenceseans:

» participation in an organised criminal group anckedgeering;

 terrorism, including terrorist financing;

« trafficking in human beings and migrant smuggling;

e sexual exploitation, including sexual exploitatiafnchildren;

« llicit trafficking in narcotic drugs and psychopic substances;

 llicit arms trafficking;

« llicit trafficking in stolen and other goods;

e corruption and bribery;

« fraud;

e counterfeiting currency;

» counterfeiting and piracy of products;

* environmental crime;

« murder, grievous bodily injury;

» kidnapping, illegal restraint and hostage-taking;

« robbery or theft;

* smuggling; (including in relation to customs andieg duties and taxes);

e tax crimes (related to direct taxes and indirecé$,;

* extortion;

« forgery;

e piracy; and

< insider trading and market manipulation.
When deciding on the range of offences to be cavasepredicate offences under each of the categlisied above,
each country may decide, in accordance with itsektim law, how it will define those offences and trature of any
particular elements of those offences that makentherious offences.

Recommendation 3

Countries should criminalise money laundering am Iasis of the Vienna Convention and the Palermaov@dion.
Countries should apply the crime of money laundgtinall serious offences, with a view to includithg widest range
of predicate offences.

Interpretative Note to Recommendation 3

1. Countries should criminalise money launderingt@nbasis of the United Nations Convention agditisit Traffic
in Narcotic Drugs and Psychotropic Substances, 888 Vienna Convention) and the United Nations @ation
against Transnational Organized Crime, 2000 (therfP® Convention).

2. Countries should apply the crime of money lavimdeto all serious offences, with a view to indhugl the widest
range of predicate offences. Predicate offences lmeagescribed by reference to all offences; or thrashold linked
either to a category of serious offences; or topiealty of imprisonment applicable to the prediaaffence (threshold
approach); or to a list of predicate offences; oombination of these approaches.

3. Where countries apply a threshold approach,igaealoffences should, at a minimum, comprise ffdinzes that fall
within the category of serious offences under timaitional law, or should include offences that puaishable by a
maximum penalty of more than one year’s imprisonimen for those countries that have a minimum shodd for
offences in their legal system, predicate offeratesuld comprise all offences that are punished ramum penalty
of more than six months imprisonment.

4. Whichever approach is adopted, each countryldhatia minimum, include a range of offences witbach of the
designated categories of offences. The offencearfay laundering should extend to any type of prigpeegardless of
its value, that directly or indirectly represeni® tproceeds of crime. When proving that propertthés proceeds of
crime, it should not be necessary that a persarobeicted of a predicate offence.

5. Predicate offences for money laundering shoxidrel to conduct that occurred in another countthich constitutes
an offence in that country, and which would havestituted a predicate offence had it occurred ddcadly.
Countries may provide that the only prerequisitéhat the conduct would have constituted a predioffience, had it
occurred domestically.

6. Countries may provide that the offence of molaeydering does not apply to persons who commitiedoredicate
offence, where this is required by fundamentalgpies of their domestic law.

55



7. Countries should ensure that:

(a) The intent and knowledge required to provedtffience of money laundering may be inferred frorjeotive factual
circumstances.

(b) Effective, proportionate and dissuasive crirhisanctions should apply to natural persons coediaif money
laundering.

(c) Criminal liability and sanctions, and, wheretttis not possible (due to fundamental principleslamestic law),
civil or administrative liability and sanctions,@ld apply to legal persons. This should not préelparallel criminal,
civil or administrative proceedings with respectdgal persons in countries in which more than fone of liability is
available. Such measures should be without pregutdiche criminal liability of natural persons. Aknctions should be
effective, proportionate and dissuasive.

(d) There should be appropriate ancillary offenteeghe offence of money laundering, including papgtion in,
association with or conspiracy to commit, attengitling and abetting, facilitating, and counsellthg commission,
unless this is not permitted by fundamental prilespf domestic law.

9.1.2 1988 UN Convention against illicit traffic in narcdic drugs and psychotropic
substances

Article 3

1. Each Party shall adopt such measures as magdassary to establish as criminal offences undetdmestic law,
when committed intentionally:

(a) (i) The production, manufacture, extractiorgegaration, offering, offering for sale, distributiosale, delivery on
any terms whatsoever, brokerage, dispatch, dispatichnsit, transport, importation or exportatfrany narcotic drug
or any psychotropic substance contrary to the prons of the 1961 Convention, the 1961 Convent®araended or
the 1971 Convention;

(ii) The cultivation of opium poppy, coca bush @noabis plant for the purpose of the productiomanficotic drugs
contrary to the provisions of the 1961 Conventind the 1961 Convention as amended;

(iii) The possession or purchase of any narcotigdir psychotropic substance for the purpose ofdrifie activities
enumerated in (i) above;

(iv) The manufacture, transport or distributionegfuipment, materials or of substances listed ineralnd Table I,
knowing that they are to be used in or for theciillicultivation, production or manufacture of naicodrugs or
psychotropic substances;

(v) The organization, management or financing of eithe offences enumerated in (i), (i), (iii) Gv) above;

(b) (i) The conversion or transfer of property, Wing that such property is derived from any offerreoffences
established in accordance with subparagraph (#isfparagraph, or from an act of participationsirch offence or
offences, for the purpose of concealing or disggighe illicit origin of the property or of assisg any person who is
involved in the commission of such an offence defes to evade the legal consequences of himactio

(i) The concealment or disguise of the true natswrce, location, disposition, movement, righthhwespect to, or
ownership of property, knowing that such propegyderived from an offence or offences establisimedcicordance
with subparagraph (a) of this paragraph or fronaetrof participation in such an offence or offences

(c) Subject to its constitutional principles and thasic concepts of its legal system:

(i) The acquisition, possession or use of propdatpwing, at the time of receipt, that such properas derived from
an offence or offences established in accordantie subparagraph (a) of this paragraph or from armfagarticipation
in such offence or offences;

(ii) The possession of equipment or materials tistances listed in Table | and Table II, knowinatttmey are being or
are to be used in or for the illicit cultivatiomggluction or manufacture of narcotic drugs or psyapic substances;
(iii) Publicly inciting or inducing others, by ampeans, to commit any of the offences establisheataordance with
this article or to use narcotic drugs or psychdtrepbstances illicitly;

(iv) Participation in, association or conspiracydommit, attempts to commit and aiding, abettiragilitating and
counselling the commission of any of the offenc&salaished in accordance with this article.

2. Subiject to its constitutional principles and biasic concepts of its legal system, each Party ati@pt such measures
as may be necessary to establish as a criminahadfeinder its domestic law, when committed intevaily, the
possession, purchase or cultivation of narcotigslror psychotropic substances for personal consampbntrary to
the provisions of the 1961 Convention, the 1961v@otion as amended or the 1971 Convention.

3. Knowledge, intent or purpose required as an eferof an offence set forth in paragraph 1 of Hriicle may be
inferred from objective factual circumstances.

4. (a) Each Party shall make the commission ofoffiences established in accordance with paragraphthis article
liable to sanctions which take into account thevgraature of these offences, such as imprisonmeather forms of
deprivation of liberty, pecuniary sanctions andftsmation.

(b) The Parties may provide, in addition to corivictor punishment, for an offence established icoetance with
paragraph 1 of this article, that the offender Ishaldergo measures such as treatment, educatitercate,
rehabilitation or social reintegration.
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(c) Notwithstanding the preceding subparagraphspioropriate cases of a minor nature, the Parteg prnovide, as
alternatives to conviction or punishment, measstesh as education, rehabilitation or social reirgggn, as well as,
when the offender is a drug abuser, treatment #actare.

(d) The Parties may provide, either as an alteraattd conviction or punishment, or in addition tongiction or
punishment of an offence established in accordamitie paragraph 2 of this article, measures for tlteatment,
education, aftercare, rehabilitation or social tegmation of the offender.

5. The Parties shall ensure that their courts @hdraompetent authorities having jurisdiction ¢ake into account
factual circumstances which make the commissiothefoffences established in accordance with papagtaof this
article particularly serious, such as:

(a) The involvement in the offence of an organizgdhinal group to which the offender belongs;

(b) The involvement of the offender in other inttional organized criminal activities;

(c) The involvement of the offender in other illégativities facilitated by commission of the offan

(d) The use of violence or arms by the offender;

(e) The fact that the offender holds a public &ffand that the offence is connected with the officguestion;

(f) The victimization or use of minors;

(g) The fact that the offence is committed in agdenstitution or in an educational institution swcial service facility
or in their immediate vicinity or in other placeswhich school children and students resort forcatlanal, sports and
social activities;

(h) Prior conviction, particularly for similar offiees, whether foreign or domestic, to the extentnfited under the
domestic law of a Party.

6. The Parties shall endeavour to ensure that &tyetionary legal powers under their domestic tatating to the
prosecution of persons for offences establishedadnordance with this article are exercised to méadnthe
effectiveness of law enforcement measures in resgethose offences and with due regard to the rieedeter the
commission of such offences.

7. The Parties shall ensure that their courts lmerotompetent authorities bear in mind the senatsre of the offences
enumerated in paragraph 1 of this article and theumstances enumerated in paragraph 5 of thislartvhen
considering the eventuality of early release ooleaof persons convicted of such offences.

8. Each Party shall, where appropriate, establigteuits domestic law a long statute of limitatigresiod in which to
commence proceedings for any offence establisheddéordance with paragraph 1 of this article, ahohger period
where the alleged offender has evaded the adnatigetrof justice.

9. Each Party shall take appropriate measuresjstenswith its legal system, to ensure that agrercharged with or
convicted of an offence established in accordanitie paragraph 1 of this article, who is found withiis territory, is
present at the necessary criminal proceedings.

10. For the purpose of co-operation among the é&atnder this Convention, including, in particuleo;operation
under articles 5, 6, 7 and 9, offences establighe@dcordance with this article shall not be coesd as fiscal offences
or as political offences or regarded as politicafigtivated, without prejudice to the constitutiofiaditations and the
fundamental domestic law of the Parties.

11. Nothing contained in this article shall afféwt principle that the description of the offentesvhich it refers and
of legal defences thereto is reserved to the domkst of a Party and that such offences shall fEsgruted and
punished in conformity with that law.

9.1.3 2000 UN Convention against Transnational Organize&€rime

Article 5 - Criminalization of participation in an organized criminal group

1. Each State Party shall adopt such legislativé ather measures as may be necessary to establishnainal
offences, when committed intentionally:

(a) Either or both of the following as criminal offegs distinct from those involving the attempt omgdetion of the
criminal activity:

(i) Agreeing with one or more other persons to conanserious crime for a purpose relating direotlyndirectly to the
obtaining of a financial or other material beneiitd, where required by domestic law, involving ahundertaken by
one of the participants in furtherance of the agra or involving an organized criminal group;

(i) Conduct by a person who, with knowledge dher the aim and general criminal activity of agamized criminal
group or its intention to commit the crimes in quas takes an active part in:

a. Criminal activities of the organized criminabgp;

b. Other activities of the organized criminal graaghe knowledge that his or her participationlwintribute to the
achievement of the above described criminal aim;

(b) Organizing, directing, aiding, abetting, facititey or counselling the commission of serious crimeolving an
organized criminal group.

2. The knowledge, intent, aim, purpose or agreemefetred to in paragraph 1 of this article mayifferred from
objective factual circumstances.

3. States Parties whose domestic law requiresyeweént of an organized criminal group for purposethe offences
established in accordance with paragraph)1(if of this article shall ensure that their dotie$aw covers all serious
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crimes involving organized criminal groups. Sucht&s Parties, as well as States Parties whose torase requires
an act in furtherance of the agreement for purpotéise offences established in accordance witagraph 1 &) (i) of
this article, shall so inform the Secretary-Genefathe United Nations at the time of their sigmator of deposit of
their instrument of ratification, acceptance orr@ppl of or accession to this Convention.

Article 6 - Criminalization of the laundering of proceeds of crime

1. Each State Party shall adopt, in accordance fuitdamental principles of its domestic law, suebislative and
other measures as may be necessary to establisimasal offences, when committed intentionally:

(a) (i) The conversion or transfer of property, kinagvthat such property is the proceeds of crimetie purpose of
concealing or disguising the illicit origin of tleoperty or of helping any person who is involvadtie commission of
the predicate offence to evade the legal consegsenfchis or her action;

(i) The concealment or disguise of the true natsmurce, location, disposition, movement or ownigref or rights
with respect to property, knowing that such propéthe proceeds of crime;

(b) Subject to the basic concepts of its legal syste

(i) The acquisition, possession or use of propdatpwing, at the time of receipt, that such propéstthe proceeds of
crime;

(i) Participation in, association with or consgiyato commit, attempts to commit and aiding, abeitifacilitating and
counselling the commission of any of the offencesalaished in accordance with this article.

2. For purposes of implementing or applying parglyra of this article:

(a) Each State Party shall seek to apply paragragtitis article to the widest range of predicdtemces;

(b) Each State Party shall include as predicatenoffe all serious crime as defined in article 2h& Convention and
the offences established in accordance with astible8 and 23 of this Convention. In the case afeStParties whose
legislation sets out a list of specific predicatiences, they shall, at a minimum, include in stisha comprehensive
range of offences associated with organized crihgraups;

(c) For the purposes of subparagrdb)y predicate offences shall include offences cameshiboth within and outside
the jurisdiction of the State Party in questionwewger, offences committed outside the jurisdictadra State Party
shall constitute predicate offences only when #levant conduct is a criminal offence under the estin law of the
State where it is committed and would be a crimofédnce under the domestic law of the State Harpfementing or
applying this article had it been committed there;

(d) Each State Party shall furnish copies of itsslaélmat give effect to this article and of any sujusmst changes to such
laws or a description thereof to the Secretary-Gered the United Nations;

(e) If required by fundamental principles of the dtic law of a State Party, it may be provided thatoffences set
forth in paragraph 1 of this article do not appthie persons who committed the predicate offence;

(f) Knowledge, intent or purpose required as an elgnof an offence set forth in paragraph 1 of #riicle may be
inferred from objective factual circumstances.

Article 8 - Criminalization of corruption

1. Each State Party shall adopt such legislativé ather measures as may be necessary to establishnainal
offences, when committed intentionally:

(a) The promise, offering or giving to a public offi directly or indirectly, of an undue advantader, the official
himself or herself or another person or entitypiider that the official act or refrain from actimgthe exercise of his or
her official duties;

(b) The solicitation or acceptance by a public officidirectly or indirectly, of an undue advantaém, the official
himself or herself or another person or entitypiider that the official act or refrain from actimgthe exercise of his or
her official duties.

2. Each State Party shall consider adopting sugisl&ive and other measures as may be necessastablish as
criminal offences conduct referred to in paragrapbf this article involving a foreign public offal or international
civil servant. Likewise, each State Party shallsider establishing as criminal offences other foofsorruption.

3. Each State Party shall also adopt such meaasregy be necessary to establish as a criminatagfparticipation
as an accomplice in an offence established in daecae with this article.

4. For the purposes of paragraph 1 of this artcle article 9 of this Convention, “public officiafhall mean a public
official or a person who provides a public sernvésedefined in the domestic law and as applied énctiminal law of
the State Party in which the person in questiofopes that function.

9.1.4 2003 UN Convention against Corruption

Article 23 - Laundering of proceeds of crime

1. Each State Party shall adopt, in accordance fuitdamental principles of its domestic law, suebislative and
other measures as may be necessary to establisimasal offences, when committed intentionally:

(a) (i) The conversion or transfer of property, Wiy that such property is the proceeds of crime tlie purpose of
concealing or disguising the illicit origin of thpeoperty or of helping any person who is involvadhie commission of
the predicate offence to evade the legal consegsenfchis or her action;
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(i) The concealment or disguise of the true natsmurce, location, disposition, movement or ownigref or rights
with respect to property, knowing that such propéthe proceeds of crime;

(b) Subject to the basic concepts of its legalesyst

(i) The acquisition, possession or use of propdatpwing, at the time of receipt, that such propétthe proceeds of
crime;

(i) Participation in, association with or consmiyato commit, attempts to commit and aiding, abettifacilitating and
counselling the commission of any of the offencealaished in accordance with this article.

2. For purposes of implementing or applying parplara of this article:

(a) Each State Party shall seek to apply paragtagtihis article to the widest range of prediaaffences;

(b) Each State Party shall include as predicatencf#s at a minimum a comprehensive range of crinuffiences
established in accordance with this Convention;

(c) For the purposes of subparagraph (b) aboveligate offences shall include offences committeth lwaithin and
outside the jurisdiction of the State Party in dioes However, offences committed outside the fligon of a State
Party shall constitute predicate offences only wtenrelevant conduct is a criminal offence untierdomestic law of
the State where it is committed and would be aiodhoffence under the domestic law of the StatéyHmplementing
or applying this article had it been committed &er

(d) Each State Party shall furnish copies of itgsléhat give effect to this article and of any fdent changes to such
laws or a description thereof to the Secretary-Gerad the United Nations;

(e) If required by fundamental principles of therdstic law of a State Party, it may be provided tha offences set
forth in paragraph 1 of this article do not apmthe persons who committed the predicate offence.

Article 24 - Concealment

Without prejudice to the provisions of article 2Btbis Convention, each State Party shall consatpting such
legislative and other measures as may be necessastablish as a criminal offence, when committedntionally
after the commission of any of the offences esshblil in accordance with this Convention withoutihgarticipated
in such offences, the concealment or continuedntiete of property when the person involved knowattkuch
property is the result of any of the offences dighéd in accordance with this Convention.

Article 27 - Participation and attempt

1. Each State Party shall adopt such legislativé @her measures as may be necessary to establiahceminal
offence, in accordance with its domestic law, pgstition in any capacity such as an accomplicéstass or instigator
in an offence established in accordance with thisw@ntion.

2. Each State Party may adopt such legislative athdr measures as may be necessary to establishcasinal
offence, in accordance with its domestic law, attgrapt to commit an offence established in accardanith this
Convention.

3. Each State Party may adopt such legislative athdr measures as may be necessary to establishcasinal
offence, in accordance with its domestic law, theppration for an offence established in accordamitke this
Convention.

Article 28- Knowledge, intent and purpose as elemes of an offence
Knowledge, intent or purpose required as an elemkah offence established in accordance with@uavention may
be inferred from objective factual circumstances.

9.1.5 2005 Council of Europe Convention on laundering, s&ch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 9 — Laundering offences

1 Each Party shall adopt such legislative an@rotheasures as may be necessary to establishesesfunder its
domestic law, when committed intentionally:

a the conversion or transfer of property, knowthgt such property is proceeds, for the purposeootealing or
disguising the illicit origin of the property or afsisting any person who is involved in the corsiuis of the predicate
offence to evade the legal consequences of hisregti

b the concealment or disguise of the true natswarce, location, disposition, movement, rightthwespect to, or
ownership of, property, knowing that such propéstgroceeds;

and, subiject to its constitutional principles anel basic concepts of its legal system;

¢ the acquisition, possession or use of prop&rigwing, at the time of receipt, that such properas proceeds;

d participation in, association or conspiracycmmmit, attempts to commit and aiding, abettingiilitating and
counselling the commission of any of the offencealaished in accordance with this article.

2 For the purposes of implementing or applyingageaph 1 of this article:

a it shall not matter whether the predicate aféewas subject to the criminal jurisdiction of tarty;
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b it may be provided that the offences set fantihat paragraph do not apply to the persons wdrangitted the
predicate offence;

¢ knowledge, intent or purpose required as ameht of an offence set forth in that paragraph tmaynferred from
objective, factual circumstances.

3 Each Party may adopt such legislative and atresisures as may be necessary to establish aseaneofinder its
domestic law all or some of the acts referred tpamagraph 1 of this article, in either or bothtled following cases
where the offender

a suspected that the property was proceeds, btuphve assumed that the property was proceeds.

4 Provided that paragraph 1 of this article asplio the categories of predicate offences in phgerdix to the
Convention, each State or the European Community atathe time of signature or when depositingritsgrument of
ratification, acceptance, approval or accessiona lieclaration addressed to the Secretary Genkthe dCouncil of
Europe, declare that paragraph 1 of this articfg@ies:

a only in so far as the predicate offence is gheible by deprivation of liberty or a detentionesrébr a maximum of
more than one year, or for those Parties that bawenimum threshold for offences in their legaltsys, in so far as the
offence is punishable by deprivation of libertyaodetention order for a minimum of more than sixaths; and/or

b only to a list of specified predicate offencasg/or

c to a category of serious offences in the nalitaw of the Party.

5 Each Party shall ensure that a prior or simelas conviction for the predicate offence is ngrerequisite for a
conviction for money laundering.

6 Each Party shall ensure that a conviction foney laundering under this Article is possible vehitris proved that
the property, the object of paragraph 1l.a or bhgd article, originated from a predicate offencethaut it being
necessary to establish precisely which offence.

7 Each Party shall ensure that predicate offefimesnoney laundering extend to conduct that oamlin another
State, which constitutes an offence in that Statel, which would have constituted a predicate ofemad it occurred
domestically. Each Party may provide that the gmisrequisite is that the conduct would have cantstit a predicate
offence had it occurred domestically.

Article 11 — Previous decisions

Each Party shall adopt such legislative and othesisures as may be necessary to provide for thépibgof taking
into account, when determining the penalty, finetidions against a natural or legal person takeanother Party in
relation to offences established in accordance thighConvention.

9.1.6 Council of the EU Framework Decision on money launering, the identification,
tracing, freezing, seizing and confiscation of instimentalities and the proceeds of
crime

Article 2 — Penalties

Each Member State shall take the necessary stepsstent with its system of penalties to ensure the offences
referred to in Article 6(1) (a) and (b) of the 19@0@nvention, as they result from the Article 1()tkis framework
Decision, are punishable by deprivation of libddya maximum of not less than 4 years.
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10 PROVISIONAL MEASURES AND CONFISCATION

10.1.1 EATF Recommendations

Definitions

Confiscation The term confiscation, which includes forfeitureas applicable, means the permanent deprivation of
funds or other assets by order of a competent atithar a court. Confiscation or forfeiture takekge through a
judicial or administrative procedure that transférs ownership of specified funds or other assetset transferred to
the State. In this case, the person(s) or ent#tyleat held an interest in the specified fundstber assets at the time of
the confiscation or forfeiture loses all rights, pminciple, to the confiscated or forfeited funds aher assets.
Confiscation or forfeiture orders are usually lidkke a criminal conviction or a court decision wétgy the confiscated
or forfeited property is determined to have beenived from or intended for use in a violation oétlaw.

Ex Parte means proceeding without prior notification andtiggration of the affected party.

Freezeln the context of confiscation and provisional mees (e.g., Recommendations 4, 32 and 38), the fregue
means to prohibit the transfer, conversion, didposi or movement of any property, equipment or pthe
instrumentalities on the basis of, and for the tlanaof the validity of, an action initiated by aropetent authority or a
court under a freezing mechanism, or until a foufel or confiscation determination is made by a petnt authority.
For the purposes of Recommendations 6 and 7 omtplementation of targeted financial sanctions, téren freeze
means to prohibit the transfer, conversion, didgposior movement of any funds or other assets déhatowned or
controlled by designated persons or entities orbss of, and for the duration of the validity afi action initiated by
the United Nations Security Council or in accordandgth applicable Security Council resolutions by@npetent
authority or a court. In all cases, the frozen proy equipment, instrumentalities, funds or othssets remain the
property of the natural or legal person(s) thatlal interest in them at the time of the freezind may continue to be
administered by third parties, or through otheamagements established by such natural or legabpés)sprior to the
initiation of an action under a freezing mechanigm,n accordance with other national provisions. gart of the
implementation of a freeze, countries may decideke control of the property, equipment, instrutaéties, or funds
or other assets as a means to protect against fligh

Non-conviction based confiscatiormeans confiscation through judicial proceduresteeldo a criminal offence for
which a criminal conviction is not required.

Proceedsrefers to any property derived from or obtainedectiy or indirectly, through the commission of @fence.
Seizemeans to prohibit the transfer, conversion, digosior movement of property on the basis of afmadhitiated
by a competent authority or a court under a fregmiechanism. However, unlike a freezing actiorgiawse is effected
by a mechanism that allows the competent authorityourt to take control of specified property. Tezed property
remains the property of the natural or legal pefspothat holds an interest in the specified prgpattthe time of the
seizure, although the competent authority or cwilttoften take over possession, administratioomamagement of the
seized property.

Recommendation 4

Countries should adopt measures similar to thosésé in the Vienna Convention, the Palermo Cortian, and the
Terrorist Financing Convention, including legislatimeasures, to enable their competent authotagié®eze or seize
and confiscate the following, without prejudicinigetrights ofbona fidethird parties: (a) property laundered, (b)
proceeds from, or instrumentalities used in orridesd for use in money laundering or predicate afsn(c)

property that is the proceeds of, or used in, wmided or allocated for use in, the financing afciésm, terrorist acts or
terrorist organisations, or (d) property of corms@ing value. Such measures should include theostyhto: (a)
identify, trace and evaluate property that is stidfje confiscation; (b) carry out provisional me@sy such as freezing
and seizing, to prevent any dealing, transfer spatal of such property; (c) take steps that wélpnt or void actions
that prejudice the country’s ability to freeze eize or recover property that is subject to coafign; and (d) take any
appropriate investigative measures.

Countries should consider adopting measures thaw auch proceeds or instrumentalities to be coafisd without
requiring a criminal conviction (non-conviction leaisconfiscation), or which require an offender @ndnstrate the
lawful origin of the property alleged to be lialieconfiscation, to the extent that such a requineinis consistent with
the principles of their domestic law.

Interpretative Note to Recommendation 4

Countries should establish mechanisms that wilbEngheir competent authorities to effectively mgmand, when
necessary, dispose of, property that is frozereizesl, or has been confiscated. These mechanisnfdde applicable
both in the context of domestic proceedings, angdyant to requests by foreign countries.
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10.1.21988 UN Convention against illicit traffic in narcdic drugs and psychotropic
substances

Article 5

1. Each Party shall adopt such measures as magdessary to enable confiscation of:

(a) Proceeds derived from offences establisheddnrdance with article 3, paragraph 1, or proptmyvalue of which
corresponds to that of such proceeds;

2. Each Party shall also adopt such measures avenagcessary to enable its competent authordiédentify, trace,
and freeze or seize proceeds, property, instruritg@geor any other things referred to in paragrapdf this article, for
the purpose of eventual confiscation.

3. In order to carry out the measures referrech tihis article, each Party shall empower its coartsther competent
authorities to order that bank, financial or comere@rrecords be made available or be seized. AyRudll not decline
to act under the provisions of this paragraph engitound of bank secrecy.

6. (a) If proceeds have been transformed or coedento other property, such property shall beléigb the measures
referred to in this article instead of the proceeds

(b) If proceeds have been intermingled with propadquired from legitimate sources, such propehallswithout
prejudice to any powers relating to seizure or fieg, be liable to confiscation up to the assesssde of the
intermingled proceeds.

(c) Income or other benefits derived from:

(i) Proceeds;

(i) Property into which proceeds have been tramséal or converted; or

(iii) Property with which proceeds have been intexgied shall also be liable to the measures redetwen this article,
in the same manner and to the same extent as piocee

7. Each Party may consider ensuring that the ohpsoof be reversed regarding the lawful originatieged proceeds
or other property liable to confiscation, to théest that such action is consistent with the pples of its domestic law
and with the nature of the judicial and other peatiags.

8. The provisions of this article shall not be damsd as prejudicing the rights lobna fidethird parties.

9. Nothing contained in this article shall affelee tprinciple that the measures to which it reférallde defined and
implemented in accordance with and subject to thgigpions of the domestic law of a Party.

10.1.32000 UN Convention against Transnational Organize€rime

Article 12 - Confiscation and seizure

1. States Parties shall adopt, to the greateshiegtessible within their domestic legal systemghsmeasures as may
be necessary to enable confiscation of:

(a) Proceeds of crime derived from offences covérethis Convention or property the value of whidiresponds to
that of such proceeds;

(b) Property, equipment or other instrumentalitissclin or destined for use in offences coveredisyG@onvention.

2. States Parties shall adopt such measures abenagcessary to enable the identification, tradiregzing or seizure
of any item referred to in paragraph 1 of thiscdetior the purpose of eventual confiscation.

3. If proceeds of crime have been transformed orexed, in part or in full, into other propertych property shall be
liable to the measures referred to in this articttead of the proceeds.

4. If proceeds of crime have been intermingled wvpitbperty acquired from legitimate sources, sudbperty shall,
without prejudice to any powers relating to fregzar seizure, be liable to confiscation up to theessed value of the
intermingled proceeds.

5. Income or other benefits derived from proceefdsrione, from property into which proceeds of crithave been
transformed or converted or from property with whiroceeds of crime have been intermingled shadl be liable to
the measures referred to in this article, in thmesananner and to the same extent as proceeds . cri

6. For the purposes of this article and articleolLghis Convention, each State Party shall empatsezourts or other
competent authorities to order that bank, financialtommercial records be made available or beede&tates Parties
shall not decline to act under the provisions & garagraph on the ground of bank secrecy.

7. States Parties may consider the possibilityegiuiring that an offender demonstrate the lawfugiorof alleged
proceeds of crime or other property liable to cerdiion, to the extent that such a requiremenbiisistent with the
principles of their domestic law and with the natof the judicial and other proceedings.

8. The provisions of this article shall not be damsd to prejudice the rights of bona fide thirdtjgs.

9. Nothing contained in this article shall affelee tprinciple that the measures to which it reférsllde defined and
implemented in accordance with and subject to thgipions of the domestic law of a State Party.
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10.1.4 2003 UN Convention against Corruption

Article 31- Freezing, seizure and confiscation

1. Each State Party shall take, to the greatesnexpssible within its domestic legal system, sugfasures as may be
necessary to enable confiscation of:

(a) Proceeds of crime derived from offences esthbli in accordance with this Convention or prop#rgyvalue of
which corresponds to that of such proceeds;

(b) Property, equipment or other instrumentalitised in or destined for use in offences establighedcordance with
this Convention.

2. Each State Party shall take such measures asbmangcessary to enable the identification, traciregzing or
seizure of any item referred to in paragraph hif article for the purpose of eventual confisaatio

3. Each State Party shall adopt, in accordance igtdomestic law, such legislative and other mezmsas may be
necessary to regulate the administration by thepedemt authorities of frozen, seized or confiscagteaperty covered
in paragraphs 1 and 2 of this article.

4. If such proceeds of crime have been transforarezbnverted, in part or in full, into other propyersuch property
shall be liable to the measures referred to indHisle instead of the proceeds.

5. If such proceeds of crime have been interminglti property acquired from legitimate sourcesgrsyroperty
shall, without prejudice to any powers relatingreezing or seizure, be liable to confiscation aphte assessed value
of the intermingled proceeds.

6. Income or other benefits derived from such pedseof crime, from property into which such proceseticrime have
been transformed or converted or from property wittich such proceeds of crime have been interméhghall also
be liable to the measures referred to in this lartio the same manner and to the same extenbasqus of crime.

7. For the purpose of this article and article 5%his Convention, each State Party shall empowgecaourts or other
competent authorities to order that bank, finanoratommercial records be made available or seige8tate Party
shall not decline to act under the provisions o garagraph on the ground of bank secrecy.

8. States Parties may consider the possibilityeqfiiring that an offender demonstrate the lawfidiorof such alleged
proceeds of crime or other property liable to cerdiion, to the extent that such a requiremenbiisistent with the
fundamental principles of their domestic law anthwihe nature of judicial and other proceedings.

9. The provisions of this article shall not be sostrued as to prejudice the rights of bona fidkel tharties.

10. Nothing contained in this article shall afffoe principle that the measures to which it refdrall be defined and
implemented in accordance with and subject to theipions of the domestic law of a State Party.

10.1.5 2005 Council of Europe Convention on laundering, s&ch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 3 — Confiscation measures

1 Each Party shall adopt such legislative ancerottmeasures as may be necessary to enable it fiiscaie
instrumentalities and proceeds or property theevafuvhich corresponds to such proceeds and laadgepperty.

2 Provided that paragraph 1 of this article asplio money laundering and to the categories anoffs in the
appendix to the Convention, each Party may, atithe of signature or when depositing its instrumehtatification,
acceptance, approval or accession, by a declaratidressed to the Secretary General of the CoohEilirope, declare
that paragraph 1 of this article applies

a onlyin so far as the offence is punishabl@dprivation of liberty or a detention order for aximum of more than
one year. However, each Party may make a declaratiahis provision in respect of the confiscatairthe proceeds
from tax offences for the sole purpose of beingeatd confiscate such proceeds, both nationally #imdugh
international cooperation, under national and ma&onal tax-debt recovery legislation; and/or

b onlyto a list of specified offences.

3 Parties may provide for mandatory confiscationespect of offences which are subject to thdisoation regime.
Parties may in particular include in this provisittre offences of money laundering, drug traffickitfficking in
human beings and any other serious offence.

4 Each Party shall adopt such legislative or rotheasures as may be necessary to require thaspect of a serious
offence or offences as defined by national law,offiender demonstrates the origin of alleged proseed other
property liable to confiscation to the extent thath a requirement is consistent with the prinsijpleits domestic law.

Article 4 — Investigative and provisional measures

Each Party shall adopt such legislative and othesisures as may be necessary to enable it to igletnéi€e, freeze or
seize rapidly property which is liable to confisoat pursuant to Article 3, in order in particular tacilitate the
enforcement of a later confiscation.
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Article 5 — Freezing, seizure and confiscation

Each Party shall adopt such legislative and othessures as may be necessary to ensure that theresess freeze,
seize and confiscate also encompass:

a the property into which the proceeds have begrsformed or converted,;

b property acquired from legitimate sources, ribgeeds have been intermingled, in whole or in,paith such
property, up to the assessed value of the intedetngroceeds;

c income or other benefits derived from proceéasn property into which proceeds of crime haverb&ansformed
or converted or from property with which proceedsmme have been intermingled, up to the assesaée of the
intermingled proceeds, in the same manner ancetgdime extent as proceeds.

Article 6 — Management of frozen or seized property
Each Party shall adopt such legislative or otheasuees as may be necessary to ensure proper maarageinfrozen
or seized property in accordance with Articles d &rof this Convention.

Article 7 — Investigative powers and techniques

1 Each Party shall adopt such legislative anerotheasures as may be necessary to empower its ayuother

competent authorities to order that bank, finanoratommercial records be made available or beedeiz order to

carry out the actions referred to in Articles 3ntl 5. A Party shall not decline to act under ttavigions of this article

on grounds of bank secrecy.

2 Without prejudice to paragraph 1, each Paré}l sluopt such legislative and other measures gsbmaecessary to
enable it to:

a determine whether a natural or legal persam h®lder or beneficial owner of one or more accsuaf whatever

nature, in any bank located in its territory arigoi obtain all of the details of the identifieccaants;

b obtain the particulars of specified bank act¢swand of banking operations which have been chwi¢ during a

specified period through one or more specified antg) including the particulars of any sendingemipient account;

¢ monitor, during a specified period, the bankiqgrations that are being carried out throughanore identified

accounts; and,

d ensure that banks do not disclose to the bastomer concerned or to other third persons tHatrimation has been
sought or obtained in accordance with sub-paragrapb, or c, or that an investigation is beingiedrout.

Parties shall consider extending this provisioadoounts held in non-bank financial institutions.

Article 14 — Postponement of domestic suspiciousansactions

Each Party shall adopt such legislative and othesisures as may be necessary to permit urgent dotiom taken by
the FIU or, as appropriate, by any other compegeittorities or body, when there is a suspicion ¢hansaction is
related to money laundering, to suspend or withtmdsent to a transaction going ahead in ordemadyse the
transaction and confirm the suspicion. Each party mestrict such a measure to cases where a suspitansaction
report has been submitted. The maximum duratieangfsuspension or withholding of consent to a &atisn shall be
subject to any relevant provisions in national law.

10.1.6 Directive 2005/60/EC of the European Parliament andf the Council of 26 October
2005 on the prevention of the use of the financiaystem for the purpose of money
laundering and terrorist (as amended)

Article 24

1. Member States shall require the institutions padsons covered by this Directive to refrain froarrying out

transactions which they know or suspect to be edlab money laundering or terrorist financing urlkiey have

completed the necessary action in accordance wiillé 22(1) (a). In conformity with the legislatiof the Member
States, instructions may be given not to carrytb@transaction.

2. Where such a transaction is suspected of giigegto money laundering or terrorist financing avitere to refrain in
such manner is impossible or is likely to frustrefirts to pursue the beneficiaries of a suspestedey laundering or
terrorist financing operation, the institutions gretsons concerned shall inform the FIU immediaadigrwards.

10.1.7 Council of the EU Framework Decision on money laungring, the identification,
tracing, freezing, seizing and confiscation of instimentalities and the proceeds of
crime

Article 3 - Value confiscation
Each Member State shall take the necessary stepsstoe that its legislation and procedures orcdimdiscation of the
proceeds of crime also allow, at least in casegavtieese proceeds cannot be seized, for the catifiacof property
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the value of which corresponds to such proceeds, ingpurely domestic proceedings and in proceedingtituted at
the request of another Member State, including estgufor the enforcement of foreign confiscatiodeos. However,
Member States may exclude the confiscation of ptgpgée value of which corresponds to the procesfdsrime in

cases in which that value would be less than EUBD40
The words "property”, "proceeds” and "confiscatigiiall have the same meaning as in Article 1 of 1880

Convention.
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11 BEARER SHARES, TRUSTS AND CORPORATE CRIMINAL LIABIL ITY

11.1.1 EATF Recommendations

Definitions

Bearer sharesrefers to negotiable instruments that accord owvnmieris a legal person to the person who possebses t
bearer share certificate.

Express trustrefers to a trust clearly created by the settlesyally in the form of a document e.g. a writtendieé
trust. They are to be contrasted with trusts witichne into being through the operation of the law aich do not
result from the clear intent or decision of a gettb create a trust or similar legal arrangeméatg. constructive trust).
Trustee The terms trust and trustee should be understoatbsibed in and consistent with Article 2 of thegue
Convention on the law applicable to trusts andrttedognition®* Trustees may be professional (e.g. depending®n th
jurisdiction, a lawyer or trust company) if theyegpaid to act as a trustee in the course of thesiness, or non-
professional (e.g. a person acting without rewardhehalf of family).

Recommendation 24

Countries should take measures to prevent the mistisegal persons for money laundering or tertdiigancing.

Countries should ensure that there is adequataratecand timely information on the beneficial ovaigp and control
of legal persons that can be obtained or accessadimely fashion by competent authorities. Intipatar, countries
that have legal persons that are able to issueebesdrares or bearer share warrants, or which atiominee

shareholders or nominee directors, should takectdffe measures to ensure that they are not mistwedoney

laundering or terrorist financing. Countries shoatthsider measures to facilitate access to beaéfievnership and
control information by financial institutions andNBPBPs undertaking the requirements set out in Rev@ndations 10
and 22.

Interpretative Note to Recommendation 24

1. Competent authorities should be able to obtaimave access in a timely fashion to, adequatajrate and current
information on the beneficial ownership and contobl companies and other legal persons (beneficiatenship
informatiorf°) that are creatédin the country. Countries may choose the mechanigry rely on to achieve this
objective, although they should also comply witk thinimum requirements set out below. It is alsoy\ikely that
countries will need to utilise a combination of manisms to achieve the objective.

2. As part of the process of ensuring that theredesquate transparency regarding legal personstré@sishould have
mechanisms that:

(a) identify and describe the different types, feramd basic features of legal persons in the cpuntr

(b) identify and describe the processes for: @) c¢heation of those legal persons; and (ii) thaiobig and recording of
basic and beneficial ownership information;

(c) make the above information publicly availalded

(d) assess the money laundering and terrorist §ingrrisks associated with different types of legatsons created in
the country.

3. In order to determine who the beneficial owngfr& company are, competent authorities will regjuaiertain basic
information about the company, which, at a minimwuould include information about the legal ownepsaind control
structure of the company. This would include infation about the status and powers of the comp#hghareholders
and its directors.

4. All companies created in a country should beisteged in a company registty.Whichever combination of
mechanisms is used to obtain and record benefiwiadership information (see section B), there iseaf basic

24 Article 2 of the Hague Convention reads as follows

For the purposes of this Convention, the term ttrosfers to the legal relationships created — mt@/os or on death - by a person,
the settlor, when assets have been placed undeotiiteol of a trustee for the benefit of a benefigior for a specified purpose.

A trust has the following characteristics - a) th&sets constitute a separate fund and are not agfathe trustee's own estate; b)
title to the trust assets stands in the name otriltee or in the name of another person on bebfathe trustee; c) the trustee has
the power and the duty, in respect of which hecsoantable, to manage, employ or dispose of thetas$s accordance with the

terms of the trust and the special duties impogezhthim by law. The reservation by the settlorestain rights and powers, and

the fact that the trustee may himself have rigta &eneficiary, are not necessarily inconsistetti the existence of a trust.

% Beneficial ownership information for legal persasshe information referred to in the interpretivete to Recommendation 10,
paragraph 5(b)(i). Controlling shareholders asrreteto in, paragraph 5(b)(i) of the interpretivee1to Recommendation 10 may be
based on a threshold, e.g. any persons owning tharea certain percentage of the company (e.g. 25%)

28 References to creating a legal person, includerfraration of companies or any other mechanismishased.

27 “Company registry” refers to a register in the wioy of companies incorporated or licensed in tbatintry and normally
maintained by or for the incorporating authorityddes not refer to information held by or for twmpany itself.
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information on a company that needs to be obtaaratirecorded by the compahys a necessary prerequisite. The
minimum basic information to be obtained and reedrdy a company should be:

(a) company name, proof of incorporation, legahfand status, the address of the registered offi@gic regulating
powers (e.g. memorandum & articles of associatiatist of directors; and

(b) a register of its shareholders or members,aioiny the names of the shareholders and membersiamber of
shares held by each sharehofdland categories of shares (including the natutbefissociated voting rights).

5. The company registry should record all the bad@rmation set out in paragraph 4(a) above.

6. The company should maintain the basic infornrmaset out in paragraph 4(b) within the countryheitat its
registered office or at another location notifiedthie company registry. However, if the companga@mpany registry
holds beneficial ownership information within theuntry, then the register of shareholders needadh the country,
provided that the company can provide this infofarapromptly on request.

7. Countries should ensure that either: (a) infaimnaon the beneficial ownership of a company isaoted by that
company and available at a specified location iirtltountry; or (b) there are mechanisms in plagethat the
beneficial ownership of a company can be determinedtimely manner by a competent authority.

8. In order to meet the requirements in paragramodntries should use one or more of the followimechanisms:

(a) Requiring companies or company registries taioband hold up-to-date information on the companbeneficial
ownership;

(b) Requiring companies to take reasonable meaSu@®sbtain and hold up-to-date information on tlenpanies’
beneficial ownership;

(c) Using existing information, including: (i) infimation obtained by financial institutions and/oNEBPs, in
accordance with Recommendations 10 antl;q#) information held by other competent authiest on the legal and
beneficial ownership of companies (e.g. companystegs, tax authorities or financial or other rkegars); (iii)
information held by the company as required abav@dction A; and (iv) available information on quanies listed on
a stock exchange, where disclosure requiremente(diy stock exchange rules or through law or eefable means)
impose requirements to ensure adequate transpaoébepeficial ownership.

9. Regardless of which of the above mechanismsusee, countries should ensure that companies catepeiith
competent authorities to the fullest extent possibldetermining the beneficial owner. This shdaldude:

(a) Requiring that one or more natural personsiessiin the country is authorised by the compamand accountable
to competent authorities, for providing all basitormation and available beneficial ownership infiation, and giving
further assistance to the authorities; and/or

(b) Requiring that a DNFBP in the country is auibed by the company, and accountable to competghoagties, for
providing all basic information and available beci@l ownership information, and giving further &$ance to the
authorities; and/or

(c) Other comparable measures, specifically idextiby the country, which can effectively ensureperation.

10. All the persons, authorities and entities nwemd above, and the company itself (or its adnmatists, liquidators
or other persons involved in the dissolution of tloenpany), should maintain the information and rdsaeferred to
for at least five years after the date on whichabmpany is dissolved or otherwise ceases to eidiye years after
the date on which the company ceases to be a cestafithe professional intermediary or the finahiriatitution.

11. Countries should have mechanisms that ensate bidsic information, including information provitiéo the
company registry, is accurate and updated on aytitresis. Countries should require that any avélabformation
referred to in paragraph 7 is accurate and is &spturrent and up-to-date as possible, and themafiion should be
updated within a reasonable period following angraie.

12. Competent authorities, and in particular laioezement authorities, should have all the powessessary to be
able to obtain timely access to the basic and l@akbwnership information held by the relevanttjess.

13. Countries should require their company regittryacilitate timely access by financial instituris, DNFBPs and
other countries’ competent authorities to the pulfiformation they hold, and, at a minimum to tméormation
referred to in paragraph 4(a) above. Countries lshalso consider facilitating timely access by fin&l institutions
and DNFBPs to information referred to in paragréfi) above.

14. Countries should take measures to prevent thasm of bearer shares and bearer share warransxdmple by
applying one or more of the following mechanisna: grohibiting them; (b) converting them into regied shares or
share warrants (for example through demateriatisgiti(c) immobilising them by requiring them to held with a
regulated financial institution or professionaleimhediary; or (d) requiring shareholders with atoahing interest to
notify the company, and the company to record tiokeintity.

28 The information can be recorded by the compamgfits by a third person under the company’s resitmlity.
2 This is applicable to the nominal owner of allistered shares.

30 Measures taken should be proportionate to the te#vask or complexity induced by the ownershipusture of the company or
the nature of the controlling shareholders.

31 Countries should be able to determine in a time#yniner whether a company has an account with adialinstitution within the
country.

32 Members of the company’s board or senior managemap not require specific authorisation by the pany.
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15. Countries should take measures to prevent ihase of nominee shares and nominee directorsgXample by
applying one or more of the following mechanisnma: fequiring nominee shareholders and directordigolose the
identity of their nominator to the company and ity aelevant registry, and for this information te imcluded in the
relevant register; or (b) requiring nominee shalédrs and directors to be licensed, for their namwistatus to be
recorded in company registries, and for them tonta@ information identifying their nominator, andake this
information available to the competent authoritipen request.

16. In relation to foundations, Anstalt, and linditBability partnerships, countries should take ismmeasures and
impose similar requirements, as those requireddarpanies, taking into account their different feramd structures.
17. As regards other types of legal persons, cmsmshould take into account the different formd atructures of
those other legal persons, and the levels of méamaydering and terrorist financing risks associatéthi each type of
legal person, with a view to achieving appropriateels of transparency. At a minimum, countrieswti@nsure that
similar types of basic information should be reeaténd kept accurate and current by such legabpgrand that

such information is accessible in a timely way bynpetent authorities. Countries should review tlomey laundering
and terrorist financing risks associated with soter legal persons, and, based on the level kf dstermine the
measures that should be taken to ensure that cemprithorities have timely access to adequateraiecand current
beneficial ownership information for such legal suers.

18. There should be a clearly stated responsilidityomply with the requirements in this InterpretNote, as well as
liability and effective, proportionate and disswassanctions, as appropriate for any legal or ahperson that fails to
properly comply with the requirements.

19. Countries should rapidly, constructively anteetively provide international cooperation in téa to basic and
beneficial ownership information, on the basis eet in Recommendations 37 and 40. This should del(a)
facilitating access by foreign competent authasitie basic information held by company registrigg; exchanging
information on shareholders; and (c) using theiwgrs, in accordance with their domestic law, toaobbeneficial
ownership information on behalf of foreign countmtp. Countries should monitor the quality of dssise they
receive from other countries in response to regufst basic and beneficial ownership informationrequests for
assistance in locating beneficial owners residinmgpad.

Recommendation 25

Countries should take measures to prevent the mmgfuggal arrangements for money laundering ootist financing.
In particular, countries should ensure that ther@diequate, accurate and timely information onesgitrusts, including
information on the settlor, trustee and benefiemthat can be obtained or accessed in a timdhjofady competent
authorities. Countries should consider measurdadititate access to beneficial ownership and adritiformation by
financial institutions and DNFBPs undertaking thquirements set out in Recommendations 10 and 22.

Interpretative Note to Recommendation 25

1. Countries should require trustees of any exgress governed under their law to obtain and fmaldquate, accurate,
and current beneficial ownership information regagdhe trust. This should include information & identity of the
settlor, the trustee(s), the protector (if anyg teneficiaries or class of beneficiaries, and etimer natural person
exercising ultimate effective control over the truSountries should also require trustees of angttgoverned under
their law to hold basic information on other redathagents of, and service providers to, the timshyding investment
advisors or managers, accountants, and tax advisors

2. All countries should take measures to ensuretthatees disclose their status to financial fogtns and DNFBPs
when, as a trustee, forming a business relationshiparrying out an occasional transaction abowe ttireshold.
Trustees should not be prevented by law or enftteeaeans from providing competent authorities wattry
information relating to the trut or from providing financial institutions and DNPB, upon request, with information
on the beneficial ownership and the assets of thst to be held or managed under the terms of th@nbss
relationship.

3. Countries are encouraged to ensure that otheramt authorities, persons and entities hold imfxtion on all trusts
with which they have a relationship. Potential sesrof information on trusts, trustees, and trasets are:

(a) Registries (e.g. a central registry of trustdrost assets), or asset registries for land, gngpvehicles, shares or
other assets.

(b) Other competent authorities that hold information trusts and trustees (e.g. tax authoritieschvidollect
information on assets and income relating to tjusts

(c) Other agents and service providers to the tinstuding investment advisors or managers, lagyer trust and
company service providers.

4. Competent authorities, and in particular lawoecgément authorities, should have all the powecessary to obtain
timely access to the information held by trustees ather parties, in particular information held figancial
institutions and DNFBPs on: (a) the beneficial omh@; (b) the residence of the trustee; and (g) assets held or
managed by the financial institution or DNFBP, éhation to any trustees with which they have aess relationship,
or for which they undertake an occasional traneacti

33 Domestic competent authorities or the relevantmetent authorities of another country pursuantri@ppropriate international
cooperation request.
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5. Professional trustees should be required to taiaithe information referred to in paragraph ldoteast five years
after their involvement with the trust ceases. Goes are encouraged to require non-professionatdes and the other
authorities, persons and entities mentioned ingraph 3 above to maintain the information for astdive years.

6. Countries should require that any informatiotdpursuant to paragraph 1 above should be keptratcand be as
current and up-to-date as possible, and the infibtomashould be updated within a reasonable peradwing any
change.

7. Countries should consider measures to facilitateess to any information on trusts that is hefdthe other
authorities, persons and entities referred to iragr@ph 3, by financial institutions and DNFBPs entaking the
requirements set out in Recommendations 10 and 22.

8. In the context of this Recommendation, countaiesnot required to give legal recognition to tsu€ountries need
not include the requirements of paragraphs 1, 26aimdegislation, provided that appropriate obligas to such effect
exist for trustees (e.g. through common law or ¢asg.

9. As regards other types of legal arrangement witkimilar structure or function, countries shotddte similar
measures to those required for trusts, with a t@achieving similar levels of transparency. At emimum, countries
should ensure that information similar to that $ipet above in respect of trusts should be recomtedl kept accurate
and current, and that such information is accessibh timely way by competent authorities.

10. Countries should rapidly, constructively anf@etfively provide international cooperation in téda to information,
including beneficial ownership information, on twisand other legal arrangements on the basis setinou
Recommendations 37 and 40. This should includefg@aiitating access by foreign competent authasitte any
information held by registries or other domestithauties; (b) exchanging domestically availabléoimation on the
trusts or other legal arrangement; and (c) usieg tompetent authorities’ powers, in accordandé domestic law, in
order to obtain beneficial ownership informationtmhalf of foreign counterparts.

11. Countries should ensure that there are cleguorsibilities to comply with the requirements mistiInterpretive
Note; and that trustees are either legally liableaiy failure to perform the duties relevant teetimg the obligations in
paragraphs 1, 2, 6 and (where applicable) 5; drttieae are effective, proportionate and dissuasarections, whether
criminal, civil or administrative, for failing toceply* Countries should ensure that there are effectix@portionate
and dissuasive sanctions, whether criminal, civib@ministrative, for failing to grant to competenithorities timely
access to information regarding the trust refetoeid paragraphs 1 and 5.

11.1.2 2000 UN Convention against Transnational Organize@rime

Article 10 - Liability of legal persons

1. Each State Party shall adopt such measures ybenaecessary, consistent with its legal prinsipte establish the
liability of legal persons for participation in g@us crimes involving an organized criminal groupl dor the offences
established in accordance with articles 5, 6, 82ghdf this Convention.

2. Subject to the legal principles of the StateyR e liability of legal persons may be criminailil or administrative.
3. Such liability shall be without prejudice to toegminal liability of the natural persons who hasemmitted the
offences.

4. Each State Party shall, in particular, ensua¢ ldgal persons held liable in accordance with #nticle are subject to
effective, proportionate and dissuasive criminahon-criminal sanctions, including monetary santio

11.1.3 2003 UN Convention against Corruption

Article 26 - Liability of legal persons

1. Each State Party shall adopt such measures abenaecessary, consistent with its legal prinsipte establish the
liability of legal persons for participation in tleéfences established in accordance with this Cotive.

2. Subject to the legal principles of the StatayR e liability of legal persons may be criminailil or administrative.
3. Such liability shall be without prejudice to toegminal liability of the natural persons who hasemmitted the
offences.

4. Each State Party shall, in particular, ensua¢ ldgal persons held liable in accordance with #nticle are subject to
effective, proportionate and dissuasive criminahan-criminal sanctions, including monetary sangio

34 This does not affect the requirements for effectpreportionate, and dissuasive sanctions for faita comply with requirements
elsewhere in the Recommendations.
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11.1.4 Basel Committee on Banking Supervision - Customerug diligence

2.2.1 Trust, nominee and fiduciary accounts

32. Trust, nominee and fiduciary accounts can leel s circumvent customer identification procedui®sile it may
be legitimate under certain circumstances to peoaid extra layer of security to protect the conftagity of legitimate
private banking customers, it is essential thatttbe relationship is understood. Banks shouldbdista whether the
customer is taking the name of another customé¢ingaeas a "front", or acting on behalf of anothergon as trustee,
nominee or other intermediary. If so, a necessaeggndition is receipt of satisfactory evidencdhaf identity of any
intermediaries, and of the persons upon whose btiegl are acting, as well as details of the natifirde trust or other
arrangements in place. Specifically, the identifara of a trust should include the trustees, sedttpantors and
beneficiaries.

2.2.2 Corporate vehicles

33. Banks need to be vigilant in preventing corpiausiness entities from being used by naturaqrer as a method
of operating anonymous accounts. Personal assgihgolehicles, such as international business caimpamay make
proper identification of customers or beneficial n@ss difficult. A bank should understand the stutetof the
company, determine the source of funds, and idetité beneficial owners and those who have cowptret the funds.

34. Special care needs to be exercised in inigdtimsiness transactions with companies that hawerne® shareholders
or shares in bearer form. Satisfactory evidencthefidentity of beneficial owners of all such comigs needs to be
obtained. In the case of entities which have aifsagmt proportion of capital in the form of bearshares, extra
vigilance is called for. A bank may be completehaware that the bearer shares have changed hamlants is on
banks to put in place satisfactory procedures toitaothe identity of material beneficial ownerdi§ may require the
bank to immobilise the shares, e.g. by holdingtibarer shares in custody.

11.1.5 2005 Council of Europe Convention on laundering, s&ch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 10 — Corporate liability

1 Each Party shall adopt such legislative anérotheasures as may be necessary to ensure thapéegans can be
held liable for the criminal offences of money ldering established in accordance with this Coneantommitted for

their benefit by any natural person, acting eitimelividually or as part of an organ of the legafrgmm, who has a
leading position within the legal person, based on:

a a power of representation of the legal pereon;

b an authority to take decisions on behalf oflgal person; or

¢ an authority to exercise control within thedkgerson,

as well as for involvement of such a natural pe@®accessory or instigator in the above-mentiafieshces.

2 Apart from the cases already provided for irageaph 1, each Party shall take the necessaryungsa® ensure that
a legal person can be held liable where the lacdupgrvision or control by a natural person refetein paragraph 1
has made possible the commission of the crimirfaihacEs mentioned in paragraph 1 for the benetihalf legal person
by a natural person under its authority.

3 Liability of a legal person under this Artidaall not exclude criminal proceedings against mreépersons who are
perpetrators, instigators of, or accessories ®cthminal offences mentioned in paragraph 1.

4 Each Party shall ensure that legal persons lkedte in accordance with this Article, shall bebgect to effective,

proportionate and dissuasive criminal or non-crethganctions, including monetary sanctions.

11.1.6 Directive 2005/60/EC of the European Parliament andf the Council of 26 October
2005 on the prevention of the use of the financiaystem for the purpose of money
laundering and terrorist (as amended)

Article 39

3. In the case of legal persons, Member State$ ehsilire that at least they can be held liablénfioingements referred
to in paragraph 1 which are committed for theirdfégrby any person, acting either individually ar gart of an organ
of the legal person, who has a leading positiohiwithe legal person, based on:

(a) a power of representation of the legal person;

(b) an authority to take decisions on behalf ofldgal person, or

(c) an authority to exercise control within thedépgerson.

4. In addition to the cases already provided fopamagraph 3, Member States shall ensure that fggyabns can be
held liable where the lack of supervision or cohtvg a person referred to in paragraph 3 has madsilpe the
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commission of the infringements referred to in paa@h 1 for the benefit of a legal person by a @ersnder its
authority.

11.2 Shell banks

11.2.1 FATF Recommendations

Recommendation 26

Countries should not approve the establishmergpotinued operation, of shell banks.

11.2.2 Directive 2005/60/EC of the European Parliament andf the Council of 26 October
2005 on the prevention of the use of the financiaystem for the purpose of money
laundering and terrorist

Article 3

(10) ‘shell bank means a credit institution, or an institution aggd in equivalent activities, incorporated in a
jurisdiction in which it has no physical preseniceplving meaningful mind and management, and wiscnaffiliated
with a regulated financial group.

Article 13

5. Member States shall prohibit credit institutidream entering into or continuing a correspondeamibing relationship
with a shell bank and shall require that creditiinons take appropriate measures to ensureliegtdo not engage in
or continue correspondent banking relationships wibank that is known to permit its accounts tased by a shell
bank.
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12 NATIONAL CO-OPERATION

12.1.1 EATF Recommendations

Recommendation 2

Countries should have national AML/CFT policiesformed by the risks identified, which should be ulegly
reviewed, and should designate an authority or teeeordination or other mechanism that is resppbador such
policies. Countries should ensure that policy-msak#re financial intelligence unit (FIU), law enfement authorities,
supervisors and other relevant competent authsyrité the policymaking and operational levels, hatfective
mechanisms in place which enable them to coopesatt, where appropriate, coordinate domesticalti wach other
concerning the development and implementation dicies and activities to combat money launderingyrdrist
financing and the financing of proliferation of vpees of mass destruction.

Recommendation 33

Countries should maintain comprehensive statistitsmatters relevant to the effectiveness and efiy of their

AML/CFT systems. This should include statisticstba STRs received and disseminated; on money laungdand

terrorist financing investigations, prosecutionsl aronvictions; on property frozen, seized and cmeafied; and on
mutual legal assistance or other international @stpufor cooperation.

Recommendation 34

The competent authorities, supervisors and SRBsldlestablish guidelines, and provide feedbackctvhiill assist
financial institutions and designated non-finantiasinesses and professions in applying nationalsores to combat
money laundering and terrorist financing, and,artipular, in detecting and reporting suspicioasmsactions.

12.1.2 2000 UN Convention against Transnational Organize@€rime

Article 7 - Measures to combat money-laundering

1. Each State Party:

(b) Shall, without prejudice to articles 18 and Z7tlis Convention, ensure that administrative, tagguy, law
enforcement and other authorities dedicated to etimip money-laundering (including, where approgriainder
domestic law, judicial authorities) have the apiliio cooperate and exchange information at theonali and
international levels within the conditions presedbby its domestic law and, to that end, shall ictarsthe
establishment of a financial intelligence unit &vv& as a national centre for the collection, aialgnd dissemination
of information regarding potential money-laundering

12.1.3 2003 UN Convention against Corruption

Article 14 - Measures to prevent money-laundering

1. Each State Party shall:

(b) Without prejudice to article 46 of this Convient, ensure that administrative, regulatory, laioezement and other
authorities dedicated to combating money-laundefingluding, where appropriate under domestic lgdicial
authorities) have the ability to cooperate and erge information at the national and internatideaéls within the
conditions prescribed by its domestic law and,hit nd, shall consider the establishment of anfiish intelligence
unit to serve as a national centre for the colbegtianalysis and dissemination of information rdgey potential
money-laundering.

Article 37 - Cooperation with law enforcement authaoities

1. Each State Party shall take appropriate measarescourage persons who participate or who havecpated in
the commission of an offence established in acemelavith this Convention to supply information ugeb competent
authorities for investigative and evidentiary pugee and to provide factual, specific help to compieauthorities that
may contribute to depriving offenders of the prateef crime and to recovering such proceeds.

2. Each State Party shall consider providing fer plossibility, in appropriate cases, of mitigatimgnishment of an
accused person who provides substantial cooperatioine investigation or prosecution of an offersablished in
accordance with this Convention.

3. Each State Party shall consider providing fa& fossibility, in accordance with fundamental pples of its
domestic law, of granting immunity from prosecutitm a person who provides substantial cooperatiorthe
investigation or prosecution of an offence estalglisin accordance with this Convention.

4. Protection of such persons shall be, mutati@ndis, as provided for in article 32 of this Corti@m
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5. Where a person referred to in paragraph 1 efdtticle located in one State Party can providestsuntial cooperation
to the competent authorities of another State P#réyStates Parties concerned may consider egtierio agreements
or arrangements, in accordance with their domdatic concerning the potential provision by the otBéate Party of
the treatment set forth in paragraphs 2 and 3isfattticle.

Article 38 - Cooperation between national authorites

Each State Party shall take such measures as magdessary to encourage, in accordance with itsedtienlaw,
cooperation between, on the one hand, its publicaaities, as well as its public officials, and, e other hand, its
authorities responsible for investigating and pcasieg criminal offences. Such cooperation mayudet

(a) Informing the latter authorities, on their owaitiative, where there are reasonable groundstete that any of the
offences established in accordance with article1%nd 23 of this Convention has been commitied;

(b) Providing, upon request, to the latter autlesitll necessary information.

Article 39 - Cooperation between national authorites and the private sector

1. Each State Party shall take such measures adbenagcessary to encourage, in accordance withoitgestic law,

cooperation between national investigating and goatng authorities and entities of the privatet@gedn particular

financial institutions, relating to matters invalgi the commission of offences established in a@wé with this

Convention.

2. Each State Party shall consider encouraginggaii®nals and other persons with a habitual resielémits territory to

report to the national investigating and proseguéinthorities the commission of an offence esthblisin accordance
with this Convention.

Article 40 - Bank secrecy

Each State Party shall ensure that, in the caslerokstic criminal investigations of offences es&igd in accordance
with this Convention, there are appropriate medasi available within its domestic legal system t@roome
obstacles that may arise out of the applicatiobaofk secrecy laws.

Article 41- Criminal record

Each State Party may adopt such legislative orratieasures as may be necessary to take into costéice under
such terms as and for the purpose that it deemsopypgte, any previous conviction in another Staftean alleged
offender for the purpose of using such informationcriminal proceedings relating to an offence kelished in
accordance with this Convention.

12.1.4 Directive 2005/60/EC of the European Parliament anaf the Council of 26 October
2005 on the prevention of the use of the financiaystem for the purpose of money
laundering and terrorist (as amended)

Article 33

1. Member States shall ensure that they are abletiew the effectiveness of their systems to cdmhaney
laundering or terrorist financing by maintainingrgarehensive statistics on matters relevant to fieetereness of such
systems.

2. Such statistics shall as a minimum cover thebmmof suspicious transaction reports made to tbe the follow-up
given to these reports and indicate on an annusis lthe number of cases investigated, the numbegrecfons
prosecuted, the number of persons convicted foremdaundering or terrorist financing offences armlvhmuch
property has been frozen, seized or confiscated.

3. Member States shall ensure that a consolidatedw of these statistical reports is published.
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13 INTERNATIONAL CO-OPERATION

13.1 Mutual legal assistance — Law enforcement co-opelian

13.1.1 EATF Recommendations

Definitions

Foreign counterparts refers to foreign competent authorities that exergimilar responsibilities and functions in
relation to the cooperation which is sought, evdrerg such foreign competent authorities have @mifft nature or
status (e.g. depending on the country, AML/CFT suip®n of certain

financial sectors may be performed by a supervtiat also has prudential supervisory responsigditor by a
supervisory unit of the FIU).

Recommendation 37

Countries should rapidly, constructively and efffieslly provide the widest possible range of mutegdl assistance in
relation to money laundering, associated predicéfiences and terrorist financing investigationspgacutions, and
related proceedings. Countries should have an afledegal basis for providing assistance and, whegopriate,
should have in place treaties, arrangements or atkehanisms to enhance cooperation. In particatamtries should:
(a) Not prohibit, or place unreasonable or undabtnictive conditions on, the provision of mutusdél assistance.

(b) Ensure that they have clear and efficient pgses for the timely prioritization and executionmiitual legal
assistance requests. Countries should use a centtabrity, or another established official meckami for effective
transmission and execution of requests. To morpragress on requests, a case management systerd sieou
maintained.

(c) Not refuse to execute a request for mutualllegsistance on the sole ground that the offenedsis considered to
involve fiscal matters.

(d) Not refuse to execute a request for mutualllagsistance on the grounds that laws require ¢iaaimstitutions to
maintain secrecy or confidentiality.

(e) Maintain the confidentiality of mutual legals&ance requests they receive and the informatotained in them,
subject to fundamental principles of domestic laworder to protect the integrity of the investigator inquiry. If the
requested country cannot comply with the requirdnménconfidentiality, it should promptly inform theequesting
country.

Countries should render mutual legal assistandsyithstanding the absence of dual criminality,hé tassistance does
not involve coercive actions. Countries should atersadopting such measures as may be necessanabte them to
provide a wide scope of assistance in the absehdead criminality. Where dual criminality is reqad for mutual
legal assistance, that requirement should be dedméx satisfied regardless of whether both coesitplace the
offence within the same category of offence, oraheimate the offence by the same terminology, predithat both
countries criminalise the conduct underlying thieimfe. Countries should ensure that, of the poardsinvestigative
technigues required under Recommendation 31, apdther powers and investigative techniques aviglabtheir
competent authorities:

(a) all those relating to the production, searctl s@izure of information, documents or evidencel(iding financial
records) from financial institutions or other perspand the taking of witness statements; and

(b) a broad range of other powers and investigatedniques; are also available for use in resptmsequests for
mutual legal assistance, and, if consistent wittirtdomestic framework, in response to direct rstgiérom foreign
judicial or law enforcement authorities to domesteinterparts.

To avoid conflicts of jurisdiction, consideratiohaalld be given to devising and applying mechanifnsletermining
the best venue for prosecution of defendants inrttezests of justice in cases that are subjegrésecution in more
than one country.

Countries should, when making mutual legal asstgtarequests, make best efforts to provide comgéettial and
legal information that will allow for timely and féfient execution of requests, including any need drgency, and
should send requests using expeditious means.

Countries should, before sending requests, makesHests to ascertain the legal requirements andhélities to obtain
assistance.

The authorities responsible for mutual legal aaais® (e.g. a Central Authority) should be proviedth adequate
financial, human and technical resources. Counslesuld have in place processes to ensure thastéie of such
authorities maintain high professional standandsluding standards concerning confidentiality, ahduld be of high
integrity and be appropriately skilled.
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Recommendation 40

Countries should ensure that their competent aititgh®ican rapidly, constructively and effectivelsopide the widest
range of international cooperation in relation tormay laundering, associated predicate offencedearatist financing.
Countries should do so both spontaneously and upguoest, and there should be a lawful basis fovigitg
cooperation. Countries should authorise their caergeauthorities to use the most efficient mearnsotuperate. Should
a competent authority need bilateral or multildteagreements or arrangements, such as a Memorarafum
Understanding (MOU), these should be negotiated sigded in a timely way with the widest range ofeign
counterparts. Competent authorities should user atbannels or mechanisms for the effective transions and
execution of requests for information or other &/pé assistance. Competent authorities should bieae and efficient
processes for the prioritisation and timely exemutf requests, and for safeguarding the informatézeived.

Interpretative note to Recommendation 40

1. When making requests for cooperation, compedettiorities should make their best efforts to plevcomplete
factual and, as appropriate, legal informationluding indicating any need for urgency, to enabtereely and efficient
execution of the request, as well as the foresserofithe information requested. Upon request,asting competent
authorities should provide feedback to the requestempetent authority on the use and usefulnesiseoinformation
obtained.

2. Countries should not prohibit or place unreabtar unduly restrictive conditions on the prowisiof exchange of
information or assistance. In particular competarthorities should not refuse a request for aggistan the grounds
that:

(a) the request is also considered to involve fisetters; and/or

(b) laws require financial institutions or DNFBPex¢ept where the relevant information that is soughheld in
circumstances where legal privilege or legal prsifasal secrecy applies) to maintain secrecy oridenfiality; and/or
(c) there is an inquiry, investigation or procegdimderway in the requested country, unless thistasse would
impede that inquiry, investigation or proceedinggl/ar

(d) the nature or status (civil, administrativey lanforcement, etc.) of the requesting counteraattority is different
from that of its foreign counterpart.

3. Exchanged information should be used only ferghrpose for which the information was soughtrovjoled. Any
dissemination of the information to other authestor third parties, or any use of this informationadministrative,
investigative, prosecutorial or judicial purposdmyond those originally approved, should be subjectprior
authorisation by the requested competent authority.

4. Competent authorities should maintain approprianfidentiality for any request for cooperatiom @ahe information
exchanged, in order to protect the integrity of imeestigation or inquiry?, consistent with both parties’ obligations
concerning privacy and data protection. At a minimgompetent authorities should protect exchangiamation

in the same manner as they would protect similéorination received from domestic sources. Countsbsuld
establish controls and safeguards to ensure tfatmation exchanged by competent authorities islusdy in the
manner authorised. Exchange of information shoale tplace in a secure way, and through reliablenrodla or
mechanisms. Requested competent authorities magppopriate, refuse to provide information if treguesting
competent authority cannot protect the informagéfectively.

5. Competent authorities should be able to conihaetiries on behalf of a foreign counterpart, ardhange with their
foreign counterparts all information that would bbtainable by them if such inquiries were beingriedr out
domestically.

6. The general principles above should apply tdfalns of exchange of information between countéspar non-
counterparts, subject to the paragraphs set oatvbel

7. FIUs should exchange information with foreigtg| regardless of their respective status; be @&noadministrative,
law enforcement, judicial or other nature. To tkeisd, FIUs should have an adequate legal basis foriding
cooperation on money laundering, associated predaffences and terrorist financing.

8. When making a request for cooperation, FIUs Ehawake their best efforts to provide complete dattand, as
appropriate, legal information, including the désion of the case being analysed and the potetitiéll to the
requested country. Upon request and whenever pes§ithJs should provide feedback to their foreigmicterparts on
the use of the information provided, as well astlom outcome of the analysis conducted, based oinfbemation
provided.

9. FIUs should have the power to exchange:

(a) all information required to be accessible otaotable directly or indirectly by the FIU undereti-ATF
Recommendations, in particular under Recommend@®pmand

(b) any other information which they have the powenbtain or access, directly or indirectly, a¢ thomestic level,
subject to the principle of reciprocity.

10. Financial supervisors should cooperate witlr flioeeign counterparts, regardless of their redpemature or status.
Efficient cooperation between financial supervisanhs at facilitating effective AML/CFT supervisiaf financial
institutions. To this end, financial supervisorssld have an adequate legal basis for providingeration, consistent

35 Information may be disclosed if such disclosuneiguired to carry out the request for cooperation.
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with the applicable international standards foreswuision, in particular with respect to the excharaf supervisory
information related to or relevant for AML/CFT pages.

11. Financial supervisors should be able to exchami¢h foreign counterparts information domestigalbailable to
them, including information held by financial instions, and in a manner proportionate to theipeetive needs.
Financial supervisors should be able to exchangefaliowing types of information when relevant fAML/CFT
purposes, in particular with other relevant sumemg that have a shared responsibility for findnmatitutions
operating in the same group:

(a) Regulatory information, such as informationtbhe domestic regulatory system, and general infoomaon the
financial sectors.

(b) Prudential information, in particular for CdPeinciple Supervisors, such as information on tharfcial institution’s
business activities, beneficial ownership, managennd fit and properness.

(c) AML/CFT information, such as internal AML/CFTrquedures and policies of financial institutiongstomer due
diligence information, customer files, samples @f@ints and transaction information.

12. Financial supervisors should be able to conthegtiries on behalf of foreign counterparts, aasl,appropriate, to
authorise or facilitate the ability of foreign cdarparts to conduct inquiries themselves in thentgu in order to
facilitate effective group supervision.

13. Any dissemination of information exchanged se wf that information for supervisory and non- eswfsory
purposes, should be subject to prior authorisatipthe requested financial supervisor, unless ¢lggesting financial
supervisor is under a legal obligation to discloseeport the information. In such cases, at a mim, the requesting
financial supervisor should promptly inform the wegted authority of this obligation. The prior artkation

includes any deemed prior authorisation under a Mandum of Understanding or the Multi-lateral Mearatum of
Understanding issued by a core principles standatiér applied to information exchanged under a btamdum of
Understanding or the Multi-lateral Memorandum ofdérstanding.

14. Law enforcement authorities should be able xochange domestically available information with eign
counterparts for intelligence or investigative msgs relating to money laundering, associated gatslioffences or
terrorist financing, including the identificatiométracing of the proceeds and instrumentalitiesriofie.

15. Law enforcement authorities should also be ableise their powers, including any investigatieehiniques
available in accordance with their domestic law,ctmduct inquiries and obtain information on behaifforeign
counterparts. The regimes or practices in placesgong such law enforcement cooperation, such asagieements
between Interpol, Europol or Eurojust and individoauntries, should govern any restrictions on iaggosed by the
requested law enforcement authority.

16. Law enforcement authorities should be abletmfjoint investigative teams to conduct coopegratiwestigations,
and, when necessary, countries should establishteb@l or multilateral arrangements to enable sjmiht
investigations. Countries are encouraged to joid anpport existing AML/CFT law enforcement netwqrlesd
develop bi-lateral contacts with foreign law enfarent agencies, including placing liaison officalsoad, in

order to facilitate timely and effective cooperatio

17. Countries should permit their competent autlesrito exchange information indirectly with nondoterparts,
applying the relevant principles above. Indirectienge of information refers to the requested médion passing
from the requested authority through one or morenekiic or foreign authorities before being receivmd the
requesting authority. Such an exchange of inforomadind its use may be subject to the authorisati@me or more
competent authorities of the requested country. ddrapetent authority that requests the informatbould always
make it clear for what purpose and on whose behalfequest is made.

18. Countries are also encouraged to permit a prang constructive exchange of information direatligh non-
counterparts.

13.1.21988 UN Convention against illicit traffic in narcdic drugs and psychotropic
substances

Article 7

1. The Parties shall afford one another, pursuanthis article, the widest measure of mutual legsdistance in
investigations, prosecutions and judicial procegslim relation to criminal offences establishedagtordance with
article 3, paragraph 1.

2. Mutual legal assistance to be afforded in acoed with this article may be requested for anyhef following
purposes:

(a) Taking evidence or statements from persons;

(b) Effecting service of judicial documents;

(c) Executing searches and seizures;

(d) Examining objects and sites;

(e) Providing information and evidentiary items;

(f) Providing originals or certified copies of rgnt documents and records, including bank, fir@npciorporate or
business records;
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(g) Identifying or tracing proceeds, property, fastentalities or other things for evidentiary puses.

3. The Parties may afford one another any othengoof mutual legal assistance allowed by the damésty of the
requested Party.

4. Upon request, the Parties shall facilitate @moemnage, to the extent consistent wit their dorodativ and practice, the
presence or availability of persons, including passin custody, who consent to assist in invegtigator participate in
proceedings.

5. A Party shall not decline to render mutual leggdistance under this article on the ground ok lsaarecy.

6. The provisions of this article shall not affélee obligations under any other treaty, bilaterahultilateral, which
governs or will govern, in whole or in part, mutledal assistance in criminal matters.

7. Paragraphs 8 to 19 of this article shall applyejuests made pursuant to this article if théié%ain question are not
bound by a treaty of mutual legal assistance.d§¢hParties are bound by such a treaty, the comdsm provisions of
that treaty shall apply unless the Parties agre@pdy paragraphs 8 to 19 of this article in libareof.

8. Parties shall designate an authority, or wheresgary authorities, which shall have the respditgiand power to
execute requests for mutual legal assistance dratsmit them to the competent authorities for aken. The
authority or the authorities designated for thisppse shall be notified to the Secretary-Generedn3mission of
requests for mutual legal assistance and any corneation related thereto shall be effected betwdrndauthorities
designated by the Parties; this requirement steallithout prejudice to the right of a Party to riegquhat such requests
and communications be addressed to it through ifflerdatic channel and, in urgent circumstances,re/iee Parties
agree, through channels of the International Cranfolice Organization, if possible.

9. Requests shall be made in writing in a languageeptable to the requested Party. The languadanguages
acceptable to each Party shall be notified to #er&ary-General. In urgent circumstances, and evhgreed by the
Parties, requests may be made orally, but shalbh&érmed in writing forthwith.

10. A request for mutual legal assistance shaltaion

(a) The identity of the authority making the reques

(b) The subject matter and nature of the investigatprosecution or proceeding to which the requelsttes, and the
name and the functions of the authority conducsinch investigation, prosecution or proceeding;

(c) A summary of the relevant facts, except in eespf requests for the purpose of service of jatibocuments;

(d) A description of the assistance sought andildetd any particular procedure the requesting Yarshes to be
followed:;

(e) Where possible, the identity, location andovality of any person concerned,;

(f) The purpose for which the evidence, informatawraction is sought.

11. The requested Party may request additionafritddon when it appears necessary for the executidhe request
in accordance with its domestic law or when it tagilitate such execution.

12. A request shall be executed in accordance thigthdomestic law of the requested Party and, toettient not
contrary to the domestic law of the requested Pamty where possible, in accordance with the praesdspecified in
the request.

13. The requesting Party shall not transmit nor imermation or evidence furnished by the requed®edty for
investigations, prosecutions or proceedings othan tthose stated in the request without the prarsent of the
requested Party.

14. The requesting Party may require that the retedeParty keep confidential the fact and substafidbe request,
except to the extent necessary to execute the seqfighe requested Party cannot comply with thquirement of
confidentiality, it shall promptly inform the regstéeng Party.

15. Mutual legal assistance may be refused:

(a) If the request is not made in conformity witle provisions of this article;

(b) If the requested Party considers that executiotihe request is likely to prejudice its sovergig security,ordure
public or other essential interests;

(c) If the authorities of the requested Party wobdl prohibited by its domestic law from carryingt dbe action
requested with regard to any similar offence, hdxbén subject to investigation, prosecution oceealings under their
own jurisdiction;

(d) If it would be contrary to the legal systentloé requested Party relating to mutual legal assist for the request to
be granted.

16. Reasons shall be given for any refusal of nil#gml assistance.

17. Mutual legal assistance may be postponed byethyeested Party on the ground that it interferis an ongoing
investigation, prosecution or proceeding. In sudaase, the requested Party shall consult with eqeesting Party to
determine if the assistance can still be given extbjo such terms and conditions as the requestety Beems
necessary.

18. A witness, expert or other person who consengive evidence in a proceeding or to assist inn&estigation,
prosecution or judicial proceeding in the territofythe requesting Party, shall not be prosecutethined, punished or
subjected to any other restriction of his persdibalty in that territory in respect of acts, oniigs or convictions prior
to his departure from the territory of the requeédBarty. Such safe conduct shall cease when theesgf expert or
other person having had, for a period of fifteensgzutive days, or for any period agreed upon yPérties, from the
date on which he has been officially informed thet presence is no longer required by the judiaigthorities, an
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opportunity of leaving, has nevertheless remainadntarily in the territory or, having left it, hasturned of his own

free will.

19. The ordinary costs of executing a request dimlborne by the requested Party, unless othemgseed by the

Parties concerned. If expenses of a substantiekiwaordinary nature are or will be required tdifuhe request, the

Parties shall consult to determine the terms amdlitions under which the request will be executedaell as the

manner in which the costs shall be borne.

20. The Parties shall consider, as may be necegbarpossibility of concluding bilateral or mudtieral agreements or
arrangements that would serve the purposes of pyaeical effect to, or enhance the provisionthid article.

13.1.3 2000 UN Convention against Transnational Organize@€rime

Article 7 - Measures to combat money-laundering

1. Each State Party:

(b) Shall, without prejudice to articles 18 and Z7tlis Convention, ensure that administrative, tatguy, law
enforcement and other authorities dedicated to etimip money-laundering (including, where approgriainder
domestic law, judicial authorities) have the apiliio cooperate and exchange information at theonali and
international levels within the conditions presedbby its domestic law and, to that end, shall ictarsthe
establishment of a financial intelligence unit &vv& as a national centre for the collection, asialgnd dissemination
of information regarding potential money-laundering

4. States Parties shall endeavour to develop amugie global, regional, subregional and bilatetalperation among
judicial, law enforcement and financial regulatanthorities in order to combat money-laundering.

Article 18 - Mutual legal assistance

1. States Parties shall afford one another the svideasure of mutual legal assistance in invesbiggt prosecutions
and judicial proceedings in relation to the offenc®vered by this Convention as provided for inckrt3 and shall
reciprocally extend to one another similar assistamhere the requesting State Party has reasogathlads to suspect
that the offence referred to in article 3, parabrdp(a) or (b), is transnational in nature, including that wit,
withesses, proceeds, instrumentalities or evideficeich offences are located in the requested Bty and that the
offence involves an organized criminal group.

2. Mutual legal assistance shall be afforded toftilest extent possible under relevant laws, tesatagreements and
arrangements of the requested State Party witlecesp investigations, prosecutions and judiciakcpedings in
relation to the offences for which a legal persaayrbe held liable in accordance with article 1@he$é Convention in
the requesting State Party.

3. Mutual legal assistance to be afforded in acmoed with this article may be requested for anyhef following
purposes:

(a) Taking evidence or statements from persons;

(b) Effecting service of judicial documents;

(c) Executing searches and seizures, and freezing;

(d) Examining objects and sites;

(e) Providing information, evidentiary items and estgevaluations;

(f) Providing originals or certified copies of relawt documents and records, including governmentk,bfinancial,
corporate or business records;

(g) Identifying or tracing proceeds of crime, prdgemstrumentalities or other things for evidenjipurposes;

(h) Facilitating the voluntary appearance of persoribe requesting State Party;

(i) Any other type of assistance that is not conpttarthe domestic law of the requested State Party.

4. Without prejudice to domestic law, the competauihorities of a State Party may, without priaguest, transmit
information relating to criminal matters to a cortgre authority in another State Party where thdiebe that such
information could assist the authority in undentakior successfully concluding inquiries and crinipaceedings or
could result in a request formulated by the lafte Party pursuant to this Convention.

5. The transmission of information pursuant to geaph 4 of this article shall be without prejudiceinquiries and
criminal proceedings in the State of the competarhorities providing the information. The competanthorities
receiving the information shall comply with a requéhat said information remain confidential, etemporarily, or
with restrictions on its use. However, this shalt prevent the receiving State Party from disclgsimits proceedings
information that is exculpatory to an accused perda such a case, the receiving State Party siwtify the
transmitting State Party prior to the disclosurd,dahso requested, consult with the transmittingt& Party. If, in an
exceptional case, advance notice is not possiergceiving State Party shall inform the transngtState Party of the
disclosure without delay.

6. The provisions of this article shall not affélse obligations under any other treaty, bilatenalrltilateral, that
governs or will govern, in whole or in part, mutledal assistance.
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7. Paragraphs 9 to 29 of this article shall applyeguests made pursuant to this article if théeStRarties in question
are not bound by a treaty of mutual legal assigtali¢chose States Parties are bound by such gy ttbe corresponding
provisions of that treaty shall apply unless that&t Parties agree to apply paragraphs 9 to 2Bioftticle in lieu
thereof. States Parties are strongly encouragepptly these paragraphs if they facilitate coopenati

8. States Parties shall not decline to render ndégal assistance pursuant to this article ondghmind of bank
secrecy.

9. States Parties may decline to render mutual Eggstance pursuant to this article on the grafrabsence of dual
criminality. However, the requested State Party mayen it deems appropriate, provide assistancéhecextent it
decides at its discretion, irrespective of whetherconduct would constitute an offence under thmektic law of the
requested State Party.

10. A person who is being detained or is servisgritence in the territory of one State Party wipmesence in another
State Party is requested for purposes of identifinatestimony or otherwise providing assistancebtaining evidence
for investigations, prosecutions or judicial prodiegs in relation to offences covered by this Cartien may be
transferred if the following conditions are met:

(a) The person freely gives his or her informed eafis

(b) The competent authorities of both States Paatigse, subject to such conditions as those SPatges may deem
appropriate.

11. For the purposes of paragraph 10 of this articl

(@) The State Party to which the person is tramsfieshall have the authority and obligation to kée@ person
transferred in custody, unless otherwise requesteduthorized by the State Party from which thesperwas
transferred;

(b) The State Party to which the person is transfeshall without delay implement its obligatiorréturn the person to
the custody of the State Party from which the persas transferred as agreed beforehand, or asnitieeagreed, by
the competent authorities of both States Parties;

(c) The State Party to which the person is transfeshall not require the State Party from which pleeson was
transferred to initiate extradition proceedingstf@ return of the person;

(d) The person transferred shall receive credisé@wice of the sentence being served in the Stame Which he or she
was transferred for time spent in the custody ef$kate Party to which he or she was transferred.

12. Unless the State Party from which a persomw iset transferred in accordance with paragraphsntiold of this
article so agrees, that person, whatever his onatonality, shall not be prosecuted, detainedjghed or subjected to
any other restriction of his or her personal lipert the territory of the State to which that perss transferred in
respect of acts, omissions or convictions pridnigoor her departure from the territory of the &fabm which he or she
was transferred.

13. Each State Party shall designate a centrabstyttihat shall have the responsibility and powereceive requests
for mutual legal assistance and either to exedwentor to transmit them to the competent autheritie execution.
Where a State Party has a special region or terntith a separate system of mutual legal assistaihenay designate
a distinct central authority that shall have themedunction for that region or territory. Centraitiorities shall ensure
the speedy and proper execution or transmissioefrequests received. Where the central authtmtysmits the
request to a competent authority for executioshdll encourage the speedy and proper executitreaiequest by the
competent authority. The Secretary-General of thiéed Nations shall be notified of the central auity designated
for this purpose at the time each State Party despds instrument of ratification, acceptance qpmoval of or
accession to this Convention. Requests for muegdll assistance and any communication relatedtthetell be
transmitted to the central authorities designatethb States Parties. This requirement shall bleowit prejudice to the
right of a State Party to require that such requasti communications be addressed to it throudbrdgtic channels
and, in urgent circumstances, where the StategeRagree, through the International Criminal Rol@rganization, if
possible.

14. Requests shall be made in writing or, wheresiptes by any means capable of producing a writesord, in a
language acceptable to the requested State Padgy wonditions allowing that State Party to esshbauthenticity.
The Secretary-General of the United Nations shalhbtified of the language or languages accept@bkach State
Party at the time it deposits its instrument offiction, acceptance or approval of or accessiothis Convention. In
urgent circumstances and where agreed by the SRatties, requests may be made orally, but shatlopérmed in
writing forthwith.

15. A request for mutual legal assistance shaltainn

(a) The identity of the authority making the request

(b) The subject matter and nature of the investigatprosecution or judicial proceeding to which tequest relates
and the name and functions of the authority coridgc¢he investigation, prosecution or judicial preding;

(c) A summary of the relevant facts, except in fefato requests for the purpose of service of jiatlidocuments;

(d) A description of the assistance sought and Ideddiany particular procedure that the reques8tage Party wishes
to be followed;

(e) Where possible, the identity, location and megtiity of any person concerned; and

(f) The purpose for which the evidence, informatioraction is sought

16. The requested State Party may request additiofomation when it appears necessary for thecetien of the
request in accordance with its domestic law or wihean facilitate such execution.
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17. A request shall be executed in accordance thétdomestic law of the requested State Partytanithe extent not
contrary to the domestic law of the requested SReiey and where possible, in accordance with tleequlures
specified in the request.

18. Wherever possible and consistent with fundaatgminciples of domestic law, when an individugin the territory
of a State Party and has to be heard as a witnesgert by the judicial authorities of anothert8tarty, the first State
Party may, at the request of the other, permithbaring to take place by video conference if ihdd possible or
desirable for the individual in question to appeeaperson in the territory of the requesting SRagety. States Parties
may agree that the hearing shall be conducted jogliaeial authority of the requesting State Partyl atended by a
judicial authority of the requested State Party.

19. The requesting State Party shall not transmitse information or evidence furnished by the ested State Party
for investigations, prosecutions or judicial prodiegs other than those stated in the request wittheuprior consent of
the requested State Party. Nothing in this pardgstmll prevent the requesting State Party fronslaéng in its
proceedings information or evidence that is exdolpato an accused person. In the latter caserefeesting State
Party shall notify the requested State Party godihe disclosure and, if so requested, consuh e requested State
Party. If, in an exceptional case, advance nosceot possible, the requesting State Party shiafrimthe requested
State Party of the disclosure without delay.

20. The requesting State Party may require thateteested State Party keep confidential the fadtsabstance of the
request, except to the extent necessary to exebeateequest. If the requested State Party canmoplyowith the
requirement of confidentiality, it shall promptiyform the requesting State Party.

21. Mutual legal assistance may be refused:

(a) If the request is not made in conformity witk frovisions of this article;

(b) If the requested State Party considers thatutixer of the request is likely to prejudice its sozignty, security,
ordre publicor other essential interests;

(c) If the authorities of the requested State Paxiyld be prohibited by its domestic law from cangyiout the action
requested with regard to any similar offence, haakeen subject to investigation, prosecution oicjadl proceedings
under their own jurisdiction;

(d) If it would be contrary to the legal system bétrequested State Party relating to mutual legsistance for the
request to be granted.

22. States Parties may not refuse a request fouahl#gal assistance on the sole ground that tfenoé is also
considered to involve fiscal matters.

23. Reasons shall be given for any refusal of mlggml assistance.

24. The requested State Party shall execute theesedor mutual legal assistance as soon as pessildl shall take as
full account as possible of any deadlines suggelsiethe requesting State Party and for which remse given,
preferably in the request. The requested State Bhall respond to reasonable requests by the séggeState Party on
progress of its handling of the request. The retipngState Party shall promptly inform the requdsiate Party when
the assistance sought is no longer required.

25. Mutual legal assistance may be postponed bydfeested State Party on the ground that it ietesf with an
ongoing investigation, prosecution or judicial preding.

26. Before refusing a request pursuant to paragPapdrf this article or postponing its executionquant to paragraph
25 of this article, the requested State Party staibult with the requesting State Party to comsideether assistance
may be granted subject to such terms and condittengé deems necessary. If the requesting Statyy Racepts
assistance subject to those conditions, it shafipdy with the conditions.

27. Without prejudice to the application of pargdrdl2 of this article, a witness, expert or otherspn who, at the
request of the requesting State Party, consen@ivi® evidence in a proceeding or to assist in arestigation,
prosecution or judicial proceeding in the territasfy the requesting State Party shall not be prdsecuetained,
punished or subjected to any other restrictionisfan her personal liberty in that territory in pest of acts, omissions
or convictions prior to his or her departure frdme territory of the requested State Party. Such safiduct shall cease
when the witness, expert or other person having fueich period of fifteen consecutive days or fay geriod agreed
upon by the States Parties from the date on whicbrtshe has been officially informed that his er presence is no
longer required by the judicial authorities, an ogpnity of leaving, has nevertheless remained malily in the
territory of the requesting State Party or, havefgit, has returned of his or her own free will.

28. The ordinary costs of executing a request $fealiorne by the requested State Party, unlessxsizeagreed by the
States Parties concerned. If expenses of a sulagtanextraordinary nature are or will be requitedulfil the request,
the States Parties shall consult to determinediras and conditions under which the request wilekecuted, as well
as the manner in which the costs shall be borne.

29. The requested State Party:

(a) Shall provide to the requesting State Partyeopf government records, documents or informatidts possession
that under its domestic law are available to theegal public;

(b) May, at its discretion, provide to the requastBtate Party in whole, in part or subject to stohditions as it deems
appropriate, copies of any government records, mects or information in its possession that untledomestic law
are not available to the general public.

30. States Parties shall consider, as may be regesise possibility of concluding bilateral or rtilaiteral agreements
or arrangements that would serve the purposesvaf,myactical effect to or enhance the provisiohthis article.
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Article 21 - Transfer of criminal proceedings

States Parties shall consider the possibility afigferring to one another proceedings for the jprd&mn of an offence
covered by this Convention in cases where suclsfieais considered to be in the interests of tlop@r administration
of justice, in particular in cases where sevemsglictions are involved, with a view to concenitrgtthe prosecution.

Article 26 - Measures to enhance cooperation withalv enforcement authorities

1. Each State Party shall take appropriate measarescourage persons who participate or who havecpated in
organized criminal groups:

(a) To supply information useful to competent auttiesi for investigative and evidentiary purposesoch matters as:
(i) The identity, nature, composition, structuiegdtion or activities of organized criminal groups;

(ii) Links, including international links, with oén organized criminal groups;

(iii) Offences that organized criminal groups haeenmitted or may commit;

(b) To provide factual, concrete help to competertharnities that may contribute to depriving orgadizeriminal
groups of their resources or of the proceeds aferi

2. Each State Party shall consider providing fer plossibility, in appropriate cases, of mitigatimghishment of an
accused person who provides substantial cooperatitme investigation or prosecution of an offemoeered by this
Convention.

3. Each State Party shall consider providing fa& fossibility, in accordance with fundamental ppies of its
domestic law, of granting immunity from prosecutitm a person who provides substantial cooperatiorthe
investigation or prosecution of an offence covergdhis Convention.

4. Protection of such persons shall be as provideith article 24 of this Convention.

5. Where a person referred to in paragraph 1 efdtticle located in one State Party can providestsuntial cooperation
to the competent authorities of another State P#réyStates Parties concerned may consider egtierio agreements
or arrangements, in accordance with their doméatic concerning the potential provision by the otBéate Party of
the treatment set forth in paragraphs 2 and 3isfattticle.

Article 27 - Law enforcement cooperation

1. States Parties shall cooperate closely with anether, consistent with their respective domefgal and
administrative systems, to enhance the effectivenésaw enforcement action to combat the offeramsered by this
Convention. Each State Party shall, in particiddgpt effective measures:

(a) To enhance and, where necessary, to establetmels of communication between their competentaities,
agencies and services in order to facilitate treeirgeand rapid exchange of information concernih@spects of the
offences covered by this Convention, includingthié States Parties concerned deem it appropriates with other
criminal activities;

(b) To cooperate with other States Parties in camyénquiries with respect to offences coveredtlig Convention
concerning:

(i) The identity, whereabouts and activities ofgmers suspected of involvement in such offencebleotdcation of other
persons concerned;

(ii) The movement of proceeds of crime or propeégyived from the commission of such offences;

(iii) The movement of property, equipment or othestrumentalities used or intended for use in @mission of such
offences;

(c) To provide, when appropriate, necessary itenggantities of substances for analytical or ingzgdtve purposes;
(d) To facilitate effective coordination betweenitheompetent authorities, agencies and servicestamtomote the
exchange of personnel and other experts, includingject to bilateral agreements or arrangemerttgeles the States
Parties concerned, the posting of liaison officers;

(e) To exchange information with other States Partie specific means and methods used by organiietnal
groups, including, where applicable, routes andvegances and the use of false identities, alteredlse documents
or other means of concealing their activities;

(f) To exchange information and coordinate admiatste and other measures taken as appropriaténéopurpose of
early identification of the offences covered byst@ionvention.

2. With a view to giving effect to this ConventioBtates Parties shall consider entering into bi#ter multilateral
agreements or arrangements on direct cooperatioveba their law enforcement agencies and, where ageements
or arrangements already exist, amending them.dratisence of such agreements or arrangements betieeStates
Parties concerned, the Parties may consider this/&dion as the basis for mutual law enforcemewipecation in
respect of the offences covered by this Conventiwihenever appropriate, States Parties shall makeu$e of
agreements or arrangements, including internatione¢gional organizations, to enhance the coojeréetween their
law enforcement agencies.

3. States Parties shall endeavour to cooperaténwifibir means to respond to transnational organizene committed
through the use of modern technology.
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13.1.4 2003 UN Convention against Corruption

Article 14 - Measures to prevent money-laundering

1. Each State Party shall:

(b) Without prejudice to article 46 of this Convient, ensure that administrative, regulatory, laioezement and other
authorities dedicated to combating money-laundefingluding, where appropriate under domestic lgudicial
authorities) have the ability to cooperate and erge information at the national and internatideaéls within the
conditions prescribed by its domestic law and,het £nd, shall consider the establishment of anfiigd intelligence
unit to serve as a national centre for the colbegtianalysis and dissemination of information rdgay potential
money-laundering.

5. States Parties shall endeavour to develop amugie global, regional, subregional and bilatecalperation among
judicial, law enforcement and financial regulatanthorities in order to combat money-laundering.

Article 46 - Mutual legal assistance

1. States Parties shall afford one another the svideasure of mutual legal assistance in invesbiggt prosecutions
and judicial proceedings in relation to the offescevered by this Convention.

2. Mutual legal assistance shall be afforded toftilest extent possible under relevant laws, tesatagreements and
arrangements of the requested State Party withecedp investigations, prosecutions and judiciadcpedings in
relation to the offences for which a legal persaayrbe held liable in accordance with article 2@hi$é Convention in
the requesting State Party.

3. Mutual legal assistance to be afforded in acmoed with this article may be requested for anyhef following
purposes:

(a) Taking evidence or statements from persons;

(b) Effecting service of judicial documents;

(c) Executing searches and seizures, and freezing;

(d) Examining objects and sites;

(e) Providing information, evidentiary items anger evaluations;

(f) Providing originals or certified copies of rent documents and records, including governmeankpfinancial,
corporate or business records;

(g9) Identifying or tracing proceeds of crime, prdgeinstrumentalities or other things for evidanyi purposes;

(h) Facilitating the voluntary appearance of pessarthe requesting State Party;

(i) Any other type of assistance that is not cantta the domestic law of the requested State Party

() Identifying, freezing and tracing proceeds ofne in accordance with the provisions of chapteroW this
Convention;

(k) The recovery of assets, in accordance withptioeisions of chapter V of this Convention.

4. Without prejudice to domestic law, the competaumthorities of a State Party may, without priaguest, transmit
information relating to criminal matters to a cortgre authority in another State Party where thdiebe that such
information could assist the authority in undentakior successfully concluding inquiries and crinhipeoceedings or
could result in a request formulated by the lafte Party pursuant to this Convention.

5. The transmission of information pursuant to geaph 4 of this article shall be without prejudiceinquiries and
criminal proceedings in the State of the competarhorities providing the information. The competanthorities
receiving the information shall comply with a requéhat said information remain confidential, etemporarily, or
with restrictions on its use. However, this shalt prevent the receiving State Party from disclgsimits proceedings
information that is exculpatory to an accused perda such a case, the receiving State Party siwtify the
transmitting State Party prior to the disclosurd,ahso requested, consult with the transmittinigt& Party. If, in an
exceptional case, advance notice is not possihergceiving State Party shall inform the transngtState Party of the
disclosure without delay.

6. The provisions of this article shall not affélse obligations under any other treaty, bilatenalhrltilateral, that
governs or will govern, in whole or in part, mutledal assistance.

7. Paragraphs 9 to 29 of this article shall applyeguests made pursuant to this article if théeeStRarties in question
are not bound by a treaty of mutual legal assigtali¢chose States Parties are bound by such gy ttba corresponding
provisions of that treaty shall apply unless that&t Parties agree to apply paragraphs 9 to 2Bioftticle in lieu
thereof. States Parties are strongly encouragepptly those paragraphs if they facilitate cooperati

8. States Parties shall not decline to render ndégal assistance pursuant to this article ondhmind of bank
secrecy.

9. (a) A requested State Party, in responding tegaest for assistance pursuant to this articldénabsence of dual
criminality, shall take into account the purposéthis Convention, as set forth in article 1;

(b) States Parties may decline to render assisamesiant to this article on the ground of absesiatual criminality.
However, a requested State Party shall, where stemsiwith the basic concepts of its legal systenger assistance
that does not involve coercive action. Such agsistanay be refused when requests involve matteasdef minimis
nature or matters for which the cooperation orstasce sought is available under other provisiénki® Convention;
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(c) Each State Party may consider adopting suclsunesa as may be necessary to enable it to prowddex scope of
assistance pursuant to this article in the absehdaal criminality.

10. A person who is being detained or is servisgrtence in the territory of one State Party wipwesence in another
State Party is requested for purposes of identifinatestimony or otherwise providing assistancebtaining evidence
for investigations, prosecutions or judicial prodiegs in relation to offences covered by this Cartien may be
transferred if the following conditions are met:

(a) The person freely gives his or her informedseut;

(b) The competent authorities of both States Pag@ee, subject to such conditions as those Jatees may deem
appropriate.

11. For the purposes of paragraph 10 of this articl

(a) The State Party to which the person is transfieshall have the authority and obligation to kéle@ person
transferred in custody, unless otherwise requesteduthorized by the State Party from which thesperwas
transferred;

(b) The State Party to which the person is transfeshall without delay implement its obligationréturn the person to
the custody of the State Party from which the persas transferred as agreed beforehand, or asndtieeagreed, by
the competent authorities of both States Parties;

(c) The State Party to which the person is transfeshall not require the State Party from whicé gerson was
transferred to initiate extradition proceedingstf@ return of the person;

(d) The person transferred shall receive crediséwice of the sentence being served in the 8@tewhich he or she
was transferred for time spent in the custody ef$kate Party to which he or she was transferred.

12. Unless the State Party from which a persomw iset transferred in accordance with paragraphsntiold of this
article so agrees, that person, whatever his on&onality, shall not be prosecuted, detainedjghed or subjected to
any other restriction of his or her personal lipert the territory of the State to which that perds transferred in
respect of acts, omissions or convictions pridnigoor her departure from the territory of the &fabm which he or she
was transferred.

13. Each State Party shall designate a centrabstyttihat shall have the responsibility and powereceive requests
for mutual legal assistance and either to exedentor to transmit them to the competent autherifie execution.
Where a State Party has a special region or terntith a separate system of mutual legal assistaihenay designate
a distinct central authority that shall have themedunction for that region or territory. Centraitiorities shall ensure
the speedy and proper execution or transmissiothefrequests received. Where the central authtatysmits the
request to a competent authority for executioshdll encourage the speedy and proper executitreaiequest by the
competent authority. The Secretary-General of thédd Nations shall be notified of the central awity designated
for this purpose at the time each State Party despds instrument of ratification, acceptance @pwoval of or
accession to this Convention. Requests for muegall assistance and any communication relatedtthetell be
transmitted to the central authorities designatethb States Parties. This requirement shall bleowit prejudice to the
right of a State Party to require that such requasti communications be addressed to it througbrdigic channels
and, in urgent circumstances, where the StategeRagree, through the International Criminal Rol@rganization, if
possible.

14. Requests shall be made in writing or, wheresiptess by any means capable of producing a writesord, in a
language acceptable to the requested State Padgy wonditions allowing that State Party to esshbauthenticity.
The Secretary-General of the United Nations shalhbtified of the language or languages accept@bkach State
Party at the time it deposits its instrument offiction, acceptance or approval of or accessiothis Convention. In
urgent circumstances and where agreed by the Seatdies, requests may be made orally but shatldodéirmed in
writing forthwith.

15. A request for mutual legal assistance shaltainn

(a) The identity of the authority making the reques

(b) The subject matter and nature of the invesbgatprosecution or judicial proceeding to whicle ttequest relates
and the name and functions of the authority condgche investigation, prosecution or judicial preding;

(c) A summary of the relevant facts, except intietato requests for the purpose of service ofdiadlidocuments;

(d) A description of the assistance sought andildetany particular procedure that the requesgitafe Party wishes
to be followed;

(e) Where possible, the identity, location andovality of any person concerned; and

(f) The purpose for which the evidence, informatosraction is sought.

16. The requested State Party may request additiofomation when it appears necessary for thecetien of the
request in accordance with its domestic law or wihean facilitate such execution.

17. A request shall be executed in accordance thihdomestic law of the requested State Partytanithe extent not
contrary to the domestic law of the requested SRedy and where possible, in accordance with tfeequures
specified in the request.

18. Wherever possible and consistent with fundaatgminciples of domestic law, when an individugin the territory
of a State Party and has to be heard as a witnesgert by the judicial authorities of anothert8tarty, the first State
Party may, at the request of the other, permithbaring to take place by video conference if ih@d possible or
desirable for the individual in question to appeaperson in the territory of the requesting SRagety. States Parties
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may agree that the hearing shall be conducted jogieial authority of the requesting State Partyl attended by a
judicial authority of the requested State Party.

19. The requesting State Party shall not transmitse information or evidence furnished by the ested State Party
for investigations, prosecutions or judicial prodiegs other than those stated in the request witti@uprior consent of
the requested State Party. Nothing in this pardgtgll prevent the requesting State Party fronslaténg in its
proceedings information or evidence that is exdolpato an accused person. In the latter caserafeesting State
Party shall notify the requested State Party godihe disclosure and, if so requested, consuh ie requested State
Party. If, in an exceptional case, advance nosicaat possible, the requesting State Party shfatrmthe requested
State Party of the disclosure without delay.

20. The requesting State Party may require thatefgested State Party keep confidential the fadtsabstance of the
request, except to the extent necessary to exebeateequest. If the requested State Party canmoplyowith the
requirement of confidentiality, it shall promptiyform the requesting State Party.

21. Mutual legal assistance may be refused:

(a) If the request is not made in conformity witle provisions of this article;

(b) If the requested State Party considers thatwgian of the request is likely to prejudice itsvsreignty, security,
ordre publicor other essential interests;

(c) If the authorities of the requested State Paxiyld be prohibited by its domestic law from cémgyout the action
requested with regard to any similar offence, haakeen subject to investigation, prosecution oicjadl proceedings
under their own jurisdiction;

(d) If it would be contrary to the legal systemtbé requested State Party relating to mutual legsistance for the
request to be granted.

22. States Parties may not refuse a request fouahlggal assistance on the sole ground that tfencé is also
considered to involve fiscal matters.

23. Reasons shall be given for any refusal of Mgl assistance.

24. The requested State Party shall execute theesedor mutual legal assistance as soon as pesaildl shall take as
full account as possible of any deadlines suggelsiethe requesting State Party and for which remse given,
preferably in the request. The requesting StatéyRaay make reasonable requests for informatiorthenstatus and
progress of measures taken by the requested Steiiet® satisfy its request. The requested Statty Bhall respond to
reasonable requests by the requesting State Partheo status, and progress in its handling, of rdémguest. The
requesting State Party shall promptly inform thguessted State Party when the assistance soughiasiger required.
25. Mutual legal assistance may be postponed bydfeested State Party on the ground that it ietesf with an
ongoing investigation, prosecution or judicial preding.

26. Before refusing a request pursuant to paragPapdf this article or postponing its executionguant to paragraph
25 of this article, the requested State Party gtaibkult with the requesting State Party to conmsideether assistance
may be granted subject to such terms and condittangé deems necessary. If the requesting Statyy Bacepts
assistance subject to those conditions, it shatipdg with the conditions.

27. Without prejudice to the application of pargdrdl2 of this article, a witness, expert or otherspn who, at the
request of the requesting State Party, consenivi® evidence in a proceeding or to assist in arestigation,
prosecution or judicial proceeding in the territavl the requesting State Party shall not be prdseculetained,
punished or subjected to any other restrictionigfon her personal liberty in that territory in pest of acts, omissions
or convictions prior to his or her departure frdme territory of the requested State Party. Such safiduct shall cease
when the witness, expert or other person having fueich period of fifteen consecutive days or fay geriod agreed
upon by the States Parties from the date on whicbrtshe has been officially informed that his er presence is no
longer required by the judicial authorities, an opnity of leaving, has nevertheless remained malily in the
territory of the requesting State Party or, havafgit, has returned of his or her own free will.

28. The ordinary costs of executing a request $febiorne by the requested State Party, unlessrsigeagreed by the
States Parties concerned. If expenses of a sulagtanextraordinary nature are or will be requitedulfil the request,
the States Parties shall consult to determineeirast and conditions under which the request wilkkecuted, as well
as the manner in which the costs shall be borne.

29. The requested State Party:

(a) Shall provide to the requesting State Partyesopf government records, documents or informatidis possession
that under its domestic law are available to theegal public;

(b) May, at its discretion, provide to the requegtState Party in whole, in part or subject to stmhditions as it deems
appropriate, copies of any government records, mects or information in its possession that untledomestic law
are not available to the general public.

30. States Parties shall consider, as may be regesise possibility of concluding bilateral or rtilaiteral agreements
or arrangements that would serve the purposesvaf pgactical effect to or enhance the provisiohthis article.

Article 47 - Transfer of criminal proceedings

States Parties shall consider the possibility afigferring to one another proceedings for the jprdagmn of an offence
established in accordance with this Conventionases where such transfer is considered to be imteeests of the
proper administration of justice, in particular gases where several jurisdictions are involvedh vet view to
concentrating the prosecution.
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Article 48 - Law enforcement cooperation

1. Sates Parties shall cooperate closely with one remptconsistent with their respective domestic llegad
administrative systems, to enhance the effectivenésaw enforcement action to combat the offeramsered by this
Convention. States Parties shall, in particulde teffective measures:

(a) To enhance and, where necessary, to estalifsshnels of communication between their competetticaities,
agencies and services in order to facilitate troeirgeand rapid exchange of information concernih@spects of the
offences covered by this Convention, includingthié States Parties concerned deem it appropriates with other
criminal activities;

(b) To cooperate with other States Parties in cotiolg inquiries with respect to offences coveredtlig Convention
concerning:

(i) The identity, whereabouts and activities ofgmers suspected of involvement in such offencebleotdcation of other
persons concerned;

(ii) The movement of proceeds of crime or propeéyived from the commission of such offences;

(iii) The movement of property, equipment or othestrumentalities used or intended for use in @mission of such
offences;

(c) To provide, where appropriate, necessary itentgiantities of substances for analytical or itigasive purposes;
(d) To exchange, where appropriate, informatiorhwither States Parties concerning specific meadsrethods used
to commit offences covered by this Convention,udaig the use of false identities, forged, altesedalse documents
and other means of concealing activities;

(e) To facilitate effective coordination betweerithcompetent authorities, agencies and servicdst@apromote the
exchange of personnel and other experts, includingject to bilateral agreements or arrangemerttgeles the States
Parties concerned, the posting of liaison officers;

(f) To exchange information and coordinate admiatste and other measures taken as appropriatiéopurpose of
early identification of the offences covered byst@ionvention.

2. With a view to giving effect to this ConventioBtates Parties shall consider entering into bi#ter multilateral
agreements or arrangements on direct cooperatiwveba their law enforcement agencies and, where agreements
or arrangements already exist, amending them.dratisence of such agreements or arrangements betheeStates
Parties concerned, the States Parties may con#liderConvention to be the basis for mutual law ssdgment
cooperation in respect of the offences coverechilsy@onvention. Whenever appropriate, States Rastiall make full
use of agreements or arrangements, including iatemmal or regional organizations, to enhance theperation
between their law enforcement agencies.

3. States Parties shall endeavour to cooperaténviitieir means to respond to offences covered sy Gonvention
committed through the use of modern technology.

13.1.5 2005 Council of Europe Convention on laundering, s&ch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 15 — General principles and measures for iternational co-operation

1 The Parties shall mutually co-operate with eattier to the widest extent possible for the puesasf investigations
and proceedings aiming at the confiscation of umegntalities and proceeds.

2 Each Party shall adopt such legislative or otheasures as may be necessary to enable it tolgounuler the

conditions provided for in this chapter, with regise

a for confiscation of specific items of propergpresenting proceeds or instrumentalities, as agefor confiscation of
proceeds consisting in a requirement to pay a sumoaey corresponding to the value of proceeds;

b for investigative assistance and provisionahsnees with a view to either form of confiscatieferred to under a
above.

3 Investigative assistance and provisional meassiought in paragraph 2.b shall be carried opeasitted by and in
accordance with the internal law of the requestadyP Where the request concerning one of thesesumesa specifies
formalities or procedures which are necessary utigetaw of the requesting Party, even if unfamit@the requested
Party, the latter shall comply with such requestthe extent that the action sought is not conttarhe fundamental
principles of its law.

4 Each Party shall adopt such legislative or otheasures as may be necessary to ensure thatghests coming
from other Parties in order to identify, trace efze or seize the proceeds and instrumentalitiesjwe the same priority
as those made in the framework of internal procesiur

Article 16 — Obligation to assist

The Parties shall afford each other, upon requbstwidest possible measure of assistance in t#mtifatation and
tracing of instrumentalities, proceeds and otheperty liable to confiscation. Such assistancelshalude any
measure providing and securing evidence as toxiséeace, location or movement, nature, legal statuvalue of the
aforementioned property.
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Article 17 — Requests for information on bank acconts

1 Each Party shall, under the conditions sefrothis article, take the measures necessary grméte, in answer to a
request sent by another Party, whether a naturigigad person that is the subject of a criminakstigation holds or
controls one or more accounts, of whatever nataorany bank located in its territory and, if sopyide the particulars
of the identified accounts.

2 The obligation set out in this article shalphponly to the extent that the information is hetpossession of the bank
keeping the account.

3 In addition to the requirements of Article 87e requesting party shall, in the request:

a state why it considers that the requested nmétion is likely to be of substantial value for tharpose of the
criminal investigation into the offence;

b state on what grounds it presumes that banteirequested Party hold the account and speoithe widest extent
possible, which banks and/or accounts may be imehland

¢ include any additional information availableigfhmay facilitate the execution of the request.

4 The requested Party may make the executiomudi a request dependant on the same conditiorntsaaplies in
respect of requests for search and seizure.

5 Each State or the European Community may, attiihe of signature or when depositing its instromef
ratification, acceptance, approval or accessiona lieclaration addressed to the Secretary Genkthe dCouncil of
Europe, declare that this article applies onlyhie ¢ategories of offences specified in the listtaioed in the appendix
to this Convention.

6 Parties may extend this provision to accouetd In non-bank financial institutions. Such extensmay be made
subject to the principle of reciprocity.

Article 18 — Requests for information on banking tansactions

1 On request by another Party, the requested/ Bhdll provide the particulars of specified bamkaunts and of
banking operations which have been carried ounduai specified period through one or more accogpesified in the
request, including the particulars of any sendingeoipient account.

2 The obligation set out in this article shalphponly to the extent that the information is hetpossession of the bank
holding the account.

3 In addition to the requirements of Article 3fe requesting Party shall in its request indively it considers the
requested information relevant for the purposéhefdriminal investigation into the offence.

4 The requested Party may make the executiomdi a request dependant on the same conditionsagplies in
respect of requests for search and seizure.

5 Parties may extend this provision to accouetd In non-bank financial institutions. Such exiensmay be made
subject to the principle of reciprocity.

Article 19 — Requests for the monitoring of bankingransactions

1 Each Party shall ensure that, at the requesinother Party, it is able to monitor, during acsfeed period, the
banking operations that are being carried out thinoone or more accounts specified in the requastcammunicate
the results thereof to the requesting Party.

2 In addition to the requirements of Article 3fle requesting Party shall in its request indieglty it considers the
requested information relevant for the purposéhefdriminal investigation into the offence.

3 The decision to monitor shall be taken in eaclividual case by the competent authorities of riguested Party,
with due regard for the national law of that Party.

4 The practical details regarding the monitorahgll be agreed between the competent authorifiéiseorequesting
and requested Parties.

5 Parties may extend this provision to accouatd m non-bank financial institutions.

Article 20 — Spontaneous information

Without prejudice to its own investigations or pgedings, a Party may without prior request forwtardnother Party
information on instrumentalities and proceeds, wiheonnsiders that the disclosure of such infororatnight assist the
receiving Party in initiating or carrying out intigmtions or proceedings or might lead to a reqbgghat Party under
this chapter.

Article 33 — Central authority

1 The Parties shall designate a central authoritif necessary, authorities, which shall be oasible for sending and
answering requests made under this chapter, theigae of such requests or the transmission of tteethe authorities
competent for their execution.

2 Each Party shall, at the time of signature bemvdepositing its instrument of ratification, guteace, approval or
accession, communicate to the Secretary Genethleo€ouncil of Europe the names and addressesdiuthorities

designated in pursuance of paragraph 1 of thiclaurti
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Article 34 — Direct communication

1 The central authorities shall communicate diyagith one another.

2 In the event of urgency, requests or commuiticatunder this chapter may be sent directly by jtidicial
authorities, including public prosecutors, of teguesting Party to such authorities of the reqdetaty. In such cases
a copy shall be sent at the same time to the demithority of the requested Party through the redrtuthority of the
requesting Party.

3 Any request or communication under paragraphad 2 of this article may be made through therhatgonal
Criminal Police Organisation (Interpol).

4 Where a request is made pursuant to paragrablis article and the authority is not competentleal with the
request, it shall refer the request to the competational authority and inform directly the reqtieg Party that it has
done so.

5 Requests or communications under Section Bisfchapter, which do not involve coercive actioray be directly
transmitted by the competent authorities of theiestjing Party to the competent authorities of dypiested Party.

6 Draft requests or communications under thiptdramay be sent directly by the judicial authestof the requesting
Party to such authorities of the requested Paiity po a formal request to ensure that it can betdeith efficiently
upon receipt and contains sufficient informatior aupporting documentation for it to meet the regpaents of the
legislation of the requested Party.

Article 35 — Form of request and languages

1 All requests under this chapter shall be maderting. They may be transmitted electronically, by any other
means of telecommunication, provided that the rstjug Party is prepared, upon request, to produang time a
written record of such communication and the oagirHowever each Party may, at any time, by a dattm
addressed to the Secretary General of the CouhEilimpe, indicate the conditions in which it isdg to accept and
execute requests received electronically or byathgr means of communication.

2 Subiject to the provisions of paragraph 3 df dhiticle, translations of the requests or suppgrtiocuments shall not
be required.

3 At the time of signature or when depositingiftstrument of ratification, acceptance, approvabocession, any
State or the European Community may communicatbadSecretary General of the Council of Europe cadation
that it reserves the right to require that requestde to it and documents supporting such regbeséecompanied by a
translation into its own language or into one & dfficial languages of the Council of Europe dpisuch one of these
languages as it shall indicate. It may on that siccedeclare its readiness to accept translatio@sy other language
as it may specify. The other Parties may applyéogrocity rule.

Article 36 — Legalisation
Documents transmitted in application of this chaptall be exempt from all legalisation formalities

Article 37 — Content of request

1 Any request for co-operation under this chapkell specify:

a the authority making the request and the aityhcarrying out the investigations or proceedings;

b the object of and the reason for the request;

¢ the matters, including the relevant facts (sashdate, place and circumstances of the offermeyhich the
investigations or proceedings relate, except irctse of a request for notification;

d insofar as the co-operation involves coercitéa:

i the text of the statutory provisions or, wh#ris is not possible, a statement of the relevantdpplicable; and

i an indication that the measure sought or amgiomeasures having similar effects could be takehe territory of
the requesting Party under its own law;

e where necessary and in so far as possible:

i details of the person or persons concernediiditeg name, date and place of birth, nationalitg éocation, and, in
the case of a legal person, its seat; and

i the property in relation to which co-operatie sought, its location, its connection with thergon or persons
concerned, any connection with the offence, as a®lany available information about other persomsrests in the
property; and

f any particular procedure the requesting Paishes to be followed.

2 A request for provisional measures under Se@im relation to seizure of property on whichamfiscation order
consisting in the requirement to pay a sum of manay be realised shall also indicate a maximum aninfmr which
recovery is sought in that property.

3 In addition to the indications mentioned imggaaph 1, any request under Section 4 shall quntai

a inthe case of Article 23, paragraph 1.a:

i a certified true copy of the confiscation ordeade by the court in the requesting Party andatersient of the
grounds on the basis of which the order was médeey are not indicated in the order itself;

i an attestation by the competent authorityhaf tequesting Party that the confiscation ordemi®rceable and not
subject to ordinary means of appeal;
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i information as to the extent to which the emement of the order is requested; and

iv information as to the necessity of taking gngvisional measures;

b in the case of Article 23, paragraph 1.b, #estent of the facts relied upon by the requestiagyPsufficient to
enable the requested Party to seek the order itsddsmestic law;

¢ when third parties have had the opportunitgiéim rights, documents demonstrating that thisbeen the case.

Article 38 — Defective requests

1 If arequest does not comply with the provisiofthis chapter or the information supplied i$ swfficient to enable
the requested Party to deal with the request,Rhety may ask the requesting Party to amend theester to complete
it with additional information.

2 The requested Party may set a time-limit ferréceipt of such amendments or information.

3 Pending receipt of the requested amendmerit§amation in relation to a request under Sectaof this chapter,
the requested Party may take any of the measuersag to in Sections 2 or 3 of this chapter.

Article 39 — Plurality of requests

1 Where the requested Party receives more thamemuest under Sections 3 or 4 of this chaptezdpect of the same
person or property, the plurality of requests shall prevent that Party from dealing with the rexisenvolving the
taking of provisional measures.

2 In the case of plurality of requests under iBact of this chapter, the requested Party shalkicler consulting the
requesting Parties.

Article 40 — Obligation to give reasons
The requested Party shall give reasons for anyidecto refuse, postpone or make conditional angperation under
this chapter.

Article 41 — Information

1 The requested Party shall promptly inform #guesting Party of:

the action initiated on a request under thigptdr;

the final result of the action carried out ba basis of the request;

a decision to refuse, postpone or make comditjion whole or in part, any co-operation undes tthapter;

any circumstances which render impossible tagyimg out of the action sought or are likely telal it
significantly; and

e inthe event of provisional measures takenyaunisto a request under Sections 2 or 3 of thiptelhasuch provisions
of its domestic law as would automatically leadHte lifting of the provisional measure.

2 The requesting Party shall promptly inform tequested Party of:

a any review, decision or any other fact by reasbwhich the confiscation order ceases to be lyhmi partially
enforceable; and

b any development, factual or legal, by reasowtoth any action under this chapter is no longstified.

3 Where a Party, on the basis of the same catiitst order, requests confiscation in more than Pagy, it shall
inform all Parties which are affected by an enfareat of the order about the request.

0O oW

Article 42 — Restriction of use

1 The requested Party may make the execution mfqaest dependent on the condition that the irddion or
evidence obtained will not, without its prior congebe used or transmitted by the authorities efréguesting Party for
investigations or proceedings other than thoseifspeén the request.

2 Each State or the European Community may, attiihe of signature or when depositing its instromef
ratification, acceptance, approval or accessiondéglaration addressed to the Secretary GenertieofCouncil of
Europe, declare that, without its prior consenfiprimation or evidence provided by it under this miea may not be
used or transmitted by the authorities of the retjng Party in investigations or proceedings othan those specified
in the request.

Article 43 — Confidentiality

1 The requesting Party may require that the retgdeParty keep confidential the facts and substafithe request,
except to the extent necessary to execute the sedfiehe requested Party cannot comply with thguirement of
confidentiality, it shall promptly inform the reggtéeng Party.

2 The requesting Party shall, if not contrarp#sic principles of its national law and if so regied, keep confidential
any evidence and information provided by the retpee®arty, except to the extent that its disclossimeecessary for
the investigations or proceedings described irreleest.

3 Subject to the provisions of its domestic lanRarty which has received spontaneous informaitrater Article 20
shall comply with any requirement of confidentialds required by the Party which supplies the imfaion. If the
other Party cannot comply with such requiremerghall promptly inform the transmitting Party.
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Article 44 — Costs

The ordinary costs of complying with a request Ishalborne by the requested Party. Where costssoibatantial or
extraordinary nature are necessary to comply withqaiest, the Parties shall consult in order teadine conditions on
which the request is to be executed and how this ebsll be borne.

Article 45 — Damages

1 When legal action on liability for damages tgsg from an act or omission in relation to co-ogéon under this
chapter has been initiated by a person, the Panieserned shall consider consulting each otheergvhppropriate, to
determine how to apportion any sum of damages due.

2 A Party which has become subject of a litigatior damages shall endeavour to inform the ottetyPof such

litigation if that Party might have an interestie case.

13.1.6 The 2000 Convention on Mutual Assistance in CrimineMatters between the Member
States of the EU

Article 3 - Proceedings in connection with which mtual assistance is also to be afforded

1. Mutual assistance shall also be afforded in gedings brought by the administrative authoritieseispect of acts
which are punishable under the national law ofrdtpiesting or the requested Member State, or bgthirtue of being

infringements of the rules of law, and where theislen may give rise to proceedings before a cloaving jurisdiction

in particular in criminal matters.

2. Mutual assistance shall also be afforded in eotion with criminal proceedings and proceedingsedsrred to in

paragraph 1 which relate to offences or infringetmdar which a legal person may be held liablehia tequesting
Member State.

Article 4 - Formalities and procedures in the exedion of requests for mutual assistance

1. Where mutual assistance is afforded, the regddgember State shall comply with the formalitiesl grocedures
expressly indicated by the requesting Member Staikess otherwise provided in this Convention aravided that

such formalities and procedures are not contratiggdundamental principles of law in the requedteinber State.

2. The requested Member State shall execute theesedor assistance as soon as possible, takiffigll sesccount as
possible of the procedural deadlines and other lshesdindicated by the requesting Member State. Hipiesting

Member State shall explain the reasons for theloead

3. If the request cannot, or cannot fully, be exedun accordance with the requirements set byeahaesting Member
State, the authorities of the requested Membee S3taall promptly inform the authorities of the regting Member
State and indicate the conditions under which ighmnibe possible to execute the request. The atitworf the

requesting and the requested Member State maycudasity agree on further action to be taken connogrtine

request, where necessary by making such actioeatuioj the fulfilment of those conditions.

4. If it is foreseeable that the deadline set lgyrdquesting Member State for executing its reqeeesbot be met, and if
the reasons referred to in paragraph 2, seconcrsmmtindicate explicitly that any delay will ledadl substantial

impairment of the proceedings being conducted & tbquesting Member State, the authorities of dguested
Member State shall promptly indicate the estimatet needed for execution of the request. The ailith® of the

requesting Member State shall promptly indicate tiviethe request is to be upheld nonetheless. Utheaties of the

requesting and requested Member States may sulmgbgagree on further action to be taken concertiregrequest.

Article 5 - Sending and service of procedural docuents

1. Each Member State shall send procedural docunirieinded for persons who are in the territorgrofther Member
State to them directly by post.

2. Procedural documents may be sent via the comipaie¢horities of the requested Member State dnly i

(a) the address of the person for whom the docuiméntended is unknown or uncertain; or

(b) the relevant procedural law of the requestingniMer State requires proof of service of the docunoa the
addressee, other than proof that can be obtaingdty or

(c) it has not been possible to serve the doculmgpbst; or

(d) the requesting Member State has justified memdor considering that dispatch by post will befiactive or is
inappropriate.

3. Where there is reason to believe that the addeedoes not understand the language in whichatwemkent is drawn
up, the document, or at least the important passttggeof, must be translated into (one of) theguage(s) of the
Member State in the territory of which the addresisestaying. If the authority by which the procedidocument was
issued knows that the addressee understands anky sther language, the document, or at least tperilant passages
thereof, must be translated into that other languag

4. All procedural documents shall be accompanie@ bgport stating that the addressee may obtadmnivetion from
the authority by which the document was issuedremfother authorities in that Member State regaydiis or her
rights and obligations concerning the documentagraph 3 shall also apply to that report.
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5. This Article shall not affect the application Afticles 8, 9 and 12 of the European Mutual Assise Convention
and Articles 32, 34 and 35 of the Benelux Treaty.

Article 6 - Transmission of requests for mutual asstance

1. Requests for mutual assistance and spontanecbarges of information referred to in Article 7aBlbe made in
writing, or by any means capable of producing atemirecord under conditions allowing the receiviigmber State
to establish authenticity. Such requests shall bderdirectly between judicial authorities with itemial competence
for initiating and executing them, and shall beureéd through the same channels unless otherwesfigg in this
Article.

Any information laid by a Member State with a viewvproceedings before the courts of another Meriate within
the meaning of Article 21 of the European Mutuati&tance Convention and Article 42 of the Benelvealy may be
the subject of direct communications between thepetent judicial authorities.

2. Paragraph 1 shall not prejudice the possihilitsequests being sent or returned in specificxase

(a) between a central authority of a Member Statkaacentral authority of another Member State; or

(b) between a judicial authority of one Member &ttd a central authority of another Member State.

3. Notwithstanding paragraph 1, the United Kingdand Ireland, respectively, may, when giving theifivattion
provided for in Article 27(2), declare that requeeand communications to it, as specified in thdatation, must be
sent via its central authority. These Member Staiag at any time by a further declaration limit 8epe of such a
declaration for the purpose of giving greater dffecparagraph 1. They shall do so when the prorgsion mutual
assistance of the Schengen Implementation Conveati® put into effect for them. Any Member Stateyrapply the
principle of reciprocity in relation to the declticms referred to above.

4. Any request for mutual assistance may, in caseirgency, be made via the International Criminalli¢®
Organisation (Interpol) or any body competent urgerisions adopted pursuant to the Treaty on EeangJnion.

5. Where, in respect of requests pursuant to Adidl2, 13 or 14, the competent authority is a jatleuthority or a
central authority in one Member State and a paticeustoms authority in the other Member Stateyests may be
made and answered directly between these auttsofaragraph 4 shall apply to these contacts.

6. Where, in respect of requests for mutual assistan relation to proceedings as envisaged inckertB(1), the
competent authority is a judicial authority or aral authority in one Member State and an admtiste authority

in the other Member State, requests may be madarswiered directly between these authorities.

7. Any Member State may declare, when giving thifination provided for in Article 27(2), that isinot bound by the
first sentence of paragraph 5 or by paragraph tBisfArticle, or both or that it will apply thoseqvisions only under
certain conditions which it shall specify. Suchezldration may be withdrawn or amended at any time.

8. The following requests or communications shalhiade through the central authorities of the Marshates:

(a) requests for temporary transfer or transitespns held in custody as referred to in Articlef ¢his Convention, in
Article 11 of the European Mutual Assistance Cortienand in Article 33 of the Benelux Treaty;

(b) notices of information from judicial records esferred to in Article 22 of the European Mutuassistance
Convention and Article 43 of the Benelux Treatywéwer, requests for copies of convictions and megsas referred
to in Article 4 of the Additional Protocol to theuEbpean Mutual Assistance Convention may be madetty to the
competent authorities.

Article 7 - Spontaneous exchange of information

1. Within the limits of their national law, the cpetent authorities of the Member States may exahamfgrmation,
without a request to that effect, relating to criadioffences and the infringements of rules of taferred to in Article
3(1), the punishment or handling of which falls hit the competence of the receiving authority & time the
information is provided.

2. The providing authority may, pursuant to itsiowl law, impose conditions on the use of sucbrimfation by the
receiving authority.

3. The receiving authority shall be bound by thoseditions.

13.1.7 Council of the EU Framework Decision on _money laungring, the identification,
tracing, freezing, seizing and confiscation of instimentalities and the proceeds of
crime

Article 4 - Processing of requests for mutual asd&snce

Member States shall take the necessary steps tweetigt all requests from other Member States lwhétate to asset
identification, tracing, freezing or seizing andnfiscation are processed with the same prioritysagiven to such
measures in domestic proceedings.
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13.1.8 The protocol to the 2000 Convention on Mutual Assiance in Criminal Matters
between the Member States of the EU

Article 1 - Request for information on bank accounts

1. Each Member State shall, under the conditioh®tin this Article, take the measures necessamgyetermine, in
answer to a request sent by another Member Stétether a natural or legal person that is the sulmgea criminal
investigation holds or controls one or more acceuot whatever nature, in any bank located indtsitory and, if so,
provide all the details of the identified accounts.

The information shall also, if requested and to ééent that it can be provided within a reasondinee, include
accounts for which the person that is the subjetii@proceedings has powers of attorney.

2. The obligation set out in this Article shall &§ppnly to the extent that the information is iretpossession of the
bank keeping the account.

3. The obligation set out in this Article shall &ppnly if the investigation concerns

- an offence punishable by a penalty involving degiion of liberty or a detention order of a maximyeriod of at
least four years in the requesting State and at tee years in the requested State, or

- an offence referred to in Article 2 of the 1996n@ention on the establishment of a European P@itiee (Europol
Convention), or in the Annex to that Conventionaagended, or

- to the extent that it may not be covered by theoRol Convention, an offence referred to in th@3. €onvention on
the protection of the European Communities' finahiciterests, the 1996 Protocol thereto, or the7198cond Protocol
thereto.

4. The authority making the request shall, in #¢nguest:

- state why it considers that the requested inftionais likely to be of substantial value for therpose of the
investigation into the offence;

-state on what grounds it presumes that banks énrélquested Member State hold the account andiet@xtent
available, which banks may be involved;

- include any information available which may féetle the execution of the request.

5. Member States may make the execution of a réquesrding to this Article dependent on the sawrdiions as
they apply in respect of requests for search aizdirge

6. The Council may decide, pursuant to Article 34@ of the Treaty of European Union, to extend #tope of
paragraph 3.

Article 2 - Requests for information on banking transactions

1. On request by the requesting State, the reqli&tsge shall provide the particulars of specifiadk accounts and of
banking operations which have been carried ouhduai specified period through one or more accogpesified in the

request, including the particulars of any sendingeoipient account.

2. The obligation set out in this Article shall &ppnly to the extent that the information is iretpossession of the
bank holding the account.

3. The requesting Member State shall in its reginetate why it considers the requested infornmatiglevant for the

purpose of the investigation into the offence.

4. Member States may make the execution of a réqeesrding to this Article dependent on the sawrdiions as

they apply in respect of requests for search aizdirge

Article 3 - Requests for the monitoring of banking transactions

1. Each Member State shall undertake to ensure @hdhe request of another Member State, it ie &blmonitor,

during a specified period, the banking operatidreg ire being carried out through one or more ausospecified in

the request and communicate the results theregbkteequesting Member State.

2. The requesting Member State shall in its regumeltate why it considers the requested informmatiglevant for the
purpose of the investigation into the offence.

3. The decision to monitor shall be taken in eaclividual case by the competent authorities ofrégriested Member
State, with due regard for the national law of tiamber State.

4. The practical details regarding the monitorihglsbe agreed between the competent authoritigheofequesting
and requested Member States.

Article 4 - Confidentiality

Each Member State shall take the necessary measuressure that banks do not disclose to the baskomer
concerned or to other third persons that infornrmtias been transmitted to the requesting Statedordance with
Articles 1, 2 or 3 or that an investigation is lgeoarried out.

Article 5 - Obligation to inform

If the competent authority of the requested Mem8tate in the course of the execution of a requestnfutual
assistance considers that it may be appropriatmdertake investigations not initially foreseenwdrich could not be

91



specified when the request was made, it shall inmel¢ inform the requesting authority accordingty order to
enable it to take further action.

Article 6 - Additional requests for mutual assistance

1. Where the competent authority of the requgshfember State makes a request for mutual assestahich is
additional to an earlier request, it shall not bguired to provide information already providedtlie initial request.
The additional request shall contain informationessary for the purpose of identifying the initisdjuest.

2. Where, in accordance with the provisions ircéo the competent authority which has made a stdqoe mutual
assistance participates in the execution of theigsigin the requested Member State, it may, witlwajudice to
Article 6(3) of the 2000 Mutual Assistance Conventimake an additional request directly to the oetept authority
of the requested Member State while present inStete.

Article 7 - Banking secrecy
A Member State shall not invoke banking secrecyasason for refusing any cooperation regardingcuest for
mutual assistance from another Member State.

Article 8 - Fiscal offences

1. Mutual assistance may not be refused solelherground that the request concerns an offenéghvthe requested
Member State considers a fiscal offence.

2. If a Member State has made the executionrefjaest for search and seizure dependent on théticonthat the

offence giving rise to the request is also punihaimder its law, this condition shall be fulfilledith regard to

offences referred to in paragraph 1, if the offenoeresponds to an offence of the same nature utsléaw. The

request may not be refused on the ground thabileof the requested Member State does not impessatime kind of
tax or duty or does not contain a tax, duty, cust@and exchange regulation of the same kind asaWeof the

requesting Member State.

3. Article 50 of the Schengen Implementation Gontion is hereby repealed.

Article 9 - Political offences

1. For the purposes of mutual legal assistantedes Member States, no offence may be regardetiebyequested
Member State as a political offence, an offenceneoted with a political offence or an offence imegi by political
motives.

2. Each Member State may, when giving the natifan referred to in Article 13(2), declare thatwill apply
paragraph 1 only in relation to

(@ the offences referred to in Articles 1 and 2hef European Convention on the Suppression ofofiism of 27
January 1977; and

(b)  offences of conspiracy or association - whiohrespond to the description of behaviour refetaedh Article
3(4) of the Convention of 27 September 1996 rejatinextradition between the Member States of theean Union
- to commit one or more of the offences referrethtérticles 1 and 2 of the European Conventiortlea Suppression
of Terrorism.

3. Reservations made pursuant to Article 13 efEEliropean Convention on the Suppression of Termoshall not
apply to mutual legal assistance between MembeeSta

13.2 Asset recovery

13.2.1 EATF 40 Recommendations

Recommendation 38

Countries should ensure that they have the auyhtwittake expeditious action in response to regubgt foreign

countries to identify, freeze, seize and confisgateperty laundered; proceeds from money laundenprgdicate
offences and terrorist financing; instrumentalitiesed in, or intended for use in, the commissiotheke offences; or
property of corresponding value. This authoritydddnclude being able to respond to requests nuadhe basis of
non-conviction-based confiscation proceedings agldted provisional measures, unless this is instersi with

fundamental principles of their domestic law. Coigst should also have effective mechanisms for giagasuch

property, instrumentalities or property of corresging value, and arrangements for coordinating useizand

confiscation proceedings, which should includegharing of confiscated assets.

Interpretative Note to Recommendation 38

1. Countries should consider establishing an dssktiture fund into which all, or a portion of, miiscated property
will be deposited for law enforcement, health, edian, or other appropriate purposes. Countriesllshtake such
measures as may be necessary to enable them ® amang or between other countries confiscatedeptypin
particular, when confiscation is directly or inditly a result of coordinated law enforcement action
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2. With regard to requests for cooperation madethen basis of non-conviction based confiscation gedings,
countries need not have the authority to act orb#sés of all such requests, but should be abtetso, at a minimum
in circumstances when a perpetrator is unavailapleeason of death, flight, absence, or the peaftis unknown.

13.2.21988 UN Convention against illicit traffic in narcdic drugs and psychotropic
substances

Article 5

4. (a) Following a request made pursuant to ttisla by another Party having jurisdiction overaffence established
in accordance with article 3, paragraph 1, theyHartvhose territory proceeds, property, instruraétiés or any other
things referred to in paragraph 1 of this articie situated shall:

(i) Submit the request to its competent authorif@sthe purpose of obtaining an order of configmatand, if such
order is granted, give effect to it; or

(ii) Submit to its competent authorities, with &wito giving effect to it to the extent requestaa order of confiscation
issued by the requesting Party in accordance vathgraph | of this article, in so far as it relai@proceeds, property,
instrumentalities or any other things referredt@aragraph | situated in the territory of the exjad Party.

(b) Following a request made pursuant to this lertiy another Party having jurisdiction over areaffe established in
accordance with article 3, paragraph |, the reqaeStarty shall take measures to identify, trace, fageze or seize
proceeds, property, instrumentalities or any othargs referred to in paragraph | of this articte the purpose of
eventual confiscation to be ordered either by #wuesting Party or, pursuant to a request undgyasagraph (a) of
this paragraph, by the requested Party.

(c) The decisions or actions provided for in subgeaphs (a) and (b) of this paragraph shall bentékethe requested
Party, in accordance with and subject to the pronss of its domestic law and its procedural rulesoy bilateral or
multilateral treaty, agreement or arrangement tlvh may be bound in relation to the requestiagty?

(d) The provisions of article 7, paragraphs 6 toat® applicablemutatis mutandisin addition to the information
specified in article 7, paragraph 10, requests npadguant to this article shall contain the follogi

() In the case of a request pertaining to subpardy (a)(i) of this paragraph, a description of greperty to be
confiscated and a statement of the facts reliech upothe requesting Party sufficient to enablergguested Party to
seek the order under its domestic law;

(ii) In the case of a request pertaining to subgaah (a)(ii), a legally admissible copy of an ardé confiscation
issued by the requesting Party upon which the gedased, a statement of the facts and infoomats to the extent
to which the execution of the order is requested;

(iii) In the case of a request pertaining to subgeaph (b), a statement of the facts relied upothbyequesting Party
and a description of the actions requested.

(e) Each Party shall furnish to the Secretary-Garibe text of any of its laws and regulations whigve effect to this
paragraph and the text of any subsequent changeghoaws and regulations.

() If a Party elects to make the taking of the meas referred to in subparagraphs (a) and (bhisfgaragraph
conditional on the existence of a relevant trethtgt Party shall consider this Convention as treessary and sufficient
treaty basis.

(g) The Parties shall seek to conclude bilateral amltilateral treaties, agreements or arrangennenhance the
effectiveness of international co-operation purstarhis article.

5. (a) Proceeds or property confiscated by a Paurguant to paragraph 1 or paragraph 4 of thislarshall be
disposed of by that Party according to its domedaticand administrative procedures.

(b) When acting on the request of another Pargcoordance with this article, a Party may give epemnsideration
to concluding agreements on:

(i) Contributing the value of such proceeds angeprty, or funds derived from the sale of such pedseor property, or
a substantial part thereof, to intergovernmentalid® specializing in the fight against illicit tfaf in and abuse of
narcotic drugs and psychotropic substances;

(i) Sharing with other Parties, on a regular csedy-case basis, such proceeds or property, dsfderived from the
sale of such proceeds or property, in accordandk it8 domestic law, administrative procedures batéral or
multilateral agreements entered into for this pago

13.2.3 2000 UN Convention against Transnational Organizef€rime

Article 13 - International cooperation for purposesof confiscation

1. A State Party that has received a request froothar State Party having jurisdiction over an méfe covered by this
Convention for confiscation of proceeds of crimeperty, equipment or other instrumentalities neférto in article
12, paragraph 1, of this Convention situated indtsitory shall, to the greatest extent possibiiiw its domestic legal
system:

(a) Submit the request to its competent authorftieshe purpose of obtaining an order of confismatand, if such an
order is granted, give effect to it; or
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(b) Submit to its competent authorities, with a viengiving effect to it to the extent requestedpater of confiscation
issued by a court in the territory of the requestBtate Party in accordance with article 12, pawalgrl, of this
Convention insofar as it relates to proceeds oheriproperty, equipment or other instrumentaliteferred to in article
12, paragraph 1, situated in the territory of thguested State Party.

2. Following a request made by another State Pexting jurisdiction over an offence covered by @invention, the
requested State Party shall take measures tofigengice and freeze or seize proceeds of crimepety, equipment or
other instrumentalities referred to in article paragraph 1, of this Convention for the purposeweitual confiscation
to be ordered either by the requesting State Rartpursuant to a request under paragraph 1 ofattiisle, by the
requested State Party.

3. The provisions of article 18 of this Conventiare applicable, mutatis mutandis, to this artidbeaddition to the
information specified in article 18, paragraph fEgjuests made pursuant to this article shall contai

(a) In the case of a request pertaining to paragtafa) of this article, a description of the properybe confiscated
and a statement of the facts relied upon by theesting State Party sufficient to enable the reigaeState Party to
seek the order under its domestic law;

(b) In the case of a request pertaining to paragh) of this article, a legally admissible copy of arder of
confiscation upon which the request is based isduedhe requesting State Party, a statement offabts and
information as to the extent to which executiothef order is requested,;

(c) In the case of a request pertaining to paragapihthis article, a statement of the facts relipdn by the requesting
State Party and a description of the actions regdes

4. The decisions or actions provided for in parpbgsal and 2 of this article shall be taken by #wested State Party
in accordance with and subject to the provisionst®fdomestic law and its procedural rules or ailgtdral or
multilateral treaty, agreement or arrangement tlwh may be bound in relation to the requestitafSParty.

5. Each State Party shall furnish copies of itsslamnd regulations that give effect to this artehel of any subsequent
changes to such laws and regulations or a desmifitiereof to the Secretary-General of the Unitatdss.

6. If a State Party elects to make the taking efrtteasures referred to in paragraphs 1 and 2ohtticle conditional
on the existence of a relevant treaty, that StattyPshall consider this Convention the necessadysafficient treaty
basis.

7. Cooperation under this article may be refused IState Party if the offence to which the requelites is not an
offence covered by this Convention.

8. The provisions of this article shall not be damsd to prejudice the rights of bona fide thirdtjgs.

9. States Parties shall consider concluding b#ter multilateral treaties, agreements or arraregg@mto enhance the
effectiveness of international cooperation undestaursuant to this article.

Article 14 - Disposal of confiscated proceeds of icne or property

1. Proceeds of crime or property confiscated bytateSParty pursuant to articles 12 or 13, paragrhpbf this
Convention shall be disposed of by that State Rardgcordance with its domestic law and administegprocedures.

2. When acting on the request made by another Sttty in accordance with article 13 of this Corti@mn States
Parties shall, to the extent permitted by domdstic and if so requested, give priority considematio returning the
confiscated proceeds of crime or property to thpiesting State Party so that it can give compemsti the victims of
the crime or return such proceeds of crime or pitgge their legitimate owners.

3. When acting on the request made by another Bty in accordance with articles 12 and 13 of @onvention, a
State Party may give special consideration to eaatich agreements or arrangements on:

(a) Contributing the value of such proceeds of cromgroperty or funds derived from the sale of spebceeds of
crime or property or a part thereof to the accalegignated in accordance with article 30, parag@ft), of this
Convention and to intergovernmental bodies speagiin the fight against organized crime;

(b) Sharing with other States Parties, on a requiarase-by-case basis, such proceeds of crimeopepy, or funds
derived from the sale of such proceeds of crimg@roperty, in accordance with its domestic law omadstrative
procedures.

13.2.4 2003 UN Convention against Corruption

Article 51 - General provision
The return of assets pursuant to this chapter fisndamental principle of this Convention, and StaRarties shall
afford one another the widest measure of cooperatial assistance in this regard.

Article 52 - Prevention and detection of transferof proceeds of crime

1. Without prejudice to article 14 of this Convemtj each State Party shall take such measuresyabangecessary, in
accordance with its domestic law, to require finahdnstitutions within its jurisdiction to verifghe identity of

customers, to take reasonable steps to determinelémtity of beneficial owners of funds depositetb high-value

accounts and to conduct enhanced scrutiny of ats@aught or maintained by or on behalf of indiaiuwho are, or
have been, entrusted with prominent public functiand their family members and close associatesh 8ohanced
scrutiny shall be reasonably designed to detegpicosis transactions for the purpose of reportiagcompetent
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authorities and should not be so construed asstodiage or prohibit financial institutions fromimi business with
any legitimate customer.

2. In order to facilitate implementation of the reeges provided for in paragraph 1 of this artielech State Party, in
accordance with its domestic law and inspired blgvant initiatives of regional, interregional andultilateral
organizations against money-laundering, shall:

(a) Issue advisories regarding the types of natordegal person to whose accounts financial wstins within its
jurisdiction will be expected to apply enhancedusioy, the types of accounts and transactions tichvio pay
particular attention and appropriate account-omgnimaintenance and record-keeping measures tocakeerning
such accounts; and

(b) Where appropriate, notify financial institut®within its jurisdiction, at the request of anatis¢ate Party or on its
own initiative, of the identity of particular natlror legal persons to whose accounts such institsitwill be expected
to apply enhanced scrutiny, in addition to thosenvtihe financial institutions may otherwise idetif

3. In the context of paragraph 2 (a) of this aetidach State Party shall implement measures toetizat its financial
institutions maintain adequate records, over ar@pfate period of time, of accounts and transastimvolving the
persons mentioned in paragraph 1 of this articlleickv should, as a minimum, contain information tiela to the
identity of the customer as well as, as far asiptesf the beneficial owner.

4. With the aim of preventing and detecting trarssfef proceeds of offences established in accoearith this
Convention, each State Party shall implement ap@i@pand effective measures to prevent, with thkp fof its
regulatory and oversight bodies, the establishroémianks that have no physical presence and tleahetr affiliated
with a regulated financial group. Moreover, St@asties may consider requiring their financialitogions to refuse to
enter into or continue a correspondent bankingticglship with such institutions and to guard agaestablishing
relations with foreign financial institutions tha¢rmit their accounts to be used by banks that havghysical presence
and that are not affiliated with a regulated finahgroup.

5. Each State Party shall consider establishinggdoordance with its domestic law, effective finahdisclosure
systems for appropriate public officials and shalbvide for appropriate sanctions for non-compleanEach State
Party shall also consider taking such measuresaash® necessary to permit its competent authoritieshare that
information with the competent authorities in otl&tates Parties when necessary to investigatan cdaid recover
proceeds of offences established in accordancethighConvention.

6. Each State Party shall consider taking such oneasas may be necessary, in accordance with iiestc law, to
require appropriate public officials having an e in or signature or other authority over a ffitial account in a
foreign country to report that relationship to agpiate authorities and to maintain appropriatems related to such
accounts. Such measures shall also provide fologppte sanctions for non-compliance.

Article 53 - Measures for direct recovery of propety

Each State Party shall, in accordance with its doimé&w:

(a) Take such measures as may be necessary ta pewttier State Party to initiate civil action s courts to establish
title to or ownership of property acquired throutje commission of an offence established in accaelavith this

Convention;

(b) Take such measures as may be necessary totpé&nuourts to order those who have committed rufées

established in accordance with this Conventionap pompensation or damages to another State Reatyhas been
harmed by such offences; and

(c) Take such measures as may be necessary tot permourts or competent authorities, when hatmglecide on

confiscation, to recognize another State Partyantlas a legitimate owner of property acquired dito the

commission of an offence established in accordavittethis Convention.

Article 54 - Mechanisms for recovery of property through international cooperation in confiscation

1. Each State Party, in order to provide mutuahlegsistance pursuant to article 55 of this Cotieemwith respect to
property acquired through or involved in the consiue of an offence established in accordance vhith@onvention,
shall, in accordance with its domestic law:

(a) Take such measures as may be necessary td fisrouimpetent authorities to give effect to adesrof confiscation
issued by a court of another State Party;

(b) Take such measures as may be necessary tot isroompetent authorities, where they have jictsmh, to order
the confiscation of such property of foreign orid¢ip adjudication of an offence of money-launderorgsuch other
offence as may be within its jurisdiction or by @tlprocedures authorized under its domestic law; an

(c) Consider taking such measures as may be negessallow confiscation of such property withoutcaminal
conviction in cases in which the offender cannotpbesecuted by reason of death, flight or absenca mther
appropriate cases.

2. Each State Party, in order to provide mutuahllegsistance upon a request made pursuant torgphag of article
55 of this Conventiorshall, in accordance with its domestic law:

(a) Take such measures as may be necessary tot permdompetent authorities to freeze or seize @riypupon a
freezing or seizure order issued by a court or ciemg authority of a requesting State Party thaviges a reasonable
basis for the requested State Party to believe ttteake are sufficient grounds for taking such axtiand that the
property would eventually be subject to an ordecaffiscation for purposes of paragraph 1 (a) isf &fticle;
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(b) Take such measures as may be necessary tot perraompetent authorities to freeze or seize @rypupon a
request that provides a reasonable basis for tinpgested State Party to believe that there arecgrifi grounds for
taking such actions and that the property wouldnaadly be subject to an order of confiscation furposes of
paragraph 1 (a) of this article; and

(c) Consider taking additional measures to pertsitdmpetent authorities to preserve property éofiscation, such as
on the basis of a foreign arrest or criminal chagjated to the acquisition of such property.

Article 55 - International cooperation for purposesof confiscation

1. A State Party that has received a request froothar State Party having jurisdiction over an mtfe established in
accordance with this Convention for confiscatiorpobceeds of crime, property, equipment or othstrimmentalities
referred to in article 31, paragraph 1, of this @ation situated in its territory shall, to the afest extent possible
within its domestic legal system:

(a) Submit the request to its competent authorfeshe purpose of obtaining an order of configmaand, if such an
order is granted, give effect to it; or

(b) Submit to its competent authorities, with awig giving effect to it to the extent requested cader of confiscation
issued by a court in the territory of the requestBtate Party in accordance with articles 31, pagy 1, and 54,
paragraph 1 (a), of this Convention insofar aseilates to proceeds of crime, property, equipmentotbrer
instrumentalities referred to in article 31, paggdr 1, situated in the territory of the requestiedeSParty.

2. Following a request made by another State Rerting jurisdiction over an offence establisheddécordance with
this Convention, the requested State Party sHedl taeasures to identify, trace and freeze or gmiaeeeds of crime,
property, equipment or other instrumentalities mefé to in article 31, paragraph 1, of this Coni@nfor the purpose
of eventual confiscation to be ordered either l®yrdquesting State Party or, pursuant to a requneltr paragraph 1 of
this article, by the requested State Party.

3. The provisions of article 46 of this Conventiare applicable, mutates mutandis, to this articleaddition to the
information specified in article 46, paragraph fEgjuests made pursuant to this article shall contai

(a) In the case of a request pertaining to pardgfafa) of this article, a description of the pmipédo be confiscated,
including, to the extent possible, the location,amdere relevant, the estimated value of the ptgperd a statement of
the facts relied upon by the requesting State Pauffjcient to enable the requested State Pargeek the order under
its domestic law;

(b) In the case of a request pertaining to pardgrbfb) of this article, a legally admissible copfyan order of
confiscation upon which the request is based isduedhe requesting State Party, a statement offabes and
information as to the extent to which executionthef order is requested, a statement specifyingnisgsures taken by
the requesting State Party to provide adequatdicaiton to bona fide third parties and to ensuve grrocess and a
statement that the confiscation order is final;

(c) In the case of a request pertaining to pardgpapf this article, a statement of the facts telipon by the requesting
State Party and a description of the actions reégdesnd, where available, a legally admissible copgn order on
which the request is based.

4. The decisions or actions provided for in parpbsal and 2 of this article shall be taken by #tested State Party
in accordance with and subject to the provisionst®fdomestic law and its procedural rules or ailgtdral or
multilateral agreement or arrangement to whichayre bound in relation to the requesting StatéyPar

5. Each State Party shall furnish copies of itssland regulations that give effect to this artetel of any subsequent
changes to such laws and regulations or a desmmipiiereof to the Secretary-General of the Unitatdss.

6. If a State Party elects to make the taking efrtteasures referred to in paragraphs 1 and 2oatticle conditional
on the existence of a relevant treaty, that StatgyRshall consider this Convention the necessadysalfficient treaty
basis.

7. Cooperation under this article may also be edusr provisional measures lifted if the requeStade Party does not
receive sufficient and timely evidence or if theperty is of ale minimisvalue.

8. Before lifting any provisional measure takenspmamt to this article, the requested State Paréyl,siwherever
possible, give the requesting State Party an oppibytto present its reasons in favour of contiguine measure.

9. The provisions of this article shall not be damsd as prejudicing the rights of bona fide thpedties.

Article 56 - Special cooperation

Without prejudice to its domestic law, each Staeyshall endeavour to take measures to pernutfiirward, without
prejudice to its own investigations, prosecutions judicial proceedings, information on proceeds daffences
established in accordance with this Conventionnttzer State Party without prior request, wheroitsiders that the
disclosure of such information might assist theerndog State Party in initiating or carrying outvéstigations,
prosecutions or judicial proceedings or might lead request by that State Party under this chaptiie Convention.

Article 57 - Return and disposal of assets

1. Property confiscated by a State Party pursuaatticle 31 or 55 of this Convention shall be disgd of, including
by return to its prior legitimate owners, pursusmparagraph 3 of this article, by that State Pertyccordance with the
provisions of this Convention and its domestic law.
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2. Each State Party shall adopt such legislativeather measures, in accordance with the fundameniteiples of its
domestic law, as may be necessary to enable itpet@mt authorities to return confiscated propewtyen acting on the
request made by another State Party, in accordaithethis Convention, taking into account the rigif bona fide
third parties.

3. In accordance with articles 46 and 55 of this@mtion and paragraphs 1 and 2 of this article,réguested State
Party shall:

(a) In the case of embezzlement of public fundsfdaundering of embezzled public funds as refetrceh articles 17
and 23 of this Convention, when confiscation wascexed in accordance with article 55 and on théshafsa final
judgement in the requesting State Party, a req@nerthat can be waived by the requested State ,Patiyn the
confiscated property to the requesting State Party;

(b) In the case of proceeds of any other offencesiE by this Convention, when the confiscation e=scuted in
accordance with article 55 of this Convention andtlte basis of a final judgement in the requesBitate Party, a
requirement that can be waived by the requestei# tarty, return the confiscated property to tlguesting State
Party, when the requesting State Party reasonathpkshes its prior ownership of such confiscateaperty to the
requested State Party or when the requested Sty lecognizes damage to the requesting Statg Bara basis for
returning the confiscated property;

(c) In all other cases, give priority consideratitm returning confiscated property to the requestBtate Party,
returning such property to its prior legitimate @ss or compensating the victims of the crime.

4. Where appropriate, unless States Parties detidewise, the requested State Party may dedusbmehle expenses
incurred in investigations, prosecutions or judigigoceedings leading to the return or dispositainconfiscated
property pursuant to this article.

5. Where appropriate, States Parties may also gpexial consideration to concluding agreements atuatly
acceptable arrangements, on a case-by-case lmdise ffinal disposal of confiscated property.

Article 59- Bilateral and multilateral agreements and arrangements
States Parties shall consider concluding bilateyal multilateral agreements or arrangements to erenathe
effectiveness of international cooperation undentaursuant to this chapter of the Convention.

13.2.5 2005 Council of Europe Convention on laundering, s&ch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 21 — Obligation to take provisional measure

1 At the request of another Party which has tungtd criminal proceedings or proceedings for theppse of
confiscation, a Party shall take the necessaryigianal measures, such as freezing or seizingré¢wemt any dealing
in, transfer or disposal of property which, at gelastage, may be the subject of a request forismatfon or which
might be such as to satisfy the request.

2 A Party which has received a request for coafien pursuant to Article 23 shall, if so requdstake the measures
mentioned in paragraph 1 of this article in resgéctny property which is the subject of the requesvhich might be
such as to satisfy the request.

Article 22 — Execution of provisional measures

1 After the execution of the provisional measurequested in conformity with paragraph 1 of Aric®1, the
requesting Party shall provide spontaneously argbas as possible to the requested Party all irdton which may
guestion or modify the extent of these measurese Tdguesting Party shall also provide without dela
complementary information requested by the reqdeBeety and which is necessary for the implemeoatif and the
follow up to the provisional measures.

2 Before lifting any provisional measure takemspant to this article, the requested Party shdigrever possible,
give the requesting Party an opportunity to preismeasons in favour of continuing the measure.

Article 23 — Obligation to confiscate

1 A Party, which has received a request made rmthar Party for confiscation concerning instruraéities or
proceeds, situated in its territory, shall:

a enforce a confiscation order made by a coud #questing Party in relation to such instrunléigs or proceeds;
or

b submit the request to its competent authorftieshe purpose of obtaining an order of configgaand, if such order
is granted, enforce it.

2 For the purposes of applying paragraph 1.bhisf article, any Party shall whenever necessaryg ltawmpetence to
institute confiscation proceedings under its own. la

3 The provisions of paragraph 1 of this arti¢dlalsalso apply to confiscation consisting in auiegment to pay a sum
of money corresponding to the value of proceeds;aperty on which the confiscation can be enforieddcated in the
requested Party. In such cases, when enforcingistation pursuant to paragraph 1, the requestety Raall, if
payment is not obtained, realise the claim on aopgrty available for that purpose.
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4 If a request for confiscation concerns a spgeitém of property, the Parties may agree thatrégpiested Party may
enforce the confiscation in the form of a requiretrte pay a sum of money corresponding to the vafube property.
5,The Parties shall co-operate to the widest extessible under their domestic law with those Bartihich request
the execution of measures equivalent to confisoalgading to the deprivation of property, which aa criminal
sanctions, in so far as such measures are ordgraduulicial authority of the requesting Party @tation to a criminal
offence, provided that it has been establishedtti@property constitutes proceeds or other prgperthe meaning of
Article 5 of this Convention.

Article 24 — Execution of confiscation

1 The procedures for obtaining and enforcingdbefiscation under Article 23 shall be governedtiy law of the
requested Party.

2 The requested Party shall be bound by the rffigglias to the facts in so far as they are stated donviction or
judicial decision of the requesting Party or infaoas such conviction or judicial decision is inojly based on them.

3 Each State or the European Community may, attiihe of signature or when depositing its instromef
ratification, acceptance, approval or accessiona lieclaration addressed to the Secretary Genkthe dCouncil of
Europe, declare that paragraph 2 of this articfgiep only subject to its constitutional principksd the basic concepts
of its legal system.

4 If the confiscation consists in the requiremerpay a sum of money, the competent authorithefrequested Party
shall convert the amount thereof into the curreatyhat Party at the rate of exchange ruling attthree when the
decision to enforce the confiscation is taken.

5 In the case of Article 23, paragraph 1.a, #westing Party alone shall have the right to deoid any application
for review of the confiscation order.

Article 25 — Confiscated property

1 Property confiscated by a Party pursuant tackes 23 and 24 of this Convention, shall be disposf by that Party
in accordance with its domestic law and administegprocedures.

2 When acting on the request made by anothey Ragccordance with Articles 23 and 24 of this @amtion, Parties
shall, to the extent permitted by domestic law ahdo requested, give priority consideration touraing the

confiscated property to the requesting Party sbitheaan give compensation to the victims of thiener or return such
property to their legitimate owners.

3 When acting on the request made by anothey Reasatccordance with Articles 23 and 24 of this @Gamtion, a Party
may give special consideration to concluding agexgmor arrangements on sharing with other Paxdies, regular or
case-by-case basis, such property, in accordartbateydomestic law or administrative procedures.

Article 26 — Right of enforcement and maximum amouhof confiscation

1 A request for confiscation made under Arti@8sand 24 does not affect the right of the requgd#iarty to enforce
itself the confiscation order.

2 Nothing in this Convention shall be so intetpdeas to permit the total value of the confiscatio exceed the
amount of the sum of money specified in the coafisn order. If a Party finds that this might occtire Parties
concerned shall enter into consultations to avoahsan effect.

Article 27 — Imprisonment in default
The requested Party shall not impose imprisonmedefault or any other measure restricting thertibef a person as
a result of a request under Article 23, if the esiing Party has so specified in the request.

Article 28 — Grounds for refusal

1 Co-operation under this chapter may be refifsed

a the action sought would be contrary to the &meintal principles of the legal system of the retpa:Party; or

b the execution of the request is likely to pdije the sovereignty, security, ordre public oreotbssential interests of
the requested Party; or

c in the opinion of the requested Party, the irngwe of the case to which the request relates dog justify the
taking of the action sought; or

d the offence to which the request relates isaaf offence, with the exception of the financofderrorism;

e the offence to which the request relates islitigal offence, with the exception of the finangiof terrorism; or

f the requested Party considers that compliaritte tive action sought would be contrary to the gigte of "ne bis in
iden'; or

g the offence to which the request relates wouldbe an offence under the law of the requestety Facommitted
within its jurisdiction. However, this ground foefusal applies to co-operation under Section 2 émlgo far as the
assistance sought involves coercive action. Whaed ctiminality is required for co-operation undhis chapter, that
requirement shall be deemed to be satisfied regssdbf whether both Parties place the offence withe same
category of offences or denominate the offencehsydame terminology, provided that both Partiesiicdlise the
conduct underlying the offence.
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2 Co-operation under Section 2, in so far asagsstance sought involves coercive action, anem8edction 3 of this
chapter, may also be refused if the measures samagid not be taken under the domestic law of drpiested Party
for the purposes of investigations or proceedihgsl, it been a similar domestic case.

3 Where the law of the requested Party so reguge-operation under Section 2, in so far as #sstnce sought
involves coercive action, and under Section 3 of thapter may also be refused if the measureshsargany other
measures having similar effects would not be peeaiiinder the law of the requesting Party, or, exgands the
competent authorities of the requesting Partyhd tequest is not authorised by either a judgenother judicial
authority, including public prosecutors, any ofdae@uthorities acting in relation to criminal oftes.

4 Co-operation under Section 4 of this chaptey also be refused if:

a under the law of the requested Party confisnat not provided for in respect of the type dieate to which the
request relates; or

b without prejudice to the obligation pursuanticle 23, paragraph 3, it would be contrary he principles of the
domestic law of the requested Party concerninglithi.s of confiscation in respect of the relatioistbetween an
offence and:

i an economic advantage that might be qualifedsaproceeds; or

i property that might be qualified as its instrentalities; or

¢ under the law of the requested Party confispatiay no longer be imposed or enforced becautedépse of time;
or

d without prejudice to Article 23, paragraph ke request does not relate to a previous convictip@a decision of a
judicial nature or a statement in such a decidia &n offence or several offences have been cdetnitn the basis of
which the confiscation has been ordered or is spugh

e confiscation is either not enforceable in gguesting Party, or it is still subject to ordinangans of appeal; or

f the request relates to a confiscation ordeultieg from a decision rendered in absentia ofgheson against whom
the order was issued and, in the opinion of theigeted Party, the proceedings conducted by theestigg Party
leading to such decision did not satisfy the minmimtights of defence recognised as due to everygaagst whom a
criminal charge is made.

5 For the purpose of paragraph 4.f of this atacecision is not considered to have been reddeebsentiaf:

a it has been confirmed or pronounced after dfipody the person concerned; or

b it has been rendered on appeal, provided lleaappeal was lodged by the person concerned.

6 When considering, for the purposes of paragfaplof this article if the minimum rights of defem have been
satisfied, the requested Party shall take into @utcthe fact that the person concerned has detddgrsought to evade
justice or the fact that that person, having hadghbssibility of lodging a legal remedy against tdeeision madén
absentia elected not to do so. The same will apply when plerson concerned, having been duly served wih th
summons to appear, elected not to do so nor téoasidjournment.

7 A Party shall not invoke bank secrecy as amdo refuse any co-operation under this chaptdreM its domestic
law so requires, a Party may require that a redoesto-operation which would involve the liftind bank secrecy be
authorised by either a judge or another judicidharity, including public prosecutors, any of thesghorities acting in
relation to criminal offences.

8 Without prejudice to the ground for refusalypded for in paragraph 1.a of this article:

a the fact that the person under investigatiosutnjected to a confiscation order by the auttesitf the requesting
Party is a legal person shall not be invoked byrdtpiested Party as an obstacle to affording anypeoation under
this chapter;

b the fact that the natural person against wharorder of confiscation of proceeds has been istasddied or the
fact that a legal person against whom an orderoofiscation of proceeds has been issued has sudsitygieen
dissolved shall not be invoked as an obstaclerideeassistance in accordance with Article 23, gragh 1.a;

c the fact that the person under investigatiosuijected to a confiscation order by the authesitf the requesting
Party is mentioned in the request both as the awhthe underlying criminal offence and of theesfEe of money
laundering, in accordance with Article 9.2.b ofstl€@onvention, shall not be invoked by the reque$tady as an
obstacle to affording any co-operation under thipter.

Article 29 — Postponement
The requested Party may postpone action on a reiugsh action would prejudice investigationsppoceedings by
its authorities.

Article 30 — Partial or conditional granting of a request

Before refusing or postponing co-operation under ¢hapter, the requested Party shall, where apptefter having
consulted the requesting Party, consider whetherahuest may be granted partially or subject th ©wnditions as it
deems necessary.

Article 31 — Notification of documents

1 The Parties shall afford each other the widesasure of mutual assistance in the serving otijalddocuments to
persons affected by provisional measures and aatfis).

2 Nothing in this article is intended to intedewith:
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a the possibility of sending judicial documetg postal channels, directly to persons abroad,;

b the possibility for judicial officers, officialor other competent authorities of the Party djiorto effect service of
judicial documents directly through the consulathatities of that Party or through judicial offisgrofficials or other
competent authorities of the Party of destination,

unless the Party of destination makes a declar&idhe contrary to the Secretary General of thencib of Europe at
the time of signature or when depositing its insteant of ratification, acceptance, approval or asioes

3 When serving judicial documents to personsadbedfected by provisional measures or confiscatiaters issued in
the sending Party, this Party shall indicate wiegal remedies are available under its law to sechgns.

Article 32 — Recognition of foreign decisions

1 When dealing with a request for co-operatiodarrSections 3 and 4, the requested Party shalgrése any judicial
decision taken in the requesting Party regardiglgtsi claimed by third parties.

2 Recognition may be refused if:

a third parties did not have adequate opportunissert their rights; or

b the decision is incompatible with a decisiaeatly taken in the requested Party on the samematt

¢ itis incompatible with the ordre public of treqjuested Party; or

d the decision was taken contrary to provisionsegclusive jurisdiction provided for by the law thfe requested
Party.
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13.3 Jurisdiction and Extradition

13.3.1 FATF Recommendations

Recommendation 39

Countries should constructively and effectively @xe extradition requests in relation to money thrng and
terrorist financing, without undue delay. Countrd®uld also take all possible measures to ensatetiiey do not
provide safe havens for individuals charged with financing of terrorism, terrorist acts or tersororganisations. In
particular, countries should:

(a) ensure money laundering and terrorist finaneirgextraditable offences;

(b) ensure that they have clear and efficient mses for the timely execution of extradition redsieéacluding
prioritisation where appropriate. To monitor pragg®f requests a case management system shoulaitimed,;

(c) not place unreasonable or unduly restrictiveditions on the execution of requests; and

(d) ensure they have an adequate legal framewordoadition.

Each country should either extradite its own natlenor, where a country does not do so solelyhengrounds of
nationality, that country should, at the requesthef country seeking extradition, submit the casthout undue delay,
to its competent authorities for the purpose ofspoution of the offences set forth in the requ€blbse authorities
should take their decision and conduct their prdoegs in the same manner as in the case of any offence of a
serious nature under the domestic law of that egufithe countries concerned should cooperate vatth ether, in
particular on procedural and evidentiary aspeotsnsure the efficiency of such prosecutions.

Where dual criminality is required for extraditiothat requirement should be deemed to be satiségdrdless of
whether both countries place the offence withingame category of offence, or denominate the offdncthe same
terminology, provided that both countries crimisalthe conduct underlying the offence.

Consistent with fundamental principles of domektig, countries should have simplified extraditioeahanisms, such
as allowing direct transmission of requests forvigional arrests between appropriate authoritiggaditing persons
based only on warrants of arrests or judgmentsytaducing a simplified extradition of consentipgrsons who waive
formal extradition proceedings. The authoritiepessible for extradition should be provided witlegdate financial,
human and technical resources. Countries should laplace processes to ensure that the staff df authorities
maintain high professional standards, includingnégéads concerning confidentiality, and should bénigh integrity
and be appropriately skilled.

13.3.21988 UN Convention against illicit traffic in narcdic drugs and psychotropic
substances

Article 4

1. Each Party:

(a) Shall take such measures as may be necessastafolish its jurisdiction over the offences istestablished in
accordance with article 3, paragraph 1, when:

(i) The offence is committed in its territory;

(ii) The offence is committed on board a vessehfiyits flag or an aircraft which is registered ands laws at the time
the offence is committed;

(b) May take such measures as may be necessastablieh its jurisdiction over the offences it hestablished in
accordance with article 3, paragraph 1, when:

(i) The offence is committed by one of its natianat by a person who has his habitual residenis territory;

(i) The offence is committed on board a vesselceoning which that Party has been authorized te &kpropriate
action pursuant to article 17, provided that suafisgliction shall be exercised only on the basisagfeements or
arrangements referred to in paragraphs 4 and®aofitticle;

(i) The offence is one of those established iccadance with article 3, paragraph 1, subparagfej(iv), and is

committed outside its territory with a view to tl®@mmission, within its territory, of an offence aslished in

accordance with article 3, paragraph 1.

2. Each Party:

(a) Shall also take such measures as may be negéssstablish its jurisdiction over the offendebas established in
accordance with article 3, paragraph 1, when tlegedl offender is present in its territory andaesd not extradite him
to another Party on the ground:

(i) That the offence has been committed in itsiteny or on board a vessel flying its flag or amceaft which was

registered under its law at the time the offence e@mmitted; or

(ii) That the offence has been committed by onigsafiationals;

(b) May also take such measures as may be necdssasyablish its jurisdiction over the offencebas established in
accordance with article 3, paragraph 1, when tlegedl offender is present in its territory andadesd not extradite him
to another Party.
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3. This Convention does not exclude the exercisngfcriminal jurisdiction established by a Partyaccordance with
its domestic law.

Article 6

1. This article shall apply to the offences esti#i by the Parties in accordance with articleaBagraph 1.

2. Each of the offences to which this article agplshall be deemed to be included as an extragitffdnce in any
extradition treaty existing between Parties. Thei®aundertake to include such offences as exgadldi offences in
every extradition treaty to be concluded betweemth

3. If a Party which makes extradition conditional the existence of a treaty receives a requesexoadition from
another Party with which it has no extradition tyeé may consider this Convention as the legaidéor extradition in
respect of any offence to which this article appli€he Parties which require detailed legislatioroiider to use this
Convention as a legal basis for extradition shatisider enacting such legislation as may be necessa

4. The Parties which do not make extradition coodél on the existence of a treaty shall recogoifences to which
this article applies as extraditable offences betwthemselves.

5. Extradition shall be subject to the conditiomsvided for by the law of the requested Party orapplicable
extradition treaties, including the grounds uponchtthe requested Party may refuse extradition.

6. In considering requests received pursuant ®dhicle, the requested State may refuse to comiphysuch requests
where there are substantial grounds leading itgipldbr other competent authorities to believet t@mpliance would
facilitate the prosecution or punishment of anysparon account of his race, religion, nationalitypolitical opinions,
or would cause prejudice for any of those reasomsy person affected by the request.

7. The Parties shall endeavour to expedite extoadiprocedures and to simplify evidentiary requiesnts relating
thereto in respect of any offence to which thigckrtapplies.

8. Subject to the provisions of its domestic lawl &a extradition treaties, the requested Party,mpgn being satisfied
that the circumstances so warrant and are urgenkt,ah the request of the requesting Party, takeraop whose
extradition is sought and who is present in itsit@y into custody or take other appropriate measuo ensure his
presence at extradition proceedings.

9. Without prejudice to the exercise of any crinhjnaisdiction established in accordance with itsreestic law, a Party
in whose territory an alleged offender is foundlisha

(a) If it does not extradite him in respect of dfence established in accordance with article 3agaaph 1, on the
grounds set forth in article 4, paragraph 2, subgraph (a), submit the case to its competent aitideofor the purpose
of prosecution, unless otherwise agreed with thheesting Party;

(b) If it does not extradite him in respect of s@choffence and has established its jurisdictiorelation to that offence
in accordance with article 4, paragraph 2, subpagyg(b), submit the case to its competent auiheribr the purpose
of prosecution, unless otherwise requested by #wuasting Party for the purposes of preservingleggtimate
jurisdiction.

10. If extradition, sought for purposes of enfogcasentence, is refused because the person dewghttional of the
requested Party, the requested Party shall, ltsso permits and in conformity with the requirentgeof such law,
upon application of the requesting Party, constlerenforcement of the sentence which has beensiatponder the
law of the requesting Party, or the remainder thiere

11. The Parties shall seek to conclude bilaterdlranltilateral agreements to carry out or to enbkahe effectiveness
of extradition.

12. The Parties may consider entering into bilateramultilateral agreements, whethad hocor general, on the
transfer to their country of persons sentencednfarisonment and other forms of deprivation of ltgdor offences to
which this article applies, in order that they ncaynplete their sentences there.

13.3.3 2000 UN Convention against Transnational Organize@€rime

Article 11 - Prosecution, adjudication and sanctios

1. Each State Party shall make the commission aifffamce established in accordance with article§, 8 and 23 of
this Convention liable to sanctions that take extoount the gravity of that offence.

2. Each State Party shall endeavour to ensureathatiscretionary legal powers under its domestic flelating to the
prosecution of persons for offences covered by @osvention are exercised to maximize the effeatss of law
enforcement measures in respect of those offenegsvith due regard to the need to deter the coniomissf such
offences.

3. In the case of offences established in accoedwiith articles 5, 6, 8 and 23 of this Conventieach State Party shall
take appropriate measures, in accordance withoitgedtic law and with due regard to the rights efdlefence, to seek
to ensure that conditions imposed in connectioh wécisions on release pending trial or appeal ittkeconsideration
the need to ensure the presence of the defendanbs¢quent criminal proceedings.

4. Each State Party shall ensure that its courtstleer competent authorities bear in mind the gnaature of the
offences covered by this Convention when considettie eventuality of early release or parole ospes convicted of
such offences.
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5. Each State Party shall, where appropriate, ksttabnder its domestic law a long statute of latiidns period in
which to commence proceedings for any offence axvdry this Convention and a longer period whereatleged
offender has evaded the administration of justice.

6. Nothing contained in this Convention shall affdee principle that the description of the offemastablished in
accordance with this Convention and of the apple#dnal defences or other legal principles cofitrglthe lawfulness
of conduct is reserved to the domestic law of deSRarty and that such offences shall be proseanddunished in
accordance with that law.

Article 15 - Jurisdiction

1. Each State Party shall adopt such measures gsbeaecessary to establish its jurisdiction ovex offences
established in accordance with articles 5, 6, 828df this Convention when:

(a) The offence is committed in the territory of tisiate Party; or

(b) The offence is committed on board a vessel théliying the flag of that State Party or an airtthgt is registered
under the laws of that State Party at the timetth@bffence is committed.

2. Subject to article 4 of this Convention, a SRty may also establish its jurisdiction over aogh offence when:
(a) The offence is committed against a national af State Party;

(b) The offence is committed by a national of thatt&tParty or a stateless person who has his drditual residence
in its territory; or

(c) The offence is:

(i) One of those established in accordance witiclard, paragraph 1, of this Convention and is cateth outside its
territory with a view to the commission of a sesauime within its territory;

(i) One of those established in accordance wititlar6, paragraph 1bj (ii), of this Convention and is committed
outside its territory with a view to the commissiohan offence established in accordance with laric paragraph 1
(a) (i) or (ii) or (b) (i), of this Convention within its territory.

3. For the purposes of article 16, paragraph 1@hiefConvention, each State Party shall adopt sueasures as may
be necessary to establish its jurisdiction overdffences covered by this Convention when the atlegffender is
present in its territory and it does not extraditeh person solely on the ground that he or sheef its nationals.

4. Each State Party may also adopt such measumesyade necessary to establish its jurisdictiornr akie offences
covered by this Convention when the alleged offeiglpresent in its territory and it does not edit@ him or her.

5. If a State Party exercising its jurisdiction engharagraph 1 or 2 of this article has been matjfor has otherwise
learned, that one or more other States Parties@rducting an investigation, prosecution or judigieoceeding in
respect of the same conduct, the competent au#teodt those States Parties shall, as appropdatesult one another
with a view to coordinating their actions.

6. Without prejudice to norms of general internadiblaw, this Convention does not exclude the dgerof any
criminal jurisdiction established by a State Pamtgccordance with its domestic law.

Article 16 - Extradition

1. This article shall apply to the offences covelogdhis Convention or in cases where an offenéermed to in article
3, paragraph Ia) or(b), involves an organized criminal group and thespe who is the subject of the request for
extradition is located in the territory of the regted State Party, provided that the offence fachviextradition is
sought is punishable under the domestic law of Hwhrequesting State Party and the requested Faaty.

2. If the request for extradition includes sevesgparate serious crimes, some of which are notredvgy this article,
the requested State Party may apply this artigle ial respect of the latter offences.

3. Each of the offences to which this article agplshall be deemed to be included as an extraglitffénce in any
extradition treaty existing between States Partitates Parties undertake to include such offeasesxtraditable
offences in every extradition treaty to be conctutetween them.

4. If a State Party that makes extradition condalmn the existence of a treaty receives a redoesixtradition from
another State Party with which it has no extraditiceaty, it may consider this Convention the lebakis for
extradition in respect of any offence to which thiticle applies.

5. States Parties that make extradition conditionahe existence of a treaty shall:

(a) At the time of deposit of their instrument ofifieation, acceptance, approval of or accessiothi® Convention,
inform the Secretary-General of the United Natiovisether they will take this Convention as the lebakis for
cooperation on extradition with other States Pautiiethis Convention; and

(b) If they do not take this Convention as the lelgadis for cooperation on extradition, seek, wreggpropriate, to
conclude treaties on extradition with other St&agties to this Convention in order to implemei Hrticle.

6. States Parties that do not make extradition itiondl on the existence of a treaty shall recogrofences to which
this article applies as extraditable offences betwitaemselves.

7. Extradition shall be subject to the conditiomevided for by the domestic law of the requesteateé&SParty or by
applicable extradition treaties, including, intdiaaconditions in relation to the minimum penalgguirement for
extradition and the grounds upon which the reqaeState Party may refuse extradition.

8. States Parties shall, subject to their domdatic endeavour to expedite extradition procedums @ simplify
evidentiary requirements relating thereto in respéany offence to which this article applies.
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9. Subject to the provisions of its domestic lawd @ extradition treaties, the requested StatéyFaay, upon being
satisfied that the circumstances so warrant andi@ent and at the request of the requesting $tatty, take a person
whose extradition is sought and who is presentsiteirritory into custody or take other appropriateasures to ensure
his or her presence at extradition proceedings.

10. A State Party in whose territory an allegecwodfer is found, if it does not extradite such persorespect of an
offence to which this article applies solely on tmeund that he or she is one of its nationalsl,shathe request of the
State Party seeking extradition, be obliged to sulim case without undue delay to its competethaities for the
purpose of prosecution. Those authorities sha# takir decision and conduct their proceedinghiénsame manner as
in the case of any other offence of a grave naturéer the domestic law of that State Party. TheeSt®arties
concerned shall cooperate with each other, inqadati on procedural and evidentiary aspects, torenthe efficiency
of such prosecution.

11. Whenever a State Party is permitted underdteastic law to extradite or otherwise surrender afniégs nationals
only upon the condition that the person will baureéd to that State Party to serve the sentencesetpas a result of
the trial or proceedings for which the extraditmmsurrender of the person was sought and that Staty and the State
Party seeking the extradition of the person agritle this option and other terms that they may degropriate, such
conditional extradition or surrender shall be it to discharge the obligation set forth in gaaah 10 of this
article.

12. If extradition, sought for purposes of enfogcasentence, is refused because the person dewghttional of the
requested State Party, the requested Party shigdl,domestic law so permits and in conformitywihe requirements
of such law, upon application of the requestingtyyaonsider the enforcement of the sentence thstbeen imposed
under the domestic law of the requesting Partjherémainder thereof.

13. Any person regarding whom proceedings are be@nded out in connection with any of the offent@svhich this
article applies shall be guaranteed fair treatnarall stages of the proceedings, including enjoynoé all the rights
and guarantees provided by the domestic law oSthaee Party in the territory of which that perseipiiesent.

14. Nothing in this Convention shall be interpretedimposing an obligation to extradite if the resped State Party
has substantial grounds for believing that the estjtnas been made for the purpose of prosecutimmishing a
person on account of that person’s sex, race,ioelignationality, ethnic origin or political opinis or that compliance
with the request would cause prejudice to thatgréssposition for any one of these reasons.

15. States Parties may not refuse a request foadition on the sole ground that the offence i® alsnsidered to
involve fiscal matters.

16. Before refusing extradition, the requestedeSRarty shall, where appropriate, consult with tbguesting State
Party to provide it with ample opportunity to presis opinions and to provide information relevemits allegation.

17. States Parties shall seek to conclude bilaggrdimultilateral agreements or arrangements ty cart or to enhance
the effectiveness of extradition.

Article 17 - Transfer of sentenced persons

States Parties may consider entering into bilaterahultilateral agreements or arrangements ontrtesfer to their
territory of persons sentenced to imprisonmenttbeioforms of deprivation of liberty for offenceswvered by this
Convention, in order that they may complete theittences there.

13.3.4 2003 UN Convention against Corruption

Article 42 - Jurisdiction

1. Each State Party shall adopt such measures gsbenaecessary to establish its jurisdiction over offences
established in accordance with this Convention when

(a) The offence is committed in the territory ctliState Party; or

(b) The offence is committed on board a vesselith#lying the flag of that State Party or an aftithat is registered
under the laws of that State Party at the timetth@bffence is committed.

2. Subject to article 4 of this Convention, a SRty may also establish its jurisdiction over aogh offence when:
(a) The offence is committed against a nationahaf State Party; or

(b) The offence is committed by a national of tBtdte Party or a stateless person who has his draliual residence
in its territory; or

(c) The offence is one of those established in mzowe with article 23, paragraph 1 (b) (ii), ast@onvention and is
committed outside its territory with a view to tbemmission of an offence established in accordavitte article 23,
paragraph 1 (a) (i) or (ii) or (b) (i), of this Cgamtion within its territory; or

(d) The offence is committed against the StateyPart

3. For the purposes of article 44 of this Convantiach State Party shall take such measures abenagcessary to
establish its jurisdiction over the offences esshigld in accordance with this Convention when treged offender is
present in its territory and it does not extraditeh person solely on the ground that he or sheef its nationals.

4. Each State Party may also take such measuremyde necessary to establish its jurisdiction dker offences
established in accordance with this Convention wthenalleged offender is present in its territonddt does not
extradite him or her.
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5. If a State Party exercising its jurisdiction engharagraph 1 or 2 of this article has been ratifor has otherwise
learned, that any other States Parties are comduati investigation, prosecution or judicial pratiag in respect of the
same conduct, the competent authorities of thoasteSParties shall, as appropriate, consult onthenwith a view to
coordinating their actions.

6. Without prejudice to norms of general internagiblaw, this Convention shall not exclude the ebser of any
criminal jurisdiction established by a State Pamtgccordance with its domestic law.

Article 44 - Extradition

1. This article shall apply to the offences esst#dd in accordance with this Convention where #rsgn who is the
subject of the request for extradition is presarthe territory of the requested State Party, pledithat the offence for
which extradition is sought is punishable underdbenestic law of both the requesting State Partytae requested
State Party.

2. Notwithstanding the provisions of paragraph 1tte$ article, a State Party whose law so permity mrant the
extradition of a person for any of the offencesared by this Convention that are not punishableeurits own
domestic law.

3. If the request for extradition includes sevegbarate offences, at least one of which is ex#daléi under this article
and some of which are not extraditable by reasdheif period of imprisonment but are related tienfes established
in accordance with this Convention, the requestateSarty may apply this article also in respéthose offences.

4. Each of the offences to which this article agplshall be deemed to be included as an extraglitdfénce in any
extradition treaty existing between States Partitates Parties undertake to include such offeasesxtraditable
offences in every extradition treaty to be conctutbetween them. A State Party whose law so periitsase it uses
this Convention as the basis for extradition, shall consider any of the offences established gomance with this
Convention to be a political offence.

5. If a State Party that makes extradition condélomon the existence of a treaty receives a redoesixtradition from
another State Party with which it has no extraditiceaty, it may consider this Convention the lebakis for
extradition in respect of any offence to which thiticle applies.

6. A State Party that makes extradition conditiamathe existence of a treaty shall:

(a) At the time of deposit of its instrument ofifiaation, acceptance or approval of or accessthis Convention,
inform the Secretary-General of the United Natiamsether it will take this Convention as the legalsis for
cooperation on extradition with other States Paitiiethis Convention; and

(b) If it does not take this Convention as the ldgmsis for cooperation on extradition, seek, whagperopriate, to
conclude treaties on extradition with other St&agties to this Convention in order to implemei Hrticle.

7. States Parties that do not make extradition itiondl on the existence of a treaty shall recogrofences to which
this article applies as extraditable offences betwitaemselves.

8. Extradition shall be subject to the conditiomevided for by the domestic law of the requesteateéSParty or by
applicable extradition treaties, including, intdiaaconditions in relation to the minimum penalgguirement for
extradition and the grounds upon which the reqaeState Party may refuse extradition.

9. States Parties shall, subject to their domdatic endeavour to expedite extradition procedumes @ simplify
evidentiary requirements relating thereto in respéany offence to which this article applies.

10. Subject to the provisions of its domestic lawd &s extradition treaties, the requested StateyPaay, upon being
satisfied that the circumstances so warrant andiryent and at the request of the requesting $taitty, take a person
whose extradition is sought and who is presentsiteirritory into custody or take other appropriateasures to ensure
his or her presence at extradition proceedings.

11. A State Party in whose territory an allegectodfer is found, if it does not extradite such persorespect of an
offence to which this article applies solely on gieund that he or she is one of its nationalsl,shiathe request of the
State Party seeking extradition, be obliged to stiime case without undue delay to its competethaities for the
purpose of prosecution. Those authorities sha# takir decision and conduct their proceedingfignsame manner as
in the case of any other offence of a grave naturger the domestic law of that State Party. TheeSt®arties
concerned shall cooperate with each other, inqdati on procedural and evidentiary aspects, torenthe efficiency
of such prosecution.

12. Whenever a State Party is permitted underdteastic law to extradite or otherwise surrender ainiés nationals
only upon the condition that the person will bauraéd to that State Party to serve the sentencesepas a result of
the trial or proceedings for which the extraditmmsurrender of the person was sought and that Staty and the State
Party seeking the extradition of the person agritle this option and other terms that they may degmpropriate, such
conditional extradition or surrender shall be it to discharge the obligation set forth in gaaph 11 of this
article.

13. If extradition, sought for purposes of enfogcasentence, is refused because the person dewghttional of the
requested State Party, the requested State Pally ghits domestic law so permits and in confaynivith the
requirements of such law, upon application of tequesting State Party, consider the enforcememheofsentence
imposed under the domestic law of the requestiateSRarty or the remainder thereof.

14. Any person regarding whom proceedings are bednged out in connection with any of the offent@svhich this
article applies shall be guaranteed fair treatna¢ratll stages of the proceedings, including enjoyneé all the rights
and guarantees provided by the domestic law oSthaee Party in the territory of which that perseipiiesent.
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15. Nothing in this Convention shall be interpretedimposing an obligation to extradite if the resped State Party
has substantial grounds for believing that the estilnas been made for the purpose of prosecutimmishing a

person on account of that person’s sex, race,ioelighationality, ethnic origin or political opinis or that compliance
with the request would cause prejudice to thatgréssposition for any one of these reasons.

16. States Parties may not refuse a request foadition on the sole ground that the offence i® alsnsidered to
involve fiscal matters.

17. Before refusing extradition, the requestedeSRarty shall, where appropriate, consult with tbguesting State
Party to provide it with ample opportunity to presis opinions and to provide information relevemits allegation.

18. States Parties shall seek to conclude bilaggrdimultilateral agreements or arrangements ty cart or to enhance
the effectiveness of extradition.

Article 45 - Transfer of sentenced persons

States Parties may consider entering into bilaterahultilateral agreements or arrangements ontrtesfer to their
territory of persons sentenced to imprisonment theroforms of deprivation of liberty for offencestablished in
accordance with this Convention in order that threyy complete their sentences there.

13.3.5 Council of the EU Framework Decision on the Europea arrest warrant and the
surrender procedures between Member States

Article 1 — Definition of the European arrest warrant and obligation to execute it

1. The European arrest warrant is a judicial denisssued by a Member State with a view to thesaad surrender
by another Member State of a requested persorthéopurposes of conducting a criminal prosecutioex@cuting a
custodial sentence or detention order.

2. Member States shall execute any European awagsant on the basis of the principle of mutualogrdtion and in

accordance with the provisions of this FrameworkiBien.

3. This Framework Decision shall not have the effdcmodifying the obligation to respect fundaméntghts and

fundamental legal principles as enshrined in Aetiglof the Treaty on European Union.

Article 2 - Scope of the European arrest warrant
1. A European arrest warrant may be issued for@asshable by the law of the issuing Member Skst@ custodial
sentence or a detention order for a maximum pesfoat least 12 months or, where a sentence has fimssed or a
detention order has been made, for sentencededsttfour months.
2. The following offences, if they are punishabietle issuing Member State by a custodial sentenae detention
order for a maximum period of at least three yaa as they are defined by the law of the issuiregilider State, shall,
under the terms of this Framework Decision and evithverification of the double criminality of thetagive rise to
surrender pursuant to a European arrest warrant:

- participation in a criminal organisation,- tetison,

- trafficking in human beings,

- sexual exploitation of children and child porrenginy,

- illicit trafficking in narcotic drugs and psychopic substances,

- illicit trafficking in weapons, munitions and elggives,

- corruption,

- fraud, including that affecting the financial énésts of the European Communities within the mepmf the

Convention of 26 July 1995 on the protection of Eneopean Communities' financial interests,

- laundering of the proceeds of crime,

- counterfeiting currency, including of the euro,

- computer-related crime,

- environmental crime, including illicit traffickonin endangered animal species and in endangeaat gpecies and

varieties,

- facilitation of unauthorised entry and residence,

- murder, grievous bodily injury,

- illicit trade in human organs and tissue,

- kidnapping, illegal restraint and hostage-taking,

- racism and xenophobia,

- organised or armed robbery,

- illicit trafficking in cultural goods, includingntiques and works of art,

- swindling,

- racketeering and extortion,

- counterfeiting and piracy of products,

- forgery of administrative documents and traffiakitherein,

- forgery of means of payment,
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- illicit trafficking in hormonal substances anchet growth promoters,

- illicit trafficking in nuclear or radioactive matials,

- trafficking in stolen vehicles,

- rape,

- arson,

- crimes within the jurisdiction of the InternatadrCriminal Court,

- unlawful seizure of aircraft/ships,

- sabotage.
3. The Council may decide at any time, acting umaisly after consultation of the European Parliamerder the
conditions laid down in Article 39(1) of the Treaiyp European Union (TEU), to add other categorfesffence to the
list contained in paragraph 2. The Council shakmbne, in the light of the report submitted by tBemmission
pursuant to Article 34(3), whether the list shob&dextended or amended.
4. For offences other than those covered by papagfa surrender may be subject to the condition tie acts for
which the European arrest warrant has been issuestitute an offence under the law of the execukitegnber State,
whatever the constituent elements or howeverde&ribed.

13.4 Ratification and implementation

13.4.1 EATF Recommendations

Recommendation 36

Countries should take immediate steps to becomty parand implement fully the Vienna Convention,889 the
Palermo Convention, 2000; the United Nations Cotiganagainst Corruption, 2003; and the Terrorishaficing
Convention, 1999. Where applicable, countries &® encouraged to ratify and implement other relévisternational
conventions, such as the Council of Europe Congantn Cybercrime, 2001; the Inter-American Convantgainst
Terrorism, 2002; and the Council of Europe Conwanton Laundering, Search, Seizure and Confiscatiothe
Proceeds from Crime and on the Financing of Tesnori2005.

13.4.2 1998 UN Political Declaration and Action Plan agaist Money Laundering

The General Assembly

1. Strongly condemns the laundering of money ddrivem illicit drug trafficking and other seriousimes, as well as
the use of the financial systems of States for poapose;

2. Urges all States to implement the provisionsirejanoney-laundering that are contained in thetééhiNations
Convention against lllicit Trafficking in Narcotidrugs and Psychotropic Substances of 1988 andttier celevant
international instruments on money-laundering, éocedance with fundamental constitutional princsplby applying
the following principles:

(a) Establishment of a legislative framework targnalize the laundering of money derived from sesi@rimes in
order to provide for the prevention, detection,estigation and prosecution of the crime of monemtering through,
inter alia:

(i) Identification, freezing, seizure and confisoatof the proceeds of crime;

(i) International cooperation; and mutual legaiatnce in cases involving money-laundering;

(iii) Inclusion of the crime of money-laundering mutual legal assistance agreements for the purpbsssuring
judicial assistance in investigations, court casgsdicial proceedings relating to that crime;

(b) Establishment of an effective financial andulegpry regime to deny criminals and their illiditnds access to
national and international financial systems, threserving the integrity of financial systems waiilde and ensuring
compliance with laws and other regulations agaimstey-laundering through:

(i) Customer identification and verification reqainents applying the principle of "know your customén order to
have available for competent authorities the necgsinformation on the identity of clients and tfieancial
movements that they carry out;

(ii) Financial record-keeping;

(iii) Mandatory reporting of suspicious activity;

(iv) Removal of bank secrecy impediments to effaliected at preventing, investigating and punighmoney-
laundering;

(v) Other relevant measures;

(c) Implementation of law enforcement measuregtwige tools for, inter alia:

(i) Effective detection, investigation, prosecutemd conviction of criminals engaging in money-ldering activity;

(i) Extradition procedures;

(i) Information-sharing mechanisms;
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13.4.3 2001 Conference of the G8 Ministers of Justice ardterior

The Ministers of Justice and Interior of the G 8

12. reaffirm the Principles of the Moscow Commumigwhich stressed the importance of the fight agjaimoney
laundering within the strategy of countering traatgznal organised crime;

13. commend the work of the Financial Action Tastrdé (FATF) to identify jurisdictions whose anti-mey
laundering systems do not meet the internatiorehdstrds of the FATF Forty Recommendations, ancake tall
appropriate measures to bring those non-co-operatiisdictions into compliance with those standard

14. strongly reaffirm the need for legislative aadministrative measures aimed at assuring transparef the
financial systems. We encourage the developmeabmwfmon principles to remove obstacles, such as baatecy, to
the rapid and effective implementation of requéstsnutual legal assistance in banking and tax ensitt

15. will intensify our joint efforts to improve efttive international co-operation and mutual legsdistance in the
confiscation of illicit assets, including througheasures contained in the Palermo Convention aedigting regional
and bilateral agreements;

13.4.4 Council of the EU Framework Decision on money launering, the identification,
tracing, freezing, seizing and confiscation of instimentalities and the proceeds of
crime

Article 1 - Reservations in respect of the 1990 Cerntion

In order to enhance action against organised criieenber States shall take the necessary steps mahke or uphold
reservations in respect of the following articléshe 1990 Convention:

(a) Article 2, in so far as the offence is punidbdty deprivation of liberty or a detention order & maximum of more
than one year.

However, Member States may uphold reservationsrtiol@ 2 of the 1990 Convention in respect of tbefiscation of

the proceeds from tax offences for the sole purpddkeir being able to confiscate such proceed#) hationally and
through international cooperation, under natioGaimmunity and international tax-debt recovery lkgisn;

(b) Article 6, in so far as serious offences areceoned. Such offences shall in any event incldteEnoes which are
punishable by deprivation of liberty or a detentmnder for a maximum of more than one year or,egmms those
States which have a minimum threshold for offeringbeir legal system, offences punishable by deyion of liberty

or a detention order for a minimum of more thanmbnths.

13.4.5 2001 Joint ECOFIN/JHA meeting

11. The Council emphasises strongly the importdacall Member Stateshe Candidate Countries and for dependent
and associated territories of Member States to@mpht fully the Union acquis on the fight agaimstdrism, money
laundering and financial crime, the 40 FATF Recomdaions on money laundering and to take appraprisasures

to be able to implement the counter-measures re@med by FATF. In particular, the Council welcontas
commitment of the Hungarian Government to improwé-money laundering standards and urges the spa@aiytion

by the Hungarian Parliament of the measures redjuoeneet all the FATF recommendations. The Coumelcomes
the Commission's intention to reinforce the scyutifithe Candidate Countries' anti-money laundesatiyities in the
Peer Reviews that are now under way.
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14 EINANCIAL INTELLIGENCE UNITS (FIU)

14.1.1 EATF 40 Recommendations

Recommendation 29

Countries should establish a financial intelligeno@ (FIU) that serves as a national centre ferréceipt and analysis
of: (a) suspicious transaction reports; and (beotihformation relevant to money laundering, asseci predicate
offences and terrorist financing, and for the disisation of the results of that analysis. The Fhéid be able to
obtain additional information from reporting erggi and should have access on a timely basis fodreial,
administrative and law enforcement information thatquires to undertake its functions properly.

Interpretative note to Recommendation 29

1. This note explains the core mandate and furtadra financial intelligence unit (FIU) and proggifurther clarity
on the obligations contained in the standard. The iE part of, and plays a central role in, a coyist AML/CFT
operational network, and provides support to thekwaf other competent authorities. Considering ttiere are
different FIU models, Recommendation 29 does nejuplge a country’s choice for a particular modeld applies
equally to all of them.

2. The FIU serves as the central agency for theipeof disclosures filed by reporting entities. &tminimum, this
information should include suspicious transactieports, as required by Recommendation 20 and 28,tashould
include other information as required by natiorgji$lation (such as cash transaction reports, tnresfers reports and
other threshold-based declarations/disclosures).

3. FIU analysis should add value to the informatieceived and held by the FIU. While all the infation should be
considered, the analysis may focus either on eajiesdisclosure received or on appropriate seteatéormation,
depending on the type and volume of the disclostgesived, and the expected use after dissemindilbls should be
encouraged to use analytical software to processniration more efficiently and assist in establighirelevant links.
However, such tools cannot fully replace the hujoaigement element of analysis. FIUs should conthefollowing
types of analysis:

» Operational analysis uses available and obtainabdemation to identify specific targets (e.g. pars, assets,
criminal networks and associations), to follow thal of particular activities or transactions, ateddetermine
links between those targets and possible procekdsme, money laundering, predicate offences orotéest
financing.

» Strategic analysis uses available and obtainalflernation, including data that may be provided liieo
competent authorities, to identify money launderargl terrorist financing related trends and pasteithis
information is then also used by the FIU or othiates entities in order to determine money laundeand
terrorist financing related threats and vulneréibsi. Strategic analysis may also help establidicipse and goals
for the FIU, or more broadly for other entities it the AML/CFT regime.

4. The FIU should be able to disseminate, spontssig@nd upon request, information and the regiflts analysis to
relevant competent authorities. Dedicated, seaudepaotected channels should be used for the diaséion.

* Spontaneous disseminationThe FIU should be able to disseminate informagind the results of its analysis to
competent authorities when there are grounds tpestismoney laundering, predicate offences or tistror
financing. Based on the FIU’s analysis, the dissation of information should be selective and alltwe
recipient authorities to focus on relevant casésfimation.

» Dissemination upon request:The FIU should be able to respond to informatioguests from competent
authorities pursuant to Recommendation 31. Wherrtblereceives such a request from a competent &titho
the decision on conducting analysis and/or dissatitin of information to the requesting authorityosid
remain with the FIU.

5. In addition to the information that entities oefpto the FIU (under the receipt function), thé&JFMhould be able to
obtain and use additional information from repagtientities as needed to perform its analysis pippérhe
information that the FIU should be permitted toadbtcould include information that reporting emtiare required to
maintain pursuant to the relevant FATF Recommendat{Recommendations 10, 11 and 22).

6. In order to conduct proper analysis, the FIUusthohave access to the widest possible range andiial,
administrative and law enforcement information.sTsihould include information from open or publicis®s, as well
as relevant information collected and/or maintaitgg or on behalf of, other authorities and, wheappropriate,
commercially held data.

7. Information received, processed, held or diseatad by the FIU must be securely protected, exgdand used
only in accordance with agreed procedures, poliaiesapplicable laws and regulations. An FIU mtrstrefore, have
rules in place governing the security and confiddity of such information, including procedures fandling, storage,
dissemination, and protection of, as well as actessich information. The FIU should ensure thatsiaff members
have the necessary security clearance levels adersmanding of their responsibilities in handlimgladisseminating
sensitive and confidential information. The FIU shlib ensure that there is limited access to itslifeed and
information, including information technology systs.

109



8. The FIU should be operationally independent amwnomous, meaning that the FIU should have thigodty and
capacity to carry out its functions freely, inclodithe autonomous decision to analyse, requesbrad@seminate
specific information. In all cases, this means ttis# FIU has the independent right to forward cssdiminate
information to competent authorities.

9. An FIU may be established as part of an existinthority. When a FIU is located within the exigtistructure of
another authority, the FIU’s core functions shdugddistinct from those of the other authority.

10. The FIU should be provided with adequate fitgn&iluman and technical resources, in a mannérsegeures its
autonomy and independence and allows it to conitkichandate effectively. Countries should havelate processes
to ensure that the staff of the FIU maintain higbf@ssional standards, including standards conegroonfidentiality,
and should be of high integrity and be approprjeséilled.

11. The FIU should also be able to make arrangesmentengage independently with other domestic ctempe
authorities or foreign counterparts on the exchasfgeformation.

12. The FIU should be able to obtain and deployrdsmurces needed to carry out its functions, omdividual or
routine basis, free from any undue political, goweent or industry influence or interference, whigtght compromise
its operational independence.

13. Countries should ensure that the FIU has refgatde Egmont Group Statement of Purpose andritziples for
Information Exchange Between Financial Intelligerideits for Money Laundering and Terrorism Financi@gses
(these documents set out important guidance coimgetthe role and functions of FIUs, and the mechasi for
exchanging information between FIUs). The FIU stapply for membership in the Egmont Group.

14. Countries should consider the feasibility atititys of a system where financial institutions aBiNFBPs would
report all domestic and international currency seartions above a fixed amount.

14.1.2 Egmont — Statement of purpose

Definition of Financial Intelligence Unit;

A central, national agency responsible for recgj\iand as permitted, requesting), analysing ansedigating to the
competent authorities, disclosures of financiabinfation

0] concerning suspected proceeds of crime and poténtacing of terrorism, or

(ii) required by national legislation or regulation,

in order to combat money laundering and terrorigrarfcing.

14.1.3 Principles for Information Exchange Between Financil Intelligence Units for Money
Laundering and Terrorism Financing Cases

Conditions for the exchange of information

9. FIUs should be able to exchange informationlyraéth other FIUs in the basis of reciprocity outnal agreement
and consistent with procedures understood by tipgeisted and requesting party. Such exchange, eiplegr request or
spontaneously, should produce any available infoonathat may be relevant to an analysis or ingasibn of

financial transactions and other relevant infororatrelated to money laundering and the personsoanpanies
involved.

10. An FIU requesting information should disclosethe FIU that will process the request , at aimirnm the reason
for the request, the purpose for which the infoforawvill be used and enough information to enabkerieceiving FIU

to determine whether the request complies witdatsiestic law.

Permitted uses of information

11. Information exchanged between FIUs may be wsdy for the specific purpose for which the infoitioa was

sought or provided.

12. The requesting FIU may not transfer informattvared by a disclosing FIU to a third party, n@akeuse of the
information in an administrative, investigativeppecutorial, or judicial purpose without the prammsent of the FIU
that disclosed the information.

Confidentiality — Protection of privacy

13. All information exchanged by FIUs must be sabje strict controls and safeguards to ensurettieinformation
is used only in an authorised manner, consistetht mdational provisions on privacy and data protettiAt a minimum,
exchanged information must be treated as protebiedhe same confidentiality provisions as apply similar
information from domestic sources obtained by #weiving FIU.
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14.1.4 2003 UN Convention against Corruption

Article 58 - Financial intelligence unit

States Parties shall cooperate with one anothehéopurpose of preventing and combating the tearaff proceeds of
offences established in accordance with this Catimerand of promoting ways and means of recovesingh proceeds
and, to that end, shall consider establishing anfifal intelligence unit to be responsible for reicgy, analysing and
disseminating to the competent authorities repafrsispicious financial transactions.

14.1.5 2005 Council of Europe Convention on laundering, s&ch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 1 — Use of terms

For the purposes of this Convention:

f “financial intelligence unit" (hereinafter refed to as "FIU") means a central, national ageresponsible for
receiving (and, as permitted, requesting), anatysind disseminating to the competent authoritiés;lasures of
financial information

i concerning suspected proceeds and potentahéimg of terrorism, or

i required by national legislation or regulation

in order to combat money laundering and financihggiorism;

Article 12 — Financial intelligence unit (FIU)

1 Each Party shall adopt such legislative androtieasures as may be necessary to establish aasFiEfined in this
Convention.

2 Each Party shall adopt such legislative an@rotheasures as may be necessary to ensure tifdUitsas access,
directly or indirectly, on a timely basis to thadincial, administrative and law enforcement infdiorathat it requires
to properly undertake its functions, including Hrelysis of suspicious transaction reports.

Article 46 — Co-operation between FIUs

1 Parties shall ensure that FIUs, as definedhis Convention, shall cooperate for the purposeashbating money
laundering, to assemble and analyse, or, if ap@tEprinvestigate within the FIU relevant inforneattion any fact
which might be an indication of money launderingatordance with their national powers.

2 For the purposes of paragraph 1, each Partlyestsure that FIUs exchange, spontaneously oeqoest and either
in accordance with this Convention or in accordawié existing or future memoranda of understandiogpatible
with this Convention, any accessible informatioattmay be relevant to the processing or analysisfofmation or, if
appropriate, to investigation by the FIU regardiimgncial transactions related to money laundegnd the natural or
legal persons involved.

3 Each Party shall ensure that the performandheofunctions of the FIUs under this article stmedt be affected by
their internal status, regardless of whether tireyaaministrative, law enforcement or judicial autties.

4 Each request made under this article shalldserapanied by a brief statement of the relevantsf&anown to the
requesting FIU. The FIU shall specify in the reduesv the information sought will be used.

5 When a request is made in accordance withatttisle, the requested FIU shall provide all retgvieaformation,
including accessible financial information and resfed law enforcement data, sought in the requéttout the need
for a formal letter of request under applicablevantions or agreements between the Parties.

6 An FIU may refuse to divulge information whidould lead to impairment of a criminal investigatibeing
conducted in the requested Party or, in exceptiomaumstances, where divulging the information idobe clearly
disproportionate to the legitimate interests oftural or legal person or the Party concerned ardvotherwise not be
in accordance with fundamental principles of nadlofaw of the requested Party. Any such refusalll sha
appropriately explained to the FIU requesting tiferimation.

7 Information or documents obtained under thilarshall only be used for the purposes laid dawparagraph 1.
Information supplied by a counterpart FIU shall hetdisseminated to a third party, nor be usedchbyréceiving FIU
for purposes other than analysis, without priorsgan of the supplying FIU.

8 When transmitting information or documents pard to this article, the transmitting FIU may irsparestrictions
and conditions on the use of information for pugsosther than those stipulated in paragraph 7.r&beiving FIU
shall comply with any such restrictions and coiodisi.

9 Where a Party wishes to use transmitted infdomar documents for criminal investigations oogecutions for the
purposes laid down in paragraph 7, the transmiffitigy may not refuse its consent to such use uritelzes so on the
basis of restrictions under its national law orditons referred to in paragraph 6. Any refusafjtant consent shall be
appropriately explained.

10 FIUs shall undertake all necessary measunebjding security measures, to ensure that infdonasubmitted
under this article is not accessible by any otlwharities, agencies or departments.
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11 The information submitted shall be protectad;onformity with the Council of Europe Conventioh28 January
1981 for the Protection of Individuals with regaodAutomatic Processing of Personal Data (ETS N@8) hnd taking
account of Recommendation No R(87)15 of 15 Septerib87 of the Committee of Ministers of the Counail

Europe Regulating the Use of Personal Data in thieed® Sector, by at least the same rules of confidity and

protection of personal data as those that applgutie: national legislation applicable to the resging FIU.

12 The transmitting FIU may make reasonable eigguas to the use made of information providedtaedeceiving
FIU shall, whenever practicable, provide such feedtb

13 Parties shall indicate the unit which is ad Rlithin the meaning of this article.

Article 47 — International co-operation for postporement of suspicious transactions

1 Each Party shall adopt such legislative or otheasures as may be necessary to permit urgeon aotbe initiated
by a FIU, at the request of a foreign FIU, to susper withhold consent to a transaction going aHeaduch periods
and depending on the same conditions as applg thoitnestic law in respect of the postponementaoistictions.

2 The action referred to in paragraph 1 shaltdben where the requested FIU is satisfied, upstifization by the
requesting FIU, that:

a the transaction is related to money laundedng;

b the transaction would have been suspendedyrareat to the transaction going ahead would haee éthheld, if
the transaction had been the subject of a dom&ssigicious transaction report.

14.1.6 Directive 2005/60/EC of the European Parliament andf the Council of 26 October
2005 on prevention of the use of the financial sy for the purpose of money
laundering and terrorist financing (as amended)

Article 21

1. Each Member State shall establish a FIU in oceffectively to combat money laundering and testdinancing.

2. That FIU shall be established as a central natianit. It shall be responsible for receiving dato the extent
permitted, requesting), analysing and disseminatthghe competent authorities, disclosures of imfation which
concern potential money laundering, potential t&stdinancing or are required by national legislator regulation. It
shall be provided with adequate resources in dadéufil its tasks.

3. Member States shall ensure that the FIU hassacadirectly or indirectly, on a timely basis, teetfinancial,
administrative and law enforcement information thatquires to properly fulfil its tasks.

Article 32

Member States shall require that their credit amarfcial institutions have systems in place thatbésthem to respond
fully and rapidly to enquiries from the FIU, or froother authorities, in accordance with their naiolaw, as to
whether they maintain or have maintained duringptevious five years a business relationship witkcified natural
or legal persons and on the nature of that relahigm

Article 38
The Commission shall lend such assistance as mayebded to facilitate coordination, including theleange of
information between FIUs within the Community.

14.1.7 Council of the EU Decision concerning arrangementsor cooperation between
financial intelligence units of the Member Statesn respect of exchanging information

Article 1

1. Member States shall ensure that FIUs, set uglesignated to receive disclosures of financial rmition for the
purpose of combating money laundering shall codpetra assemble, analyse and investigate relevdoination
within the FIU on any fact which might be an indioa of money laundering in accordance with theitional powers.
2. For the purposes of paragraph 1, Member Staéas ensure that FIUs exchange, spontaneously aeguest and
either in accordance with this Decision or in ademce with existing or future memoranda of undexditay, any
available information that may be relevant to thecpssing or analysis of information or to inveatign by the FIU
regarding financial transactions related to monewntlering and the natural or legal persons involved
3. Where a Member State has designated a polibertytas its FIU, it may supply information helg that FIU to be
exchanged pursuant to this Decision to an authafitthe receiving Member State designated for thapose and
being competent in the areas mentioned in paragtaph

Article 2

1. Member States shall ensure that, for the pugpoféhis Decision, FIUs shall be a single unitéach Member State
and shall correspond to the following definitiosk &entral, national unit which, in order to comibabney laundering,
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is responsible for receiving (and to the extentnped, requesting), analysing and disseminatinghto competent
authorities, disclosures of financial informatiohiah concern suspected proceeds of crime or argreghby national
legislation or regulation”.

2. In the context of paragraph 1, a Member Statg establish a central unit for the purpose of ndogi or transmitting
information to or from decentralised agencies.

3. Member States shall indicate the unit whichrisFdU within the meaning of this Article. They shabtify this
information to the General Secretariat of the Cduncwriting. This notification does not affectéhcurrent relations
concerning cooperation between the FIUs.

Article 3
Member States shall ensure that the performantieedfunctions of the FIUs under this Decision shall be affected
by their internal status, regardless of whethey #re administrative, law enforcement or judicialherities.

Article 4

1. Each request made under this Decision shalcbenapanied by a brief statement of the relevartsflaoown to the
requesting FIU. The FIU shall specify in the reduesv the information sought will be used.

2. When a request is made in accordance with thisdibn, the requested FIU shall provide all reteévaformation,
including available financial information and regtedl law enforcement data, sought in the requesiput the need
for a formal letter of request under applicablevantions or agreements between Member States.

3. An FIU may refuse to divulge information whicloutd lead to impairment of a criminal investigatibeing
conducted in the requested Member State or, inpgiarel circumstances, where divulgation of thernfation would
be clearly disproportionate to the legitimate iatts of a natural or legal person or the MembeteStancerned or
would otherwise not be in accordance with fundameptinciples of national law. Any such refusal lshae
appropriately explained to the FIU requesting tiferimation.

Article 5

1. Information or documents obtained under thisi§ler are intended to be used for the purposesdlaveh in Article
1(2).

2. When transmitting information or documents parguo this Decision, the transmitting FIU may irspaestrictions
and conditions on the use of information for pugsosther than those stipulated in paragraph 1.r&beiving FIU
shall comply with any such restrictions and coiodisi.

3. Where a Member State wishes to use transmittéatmation or documents for criminal investigations
prosecutions for the purposes laid down in Artit(&), the transmitting Member State may not refitseonsent to
such use unless it does so on the basis of réstrsctinder its national law or conditions refertedn Article 4(3). Any
refusal to grant consent shall be appropriatelyamnpd.

4. FIUs shall undertake all necessary measurelsidimg security measures, to ensure that informagigdbmitted under
this Decision is not accessible by any other autibsr agencies or departments.

5. The information submitted will be protected,cionformity with the Council of Europe Convention 28 January
1981 for the Protection of Individuals with regawd Automatic Processing of Personal Data and takiogpunt of
Recommendation No R(87)15 of 15 September 198Reoftouncil of Europe Regulating the Use of Pers@zé in
the Police Sector, by at least the same rules wiidentiality and protection of personal data assththat apply under
the national legislation applicable to the requesfIU.

Article 6

1. FIUs may, within the limits of the applicabletioaal law and without a request to that effectctenge relevant
information.

2. Article 5 shall apply in relation to informatidarwarded under this Article.

Article 7
Member States shall provide for, and agree on,agujate and protected channels of communicatiowden FlUs.

Article 8
This Decision shall be implemented without prejedioc the Member States' obligations towards Eurgmthey have
been laid down in the Europol Convention.

Article 9

1. To the extent that the level of cooperation leetwFIUs, as expressed in memoranda of understandircluded or
to be concluded between authorities of the MembateS, is compatible with this Decision or goegsher than the
provisions thereof, it shall remain unaffected big Decision. Where the provisions of this Decigianfurther than the
provisions of any memorandum of understanding aated between the authorities of Member States,Dkission

shall supersede such memoranda of understandingg®rs after this Decision takes effect.

2. The Member States shall ensure that they are @bkooperate fully in accordance with the prauisi of this

Decision at the latest three years after this Decitakes effect.
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3. The Council will assess Member States' compdiamith this Decision within four years of the datewhich it takes
effect, and may decide to continue such assessmprasegular basis.

Article 10

This Decision shall apply to Gibraltar. To thisesff, notwithstanding Article 2, the United Kingdaonay notify to the
General Secretariat of the Council an FIU in Gitaral

14.1.8 2001 Joint ECOFIN/JHA meeting

13. The Council reconfirms the importance of cles@peration between Financial Intelligence UnitfJjFof the
Member States in respect of exchanging informationsuspicious transactions including those relatetérrorism.
The adoption of the Decision on exchange of infaromabetween FIUs at the joint ECOFIN/JHA Counciéeting on

17 October 2000 was a significant step in elabogathutual cooperation between Member States' RDdasequently
the Member States have to ensure uniform implertientaf the Decision, including providing for appraate and
protected channels of communications between FIOse Council confirms the necessity to enhance the
communication between FIUs and calls upon the Men8iates to reinforce the existing system and tangme
whether to elaborate a system for exchange of aalemformation by automatic means and asks the risgion to
explore the possibilities of Community funding farch an automatic system.
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15 OTHER ISSUES

15.1 Controlled delivery

15.1.1 FATF Recommendations

Recommendation 30

Countries should ensure that designated law enfeoe authorities have responsibility for money kenng and
terrorist financing investigations within the frawark of national AML/CFT policies. At least in atlases related to
major proceeds-generating offences, these desijteteenforcement authorities should develop agutive parallel
financial investigation when pursuing money lauigr associated predicate offences and terrongnfiing. This
should include cases where the associated prediffaiece occurs outside their jurisdictions. Coigstrshould ensure
that competent authorities have responsibilityerpeditiously identifying, tracing and initiatingtéons to freeze and
seize property that is, or may become, subjecbidiscation, or is suspected of being proceedsiofec Countries
should also make use, when necessary, of permanéaporary multi-disciplinary groups specialisedinancial or
asset investigations. Countries should ensure thégn necessary, cooperative investigations witpr@piate
competent authorities in other countries take place

Interpretative note to Recommendation 30
There should be designated law enforcement auigmiihat have responsibility for ensuring that molaindering,
predicate offences and terrorist financing are erigpinvestigated through the conduct of a finah@iestigation.
Countries should also designate one or more compatehorities to identify, trace, and initiatedrzéng and seizing of
property that is, or may become, subject to coafiso.
2. A financial investigation’ means an enquirydrihe financial affairs related to a criminal atttiywith a view to:

 identifying the extent of criminal networks andtbe scale of criminality;

 identifying and tracing the proceeds of crime,ddst funds or any other assets that are, or magrbe, subject

to confiscation; and

» developing evidence which can be used in criminatgedings.
3. A ‘parallel financial investigation’ refers tamweducting a financial investigation alongside, orthie context of, a
(traditional) criminal investigation into money ladering, terrorist financing and/or predicate offes). Law
enforcement investigators of predicate offencesuheither be authorised to pursue the investigatibany related
money laundering and terrorist financing offencesrdy a parallel investigation, or be able to refe case to another
agency to follow up with such investigations.
4. Countries should consider taking measures, dietulegislative ones, at the national level, towltheir competent
authorities investigating money laundering andatést financing cases to postpone or waive thesarwé suspected
persons and/or the seizure of the money, for thpgse of identifying persons involved in such atigg or for
evidence gathering. Without such measures the fiserazedures such as controlled deliveries and nooder
operations are precluded.
5. Recommendation 30 also applies to those comipatehorities, which are not law enforcement auttesy, per se
but which have the responsibility for pursuing fin@l investigations of predicate offences, to éxéent that these
competent authorities are exercising functions cedeinder Recommendation 30.
6. Anti-corruption enforcement authorities with emfement powers may be designated to investigateeyno
laundering and terrorist financing offences arisiram, or related to, corruption offences under &tamendation 30,
and these authorities should also have sufficiemtgps to identify, trace, and initiate freezing aeirzing of assets.
7. The range of law enforcement agencies and atbemetent authorities mentioned above should bentakto
account when countries make use of multi-disciplirgtoups in financial investigations.
8. Law enforcement authorities and prosecutoridhaities should have adequate financial, human taetinical
resources. Countries should have in place processemnsure that the staff of these authorities taainhigh
professional standards, including standards comgreonfidentiality, and should be of high integriand be
appropriately skilled.

Recommendation 31

When conducting investigations of money launderaggociated predicate offences and terrorist fingncompetent
authorities should be able to obtain access toedessary documents and information for use inetlhmgestigations,
and in prosecutions and related actions. This shimglude powers to use compulsory measures foptbduction of
records held by financial institutions, DNFBPs aotther natural or legal persons, for the search esbgns and
premises, for taking witness statements, and ferstizure and obtaining of evidence. Countries Ishensure that
competent authorities conducting investigationsadnle to use a wide range of investigative techescguitable for the
investigation of money laundering, associated pagei offences and terrorist financing. These ingastve techniques
include: undercover operations, intercepting comigations, accessing computer systems and contrdidigery. In

addition, countries should have effective mechasignplace to identify, in a timely manner, whethetural or legal
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persons hold or control accounts. They should &kee mechanisms to ensure that competent autlsotiiee a
process to identify assets without prior notifioatio the owner. When conducting investigationmohey

laundering, associated predicate offences andrigtrifinancing, competent authorities should beeatl ask for all
relevant information held by the FIU.

15.1.21988 UN Convention against illicit traffic in narcdic drugs and psychotropic
substances

Article 1

(g) "Controlled delivery" means the technique ofowing illicit or suspect consignments of narcotitugs,
psychotropic substances, substances in Table Tahté Il annexed to this Convention, or substarseasstituted for
them, to pass out of, through or into the territefyone or more countries, with the knowledge amden the
supervision of their competent authorities, withiew to identifying persons involved in the comnmgsof offences
established in accordance with article 3, paragfaphthe Convention;

Article 11

1. If permitted by the basic principles of theispective domestic legal systems, the Parties thledl the necessary
measures, within their possibilities, to allow fbe appropriate use of controlled delivery at thterinational level, on
the basis of agreements or arrangements mutualisecded to, with a view to identifying persons iwvea in offences
established in accordance with article 3, paragfig@nd to taking legal action against them.

2. Decisions to use controlled delivery shall bedenan a case-by-case basis and may, when necetsayinto
consideration financial arrangements and underBigadwith respect to the exercise of jurisdiction the Parties
concerned.

3. lllicit consignments whose controlled deliveyy agreed to may, with the consent of the Partiexemmed, be
intercepted and allowed to continue with the naccatugs or psychotropic substances intact or rexdar replaced in
whole or in part.

15.1.3 2000 UN Convention against Transnational Organizef€rime

Article 2 — Use of terms

For the purpose of this Convention.

(i) “Controlled delivery” shall mean the technique of allowing illicit augpect consignments to pass out of, through or
into the territory of one or more States, with #mwledge and under the supervision of their coemteauthorities,
with a view to the investigation of an offence ahé identification of persons involved in the coragidon of the
offence;

Article 20 - Special investigative techniques

1. If permitted by the basic principles of its datie legal system, each State Party shall, wittérpossibilities and
under the conditions prescribed by its domestic, leake the necessary measures to allow for theopppte use of
controlled delivery and, where it deems appropriéte the use of other special investigative teghas, such as
electronic or other forms of surveillance and undeer operations, by its competent authoritiegsrerritory for the
purpose of effectively combating organized crime.

2. For the purpose of investigating the offencegeoed by this Convention, States Parties are eagedrto conclude,
when necessary, appropriate bilateral or multidtagreements or arrangements for using such $peeestigative
techniques in the context of cooperation at therivdtional level. Such agreements or arrangeméatktse concluded
and implemented in full compliance with the prireipf sovereign equality of States and shall bei@awout strictly in
accordance with the terms of those agreementsangegments.

3. In the absence of an agreement or arrangemeset &srth in paragraph 2 of this article, decisitm use such special
investigative techniques at the international lesk&ll be made on a case-by-case basis and maw, weeessary, take
into consideration financial arrangements and wstdadings with respect to the exercise of jurisoicby the States
Parties concerned.

4. Decisions to use controlled delivery at therimiional level may, with the consent of the St&asgties concerned,
include methods such as intercepting and allowieggoods to continue intact or be removed or replac whole or in
part.
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15.1.4 2003 UN Convention against Corruption

Article 2- Use of terms

For the purposes of this Convention:

(i) “Controlled delivery” shall mean the technique of allowing illicit augpect consignments to pass out of, through or
into the territory of one or more States, with #mwledge and under the supervision of their coemteauthorities,
with a view to the investigation of an offence ahé identification of persons involved in the coragidon of the
offence.

Article 50 - Special investigative techniques

1. In order to combat corruption effectively, e&thte Party shall, to the extent permitted by th&doprinciples of its
domestic legal system and in accordance with tinelifons prescribed by its domestic law, take sungasures as may
be necessary, within its means, to allow for therapriate use by its competent authorities of ailed delivery and,
where it deems appropriate, other special invetstig@echniques, such as electronic or other foofrsurveillance and
undercover operations, within its territory, andatiow for the admissibility in court of evidencerded there from.

2. For the purpose of investigating the offencegeoed by this Convention, States Parties are eagedrto conclude,
when necessary, appropriate bilateral or multidtagreements or arrangements for using such $peeestigative
technigues in the context of cooperation at therivdtional level. Such agreements or arrangeméatktse concluded
and implemented in full compliance with the prireipf sovereign equality of States and shall bei@@wout strictly in
accordance with the terms of those agreementsamgements.

3. In the absence of an agreement or arrangemeset &srth in paragraph 2 of this article, decisitm use such special
investigative techniques at the international lesk&ll be made on a case-by-case basis and maw, weeessary, take
into consideration financial arrangements and wstdadings with respect to the exercise of jurisoicby the States
Parties concerned.

4. Decisions to use controlled delivery at the nimigional level may, with the consent of the St&®Resties concerned,
include methods such as intercepting and allowireggoods or funds to continue intact or be remawerkplaced in
whole or in part.

15.1.5 The 2000 Convention on Mutual Assistance in CrimineMatters between the Member
States of the EU

Article 12 - Controlled deliveries

1. Each Member State shall undertake to ensureahgte request of another Member State, conttalidiveries may
be permitted on its territory in the framework oiinal investigations into extraditable offences.

2. The decision to carry out controlled deliversésll be taken in each individual case by the caempeauthorities of
the requested Member State, with due regard fonatienal law of that Member State.

3. Controlled deliveries shall take place in aceok with the procedures of the requested Memlage.Sthe right to
act and to direct and control operations shalith the competent authorities of that Member State

15.2 Cross-border transportation of cash

15.2.1 EATF Recommendations

Definitions

Bearer negotiable instrumentsBearer negotiable instruments (BNIs) includes maneinstruments in bearer form
such as: traveller’'s cheques; negotiable instrusméntluding cheques, promissory notes and mondgrey that are
either in bearer form, endorsed without restrictiorade out to a fictitious payee, or otherwisetnohsform that title
thereto passes upon delivery; Incomplete instrusnéntluding cheques, promissory notes and mondgrsy signed,
but with the payee’s name omitted.

Currency Currency refers to banknotes and coins that aceéénlation as a medium of exchange.

False declaration refers to a misrepresentation of the value of ewyeor BNIs being transported, or a
misrepresentation of other relevant data whickeguired for submission in the declaration or otheewequested by
the authorities. This includes failing to make aldeation as required.

False disclosurerefers to a misrepresentation of the value of cuyeor BNIs being transported, or a
misrepresentation of other relevant data whictsked for upon request in the disclosure or othennésjuested by the
authorities. This includes failing to make a disciee as required.

Physical cross-border transportationrefers to any in-bound or out-bound physical trantggion of currency or BNIs
from one country to another country. The term idels the following modes of transportation: (1) pbgk
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transportation by a natural person, or in that @@saccompanying luggage or vehicle; (2) shipmanturrency or
BNIs through containerised cargo or (3) the mailfigurrency or BNIs by a natural or legal person.

Recommendation 32

Countries should have measures in place to defecphysical cross-border transportation of curreany bearer
negotiable instruments, including through a detianasystem and/or disclosure system.

Countries should ensure that their competent aitit®thave the legal authority to stop or rest@inrency or bearer
negotiable instruments that are suspected to beerkto terrorist financing, money laundering @dicate offences, or
that are falsely declared or disclosed. Countresilsl ensure that effective, proportionate andudisive sanctions are
available to deal with persons who make false datita(s) or disclosure(s). In cases where theetoy or bearer
negotiable instruments are related to terrorisrfting, money laundering or predicate offencesnt@s should also
adopt measures, including legislative ones contgistith Recommendation 4, which would enable thefisoation of
such currency or instruments.

Interpretative Note to Recommendation 32

1. Recommendation 32 was developed with the obdf ensuring that terrorists and other crimiraanot finance
their activities or launder the proceeds of theimes through the physical cross-border transportatf currency and
bearer negotiable instruments. Specifically, it @ito ensure that countries have measures to: {eftdéie physical
crossborder transportation of currency and beaegotiable instruments; (b) stop or restrain curyeand bearer
negotiable instruments that are suspected to lageckto terrorist financing or money laundering; gop or restrain
currency or bearer negotiable instruments thatfaleely declared or disclosed; (d) apply approprisanctions for
making a false declaration or disclosure; and (@b confiscation of currency or bearer negotidtdéruments that
are related to terrorist financing or money lauirdgr

2. Countries may meet their obligations under Renendation 32 and this Interpretive Note by impletimg one of
the following types of systems. However, countriless not have to use the same type of system fomiimap and
outgoing cross-border transportation of currenchearer negotiable instruments:

3. All persons making a physical cross-border parsition of currency or bearer negotiable instrois€BNIs), which
are of a value exceeding a pre-set, maximum thtésbb USD/EUR 15,000, are required to submit a hfwit
declaration to the designated competent authari@esintries may opt from among the following thdierent types
of declaration system: (i) a written declaratiorsteyn for all travellers; (ii) a written declarati@ystem for those
travellers carrying an amount of currency or BNb®wee a threshold; and (iii) an oral declarationteys These three
systems are described below in their pure form. &l@w, it is not uncommon for countries to opt fonixed system.
(a) Written declaration system for all travellergn this system, all travellers are required tonptete a written
declaration before entering the country. This womlclude questions contained on common or custoettachtion
forms. In practice, travelers have to make a datitam whether or not they are carrying currenciis (e.g. ticking a
“yes” or “no” box).

(b) Written declaration system for travellers carryiagnounts above a thresholth this system, all travellers carrying
an amount of currency or BNIs above a pre-set dasigl threshold are required to complete a writeiaration form.
In practice, the traveller is not required to filit any forms if they are not carrying currency BMIs over the
designated threshold.

(c) Oral declaration system for all travellertn this system, all travellers are required to lgrdkclare if they carry an
amount of currency or BNIs above a prescribed ttokes Usually, this is done at customs entry polmgsrequiring
travellers to choose between the “red channel” dgo declare) and the “green channel” (nothingleolare). The
choice of channel that the traveller makes is aersid to be the oral declaration. In practice,ellavs do not declare
in writing, but are required to actively reportaa@ustoms official.

4. Countries may opt for a system whereby travellare required to provide the authorities with appate
information upon request. In such systems, themoisequirement for travellers to make an upfronitten or oral
declaration. In practice, travellers need to besireg to give a truthful answer to competent adtles upon request.

5. Whichever system is implemented, countries gsheakure that their system incorporates the folgvelements:

(a) The declaration/disclosure system should afgphoth incoming and outgoing transportation ofrency and BNIs.
(b) Upon discovery of a false declaration/discleswf currency or bearer negotiable instruments dailare to
declare/disclose them, designated competent ati#sorshould have the authority to request and obfarther
information from the carrier with regard to thegini of the currency or BNIs and their intended use.

(c) Information obtained through the declaratiosdtisure process should be available to the Fitheeithrough a
system whereby the FIU is notified about suspiciausssborder transportation incidents, or by makihg
declaration/disclosure information directly aval&to the FIU in some other way.

(d) At the domestic level, countries should engheg there is adequate coordination among custonmigration and
other related authorities on issues related tantipdementation of Recommendation 32.

(e) In the following two cases, competent authesitshould be able to stop or restrain cash or Bdtls reasonable
time, in order to ascertain whether evidence of @ydaundering or terrorist financing may be fou@iiwhere there is
a suspicion of money laundering or terrorist firiaggor (ii) where there is a false declaratiorfaise disclosure.

(f) The declaration/disclosure system should alfowthe greatest possible measure of internationaperation and
assistance in accordance with Recommendations 3®.tdo facilitate such cooperation, in instancdem (i) a

118



declaration or disclosure which exceeds the maxirthueshold of USD/EUR 15,000 is made; or (ii) wherere is a
false declaration or false disclosure; or (iii) wd¢here is a suspicion of money laundering ormtést financing, this
information shall be retained for use by competauthorities. At a minimum, this information will ¢er: (i) the
amount of currency or BNIs declared, disclosedtbexwise detected; and (ii) the identification datahe bearer(s).
(g) Countries should implement Recommendation 3festi to strict safeguards to ensure proper usafofmation
and without restricting either: (i) trade paymelétween countries for goods and services; orh@)fteedom of capital
movements, in any way.

6. Persons who make a false declaration or disetoshould be subject to effective, proportionatd dissuasive
sanctions, whether criminal civil or administratiersons who are carrying out a physical crosddsdransportation
of currency or BNIs that is related to terroristafincing, money laundering or predicate offencesilshalso be subject
to effective, proportionate and dissuasive sanstiarhether criminal, civil or administrative, angbsld be subject to
measures, consistent with Recommendation 4, whakidvenable the confiscation of such currency otBN

7. Authorities responsible for implementation ofcBemmendation 32 should have adequate financial,ahuend
technical resources. Countries should have in ghaceesses to ensure that the staff of these atitisomaintain high
professional standards, including standards comugroonfidentiality, and should be of high integriand be
appropriately skilled.

.8. For the purposes of Recommendation 32, gokkLipus metals and precious stones are not inclutkspite their
high liquidity and use in certain situations as @ams of exchange or transmitting value. These it@mgbe otherwise
covered under customs laws and regulations. Ifusatry discovers a unusual cross-border movemegolaf, precious
metals or precious stones, it should consider yiotif as appropriate, the Customs Service or otfenpetent
authorities of the countries from which these itesriginated and/or to which they are destined, simould cooperate
with a view toward establishing the source, desitina and purpose of the movement of such itemd,taward the
taking of appropriate action.

15.2.2 2000 UN Convention against Transnational Organizef€rime

Article 7 - Measures to combat money-laundering

2. States Parties shall consider implementing ld@sneasures to detect and monitor the movememash and
appropriate negotiable instruments across theiddysy subject to safeguards to ensure proper usdosmation and
without impeding in any way the movement of legdien capital. Such measures may include a requirethan
individuals and businesses report the cross-bdrdesfer of substantial quantities of cash and @mpte negotiable
instruments.

15.2.3 2003 UN Convention against Corruption

Article 14 - Measures to prevent money-laundering

2. States Parties shall consider implementing id@sneasures to detect and monitor the movememash and
appropriate negotiable instruments across theiddysy subject to safeguards to ensure proper usdgosmation and
without impeding in any way the movement of legében capital. Such measures may include a requirethan
individuals and businesses report the cross-bdrdaesfer of substantial quantities of cash and gmite negotiable
instruments.

15.2.4 2005 Council of Europe Convention on laundering, s&ch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 13 — Measures to prevent money laundering

1 Each Party shall adopt such legislative and atfesisures as may be necessary to institute a chenmige domestic
regulatory and supervisory or monitoring regimgtevent money laundering and shall take due acoafusypplicable
international standards, including in particulae ftecommendations adopted by the Financial ActiaskTForce on
Money Laundering (FATF).

3 Inthat respect, each Party shall adopt sugiBl&ive or other measures as may be necessamt¢ot the significant
physical cross border transportation of cash apdagpiate bearer negotiable instruments.
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15.3 Immunity clause

15.3.1 FATF Recommendations

Recommendation 9
Countries should ensure that financial institutieacrecy laws do not inhibit implementation of thé&TF
Recommendations.

Recommendation 21

Financial institutions, their directors, officenschemployees should be:

(a) protected by law from criminal and civil liaibyl for breach of any restriction on disclosureirdfbrmation imposed
by contract or by any legislative, regulatory oméwistrative provision, if they report their suspies in good faith to
the FIU, even if they did not know precisely whae underlying criminal activity was, and regardleég/hether illegal
activity actually occurred; and

o) ...

15.3.2 Directive 2005/60/EC of the European Parliament anaf the Council of 26 October
2005 on the prevention of the use of the financiaystem for the purpose of money
laundering and terrorist (as amended)

Article 26

The disclosure in good faith as foreseen in Ari@2(1) and 23 by an institution or person covérgthis Directive or

by an employee or director of such an institutioperson of the information referred to in Article® and 23 shall not
constitute a breach of any restriction on disclesafrinformation imposed by contract or by any $éaive, regulatory
or administrative provision, and shall not invole institution or person or its directors or enygles in liability of

any kind.

Article 27

Member States shall take all appropriate measuaresder to protect employees of the institutionpersons covered
by this Directive who report suspicions of moneyridering or terrorist financing either internallyto the FIU from
being exposed to threats or hostile action.

15.4 New technigues

15.4.1 EATF Recommendations

Recommendation 15

Countries and financial institutions should identihd assess the money laundering or terrorishdiing risks that may
arise in relation to (a) the development of newdpais and new business practices, including nevivelgl
mechanisms, and (b) the use of new or developicigntdogies for both new and pre-existing produktghe case of
financial institutions, such a risk assessment htake place prior to the launch of the new prdslubusiness
practices or the use of new or developing technetodrhey should take appropriate measures to neazad mitigate
those risks.

15.4.2 2000 UN Convention against Transnational Organize@€rime

Article 19 - Joint investigations

States Parties shall consider concluding bilaterainultilateral agreements or arrangements whergbyelation to
matters that are the subject of investigationssgeations or judicial proceedings in one or moest, the competent
authorities concerned may establish joint invesitigabodies. In the absence of such agreementsamgements, joint
investigations may be undertaken by agreement casa-by-case basis. The States Parties involvddestsare that
the sovereignty of the State Party in whose tewrisnich investigation is to take place is fullypested.
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15.4.3 2003 UN Convention against Corruption

Article 14 - Measures to prevent money-laundering

3. States Parties shall consider implementing gpjaie and feasible measures to require financiatitutions,
including money remitters:

(a) To include on forms for the electronic transféfunds and related messages accurate and méaninfgrmation
on the originator;

(b) To maintain such information throughout the pant chain; and

(c) To apply enhanced scrutiny to transfers of futitht do not contain complete information on thigioator.

Article 49 - Joint investigations

States Parties shall consider concluding bilateraiultilateral agreements or arrangements whergbyelation to
matters that are the subject of investigationssgeations or judicial proceedings in one or mordest the competent
authorities concerned may establish joint invesitigabodies. In the absence of such agreementsamgements, joint
investigations may be undertaken by agreement cesa-by-case basis. The States Parties involvddestsaire that
the sovereignty of the State Party in whose tewrisaich investigation is to take place is fullypested.

15.4.4 2005 Council of Europe Convention on laundering, sgch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 7 — Investigative powers and techniques

3 Each Party shall consider adopting such letijigleand other measures as may be necessary téeehdb use
special investigative techniques facilitating tldentification and tracing of proceeds and the gatgeof evidence
related thereto, such as observation, interceptiotelecommunications, access to computer systamsoader to
produce specific documents.

15.5 Targeted financial sanctions related to proliferaton

15.5.1 FATF Recommendations

Recommendation 7

Countries should implement targeted financial sanstto comply with United Nations Security Counahbolutions

relating to the prevention, suppression and digvaptf proliferation of weapons of mass destructom its financing.

These resolutions require countries to freeze witlielay the funds or other assets of, and to entbat no funds and
other assets are made available, directly or iotlireto or for the benefit of, any person or entitesignated by, or
under the authority of, the United Nations Secu@iuncil under Chapter VII of the Charter of theitdd Nations.

Interpretative note to Recommendation 7

1. Recommendation 7 requires countries to implenemgeted financial sanctiofisto comply with United Nations
Security Council resolutions that require counttied$reeze, without delay, the funds or other assétand to ensure
that no funds and other assets are made availabknd for the benefit of, any perdbwor entity designated by the
United Nations Security Council under Chapter Mittlee Charter of the United Nations, pursuant tougigy Council
resolutions that relate to the prevention and gison of the financing of proliferation of weaportd mass
destructior®.

36 Recommendation 7 is focused on targeted finanaattons. However, it should be noted that thevesle United Nations

Security Council Resolutions are much broader amquibe other types of sanctions (such as trasekpand other types of
financial provisions (such as activity-based finahprohibitions and vigilance provisions). Withspect to other types of financial
provisions, the FATF has issued non-binding guigamdich jurisdictions are encouraged to considehéir implementation of the
relevant UNSCRs. With respect to targeted finansahctions related to the financing of proliferatiof weapons of mass
destruction, the FATF has also issued non-bindindance, which jurisdictions are encouraged to iciemsn their implementation

of the relevant UNSCRs.

! Natural or legal person.

38 Recommendation 7 is applicable to all current Sec@ouncil resolutions applying targeted financsainctions relating to the
financing of proliferation of weapons of mass destion, any future successor resolutions, and aryré Security Council
resolutions which impose targeted financial samstim the context of the financing of proliferatiohweapons of mass destruction.
At the time of issuance of this Recommendationb(&ary 2012), the Security Council resolutions gimgl targeted financial
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2. It should be stressed that none of the requingsni@ Recommendation 7 is intended to replaceratieasures or
obligations that may already be in place for deplivith funds or other assets in the context of imioal, civil or
administrative investigation or proceeding, as aguired by international treaties or Security Cadunesolutions
relating to weapons of mass destruction non-praitferi®. The focus of Recommendation 7 is on preventivasuees
that are necessary and unique in the context ppsig the flow of funds or other assets to proéfers or proliferation;
and the use of funds or other assets by prolifesaip proliferation, as required by the United Na#i Security Council
(the Security Council).
3. Designations are made by the Security Councédrinexes to the relevant resolutions, or by then@gcCouncil
Committees established pursuant to these resotutibnere is no specific obligation upon United Has Member
States to submit proposals for designations toré¢hevant Security Council Committees. However, iactice, the
Committees primarily depend upon requests for aegign by Member States. Security Council resohsiy18
(2006) and 1737(2006) provide that the relevant @dtees shall promulgate guidelines as may be secgdo
facilitate the implementation of the measures ingpdsy these resolutions.
4. Countries could consider establishing the aitthand effective procedures or mechanisms to pgegmersons and
entities to the Security Council for designatiorastordance with relevant Security Council resohgiwhich impose
targeted financial sanctions in the context of financing of proliferation of weapons of mass desiion. In this
regard, countries could consider the following edets:
(a) identifying a competent authority(ies), eite&ecutive or judicial, as having responsibility:for
(i) proposing to the 1718 Sanctions Committee, designation as appropriate, persons or entities rtfeet the
specific criteria for designation as set forthésalution 1718 (2006) and its successor resolufipiighat authority
decides to do so and believes that it has suffi@gidence to support the designation criteria Gegtion E for the
specific designation criteria associated with ratexSecurity Council resolutions); and
(ii) proposing to the 1737 Sanctions Committee, designation as appropriate, persons or entitias rifeet the
criteria for designation as set forth in resolutléf87 (2006) and its successor resolufijrithat authority decides
to do so and believes that it has sufficient evigeto support the designation criteria (see Sed&ior the specific
designation criteria associated with relevant Sgc@ouncil resolutions).
(b) having a mechanism(s) for identifying targetsdesignation, based on the designation critetiangt in resolutions
1718 (2006), 1737 (2006), and their successor uésnk (see Section E for the specific designatiateria of relevant
Security Council resolutions). Such procedures khansure the determination, according to appleafdupra-
)national principles, whether reasonable grounds m@asonable basis exists to propose a designation
(c) having appropriate legal authority, and proceduor mechanisms, to collect or solicit as mudorimation as
possible from all relevant sources to identify pessand entities that, based on reasonable groondsfreasonable
basis to suspect or believe, meet the criterigésignation in the relevant Security Council resohs.
(d) when deciding whether or not to propose a dedign, taking into account the criteria in Secti@nof this
interpretive note. For proposals of designations,dompetent authority of each country will applg tegal standard of
its own legal system, taking into consideration huamights, respect for the rule of law, and in gggton of the rights
of innocent third parties.
(e) when proposing names to the 1718 Sanctions Gibeemnpursuant to resolution 1718 (2006) and utscessor
resolutions, or to the 1737 Sanctions Committegsyant to resolution 1737 (2006) and its successsolutions,
providing as much detail as possible on:
(i) the proposed name, in particular, sufficienentfying information to allow for the accurate apdsitive
identification of persons and entities; and
(i) specific information supporting a determinatighat the person or entity meets the relevaneriait for
designation (see Section E for the specific designariteria of relevant Security Council resotuts).
(f) having procedures to be able, where necestagperateex parteagainst a person or entity who has been identified
and whose proposal for designation is being consitle
5. There is an obligation for countries to implem&argeted financial sanctions without delay adgapersons and
entities designated:
(a) in the case of resolution 1718 (2006) andltxessor resolutions, by the Security Council imexes to the relevant
resolutions, or by the 1718 Sanctions Committeth@fSecurity Council; and
(b) in the case of resolution 1737 (2006) andutessor resolutions, by the Security

sanctions relating to the financing of proliferatiof weapons of mass destruction are: resolutigiis8 12006), 1737 (2006), 1747
2007), 1803 (2008), 1874 (2009), and 1929 (2010).

Based on requirements set, for instance, ilNthelear Non-Proliferation TreafytheBiological and Toxin Weapons Convention
the Chemical Weapons Conventjand Security Council resolution 1540 (2004). Ehobligations exist separately and apart from
the obligations set forth in Recommendation 7 aschierpretive note.

Recommendation 7 is applicable to all current ardré successor resolutions to resolution1718 (RO®6the time of issuance
of this Interpretive Note, (February 2012), thecassor resolutions to resolution 1718 (2006) asolution 1874 (2009).

Recommendation 7 is applicable to all current andré successor resolutions to S/RES/1737 (2006heAtime of issuance of
this Interpretive Note, (February 2012) , the sssoe resolutions to resolution 1737 (2006) areolut®n 1747 (2007), resolution
1803 (2008), and resolution 1929 (2010).
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Council in annexes to the relevant resolutiong)yothe 1737 Sanctions Committee of the Securityn€duwhen these
Committees are acting under the authority of Chayltieof the Charter of the United Nations.

6. Countries should establish the necessary laghbety and identify competent domestic authositiesponsible for
implementing and enforcing targeted financial s@ng, in accordance with the following standardd procedures:

(a) Countrie¥” should require all natural and legal persons withe country to freeze, without delay and withoptior
notice, the funds or other assets of designatesbperand entities. This obligation should extendaliocfunds or other
assets that are owned or controlled by the desidraerson or entity, and not just those that catieldeto a particular
act, plot or threat of proliferation; those fundsother assets that are wholly or jointly ownedontrolled, directly or
indirectly, by designated persons or entities; #re funds or other assets derived or generated fuoms or other
assets owned or controlled directly or indirectlydesignated persons or entities, as well as fundsther assets of
persons and entities acting on behalf of, or atlttection of designated persons or entities.

(b) Countries should ensure that any funds or adlssets are prevented from being made availablediynationals or
by any persons or entities within their territories or for the benefit of designated persons dities unless licensed,
authorised or otherwise notified in accordance withrelevant Security Council resolutions (sediSe& below).

(c) Countries should have mechanisms for communigatiesignations to financial institutions and DN¥B
immediately upon taking such action, and providodgar guidance, particularly to financial institris and other
persons or entities, including DNFBPs, that maybleling targeted funds or other assets, on thdigations in taking
action under freezing mechanisms.

(d) Countries should require financial instituticared DNFBP¥ to report to competent authorities any assetefrax
actions taken in compliance with the prohibitioguigements of the relevant Security Council resohd, including
attempted transactions, and ensure that such iataymis effectively utilised by competent authiest

(e) Countries should adopt effective measures whictect the rights obona fidethird parties acting in good faith
when implementing the obligations under Recommeonat.

(f) Countries should adopt appropriate measuresnfamitoring, and ensuring compliance by, finanaiatitutions and
DNFBPs with the relevant laws or enforceable megmeerning the obligations under Recommendationainufe to
comply with such laws, or enforceable means shbaldubject to civil, administrative or criminal séons.

7. Countries should develop and implement publicipwn procedures to submit de-listing requestsh $ecurity
Council in the case of designated persons andemtihat, in the view of the country, do not orlonger meet the
criteria for designation. Once the relevant Samsti€@ommittee has de-listed the person or entigy,dbligation to
freeze no longer exists. Such procedures and ieridrould be in accordance with any applicable ginds or
procedures adopted by the Security Council pursicargsolution 1730 (2006) and any successor résofy including
those of the Focal Point mechanism establishedrutidg resolution. Countries should enable ligiedsons and
entities to petition a request for delisting at Boeal Point for de-listing established pursuanesolution 1730 (2006),
or should inform designated persons or entitigeetidion the Focal Point directly.

8. For persons or entities with the same or sinmitane as designated persons or entities, who adeéntently affected
by a freezing mechanism (i.e., a false positiveyntries should develop and implement publicly kngwocedures to
unfreeze the funds or other assets of such peiwoastities in a timely manner, upon verificatidvat the person or
entity involved is not a designated person or gntit

9. Where countries have determined that the exemgtnditions set out in resolution 1718 (2006) eewblution 1737
(2006) are met, countries should authorise acae$sgnids or other assets in accordance with theegphoes set out
therein.

10. Countries should permit the addition to theoaots frozen pursuant to resolution 1718 (2006)esplution 1737
(2006) of interests or other earnings due on tlaseunts or payments due under contracts, agresraenbligations
that arose prior to the date on which those acsobaetame subject to the provisions of this resmiutprovided that
any such interest, other earnings and paymenténcento be subject to these provisions and arefroz

11. Freezing action taken pursuant to resolutioB71{2006) shall not prevent a designated persoantity from
making any payment due under a contract enteredcpmtr to the listing of such person or entitypyided that:

(a) the relevant countries have determined thatctivgract is not related to any of the prohibitegins, materials,
equipment, goods, technologies, assistance, tgqifiimancial assistance, investment, brokeringesvises referred to
in the relevant Security Council resolution;

(b) the relevant countries have determined thatpthgnent is not directly or indirectly received &yerson or entity
designated pursuant to resolution 1737 (2006); and

(c) the relevant countries have submitted prioification to the 1737 Sanctions Committee of thieiion to make or
receive such payments or to authorise, where apptepthe unfreezing of funds, other financialeassor economic
resources for this purpose, ten working days pd@uch authorisatidf

42 In the case of the European Union (EU), which issidered a supra-national jurisdiction under Recenuhation 7 by the FATF,
the assets of designated persons and entitiega@enfunder EU regulations (as amended). EU mestages may have to take
additional measures to implement the freeze, dnthfiral and legal persons within the EU haveespect the freeze and not make
funds available to designated persons and entities.

43 Security Council resolutions apply to all naturatidegal persons within the country.
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12. Countries should have mechanisms for commungate-listings and unfreezings to the financialtse and the
DNFBPs immediately upon taking such action, andviging adequate guidance, particularly to finandmetitutions
and other persons or entities, including DNFBPat thay be holding targeted funds or other assettheair obligations
to respect a de-listing or unfreezing action.
13. The criteria for designation as specified i tblevant United Nations Security Council resolutare:
(a) Resolution 1718 (2006)
(i) Any person or entity engaged in the Democr&eople’s Republic of Korea (DPRK)’s nuclear-relatether
WMD-related and ballistic missile-related programs;
(ii) any person or entity providing support for DRR nuclear-related, other WMD-related and balistissile-
related programs, including through illicit means;
(iii) any person or entity acting on behalf of artlae direction of any person or entity designaiader subsection
13(a)(i) or subsection 13(a)() or
(iv) any legal person or entity owned or controjlditectly or indirectly, by any person or entitgsignated under
subsection 13(a)(i) or subsection 13(alfii)
(b) Resolutions 1737 (2006), 1747 (2007), 1803 (200&) 4929 (2010)
(i) any person or entity engaged in Iran’s probfémn sensitive nuclear activities or the developtmgf nuclear
weapon delivery systems;
(i) any person or entity directly associated wih providing support for Iran’s proliferation setig nuclear
activities or the development of nuclear weapoivdey systems;
(iii) any person or entity acting on behalf or atligection of any person or entity in subsectiorfb)@) and/or
subsection 13(b)(ii), or by entities owned or cotiéd by them;
(iv) any person or entity acting on behalf or aé ttirection of the individuals and entities of tlsamic
Revolutionary Guard Corps designated pursuantR&S/1929 (2010);
(v) any entity owned or controlled, including thgbuillicit means, by the individuals and entitielstbe Islamic
Revolutionary Guard Corps designated pursuantRES/1929 (20105;
(vi) any person or entity acting on behalf or a threction of the entities of the Islamic Repuldfdran Shipping
Lines (IRISL) designated pursuant to S/IRES/1929.020
(vii) entities owned or controlled, including thighu illicit means, by the entities of the Islamicgrelic of Iran
Shipping Lines (IRISL) designated pursuant to S/RB29 (2010); or
(viii) any person or entity determined by the Uditdations Security Council or the Committee to hasgsisted
designated persons or entities in evading sanatipnor in violating the provisions of, S/IRES/1732006),
S/RES/1747 (2007), S/IRES/1803 (2008), or S/RES/122%0).

a4 In cases where the designated person or entitfimgacial institution, jurisdictions should consitthe FATF guidance issued as
an annex t@he Implementation of Financial Provisions of Udifdations Security Council Resolutions to CourtterRroliferation
of Weapons of Mass Destructi@opted in September 2007.

45 The funds or assets of these persons or entitee@@en regardless of whether they are specifiéddintified by the Committee.
46 . .
Ibid.

47 bid.
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16 TERRORIST FINANCING

16.1.1 FATF Recommendations on Terrorist Financing

Definitions

Appropriate authorities refers to competent authorities, including accieditinstitutions, and self-regulatory
organisations.
Associate NPOsncludes foreign branches of international NPOs.
Designated person or entityrefers to:
(i) individual, groups, undertakings and entitiessignated by the Committee of the Security Couasthblished
pursuant to resolution 1267 (1999) (the 1267 Comeelf as being individuals associated with Al-Qaiteentities and
other groups and undertakings associated with Ati&a
(ii) individuals, groups, undertakings and entit@ssignated by the Committee of the Security Cduestiablished
pursuant to resolution 1988 (2011) (the 1988 Cotem)f as being associated with the Taliban in dtoristy a threat
to the peace, stability and security of Afghanistanentities and other groups and undertakingecés®d with the
Taliban;
(i) any natural or legal person or entity desigthby jurisdictions or a supra-national jurisddatipursuant to Security
Council resolution 1373 (2001);
(iv) any natural or legal person or entity desigdafor the application of targeted financial samsi pursuant to
Security Council resolution 1718 (2006) and itscassor resolutions by the Security Council in aeser the relevant
resolutions, or by the “Security Council Commitetablished pursuant to resolution 1718 (2006¢ {tH18 Sanctions
Committee) pursuant to Security Council resoluti@i8 (2006); and
(v) any natural or legal person or entity desigdafier the application of targeted financial sanesicoursuant to
Security Council resolution 1737 (2006) and itscassor resolutions by the Security Council in aesér the relevant
resolutions, or by the “Security Council Commiteestablished pursuant to paragraph 18 of resoldfr@&y
(2006)” (the 1737 Sanctions Committee) pursuamesolution 1737 (2006) and its successor resolsition
Designationrefers to the identification of a perd8wr entity that is subject to targeted financialctéons pursuant to:

» United Nations Security Council resolution 126792Pand its successor resolutions;

e Security Council resolution 1373 (2001), includithg determination that the relevant sanctions éllapplied

to the person or entity and the public communicatibthat determination;

» Security Council resolution1718 (2006) and its ssor resolutions;

e Security Council resolution 1737 (2006) and itscessor resolutions; and

» any future Security Council resolutions which imgaargeted financial sanctions in the context effthancing

of proliferation of weapons of mass destruction.

Non-profit organisations refers to a legal person or arrangement or orgaoisghat primarily engages in raising or
disbursing funds for purposes such as charitablegious, cultural, educational, social or fratérparposes, or for the
carrying out of other types of “good works”.
Targeted financial sanctionsmeans both asset freezing and prohibitions
to prevent funds or other assets from being madéade, directly or indirectly, for the benefit designated persons
and entities.
Terrorist refers to any natural person who: (i) commits, teerapts to commit, terrorist acts by any meangatliy or
indirectly, unlawfully and wilfully; (ii) participtes as an accomplice in terrorist acts ; (iii) oigas or directs others to
commit terrorist acts ; or (iv) contributes to themmission of terrorist acts by a group of persaosng with a
common purpose where the contribution is made fiteally and with the aim of furthering the terigiract or with the
knowledge of the intention of the group to commiéaorist act.
Terrorist act includes: (a) an act which constitutes an offenitbimthe scope of, and as defined in
one of the following treaties: (i) Convention foetSuppression of Unlawful Seizure of Aircraft (097ii) Convention
for the Suppression of Unlawful Acts against théeSaof Civil Aviation (1971); (iii) Convention omhe Prevention
and Punishment of Crimes against Internationallptétated Persons, including Diplomatic Agents (197®))
International Convention against the Taking of lgst (1979); (v) Convention on the Physical Praieadf Nuclear
Material (1980); (vi) Protocol for the SuppressafnUnlawful Acts of Violence at Airports Servingtarnational Civil
Aviation, supplementary to the Convention for thgp@ession of Unlawful Acts
against the Safety of Civil Aviation (1988); (viDonvention for the Suppression of Unlawful Actsiagathe Safety of
Maritime Navigation (2005); (viii) Protocol for tiguppression of Unlawful Acts against the
Safety of Fixed Platforms located on the ContineSteelf (2005); (ix) International Convention fdret Suppression of
Terrorist Bombings (1997); and (x) Internationaln@ention for the Suppression of the Financing aff@gsm (1999).

48 Natural or legal.
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(b) any other act intended to cause death or sebodily injury to a civilian, or to any other persnot taking an active
part in the hostilities in a situation of armed flich, when the purpose of such act, by its nature

context, is to intimidate a population, or to comaeGovernment or an international organisatiomdoor to abstain
from doing any act.

Terrorist financing is the financing of terrorist acts, and of terrtsriand terrorist organisations.

Terrorist organization refers to any group of terrorists that: (i) commis attempts to commit, terrorist acts by any
means, directly or indirectly, unlawfully and willy; (ii) participates as an accomplice in terro@sts; (iii) organises
or directs others to commit terrorist acts; or @ontributes to the commission of terrorist actsabgroup of persons
acting with a common purpose where the contribuisomade intentionally and with the aim of furtihgrthe terrorist
act or with the knowledge of the intention of threup

to commit a terrorist act.

Without delay means, ideally, within a matter of hours of a deatgpn by the United Nations Security Council ar it
relevant Sanctions Committee (e.g. the 1267 Coramitthe 1988 Committee, the 1718 Sanctions Conenittethe
1737 Sanctions Committee). For the purposes of S/IRE3(2001), the phrase without delay means u@gsing
reasonable grounds, or a reasonable basis, tociumpbelieve that a person or entity is a tertpese who finances
terrorism or a terrorist organisation. In both caghe phrase without delay should be interpratetthé context of the
need to prevent the flight or dissipation of furmisother assets which are linked to terroristgotest organisations,
those who finance terrorism, and to the financifigroliferation of weapons of mass destruction, &mel need for
global, concerted action to interdict and disringtirt flow swiftly.

Recommendation 5

Countries should criminalise terrorist financing tre basis of the Terrorist Financing Conventiond ahould
criminalise not only the financing of terrorist adbut also the financing of terrorist organisati@rsl individual
terrorists even in the absence of a link to a sjpet@rrorist act or acts. Countries should engheg¢ such offences are
designated as money laundering predicate offences.

Interpretative Note to Recommendation 5

1. Recommendation 5 was developed with the objedfvensuring that countries have the legal capaciprosecute
and apply criminal sanctions to persons that fieaterrorism. Given the close connection betweeariattional
terrorism and,nter alia, money laundering, another objective of Recommgoneb is to emphasise this link by
obligating countries to include terrorist financiofjences as predicate offences for money launderin

2. Terrorist financing offences should extend ty @erson who wilfully provides or collects funds Bpy means,
directly or indirectly, with the unlawful intentiotat they should be used, or in the knowledgetthey are to be used,
in full or in part: (a) to carry out a terroristtég); (b) by a terrorist organisation; or (c) byiadividual terrorist.

3. Criminalising terrorist financing solely on thasis of aiding and abetting, attempt, or conspiiagiot sufficient to
comply with this Recommendation.

4. Terrorist financing offences should extend tg famds, whether from a legitimate or illegitimateurce.

5. Terrorist financing offences should not reqtirat the funds: (a) were actually used to carryoowttempt a terrorist
act(s); or (b) be linked to a specific terrorist(ar

6. Countries should ensure that the intent and ledge required to prove the offence of terrorisaficing may be
inferred from objective factual circumstances.

7. Effective, proportionate and dissuasive crimisahctions should apply to natural persons corvicteterrorist
financing.

8. Criminal liability and sanctions, and, wherettisanot possible (due to fundamental principlesiaestic law), civil
or administrative liability and sanctions, shoufiply to legal persons. This should not precludalbercriminal, civil
or administrative proceedings with respect to lggaisons in countries in which more than one foofBability is
available. Such measures should be without pregutdiche criminal liability of natural persons. Aknctions should be
effective, proportionate and dissuasive.

9. It should also be an offence to attempt to cantinel offence of terrorist financing.

10. It should also be an offence to engage in dniyeofollowing types of conduct:

(a) Participating as an accomplice in an offenseset forth in paragraphs 2 or 9 of this Interpeetilote;

(b) Organising or directing others to commit areaffe, as set forth in paragraphs 2 or 9 of therpmeétive Note;

(c) Contributing to the commission of one or moffemmce(s), as set forth in paragraphs 2 or 9 of thierpretive Note,
by a group of persons acting with a common purp8seh contribution shall be intentional and shihies: (i) be made
with the aim of furthering the criminal activity ariminal purpose of the group, where such actitypurpose
involves the commission of a terrorist financineofce; or (i) be made in the knowledge of therntiten of the group
to commit a terrorist financing offence.

11. Terrorist financing offences should apply, regss of whether the person alleged to have comdiibe offence(s)
is in the same country or a different country frtira one in which the terrorist(s)/terrorist orgatisn(s) is located or
the terrorist act(s) occurred/will occur.
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Recommendation 6

Countries should implement targeted financial danstregimes to comply with United Nations Secu@guncil
resolutions relating to the prevention and suppoessf terrorism and terrorist financing. The regmns require
countries to freeze without delay the funds or othesets of, and to ensure that no funds or otbegta are made
available, directly or indirectly, to or for the it of, any person or entity either (i) desigmhtay, or under the
authority of, the United Nations Security Counailder Chapter VII of the Charter of the United Nasipincluding in
accordance with resolution 1267 (1999) and its ss®or resolutions; or (ii) designated by that cgupursuant to
resolution 1373 (2001).

Interpretative Note to Recommendation 6
1. Recommendation 6 requires each country to impigntargeted financial sanctions to comply with theited
Nations Security Council resolutions that requicaitries to freeze, without delay, the funds oreothssets, and to
ensure that no funds and other assets are madeldeab or for the benefit of: (i) any perédor entity designated by
the United Nations Security Council (the Securigu@cil) under Chapter VII of the Charter of the tedi Nations, as
required by Security Council resolution 1267 (19%8)d its successor resolutidhsor (i) any person or entity
designated by that country pursuant to Securityn€ibwesolution 1373 (2001).
2. It should be stressed that none of the obligatio Recommendation 6 is intended to replace athessures or
obligations that may already be in place for dephvith funds or other assets in the context of imical, civil or
administrative investigation or proceeding, as éguired by Recommendation 4 (confiscation and pgiomal
measures}. Measures under Recommendation 6 may complemieninat proceedings against a designated person or
entity, and be adopted by a competent authoritya arourt, but are not conditional upon the existentesuch
proceedings. Instead, the focus of Recommendatisrob the preventive measures that are necessdmyraque in the
context of stopping the flow of funds or other a@sge terrorist groups; and the use of funds oel#ssets by terrorist
groups. In determining the limits of, or fosteriwglespread support for, an effective counter-téstdinancing regime,
countries must also respect human rights, respeatie of law, and recognise the rights of innaodbkind parties.
3. For resolution 1267 (1999) and its successaludens, designations relating to Al-Qaida are méy the 1267
Committee, and designations pertaining to the aaliland related threats to Afghanistan are madehby1088
Committee, with both Committees acting under thihanity of Chapter VII of the Charter of the Unitdthtions. For
resolution 1373 (2001), designations are maddieahational or supranational level, by a countrgauntries acting on
their own motion, or at the request of another ¢tgurif the country receiving the request is saidf according to
applicable legal principles, that a requested dedign is supported by reasonable grounds, or sonadle basis, to
suspect or believe that the proposed designee rtieetsiteria for designation in resolution 1378@2), as set forth in
Section E.
4. Countries need to have the authority, and effeqirocedures or mechanisms, to identify andatetiproposals for
designations of persons and entities targeted dnpfuon 1267 (1999) and its successor resolutiomssistent with the
obligations set out in those Security Council rasohs. Such authority and procedures or mechanismsssenéal to
propose persons and entities to the Security Cbéorcidesignation in accordance with Security Caltist based
programmes, pursuant to those Security Councilluésas. Countries also need to have the autheitg effective
procedures or mechanisms to identify and initissighations of persons and entities pursuant t& S/R373 (2001),
consistent with the obligations set out in thatuBitg Council resolution. Such authority and progess or mechanisms
are essential to identify persons and entities wieet the criteria identified in resolution 1373 @2) described in
Section E. A country’s regime to implement resantil267 (1999) and its successor resolutions, esdution 1373
(2001), should include the following necessary ests:
(a) Countries should identify a competent authasitya court as having responsibility for:

(i) proposing to the 1267 Committee, for designatig appropriate, persons or entities that meetgheific criteria

for designation, as set forth in Security Couneflalution 1989 (2011) (on Al-Qaida) and relatedhaons, if that

authority decides to do so and believes that itshdficient evidence to support the designatioteda;

4% Natural or legal person.

50 Recommendation 6 is applicable to all current fandre successor resolutions to resolution 126 18®d any future UNSCRs
which impose targeted financial sanctions in theotest financing context. At the time of issuanck this Interpretive Note,
(February 2012), the successor resolutions to uéenl 1267 (1999) are resolutions: 1333 (2000),31@001), 1390 (2002), 1452
(2002), 1455 (2003), 1526 (2004), 1617 (2005), 1(ZBD6), 1735 (2006), 1822 (2008), 1904 (2009),81@®11), and 1989

(2011).

1 Based on requirements set, for instance, in Wmited Nations Convention against lllicit Traffim iNarcotic Drugs and
Psychotropic Substances (1988)(the Vienna Converdaitd theUnited Nations Convention against Transnational &nged Crime
(2000) (the Palermo Conventionyhich contain obligations regarding freezing, segzand confiscation in the context of combating
transnational crime. Additionally, tHaternational Convention for the Suppression ofEireancing of Terrorism (1999)(the
Terrorist Financing Conventionfontains obligations regarding freezing, seizurd aanfiscation in the context of combating
terrorist financing. Those obligations exist sepelyaand apart from the obligations set forth ic®amendation 6 and the United
Nations Security Council Resolutions related todiest financing.

52 The relevant Security Council resolutions do remjuire countries to identify persons or entitied anbmit these to the relevant
United Nations Committees, but to have the authaniid effective procedures and mechanisms in pitabe able to do so.
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(ii) proposing to the 1988 Committee, for desigoatias appropriate, persons or entities that meetsgecific
criteria for designation, as set forth in Secu@yuncil resolution 1988 (2011) (on the Taliban #mose associated
with the Taliban in constituting a threat to thepe, stability and security of Afghanistan) anéited resolutions, if
that authority decides to do so and believes thas sufficient evidence to support the designatiiteria; and
(iii) designating persons or entities that meet specific criteria for designation, as set forthr@solution 1373
(2001), as put forward either on the country’s awation or, after examining and giving effect toajppropriate,
the request of another country, if the country indng the request is satisfied, according to amgile legal
principles, that a requested designation is supdobly reasonable grounds, or a reasonable bassusfzect or
believe that the proposed designee meets theiariter designation in resolution 1373 (2001), at feeth in
Section E.
(b) Countries should have a mechanism(s) for ifigng targets for designation, based on the designariteria set
out in resolution 1988 (2011) and resolution 19801() and related resolutions, and resolution 1@M1) (see
Section E for the specific designation criteriar@evant Security Council resolutions). This inaachaving authority
and effective procedures or mechanisms to examidegave effect to, if appropriate, the actionsiaigd under the
freezing mechanisms of other countries pursuanmesolution 1373 (2001). To ensure that effectivepewation is
developed among countries, countries should erthatewhen receiving a request, they make a prafefgrmination
whether they are satisfied, according to applicelslepra-) national principles, that the requestsupported by
reasonable grounds, or a reasonable basis, to duspéelieve that the proposed designee meetriteria for
designation in resolution 1373 (2011), as set fortBection E.
(c) The competent authority(ies) should have apieitg legal authorities and procedures or mechanisncollect or
solicit as much information as possible from allevant sources to identify persons and entitieg, thased on
reasonable grounds, or a reasonable basis to suspaelieve, meet the criteria for designatiorthia relevant Security
Council resolutions.
(d) When deciding whether or not to make a (propfsy designation, countries should apply an emtdey standard
of proof of “reasonable grounds” or “reasonableisias-or designations under resolutions 1373 (20018 competent
authority of each country will apply the legal sdard of its own legal system regarding the kind gmdntum of
evidence for the determination that “reasonableigds” or “reasonable basis” exist for a decisiodgsignate a person
or entity, and thus initiate an action under aZieg@ mechanism. This is the case irrespective adthdr the proposed
designation is being put forward on the relevanintg/’s own motion or at the request of anothermtou Such
(proposals for) designations should not be confitiaipon the existence of a criminal proceeding.
(e) When proposing names to the 1267 Committeénfidusion on the Al-Qaida Sanctions List, pursu@antesolution
1267 (1999) and its successor resolutions, cownsheuld:
(i) follow the procedures and standard forms fstirig, as adopted by the 1267 Committee;
(i) provide as much relevant information as posibn the proposed name, in particular, sufficiglentifying
information to allow for the accurate and positidentification of individuals, groups, undertakingsid entities,
and to the extent possible, the information reqling Interpol to issue a Special Notice;
(i) provide a statement of case which containgragh detail as possible on the basis for thenlistincluding:
specific information supporting a determinationtttiee person or entity meets the relevant crittsfadesignation
(see Section E for the specific designation catesf relevant Security Council resolutions); theuna of the
information; supporting information or documentattban be provided; and details of any connectetwéen the
proposed designee and any currently designatedrmpersentity. This statement of case should beasslble, upon
request, except for the parts a Member State fileshas being confidential to the 1267 Committest a
(iv) specify whether their status as a designastage may be made known.
(f) When proposing names to the 1988 Committearfolusion on the Taliban Sanctions List, pursuantesolution
1988 (2011) and its successor resolutions, cownstieuld:
(i) follow the procedures for listing, as adoptedtbe 1988 Committee;
(ii) provide as much relevant information as poksibn the proposed name, in particular, sufficielntifying
information to allow for the accurate and positidentification of individuals, groups, undertakingsid entities,
and to the extent possible, the information reglibg Interpol to issue a Special Notice; and
(i) provide a statement of case which containgragh detail as possible on the basis for thenlistincluding:
specific information supporting a determinationtttiee person or entity meets the relevant designgsee Section
E for the specific designation criteria of relevaecurity Council resolutions); the nature of théoimation;
supporting information or documents that can bevipgled; and details of any connection between tlopgsed
designee and any currently designated person iy.enhis statement of case should be releasalpen uequest,
except for the parts a Member State identifiesedisgoconfidential to the 1988 Committee.
(g9) When requesting another country to give effec¢he actions initiated under the freezing mechrasithat have been
implemented pursuant to resolution 1373 (2001)jnhiting country should provide as much detailpmssible on: the
proposed name, in particular, sufficient identityimformation to allow for the accurate and positidentification of
persons and entities; and specific information sujipy a determination that the person or entityetsghe relevant
criteria for designation (see Section E for thecfffiedesignation criteria of relevant Security @ail resolutions).
(h) Countries should have procedures to be ablgpévate ex parte against a person or entity whdbens identified
and whose (proposal for) designation is being aared.
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5. There is an obligation for countries to implem&rgeted financial sanctions without delay agapersons and
entities designated by the 1267 Committee and T388mittee (in the case of resolution 1267 (1999) ismisuccessor
resolutions), when these Committees are actingruhe@eauthority of Chapter VIl of the Charter oétbnited Nations.
For resolution 1373 (2001), the obligation for cigs to take freezing action and prohibit the ohepin funds or other
assets of designated persons and entities, witteday, is triggered by a designation at the (syp&tional level, as put
forward either on the country’s own motion or at tiequest of another country, if the country reiogjthe request is
satisfied, according to applicable legal principkbst a requested designation is supported bynedde grounds, or a
reasonable basis, to suspect or believe that thygoped designee meets the criteria for designatioesolution 1373
(2001), as set forth in Section E.

6. Countries should establish the necessary laghbety and identify domestic competent authositiesponsible for
implementing and enforcing targeted financial s@nst, in accordance with the following standardd procedures:

(a) Countries’should require all natural and legal persons withacountry to freeze, without delay and withoriop
notice, the funds or other assets of designatesbperand entities. This obligation should extendaliocfunds or other
assets that are owned or controlled by the degdraerson or entity, and not just those that catieldeto a particular
terrorist act, plot or threat; those funds or othssets that are wholly or jointly owned or conéal directly or
indirectly, by designated persons or entities; #re funds or other assets derived or generated fumms or other
assets owned or controlled directly or indirectlydesignated persons or entities, as well as fondsther assets of
persons and entities acting on behalf of, or atlthection of, designated persons or entities.

(b) Countries should prohibit their nationals, aygersons and entities within their jurisdictidrom making any
funds or other assets, economic resources, ordialor other related services, available, directlyndirectly, wholly
or jointly, for the benefit of designated persomsl &ntities; entities owned or controlled, direatly indirectly, by
designated persons or entities; and persons aitigricting on behalf of, or at the direction désignated persons or
entities, unless licensed, authorised or othernwied in accordance with the relevant Securityu@cil resolutions
(see Section E below).

(c) Countries should have mechanisms for communigadesignations to the financial sector and theFBRs
immediately upon taking such action, and providolgar guidance, particularly to financial instinnis and other
persons or entities, including DNFBPs, that maybleling targeted funds or other assets, on thdigatons in

taking action under freezing mechanisms.

(d) Countries should require financial instituticirsd DNFBP¥ to report to competent authorities any assetefrar
actions taken in compliance with the prohibitioguigements of the relevant Security Council resohd, including
attempted transactions, and ensure that such iataymis effectively utilised by the competent anrities.

(e) Countries should adopt effective measures whictect the rights obona fidethird parties acting in good faith
when implementing the obligations under Recommeod&t

7. Countries should develop and implement publicipwn procedures to submit de-listing requestsh $ecurity
Council in the case of persons and entities detégnpursuant to resolution 1267(1999) and its sssmreresolutions
that, in the view of the country, do not or no lengneet the criteria for designation. In the evéuatt the 1267
Committee or 1988 Committee has de-listed a peosamntity, the obligation to freeze no longer exish the case of
de-listing requests related to Al-Qaida, such pdaces and criteria should be in accordance witltgatores adopted
by the 1267 Committee under Security Council resahs 1730 (2006), 1735 (2006), 1822 (2008), 191D9Y), 1989
(2011), and any successor resolutions. In the oade-listing requests related to the Taliban agldted threats to the
peace, security and stability of Afghanistan, spcbcedures and criteria should be in accordanck pibcedures
adopted by the 1988 Committee under Security Cbueesblutions 1730 (2006), 1735 (2006), 1822 (200804
(2009), 1988 (2011), and any successor resolutions.

8. For persons and entities designated pursuanégolution 1373 (2001), countries should have gmuete legal
authorities and procedures or mechanisms to deigtunfreeze the funds or other assets of persahsrities that no
longer meet the criteria for designation. Countgbseuld also have procedures in place to allownupguest, review
of the designation decision before a court or othéependent competent authority.

9. For persons or entities with the same or sinnitane as designated persons or entities, who adeentently affected
by a freezing mechanism (i.e. a false positivelntiges should develop and implement publicly knqwacedures to
unfreeze the funds or other assets of such peimoaatities in a timely manner, upon verificatidvat the person or
entity involved is not a designated person or gntit

10. Where countries have determined that fundstloeroassets of persons and entities designatedhéysSécurity
Council, or one of its relevant sanctions commgfee necessary for basic expenses, for the payheartain types
of fees, expenses and service charges, or foraegirery expenses, countries should authorise adoesuch funds or
other assets in accordance with the proceduresutdéh Security Council resolution 1452 (2002) andy successor
resolutions. On the same grounds, countries shauitldorise access to funds or other assets, ififrganeasures are

53 In the case of the European Union (EU), which &upra-national jurisdiction under Recommendatipthé EU law applies as
follows. The assets of designated persons andesndite frozen by the EU regulations and their atmamts. EU member states may
have to take additional measures to implementrbez€, and all natural and legal persons withinrBlehave to respect the freeze
and not make funds available to designated pemot®ntities.

54 Security Council resolutions apply to all natwuxat legal persons within the country.
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applied to persons and entities designated by grdsmational country pursuant to resolution 13Z80() and as set
out in resolution 1963 (2010).
11. Countries should provide for a mechanism thihowdich a designated person or entity can challethgé
designation, with a view to having it reviewed bganpetent authority or a court. With respect tsigigations on the
Al-Qaida Sanctions List, countries should infornsideated persons and entities of the availabilitythe United
Nations Office of the Ombudsperson, pursuant toltgi®n 1904 (2009), to accept de-listing petitions
12. Countries should have mechanisms for commungate-listings and unfreezings to the financialtse and the
DNFBPs immediately upon taking such action, andviging adequate guidance, particularly to finandmetitutions
and other persons or entities, including DNFBPat thay be holding targeted funds or other assettheair obligations
to respect a de-listing or unfreezing action.
13. The criteria for designation as specified i tblevant United Nations Security Council resolusi are:
(a) Security Council resolutions 1267 (1999), 1989 (201and their successor resolutions;
(i) any person or entity participating in the fiérg, planning, facilitating, preparing, or pergging of acts or
activities by, in conjunction with, under the naofeon behalf of, or in support of; supplying, s&l or transferring
arms and related materiel to; recruiting for; ohestvise supporting acts or activities of Al-Qaide, any cell,
affiliate, splinter group or derivative therédfor
(ii) any undertaking owned or controlled, direatliyindirectly, by any person or entity designateder subsection
13(a)(i), or by persons acting on their behalftahair direction.
(b) Security Council resolutions 1267 (1999), 1988 (20/land their successor resolutions
(i) any person or entity participating in the fimémg, planning, facilitating, preparing, or perpging of acts or
activities by, in conjunction with, under the naofeon behalf of, or in support of; supplying, s&l or transferring
arms and related materiel to; recruiting for; dnestvise supporting acts or activities of those gtesied and other
individuals, groups, undertakings and entities eissed with the Taliban in constituting a threatthe peace,
stability and security of Afghanistan; or
(ii) any undertaking owned or controlled, direatliyindirectly, by any person or entity designateder subsection
13(b)(i) of this subparagraph, or by persons aatimgheir behalf or at their direction.
(c) Security Council resolution 1373 (2001)
(i) any person or entity who commits or attemptsoonmit terrorist acts, or who participates in acilitates the
commission of terrorist acts;
(ii) any entity owned or controlled, directly ordinectly, by any person or entity designated ursldysection 13(c)
(i) of this subparagraph; or
(iii) any person or entity acting on behalf of,airthe direction of, any person or entity desigdateder subsection
13(c) (i) of this subparagraph.

Recommendation 8

Countries should review the adequacy of laws agdlations that relate to entities that can be atb@isethe financing
of terrorism. Non-profit organisations are partanly vulnerable, and countries should ensure thay tcannot be
misused:

(a) by terrorist organisations posing as legitinetéties;

(b) to exploit legitimate entities as conduits ferrorist financing, including for the purpose staping asset-freezing
measures; and

(c) to conceal or obscure the clandestine diversfdonds intended for legitimate purposes to téstmrganisations.

Interpretative Note to Recommendation 8

1. Non-profit organisations (NPOs) play a vitalerah the world economy and in many national ecomsnaind social
systems. Their efforts complement the activityte governmental and business sectors in providisgreial services,
comfort and hope to those in need around the wdté. ongoing international campaign against testdmancing has
unfortunately demonstrated, however, that terr@@sid terrorist organisations exploit the NPO getctoaise and move
funds, provide logistical support, encourage téstorecruitment, or otherwise support terrorist amigations and
operations. This misuse not only facilitates tastoactivity, but also undermines donor confideaod jeopardises the
very integrity of NPOs. Therefore, protecting thB@® sector from terrorist abuse is both a criticahponent of the
global fight against terrorism and a necessary stgpeserve the integrity of NPOs.

2. NPOs may be vulnerable to abuse by terrorista feariety of reasons. NPOs enjoy the public troate access to
considerable sources of funds, and are often gashdgive. Furthermore, some NPOs have a globakpcesthat
provides a framework for national and internatioopkrations and financial transactions, often witbi near those
areas that are most exposed to terrorist actiligpending on the legal form of the NPO and the trguiNPOs may
often be subject to little or no governmental oight (for example, registration, record keepingpaming and
monitoring), or few formalities may be required fbeir creation (for example, there may be no skill starting capital

55 Recommendation 6 is applicable to all currentfamare successor resolutions to resolution 1267198t the time of issuance of
this Interpretive Note, (February 2012) , the sasoe resolutions to resolution 1267 (1999) areolut®ns 1333 (2000), 1367
(2001), 1390 (2002), 1455 (2003), 1526 (2004), 1@DD5), 1735 (2006), 1822 (2008), 1904 (2009),81@D11), and 1989 (2011).
6 OP2 of resolution 1617 (2005) further definesdtieeria for being “associated with” Al-Qaida or &fsa bin Laden.
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required, no background checks necessary for erapk)y Terrorist organisations have taken advantdgiese
characteristics of NPOs to infiltrate the sectal arisuse NPO funds and operations to cover fosupport, terrorist
activity.
3. The objective of Recommendation 8 is to ensaé NPOs are not misused by terrorist organisatigGns pose as
legitimate entities; (ii) to exploit legitimate éms as conduits for terrorist financing, inclugifior the purpose of
escaping asset freezing measures; or (iii) to alrmeobscure the clandestine diversion of funtisrided for legitimate
purposes, but diverted for terrorist purposeshis interpretive Note, the approach taken to aehtbis
objective is based on the following general pritesp
(a) Past and ongoing abuse of the NPO sector lgrigs and terrorist organisations requires coestto adopt
measures both: (i) to protect the sector againsh sbuse, and (ii) to identify and take effectietian against those
NPOs that either are exploited by, or actively supgerrorists or terrorist organisations.
(b) Measures adopted by countries to protect th® NEctor from terrorist abuse should not disruptliscourage
legitimate charitable activities. Rather, such meas should promote transparency and engendergmeaifidence in
the sector, across the donor community and withgtheeral public, that charitable funds and servieaeh intended
legitimate beneficiaries. Systems that promoteeachg a high degree of transparency, integrity puidlic confidence
in the management and functioning of all NPOs ategral to ensuring the sector cannot be misusedefoorist
financing.
(c) Measures adopted by countries to identify aiet teffective action against NPOs that either apdoéted by, or
actively support, terrorists or terrorist organsas should aim to prevent and prosecute, as apptep terrorist
financing and other forms of terrorist support. \MhBIPOs suspected of, or implicated in, terroiiisaricing or other
forms of terrorist support are identified, the ffipgiority of countries must be to investigate amalt such terrorist
financing or support. Actions taken for this purpa$iould, to the extent reasonably possible, aaoydnegative impact
on innocent and legitimate beneficiaries of chat&aactivity. However, this interest cannot excuke need to
undertake immediate and effective actions to advdne immediate interest of halting terrorist fiogug or other forms
of terrorist support provided by NPOs.
(d) Developing cooperative relationships amongptblic, private and NPO sector is critical to magsawareness and
fostering capabilities to combat terrorist abusehimi the sector. Countries should encourage theeldpment of
academic research on, and information-sharinhanNPO sector to address terrorist financing rdlesues.
(e) A targeted approach in dealing with the testothreat to the NPO sector is essential givendikersity within
individual national sectors, the differing degréesvhich parts of each sector may be vulnerablaituse by terrorists,
the need to ensure that legitimate charitable i@gtoontinues to flourish, and the limited resowa@nd authorities
available to combat terrorist financing in eachraoy
(f) Flexibility in developing a national response terrorist financing in the NPO sector is alsoeesisl, in order to
allow it to evolve over time as it faces the chaggnature of the terrorist financing threat.
4. Countries should undertake domestic reviewheir tNPO sector, or have the capacity to obtairefynmformation
on its activities, size and other relevant featuresundertaking these assessments, countries Glusel all available
sources of information in order to identify featirand types of NPOs, which, by virtue of their \dti#s or
characteristics, are at risk of being misused éororist financing.” Countries should also periodically reassess the
sector by reviewing new information on the sectpdsential vulnerabilities to terrorist activities.
5. There is a diverse range of approaches in igami preventing and combating terrorist misuseN#Os. An
effective approach, however, is one that involvitedaur of the following elements: (a) outreach ttee sector, (b)
supervision or monitoring, (c) effective investigat and information gathering and (d) effective heausms for
international cooperation. The following measuregresent specific actions that countries should taith respect to
each of these elements, in order to protect thBiDector from terrorist financing abuse.
(a) Outreach to the NPO sector concerning terrfinancing issues
(i) Countries should have clear policies to promdtansparency, integrity and public confidence fre t
administration and management of all NPOs.
(ii) Countries should encourage or undertake ootrggogrammes to raise awareness in the NPO salotwrt the
vulnerabilities of NPOs to terrorist abuse anddest financing risks, and the measures that NP&s take to
protect themselves against such abuse.
(iii) Countries should work with the NPO sectordevelop and refine best practices to address istrifimancing
risks and vulnerabilities and thus protect theaeitom terrorist abuse.
(iv) Countries should encourage NPOs to conductstaetions via regulated financial channels, wheréasible,
keeping in mind the varying capacities of financattors in different countries and in differen¢am of urgent
charitable and humanitarian concerns.
(b) Supervision or monitoring of the NPO sector Gioies should take steps to promote effective sugien or
monitoring of their NPO sector. In practice, coigdrshould be able to demonstrate that the follgwgitandards apply
to NPOs which account for (1) a significant portiohthe financial resources under control of thet@e and (2) a
substantial share of the sector’s international/giets.

57 For example, such information could be provideddnulators, tax authorities, FIUs, donor orgaitisst or law enforcement and
intelligence authorities.
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(i) NPOs should maintain information on: (1) thergase and objectives of their stated activities] é2) the
identity of the person(s) who own, control or dirélzeir activities, including senior officers, bdamembers and
trustees. This information should be publicly aabié either directly from the NPO or through appiate
authorities.
(i) NPOs should issue annual financial statem#ras provide detailed breakdowns of incomes an@edjbures.
(iii) NPOs should be licensed or registered. Thisiimation should be available to competent autiesd®
(iv) NPOs should have appropriate controls in placensure that all funds are fully accounted &ord are spent in
a manner that is consistent with the purpose ajettibes of the NPO'’s stated activities.
(v) NPOs should follow a “know your beneficiariesdaassociate NPOs” rule, which means that the NiRild
make best efforts to confirm the identity, credalstiand good standing of their beneficiaries armb@ate NPOs.
NPOs should also undertake best efforts to docuittentdentity of their significant donors and tepect donor
confidentiality.
(vi) NPOs should maintain, for a period of at |efagt years, records of domestic and internatigreaisactions that
are sufficiently detailed to verify that funds haween spent in a manner consistent with the purpodeobjectives
of the organisation, and should make these availabbompetent authorities upon appropriate authorhis also
applies to information mentioned in paragraphsuil (ii) above.
(vii) Appropriate authorities should monitor the ngoliance of NPOs with the requirements of this
Recommendatiorf, Appropriate authorities should be able to appfgative, proportionate and dissuasive sanctions
for violations by NPOs
or persons acting on behalf of these NBOs.
(c) Effective information gathering and investigaiti
(i) Countries should ensure effective cooperatamurdination and information sharing to the extgodsible among
all levels of appropriate authorities or organisasi that hold relevant information on NPOs.
(ii) Countries should have investigative expertgel capability to examine those NPOs suspectedthedrebeing
exploited by, or actively supporting, terroristigity or terrorist organisations.
(iif) Countries should ensure that full accessrimimation on the administration and managemerd pérticular
NPO (including financial and programmatic infornoatj may be obtained during the course of an ingastn.
(iv) Countries should establish appropriate medrasi to ensure that, when there is suspicion oronadue
grounds to suspect that a particular NPO: (1) fsoat for fundraising by a terrorist organisatiqi2) is being
exploited as a conduit for terrorist financing,luding for the purpose of escaping asset freeziagsures; or (3) is
concealing or obscuring the clandestine diversibfunds intended for legitimate purposes, but rectied for the
benefit of terrorists or terrorist organisationgjst information is promptly shared with relevantmyetent
authorities, in order to take preventive or invggative action.
(d) Effective capacity to respond to internatioredjuests for information about an NPO of concermsxtent with
Recommendations on international cooperation, ecmmshould identify appropriate points of contact procedures
to respond to international requests for infornmatiegarding particular NPOs suspected of terrdinisincing or other
forms of terrorist support.
6. Countries should provide their appropriate atities responsible for supervision, monitoring @ndestigation of
their NPO sector with adequate financial, humantaotnical resources.

16.1.2 1999 UN International Convention for the Suppressio of the Financing of Terrorism

Article 1

For the purposes of this Convention:

1. "Funds' means assets of every kind, whether tangiblentangible, movable or immovable, however acquiest]
legal documents or instruments in any form, inahgdelectronic or digital, evidencing title to, artérest in, such
assets, including, but not limited to, bank creditavellers cheques, bank cheques, money ordesises securities,
bonds, drafts, letters of credit.

2. "State or governmental facility’ means any permanent or temporary facility or @yance that is used or occupied
by representatives of a State, members of Goverqritenlegislature or the judiciary or by officiads employees of a
State or any other public authority or entity or éwyployees or officials of an intergovernmentalamigation in
connection with their official duties.

%8 Specific licensing or registration requirements dounter terrorist financing purposes are not ssagy. For example, in some
countries, NPOs are already registered with takaittes and monitored in the context of qualifyifoy favourable tax treatment

(such as tax credits or tax exemptions).

% In this context, rules and regulations may includies and standards applied by self regulatonamiggtions and accrediting

institutions.

60 The range of such sanctions might include freemihgccounts, removal of trustees, fines, decedifon, de-licensing and de-

registration. This should not preclude parallelicadministrative or criminal proceedings with pest to NPOs or persons acting on
their behalf where appropriate.
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3. "Proceed$ means any funds derived from or obtained, diyeotlindirectly, through the commission of an offen
set forth in article 2.
Article 2
1. Any person commits an offence within the meandfighis Convention if that person by any meansedlly or
indirectly, unlawfully and wilfully, provides or dlects funds with the intention that they should used or in the
knowledge that they are to be used, in full orantpin order to carry out:
(a) An act which constitutes an offence within skepe of and as defined in one of the treatie=dist the annex; or
(b) Any other act intended to cause death or serlmdily injury to a civilian, or to any other persnot taking an
active part in the hostilities in a situation ofreed conflict, when the purpose of such act, byé&ire or context, is to
intimidate a population, or to compel a governmaman international organization to do or to abssfadom doing any
act.
2. (a) On depositing its instrument of ratificati@rceptance, approval or accession, a State Rait) is not a party
to a treaty listed in the annex may declare tmathé application of this Convention to the Stadety? the treaty shall
be deemed not to be included in the annex refeoea paragraph 1, subparagraph (a). The declaratiall cease to
have effect as soon as the treaty enters into forade State Party, which shall notify the deparyi of this fact;
(b) When a State Party ceases to be a party Eagytlisted in the annex, it may make a declarati®provided for in
this article, with respect to that treaty.
3. For an act to constitute an offence set fortharagraph 1, it shall not be necessary that thésfuwvere actually used
to carry out an offence referred to in paragrapsubparagraphs (a) or (b).
4. Any person also commits an offence if that perattempts to commit an offence as set forth imgaaph 1 of this
article.
5. Any person also commits an offence if that perso
(a) Participates as an accomplice in an offencesforth in paragraph 1 or 4 of this article;
(b) Organizes or directs others to commit an ofeais set forth in paragraph 1 or 4 of this article;
(c) Contributes to the commission of one or mofferafes as set forth in paragraphs 1 or 4 of thislaby a group of
persons acting with a common purpose. Such conimibghall be intentional and shall either:
(i) Be made with the aim of furthering the crimiraadtivity or criminal purpose of the group, whetgls activity or
purpose involves the commission of an offence afosth in paragraph 1 of this article; or
(i) Be made in the knowledge of the intention loé tgroup to commit an offence as set forth in panaly 1 of this
article.

Article 3

This Convention shall not apply where the offerceammitted within a single State, the allegedraté is a national
of that State and is present in the territory @it tBtate and no other State has a basis undeleaftiparagraph 1, or
article 7, paragraph 2, to exercise jurisdictiorgept that the provisions of articles 12 to 18 kle appropriate, apply
in those cases.

Article 4

Each State Party shall adopt such measures asenagcessary:

(a) To establish as criminal offences under its eltio law the offences set forth in article 2;

(b) To make those offences punishable by apprapneenalties which take into account the grave patfrthe
offences.

Article 5

1. Each State Party, in accordance with its domdésgial principles, shall take the necessary meastarenable a legal
entity located in its territory or organized undsrlaws to be held liable when a person respoadi the management
or control of that legal entity has, in that capgccommitted an offence set forth in article 2cBudiability may be
criminal, civil or administrative.

2. Such liability is incurred without prejudice ttee criminal liability of individuals having comntétd the offences.

3. Each State Party shall ensure, in particulat, l#gal entities liable in accordance with parpbré above are subject
to effective, proportionate and dissuasive crimimalbil or administrative sanctions. Such sanctionay include
monetary sanctions.

Article 6

Each State Party shall adopt such measures as enagdessary, including, where appropriate, domésgislation, to
ensure that criminal acts within the scope of @isivention are under no circumstances justifialylednsiderations of
a political, philosophical, ideological, racialhetc, religious or other similar nature.

Article 7

1. Each State Party shall take such measures abenagcessary to establish its jurisdiction overdfiences set forth
in article 2 when:

(a) The offence is committed in the territory chtiState;
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(b) The offence is committed on board a vessehfjythe flag of that State or an aircraft registanader the laws of

that State at the time the offence is committed;

(c) The offence is committed by a national of tBtdte.

2. A State Party may also establish its jurisdittiwer any such offence when:

(a) The offence was directed towards or resultetthéncarrying out of an offence referred to inc&eti2, paragraph 1,
subparagraph (a) or (b), in the territory of oriaghaa national of that State;

(b) The offence was directed towards or resultethéncarrying out of an offence referred to inc&eti2, paragraph 1,
subparagraph (a) or (b), against a State or gowmhffiacility of that State abroad, including diplatic or consular

premises of that State;

(c) The offence was directed towards or resultedniroffence referred to in article 2, paragrapbubparagraph (a) or
(b), committed in an attempt to compel that Statéd or abstain from doing any act;

(d) The offence is committed by a stateless pevgum has his or her habitual residence in the tewriof that State;

(e) The offence is committed on board an aircrdficlv is operated by the Government of that State.

3. Upon ratifying, accepting, approving or accediogthis Convention, each State Party shall ndtify Secretary-

General of the United Nations of the jurisdictibmas established in accordance with paragrapf@ul8 any change
take place, the State Party concerned shall imrtedgiaotify the Secretary-General.

4. Each State Party shall likewise take such measag may be necessary to establish its jurisdicier the offences
set forth in article 2 in cases where the allegéender is present in its territory and it does extradite that person to
any of the States Parties that have establishédjtinsdiction in accordance with paragraphs Ror

5. When more than one State Party claims juriszhictiver the offences set forth in article 2, tHevant States Parties
shall strive to coordinate their actions approgtigtin particular concerning the conditions foogecution and the
modalities for mutual legal assistance.

6. Without prejudice to the norms of general inggional law, this Convention does not exclude tker@se of any

criminal jurisdiction established by a State Pamtgccordance with its domestic law.

Article 8

1. Each State Party shall take appropriate measimesccordance with its domestic legal principlés; the
identification, detection and freezing or seizufeaay funds used or allocated for the purpose ohmiiting the
offences set forth in article 2 as well as the peats derived from such offences, for purposes sgipte forfeiture.

2. Each State Party shall take appropriate meadarascordance with its domestic legal principfes the forfeiture of
funds used or allocated for the purpose of comngitthe offences set forth in article 2 and the peats derived from
such offences.

3. Each State Party concerned may give considertgiooncluding agreements on the sharing withrdsitates Parties,
on a regular or case-by-case basis, of the fundgetiefrom the forfeitures referred to in this ali.

4. Each State Party shall consider establishingham@sms whereby the funds derived from the forfegueferred to in
this article are utilized to compensate the victoh®ffences referred to in article 2, paragraplsubparagraph (a) or
(b), or their families.

5. The provisions of this article shall be impletsehwithout prejudice to the rights of third pastigcting in good faith.

Article 9

1. Upon receiving information that a person who basymitted or who is alleged to have committed Hance set
forth in article 2 may be present in its territottye State Party concerned shall take such meaasnesy be necessary
under its domestic law to investigate the factd@ioed in the information.

2. Upon being satisfied that the circumstances aoamt, the State Party in whose territory the rafée or alleged
offender is present shall take the appropriate oreasunder its domestic law so as to ensure thrabpes presence for
the purpose of prosecution or extradition.

3. Any person regarding whom the measures refeor@dparagraph 2 are being taken shall be entitied

(a) Communicate without delay with the nearest appate representative of the State of which ftson is a
national or which is otherwise entitled to protdwt persons rights or, if that person is a stagefgerson, the State in
the territory of which that person habitually ressd

(b) Be visited by a representative of that State;

(c) Be informed of that persons rights under subgeaphs (a) and (b).

4. The rights referred to in paragraph 3 shallder@sed in conformity with the laws and regulat@f the State in the
territory of which the offender or alleged offendgpresent, subject to the provision that the &aits and regulations
must enable full effect to be given to the purpdsesvhich the rights accorded under paragraphedreended.

5. The provisions of paragraphs 3 and 4 shall hbout prejudice to the right of any State Partyihgwa claim to
jurisdiction in accordance with article 7, paradrap subparagraph (b), or paragraph 2, subparagdpto invite the
International Committee of the Red Cross to comicatei with and visit the alleged offender.

6. When a State Party, pursuant to the preserdi@rtias taken a person into custody, it shall idiately notify,
directly or through the Secretary-General of théééhNations, the States Parties which have estadddi jurisdiction in
accordance with article 7, paragraph 1 or 2, anit,considers it advisable, any other interest¢ates Parties, of the
fact that such person is in custody and of theuanrstances which warrant that persons detention.Stage which
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makes the investigation contemplated in paragraghall promptly inform the said States Partiestsffindings and
shall indicate whether it intends to exercise jliggon.

Article 10

1. The State Party in the territory of which thiegéd offender is present shall, in cases to whiticle 7 applies, if it
does not extradite that person, be obliged, witleageption whatsoever and whether or not the ofemas committed
in its territory, to submit the case without undidrday to its competent authorities for the purpoSgrosecution,
through proceedings in accordance with the lawthaf State. Those authorities shall take theirgieciin the same
manner as in the case of any other offence of eegnature under the law of that State.

2. Whenever a State Party is permitted under iteedtic law to extradite or otherwise surrender ohiés nationals
only upon the condition that the person will baureed to that State to serve the sentence impasadesult of the trial
or proceeding for which the extradition or surrendithe person was sought, and this State an&thie seeking the
extradition of the person agree with this optiord asther terms they may deem appropriate, such aitiamal
extradition or surrender shall be sufficient toctlizrge the obligation set forth in paragraph 1.

Article 11

1. The offences set forth in article 2 shall berdeé to be included as extraditable offences inextsadition treaty
existing between any of the States Parties befaeentry into force of this Convention. States iBartindertake to
include such offences as extraditable offencewvémyeextradition treaty to be subsequently conalludetween them.

2. When a State Party which makes extradition dmdil on the existence of a treaty receives aesgfor extradition
from another State Party with which it has no elitran treaty, the requested State Party may,sabption, consider
this Convention as a legal basis for extraditiorréspect of the offences set forth in article 2tr&dition shall be
subject to the other conditions provided by the tdwthe requested State.

3. States Parties which do not make extraditiorditmmal on the existence of a treaty shall recagrihe offences set
forth in article 2 as extraditable offences betwéeemselves, subject to the conditions providedhegylaw of the
requested State.

4. If necessary, the offences set forth in artckhall be treated, for the purposes of extraditietween States Parties,
as if they had been committed not only in the plixcerhich they occurred but also in the territoffytioe States that
have established jurisdiction in accordance witltlar 7, paragraphs 1 and 2.

5. The provisions of all extradition treaties amchagements between States Parties with regartfedooes set forth in
article 2 shall be deemed to be modified as betwg&tates Parties to the extent that they are inctbipawith this
Convention.

Article 12

1. States Parties shall afford one another theegemeasure of assistance in connection with nehmnvestigations or
criminal or extradition proceedings in respect lué bffences set forth in article 2, including assise in obtaining
evidence in their possession necessary for theepdicgs.

2. States Parties may not refuse a request forahletgal assistance on the ground of bank secrecy.

3. The requesting Party shall not transmit nor udermation or evidence furnished by the requedBedty for
investigations, prosecutions or proceedings othan tthose stated in the request without the prarsent of the
requested Party.

4. Each State Party may give consideration to Bskalbg mechanisms to share with other States éZaimiformation or
evidence needed to establish criminal, civil or adstrative liability pursuant to article 5.

5. States Parties shall carry out their obligatianger paragraphs 1 and 2 in conformity with amaties or other
arrangements on mutual legal assistance or infoomaxchange that may exist between them. In tiserade of such
treaties or arrangements, States Parties shatbadfte another assistance in accordance with dioeiestic law.

Article 13

None of the offences set forth in article 2 shallregarded, for the purposes of extradition or mluggal assistance, as
a fiscal offence. Accordingly, States Parties malyrafuse a request for extradition or for mutegdl assistance on the
sole ground that it concerns a fiscal offence.

Article 14

None of the offences set forth in article 2 shallrbgarded for the purposes of extradition or mudagal assistance as
a political offence or as an offence connected witpolitical offence or as an offence inspired lnjitigal motives.
Accordingly, a request for extradition or for mutiegal assistance based on such an offence mayen@fused on the
sole ground that it concerns a political offencawmoffence connected with a political offence wo&ence inspired by
political motives.

Article 15

Nothing in this Convention shall be interpreted iagposing an obligation to extradite or to afford toal legal
assistance, if the requested State Party has stibsgrounds for believing that the request fotradition for offences
set forth in article 2 or for mutual legal assis@rwith respect to such offences has been madthéopurpose of
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prosecuting or punishing a person on account df peason=s race, religion, nationality, ethnic origr political
opinion or that compliance with the request wowddse prejudice to that persons position for arthede reasons.

Article 16

1. A person who is being detained or is servingrdgence in the territory of one State Party whassgnce in another
State Party is requested for purposes of identifinatestimony or otherwise providing assistancebtaining evidence
for the investigation or prosecution of offencetsfegth in article 2 may be transferred if the éolling conditions are
met:

(a) The person freely gives his or her informedseurt;

(b) The competent authorities of both States agnélgject to such conditions as those States may dppropriate.

2. For the purposes of the present article:

(a) The State to which the person is transferredl $lave the authority and obligation to keep tkespn transferred in
custody, unless otherwise requested or authoriggbebState from which the person was transferred,

(b) The State to which the person is transferredl stithout delay implement its obligation to retuthe person to the
custody of the State from which the person wassfeared as agreed beforehand, or as otherwise dagbgethe
competent authorities of both States;

(c) The State to which the person is transferrel stot require the State from which the person tassferred to
initiate extradition proceedings for the returrtteé person;

(d) The person transferred shall receive credis@wice of the sentence being served in the 8@tewhich he or she
was transferred for time spent in the custody efSkate to which he or she was transferred.

3. Unless the State Party from which a person ksetteransferred in accordance with the presertlarsio agrees, that
person, whatever his or her nationality, shalllm®prosecuted or detained or subjected to any otiséniction of his or
her personal liberty in the territory of the Statewhich that person is transferred in respectadé @r convictions
anterior to his or her departure from the territofyhe State from which such person was transflerre

Article 17

Any person who is taken into custody or regardirigom any other measures are taken or proceedingsaaiied out
pursuant to this Convention shall be guaranteedtfaatment, including enjoyment of all rights agdarantees in
conformity with the law of the State in the territoof which that person is present and applicablavigions of
international law, including international humaghis law.

Article 18

1. States Parties shall cooperate in the prevenfitine offences set forth in article 2 by takinlgpgacticable measures,
inter alia, by adapting their domestic legislation, if neeegsto prevent and counter preparations in thespective
territories for the commission of those offencethimi or outside their territories, including:

(a) Measures to prohibit in their territories il gactivities of persons and organizations thatwkingly encourage,
instigate, organize or engage in the commissiaoffehces set forth in article 2;

(b) Measures requiring financial institutions anttles professions involved in financial transacti¢msitilize the most
efficient measures available for the identificatmfrtheir usual or occasional customers, as wetlustomers in whose
interest accounts are opened, and to pay spetggitian to unusual or suspicious transactions apdrt transactions
suspected of stemming from a criminal activity. Bos purpose, States Parties shall consider:

(i) Adopting regulations prohibiting the opening adcounts the holders or beneficiaries of which wariglentified or
unidentifiable, and measures to ensure that sigthitions verify the identity of the real owneffssoch transactions;
(i) With respect to the identification of legaltéies, requiring financial institutions, when nesary, to take measures
to verify the legal existence and the structureéhef customer by obtaining, either from a publiciseg or from the
customer or both, proof of incorporation, includimjormation concerning the customers name, legahf address,
directors and provisions regulating the power taltihe entity;

(i) Adopting regulations imposing on financial sititutions the obligation to report promptly to tleempetent
authorities all complex, unusual large transactiansl unusual patterns of transactions, which haveapparent
economic or obviously lawful purpose, without feaassuming criminal or civil liability for breadf any restriction

on disclosure of information if they report theirspicions in good faith;

(iv) Requiring financial institutions to maintaifipr at least five years, all necessary recordsransactions, both
domestic or international.

2. States Parties shall further cooperate in tegeprtion of offences set forth in article 2 by ddesing:

(a) Measures for the supervision, including, faamyple, the licensing, of all money transmissionnaggs;

(b) Feasible measures to detect or monitor the ipalygross-border transportation of cash and beaegpotiable
instruments, subject to strict safeguards to enpuoper use of information and without impedingainy way the
freedom of capital movements.

3. States Parties shall further cooperate in tegegmtion of the offences set forth in article 2dx¢hanging accurate
and verified information in accordance with theomiestic law and coordinating administrative andeotimeasures
taken, as appropriate, to prevent the commissiaifefices set forth in article 2, in particular by:

(a) Establishing and maintaining channels of comoation between their competent agencies and sy facilitate
the secure and rapid exchange of information canegrall aspects of offences set forth in artigle 2
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(b) Cooperating with one another in conducting irigs, with respect to the offences set forth itickr 2, concerning:
(i) The identity, whereabouts and activities of quers in respect of whom reasonable suspicion etliststhey are
involved in such offences;

(ii) The movement of funds relating to the commassof such offences.

4. States Parties may exchange information throlglinternational Criminal Police Organization @rgol).

16.1.3 UN Resolution 1373

1. Decides that all States shall:

(a) Prevent and suppress the financing of terradts;

(b) Criminalize the wilful provision or collectiomy any means, directly or indirectly, of fundsthgir nationals or in
their territories with the intention that the furglsould be used, or in the knowledge that theyale used, in order to
carry out terrorist acts;

(c) Freeze without delay funds and other finanaidets or economic resources of persons who commnatiempt to
commit, terrorist acts or participate in or facité the commission of terrorist acts; of entitiesed or controlled
directly or indirectly by such persons; and of paisand entities acting on behalf of, or at thedlion of such persons
and entities, including funds derived or generdtedh property owned or controlled directly or irgtitly by such
persons and associated persons and entities;

(d) Prohibit their nationals or any persons andiestwithin their territories from making any fusidinancial assets or
economic resources or financial or other relatedices available, directly or indirectly, for therefit of persons who
commit or attempt to commit or facilitate or paigite in the commission of terrorist acts, of éesitowned or
controlled, directly or indirectly, by such persaarsd of persons and entities acting on behalf aitdhe direction of
such persons;

2. Decides also that all States shall:

(a) Refrain from providing any form of support, iget or passive, to entities or persons involvedeirrorist acts,
including by suppressing recruitment of membergeobrist groups and eliminating the supply of waapto terrorists;
(b) Take the necessary steps to prevent the coriamiesterrorist acts, including by provision ofrgawarning to other
States by exchange of information;

(c) Deny safe haven to those who finance, planpeupor commit terrorist acts, or provide safedras;

(d) Prevent those who finance, plan, facilitatecommit terrorist acts from using their respectiggitories for those
purposes against other States or their citizens;

(e) Ensure that any person who participates irfitt@cing, planning, preparation or perpetratioriesforist acts or in
supporting terrorist acts is brought to justice amdure that, in addition to any other measureisigthem, such
terrorist acts are established as serious cringifiehces in domestic laws and regulations andtti@punishment duly
reflects the seriousness of such terrorist acts;

(f) Afford one another the greatest measure ofsemste in connection with criminal investigations asiminal
proceedings relating to the financing or supportesforist acts, including assistance in obtaingvidence in their
possession necessary for the proceedings;

(g) Prevent the movement of terrorists or terrogsiups by effective border controls and contratsigssuance of
identity papers and travel documents, and throughsures for preventing counterfeiting, forgeryrautiulent use of
identity papers and travel documents;

3. Calls upon all States to:

(a) Find ways of intensifying and accelerating éixehange of operational information, especiallyarding actions or
movements of terrorist persons or networks; forgefalsified travel documents; traffic in arms, &gives or sensitive
materials; use of communications technologies bytist groups; and the threat posed by the posses$ weapons of
mass destruction by terrorist groups;

(b) Exchange information in accordance with intéioreal and domestic law and cooperate on adminigéraand
judicial matters to prevent the commission of testaacts;

(c) Cooperate, particularly through bilateral andltitateral arrangements and agreements, to prexrdtsuppress
terrorist attacks and take action against perpesaif such acts;

(d) Become parties as soon as possible to theamfenternational conventions and protocols retatio terrorism,
including the International Convention for the Stggsion of the Financing of Terrorism of 9 Deceni299;

(e) Increase cooperation and fully implement tHevant international conventions and protocolstiedato terrorism
and Security Council resolutions 1269 (1999) an@812001);

(f) Take appropriate measures in conformity with televant provisions of national and internatioiaa, including
international standards of human rights, beforentimg refugee status, for the purpose of ensurirag the asylum-
seeker has not planned, facilitated or participaietie commission of terrorist acts;

(g9) Ensure, in conformity with international lavihat refugee status is not abused by the perpetradoganizers or
facilitators of terrorist acts, and that claimspafitical motivation are not recognized as groufafsrefusing requests
for the extradition of alleged terrorists;
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4. Notes with concern the close connection betwatarnational terrorism and transnational organizéche, illicit
drugs, money-laundering, illegal arms-traffickirand illegal movement of nuclear, chemical, biolagiand other
potentially deadly materials, and in this regardpbhasizes the need to enhance coordination of sffamt national,
subregional, regional and international levelsrieo to strengthen a global response to this seiballenge and threat
to international security;

16.1.4 2005 Council of Europe Convention on laundering, sg&ch, seizure and confiscation of
the proceeds from crime and on the financing of teprism

Article 1 — Use of terms

For the purposes of this Convention:

h "financing of terrorism" means the acts set out in Article 2 of the Inéional Convention for the Suppression of
the Financing of Terrorism, cited above.

Article 2 — Application of the Convention to the fhancing of terrorism

1 Each Party shall adopt such legislative anérotheasures as may be necessary to enable it tp tappprovisions

contained in Chapters Ill, IV and V of this Conventto the financing of terrorism.

2 In particular, each Party shall ensure thi &ble to search, trace, identify, freeze, seimk@nfiscate property, of
a licit or illicit origin, used or allocated to hesed by any means, in whole or in part, for thariing of terrorism, or
the proceeds of this offence, and to provide caatjen to this end to the widest possible extent.

16.1.5 Wolfsberg Statement on the suppression of the fin&@mng of terrorism

4 Know Your Customer
The Wolfsberg Group recognises that adherence istimx "Know Your Customer” policies and proceduiigs
important to the fight against terrorism. Specificghe proper identification of customers by firdad institutions can
improve the efficacy of searches against listsrafvin or suspected terrorists issued by competahbdties having
jurisdiction over the relevant financial instituti¢'applicable lists").
In addition to the continued application of exigtioustomer identification, acceptance and due atilig procedures,
the Wolfsberg Group is committed to:
¢ Implementing procedures for consulting applicalikts| and taking reasonable and practicable steps to
determine whether a person involved in a prospeaiivexisting business relationship appears on auist
« Reporting to the relevant authorities matches friigts of known or suspected terrorists or terrorist
organisations consistent with applicable laws aglilations regarding the disclosure of customearmétion.
« Exploring with governmental agencies ways of impmgvinformation exchange within and between
jurisdictions.
» Exploring ways of improving the maintenance of ocustér information to facilitate the timely retrieval such
information.

5 High Risk Sectors and Activities

The Wolfsberg Group is committed to applying enteghand appropriate due diligence in relation teséhof their
customers engaged in sectors and activities whasle fheen identified by competent authorities aageiidely used
for the financing of terrorism, such as undergrolyaghking businesses or alternative remittance syst@his will
include the adoption, to the extent not alreadplace, of specific policies and procedures on aecee of business
from customers engaged in such sectors or ac8yifiad increased monitoring of activity of custosneho meet the
relevant acceptance criteria.

In particular the Wolfsberg Group is committed éstricting their business relationships with reamitte businesses,
exchange houses, casas de cambio, bureaux de chadgmoney transfer agents to those which are culje
appropriate regulation aimed at preventing suclvities and businesses from being used as a comallgunder the
proceeds of crime and/or finance terrorism.

The Wolfsberg Group recognises that many jurisdingiare currently in the process of developing iamglementing
regulations with regard to these businesses aridafharopriate time needs to be given for theselatigns to take
effect.

6 Monitoring

Recognising the difficulties inherent in identifgifinancial transactions linked to the financingt@frorism (many of
which appear routine in relation to information tmoat the time) the Wolfsberg Group is committedh® continued
application of existing monitoring procedures fdentifying unusual or suspicious transactions. Wwafsberg Group
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recognises that while the motive for such transastimay be unclear, monitoring and then identifyamgl reporting
unusual or suspicious transactions may assist gment agencies by linking seemingly unrelated dgtito the
financing of terrorism.
In addition, the Wolfsberg Group is committed to:
e Exercising heightened scrutiny in respect of custianengaged in sectors identified by competentogitits
as being widely used for the financing of terrorism
* Monitoring account and transactional activity (ke textent meaningful information is available toaficial
institutions) against lists generated by competasthorities of known or suspected terrorists orotest
organisations.
*  Working with governments and agencies in orderetngnise patterns and trends identified as relkateéde
financing of terrorism.
e Considering the modification of existing monitoripgocedures as necessary to assist in the ideatiific of
such patterns and trends.

7 Need for Enhanced Global Co-operation

The Wolfsberg Group is committed to co-operatinghvand assisting law enforcement and governmemceg in
their efforts to combat the financing of terrorishine Wolfsberg Group has identified the followirrgas for discussion
with governmental agencies, with a view to enhagtive contribution financial institutions are atdemake:

» The provision of official lists of suspected teists and terrorist organisations on a globally cdiraated basis
by the relevant competent authority in each jucsan.

e The inclusion of appropriate details and informatio official lists to assist financial institutierin efficient
and timely searches of their customer bases. fifagsmation should ideally include (where known}he case
of individuals: date of birth; place of birth; passt or identity card number; in the case of cogtions; place
of incorporation or establishment; details of pifrads; to the extent possible, reason for inclusiarthe list;
and geographic information, such as the locatiate dnd time of the transaction.

«  Providing prompt feedback to financial institutiams reports made following circulation of such offil lists.

e The provision of meaningful information in relatiado patterns, techniqgues and mechanisms used in the
financing of terrorism to assist with monitoringoppedures.

e The provision of meaningful information about carge and other types of vehicles used to faciliteteorist
financing.

e The development of guidelines on appropriate lewvélseightened scrutiny in relation to sectors divities
identified by competent authorities as being widgdgd for terrorist financing.

« The development by governments and clearing agerdafiainiform global formats for funds transfersttha
require information which may assist their effddgprevent and detect the financing of terrorism.

« Ensuring that national legislation:

* Permits financial institutions to maintain inforneat derived from official lists within their own
databases and to share such information withim tvefn groups.

» Affords financial institutions protection from ciViability for relying on such lists.

« Permits financial institutions to report unusualsaspicious transactions that may relate to tesmori
to the relevant authorities without breaching anytydof customer confidentiality or privacy
legislation.

« Permits the prompt exchange of information betwgemernmental agencies of different nation
states.

The Wolfsberg Group supports the FATF Special Renendations on Terrorist Financing as measures @velto
the suppression of the financing of terrorism.

16.1.6 Council of the EU Framework Decision on combatingérrorism

Article 1 Terrorist offences and fundamental rightsand principles
1. Each Member State shall take the necessary mesaguensure that the intentional acts referrdzetow in points (a)
to (i), as defined as offences under national kahich, given their nature or context, may seriowddynage a country
or an international organisation where committethwhe aim of:
- seriously intimidating a population, or
- unduly compelling a Government or internationaamisation to perform or abstain from performimy act, or
- seriously destabilising or destroying the fundatakpolitical, constitutional, economic or socsfuctures of a
country or an international organisation,
shall be deemed to be terrorist offences:
(a) attacks upon a person's life which may cauaéhgde
(b) attacks upon the physical integrity of a person
(c) kidnapping or hostage taking;
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(d) causing extensive destruction to a Governmenpublic facility, a transport system, an infrastwre facility,
including an information system, a fixed platforatated on the continental shelf, a public placgrorate property
likely to endanger human life or result in majooeomic loss;

(e) seizure of aircraft, ships or other means diliplor goods transport;

(f) manufacture, possession, acquisition, transmupply or use of weapons, explosives or of nugleimlogical or
chemical weapons, as well as research into, anelg@went of, biological and chemical weapons;

(g) release of dangerous substances, or causeyj fioods or explosions the effect of which itmlanger human life;
(h) interfering with or disrupting the supply of t@a power or any other fundamental natural resothe effect of
which is to endanger human life;

(i) threatening to commit any of the acts listedahto (h).

2. This Framework Decision shall not have the éfi@caltering the obligation to respect fundamentghts and
fundamental legal principles as enshrined in Agtiglof the Treaty on European Union.

Article 2 Offences relating to a terrorist group

1. For the purposes of this Framework Decisionrdtést group” shall mean: a structured group ofrenthan two

persons, established over a period of time anai@éti concert to commit terrorist offences. "Sturetd group” shall
mean a group that is not randomly formed for theédiate commission of an offence and that doesieetl to have
formally defined roles for its members, continuifyits membership or a developed structure.

2. Each Member State shall take the necessary mesatsuensure that the following intentional actsgunishable:

(a) directing a terrorist group;

(b) participating in the activities of a terrorgtoup, including by supplying information or magdrresources, or by
funding its activities in any way, with knowledgé the fact that such participation will contribute the criminal

activities of the terrorist group.

Article 3 Offences linked to terrorist activities

Each Member State shall take the necessary medsueasure that terrorist-linked offences incluge following acts:
(a) aggravated theft with a view to committing arfiehe acts listed in Article 1(1);

(b) extortion with a view to the perpetration ofeoof the acts listed in Article 1(1);

(c) drawing up false administrative documents withiew to committing one of the acts listed in Alei 1(1)(a) to (h)
and Article 2(2)(b).

Article 4 Inciting, aiding or abetting, and attempting

1. Each Member State shall take the necessary masauensure that inciting or aiding or abettingoffence referred
to in Article 1(1), Articles 2 or 3 is made punisie

2. Each Member State shall take the necessary mesaguensure that attempting to commit an offeréerred to in

Article 1(1) and Article 3, with the exception obgsession as provided for in Article 1(1)(f) and difence referred to
in Article 1(1)(i), is made punishable.

Article 5 Penalties

1. Each Member State shall take the necessary mesaguensure that the offences referred to inckedi 1l to 4 are
punishable by effective, proportionate and dissgasiiminal penalties, which may entail extradition

2. Each Member State shall take the necessary mesaguensure that the terrorist offences refetwad Article 1(1)
and offences referred to in Article 4, inasmuchheey relate to terrorist offences, are punishapleustodial sentences
heavier than those imposable under national lavetich offences in the absence of the special imggntired pursuant
to Article 1(1), save where the sentences imposafgl@lready the maximum possible sentences uradienal law.

3. Each Member State shall take the necessary mesaguensure that offences listed in Article 2 pwaishable by
custodial sentences, with a maximum sentence desstthan fifteen years for the offence refermethtArticle 2(2)(a),
and for the offences listed in Article 2(2)(b) aximum sentence of not less than eight years. Ifasas the offence
referred to in Article 2(2)(a) refers only to thet én Article 1(1)(i), the maximum sentence shait be less than eight
years.

Article 6 Particular circumstances

Each Member State may take the necessary measwgasure that the penalties referred to in Articheay be reduced
if the offender:

(a) renounces terrorist activity, and

(b) provides the administrative or judicial authies with information which they would not othere@ibave been able
to obtain, helping them to:

(i) prevent or mitigate the effects of the offence;

(ii) identify or bring to justice the other offerrde

(iii) find evidence; or

(iv) prevent further offences referred to in Aréisl1 to 4.

Article 7 Liability of legal persons
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1. Each Member State shall take the necessary mesaguensure that legal persons can be held Ifablany of the
offences referred to in Articles 1 to 4 committed their benefit by any person, acting either ifdinally or as part of
an organ of the legal person, who has a leadingigosvithin the legal person, based on one offtiewing:

(a) a power of representation of the legal person;

(b) an authority to take decisions on behalf ofldgal person;

(c) an authority to exercise control within thedépgerson.

2. Apart from the cases provided for in paragrapbath Member State shall take the necessary nesasuensure that
legal persons can be held liable where the ladupérvision or control by a person referred todragraph 1 has made
possible the commission of any of the offencesrreteto in Articles 1 to 4 for the benefit of tHagal person by a
person under its authority.

3. Liability of legal persons under paragraphs @ arshall not exclude criminal proceedings agaiatiral persons
who are perpetrators, instigators or accessoriagyrof the offences referred to in Articles 1 to 4

Article 8 Penalties for legal persons

Each Member State shall take the necessary measuesssure that a legal person held liable purst@atticle 7 is
punishable by effective, proportionate and dissigapenalties, which shall include criminal or noimgnal fines and
may include other penalties, such as:

(a) exclusion from entitlement to public benefitsaa,;

(b) temporary or permanent disqualification frora firactice of commercial activities;

(c) placing under judicial supervision;

(d) a judicial winding-up order;

(e) temporary or permanent closure of establishen@htch have been used for committing the offence.

Article 9 Jurisdiction and prosecution

1. Each Member State shall take the necessary mesasuw establish its jurisdiction over the offenceferred to in
Articles 1 to 4 where:

(a) the offence is committed in whole or in partits territory. Each Member State may extend itssliction if the
offence is committed in the territory of a Membeats;

(b) the offence is committed on board a vessehfjyits flag or an aircraft registered there;

(c) the offender is one of its nationals or restden

(d) the offence is committed for the benefit okgdl person established in its territory;

(e) the offence is committed against the institgior people of the Member State in question omagan institution
of the European Union or a body set up in accorelamith the Treaty establishing the European Comtgumi the
Treaty on European Union and based in that Memtzge S

2. When an offence falls within the jurisdiction mbre than one Member State and when any of thesStancerned
can validly prosecute on the basis of the sames,fdlce Member States concerned shall cooperateder ¢o decide
which of them will prosecute the offenders with #ien, if possible, of centralising proceedings isilagle Member
State. To this end, the Member States may haveursedo any body or mechanism established withénBbropean
Union in order to facilitate cooperation betweeeithudicial authorities and the coordination céithaction. Sequential
account shall be taken of the following factors:

- the Member State shall be that in the territdrwbich the acts were committed,

- the Member State shall be that of which the peaper is a national or resident,

- the Member State shall be the Member State gfroaf the victims,

- the Member State shall be that in the territdrwbich the perpetrator was found.

3. Each Member State shall take the necessary mesasiso to establish its jurisdiction over theenffes referred to in
Articles 1 to 4 in cases where it refuses to havet or extradite a person suspected or convictezsliofi an offence to
another Member State or to a third country.

4. Each Member State shall ensure that its jutisicovers cases in which any of the offencesrefkto in Articles 2
and 4 has been committed in whole or in part wiftsrterritory, wherever the terrorist group is &@&or pursues its
criminal activities.

5. This Article shall not exclude the exercise wfigdiction in criminal matters as laid down by amber State in
accordance with its national legislation.

141



