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Abstract

This guide provides example proof-of-concept solutions demonstrating how available open-
source and commercial off-the-shelf (COTS) products could be implemented in process-based
manufacturing environments to satisfy the requirements in the Cybersecurity Framework (CSF)
Manufacturing Profile Low Impact Level. The example proof-of-concept solutions include
measured network, device, and operational performance impacts observed during the
implementation. Manufacturers should make their own determinations about the breadth of the
proof-of-concept solutions they voluntarily implement. Some important factors to consider
include: company size, cybersecurity expertise, risk tolerance, and the threat landscape. The CSF
Manufacturing Profile can be used as a roadmap for managing cybersecurity risk for
manufacturers and is aligned with manufacturing sector goals and industry best practices. The
Manufacturing Profile provides a voluntary, risk-based approach for managing cybersecurity
activities and cyber risk to manufacturing systems. The Manufacturing Profile is meant to
complement but not replace current cybersecurity standards and industry guidelines that the
manufacturer is embracing.
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industrial control systems (ICS); information security; manufacturing; network security;
programmable logic controllers (PLC); risk management; security controls; supervisory control
and data acquisition (SCADA) systems.
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Note to Readers

This guide describes a proof-of-concept solution for securing manufacturing environments that
has only been tested in a lab environment. Manufacturers should make their own determinations
about the breadth of the proof-of-concept solutions they voluntarily implement. Some important
factors to consider include: company size, cybersecurity expertise, risk tolerance, and the threat
landscape. We welcome feedback on its contents and your input. Comments, suggestions, and
success stories will improve subsequent versions of this guide. Please contribute your thoughts to
CSF_Manufacturing_Profile_Implementation@nist.gov.

Revision to Include Updates in Cybersecurity Framework Version 1.1

The Cybersecurity Framework Manufacturing Profile, NISTIR 8183, was drafted and released
when the Cybersecurity Framework was at Version 1.0. This guide provides implementation
guidance and example proof-of-concept solutions with respect to the language in the original
Cybersecurity Framework Manufacturing Profile.

The Cybersecurity Framework Manufacturing Profile, NISTIR 8183, is scheduled to be revised
to include the updates in the Cybersecurity Framework Version 1.1, and will be published as
NISTIR 8183, Revision 1.

Once NISTIR, 8183, Revision 1 has been released, this implementation guide will be revised to

include the updates in the Cybersecurity Framework Version 1.1 as well, and will be published
as NISTIR 8183A, Revision 1.


mailto:CSF_Manufacturing_Profile_Implementation@nist.gov

NISTIR 8183A VoL. 2 CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG
PROCESS-BASED MFG SYSTEM USeE CASE

Table of Contents

EXECULIVE SUMIMAIY ..oiiiiiiiiiie e e ettt s e e e e e e e e e e et s s e e e e e e e e eaaana e e eaeeeeeeenen Vi
R | 011 0 o 1U o3 1 o o [PPSR 1
1.1 PUIPOSE @NA SCOPE ...ttt e e e et e e e e e e e e e ea e e e e eaeeeennes 1
L2 ¥ To 1= o o =P SUUPPPRP 2
1.3 DOCUMENT STIUCKTUIE ...ttt e e e e e e eenees 3
2. Process-based Manufacturing System Low Impact Level Use Case ............... 4
2% T [ o1 1o o (U Tod 1 [ o PP 4
2.2 Process-based Low Impact Level Use CaSe ........ccoovvveveviiiiiiiieiieeeeiiiicne e 4
3. Policy and Procedure Implementations .............cciiiiiieiiiieeiiiiee e 9
3.1 Cybersecurity Program Document Example .........ccccccoiiiiiiiiiiiiiiiiiiiiiieieeee, 9
3.2 Cybersecurity Policy Document EXample .........ccccccccvviiiiiiiiiiiiiiiiieeeeee 20
3.3 Cybersecurity Operations Document EXample ............coovvvviiiiiieeeeeeeeiiinnnnnn. 35
3.4 Risk Management Document EXample.........ccccccovviiiiiiiiiiiiiiieeeeee 51
3.5 Incident Response Plan Document Example..........ccccccoviiiiiiiiiiiiiiiiiiiinnennnn. 59
3.6 System Recovery Plan Document EXample .........ccccccevvviiiiiiiiiiiiiiiiiiiiieeeee, 73
3.7 Service Level AQreCMENT........cooiiiiiiiiiiiie e 94
4. Technical Solution ImplementationNS...........cooviiiiiiiie e 98
S I | 1 o o 18 o 1o o SRR 98
B O o = o B 2 U T | 101
S 1 110
4.4 GRASSMARLIN ... .uuttttititittttttieeeeeaeeee e e s araeesensseennesnnnnnes 115
VLV €T g = 1 125
4.6 Veeam Backup and RepliCatioN .............uuuuuuiiiiiiiiiiiiiiiiiiiiiiiiiieiinienieennenennnnes 132
AT =Tol ¥ 112 L o1 o] o [T 147
4.8 CiSCO ANYCONNECE VPN .....uiiiiiiiiiiiiiiiiiiiiiiitiiieiiieeeeeeeesaneneneaennneeeeeeenenneaennnee 160
4.9 MiCroSOft ACHVE DIFECIOIY ......uuuuiuiiiiiiiiiiiiiiiiiiiiiibiiee bbb 184
4.10 Symantec ENdpoint ProteCtioN.............uueuuuriririiiiiiiiiiiiiiiiiiiiiiiieinennieennennnnnnes 218
S =T =T Lo AN LTS 231
R 2 N = T 41030 | 241
4.13 THE HIVE PrOJECT ....vviiiiiiiiiiiiiiiiiti e 251
O Yol 0 R0 =t s 260
.15 GTB INSPECION.....eeiiii ettt 271
B LS €1\, (oo [ 279
g A 2 N 295
4.18 Network Segmentation and Segregation ...................eueeeieeiiiiieimieiii. 299
4.19 Network Boundary ProteCtion ..........ccooveiiuuiiiiiiieeeeeeeeii e 303
4.20 Managed NetwWork INTEITACES .........uuuuuuuriiiiiiiiiiiiiiiiiiiiiiiib e 316
4.21 Time SYNCNIONIZALION ......ciiiiiiiieeeee e e e e 320
4.22 SyStemM USE MONITOMNG .. .uuvuuueiiiiieiiiiiiiiiiiiiiiieeiiieeebseaeseeeeeeeseeeeeeneeseeenaeaeanaee 324
4.23 Ports and Services LOCKAOWN.........ccooiiiiiiiiiiiiee et 330



NISTIR 8183A VoL. 2 CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG
PROCESS-BASED MFG SYSTEM USeE CASE

4.24 Media PrOtECHION .....uuiiiiiiiiiiiiiieieiie i 335
Appendix A - Acronyms and AbDreviations ........ccccccoviiiiiiiiiie 338
APPENIX B = GIOSSAIY ..coeeiviiiiii ettt e e e e e e e 341
APPENdiX C - REFEIENCES .....ccoiiiiiiiiiiiiiiee e 345



NISTIR 8183A VoL. 2 CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG
PROCESS-BASED MFG SYSTEM USeE CASE

Executive Summary

This guide provides example proof-of-concept solutions demonstrating how available open-
source and commercial off-the-shelf (COTS) products could be implemented in process-based
manufacturing environments to satisfy the requirements in the Cybersecurity Framework (CSF)
Manufacturing Profile [4] Low Impact Level. A manufacturing system could be classified as
Low potential impact if the loss of integrity, availability, or confidentiality could be expected to
have a limited adverse effect on manufacturing operations, manufactured product, assets, brand
image, finances, personnel, the general public, or the environment. A limited adverse effect
means that, for example, the loss of integrity, availability, or confidentiality might:

e result in degradation in mission capability to an extent and duration that the system can
perform its primary functions, but the effectiveness of the functions is noticeably
reduced,

e result in minor damage to operational assets,

e result in minor financial loss, or

e result in minor harm to individuals.

The example proof-of-concept solutions include measured network, device, and operational
performance impacts observed during the implementation. Manufacturers should make their own
determinations about the breadth of the proof-of-concept solutions they voluntarily implement.
Some important factors to consider include: company size, cybersecurity expertise, risk
tolerance, and the threat landscape.

The CSF Manufacturing Profile can be used as a roadmap for managing cybersecurity risk for
manufacturers and is aligned with manufacturing sector goals and industry best practices. The
Manufacturing Profile provides a voluntary, risk-based approach for managing cybersecurity
activities and cyber risk to manufacturing systems. The Manufacturing Profile is meant to
complement but not replace current cybersecurity standards and industry guidelines that the
manufacturer is embracing.

The CSF Manufacturing Profile focuses on desired cybersecurity outcomes and can be used as a
roadmap to identify opportunities for improving the current cybersecurity posture of the
manufacturing system. The Manufacturing Profile provides a prioritization of security activities
to meet specific business/mission goals. Relevant and actionable security practices that can be
implemented to support key business/mission goals are then identified.

While the proof-of-concept solutions in this guide used a suite of commercial products, this
guide does not endorse these particular products, nor does it guarantee compliance with any
regulatory initiatives. Each organization’s information security experts should identify the
products that will best integrate with their existing tools and manufacturing system
infrastructure. Organizations may voluntarily adopt these solutions or one that adheres to these
guidelines in whole or can use this guide as a starting point for tailoring and implementing parts
of a solution. This guide does not describe regulations or mandatory practices, nor does it carry
any statutory authority.

Vi
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1. Introduction

The Executive Order 13636, “Improving Critical Infrastructure Cybersecurity,” [1] directed the
development of the voluntary Cybersecurity Framework that provides a prioritized, flexible,
repeatable, performance-based, and cost-effective approach to manage cybersecurity risk [1] for
those processes, information, and systems directly involved in the delivery of critical
infrastructure services.

The Cybersecurity Framework is a voluntary risk-based assemblage of industry standards and
best practices designed to help organizations manage cybersecurity risks [2]. The Framework,
created through collaboration between government and the private sector, uses a common
language to address and manage cybersecurity risk in a cost-effective way based on business
needs without imposing additional regulatory requirements.

To address the needs of manufacturers, a Manufacturing Profile [4] of the Cybersecurity
Framework was developed, through collaboration between government and the private sector, to
be an actionable approach for implementing cybersecurity controls into a manufacturing system
and its environment. The Profile defines specific cybersecurity activities and outcomes for the
protection of the manufacturing system, its components, facility, and environment. Through use
of the Profile, the manufacturer can align cybersecurity activities with business requirements,
risk tolerances, and resources. The Profile provides a manufacturing sector-specific approach to
cybersecurity from standards, guidelines, and industry best practices.

1.1 Purpose and Scope

Many small and medium sized manufacturers have expressed challenges in implementing a
standards-based cybersecurity program. This guide provides example proof-of-concept solutions
demonstrating how available open-source and commercial off-the-shelf (COTS) products could
be implemented in process-based manufacturing environments to satisfy the requirements in the
Cybersecurity Framework (CSF) Manufacturing Profile Low Impact Level. A manufacturing
system could be classified as Low potential impact if the loss of integrity, availability, or
confidentiality could be expected to have a limited adverse effect on manufacturing operations,
manufactured product, assets, brand image, finances, personnel, the general public, or the
environment. A limited adverse effect means that, for example, the loss of integrity, availability,
or confidentiality might:

e result in degradation in mission capability to an extent and duration that the system can
perform its primary functions, but the effectiveness of the functions is noticeably
reduced,

e result in minor damage to operational assets,

e result in minor financial loss, or

e result in minor harm to individuals.

Example proof-of-concept solutions with measured network, device, and operational
performance impacts for a process-based manufacturing environment (Volume 2) and a discrete-
based manufacturing environment (Volume 3) are included in the guide. Manufacturers should
make their own determinations about the breadth of the proof-of-concept solutions they
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voluntarily implement. Some important factors to consider include: company size, cybersecurity
expertise, risk tolerance, and the threat landscape. The CSF Manufacturing Profile can be used as
a roadmap for managing cybersecurity risk for manufacturers and is aligned with manufacturing
sector goals and industry best practices. The Manufacturing Profile provides a voluntary, risk-
based approach for managing cybersecurity activities and cyber risk to manufacturing systems.
The Manufacturing Profile is meant to enhance but not replace current cybersecurity standards
and industry guidelines that the manufacturer is embracing.

While the proof-of-concept solutions in this guide used a suite of commercial products, this
guide does not endorse these particular products, nor does it guarantee compliance with any
regulatory initiatives. Each organization’s information security experts should identify the
products that will best integrate with their existing tools and manufacturing system
infrastructure. Organizations may voluntarily adopt these solutions or one that adheres to these
guidelines in whole or can use this guide as a starting point for tailoring and implementing parts
of a solution. This guide does not describe regulations or mandatory practices, nor does it carry
any statutory authority.

This project is guided by the following assumptions:

the solutions were developed in a lab environment,

the environment is based on a typical small manufacturer’s environment,

the environment does not reflect the complexity of a production environment, and
an organization can access the skills and resources required to implement a
manufacturing cybersecurity solution.

1.2 Audience

This document covers details specific to manufacturing systems. Readers of this document
should be acquainted with operational technology, general computer security concepts, and
communication protocols such as those used in networking. The intended audience is varied and
includes the following:

e control engineers, integrators, and architects who design or implement secure
manufacturing systems,

e system administrators, engineers, and other information technology (IT) professionals
who administer, patch, or secure manufacturing systems,

e managers who are responsible for manufacturing systems,

e senior management who are trying to understand implications and consequences as they
justify and implement a manufacturing systems cybersecurity program to help mitigate
impacts to business functionality, and

e researchers, academic institutions and analysts who are trying to understand the unique
security needs of manufacturing systems.
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1.3 Document Structure

Volume 2 is divided into the following major sections:

Section 2 provides an overview of the process-based manufacturing system use case.
Section 3 provides the detailed policy and procedure documents developed for the
process-based manufacturing system use case.

Section 4 provides the detailed technical capability implementations and associated
performance measurements for the process-based manufacturing system use case.
Appendix A provides a list of acronyms and abbreviations used in this document.
Appendix B provides a glossary of terms used in this document.

Appendix C provides a list of references used in the development of this document.
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Process-based Manufacturing System Low Impact Level Use Case

2.1 Introduction

This use case is a proof-of-concept demonstrating how available open-source and commercial
off-the-shelf (COTS) products could be implemented in a process-based manufacturing
environment to satisfy the requirements in the Cybersecurity Framework (CSF) Manufacturing
Profile Low Impact Level. Manufacturers should make their own determinations about the
breadth of the proof-of-concept solutions they voluntarily implement. Some important factors to
consider include: company size, cybersecurity expertise, risk tolerance, and the threat landscape.

2.2 Process-based Low Impact Level Use Case

The fictional company, Westman Industries (i.e. Westman), is a chemical manufacturer
producing commercial grade chemical products for use in the transportation, building and
construction, and other industries. It is headquartered in Westland, a city with a population of
about 100,000 people.

Westman operates its manufacturing facility 24 hours per day, 7 days per week (24/7), except for
a scheduled maintenance shutdown for about 2 weeks every year, typically at the end of
December.

To increase industrial competitiveness, Westman has introduced process automation equipment
to improve production efficiency and to lower production costs. Industrial automation equipment
like programmable logic controllers (PLC), human-machine-interfaces (HMI), and data
historians are deployed in the factory to monitor and control the production operation.

2.2.1 Mission

Westman’s mission is to supply high quality chemical products for industrial application.
2.2.2 Facility

Westman facility is a single building about 5000 m?, with about 3500 m? of manufacturing space
which includes the production space, a distribution facility, and several above ground chemical
storage tanks. The remainder of the facility contains the administrative and engineering office
space.

The perimeter of the facility is fenced, and the main entrance has a gate that is open during
business hours and is locked after hours. There are two entrances to the main building. One is for
employee access and is protected by a badge access system. Employees must swipe their
assigned badge to enter the building. The other entrance is located at the front lobby, staffed by a
receptionist during normal business hours. Guests and visitors are required to sign in and receive
proper identification before entering the building or facility. The Westman facility does not have
any contracted security guards at the gate or entrances.
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2.2.3 Employees

Westman has 200 full-time employees, with most of the employees working on the
manufacturing floor. A small team of full-time manufacturing/control engineers is responsible
for the manufacturing, control and automation equipment controlling the manufacturing process.
Their mission is to ensure the safe and efficient operation of the production system.

Westman also has a small team of full-time IT personnel responsible for the enterprise IT
systems.

Westman’s senior managers have the following positions and responsibilities:

Westman Major Responsibility
Management

Chief Executive Oversight of the company
Officer (CEO)

Director of Operations | Oversight of manufacturing operations. Management of the manufacturing
staff and control engineers. Reports to the CEO.

Director of Product Oversight of product development. Management of the on-site chemists.
Development Reports to the CEO.

Director of Marketing | Oversight of marketing and sales. Reports to the CEO.

Controller/Finances Manager of finance staff. Reports to the CEO.

General Counsel Handles all legal matters. Reports to the CEO.
IT Manager Manager of IT staff. Reports to the CEO.
HR Manager Manager of human resources staff. Reports to the CEO.
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2.2.4 Supply Chain

Raw materials are utilized to support the continuous operation of the manufacturing process.
Raw materials are typically supplied through a long-term contract established with suppliers and
are transported to the facility on a regular basis.

The end products are typically sold to customers in large quantity. Delivery is sub-contracted to
several logistics companies which will handle the transportation from the Westman facility to the
end customers. Westman's products are typically used as raw materials or additives in chemical
processes performed by other industrial manufacturers.

2.2.5 Supporting Services

The supporting services required by Westman are electricity, natural gas, water, and
Internet. The broadband Internet connection is a business class service provided by a large
national provider with business class service level agreement.

2.2.6 Legal and Regulatory Requirements

As a chemical manufacturer, Westman and its employees are required to comply with all federal
and state legal and regulatory requirements for chemical and hazardous materials. Westman is
also required to comply with all legal, regulatory and safety requirements.

2.2.7 Ciritical Infrastructure

The chemical sector is considered a critical infrastructure under the Presidential Policy Directive
21 (PPD-21).

2.2.8 Manufacturing Process

The manufacturing system consists of five major chemical processing components: a reactor, a
product condenser, a vapor-liquid separator, a recycle compressor, and a product stripper to
separate the end products. The manufacturing system has 12 valves for controlling the flow of
chemicals through the system, and 41 sensor measurements for monitoring the chemical process.
All valves and sensors are connected to the automation equipment (PLCs) through a DeviceNet
communications bus. Valves are equipped with manual overrides, enabling workers to override
the automation equipment during an emergency.

Raw materials are fed to the reactor where the materials are mixed and the main reaction takes
place. Output from the reactor flows downstream to the product condenser and the vapor-liquid
separator. Any output from the reactor still in the gaseous form is recycled through a compressor
and fed back into the main reactor. All condensed components continuously flow to the product
stripper, which separates the components into the final products. Quality assurance samples are
taken at various stages of the process to validate the product quality and process efficiency.


https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
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2.2.9 Systems

The administrative office is supported by a small team of IT personnel mainly using general
enterprise IT applications (e.g., email, web applications, and enterprise planning applications).

The IT personnel maintain a central file storage that is used to store source code, chemical
formulas, drawings, procedures, and diagrams, and is backed up regularly. The product
development staff and the manufacturing engineers are authorized to access this storage.

The IT personnel also installed and configured a Historian database on the manufacturing floor
to record manufacturing process data. IT personnel are responsible for regular data backup of the
Historian, and the manufacturing engineers are responsible for the configuration and operation of
the Historian.

2.2.10 Data

Data transferred over, or stored within the company network include:
e PLC program code

Chemical formulas and calculations

Workflow and operating manuals and documentation

Electrical diagrams

Network diagrams

Quality Assurance procedures

Historical production data

NOTE: All data listed above are considered proprietary, trade secrets, or sensitive.
2.2.11 Network

The IT systems within the administrative offices are connected to the corporate network, which
is managed by the IT team. The manufacturing floor has a separate network for automation
equipment and is managed by the manufacturing engineers.

The manufacturing network consists of a typical Ethernet based TCP/IP network and other
industrial protocols, e.g., DeviceNet.

Some of the production equipment vendors require Westman to provide remote access to the
equipment. The remote access allows the authorized vendors to connect to the manufacturing
equipment to provide maintenance and support.
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2.2.12 Mission Objectives

Maintain Personnel Safety

Westman commits to safe operation of the manufacturing system and to always put personnel
safety as its highest priority. All manufacturing processes, protocols, automation processes and
equipment, operating procedures and guidelines are designed to ensure personnel safety.

Maintain Environmental Safety

Westman complies with all applicable regulations regarding environmental safety. Westman is
committed to ensuring environmentally-friendly operation of its manufacturing process and
working to reduce its environmental footprint. Environmental impact caused by the
manufacturing process is measured and reviewed on a quarterly basis.

Maintain Quality of Product

Westman has a world-class manufacturing facility and process. It has employed state of the art
automation, equipment, and techniques to ensure the high quality of its products. It has
developed a quality assurance program using automation equipment, including PLCs, Historian,
and high precision sensors operating on a high-speed control network to monitor product quality.

Maintain Production Goals

Meeting the monthly production goals is an important objective for Westman and ensures the
supply of products to its customers in a timely fashion. It also maintains financial stability for
Westman.

Constant 24/7 production enables Westman to plan its manufacturing operation to meet its
production goals and customer demand. The investment in automation equipment and skilled
professionals enables Westman to maintain the monthly production goals.

Protect Trade Secrets

Westman is committed to protecting its trade secrets, including product development,
manufacturing processes, product quality, and supply chain management.
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3. Policy and Procedure Implementations

This section includes example policy and procedure documents and statements that were
developed for the fictional company Westman. Each organization’s information security experts
should identify the policy and procedure documents and statements that will best integrate with
their existing cybersecurity program and manufacturing system infrastructure.

3.1 Cybersecurity Program Document Example

This section provides example content that a Cybersecurity Program document may contain, including example policy
and procedure statements that were developed for the fictional company Westman. Certain commercial entities,
equipment, or materials may be identified in this document in order to describe a concept adequately. Such
identification is not intended to imply recommendation or endorsement by NIST, nor is it intended to imply that the
entities, equipment, or materials are necessarily the best available for the purpose. Each organization’s information
security experts should identify the content, and policy and procedure statements that will best integrate with their
existing cybersecurity program and manufacturing system infrastructure.

Cybersecurity Program
for
Westman

Document Owner: Director of Operations
Version

Version | Date Description Author

1.0 02-22-2018 | Initial Draft Director of Operations

2.0 04-21-2018 | Major changes to the initial draft Director of Operations
Approval

(By signing below, approvers agree to all terms and conditions outlined in this document.)

Approvers Role Signed Approval Date
S. Forthright CEO <digital signature> 4-22-2018
M. West General Counsel | <digital signature> 4-23-2018
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3.1.1 Purpose

The Cybersecurity Program establishes guidelines and principles for initiating, implementing,
maintaining, and improving cybersecurity management for Westman.

This program is designed to:

e ensure the security and confidentiality of employees and business information,

e protect against any anticipated threats or hazards to the security or integrity of such
information, and

e protect against unauthorized access to or use of such information that could result in
substantial harm or inconvenience to Westman, its partners, or customers.

3.1.2 Audience

This document is intended to be used by the CEO, IT Manager, Director of Operations and any
other members as deemed appropriate by the management. It supports the company’s
responsibility for implementing a cybersecurity program.

3.1.3 Commitment from Management

Westman’s leadership team is committed to the development of this Information Security
Program. It fully supports and owns the ultimate responsibility of this program. This
commitment involves allocating necessary funding to information security work and responding
without delay to new situations. The leadership team will participate in any information security
related event.

3.1.4 Company Overview
Role in the Industrial sector

Westman is a chemical manufacturer producing commercial grade chemical products for use in
the transportation, building and construction, and other industrial products.

Westman operates its manufacturing facility 24 hours per day and 365 days per year, except for a
scheduled maintenance shutdown for about 2 weeks every year, typically at the end of
December. To increase competitiveness, Westman has introduced process automation equipment
to improve the production efficiency and to lower cost. Industrial automation equipment like
Programmable Logic Controller (PLC), Human-Machine-Interface (HMI), and Data Historian
are deployed in the factory to control and monitor the production operation.

The chemical sector is considered a critical infrastructure under the Presidential Policy Directive
21 (PPD-21).

10
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Mission Objectives

1. Maintain Personnel Safety
Westman commits to safe operation of the manufacturing system and to always put
personnel safety as its highest priority. All manufacturing processes, protocols,
automation processes and equipment, operating procedures and guidelines are designed
to ensure personnel safety.

2. Maintain Environmental Safety
Westman complies with all applicable regulations regarding environmental safety.
Westman is committed to ensuring environmentally-friendly operation of its
manufacturing process and working to reduce its environmental footprint. Environmental
impact caused by the manufacturing process is measured and reviewed on a quarterly
basis.

3. Maintain Quality of Product
Westman has a world-class manufacturing facility and process. It has employed state of
the art automation, equipment, and techniques to ensure the high quality of its products. It
has developed a quality assurance program using automation equipment, including PLCs,
Historian, and high precision sensors operating on a high-speed control network to
monitor product quality.

4. Maintain Production Goals
Meeting the monthly production goals is an important objective for Westman and ensures
the supply of products to its customers in a timely fashion. It also maintains financial
stability for Westman.

Constant 24/7 production enables Westman to plan its manufacturing operation to meet
its production goals and customer demand. The investment in automation equipment and
skilled professionals enables Westman to maintain the monthly production goals.

5. Protect Trade Secrets
Westman is committed to protecting its trade secrets, including product development,
manufacturing processes, product quality, and supply chain management.

Role in the Supply chain

Raw materials are supplied through a long-term contract established with suppliers and are
transported to the facility on a regular basis.

The end products are typically sold to customers in a large quantity. Delivery is sub-contracted to
several logistics companies which will handle the transportation from the Westman facility to the
end customers. Westman's products are typically being used as raw materials or addictive for
other industrial manufacturers
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Communication to Company

All critical and operational aspects of the Manufacturing system, key resources should be
documented in network diagrams, manuals or other artifacts. The documentation will be
reviewed on a yearly basis by the Director of Operations with assistance from the IT Manager.
This information will be shared with all employees and contractors depending on their role in the
company.

Critical Manufacturing System Components
Critical manufacturing system components are defined as the following:

o Engineering workstation

e Supervisory PLC

e HMI Server

e OPC and Controller Server
e Historian Database Server
o Network devices

Supporting Services

The supporting services required by Westman are broadband Internet, electricity, natural gas,
and water supply. The broadband Internet connection is a business class service provided by a
national provider with a business class service level agreement.

3.1.5 Information Security Policy

The purpose of this Information Security Policy is to provide an overview of the policies,
standards, procedures and technical controls that make up Westman’s Information Security
Program. This policy is developed and executed by the Director of Operations, and has
expectations set for protecting Westman’s IT and Operational Technology (OT) assets.

3.1.6 Applicable Laws and Regulations

As a chemical manufacturer, Westman is required to comply with all federal and state legal or
regulatory requirements for chemical and hazardous materials. Westman is also required to
comply with all legal, regulatory and safety requirements as an employer.
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3.1.7 Security Organization and Governance

Information security is an inherent part of governance and consists of the leadership,
organizational structures and processes that safeguard Westman’s information, its operations, its
market position, and its reputation.

Organizational Role Security Responsibilities
Chief Executive Officer e Reviewing and approving the information security program
(CEO) and supporting policies, at least annually.

e Assigning the Director of Operations responsibility for
organization’s policies and procedures for use of any IT/OT
assets, implementation, documentation and for meeting its
compliance obligations.

e Serve as Point of Escalation for any incidents.

e Responsible for coordinating data breach response.

Controller / Finances e Report any cybersecurity incidents and concerns to the

Director of Operations

Control Engineers e Report any cybersecurity incidents and concerns to the
Director of Operations.
e Help with the cybersecurity requirements for their specific

area.
e Assist in remediating vulnerabilities if asked by the Director.
Director of Marketing e Report any cybersecurity incidents and concerns to the
Director of Operations
Director of Product e Report any cybersecurity incidents and concerns to the
Development Director of Operations
Director of Operations e Responsible for overall cybersecurity of all IT/OT assets.
e Responsible for remediating vulnerabilities and/or mitigating
any risks.

e Develop, implement and maintain the Cybersecurity Program
and the Cybersecurity Policy documents.

e Actas a liaison between operators, vendors, and management
on matters relating to information security. Acting as a
liaison between plant operators, vendors and management on
matters relating to information security.

e Report to the CEO about the status of the Cybersecurity
Program and cybersecurity related risks or incidents.

IT Manager and IT Team o Remediate vulnerabilities as directed by the Director of
Operations.

e Report any cybersecurity incidents, operational issues, and
concerns to the Director of Operations.

e Assist with the cybersecurity requirements for their specific
business unit and area of expertise.
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e Inform the Director of Operations if a cybersecurity incident
involves a data breach of sensitive information.

General Counsel e Handling of any legal matters regarding cybersecurity
incidents.
e Review external communications related to cybersecurity
incidents.

e Report any cybersecurity incidents and concerns to the
Director of Operations

HR Manager e Handling of any personnel and disciplinary issues relating to
cybersecurity incidents.

e Report any cybersecurity incidents and concerns to the
Director of Operations

All employees, contractors and vendors are responsible for ensuring the security, confidentiality,
and integrity of information by complying with all corporate policies and procedures

3.1.8 Privacy of Personal Information

Employees have no expectation of privacy on Westman systems. All activity on Westman
systems and network is subject to monitoring. Westman is a private organization and any
information stored on its information systems may be subject to disclosure under state

law. Westman will disclose information about individuals only to comply with applicable laws,
regulations or valid legal requests.

3.1.9 Operational Security

Risk Management:

The Director of Operations shall conduct yearly risk assessments to identify potential internal
and external risks to the security, confidentiality and integrity of Westman.

Risk assessment involves evaluating risks and their likelihood along with selecting and
implementing controls to reduce risks to an acceptable level. Each risk assessment documents
major findings and risk mitigation recommendations.

All employees are encouraged to report any potential or existing risks to the Director of
Operations. Once the Director of Operations has identified or acknowledged the risks, the next
course of action will be determined (e.g., accept the risk, seek assistance from the IT Team,
contact a vendor to remediate the risk). Similarly, a vendor or contractor can also notify the
Director of Operations if they identify any threats or risks to their equipment. A

detailed description of risk notification process can be found in Section 3.4 Risk Management
Document.
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Physical Security:

The perimeter of the facility is fenced, and the main entrance has a gate that is open during
business hours and locked after hours. There are two entrances to the main building. One is for
employees only which is normally locked, employees must swipe their company-issued
identification to enter the building. The other entrance located at the front lobby is open during
normal business hours. Guests and visitors are required to sign in with proper identification.

Additionally, personnel security is addressed through pre-employment screenings, adequate
position descriptions, terms of employment, and cybersecurity education and training. Additional
details regarding physical security requirements are mentioned in Section 3.2.6 Physical Security
of the Cybersecurity Policy.

Access Control:

Access to IT and OT systems is based on the principle of least privilege depending on the user’s
role in the organization. Proper authorization and approval by the Director of Operations are
required prior to granting access or operating any components of the manufacturing

system. Controls are in place to restrict access through authentication methods and other
technical means. Passwords are managed through a formal process and secure log-on procedures.
Sensitive systems are explicitly identified and audited regularly.

Appropriate authentication controls are used for external connections and remote users. Physical
and logical access to critical components are controlled. Duties are separated to protect systems
and data and access rights are audited at regular intervals.

3.1.10 Cybersecurity Awareness Training

Cybersecurity awareness information is provided to new employees at the time of hire. Online
resources are provided to educate employees on best practices and the importance of reporting
cybersecurity incidents. Additionally, the Director of Operations will ensure the employee
understands their role and responsibilities in Westman’s Cybersecurity Program.

Any information about potential or existing cyber threats to Westman’s systems may be
exchanged routinely between the Director of Operations and external vendors. Likewise, any
news about email scams, phishing attempts and other malicious actions are posted to inform
users of possible threats.
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Training for Users and Managers

Employees must perform online computer-based training or classroom-based training per
management approval. Below is an example list of potential training options. Trade organization
subscriptions to newsletters and magazines will offer more industry specific training classes.

Example Training

e ICS-CERT VLP! (Virtual Learning Portal)
e SCADAhacker?

e SANS Industrial Control Systems Training®
e ISA Training*

Training for Privileged Users
Training for privileged users includes the assigned training for regular users. Advanced training
will be provided from industry trade groups specializing in automation or other specialty training

organization focusing on cybersecurity for ICS environments.

Example Training

e International Society of Automation (ISA)®
e SANS (Information Security Training)®

Training for Third Party contractors

Third party contractors must complete cybersecurity awareness training before they are allowed
to access any IT/OT systems. Training can be completed in person at a training facility, or online
in a virtual classroom environment.

Example Training

e SANS Industrial Control Systems Training’ (training with instructors — fee applies).
e ICS-CERT VLP8 (Virtual Learning Portal) (virtual classroom environment at no cost).

1 https://ics-cert-training.inl.gov

2 https://scadahacker.com/training.html

3 https://ics.sans.org/training/courses

4 https://www.isa.org/training-and-certification/isa-training/security-cybersecurity-and-ansi-isa99-training-courses/
5 https://www.isa.org

6 https://www.sans.org

7 https://ics.sans.org/training/courses

8 https://ics-cert-training.inl.gov
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3.1.11 Third Party Responsibilities and Requirements

1. Third party contractors and vendors are required to comply with the Cybersecurity Policy
to protect sensitive information and to ensure sensitive information is secured.

2. Third party contractors and vendors will be re-evaluated yearly from the date of
completion of the first security compliance check. During this re-certification process, all
objectives listed in the Security Awareness Training section above will be revisited to
ensure compliance.

3. All remote connections from third party providers will be conducted using a desktop
sharing program. These connections will be monitored and audited.

4. All software and hardware tools used on the network must be approved by the Director of
Operations before they can be used or deployed.

5. Any data that will be shared requires a documented memorandum of understanding to be
executed by both parties.

6. Network accounts will only be created and enabled as required. Accounts used by
vendors for remote access require approval from the Director of Operations. Refer to
Remote Maintenance Approval in the Cybersecurity Policy document for additional
details on the approval process.

3.1.12 Fire Protection, Safety, and Environmental Systems

All fire and safety systems for protecting the manufacturing system must comply with local,
state, and federal laws. This is to include safety regulations for workers’ safety from
Occupational Safety and Health Administration (OSHA). Industry regulations for safety will be
followed per guidance from the regulating industry. Any fire protection systems must be
designed to protect human life as a first priority, and manufacturing equipment as a second
priority. Fire protection for the manufacturing system must be safe to use around electrical
equipment (e.g., PLCs, HMIs, robots, servers). Fire protection systems must be certified
compliant by a licensed and accredited vendor.

All environmental systems (e.g., HVAC) used in the manufacturing system environment must be
compliant with all local, state, and federal laws, and must be designed to protect human life as a
first priority, and manufacturing equipment as a second priority.

3.1.13 Emergency Power

A short-term uninterruptible power supply (UPS) is used to facilitate both an orderly shutdown
and transition of the organization to a long-term alternate power in the event of a major power
loss.
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3.1.14 Incident Management

Westman'’s Incident Response Plan and System Recovery Plan describe the detection, analysis,
containment, eradication, recovery and review of cybersecurity incidents. The process for
responding to cybersecurity incidents is designated in the Incident Response Plan, while the
procedures for system recovery and resilience requirements are defined in the System Recovery
Plan. Cybersecurity incidents are managed by the Director of Operations who ensures that
cybersecurity incidents are promptly reported, investigated, documented and resolved in a
manner that restores operation quickly and, if required, maintains evidence for further
disciplinary, legal, or law enforcement actions. The Incident Response Plan and System
Recovery Plans are reviewed annually and updated as required.

Lessons learned from cybersecurity incidents will be used to revise and improve detection
capabilities while increasing protection for the organization and manufacturing system.

3.1.15 Information Sharing Plan

Information sharing with outside entities like trade organizations and local, state, and federal
agencies can help strengthen cybersecurity. Information sharing, especially when receiving
information from other outside entities, will improve situational awareness, and result in a more
secure manufacturing system.

Trade Organizations

Relationships will be established with trade organizations. These relationships will be used to
share information regarding cybersecurity incidents detected within the manufacturing facility.
Information shared with trade organizations regarding cybersecurity incidents must have all
proprietary information and trade secrets removed. This information will be listed as
unclassified. Information regarding a cybersecurity incident containing information relating to
proprietary, customer, or trade secret process will require a Non-Disclosure Agreement (NDA)
before data is transmitted; this would be considered sensitive information requiring approval
from executive management before being sent.

Local Government

Relationships shall be established with local government with the primary purpose to share
cybersecurity incident data.

State Government

Relationships shall be established with any state government organization with the primary
purpose to share cybersecurity incident data. Trade organizations should be able to provide
contact information for state government incident sharing organizations, if they exist.

18



NISTIR 8183A VoL. 2 CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG
PROCESS-BASED MFG SYSTEM USeE CASE

Federal Government

Relationships shall be established with federal government agencies whose purpose is to share
cybersecurity incident data. Some federal government agencies are listed below.

e DHS (CISA)® Agency for reporting incidents of Phishing, Malware, Vulnerabilities.
e DHS (NCCIC)* Agency for reporting cybersecurity incidents relating to Industrial
Control Systems.

3.1.16 Periodic Reevaluation of the Program

The Cybersecurity Program document will be continuously updated to reflect changes made to
the manufacturing system and to improve cybersecurity. Lessons learned will be incorporated to
help improve this document in the event a cybersecurity incident occurs.

The Director of Operations shall reevaluate and modify the Program from time to time as
deemed appropriate. The Director of Operations shall base such reevaluation and modification
on the following:

e The results of the risk assessment and monitoring efforts
e Any material changes to Westman’s operations, business or infrastructure components
e Any cybersecurity incident

3.1.17 Additional Resources

1. Implementing Effective Information Security Program by SANS Resources®?
2. InfoSec Program Plan by University of Tennessee Knoxville?

3. GCADA Sample Information Security Procedure®®

4. 1T Security Program by Old Dominion University**

9 https://www.us-cert.qov/report

10 https://ics-cert.us-cert.gov/Report-Incident

1 https://www.sans.org/reading-room/whitepapers/hsoffice/designing-implementing-effective-information-security-program-
protecting-data-assets-0f-1398

12 https://oit.utk.edu/wp-content/uploads/2015-11-11-utk-sec-prog-plan.pdf

13 http://www.gcada.org/pdf/Sample%20Information%20Security%20Procedure%20(safequard%20policy).pdf

14 https://www.odu.edu/content/dam/odu/offices/occs/docs/odu-it-security-program.pdf
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3.2 Cybersecurity Policy Document Example

This section provides example content that a Cybersecurity Policy document may contain, including example policy
and procedure statements that were developed for the fictional company Westman. Certain commercial entities,
equipment, or materials may be identified in this document in order to describe a concept adequately. Such
identification is not intended to imply recommendation or endorsement by NIST, nor is it intended to imply that the
entities, equipment, or materials are necessarily the best available for the purpose. Each organization’s information
security experts should identify the content, and policy and procedure statements that will best integrate with their
existing cybersecurity program and manufacturing system infrastructure.

Cybersecurity Policy

for
Westman

Document Owner: Director of Operations
Version

Version | Date Description Author

1.0 02-22-2018 | Initial Draft Director of Operations

2.0 04-21-2018 | Major changes to the initial draft Director of Operations
Approval

(By signing below, approvers agree to all terms and conditions outlined in this document.)

Approvers Role Signed Approval Date
S. Forthright CEO <digital signature> 4-22-2018

3.21 Purpose

This Cybersecurity Policy defines the security requirements for the proper and secure use of IT
and OT services in the organization. The goal of the defined policies is to protect the
organization and its users against cybersecurity threats that could jeopardize the integrity,
privacy, reputation, and business outcomes of the company.
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3.2.2 Scope

This Cybersecurity Policy applies to any employee, contractor, or individual with access to the
manufacturing system, or its data.

3.2.3 Policy Maintenance

The Cybersecurity Policy must be approved by the Director of Operations in consultation with
the IT Manager and CEO before it can be disseminated to employees. Any updates to this
document must also be approved by the Director of Operations.

This policy document will be reviewed by the Director of Operations on an annual basis and will
notify all employees of any updates made to the policy.

3.2.4 Role-based Cybersecurity Responsibilities

Cybersecurity responsibilities vary depending on an individual’s role in the company. Each is
defined below.

Employees

Organizational Role Security Responsibilities

Chief Executive Officer e Reviewing and approving the information security program
(CEO) and supporting policies, at least annually.

e Assigning the Director of Operations responsibility for
organization’s policies and procedures for use of any IT/OT
assets, implementation, documentation and for meeting its
compliance obligations.

e Serve as Point of Escalation for any incidents.

e Responsible for coordinating data breach response.

Controller / Finances e Report any cybersecurity incidents and concerns to the

Director of Operations

Control Engineers e Report any cybersecurity incidents and concerns to the
Director of Operations.
e Help with the cybersecurity requirements for their specific

area.
e Assist in remediating vulnerabilities if asked by the Director.
Director of Marketing e Report any cybersecurity incidents and concerns to the
Director of Operations
Director of Product e Report any cybersecurity incidents and concerns to the
Development Director of Operations
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Director of Operations e Responsible for overall cybersecurity of all IT/OT assets.
e Responsible for remediating vulnerabilities and/or mitigating
any risks.

e Develop, implement and maintain the Cybersecurity Program
and the Cybersecurity Policy documents.

e Act as a liaison between operators, vendors, and management
on matters relating to information security. Acting as a liaison
between plant operators, vendors and management on matters
relating to information security.

e Report to the CEO about the status of the Cybersecurity
Program and cybersecurity related risks or incidents.

IT Manager and IT Team ¢ Remediate vulnerabilities as directed by the Director of
Operations.

e Report any cybersecurity incidents, operational issues, and
concerns to the Director of Operations.

e Assist with the cybersecurity requirements for their specific
business unit and area of expertise.

e Inform the Director of Operations if a cybersecurity incident
involves a data breach of sensitive information.

General Counsel e Handling of any legal matters regarding cybersecurity
incidents.
e Review external communications related to cybersecurity
incidents.

e Report any cybersecurity incidents and concerns to the
Director of Operations

HR Manager e Handling of any personnel and disciplinary issues relating to
cybersecurity incidents.

e Report any cybersecurity incidents and concerns to the
Director of Operations

External Personnel

Role Security Responsibilities

Equipment Vendor e Assist in remediating vulnerabilities, upgrading software
or hardware as required.

e Comply with Westman cybersecurity policy.

Visitor e Comply with Westman cybersecurity policy.
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3.2.5 Employee requirements

1. Employees must complete cybersecurity awareness training and agree to uphold the
acceptable use policy.

2. Employees must immediately notify the Director of Operations if an unescorted or
unauthorized individual is found in the facility.

3. Employees must always use a secure password on all systems as per the password policy.
These credentials must be unique and must not be used on other external systems or
services.

4. Terminated employees must return all company records, in any format.

5. Employees must verify with the Director of Operations that authorizations have been
granted before allowing external personnel to connect to the IT or OT network.

6. Employees must report any physical or cybersecurity incidents to the Director of
Operations.

3.2.6 Physical Security

1. Employees must always use and display company-provided physical identification (ID).

2. IDs must be designed to enable the immediate visual distinction between employees,
external personnel, and visitors.

3. Sharing of IDs for any reason is strictly prohibited.

4. A sign-in sheet will be maintained by the receptionist to record all Visitor visits. These
log records will be reviewed periodically by the Director of Operations.

5. Any visitors, contractors and/or maintenance personnel must always be escorted by an
employee.

6. Unauthorized removal of any company documentation, equipment, or media from the
facility is restricted, unless authorized by the Director of Operations.

7. All activities of visitors, contractors, and maintenance personnel will be subject to
monitoring while onsite. The Director of Operations, or a designated employee, will be
assigned to monitor all computer activities if the visitor, contractor, or maintenance
personnel is connected to any company network.

8. Monthly security status monitoring of the company will be conducted to check for any
physical security incidents.
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Information Technology (IT) Assets

IT assets must only be used for the business activities they are assigned and authorized to
perform.

Every employee is responsible for the preservation and proper use of the IT assets they
have been assigned.

IT assets must not be left unduly exposed.

Desktops and laptops must be locked if left unattended. This policy should be
automatically enforced whenever possible.

IT assets must not be accessed by non-authorized individuals. Authorization can be
obtained from Director of Operations.

Configuration changes are to be conducted through the change control process,
identifying risks and noteworthy implementation changes.

All assets must be protected by authentication technologies (e.g., passwords).
Passwords must follow the password policy.

The Director of Operations must be notified immediately after an asset is discovered to
be lost or stolen.

Use of personal devices to access IT resources is prohibited.

Storage of sensitive information on portable media is prohibited, unless authorized by the
Director of Operations.

Any sensitive information stored on IT assets, or being transported on a portable device,
must be protected in such a way to deny unauthorized access, and must be encrypted in
line with industry best practices and any applicable laws or regulations.

IT Asset Inventory

Description Quantity

SuperMicro Servers 6
Allen Bradley 5700 Switches 2
Allen Bradley 8300 Router 1
HP Tower Workstation 1
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Operational Technology (OT) Assets

OT assets must not be used for operations they are not assigned or authorized to perform.
The Director of Operations and Operators are responsible for the preservation and correct
use of the OT assets they have been assigned.

Physical access to OT assets is forbidden for non-authorized personnel.

All personnel interacting directly with OT assets must have proper training.

The Director of Operations is responsible for all OT devices. A Control Engineer is
solely responsible for maintenance and configuration of the OT devices. No other
personnel are authorized to modify OT asset configurations, including any modification
to interfacing hardware or software.

Usage of security tools on the OT network must be approved by the Director of
Operations.

All operators must be notified before security tools are used on the OT network.

Concept of least privilege must be followed when authorizing access to OT assets.

OT assets, such as PLCs, safety systems, etc., should have their keys in the “Run”
position at all times unless being actively programmed.

Accessing IT devices or internet use from the OT network, or OT assets, unless
authorized, is prohibited.

Use of personal devices to access OT resources is prohibited.

OT Asset Inventory

Description Quantity

Allen Bradley ControlLogix PLC 1

OT Assets Inventory
Lifecycle Accountability of Assets

Any IT or OT asset that needs to be decommissioned must be sanitized of all data, as per
the manufacturer guidelines. This task will be usually performed by the IT Support staff.
In case of an employee termination, an IT asset such as a desktop PC or laptop must be
reimaged prior to assigning it to a different employee.
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3.2.10 System Maintenance

1.

2.

Any maintenance tasks involving external personnel (e.g., contractors, vendors) must be
approved by the Director of Operations.

External personnel with access to company resources must properly secure any resources
that are used to access Westman networks or systems.

All remote maintenance activities will be controlled and monitored to ensure no harmful
or malicious activities occur. Detailed logging of the activity will be performed by an
employee.

All systems and technical controls must be verified upon the completion of maintenance
for any cybersecurity related impact.

The Director of Operations will log all maintenance activities in a Maintenance Tracker.

Data

Access to sensitive data must be authorized by the Director of Operations.

Data must not be shared informally. When access to sensitive information is required,
personnel can request access from the Director of Operations and should take all
necessary steps to prevent unauthorized access.

The Director of Operations must immediately be notified in the event a device is lost
containing sensitive data (e.g. mobiles, laptops, USB devices).

Encrypted portable media or secure protocols must be used while transporting or
transferring sensitive company data.

Extra precautions must be taken by remotely-operating employees to ensure sensitive
data is appropriately protected.

Physical copies of data should be stored in a secure location when not in use.

Personnel should ensure physical copies of sensitive data are not left unattended (e.g., on
a printer or a desk).

Physical copies of sensitive data should be shredded or disposed in a secure manner when
no longer required.
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Data types considered sensitive, proprietary, or containing trade secrets

Digital Physical

Description Databases

Files  Copies

PLC program code v

Chemical formulas

Quality Assurance Procedures

Operating manuals and documentation

Electrical diagrams

Network diagrams

S SEERNEERNEEEN IR RN
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Historical production data

3.2.12 Credentials Management

The purpose of this policy is to establish a standard for the creation of strong passwords,
protection of those passwords, frequency of change and employee expectations.

All staff, vendors, contractors or other stakeholders who use Westman’s IT and OT systems
should be given authenticated access to those systems by assigning individual credentials
[username and password]. All access and restrictions to those access will be controlled by these
credentials.

The creation and removal of IT system accounts is managed via Microsoft Active Directory. In
addition, the IT manager will determine and authorize user access to IT or OT systems.

Westman reserves the right to suspend without notice access to any system or service.
3.2.13 Password Policy for Active Directory Accounts

1. All passwords must be at least 10 characters long and contain a combination of upper-
case and lower-case letters, numbers, and special characters.

2. Passwords must be changed every 90 days and cannot match a password used within the

past 12 months.

Passwords must not be a dictionary name or proper name.

4. Passwords must not be inserted into email messages or other forms of electronic
communication.

5. Employees must choose unique passwords for all company accounts and may not use a
password that they are already using for a personal account.

6. Whenever possible, use of multi-factor authentication is recommended.

w
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7. Default passwords, such as those preconfigured in newly-procured assets, must be
removed before the asset is installed or connected to any organizational network.

8. Sharing of passwords is forbidden.

9. Passwords must not be revealed or exposed to public sight.

10. Personnel must refrain from writing passwords down.

11. Personnel must not use the “remember password” feature prevalent on many applications.

3.2.14 Privileged Accounts
Privileged Users

1. The Director of Operations has privileged access to the manufacturing system within
Westman.

2. The IT Manager has privileged access to the IT infrastructure within Westman.

3. All other privileged user accounts are granted to individuals on a case-by-case basis by
the Director of Operations.

Responsibilities

1. Any privileged user within the manufacturing environment will have two accounts. A
primary account used for normal activities, and a privileged “administrator’” account for
performing privileged functions.

o Primary accounts are used for normal daily operations.

o Primary accounts will have the same rights as a standard Westman user account
(e.g., email access, Internet access).

o Privileged accounts will have administrative privileges and must only be used when
performing administrative functions within the manufacturing system (e.g., system
updates of firmware or software, system reconfigurations, device restarts).

2. Privileged users will adhere to securely using Administrative accounts when performing
duties within the manufacturing system. If a privileged account becomes compromised
this could have a damaging impact on the manufacturing process.

3.2.15 Antivirus

1. Antivirus will be installed on all devices that are able to support this protection (e.g.,
workstations and servers) and be configured to limit resources consumed as not to impact
manufacturing system production.

2. Installed antivirus will be configured to receive push updates from a central management
server, or other antivirus clients if supported.
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1. Only authorized Internet access from the manufacturing system network is permitted.

2. Internet access for individual devices must be approved by the Director of Operations.

3. Inbound and outbound traffic must be regulated using firewalls in the perimeter.

4. All internal and external communications must be monitored and logged. Logs must be
reviewed regularly by the plant operators and reported to the Director of Operations.

3.2.17 Continuous Monitoring

1. Comprehensive network monitoring using commercial or open-source tools to detect
attacks, attack indicators, and unauthorized network connections must be implemented.

2. The manufacturing system must be monitored for any cybersecurity attack indicators.

3. All external boundary network communications will be monitored.

4. All cybersecurity incidents must be logged in the incident response management system
for documentation and tracking purposes.

5. All local, state, federal, regulatory, and other mandated detection activities that apply to
the manufacturing system must be followed in accordance with the law, regulations, or

policies.

o

factors.

\l

Monitoring activity levels will be increased during periods of increased risk or other

. All cybersecurity incidents must be communicated to the personnel defined below:

Event Severity List of Personnel

Low (All Events)

Control Engineers

Medium

IT Staff, Control Engineers

High (Requiring
Urgent Attention)

IT Manager, Director of Operations

8. Details of cybersecurity events will be shared with ICS-CERT*® to help secure the
organization, including helping secure the industry. The Department of Homeland
Security Cybersecurity and Infrastructure Security Agency (CISA) provides services for
manufacturers to report cybersecurity events.

15 https://ics-cert.us-cert.gov/
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3.2.18 User Access Agreement

Each employee provided with access to any IT or OT resources (e.g., the manufacturing system,
email, HR system) will be required to review and accept the terms of a User Access Agreement.

3.2.19 Remote Access

This policy applies to the users and devices that require access to manufacturing system
resources from remote locations. The following rules are applicable for a one-time request.

1. All remote access requires approval by the Director of Operations. The IT Manager must
also be informed. Vendors requesting remote access must be registered with the company
and are required to submit all work order details using the Maintenance Order Approval
Form.

2. Remote access to sensitive information is not permitted on an unencrypted connection.
An exception to this rule may only be authorized in cases where it’s strictly required.

3. A VPN account will be setup by the IT Team and credentials shared with the vendor.
Once connected via a VPN, the vendor will be permitted Remote Desktop access to select
systems such as the Engineering Workstation or HMI Server depending on the nature of
the task. The access will be disabled upon completion of the work.

4. All activities will be subject to monitoring by IT staff. Monitoring will start and continue
until the remote session is no longer required, or work has been completed. Appointed
individuals will indicate when the remote session is active and ensure the manufacturing
system environment has been returned to the same state as before the remote connection
was established.

5. Installation of any software such as desktop sharing software on authorized devices will
be performed by the IT staff.

6. Use of remote access technologies on personal devices is prohibited.

7. All devices connected via remote access technologies must use the most up-to-date anti-
virus software and virus signatures.

8. During an onsite visit, all activities will be subject to monitoring. Dedicated IT personnel
will be assigned to monitor the vendor over the shoulder while he/she is working off a
compulter.

9. Split tunneling will be disabled. All internet bound traffic will be directed through the
corporate network during a VPN session.

30



NISTIR 8183A VoL. 2 CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG
PROCESS-BASED MFG SYSTEM USE CASE

3.2.20 Remote Maintenance Approval Process

Shown below is the approval process and procedure for performing remote maintenance on
IT/OT assets.

Vendor submits a

Maintenance Order

Director of Ops . P )
notifies Vendor for any Approval form with i IT Team sets up VPN

3 ?
aintenance reques the \l"\lork O'rder approved ? > access for the vendor
Details to Dir of

Operations i
Director reviews . The Dir. Of Ops .
the WO discusses the details
with IT Manager.

Correct or
Provide
additional details

A

as requested The Vendor connects remotely
using VPN while an IT
personnel monitors the
connection

Dir of Ops logs details of work
performed

Close Work Order
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Maintenance Order Approval Form

Vendor Name
Vendor Address
Vendor Phone number
Does the Vendor provide support to
Westman currently? 0 YES 1 NO
Does the Vendor system intended to be used
have Anti-virus installed? 0 YES [1NO
1 PC/ Laptops
What items will be supported and/or worked | [ Servers _
upon during this session? 1 Control System Devices
(1 Any other IT/OT Device
(1 Software
Details:
Will any software or program need to be 1 YES [1NO
installed on Westman's systems? Details (if YES):
Does this software require licensing to be
purchased? 1 YES 1 NO
Details of the task to be performed
Is this a recurring activity 1 YES 1 NO
Vendor Signature
Work Approved (To be filled by Director of
Operations) 1 YES 1 NO
Director of Operations Signature
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Acronym Definition

AV Anti-virus

CEO Chief Executive Officer

CISA Cybersecurity and Infrastructure Security Agency

DHS Department of Homeland Security

HMI Human Machine Interface

HR Human Resources

ICS Industrial Control System

ICS-CERT Industrial Control Systems Cyber Emergency Response Team
ID Physical or Logical identification (e.g., badge, login name, etc.)
INFOSEC Information Security

ISA International Society of Automation

IT Information Technology

NCCIC National Cybersecurity and Communications Integration Center
NDA Non-Disclosure Agreement

OSHA Occupational Safety and Health Administration

oT Operational Technology

PLC Programmable Logic Controller

PPD Presidential Policy Directive

SCADA Supervisory Control and Data Acquisition

UPS Uninterruptible Power Supply

uUSB Universal Serial Bus

VPN Virtual Private Network

3.2.23 Definitions

Term Definition

Access Management

The practices, policies, procedures, data, metadata, and technical
and administrative mechanisms used to manage access to the
resources of an organization

Asset A device owned by the organization

AV scanning The act of scanning a device for viruses

Device Electronic hardware (e.g., machine, computer, laptop, phone,
networking equipment)

Employee An individual directly employed by the organization

External personnel

An individual who is not an employee (e.g., contractor, visitor)

Human machine
interface (HMI)

Asset used by personnel to interface and interact with OT (e.qg.,
machines)

Industrial control system
(ICS)

Typically, the hardware and software used to control processes,
or operate machines and manufacturing processes
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Information technology
(Im)

Information Technology which includes devices such as servers,
laptops, workstations, switches and routers.

Least privilege

A user is only authorized to perform the functions necessary to
perform their job

Operating system

Software that operates a device (e.g., Windows, Linux);
typically, the interface used by the user

Operational technology
(OT)

Operational Technology which includes Industrial control
system devices that are used by the manufacturing process.

Personal device

A device owned by an individual; not owned or controlled by the
organization

Personnel

All employees and external personnel, excluding visitors

Portable media

USB flash drive, compact disc (CD), external hard drive, laptop

Remote access
technologies

Software used to connect a device to the IT or OT network via
the Internet, usually performed by personnel located off-site

Security tools

Sensitive Information

Data containing customer, personnel, proprietary, or trade
secrets information pertaining to the operations of the
organization; data that could cause damage to the organization if
obtained by an attacker

Split tunneling

The process of allowing a remote user or device to establish a
non-remote connection with a system and simultaneously
communicate via some other connection to a resource in an
external network. This method of network access enables a user
to access remote devices (e.g., a networked printer) at the same
time as accessing uncontrolled networks. [NIST SP 800-171 R1]

User Individual using a device
Virus signature Data used by antivirus software to identify viruses
Vulnerability A weakness or a flaw in the system which an attacker can

exploit to gain access.

Vulnerability scanning

Software used to detect common or known vulnerabilities on a
device

3.2.24 Additional Resources

1. Security Policies by SANS Resources'®
2. Template for Security Policy by Project Management Docs?’
3. Data Security Policy by Sophos labs?8

16 https://www.sans.org/security-resources/policies

17 http://www.projectmanagementdocs.com/template/Security-Policy.doc

18 https://www.sophos.com/en-us/medialibrary/PDFs/other/sophos-example-data-security-policies-na.pdf?la=en
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3.3 Cybersecurity Operations Document Example

This section provides example content that a Cybersecurity Operations document may contain, including example
policy and procedure statements that were developed for the fictional company Westman. Certain commercial entities,
equipment, or materials may be identified in this document in order to describe a concept adequately. Such
identification is not intended to imply recommendation or endorsement by NIST, nor is it intended to imply that the
entities, equipment, or materials are necessarily the best available for the purpose. Each organization’s information
security experts should identify the content, and policy and procedure statements that will best integrate with their
existing cybersecurity program and manufacturing system infrastructure.

Cybersecurity Operations

for
Westman

Document Owner: Director of Operations
Version

Version | Date Description Author

1.0 02-22-2018 | Initial Draft Director of Operations

2.0 04-21-2018 | Major changes to the initial draft Director of Operations
Approval

(By signing below, approvers agree to all terms and conditions outlined in this document.)

Approvers Role Signed Approval Date
S. Forthright CEO <digital signature> 4-22-2018

3.3.1 Introduction

This document defines the operational steps management and employees will follow ensuring
consistence with response to events occurring within the manufacturing system for Westman.
This document contains content which should be referred to often to help ensure all employees
and individuals performing work within the manufacturing system are familiar with
cybersecurity operations.
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3.3.2 Purpose

To provide a consistent cybersecurity operational environment for supporting the manufacturing
systems.

3.3.3 Scope

Management, employees, contractors, or individuals requiring access to the manufacturing
system for changes should be familiar with the contents included within this document.

3.3.4 Asset Inventory

Identifying assets within the manufacturing system is a vital first step in protecting the company
from malicious activities that could result in disruption to production. Additionally, knowing
what devices are authorized to connect to the network enables the detection of unapproved
devices which could be an indication of malicious activity. Similarly, tracking software installed
on networked devices provides the necessary information to support software update and
patching processes to eliminate vulnerabilities. Westman uses both manual and automated asset
inventory tools to support asset inventory management. Specifically, two types of asset
inventories are performed on the manufacturing system:

e Manual Inventory - Devices that cannot be automatically scanned (e.g., PLC, machining
stations). These devices are manually entered into an excel spreadsheet and updated at
least quarterly.

e Automated Inventory - Devices that can be automatically scanned will be configured in
the asset inventory tool for auditing (i.e., Open-AudIT). Access to Open-AudIT is granted
only to authorized personnel.

All inventory processes are conducted during manufacturing system down time and must include
both hardware and software. Periodic hardware and software scans are performed on devices
within the manufacturing system to detect any unauthorized hardware or software changes.
Examples of changes that might occur within the manufacturing system include updating
software, license, system patches, firmware updates, and adding new devices like PLCs’ or
HMIs’ or other ICS components required for operations. To detect these changes within the
manufacturing system, scans are conducted at least quarterly to record current device
information, configuration, and installed software (e.g., license information, software version,
and configuration). These scan results are used to identify any unauthorized hardware and non-
essential software applications installed on devices within the manufacturing system.

Additionally, device configuration baselines are used to ensure inadvertent changes are detected
before system integrity impacts can affect the manufacturing process. Both manual and
automated methods are used to capture current device configurations for validation against
approved baselines. The manual method is used for ICS devices that do not support automated
scanning tools. Specifically, devices lacking SSH, SNMP, WMI services are manually
documented in the excel spreadsheet. Automated device configuration scans are implemented
using Open-AudIT which was selected for Westman due to scalable configuration depending on
required needs.
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Once scanning has been performed, the information gathered is compared to approved baselines
with any identified changes documented for review and investigation. Any hardware or software
identified within the manufacturing system that is not authorized or required for operations is
scheduled for removal at the earliest opportunity that does not impact the manufacturing process.
Otherwise, for any identified changes, if the change is approved, the associated baseline is
updated to reflect the approved change. If the change is not approved, the device is reverted to
the approved configuration and an investigation into how the unauthorized change was deployed
is performed to determine if a cybersecurity incident occurred.

Device configuration baselines must be reviewed at least quarterly and updated after any
approved engineering change to the manufacturing system. During the period between baseline
reviews, any new equipment added or configuration changes implemented will initiate a new
baseline scan to be performed. Additionally, GRASSMARLIN?® and Wireshark? are used for
updating the environment network diagrams, verifying information flows, and providing any
additional information for supporting baseline updates after new equipment is added to the
environment.

3.3.5 Networking

The Westman network environment for supporting manufacturing must be secured from
unauthorized access and tampering to ensure the availability, integrity, and confidentiality of the
information used to support the manufacturing processes. This requires all network connection
with manufacturing system components be documented and cables clearly labeled to indicate
their designated purpose. Additionally, all network switches must be configured for supporting
network segmentation and port security, to control network traffic and prevent unauthorized
devices from accessing the manufacturing network. Any network connection with the
manufacturing environment will be reviewed and authorized by the Director of Operations
before being placed into production.

To assist with these efforts, Westman creates and maintains a comprehensive network baseline
that provides an accurate document of the network environment and supports the processes to
detect anomalies within the manufacturing system networks. The network baseline
documentation is reviewed and updated at least quarterly to identify all components and
communications required for manufacturing production operations. Tools used for this process
include Open-AudIT, GRASSMARLIN, and Wireshark. Additionally, using company provided
network diagram tools, the network baseline documentation will include detailed network
diagrams for all internal and external network connection including any cloud services.
Specifically, network diagrams will include all relevant information for connection services
provided including: assigned IP address for devices, service provided, data flow directions, data
types, support phone number, customer number, contact person, support level agreement, and
hours of support. The network baseline documentation will also include the configuration details
for network segmentation and port security within the environment.

19 https://github.com/nsacyber/ GRASSMARLIN
20 hitps://www.wireshark.org
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The Westman network for manufacturing systems is segmented to improve speed and
cybersecurity within the environment. Network traffic between network segments is controlled
using firewall network devices configured, based on the approved network baseline, to allow
approved network traffic to enter or leave the manufacturing network segments while dropping
all other traffic. The details associated with the network segmentation, firewalls, and firewall
rules is also included in the network baseline documentation.

The Westman network for manufacturing systems also utilizes managed switches that are
configured with port security enabled. Port security provides the ability to allow authorized
devices, based on their unique Media Access Control (MAC) addresses, to utilize specific
network switch ports. The port security documentation will include a reference to the asset
information for the approved devices and list device MAC addresses with the assigned network
switch and switch port.

Should Westman require vendor or contractor remote maintenance support, these activities will
be coordinated and approved before remote access is allowed. All remote maintenance activities
will be controlled and monitored by a knowledgeable Westman employee to ensure no harmful
or malicious activities occur. Any vendors or contractors connecting to Westman for remote
maintenance will: require approval from the Director of Operations before connecting; utilize the
approved secure remote access procedures; and have the remote access revoked after completing
the approved task(s). All remote access maintenance activities will be documented to ensure a
proper audit trail for activity conducted within the manufacturing systems.

All network devices will be configured to forward logs to the Westman internal Syslog server.
For the Westman network for manufacturing systems, this includes the network switches, the
Cisco Adaptive Security Appliance (ASA) firewall supporting the Cybersecurity LAN network,
and the Stratix 8300 series firewall in the workcell.

At least monthly, authorized Westman personnel will use the information collected from these
devices and the GRASSMARLIN tool to perform comparisons of current network activity to the
documented baseline. These efforts will help identify any unusual traffic which might indicate
either system issues or potential malicious activity. Additionally, switch logs will be checked at
least monthly to ensure no rogue devices have attempted to connect. Any observed network
activity not already documented in the baseline must be reconciled and either incorporated into
the baseline or investigated as a possible system or cybersecurity incident.

Additionally, authorized Westman personnel will utilize a wireless enabled laptop or mobile
device configured to use either the native capabilities of the operating system or approved
wireless scanning software to perform weekly sweeps within the manufacturing areas to detect
for unauthorized wireless devices or rogue access points. Any detected anomalies will be
documented including location(s) of detection and submitted for additional investigation.
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3.3.6 Manufacturing System Security

Adherence to the Cybersecurity Program by all personnel is critical to reduce the risk of
cybersecurity incidents on the manufacturing system. The following sections describe policies
and procedures relating to manufacturing system security.

3.3.6.1 Change Control

Any changes to the manufacturing system must be tracked by the change control process,
ensuring that all personnel are notified of the proposed changes and are involved in the process.
Changes will be formally reviewed and authorized before implementation.

A thorough review of the change must be performed to determine if:

e the change will impact manufacturing system performance, or
e the change will impact the security of the manufacturing system.

Change control reviewers will make a final determination before any changes are performed,
along with justifications for accepted risks.

Approved changes will be scheduled during downtime or other maintenance activities to limit
impact to production. Once changes have been completed, a security review will be conducted to
determine if any unexpected changes to cybersecurity controls occurred as a result of the changes
implemented. Any unexpected cybersecurity control changes are reviewed and processed in
accordance with the Vulnerability and Remediation Management processes.

The manufacturing system will be evaluated quarterly to identify devices that are critical to its
operation. This information will be used to provide a criticality report outlining the critical
equipment and will be used to update other company cybersecurity documents and procedures.

39



NISTIR 8183A VoL. 2

CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG
PROCESS-BASED MFG SYSTEM USeE CASE

Below is a table of devices that must be part of the change control process:

BIOS/Firmware patches, IT programs (Antivirus, Backup

Engmeen_ng Software agent etc.), Plant apps (Factory Talk, RSLinx etc.)
Workstation
Hardware Storage and Memory upgrade
BIOS/Firmware patches, IT programs (Antivirus, Backup
agent etc.), Plant apps (PI, FactoryTalk Services
OPC Server Software Platform, RSLINX, Matrikon OPC)
Hardware Storage and Memory upgrade
BIOS/Firmware patches, IT programs (Antivirus, Backup
Historian VM Software agent etc.), SQL Server patches,
Hardware Storage and Memory upgrade
BIOS/Firmware patches, IT programs (Antivirus, Backup
Plant Simulator Software agent etc.)
Hardware Storage and Memory upgrade
BIOS/Firmware patches, IT programs (Antivirus, Backup
Controller Host Software agent etc.), Plant apps (MATLAB, Matrikon OPC)
Hardware Storage and Memory upgrade
OS Patches (Windows), BIOS/Firmware patches, IT
programs (Antivirus, Backup agent etc.), Plant apps
HMI Host (FactoryTalk View Site, FT Services Platform, FT View
Software Studio)
Hardware Storage and Memory upgrade
PLC Software Firmware upgrade and any type of configuration change
Allen Bradley Firmware upgrade, Firewall rules and any type of
Boundary Router | Software configuration change
Allen Bradley
Layer-2 Switches | Software Firmware upgrade and any type of configuration change
Cisco ASA Firmware upgrade, Firewall rules and any type of
Firewall Software configuration change
Switches Software Firmware upgrade and any type of configuration change
Active Directory | Software Grou_p Policy_ d_eplpyment, User account
creation/modification
Symantec Antivirus version upgrades, Any Endpoint policy
Antivirus Software deployment via Symantec Manager
Nessus Software Running vulnerability scan(s)
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3.3.6.2 Personnel Actions

Actions performed on manufacturing system devices may require authentication. Those actions
are defined in the following tables. The term All Users only applies to users that have been
granted authorization to interact with the device.

Physically/Logically Interact with Device?

Engineering | Supervisory Local OPC | VLAN | Boundary

Workstation PLC HWD | Comirelliy Historian | Server | switches router
Physical
Interaction Y N N Y Y Y Y Y
(All Users)

Logical/Network

Interaction Y Y Y Y Y Y Y Y
(All Users)

HMI User Actions Requiring Authentication

View Modity | gijence/Clear
Process | Process ABTTE
Status | Setpoints
All Users N Y Y

Authentication

Workstation User Actions Re

Loginto | View/Modify | _ £ All Other
Workstation PLC Logic gFiIes g Actions
All Users Y Y Y Y

Historian User Actions Requiring Authentication

View MOdI:fy MOdIfy Login to
Historical Data Historical Configuration Server
Data Desktop/CLI
All Users Y Y Y v

OPC Server User Actions Requiring

Authentication

Modify Login to
Configuration | Desktop/CLI
All Users Y Y
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Controller User Actions Requiring Authentication

Modify Login to Modify Control
Configuration | Desktop/CLI Logic
All Users Y Y Y

VLAN switches User Actions Requiring Authentication

MOd'fy. View switch status
Configuration
All Users Y Y

PLC Actions Requiring Authentication
Power Reboot Process Modify Change Mode (Run/Config)
On/Off Interaction Logic
(Run/Stop/Reset)
All N N N Y Y

Users

3.3.6.3 Monitoring the Manufacturing System

The manufacturing system environment will be monitored for unauthorized activity associated
with personnel, software, network devices, and wireless access points. Westman has established
a central log server (Syslog Server) for supporting this capability and is configured to aggregate
all system-generated logs and store the logs for archival and forensics purposes. Whenever
supported, devices within the manufacturing system must be configured to send log data to the
central syslog repository.

Logs will be checked periodically looking for abnormal alerts being generated from the
manufacturing system. Specifically, logged events will be examined to determine if any impact
the manufacturing process. At a minimum, detected cybersecurity event notification will be
investigated to determine root cause and appropriate remediation steps will be taken to clear
events and return the manufacturing system to a known good operating state. Events impacting
the manufacturing process will be reviewed to determine correlation with risk assessment
outcomes and identify actions required to improve Westman’s cybersecurity posture.

All non-employees physically accessing the manufacturing system will be required to sign the
visitor log, including the date, time of entry, and time of exit. Any unauthorized visitors will be
escorted out of the facility. Visitors must always be escorted by an employee of Westman.
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3.3.6.4 Backups

The following backup procedures are defined for servers and hosts of the manufacturing system:

e Veeam directory backups are performed on select directories containing configuration
and logic data for the manufacturing system are performed weekly during periods of low
volume production (e.g., overnight).

e Veeam full system image backups are performed quarterly during periods of low volume

production (e.g., overnight), and after any engineering change.

Veeam Veeam Full Other Methods
Directory  System Image
Backups

Engineering v v

Workstation

OPC Server v

Process v

Controller

Server

HMI Host v

Server

Local Historian v OSlsoft PI historian data of the

Host manufacturing process is duplicated in
real-time to the DMZ Historian.

Hyper-V Host v

Server

Active v

Directory

Server

Backup Active v

Directory

Server

DMZ Historian v The native OSlsoft PI application backup
feature archives production data from the
manufacturing process. These backups are
stored on the local host; restore the host to
obtain the most recent backup version.
NOTE: Any recovered historical data will
be limited to data present at the time of the
backup.

Symantec v

Antivirus

Server

Security Onion v

Server

Graylog Server v

43



NISTIR 8183A VoL. 2

GTB Inspector
Server

GTB Console
Server

The Hive
Project Incident
Response
Server

Nessus
Vulnerability
Scanner Server
Windows
WSUS Server
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<

The following backup methods described are for hosts and devices that cannot be performed by

the Veeam tool.

Local Historian Database
Virtual Machine

Controller PLC

Manufacturing System
Router / Firewall
Boundary Router
Supervisory LAN Switch
Control LAN Switch

VMware Host

21 hitps://kb.vmware.com/s/article/2042141

Backup of the VHD is handled by the Veeam full system
image of the host server, Local Historian Host (FGS-
61338LHH).

Backup of the PLC project files is handled by the VVeeam full
system image of the Engineering Workstation (FGS-
47631EHH), as the files are stored locally on that host.
Veeam full image backups of Engineering Workstation (FGS-
47631EHH) must be manually performed after any
engineering changes to the PLC project or its configuration.
Backup of the SD card contents is performed annually during
the plant shutdown.

Perform a configuration backup via the CLI or web Ul after
any engineering change.

Perform a configuration backup via the CLI or web Ul after
any engineering change.

Perform a configuration backup via the CLI or web Ul after
any engineering change.

Perform a configuration backup via the CLI or web Ul after
any engineering change.

Perform regular backups of each running Virtual Machine
hosted on VMWware ESXi using Veeam.

Perform a backup of the ESXi Host configuration after any
configuration changes. (see VMWare KB?! for additional
details).
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3.3.6.5 Media Sanitization

Storage media (e.g., flash memory, memory cards, hard drives) must be sanitized before disposal
or removal from the facility. Sanitization procedures for manufacturing system devices are
described below.

Assets / Details
Device type
Hard drives  Tool: DBAN??
0N Servers, Procedure:
workstations 1- Download and create a bootable media of DBAN.
2. Boot the server using the bootable media.
3. Follow the on-screen instructions to run the multiple passes of data wipe.
4. Once complete, verify if wipe was successful by booting the server without
the DBAN media.
Allen Bradley The instructions below are found in the Allen Bradley manual for Stratix
8300 Managed Switches?,
Boundary Proced_ure: _
Router 1. Login to Web Alen console. _
2. Navigate to Device Management > Restart/Reset in the menu.
3. Select Reset Switch to Factory Defaults and click on Submit.
Allen Bradley The instructions below are found in the Allen Bradley manual for Stratix
5700 L2 Managed Switches?,

switch Procedure:
1. Login to Web Admin console.
2. Navigate to Device Management > Restart/Reset in the menu.
3. Select Reset Switch to Factory Defaults and click on Submit.
HMI The HMI program is installed on a Windows 7 system. To uninstall this

program
1. Login to the Windows system via an admin account.
2. Select Control Panel > Programs and Features.
3. Select and Uninstall all “FactoryTalk” components.
4. Reboot the machine, if required.
Allen Bradley The Allen Bradley PLC consists of three modules:
PLC e DeviceNet Scanner,
e ControlLogix Module, and
e HIPROM time.

To reset the HIPROM Time Module?*:
1. Set the rotary switches to 888.
2. Power up the module.

22 https://www.dban.org
23 http://literature.rockwellautomation.com/idc/groups/literature/documents/um/1783-um007_-en-p.pdf
24 http://literature.rockwellautomation.com/idc/groups/literature/documents/um/1756-um538_-en-p.pdf
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To reset the DeviceNet Scanner Module?®:
1. Set the rotary switches to 888.
2. Power on the module.

Instructions for clearing the memory in the ControlLogix 5571 module are
defined in the Allen Bradley ControlLogix 5000 Manual?®.
1. Remove the ESM from the controller.
2. Remove power from the controller.
3. Remove power either by:
a. turning power off to the chassis while the controller is installed in the
chassis, or
b. removing the controller from the powered chassis.
4. Reinstall the ESM into the controller.
5. Restore power to the controller.

3.3.6.6 Resources are Maintained

Resource performance can impact manufacturing process performance. Operators must perform
daily checks on the manufacturing system components they operate or are responsible for. These
checks must include physical observation of all components, and review of any warning
messages or indicators, and any other areas of concern designated by the Director of Operations.

3.3.7 Personnel Training

Training is vital for keeping the company safe from cybersecurity threats. All employees,
contractors and vendors must complete required annual cybersecurity training before being
allowed to work or continue working within the manufacturing system environment. Individuals
with privileged access are required to complete additional training identified by the Director of
Operations or the IT Manager related to managing the cybersecurity controls and configurations
for the devices they are granted privileged access rights.

3.3.8 Vulnerability Management

Vulnerability management is an essential component of any information security program and
the process of vulnerability assessment is vital to effective vulnerability management.

The following general policies apply to vulnerability management:

e The Engineers or IT staff will not make any temporary changes to information systems,
for the sole purpose of "passing” an assessment. VVulnerabilities on information systems
shall be mitigated and eliminated through proper analyses and repair methodologies.

5 http://literature.rockwellautomation.com/idc/groups/literature/documents/in/1756-in566_-en-p.pdf
26 http://literature.rockwellautomation.com/idc/groups/literature/documents/um/1756-um001_-en-p.pdf
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e No devices connected to the network shall be specifically configured to block
vulnerability scans from authorized scanning engines.

e Use caution when running vulnerability scans against OT networks such as the
Supervisory LAN and Field LAN Network. Scans should be scheduled off hours and
during periods of maintenance.

e Itis recommended to run authenticated scans from the vulnerability scanner.

3.3.8.1 Vulnerability Management Process

a

|

IT Staff defines scope Feed scan results . - >
of vulnerability scans in Namicsoft > Encrypt & Email v —po
with Dir of Operations Exportin a report reports to the \/

Director & IT Manager

|

Analyze Analyze
vulnerability > Remediation N
Assign risk & , discuss with
priority levels operators

Patch and Fix Post
S 2 VUInerabilities by Risk Validate Fixes Fix Successful ? U3 2 Maintenance
and Priority monitoring

Document Reports
& Lessons learned

Document Accepted Risk(s)

NO

Schedule
maintenance < Analyze Remediation |
downtime as Options

needed

Westman Chemicals Vulnerability Management Process

3.3.8.2 Vulnerability Scanning and Management Tools

Tenable-Nessus is being used to perform vulnerability scans in Westman. The results generated
by Nessus at the completion of the scan are imported into NamicSoft, a vulnerability
management, parsing and reporting tool. NamicSoft is used to create customized reports and
logically group results for a consistent workflow within the organization. The reports are
reviewed by the Director of Operations and the IT Manager and shared with IT staff members as
required to coordinate remediation or mitigation activities.

3.3.8.3 Vulnerability Scan Targets

All devices connected to the Plant and Supervisory network segments are scanned. The IT Staff
will configure a scan for all network segments of Westman.

A new scan can be established, or a modification can be made to an existing scan, by submitting
a request to the IT Manager.
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Note: If an individual identifies that a scan is impacting the manufacturing process, they must
report the situation immediately to the IT Manager to request stopping the scan and report the
situation to the Director of Operations.

3.3.8.4 Vulnerability Scan Frequencies

Scans are performed by the IT Staff on an on-demand, per-request basis as needed. Due to the
potential impact to manufacturing processes, scans are performed only during scheduled
preventive maintenance periods. The Director of Operations and IT manager shall coordinate at
least one (1) assessment per month for at least the DMZ, Cybersecurity, Management, and
Engineering LAN segments provided the scans can be coordinated without impacting the
manufacturing process. All network segments and devices are scanned during the annual plant
shut down period.

All device scans should be performed during hours appropriate to the business needs of the
organization and to minimize disruption to normal operations. Any new device discovered needs
to be reported, confirmed that the device is approved, and classified under its appropriate group.

3.3.8.5 Vulnerability Reporting

Upon completion of a vulnerability scan, the result is imported into NamicSoft for report
generation. The generated reports are achieved and retained as proof that an assessment occurred
and for supporting trend analysis.

All IT/OT devices are organized into groups in NamicSoft as per the system they reside in. A
device may belong to one or more groups. Reports are generated for the entire system so that the
devices and vulnerabilities can be easily presented to the IT Staff, IT Manager and Director of
Operations. Below is a table of type of reports that are generated and disseminated.

Status Reports Frequency Purpose

Host table with affected Monthly Information is presented for each host.
vulnerabilities

Vulnerability Assessment Monthly Information is presented for both scanned

Report networks.

Host specific report Ad-hoc Information is presented for requested
host.

Mitigated vulnerabilities report | Post remediation | Upon re-scanning a host to check if
vulnerabilities have been mitigated or not
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All vulnerabilities discovered must be analyzed by the Director of Operations and the IT
Manager with assistance from control engineers and OT service contractor (if needed) to decide
the next course of action.

All vulnerabilities discovered should be remediated within the remediation times defined in the
following table.

Severity = Description

Critical

Nessus uses Common Vulnerability Scoring
System (CVSS) for rating vulnerabilities. A
Critical vulnerability has a CVSS base score of
9.0 or 10.

Remediation time

Within 15 days of discovery

High

High-severity vulnerabilities have a CVSS score
between 7.0 and 8.9.

Within 30 days of discovery

Medium

Medium-severity vulnerabilities have a CVSS
score of 4.0 to 6.9 and can be mitigated within an
extended time frame.

Within 45 days of discovery

Low

Low-severity vulnerabilities are defined with a
CVSS score of 1.0 to 3.9. Not all low
vulnerabilities can be mitigated easily due to
applications and normal operating system
operations. These should be documented

Within 180 days of discovery

Info

Info level do not present cybersecurity risk and
are listed for informational purposes only. It is
optional to remediate them.

Not required to remediate
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3.3.9.1 Exception Management

Exceptions are sometimes required as part of the organizational risk management process to
ensure regulatory, cybersecurity, and manufacturing priorities are properly aligned to create a
cost-effective cybersecurity environment for supporting the manufacturing systems. There are
two primary use cases associated with exception requests: false positives — vulnerabilities
identified incorrectly or that are not actually present within the identified system; and risk
acceptance — risks that cannot be avoided, mitigated, or transferred.

False Positives exceptions must be documented and approved by the Director of Operations.
Approved false positives will be submitted to the IT Staff who will update scanning and
reporting to exclude the false positive results from future reports.

Risk acceptances are necessary to address vulnerabilities that may exist in operating systems,
applications, web applications or OT devices that cannot be remediated, or otherwise avoided.
For example, vendors may have appliances that are not patched, services may be exposed for
proper application operations, and systems may still be commissioned that are considered end-
of-life by the developer and manufacturer. Exceptions may also be requested for vulnerabilities
not identified as risks to the system and organization (e.g., if a patchable vulnerability is only
exploitable by a user utilizing a web browser and accessing a compromised website, then a risk
acceptance exception to the patch that has an identified impact on the manufacturing process
could be considered given the mitigations of blocking internet access from the manufacturing
network segments).

Risk acceptance exceptions must be requested through the IT Team with an explanation
containing:

e Mitigating controls: what changes, tools, or procedures have been implemented to
minimize the risk.

e Risk acceptance explanation: details as to why this risk is not relevant to the company
and systems.

e Risk analysis: if the vulnerability is indeed compromised, what risk and systems will be
affected.

Any other exceptions to this policy, such as exemption from the vulnerability assessment process
must be internally discussed and approved by the Director of Operations.
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3.4 Risk Management Document Example

This section provides example content that a Risk Management document may contain, including example policy and
procedure statements that were developed for the fictional company Westman. Certain commercial entities,
equipment, or materials may be identified in this document in order to describe a concept adequately. Such
identification is not intended to imply recommendation or endorsement by NIST, nor is it intended to imply that the
entities, equipment, or materials are necessarily the best available for the purpose. Each organization’s information
security experts should identify the content, and policy and procedure statements that will best integrate with their
existing cybersecurity program and manufacturing system infrastructure.

Risk Management Strategy

for
Westman

Document Owner: Director of Operations
Version

Version | Date Description Author

1.0 02-22-2018 | Initial Draft Director of Operations

2.0 04-21-2018 | Major changes to the initial draft Director of Operations
Approval
(By signing below, approvers agree to all terms and conditions outlined in this document.)

Approvers Role Signed Approval Date

S. Forthright CEO <digital signature> 4-22-2018

This Risk Management Plan defines how cybersecurity risks associated with the Westman
manufacturing systems will be identified, analyzed, and managed. This document can be used by
the Director of Operations and senior management to foresee risks, estimate impacts, and define
responses.

3.41 Scope

Any employee, contractor, or individual with access to the organization’s systems or data.
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3.4.2 Risk Management Process

Risk Management is an iterative process. As the program progresses, more information will be
gained about the program, and the risk statement will be adjusted to reflect the current
understanding. The overall process involves Identifying, Analysis, Categorizing, Remediating,
and Reporting. A Risk Management Log is maintained to track known risks and remediation
efforts.

3.4.3 Identification

Risks will be identified as early as possible in the project to minimize their impact. For the
purposes of this process, risks are threats exploiting vulnerabilities or weaknesses in technology,
processes, or policy that may cause an adverse impact or harm to the organizational operations,
organizational assets, or individuals.

There are many different types of threats that can affect IT and OT infrastructure. Common
threat sources (adapted from NIST SP 800-30%7) include:

e Adversarial — individuals, groups, organizations, or states that seek to exploit the
organization’s dependence on cyber resources.

o Accidental — Erroneous actions taken by individuals in the course of executing their
everyday responsibility

e Structural — Failure of equipment, environmental controls, or software due to gaining,
resource depletion, or other circumstances which exceed expected operating parameters.

« Environmental — Natural disasters and failures of critical infrastructures on which the
organization depends, but which are outside the control of the organization.

The Director of Operations and IT Team will coordinate the formal manufacturing system annual
risk assessments in accordance with the latest version of the NIST SP 800-30?¢ guidance. During
this process, specific organizational threat events will be identified and defined for use in
assessing vulnerabilities and weaknesses to determine if a risk exists.

For continuous monitoring and risk management, Westman’s employees or external contractors
must report any potential risk following the risk notification process described below.
Additionally, software tools including, but not limited to, Nessus and CSET?° are used to support
the risk assessment process by identifying vulnerabilities and weaknesses in the technology,
processes, or policies for the organization.

The Director of Operations will perform a CSET assessment at least annually. Due to the
potential impact to manufacturing processes, scans are performed only during scheduled
preventive maintenance periods. Nessus results will be imported into NamicSoft and reports
generated and distributed to the Director of Operations and the IT Manager. Additionally, other

27 https://nvlpubs.hist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30.pdf
28 https://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-30.pdf
2 https://ics-cert.us-cert.gov/Assessments
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types of risks, such as hardware based, physical, or environmental will be identified and

documented manually.

Note: Any software-based vulnerabilities that cannot be remediated per the Vulnerability
Management Plan will be included in the risk analysis process to determine the appropriate

corrective action.

Risk Notification Process
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3.4.4 Analysis

To begin the analysis process, each vulnerability must be assigned a vulnerability score from 1 to
10. Vulnerabilities identify by CSET will be manually assigned a score from 1 to 10 based on the
severity of the finding by the assessor. For vulnerabilities identified through scanning tools such
as Nessus, the CVSS associated with the vulnerability will be used as the vulnerability score.

At a minimum, vulnerabilities with a score in at the high (vulnerability score: 7.0 to 8.9) and
critical (vulnerability score of 9.0 to 10) range will be analyzed to determine if an associated
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threat or threat event exists that has a probability of occurrence greater than zero. For each
vulnerability, threat pairs, an impact on operations will be estimated. A qualitative risk analysis
process will be used to determine the overall probability and impact levels using the guidance in
the tables below. These factors are then combined to provide an estimated quantitative risk score
for use in reporting and prioritization.

Probability Description Quantitative Value
High Greater than <70 %> probability of occurrence in a year 0.8
Medium _Between <30 %> and <70 %> probability of occurrence 0.5

in a year
Low Below <30 %> probability of occurrence in a year 0.3

Note: At the discretion of the assessor or the Director of Operations, the probability quantitative
value may be adjusted to more accurately represent the probability of occurrence up to a
maximum of 1 representing 100 % probability of occurrence and to a minimum of 0 representing
0 % probability due to no identified threat or threat event being identified for the vulnerability or
weakness.

Description Quantitative Value

High Risk that has the potential to seriously impact production 1
cost, production schedule or performance

Medium Risk that has the potential to moderately impact 0.5
production cost, production schedule or performance

Low Risk that has relatively minor impact on cost, schedule 0.1
or performance

Notes: Overall impact scores are the product of the qualitative level from the impact table and
the asset criticality as defined below resulting in an impact range of 1-10. If an asset criticality
has not been defined, then assume an asset criticality of 10 until the asset can be properly
categorized.

Asset Criticality Matrix

Once a list of Westman assets or systems requiring protection have been identified by the
Hardware Inventory process, they will be assigned a value. Asset Value is the degree of impact
that would be caused by the unavailability, malfunctioning or destruction of the asset.
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Westman will use the following scale to calculate Asset value.

Criticality  Description Asset Value

Critical Loss or damage of this asset would have grave / serious impact to 10
the operations of the Manufacturing system directly impacting
production. This can result in total loss of primary services, core
processes or functions. These assets are single point of failure.

High Loss or damage of this asset would have serious impact to the 7t09
operations of the Manufacturing system directly impacting
production. This can result in major loss of primary services, core
processes or functions. These assets can also be single point of
failure.

Medium Loss or damage of this asset would have moderate impact to the 3t06
operations of the Manufacturing system or Production. This can
result in some loss of primary services, core processes or
functions.

Low Loss or damage of this asset would have minor to no impact on 1to2
the Operations of the Manufacturing system or Production. This
can result in little or no loss of primary services, core processes
or functions.

A list of assets belonging to Westman with assigned value is presented in the table below.

Asset Value Asset Value
IT / Communication Systems High 8
OT / Field Devices - PLC, HMI Critical 10
Electrical Systems Critical 10
Utility Systems Medium 6
Site High 8

3.4.5 Categorization

Categorization of risks begins by computing the overall risk score. The overall risk score is
computed using the following equation:

Risk Score = Vulnerability Score X Probability X Impact X Asset Criticality
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The resulting risk score (1 to 100) is then used for determining the overall risk level (adapted
from NIST SP 800-30%) which is utilize for prioritizing remediation efforts.

Risk Level Description Risk Score

Very High | Very high risk means that the identified vulnerability could be 96 to 100
expected to have multiple severe or catastrophic adverse effects
on organizational operations, organizational assets, or individuals.

High High risk means that the identified vulnerability could be expected | 80 to 95
to have a severe or catastrophic adverse effect on organizational
operations, organizational assets, or individuals.

Medium Moderate risk means that the identified vulnerability could be 21t0 79
expected to have a serious adverse effect on organizational
operations, organizational assets, or individuals.

Low Low risk means that the identified vulnerability could be expected 5t0 20
to have a limited adverse effect on organizational operations,
organizational assets, or individuals.

Very Low | Very low risk means that the identified vulnerability could be Oto4
expected to have a negligible adverse effect on organizational
operations, organizational assets, or individuals.

The resulting risk information is then entered into the risk management log for tracking and for
coordinating remediation.

3.4.6 Remediation

For each risk rated moderate or higher, one of the following approaches will be selected for
remediation:

Avoid — eliminate the threat by eliminating the cause

Mitigate — Identify ways to reduce the probability or the impact of the risk
Accept — accept the risk

Transfer — transfer the risk by having another party responsible for the risk (buy
insurance, outsourcing, etc.)

30 https://nvlpubs.nist.gov/nistpubs/L egacy/SP/nistspecialpublication800-30.pdf
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Risk mitigations and transfer efforts may require additional research and time to implement. As
necessary, the Director of Operations will reach out to IT/OT Vendor for any risks and request
remediation assistance. For any corrective actions taken, including risk acceptance, the risk
management log must be updated.

Each risk mitigation and transfer effort will be maintained on the Risk Management log and
tracked by the Director of Operation until completed. Once completed, an assessment of the
implemented mitigation will be performed to assess the new residual risk level for the
vulnerability and determine if the residual risk is within an acceptable range for continued
operations.

Any risk acceptances must follow the process established in the Remediation Management and
Priorities and Exception Management sections of the Cybersecurity Operations Document.

3.4.7 Reporting

This table describes the frequency and format of how the Director of Operations or IT Manager
will document, analyze, communicate, and escalate outcomes of the risk management processes.

Reporting Description Frequency
Method
Risk A document to report the results of risk Yearly
Management log | identification, analysis, and response
planning
CSET Report A document describing Risk assessment Yearly
results
NamicSoft A document containing results of Nessus Manual/Post
report vulnerability scans. vulnerability assessment

The Director of Operations will share the results of risk assessments (either the Risk
Management Log or CSET Report) with the CEO.
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Sample Risk Management Log

The Risk Management Log will be maintained by the Director of Operations and reviewed in the
monthly senior management meeting. This log captures the results of the latest risk analysis and
the status of planned corrective actions.

Risk
Mitigation
Strategy (e.g. Status
Risk Avoid, Actions (Open, Due
Score Transfer, required closed, In Date
Mitigate or Progress)
Accept the
risk)

Category

Risk (Technical,

Management,  Probability | Impact
Contractual,
External)

3.4.8 Definition and Acronyms

IT Information Technology which includes devices such as servers, laptops,
workstations, switches and routers.

oT Operational Technology which includes Industrial control system devices
that are used by the manufacturing process.

Vulnerability | A weakness or a flaw in the system which an attacker can exploit to gain
access.

3.4.9 Additional Resources

1. Risk Management plan — Maryland Department of Information Technology®!
2. Sample Risk Management plan — State of North Dakota*?

31 doit.maryland.gov/SDLC/Documents/Project%20Risk%20Managment%20Plan.doc
32 https://www.nd.gov/itd/sites/itd/files/legacy/services/pm/risk-management-plan-sample.pdf
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3.5 Incident Response Plan Document Example

This section provides example content that an Incident Response Plan document may contain, including example
policy and procedure statements that were developed for the fictional company Westman. Certain commercial entities,
equipment, or materials may be identified in this document in order to describe a concept adequately. Such
identification is not intended to imply recommendation or endorsement by NIST, nor is it intended to imply that the
entities, equipment, or materials are necessarily the best available for the purpose. Each organization’s information
security experts should identify the content, and policy and procedure statements that will best integrate with their
existing cybersecurity program and manufacturing system infrastructure.

Incident Response Plan

for
Westman

Document Owner: Director of Operations
Version

Version | Date Description Author

1.0 02-22-2018 | Initial Draft Director of Operations

2.0 04-21-2018 | Major revision Director of Operations
Approval

(By signing below, approvers agree to all terms and conditions outlined in this document.)

Approvers Role Signed Approval Date
S. Forthright CEO <digital signature> 4-22-2018

3.5.1 Statement of Management Commitment

Westman’s management team is committed to information security and appropriate incident
response to accidental or deliberate cybersecurity incidents within the company. Westman has
created the Incident Response Plan to establish an actionable information security incident
handling capability that includes planning, detection, analysis, containment, and reporting for
cybersecurity incidents.
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3.5.2 Purpose and Scope

An incident can be defined as an occurrence that actually or potentially jeopardizes the
availability, integrity, or confidentiality of the manufacturing system or the information the
system processes, stores, or transmits or that constitutes a violation or imminent threat of
violation of security policies, security procedures, or acceptable use policies. This document
describes the plan for responding to cybersecurity incidents at Westman. It defines the roles and
responsibilities of personnel, incident classification, the incident response workflow, and
reporting requirements. The purpose of this plan is to determine the scope and risk of
cybersecurity incidents, respond appropriately to the incident, communicate the incident with all
stakeholders, and reduce the likelihood of future impact. This plan applies to all manufacturing
system personnel, networks, systems, and data of Westman.

3.5.3 Roles and Responsibilities

The Incident Response Team is comprised of the following personnel. Personnel responsibilities
are also described. Further personnel responsibilities are defined throughout this plan.

Role Incident Response Responsibilities

e Serves as a primary point of contact for any cybersecurity
incident.

Director of Operations | ¢  Epsure all employees understand how to identify and report a
cybersecurity incident.

e Leads the investigation for incidents, completing the Incident
Report, and reporting to the CEO as required.

e Documents all details of cybersecurity incidents.

e Reporting cybersecurity incidents, operational issues or
) concerns to the Director of Operations.
Control Engineer(s) | o Assisting with incident response when this plan is activated.

e Assist in investigation, troubleshooting, and mitigation of
cybersecurity incidents.

I'T Manager e Advises the Director of Operations regarding procedures,

policies and best practices for incident response.

¢ Handling of any legal matters or questions regarding a
cybersecurity incident.

General Counsel e Review of external communications related to a cybersecurity
incident.

e Coordinate with the HR Manager to inform law enforcement if
a cybersecurity incident involves a data breach of sensitive
information (e.g., PII).

e Handling of any personnel and disciplinary issues relating to a
cybersecurity incident.

HR Manager e Inform the Director of Operations if a cybersecurity incident

involves a data breach of sensitive information (e.g., PII).
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3.5.4 Policy

1.

Upon notification of a cybersecurity event, the Director of Operations must
determine if the Incident Response Plan should be activated based on available
information from event.

The Director of Operations must inform all personnel listed in Section 3.5.7 of this
document when the response plan has been activated.

Impact to the manufacturing system must be determined by thorough investigation,
and an incident type and severity level assigned. The Incident Report Template form
should be used for this purpose. The severity level will be assigned by the Director
of Operations in consultation with the IT Manager.

Approval must be received from the CEO and General Counsel if additional
resources (i.e., external entities) are to be contacted to assist with incident response
(e.g., forensic investigators, IT consultants, cybersecurity consultants, law
enforcement, etc.).

The Director of Operations or IT Manager must coordinate the Incident Response
Plan with stakeholders.

User awareness, training, and testing procedures must be reviewed after every
incident and updated as necessary.

The General Counsel should be involved throughout the incident response due to the
potential for legal action arising from the incident.
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3.5.5 Incident Response Workflow

The Incident Response workflow must operate as follows.

Communication Polices & Procedures

Incident Management

Preparation System

* Contact List Internal * IR Procedure
* Contact List External » System Recovery

Training Access to Backups

IDENTIFICATION

Determine if false positive
Identify affected devices
Estimate IMPACT
Categorize Incident Type

Create an incident in
the Incident
Management System

Notify Dir. of
Operations

Detection &

Analysis
Director of Ops. determines response in
accordance with Recovery plan & co-
Pedorm.F(?RENSIC YES L ordinates with General Counsel to inform
Analysis if reqd A3 Vs SESEI

Law enforcement if sensitive data was
involved

Containment INCIDENT CONTAINMENT INCIDENT REMEDIATION Activate System Recovery plan

g Loy Isolate affected device (if reqd.) Remove cause of Incident Perform actions to prevent risk of future
Eradication & Change credentials Quarantine system if affected by breaches
Recove ry Network containment malware

Apply patches/fixes as necessary

Perform vulnerability scan
Monitor system

Post Incident
Activity

FOLLOW UP g
Document lessons learned

Director finalizes the Incident Report
Email report to CEO

Close the case

7
2 in INCIDENT

SHARE INFORMATION

00— MANAGEMENT ¢ Director/CEQ to share incident

pC— SYSTEM

details with Stakeholders &

designated partners
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Internal and External Communications

The following policies are applicable to internal and external communications that are performed
during an incident response:

The CEO must identify and promptly contact primary partners, stakeholders, and
customers to inform them about response activities. This should be performed once the
impact of the incident is understood, and a corporate response has been prepared.

The Director of Operations must contact all personnel responsible for system recovery,
listed below, once this plan has been executed.

The Director of Operations must establish reporting requirements on the progress of
incident response activities to stakeholders.

Communications with any external entities must be initiated by personnel explicitly
authorized by this plan, or as authorized by the Director of Operations during execution
of this plan.

Approval must be received from the CEO and General Counsel before collaborating with
any outside entity during an incident response.
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The following table contains the contact information for critical Westman personnel who will
likely be involved in the Incident Response process.

Contact Information

S. Forthright Chief Executive
Officer (CEOQ)

W. Lumbergh Director of
Operations

E. Dufresne Control Engineer

M. West General Counsel

E. Kenmore IT Manager

J. Smith HR Manager

Mobile
Alternate
Email
Work
Mobile
Alternate
Email
Work
Mobile
Alternate
Email
Work
Mobile
Alternate
Email
Work
Mobile
Alternate
Email
Work
Mobile
Alternate
Email
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301-555-0141 ext. 102
240-555-0159

301-555-3554
s.forthright@nist-westman.com
301-555-0141 ext. 103
240-555-0110

301-555-3110
w.lumbergh@nist-westman.com
301-555-0141 ext. 110
240-555-0543

301-555-3543
e.dufresne@nist-westman.com
301-555-0141 ext. 107
240-555-2173

301-555-3173
m.west@nist-westman.com
301-555-0141 ext. 108
240-555-0824

301-555-3824
e.kenmore@nist-westman.com
301-555-0141 ext. 109
240-555-0543

301-555-3543
j.smith@nist-westman.com



NISTIR 8183A VoL. 2 CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG
PROCESS-BASED MFG SYSTEM USeE CASE

3.5.8 External Contact Information

The following table contains the contact information for external entities that may be contacted
while execution of the Incident Response Plan is ongoing to support or provide relevant
information to support the response process. External entities and organizations listed below
must only be contacted by authorized personnel, as per the guidance described in this plan.

Contact Contact Information

Type
OT Contractor General Work 1-800-555-6543 Option 1, 3, 5
Cyberdyne Systems Support Mobile N/A
Account # 88525462A Alternate N/A

Email support@cyberdynesystems.com
Power Company General Work 1-800-555-4343 Option 1,4,7,9
Account # 5486548 Support Mobile N/A

Alternate N/A

Email N/A
Telecom Carrier General Work 1-800-555-8769
Account # 3340444 Support Mobile N/A

Alternate N/A

Email N/A
Insurance Provider Agent Work 1-800-555-7643
Account # 8858444 (R. Parr) Mobile 240-555-5698

Alternate 240-555-5433

Email r.parr@insuricare.com

3.5.9 Information Sharing Policy

1. The Director of Operations, in collaboration with the CEO, IT Manager, and General
Counsel, must promptly prepare a report detailing relevant information about the
incident response, and may share the report with designated sharing partners.

2. All communications regarding information sharing about an incident or incident
response to external parties must be made in consultation with the CEO.

3.  The CEO, Director of Operations, IT Manager, and General Counsel must determine
the relevant information about the incident to be shared.
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3.5.10 Public Communications

1.
2.

ok~

Any public response must be clear, consistent, and professional.

The CEO and General Counsel must approve all public communications regarding a
cybersecurity incident.

If required, an outside public relations firm may be contracted to assist in development of
a response and responding to any public inquiry.

All communications with the media must be approved by the CEO and General Counsel.
The CEO, Director of Operations, or General Counsel may communicate the public
response, depending on the severity of the cybersecurity incident.

3.5.11 Plan Maintenance

This plan must be reviewed and updated after:

the plan is executed in response to a cybersecurity incident,

the plan is executed during an incident response exercise,

any organizational changes, or

any modifications or maintenance to the manufacturing system or its components that
may impact this plan.

The Director of Operations must update the document in consultation with Controls Engineers
and other personnel, as required, and must communicate any changes or updates made to this
policy to personnel responsible for its execution.

3.5.12 Plan Testing

This plan must be tested during planned downtime each calendar year. During this time, Incident
Response team members must be convened to perform the following activities:

incident response tabletop exercises,

review of the documented procedures,

validation of plan effectiveness,

identification of any gaps or weaknesses in the plan execution, and
update the plan with any outdated or missing information.
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Westman defines the following types of cybersecurity incidents for internal classification.

Incident Type

Intrusion

Denial of Service (DoS)

Virus or malware

Social engineering

Data loss

Missing or stolen IT/OT hardware

User account compromise

System misuse

33 CNSSI 4009-2015 (IETF RFC 4949 Ver 2)

Description

A security event, or a combination of multiple
security events, that constitutes a security incident
in which an intruder gains, or attempts to gain,
access to a system or system resource without
having authorization to do s0.%

The prevention of authorized access to a system
resource or the delaying of system operations and
functions.®*

Software or firmware intended to perform an
unauthorized process that will have adverse impact
on the confidentiality, integrity, or availability of an
information system. A virus, worm, Trojan horse, or
other code-based entity that infects a host. Spyware
and some forms of adware are also examples of
malicious code.®

An attempt to trick someone into revealing
information (e.g., a password) that can be used to
attack systems or networks.®

The exposure of proprietary, sensitive, or classified
information through either data theft or data
leakage.®’

Any manufacturing system hardware (in-use,
backup, spare, or surplus) that cannot be accounted
for.

The unauthorized disclosure, modification, or use of
a user account on the manufacturing system.

The unauthorized use of a manufacturing system
component.

34 NIST SP 800-82 Rev. 2 under Denial of Service (DoS) (RFC 4949)
35 NIST SP 800-82 Rev. 2 under Malware (NIST SP 800-53)
3 NIST SP 800-82 Rev. 2 under Social Engineering (NIST SP 800-61)

37 CNSSI 4009-2015 (NIST SP 800-137)
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3.5.14 Incident Severity Classification

The severity of a cybersecurity incident is determined based on the impact to manufacturing
operations, the information impact, the potential for future operational or information impacts,
and the recoverability. The table below describes the classification levels for incident severity,
and their classifiers.

Severity Classifiers

High e All users of the company are impacted.

e One or more of the mission objectives are severely impacted (e.g., production
impact or stoppage).

e Sensitive information loss (i.e., data breach).

e There is no temporary operational procedure to maintain or restore
manufacturing system production.

e Recoverability is unpredictable, additional resources and outside help are
required, or recovery is not possible. %

Moderate e One or more of the mission objectives are impacted.

e There are temporary operational procedures that can be implemented to
maintain or restore manufacturing system production.

e Service interruption potentially affects specific users and does not involve
sensitive or personal data breach.

e Non-sensitive information loss (i.e., data breach).

e Recoverability is predictable with existing or additional resources. 3

Low e No impact to mission objectives.

e Service interruption potentially affects only one user and does not involve
sensitive information loss.

e Recoverability is predictable with existing resources.

3 NIST SP 800-61 Rev. 2
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3.5.15 Incident Report Form Template

Incident Reporting Form 3940
Contact Information

Date: Time:
Name: Title: Dept:
Office Phone:
Incident Details
Incident Date: | | Incident Time:
Type of Incident - Check all that apply

O Intrusion O System Misuse [0 Social Engineering

O Denial of Service O Data Breach O User Account Compromise

O Virus / Malware O Hardware Stolen O Other

Description of Incident:

Impact or Potential Impact - Check All that Apply

O Loss or Compromise of Data O Financial Loss

O Damage to Systems O Other Organizations Affected

O Damage to Public [0 Damage to Integrity or Production
O System Downtime O Unknown at this time

Description of Impact:

39 pennsylvania Department of Human Services, http://www.dhs.pa.gov/cs/groups/webcontent/documents/form/p_031584.doc
40 AHIMA BOK, https://bok.ahima.org/doc?0id=76732
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Incident Reporting Form (cont.)
Affected Systems
Host IP Address Applications (if any) Operating System

Scope of Data Loss (if any)

O Public - Data previously approved for release or is publicly available.

O Internal Use - Data intended for internal company use, other affiliated organizations, or
business partners. Unauthorized disclosure may be against laws or regulations and may
cause harm the company or its business partners or its customers.

O Sensitive - Private, proprietary, customer, or trade secret data. Restricted to those with
legitimate business need for access. Unauthorized disclosure is against laws or regulations,
and will likely harm the company, its business partners, or customers (e.g., trade secrets,
source code, personnel data, PII).

Data Loss Details

Description of Data Loss:

Follow Up Actions Initiated

O Law Enforcement Notified O System Removal from Network
O Restored from Backups O Log Files Examined
O AV Definitions Updated 0 No Actions

O System Reimage or Quarantine O Other
Description of Actions Initiated:

Director of Operations Sign-Off
Name: Signature: Date:
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3.5.16 Acronyms

Acronym Definition

CEO Chief Executive Officer

CNSSI Committee on National Security Systems Instruction

DMZ Demilitarized Zone

DOS Denial of Service

HR Human Resources

IRP Incident Response Plan

IT Information Technology

LAN Local Area Network

NIST SP National Institute of Standards and Technology Special
Publication

NTP Network Time Protocol

oT Operational Technology

Pl Personally Identifiable Information

PLC Programmable Logic Controller

RFC Request for Comment

SD Secure Digital

VHD Virtual Hard Drive

3.5.17 Definitions

Term Definition

Sensitive Proprietary, customer, trades secret or other information with
access restricted to those with legitimate business need.
Unauthorized disclosure is against laws or regulations, and will
likely harm the company, its business partners, or customers
(e.g., trade secrets, source code, personnel data, PII).

Incident An occurrence that actually or potentially jeopardizes the
availability, integrity, or confidentiality of the manufacturing
system or the information the system processes, stores, or
transmits or that constitutes a violation or imminent threat of
violation of security policies, security procedures, or acceptable
use policies.

Internal Use Data intended for internal company use, other affiliated
organizations, or business partners. Unauthorized disclosure may
be against laws or regulations and may cause harm the company
or its business partners or its customers.

Personnel All employees, contractors, vendors, and individuals authorized
to perform work at the facility, physically or remotely.
Public Data previously approved for release or is publicly available.
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Term Definition \
Stakeholder Individual or organization having a right, share, claim, or
interest in a system or in its possession of characteristics that
meet their needs and expectations. (e.g., Business Owners,
System Owners, Integrators, Vendors, Human Resources
Offices, Physical and Personnel Security Offices, Legal
Departments, Operations Personnel).

Vulnerability Weakness in an information system, system security procedures,
internal controls, or implementation that could be exploited or
triggered by a threat source.
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3.6 System Recovery Plan Document Example

This section provides example content that a System Recovery Plan document may contain, including example policy
and procedure statements that were developed for the fictional company Westman. Certain commercial entities,
equipment, or materials may be identified in this document in order to describe a concept adequately. Such
identification is not intended to imply recommendation or endorsement by NIST, nor is it intended to imply that the
entities, equipment, or materials are necessarily the best available for the purpose. Each organization’s information
security experts should identify the content, and policy and procedure statements that will best integrate with their
existing cybersecurity program and manufacturing system infrastructure.

System Recovery Plan

for
Westman

Document Owner: Director of Operations
Version

Version | Date Description Author

1.0 02-22-2018 | Initial Draft Director of Operations

2.0 04-21-2018 | Major changes to the initial draft Director of Operations
Approval

(By signing below, approvers agree to all terms and conditions outlined in this document.)

Approvers Role Signed Approval Date
S. Forthright CEO <digital signature> 4-22-2018

3.6.1 Purpose

The System Recovery Plan is designed to ensure the continuation of vital
manufacturing/business processes in the event a cybersecurity incident occurs. Its purpose is to
provide a structured approach for responding to cybersecurity incidents by leveraging the
infrastructure inventory and configuration information relevant to the organization’s IT and OT
environments to restore operational capabilities.
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3.6.2 Objectives

This System Recovery Plan has been developed to accomplish the following objectives:

e limit the magnitude of any loss by minimizing the duration of a manufacturing
interruption,

e assess damage, repair the damage, and restore manufacturing system operation,

e manage the recovery operation in an organized and effective manner, and

e prepare personnel to respond effectively in system recovery situations.

3.6.3 Plan Execution

This plan is executed during or after a cybersecurity incident, as directed by the Director of
Operations.

3.6.4 Roles and Responsibilities

The Incident Response team will be repurposed as the System Recovery team while execution of
the System Recovery Plan is ongoing. Team members will have the following roles and
responsibilities:

Role Responsibilities

Director of Operations e Lead and oversee the entire system recovery process.
e Contact any contractors or vendors for assistance, as
needed.

e Make sure all employees understand their roles and
responsibilities.

e Update this document as per the Maintenance Policy.

e Update the CEO periodically on the progress of the
system recovery process.

Chief Executive Officer (CEO) | e Assist the Director of Operations in their role as

required.
e Serve as point of escalation for any issues.
Control Engineers, IT Staff e Recover, restore, troubleshoot, and resolve any

recovery issues on manufacturing system hardware,
software, or systems.

e Escalate any issues related to recovery to the Director
of Operations.

e Comply with this plan.

OT Contractors e Assist with the recovery of any manufacturing system
hardware, software, or systems, as required.

e Aduvise the Director of Operations of any
recommended procedures, policies, and best practices
to assist with the recovery process.

e Comply with this plan.
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Internal and External Communications

All communications guidance provided in the Incident Response Plan also applies to the System
Recovery Plan. The following recovery-specific guidance must also be followed:

3.6.6

The CEO will contact primary partners and customers to inform them about recovery
activities. This should be performed once the impact of the incident is understood, and a
corporate response has been prepared.

The Director of Operations will contact all personnel responsible for system recovery,
listed below, once this plan is executed.

The General Counsel will be involved throughout the system recovery process due to the
potential for legal action arising from the cybersecurity incident.

The Director of Operations, IT Manager, and Control Engineers will periodically update
the CEO and other stakeholders on the progress of recovery activities. The CEO will
define the required stakeholders and update period based on the impact of the incident.
Communications with external entities must be initiated by personnel explicitly
authorized by this plan, or as authorized by the Director of Operations during execution
of this plan.

Restoring Trust

The CEO or Director of Operations, with the advice of any contracted consultants and
forensic experts, will notify all partners, vendors, and customers of the steps taken to
restore the manufacturing system and strengthen cybersecurity controls.

The Director of Operations and IT Manager will discuss with employees the cause for the
plan to be executed and what actions are being taken to avoid similar incidents from
occurring in the future.

After the cybersecurity incident has been mitigated and all facts surrounding the incident
are known, the Director of Operations will provide a full report to be released publicly.
The report will contain content relevant to the cybersecurity incident, along with the steps
being taken to safeguard the manufacturing system, and describe the actions being taken
to avoid similar incidents from occurring in the future.

75



NISTIR 8183A VoL. 2

3.6.7 Personnel Contact Information

CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG

PROCESS-BASED MFG SYSTEM USeE CASE

The following table contains the contact information for critical Westman personnel who will
likely be involved in the system recovery process.

Name Title

S. Forthright Chief Executive
Officer (CEO)

W. Lumbergh Director of
Operations

E. Dufresne Control Engineer

M. West General Counsel

E. Kenmore IT Manager

J. Smith HR Manager

Contact
Type
Work
Mobile
Alternate
Email
Work
Mobile
Alternate
Email
Work
Mobile
Alternate
Email
Work
Mobile
Alternate
Email
Work
Mobile
Alternate
Email
Work
Mobile
Alternate
Email
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Contact Information

301-555-0141 ext. 102
240-555-0159

301-555-3554
s.forthright@nist-westman.com
301-555-0141 ext. 103
240-555-0110

301-555-3110
w.lumbergh@nist-westman.com
301-555-0141 ext. 110
240-555-0543

301-555-3543
e.dufresne@nist-westman.com
301-555-0141 ext. 107
240-555-2173

301-555-3173
m.west@nist-westman.com
301-555-0141 ext. 108
240-555-0824

301-555-3824
e.kenmore@nist-westman.com
301-555-0141 ext. 109
240-555-0543

301-555-3543
j.smith@nist-westman.com
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3.6.8 External Contact Information

The following table contains the contact information for external entities and organizations that
may be contacted while execution of the System Recovery Plan is ongoing to support or provide
relevant information to support the recovery process. External entities and organizations listed
below must only be contacted by authorized personnel, as per the guidance described in this
System Recovery Plan.

Contact Contact Information

Type
OT Contractor General Work 1-800-555-6543 Option 1, 3, 5
Cyberdyne Systems Support Mobile N/A
Account # 88525462A Alternate N/A

Email support@cyberdynesystems.com
Power Company General Work 1-800-555-4343 Option 1,4,7,9
Account # 5486548 Support Mobile N/A

Alternate N/A

Email N/A
Telecom Carrier General Work 1-800-555-8769
Account # 3340444 Support Mobile N/A

Alternate N/A

Email N/A
Insurance Provider Agent Work 1-800-555-7643
Account # 8858444 (R. Parr) Mobile 240-555-5698

Alternate 240-555-5433

Email r.parr@insuricare.com

3.6.9 Plan Maintenance

The System Recovery Plan must be reviewed and updated after:

e the plan is executed in response to a cybersecurity incident,

e the plan is executed during an incident response or recovery exercise,

e any organizational changes, or

e any modifications or maintenance to the manufacturing system or its components that
may impact this plan.

The Director of Operations is responsible for updating the document in consultation with
Controls Engineers and other personnel, as required.
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3.6.10 Plan Testing

This plan must be tested during planned downtime each calendar year. During this time, System
Recovery team members must be convened to perform the following activities:

system recovery tabletop exercises,

review of the documented procedures,

validation of plan effectiveness,

identification of any gaps or weaknesses in the plan execution, and
update the plan with any outdated or missing information.

3.6.11 Hardware to be Recovered

The following tables document important information to support the recovery of manufacturing
system devices. Each device is listed in its own table with relevant information (e.g., hostname,
file systems, physical location, backup strategies). The recovery strategies for each device below
is described in Section 3.6.12. For more detailed system information regarding each host,
reference the Hardware Inventory.

3.6.11.1 Plant Servers

Engineering Workstation

Hostname FGS-47631EHH

Model HP 7230

IP Address 172.16.3.10

Network Engineering LAN

Location Cabinet 101

Type Physical

Operating System Windows 7

File System(s) C: (465GB)

Backup Strategies Veeam directory backups are performed on select directories
containing configuration and logic data for the manufacturing
system:

e weekly during periods of low volume production (e.g.,
overnight).
Veeam full system image backups are performed:
e quarterly during periods of low volume production (e.g.,
overnight), and
o after engineering change.
Recovery Priority Medium
Sl asiiencnl s Veeam Directory Recovery (Section 3.6.12.1)
Veeam Full Image Recovery (Section 3.6.12.2)
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OPC Server
Hostname FGS-613380SH
Model Supermicro 297X
IP Address 172.16.2.5
Network Supervisory LAN
Location Cabinet 101
Type Physical
Operating System Windows 7
File System(s) C: (233 GB)
O:\OPC Share (\\172.16.2.5)
Backup Strategies Veeam full system image backups are performed:
e quarterly during periods of low volume
production (e.g., overnight), and
e after engineering change.
Recovery Priority High
Recovery Strategies Veeam Full Image Recovery (Section 3.6.12.2)

Process Controller Server

Hostname FGS-61338CH

Model Supermicro Z97X

IP Address 172.16.1.5

Network Operations LAN

Location Cabinet 101

Type Physical

Operating System Windows 7

File System(s) C: (233 GB)

Backup Strategies Veeam full system image backups are performed:
e quarterly during periods of low volume

production (e.g., overnight), and

e after engineering change.

Recovery Priority High

Recovery Strategies Veeam Full Image Recovery (Section 3.6.12.2)
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HMI Host Server

Hostname FGS-61338HH
Model Supermicro Z97X
IP Address 172.16.1.4
Network Operations LAN
Location Cabinet 101
Type Physical
Operating System Windows 7
File System(s) C: (233 GB)
O:\OPC_Share (\172.16.2.5)
Backup Strategies Veeam full system image backups are performed:

e quarterly during periods of low volume
production (e.g., overnight), and
e after engineering change.

Recovery Priority High
Recovery Strategies Veeam Full Image Recovery (Section 3.6.12.2)

Local Historian Host

Hostname FGS-61338LHH

Model Supermicro Z97X

IP Address 172.16.2.5

Network Supervisory LAN

Location Cabinet 101

Type Physical

Operating System Windows 7

Hosted VMs Local Historian Database Virtual Machine (WIN-
FPVTDCDEUCR)

File System(s) C: (233 GB)
O:\OPC Share

Backup Strategies Veeam full system image backups are performed:

e quarterly during periods of low volume
production (e.g., overnight), and
e after engineering change.
OSlsoft PI historian data of the manufacturing process is
duplicated in real-time to the DMZ Historian (PI-DMZ).
Recovery Priority High
Recovery Strategies Veeam Full Image Recovery (Section 3.6.12.2)
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Local Historian Database Virtual Machine

Hostname WIN-FPVTDCDEUCR
Model N/A
IP Address 172.16.2.14
Network Supervisory LAN
Location Local Historian Server (FGS-61338LHH)
Type Virtual Machine
Operating System Windows Server 2008
File System(s) C: (50 GB, VHD)
W:\Eng_Workstation (\172.16.3.10)
Backup Strategies Backup of the VHD is handled by the Veeam full system

image of the host server, Local Historian Host (FGS-
61338LHH).

Recovery Priority High

Recovery Strategies Veeam Full Image Recovery (Section 3.6.12.2) of host file
system (FGS-61338LHH).

Controller PLC
Model Allen-Bradley Logix 5571

IP Address 172.16.2.102

Network Supervisory LAN

Location Cabinet 101

Type Physical

Backup Strategies Backup of the PLC project files is handled by the
Veeam full system image of the Engineering
Workstation (FGS-47631EHH), as the files are
stored locally on that host.
Veeam full image backups of Engineering
Workstation (FGS-47631EHH) must be manually
performed after any engineering changes to the
PLC project or its configuration.
Backup of the SD card contents is performed
annually during the plant shutdown.
Recovery Priority High
Recovery Strategies PLC Logic Recovery (Section 3.6.12.4)
PLC SD Card Recovery (Section 3.6.12.5)
PLC Firmware Recovery (Section 3.6.12.6)
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3.6.11.2 Network Devices

Manufacturing System Router / Firewall

Hostname CiscoASA

Model Cisco ASA 5512

IP Address(es) Corporate Network: REDACTED
Cybersecurity LAN: 10.100.0.1
DMZ LAN: 10.100.1.1
Management LAN: 10.100.2.4
Location Cabinet 102

Type Physical

Operating System Firmware: FTD 6.2.3.7 Build 51
Backup Strategies Manual. Performed via the CLI or web UI.

Recovery Priority High
Recovery Strategies Cisco ASA Recovery (Section 3.6.12.7)

Boundary Router

Model Allen-Bradley 8300

IP Address 10.100.2.8

Location Cabinet 101

Type Physical

Operating System Firmware: V15.2(4a) EA5 Crypto

Backup Strategies Manual. Performed through CLI or web Ul
Recovery Priority High

Recovery Strategies Allen-Bradley 8300 Recovery (3.6.12.8)

Supervisory LAN Switch

Model Allen-Bradley 5700

IP Address 172.16.2.2

Location Cabinet 101

Type Physical

Operating System Firmware: v15.2(5)EA.fc4

Backup Strategies Manual. Performed through CLI or web Ul
Recovery Priority High

Recovery Strategies Allen-Bradley 5700 Recovery (3.6.12.9)
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Control LAN Switch

Model Allen-Bradley 5700

IP Address 172.16.1.3

Location Cabinet 101

Type Physical

Operating System Firmware: v15.2(5)EA.fc4

Backup Strategies Manual. Performed through CLI or web Ul
Recovery Priority High

Recovery Strategies Allen-Bradley 5700 Recovery (3.6.12.9)

3.6.11.3 Cybersecurity LAN Servers

Hyper-V Host Server

Hostname LANVH
Model Dell PowerEdge R620
IP Address 10.100.2.10
Network Management LAN (Hosted VMs are on Cybersecurity
LAN)
Location Cabinet 102
Type Physical
Operating System Windows Server 2012 R2 Datacenter x64 Edition
Hosted VMs e LAN-AD
e LAN-ADO2
e SymantecMgrvM
e Security Onion
e Graylog
e GTBInspector
e GTBCC
e The-Hive
e NessusVM
o \WSUS
File System(s) C:(1TB)
D: (3.5TB)
Backup Strategies Veeam full system image backups are performed:

e daily overnight, and

o after any configuration change.
Recovery Priority High

Recovery Strategies Veeam Full Image Recovery (Section 3.6.12.2)
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Active Directory Server

Hostname LAN-AD

Model N/A

IP Address 10.100.0.13

Network Cybersecurity LAN

Location Hyper-V Host Server (LANVH)

Type Virtual

Operating System Windows Server 2012 R2

File System(s) 45 GB (VHD)

Backup Strategies Veeam full system image backups are performed:
e daily overnight, and

e after any configuration change.
Recovery Priority High

Recovery Strategies Veeam Full Image Recovery (Section 3.6.12.2)

Backup Active Directory Server
Hostname LAN-ADO02

Model N/A

IP Address 10.100.0.17

Network Cybersecurity LAN

Location Hyper-V Host Server (LANVH)

Type Virtual

Operating System Windows Server 2012 R2
File System(s) 250 GB (VHD)

Backup Strategies Veeam full system image backups are performed:
e daily overnight, and
o after any configuration change.

Recovery Priority High

Recovery Strategies Veeam Full Image Recovery (Section 3.6.12.2)
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DMZ Historian
Hostname PI-DMZ
Model N/A
IP Address 10.100.1.4
Network Manufacturing DMZ
Location Cabinet 102
Type Virtual
Operating System Windows 2008 R2 Standard Edition
File System(s) 250 GB (VHD)
Backup Strategies Veeam full system image backups are performed:
e daily overnight, and
e after any configuration change.

The native OSlsoft Pl application backup feature archives
production data from the manufacturing process. These
backups are stored on the local host; restore the host to
obtain the most recent backup version. NOTE: Any
recovered historical data will be limited to data present at
the time of the backup.

Recovery Priority Medium

Recovery Strategies Veeam Full Image Recovery (Section 3.6.12.2)
OSlsoft PI production data recovery.

VMware Host

Hostname ESXi-Host

Model Dell R710

IP Address 10.100.2.9

Network Management LAN

Location Cabinet 102

Type Physical

Operating System vmWare vSphere ESXi 6.0.0

Hosted VMs e PI-DMZ

e Veeam

File System(s) 4.5 TB (DataStorel)

Backup Strategies Manual. Performed through CLI or web Ul
Recovery Priority High

eV RS Ll E5 ] VMWare ESXi Recovery (3.6.12.11)
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Veeam Backup Server

Hostname Veeam

Model N/A

IP Address 10.100.0.10

Network Cybersecurity LAN

Location VMware Host (ESXi-Host)

Type Virtual

Operating System Windows Server 2012 R2

File System(s) C: (50 GB, VHD)

E: (500 GB, VHD)

F: (4 TB, VHD)

Network Share (Host, F:\Backup\Network Devices)
Backup Strategies Veeam full system image backups are performed:
e daily overnight, and

e after any configuration change.

Recovery Priority High
e g siielicellss ] Veeam Instant Virtual Machine Recovery (3.6.12.3)

Symantec Antivirus Server

Hostname SymantecMgrvVM

Model N/A

IP Address 10.100.0.5

Network Cybersecurity LAN

Location Hyper-V Host Server (LANVH)

Type Virtual

Operating System Windows Server 2012 R2

File System(s) 70 GB (VHD)

Backup Strategies Veeam full system image backups are performed:
e daily overnight, and
e after any configuration change.
Recovery Priority Medium
e cp sl Veeam Full Image Recovery (Section 3.6.12.2)
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Security Onion Server

Hostname Security Onion

Model N/A

IP Address 10.100.0.26

Network Cybersecurity LAN

Location Hyper-V Host Server (LANVH)

Type Virtual

Operating System Ubuntu 16.04

File System(s) Root File System (500 GB, VHD)

Backup Strategies Veeam full system image backups are performed:
e daily overnight, and

e after any configuration change.
Recovery Priority Low

sl asiieiices| Veeam Full Image Recovery (Section 3.6.12.2)

Graylog Server
Hostname Graylog

Model N/A

IP Address 10.100.0.14

Network Cybersecurity LAN

Location Hyper-V Host Server (LANVH)

Type Virtual

Operating System Ubuntu 14.04
File System(s) Root File System (50 GB)

Data File System (500 GB)
Backup Strategies Veeam full system image backups are performed:
e daily overnight, and
e after any configuration change.
Recovery Priority Low
sElenE g sl s Veeam Full Image Recovery (Section 3.6.12.2)
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GTB Inspector Server

Hostname GTBInspector

Model N/A

IP Address 10.100.0.175

Network Cybersecurity LAN

Location Hyper-V Host Server (LANVH)

Type Virtual

Operating System CentOS 7.4.1708

File System(s) 162 GB (Vendor configured)

Backup Strategies Veeam full system image backups are performed:
e daily overnight, and

e after any configuration change.
Recovery Priority Low

sl asiietic 5| Veeam Full Image Recovery (Section 3.6.12.2)

GTB Console Server

Hostname GTBCC

Model N/A

IP Address 10.100.0.176

Network Cybersecurity LAN

Location Hyper-V Host Server (LANVH)

Type Virtual

Operating System CentOS 7.4.1708

File System(s) 107 GB (vendor configured)

Backup Strategies Veeam full system image backups are performed:
e daily overnight, and
e after any configuration change.
Recovery Priority Low
sl asiietic 5 Veeam Full Image Recovery (Section 3.6.12.2)

The Hive Project Incident Response Server

Hostname The-Hive

Model N/A

IP Address 10.100.0.51

Network Cybersecurity LAN

Location Hyper-V Host Server (LANVH)

Type Virtual

Operating System Ubuntu 16.04

File System(s) Root file system (50 GB, VHD)

Backup Strategies Veeam full system image backups are performed:
e daily overnight, and

e after any configuration change.
Recovery Priority Low

sleeelEp st ss | Veeam Full Image Recovery (Section 3.6.12.2)
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Nessus Vulnerability Scanner Server

NessusVM

N/A

10.100.0.25

Cybersecurity LAN

Hyper-V Host Server (LANVH)

Virtual

Windows Server 2012 R2

C: (65 GB, VHD)

Veeam full system image backups are performed:
e daily overnight, and
e after any configuration change.

Medium

Veeam Full Image Recovery (Section 3.6.12.2)

Windows WSUS Server

WSUS

N/A

10.100.0.12

Cybersecurity LAN

Hyper-V Host Server (LANVH)
Virtual

Windows Server 2012 R2

C: (400 GB, VHD)

Veeam full system image backups are performed:
e daily overnight, and
e after any configuration change.

Low

Veeam Full Image Recovery (Section 3.6.12.2)

NTPSrv

Meinberg LANTIME M900

10.100.0.15

Cybersecurity LAN

Cabinet 102

Physical

Firmware: 6.20.023

Configuration backups are performed manually via the device web
interface:

e after any configuration change.
Configuration backup files are transferred manually (i.e., via flash
drive or network share) and are stored in the Veeam server.

Medium

Vendor-specified recovery procedures (Section 3.6.12.10)
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3.6.12 Recovery Procedures
The following table defines generalized recovery procedures manufacturing system devices.
3.6.12.1 Veeam Directory Level Recovery

Directory level (file-level) backups enable restoration and recovery of individual files and
folders. Data required for this type of restoration are stored in the Veeam Server. Reference
Veeam guidance* to complete the restoration process.

Warning: The manufacturing system must be in a non-operational state when the recovery is
performed if the host to be recovered is in the Operations LAN or Supervisory LAN.

3.6.12.2 Veeam Full Image Recovery

Full image (volume-level) backups enable restoration and recovery of a host, or specific volumes
of the host file system. Data required for this type of restoration are stored in the Veeam Server.
Reference Veeam guidance®? to complete the restoration process.

Warning: The manufacturing system must be in a non-operational state when the recovery is
performed if the host to be recovered is in the Operations LAN or Supervisory LAN.

3.6.12.3 Veeam Instant Virtual Machine Recovery

Virtual Machine backups enable full system images to be created, similar to Veeam Full Image
backups for physical hosts. These types of backups can be used for recovery of files, file
systems, and complete restoration. Reference Veeam guidance for Hyper-V*3, VMWare**, and
Veeam™® to complete the restoration process.

3.6.12.4 PLC Logic Recovery

PLC logic recovery can be performed to restore the PLC logic back to a known state in case of
compromise or corruption. This operation must be performed from the Engineering Workstation.
Reference Allen-Bradley PLC guidance*® to complete the restoration process.

Warning: The manufacturing system must be in a non-operational state when this recovery is
performed.

41 https://helpcenter.veeam.com/docs/backup/vsphere/restore vead.html?ver=95u4

42 https://www.veeam.com/veeam_backup 9 5 u4_enterprise_manager_user_guide pg.pdf

43 https://helpcenter.veeam.com/docs/backup/hyperv/data_recovery.html?ver=95u4

4 https://helpcenter.veeam.com/docs/backup/vsphere/data_recovery.html?ver=95u4

45 https://helpcenter.veeam.com/docs/backup/vsphere/vbr _config_restore.html?ver=95u4

46 https://literature.rockwellautomation.com/idc/groups/literature/documents/pm/1756-pm014 _-en-p.pdf
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3.6.12.5 PLC SD Card Recovery

PLC SD card recovery can be performed to rapidly restore the PLC logic back to an operational
state in case of compromise or corruption. The following is a high-level overview of the process.
Additional details are available in manufacturer documentation.*’

Power off the PLC and remove the SD card from the front of the device.
Insert the SD card into the Engineering Workstation.

Delete all existing contents from the SD card, or simply reformat the card.
Copy and paste the files from the most recent backup onto the SD card.
Safely remove the SD card from the Engineering Workstation.

Insert the SD card into the PLC and power on the device.

oakrwdE

Notice: This recovery can only restore the logic; it will not restore any configuration of the PLC
or other modules within the chassis.

Warning: Do not use this recovery method if the PLC or any of the other modules have been
replaced as part of this recovery.

Warning: The manufacturing system must be in a non-operational state when this recovery is
performed.

3.6.12.6 PLC Firmware Recovery

PLC firmware recovery can be performed to restore the PLC operating system. This operation
must be performed from the Engineering Workstation.

Download the most recent firmware image from the Beckhoff website.*

Power off the PLC and remove the SD card from the front of the device.

Insert the SD card into the Engineering Workstation.

Delete all existing contents from the SD card, or simply reformat the card.

Copy and paste the new firmware files from the most recent backup onto the SD card.
Safely remove the SD card from the Engineering Workstation.

Insert the SD card into the PLC and power on the device.

Connect to the PLC from the Engineering Workstation TwinCAT software, open the PLC
project, activate the configuration, and deploy the PLC project.

9. Disconnect from the PLC.

ONoGaR~wWdE

Warning: The manufacturing system must be in a non-operational state when this recovery is
performed.

47 https://literature.rockwellautomation.com/idc/groups/literature/documents/pm/1756-pm017_-en-p.pdf
48 https://infosys.beckhoff.com
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3.6.12.7 Cisco ASA 5512 Recovery

Recovery procedures can be performed to restore the Cisco ASA 5512 back to a known state in
case of compromise or corruption. This operation must be performed from a device connected to
the Cybersecurity LAN. Reference Cisco guidance®® to complete the restoration process.

3.6.12.8 Allen-Bradley 8300 Recovery

In most cases, restoring the configuration may be enough, however, in certain situations,
performing the vendor-specified factory reset procedure before restoring may be required. To
perform the factor reset, perform the following steps:

1. Begin by removing the power from the switch.

2. Next, press the Express Setup button with a thin wire or paperclip while applying power.

3. Release the button when you see 3 LED's on the front of the unit (EIP Mod, EIP Net and
Setup) turn red. The switch will continue to boot normally. (Approximately 3 min)

4. Restore configuration from archived configuration backups. Refer to the user manual for
detailed instructions®.

3.6.12.9 Allen-Bradley 5700 Recovery

In most cases, restoring the configuration may be enough, however, in certain situations,
performing the vendor-specified factory reset procedure before restoring may be required.

To perform the factor reset, perform the following steps:

From the Device Manager:
1. From the menu, go to Admin > Restart/Reset.
2. Onthe Restart / Reset tab, click Reset the switch to factory defaults, and then restart
the switch.
3. Restore configuration from archived configuration backups. Refer to the user manual
for detailed instructions®?.

3.6.12.10 NTP Server Recovery

NTP Server recovery can be performed through the device web interface®. If the device is not
operational, attempt to perform the vendor-specified Factory Reset procedure via the
display/keypad on the front of the device. Once the device is operational, restore configuration
from archived configuration backups via the web interface.

49 https://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html

50 https://literature.rockwellautomation.com/idc/groups/literature/documents/um/1783-um007_-en-p.pdf
51 https://literature.rockwellautomation.com/idc/groups/literature/documents/um/1783-um007_-en-p.pdf
52 https://www.meinbergglobal.com/download/docs/manuals/english/m900_gps.pdf
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3.6.12.11 VMWare ESXi Recovery

Reload the same version of ESXi from trusted media and restore the configuration from the
backup archives (see VMWare KB®? for additional details). One method utilizing the ESXi
Console is detailed below.

From ESXi Console:

1. Putthe host into maintenance mode by running the command:
vim-cmd hostsvc/maintenance_mode_enter

2. Copy the backup configuration file to the host's /tmp directory using SCP and name
it configBundle.tgz.

3. Run the following command to restore the configuration:
vim-cmd hostsvc/firmware/restore_config /tmp/configBundle.tgz

Note: Executing this command will initiate an automatic reboot of the host after
command completion.

4.  Restore the individual virtual machines from Veeam backup archives following
Veeam Instant Virtual Machine Recovery procedures (Section 3.6.12.3).

53 https://kb.vmware.com/s/article/2042141
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3.7 Service Level Agreement

This section provides example content that a Vendor Service Level Agreement may contain, including example policy
and procedure statements that were developed for the fictional company Westman. Certain commercial entities,
equipment, or materials may be identified in this document in order to describe a concept adequately. Such
identification is not intended to imply recommendation or endorsement by NIST, nor is it intended to imply that the
entities, equipment, or materials are necessarily the best available for the purpose. Each organization’s information
security experts should identify the content, and policy and procedure statements that will best integrate with their
existing cybersecurity program and manufacturing system infrastructure.

Service Level Agreement (SLA)

for Vendor
by
Westman
Effective Date: 02-22-2019
Document Owner: CEO
Version
Version | Date Description Author
1.0 02-22-2019 | Service Level Agreement CEO
Approval
(By signing below, approvers agree to all terms and conditions outlined in this Agreement.)
Approvers Role Signed Approval Date
Westman Customer <digital signature> 2-22-2019
Vendor Service <digital signature> 2-22-2019
Provider

3.7.1 Overview

This Agreement represents a Service Level Agreement (“SLA” or “Agreement”) between
Westman and Vendor (Service Provider) for the provisioning of IT/OT services required to
support and sustain the product or service.

This Agreement remains valid until superseded by a revised agreement mutually endorsed by the
stakeholders.
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This Agreement outlines the parameters of all IT/OT services covered as they are mutually
understood by the primary stakeholders. This Agreement does not supersede current processes
and procedures unless explicitly stated herein.

3.7.2 Goals and Objectives

The purpose of this Agreement is to ensure that the proper elements and commitments are in
place to provide consistent IT/OT service support and delivery to Westman by the Service
Provider(s). The goal of this Agreement is to obtain mutual understanding for IT/OT services
provision between the Service Provider and Westman.

The objectives of this Agreement are to:

e Provide clear reference to service ownership, accountability, roles and/or responsibilities.
e Present a clear, concise and measurable description of service provision to the customer.
e Match perceptions of expected service provision with actual service support and delivery.

3.7.3 Stakeholders

The following Service Provider and Westman will be used as the basis of the Agreement and
represent the primary stakeholders associated with this SLA:

IT Service Provider: Service Provider
IT/OT Customer: Westman

3.7.4 Periodic Review

This Agreement is valid from the effective date outlined herein and is valid until further notice.
This Agreement should be reviewed at a minimum once per fiscal year; however, in lieu of a
review during any period specified, the current Agreement will remain in effect.

The Business Relationship Manager (“Document Owner”) is responsible for facilitating regular
reviews of this document. Contents of this document may be amended as required, provided
mutual agreement is obtained from the primary stakeholders and communicated to all affected
parties. The Document Owner will incorporate all subsequent revisions and obtain mutual
agreements / approvals as required.

Business Relationship Manager: Westman (CEO)
Review Period: Yearly (12 months)

Previous Review Date: 02-22-2019

Next Review Date: 02-22-2020
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3.7.5 Service Scope
The following Services are covered by this Agreement:

e Apply system updates to manufacturing environment per vendor’s recommendation

e Apply system updates to IT equipment when patches are released per vendor.

e Backup configure information for all IT/OT equipment within Westman

e Ensure cybersecurity tools are operating correctly within the environment

e Provide liaison service between OT vendor and Westman

e Product recommendation for new equipment being purchased and installed with
Westman’s manufacturing environment

e Manned telephone support

Monitored email support

Remote assistance using Remote Desktop and a Virtual Private Network where available

Planned or Emergency Onsite assistance (extra costs apply)

Monthly system health check

3.7.6 Westman’s Requirements
Westman’s responsibilities and requirements in support of this Agreement include:

e Payment for all support costs at the agreed interval.
e Reasonable availability of Westman representative(s) when resolving a service-related
incident or request.

3.7.7 Service Provider Requirements
Service Provider responsibilities and/or requirements in support of this Agreement include:

e Meeting response times associated with service-related incidents.
e Appropriate notification to Westman for all scheduled maintenance.

3.7.8 Service Assumptions
Assumptions related to in-scope services and/or components include:

e Changes to services will be communicated and documented to all stakeholders.

3.7.9 Service Management

Effective support of in-scope services is a result of maintaining consistent service levels. The
following sections provide relevant details on service availability, monitoring of in-scope services
and related components.
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3.7.10 Service Availability

Coverage parameters specific to the service(s) covered in this Agreement are as follows:

e Telephone support: 8:00 A.M. to 5:00 P.M. Monday — Friday
e Calls received out of office hours will be forwarded to a mobile phone and
best efforts will be made to answer / action the call, however there will be
a backup answer phone service

e Email support: Monitored 8:00 A.M. to 5:00 P.M. Monday — Friday
e Emails received outside of office hours will be collected, however no action
can be guaranteed until the next working day

e Onsite assistance guaranteed within 72 hours during the business week
3.7.11 Service Requests

In support of services outlined in this Agreement, the Service Provider will respond to service-
related incidents and/or requests submitted by Westman within the following time frames:

e 0 to 8 hours (during business hours) for issues classified as High priority.
e Within 48 hours for issues classified as Medium priority.
e Within 5 working days for issues classified as Low priority.

Remote assistance will be provided at the discretion of Westman in-line with the above
timescales and dependent on the priority of the support request. The service provider may not
utilize remote access as an alternative for providing onsite support as described in section 3.7.10
of this agreement.

3.7.12 Personnel Changes

The Service Provider will notify Westman within 24 hours when an individual supporting
Westman leaves the Service Provider or is transferred. Westman will disable remote access, if
granted, for the individual within 24 hours of notification. The Service Provider will revoke the
individual’s access to Westman information and information systems within 24 hours.
Additionally, any system account passwords the individual had will need to be changed to ensure
user access into the network has been completely removed.
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4. Technical Solution Implementations

4.1 Introduction

This section includes proof-of-concept technical solution implementations developed for the
fictional company Westman. An overview of these technical solutions is discussed in Section 6
of Volume 1 and potential technical solutions are discussed in Section 7 of Volume 1. Each
organization’s information security experts should identify the technical solutions that will best
integrate with their existing cybersecurity program and manufacturing system infrastructure.

There are five main areas of performance indicators being collected in the Process Control
System (PCS):

1. Manufacturing process performance: measures the performance of the manufacturing
process, i.e. the chemical continuous process.

2. Network performance: measures the performance of the underlying TCP/IP network.

3. Computing resources performance: measures the performance of the computers,
hardware, and software processes.

4. Industrial protocol performance: measures the performance of the industrial
communication protocol, i.e. the DeviceNet in the PCS.

5. OPC Data Exchange performance: measures the performance of the data exchange
mechanism of the system.

Measurements in different areas provide insight of the entire system performance from different
perspectives. The manufacturing process performance provides indicators on how well the high-
level manufacturing process and overall system perform. However, this may not be able to
provide enough detail on the performance of the sub-systems, therefore measurements are also
performed at sub-system levels. For example, a typical chemical continuous manufacturing is a
relatively slow process in comparison with available network bandwidth. Therefore, a moderate
TCP/IP network delay may not reflect in the measurement of the high-level manufacturing
process performance. However, such TCP/IP delay may have significant impact on the sub-
systems. The effects will not be reflected in the high-level measurement until significant delays
are accumulated in sub-systems. Measurements in multiple levels provide details and in-depth
understanding to key performance areas of the entire system. It helps to understand how the
aggregate effects will impact the performance. Aggregate effects will be important to the high-
level manufacturing performance.

Each technical solution implementation is organized as an experiment. For the measurement
purpose, each experiment has a fixed runtime of 4 hours (14 400 seconds). Performance metrics
and network packet capture are collected during the entire experiment run.

After the experiment is completed, all the collected metrics and network packet capture will go
through the post processing stage to filter, sort and rearrange data in proper order. The last step is
to compute the key performance indicators from the sorted dataset using a set of Python scripts
developed by NIST.
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Additional technical detail of the Process Control System and the measurement process is
described in NISTIR 8188.>

4.1.1 Implementation Note — Due Diligence Implementing Technical Solutions

It is important to note that the procedures used during this implementation (i.e., install a tool,
then measure the impact) should not be used in a production system. Care must be taken before
using any technical solutions, especially those that actively scan the manufacturing system
network and its devices; manufacturers should first assess how these tools work and what impact
they might have on the connected control equipment [3]. Technology evaluations may include
testing in similar, non-production control system environments to ensure that the tools do not
adversely impact the production systems. Impact could be due to the nature of the information or
the volume of network traffic. While this impact may be acceptable in IT systems, it may not be
acceptable in a manufacturing system. In general, any operation that actively scans the
manufacturing network should be scheduled to occur only during planned downtimes. [3]

Certain commercial entities, equipment, or materials may be identified in this document in order to describe an
experimental procedure or concept adequately. Such identification is not intended to imply recommendation or
endorsement by NIST, nor is it intended to imply that the entities, materials, or equipment are necessarily the best
available for the purpose. Each organization’s information security experts should identify the technical solutions that
will best integrate with their existing cybersecurity program and manufacturing system infrastructure.

54 NISTIR 8188: Key Performance Indicators for Process Control System Cybersecurity Performance Analysis.
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4.1.2

All raw and processed measurement data captured from each experiment is freely available

Implementation Note - Availability of Measurement Data

online at: https://doi.org/10.18434/M32071.

Links to each of the data files are provided below, and directly referenced at the end of each

implementation.

Open-AudIT KPI data

Open-AudIT measurement data
Wireshark KPI data

Wireshark measurement data

Veeam full backup KPI data

Veeam full backup measurement data
Veeam incremental backup KPI data
Veeam incremental backup measurement data
Cisco VPN KPI data

Cisco VPN measurement data

Active Directory KPI data

Active Directory measurement data
Symantec AV KPI data

Symantec AV measurement data
Nessus KPI data

Nessus measurement data

File Encryption KPI data

File Encryption measurement data
Firewall KPI data

Firewall measurement data
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https://doi.org/10.18434/M32071
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL003.1-openAudit-kpi.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL003.1-openAudit-measurement.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL015.1-wireshark-kpi.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL015.1-wireshark-measurement.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL009.2-veeamfullbackup-kpi.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL009.2-veeamfullbackup-measurement.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL009.2-veeamfullbackup-measurement.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL010.1-veeamincbackup-kpi.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL010.1-veeamincbackup-kpi.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL010.1-veeamincbackup-measurement.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL010.1-veeamincbackup-measurement.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL012.1-vpn-kpi.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL012.1-vpn-measurement.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL002.1-activedirectory_leastPrivilege-kpi.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL002.1-activedirectory_leastPrivilege-measurement.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL008.2-symantec-kpi.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL008.2-symantec-measurement.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL006.1-nessus-kpi.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL006.1-nessus-measurement.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL013.1-encryption-kpi.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL013.1-encryption-measurement.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL004.1-firewall-kpi.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL004.1-firewall-kpi.zip
https://s3.amazonaws.com/nist-el/mfg_trustworthysystems/ts1_cybersecurity/implementation/low_baseline/pcs/PL004.1-firewall-measurement.zip
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4.2 Open-AudIT
4.2.1 Technical Solution Overview

Open-AudIT is an asset inventory tool providing scanning of hardware and software within the
manufacturing environment. Open-AudIT scans are highly customizable to each environment,
depending on the level required.

Open-AudIT cost depends on the level of functionality desired for your environment. Editions
offered by Open-AudIT vary from entry level community edition which is free, all the way up to
enterprise edition. Enterprise was chosen since it contains the ability to setup scheduled
scanning, dashboards, and baselining of equipment.

Open-AudIT is a downloadable Open Virtual Appliance (OVA) which is easy to install. OVA
install allows installation in a hypervisor environment allowing for installation within an existing
virtual environment without requiring purchasing additional hardware. Configuration for initial
discovery scans is straightforward.

4.2.2 Technical Capabilities Provided by Solution
Open-AudIT provides components of the following Technical Capabilities:

Hardware Inventory

Software Inventory

Systems Development Lifecycle Management
Configuration Management

Baseline Establishment (Enterprise Edition)
Change Control

4.2.3 Subcategories Addressed by Implementing Solution

ID.AM-1, ID.AM-2, ID.AM-3, ID.AM-4, PR.DS-3, PR.IP-1, PR.IP-2, PR.IP-3, PR.IP-4,
PR.IP-6, PR.MA-1, DE.AE-1, DE.CM-7
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4.2.4 Architecture Map of Where Solution was Implemented

— Legends
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Internet
Management Manufacturing DMZ
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. TheHit Vuln. Mi Symantec Graylog
NIE/ FIP Openaudit e oo i a e Data Loss Prev. Bﬂc’!fup_& s WSUS
Clock  16100.0.177 P g ScV T A veD 10.100.0.5 10.100.0.175,176 Replication |~ -1,  10.100.0.12
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. 10.100.3.1 /i Network Tap
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102



NISTIR 8183A VoL. 2 CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG
PROCESS-BASED MFG SYSTEM USeE CASE

4.2.5 Installation Instructions and Configurations

Details of the solution implemented:

Name Version Hardware details

Open-AudIT  3.0.0 Hyper-V Virtual Machine (Generation 1):
e Processors: 2 virtual cores
e Memory: 2 GB
e Disk space: Allocated by the Virtual Appliance
files provided by the vendor.
e Network: 1 interface
e Operating System: CentOS 7

4.2.5.1 Open-Audit Environment setup

1. A virtual machine running CentOS Linux 7 as provided by the Vendor with hardware
specifications as described in the table above.
2. The guest OS IP information was set as follows:

IP address: 10.100.0.177
Gateway: 10.100.0.1
Subnet Mask: 255.255.255.0
DNS:10.100.0.17

4.2.5.2 Setup Instructions

=

Download the Opmantek Virtual Appliance®

2. If deploying on a Hyper-V host server®®, convert the downloaded .ova file to .vhdx
format.

3. Login using the default credentials, set a hostname and assign the VM a static IP address.
Edit /etc./sysconfig/network-scripts/ifcfg-ethO to set the networking information.

4. Restart networking services using the command service network restart.

55 https://opmantek.com/
56 https://blogs.msdn.microsoft.com/timomta/2015/06/11/how-to-convert-a-vmware-vmdk-_to-hyper-v-vhd/
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4.2.5.3 Additional Setup via Web browser

1. Navigate to the Open-Audit Web Ul (Example http://<ip-address-of-server>)

2. Select Yes, if prompted to proceed to untrusted site. This error is produced since SSL has

not been configured and Open-AudIT redirects HTTP sessions over to HTTPS.

Click on Open-AudIT Enterprise.

Login using the default username / password mentioned on the webpage.

5. Click on Admin > LDAP Server > Create LDAP Servers for Active Directory
integration.
Screenshot of our Active directory connection provided for reference.

Hw

Name TestConnection 2

Description Documentation ?
Organisation Default Organisation - %
Domain LAN.LAB ?

Host 10.100.0.17 ?

Port 389 ?

Use Secure (LDAPS) No - ?
Version 3 ?

Use LDAP for Roles Yes - 2
Type Active Directory - ?

Base DN CN=Users,DC=lan,DC=lab ?

6. Click Submit once all information has been entered.
4.2.5.4 Active Directory Groups for LDAP Integration

o Create the following Security Groups of Global Type in your Active Directory to
integrate with Open-AudIT.

open-audit roles admin
open-audit_roles org admin
open-audit_roles reporter
open-audit_roles user
open-audit_orgs_default organisation

e Add the appropriate users to these groups. Test logging in with your Active Directory
credentials.
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4.2.5.5 Configuring Discover Credentials

1. Click on Discover > Discoveries > Create Credentials.
2. Enter the requested information:

Name — Name of the Credentials being used. Example (SSH)

Organization — Default Organization is selected. Pickup another if

your configuring more the one organization.

Description — Description of item being added.

Type — Select which type of credentials will be used. (SNMP (v1/v2), SNMP v3,
SSH, SSH Key, or Windows)

Credentials — enter the appropriate credentials for the select type from above.

The image below shows Discover credentials created for scanning plant network.

D n
Name PCS SCans ?
Qrganisation Default Organisation - 7
Description Perform Windows Scans ?
Type Windows v 7
Username Open-AudIT@lan.lab
Password  esssssssssssse
Edited By ?
Edited Date ?
(2]

3. Click Submit.
4.2.5.6 Organization Groups
1. Click on Manage > Orgs > Create Orgs
2. Enter Name and Description.
3. Click Submit.

The image below shows an Organization Group created as per our environment

Name  PCS Machines ?
Description ~ Process Control Machines ?
ParentID  Default Organisation v ?

Type  Organisation v ?
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4.2.5.7 Discovery Scans

orwdPE

6

Click on Discover > Discoveries > Create Discoveries

Enter a name under Name.

Enter a network subnet to be scanned under Subnet.

Select the Open-Audit server under Network Address.

Click Advanced to setup additional options if desired. These options are Org, Type,
Devices Assigned to Org, and Devices Assigned to Location.

Click Submit.

The image below shows Discovery scan created for scanning the plant network

Discoveries

Name = PCS-Scan ?
Subnet = 172.16.0.0/22 ?
Network Address  hitp://127.0.0.1/open-audit/ | ?

m / Advanced

4.2.5.8 Additional Information

Change all default passwords before deploying in production.

Use Secure LDAP (LDAPS). If unable to use LDAPS make sure account being used for
syncing groups has least privilege rights. (Not an Administrator and not a Domain
Administrator)

Use SNMPv3 whenever using SNMP for scanning devices.

Software is Open Source. Professional Edition allows up to 20 machines after that there is
a cost which is relatively inexpensive. Upgrade to Enterprise Edition to perform system
baselines scans.

For more information and hardware requirements, visit the Community forums®’

57 https://community.opmantek.com
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4.2.6 Highlighted Performance Impacts

The following performance measurement experiment was performed for the Open-AudIT tool
while the manufacturing system was operational:

Experiment PL0O03.1- Open-AudIT asset inventory tool network scan and authenticated scan

A small performance impact to the network behavior was observed in the PCS system during the
Open-AudIT scan. The network traffic was slightly increased in part of the PCS system during
the scan. For example, the path delay from PLC to OPC was slightly higher especially in the
latter part of the experience when Open-AudIT was performing the authenticated scan. However,
the round trip time from the Controller to the OPC was mostly the same throughout the scan. It
appears that some part of the system has a more noticeable impact than the other parts.

PCS - openAudIT - PLC to OPC - Path delay
T T T

0mz T T T T T
baseline

openAudIT

0.01 - I

g

Path delay (seconds)
(=]

0.004

0.002

0 1 2 3 4 5 [ 7 8
Packet count 108

Figure 4-1 Plot showing the path delay from the PLC to OPC server
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PCS - openAudIT - Controller to OPC - Round trip time
0.35 T T T T

O baseline
+  openAudT

round trip time (seconds)

015
] 05 1 15 2 25 3

Packets count w104

Figure 4-2 Plot of the packet round trip time from Controller to OPC

A small impact to the manufacturing process was observed. The product flow of the
manufacturing process was slightly higher than the optimal level. The reactor pressure was
slightly higher than the optimal level specially at the latter part of the experiment when Open-
AudIT was performing the authenticated scan. However, the impact was small within the
tolerance of the system.

It is hypothesized that the impacts were caused by increased network delays between the hosts of
the system. There is a time delay before the network impact will start impacting the
manufacturing process due to the iterative nature of the process simulation and sensor and
actuator values exchange.
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Reactor pressure (kPa)
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Product flow (m®hour)
[ [

a4
T

20

baseline
OpenAUDIT

4800 6400

Time (secs)

0 1600 3200

8000

9600 11200 12800 14400

Figure 4-3 Plot of the production flow of the manufacturing process

Reactor Pressure

PCS - openAudIT - Process -
2850 T T T

2800 -

2750

2700

baseline
openAudiT
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o 6400 BO0DO
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Figure 4-4 Plot of the reactor pressure of the manufacturing process

Links to Entire Performance Measurement Data Set

Open-AudIT KPI data

Open-AudlT measurement data
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4.3 CSET
4.3.1 Technical Solution Overview

Cyber Security Evaluation Tool (CSET) is a tool provided by the Department of Homeland
Security for performing Cybersecurity evaluation against an organization. This evaluation is a
completely manual process of answering multiple questions to determine organizational
cybersecurity posture based on implemented cybersecurity practices against current
cybersecurity status. This evaluation will help identify areas within the organization that required
more attention and resources.

4.3.2 Technical Capabilities Provided by Solution

CSET provides components of the following Technical Capabilities described in Section 6 of
Volume 1:

e Network Architecture Documentation
e Risk Assessment

4.3.3 Subcategories Addressed by Implementing Solution

ID.AM-3, ID.AM-4, ID.RA-1
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4.3.4 Architecture Map of Where Solution was Implemented
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4.3.5 Installation Instructions and Configurations

Details of the solution implemented:

Name Version Hardware Details

CSET 8.1 Laptop with the following specs:

Processor: i7

Memory: 16 GB

Disk: 256 GB

OS: Windows 7 Professional

4.3.5.1 Environment setup
CSET was installed on a temporary Windows laptop in the plant network on an on-demand basis
4.3.5.2 Installation

1. Download CSET®8. After clicking the link, you will be asked to identify yourself and
will then be given the opportunity to download the file CSET_x.x.iso (where x.x
represents the download version).

Use any 1SO-specific utility program that can mount the file.

Find and run the CSET_Setup.exe file in the folder, virtual drive, or CD.

4. Complete the instructions in the installation wizard to install the program.

wmn

4.3.5.3 Running CSET

Launch the program by double-clicking its desktop icon
Select New Assetment on the home screen.

Click Start Here button in the lower right corner of program.
Enter all required information

PopnpRE

Assessment Name Assessment Date

Process Control 4/22/2019 i1}
\ I |

Facility Name

‘ Westman Chemical Company |

City or Site Name
| Gaithersburd ]

State, Province, or Region

‘ Maryland |

Assessor Name A Email I
[ John Doe || || |

58 https://www.us-cert.gov/forms/csetiso.
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5. Click Continue to proceed.
6. Click the drop-down menus and select the appropriate choices.

Sector

lChemi(aI Sector (Not Oil and Gas) 'l
Industry

lOlher 'l

What is the gross value of the assets you are trying to protect?

[ < 51,000,000 -]

What is the relative expected effort for this assessment?

lSmaH (1-2 hours) 'l

[# Privacy is a significant concern for the assets | am trying to protect.

i My organization is concerned with the cybersecurity integrity of our procurement supply chain. §

g My organization uses wustn’a\ control systems (ICS).

7. Click Continue to proceed.

8. (Optional) Click the Create a network diagram button to create one, otherwise click
Continue.

9. Change Mode Selection to Advanced and Cybersecurity Frame-based Approach

QO Basic - Generate a basic assessment using the provided demographic information

@® Advanced - Let me choose which cybersecurity standard(s) the assessment will be based on:

Before selecting which cybersecurity standards your assessment is based on, please choose one of the following options.

O Questions-based Approach
The questions-based approach uses simple questions and allows for partial credit

O Requirements-based Approach

The requirements-based approach uses the exact wording of the standard and is best for those indusries that are regulated
by a specific standard.

@® EJ;irsecuriry Framework-based Approach

The cybersecurity framework-based approach uses allows you to define a custom profile based on the Cybersecurity
Framework.

10. Click Continue to use default profile or create a new profile.
11. Click Continue again.

12. Answer all the questions as they appear.

13. Complete all questions and generate a final report.
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4.3.5.4 Additional Information

Video tutorials®® are available on the CSET YouTube Channel to help you better understand how
to use this tool.

Lessons Learned

e The tool is only as good as information entered. Make sure each answer is thought out
before answering.

e Mark any answer for review as needed so there will be follow up.

e When completed your organization will receive a 0 to 100 score depending on readiness.

4.3.6 Highlighted Performance Impacts

No performance measurement experiments were performed for CSET due to its typical
installation location (i.e., external to the manufacturing system).

4.3.7 Links to Entire Performance Measurement Data Set

N/A

59 https://www.youtube.com/c/CSETCyberSecurityEvaluationTool
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4.4 GRASSMARLIN
4.41 Technical Solution Overview

GRASSMARLIN is an open source, passive network mapper dedicated to industrial networks
and developed by the National Security Agency (NSA). GRASSMARLIN gives a snapshot of
the industrial system including:

e Devices on the network
e Communications between these devices
e Metadata extracted from these communications

Points to consider:®

e Passive IP network mapping tool
e Hardware agnostic portable Java based tool
e Can only see and map hosts where you are capturing data from.

4.4.2 Technical Capabilities Provided by Solution

GRASSMARLIN provides components of the following Technical Capabilities described in
Section 6 of Volume 1:

e Network Architecture Documentation
e Baseline Establishment
e Map Data Flows

4.4.3 Subcategories Addressed by Implementing Solution

ID.AM-3, ID.AM-4, PR.AC-5, PR.IP-1, DE.AE-1, DE.CM-7

60 GRASSMARLIN Briefing PowerPoint 2017: https://github.com/nsacyber/GRASSMARLIN /blob/master/ GRASSMARLIN
Briefing_20170210.pptx
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4.4.4 Architecture Map of Where Solution was Implemented
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4.4.5 Installation Instructions and Configurations

Details of the solution implemented:

NETIE Version Hardware Details
GRASSMARLIN 3.2.1 Laptop with the following specs:

e Processor: i7

e Memory: 16 GB

e Disk: 256 GB

e OS: Windows 7 Professional

4.45.1 Environment Setup

1. A temporary Windows laptop with GRASSMARLIN installed was setup in the plant
network on an on-demand basis.

4.45.2 Installation

1. Download GRASSMARLIN®!
2. Run the installer. The installer will install additional programs such as Java and
Wireshark during the setup.

4.45.3 Using the Software

GRASSMARLIN can operate in a real time passive mode by sniffing the live traffic or by
importing a recorded pcap file. Data in GRASSMARLIN is stored in a Session. The Session
contains imported files and visual state information.

1. To capture network packets & save to a pcap file on a Linux system
a. Install tcpdump package if not present already
b. Run, tcpdump -i <mirror-port interface> - w mypcap.pcap
For example: tcpdump -i ethl -w /home/icssec/pcs.pcap
Where eth1 is the span / mirror port connection

2. Run GRASSMARLIN on a Windows system by double clicking the program icon from
the Programs Menu. On a Linux system, run sudo grassmarlin to launch the
installer.

61 https://github.com/nsacyber/GRASSMARLIN/releases
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Import a pcap in GRASSMARLIN as follows:

Pending Imports

E:\capture.pcap 2995 MB Pcap 16:37:37.284 Unable to load user Fingerprints

Add Files Load Quicklist Save Quicklist Import Selected

Click on the Import icon in the toolbar (or select Import files from the File
Menu)

5;, GrassMarlin 3.2.1 [New Session]

File  View Packet Capture  Tools Help

o

Logical Graph | Physical Graph | Sniffles

Click on Add Files. Browse to the pcap file. Once done, the pcap will now show
up under Pending Imports.

Select the file and click on Import Selected. Hit the Close button upon
completion to back to the Main interface. The Import process can take several
minutes to hours depending on the size of the pcap file.

File Name Size Type Timesta...¥

Unable to create application directorie

16:37:36.612 This session cannot be fogged to disk:

Loading Geo Name Mapping fron

Loading Cidr -> Geold Mapping from:

Loaded plugin 'iadgov.svgexport

Loaded plugin 'iadgov.offiinepcap

Running and Completed Imports
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Upon the completion of Import, the main screen will display a Logical Graph of the network
topology as shown below.

&y GrassMarlin 3.2.1 [New Session]* B 5

File View Packet Capture Tools Help
s [ VMware Virtual Ethemet Adapter ¥ = @ Start

& 0.00.0/24 (1 itemls]) Logical Graph | Physical Graph | Sniffles

&+ 10.100.0.0/24 (19 iterr

&¢ 10.100.1.0/24 (1 item[
& 13.107.4.0/24 (1 item|
& 23.33.171.0/24 (1 iterr
& 23.205.213.0/24 (1 ite
& 23.205.214.0/24 (1 ite
& 23.208.121.0/24 (1 ite

& 129.19.64.0/24 (2 iterr

»

& 169.254.91.0/24 (1 ite
& 169.254.255.0/24 (1 it
&+ 172.16.1.0/24 (5 item|
& 172.16.2.0/24 (9 item]
& 172.16.3.0/24 (2 item|
& 172.16.4.0/24 (3 item[

& 184.24.97.0/24 2 iterr
&¥ 205.185.216.0/24 (2 it

Y Y VY Y Y Y VY VY VY VY Y VYV VYV VvV VY

& 224.00.0/24 (3 item]s

Timesta...V
18482184  Geol

4. Review the logical graph. All public IP addresses will also be highlighted with their
respective country’s flag. This can be useful in finding out information about any
external IPs that your network is communicating with.
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5. Right-click any external IP address > View Details. For instance, the image below
shows a host with IP 172.16.3.10 communicating with an IP address from Netherlands.

red .
{ & Node Details:... m|
ceivi

148( Field Value

Network 184.24.97.0/24

1/ 3¢
/1

129.19.64.230

Country Netherlands
MAC e4:90:69:3b:c2:c0 (5)

Manufacturer  Rockwell Automation

=
7 10100

10.100.0.26

10.100.0.19

10.100.0.20

Close

10.100.0.40
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6. Generate a list of all nodes in the Logical Graph as follows:
a. Click View (Top Menu) > Logical Nodes Report.
By default, only a single column (IP) is present, although additional columns
can be added with any Property present in the set of Nodes.
b. Select any Property Name from the drop-down and click Add button to add
new Columns in the Report.

i Logical Node Reports X
oAl
Source }
b V.
Destination H Bpats
Source and Destination Brewser Protocol Domain/Workgroup
P ICSProtocol EtherNetIP.ICSProtocol Service Browser Protocol MicrasoftPratacol
Authentication Domain Cantroller Role
File Replication Service
Domain Controller Serviee
17216310 Allen Bradley Rackwell PLC - ETHERNETIP (5) LDAP
Allen Bradley Rackwell PLC Authentication Operating System.05
ETHERNETIP File Replication Service Role
172.16.2.102 ETHERNETIP ETHERNETIF (5] Windouis Version
b
1721624 LDAP o 08
Authentication
1721645 Alen Bradley Rockwell PLC  ETHERNETIP (5 file Replcation Semvice Dormiain/Workgroup
Allen Bradley Rackwall PLC MicroseftProtocol
ETHERNETIP
172.164.102 ETHERNETIP ETHERNETIF (5)
17216.14 LDAP
Authentication
File Replication Service
17216.2.14 LDAP

Authantication

7. Generate a report of all connections in the pcap file as follows:
a. Click View (Top Menu)>> Logical Connections Report.

Packet Capture Tools Help

<+ ' Current Log File

v K+ 1, M Logical Nodes Report

Logical Graph
B ™ Logical Connections Report

» 10. W Inter-Group Connections Report

N5 |
Z New Filtered Logical View

» NF 19216810724 (8 Tem(s]) I

121



NISTIR 8183A VoL. 2 CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG
PROCESS-BASED MFG SYSTEM USeE CASE

b. Click on Export CSV for further analysis of all the communications happening
on your network. This will generate an output similar to the image show below.

Ll Logical Connection Report (] X It
kel Export CSV...
Source Destination Bytes Sent Bytes Received

172.16.1.5 172.16.2.5 64545600 5062420 E
172.16.3.10 172.16.2.102 28147182 45873018 '
172.16.2.4 172.16.3.10 1280520 (¢}

172.16.4.5 172.16.4.102 3000132 9207080

172.16.1.4 172.16.2.5 2157735 12923885

172.16.2.5 172.16.2.14 5872436 864720

172.16.2.4 172.16.2.5 852840 o}

0.0.0.0 255.255.255.255 171021 (o}

172.16.2.103 10.100.0.15 200160 o}

10.100.1.4 172.16.2.14 138504 1056789

172.16.2.1 224.0.0.5 818100 o

172.16.1.1 224.0.0.5 408780 o]

172.16.1.5 10.100.0.5 26711 153960

172.16.2.5 255.255.255.255 94920 o

172.16.1.4 172.16.1.255 78488 o}

172 1A 2 14 258 255 255 255 104440 [}

8. To view all the logical communications for a specific host for capturing a baseline:
a. Right-click on a Node > View Frames.
This opens a new screen as shown below displaying all the different
IP addresses that particular host is communicating with including Port and
Protocol information.
b. Click on Export CSV button to export this data to a csv file.
Note: This process needs to be repeated for every node.

&
File View PacketCapture Tools Helm

& Connections involving 172.16.13 o X
] al Ethemet Ade
» & 0000/24 (1 itemis) kel Export CSV...
» & 10,100.0.0/ mis]) Timestamp Source IP  Source Port Destination IP Destination Port  PCAPFile  Frame Protocol Y
- )
> K6 10.100.1.0/24 (1 itemis] 2019-03-22T143544440Z 1721613 123 10100015 123 capturepcap 81395 UDP |
> % 13.107.40/24 (1 itemis] 613 10100015 123 capturepcap 8139  UDP
= [
> 2333171.0/24 (1 item[s) 613 10100015 123 capturepcap 90784 UDP
> & 232052130724 1 item]s] 6.13 10100015 123 pturepcap 90785 UDP 7
> & 232052140/24 1 item]s]) 2 Z 1721613 123 10100015 123 capturepcap 100249  UDP &
> g2 2019-03-22T1437:54449Z 1721613 10100015 123 capturepcap 100250 UDP
> & 129.19.64.0/24 (2 itemls]) 2019.03-22T14:55:01450Z  172.16.13 10.1000.15 123 capturepcap 248453 UDP
> 816925491024 (1 item]s])
010.1000.15,,,1 (¢ © © © m
010.1000.14
i 168
v 1721611 |
2240.05; 0 bytes received / 408780 12|
v 1721613 |
2 5| ——8—0—0—0 0000090
10.100.0.14; 0 bytes received / 1784
10.100.0.15: 0 bytes received / 3456 L o R o o _“@ o b
0" R 0 oo 0 o R R
> 1721614 R 15" 46" 26" KR e 3"
a8 A8 A A A A A
o oY o oS oY oY o
e » o o o oo o o

, H Close ‘
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9. Generate a Watch -Graph as follows:
a. Right-click a node > Select Watch Connections from the Watch Connections

menu.
This will generate a graph in a new window Watch <IP address>

& GrassMarlin 321 [New Session]*

File View PacketCapture Tools Help

e

VMware Virtual Ethet

v 17216.14 Logical Graph | Physical Graph | Sniffles  Watch (1): 172.16.1.4

{ v

dges By Byte Count
Run Layout Now
Run Layout on All Nodes Now
Expand Al
Collapse Al

[ change Group Color

6.0/24 (2 item(s]

0.0.0/24 (3 items];

0.10/24 (1 tem(s)

55.0/24 (1 item|s

Allow Auto-Layout

55.255.255.0/24 (1 items] 1812497108 / ,/“ Y N Shicazs
v 7 Z "’ Watch Connections

Center in View
View Frames
Group By »
Vv Show Group Regions

12065 MB / 8126 MB Add Subnet Group

==
H O Type here to search

Logical Graph | Physical Graph = Sniffles | Watch (1): 172.16.1.4 X

10.100.0.5

gz

10.100.0.17

10.100.0.13
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4.45.4 Additional Information

A User guide®? is available for GRASSMARLIN.

4.4.6 Highlighted Performance Impacts

No performance measurement experiments were performed for the use of GRASSMARLIN due
to its installation location and how it was used (i.e., the software performed offline analysis of
PCAP files captured by other software).

4.4.7 Links to Entire Performance Measurement Data Set

N/A

62 https://github.com/nsacyber/ GRASSMARLIN
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4.5 Wireshark

4.51 Technical Solution Overview

Wireshark is a free and open-source packet analyzer.
4.5.2 Technical Capabilities Provided by Solution

Wireshark provides components of the following Technical Capabilities described in Section 6
of Volume 1:

e Network Architecture Documentation
e Baseline Establishment

e Map Data Flows

e Forensics

4.5.3 Subcategories Addressed by Implementing Solution

ID.AM-3, ID.AM-4, PR.AC-5, PR.IP-1, DE.AE-1, DE.AE-2, DE.CM-7, RS.AN-3
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4.5.4 Architecture Map of Where Solution was Implemented

Legends

L

Wireshark

Management
mmmfmmus
10.100.2.3

Manuf. System
Router/Firewall

Management LAN - 10.100.2.0/24

Internet

Manufacturing DMZ

DMZ Historian
10.100.1.4

Manufacturing DMZ LAN - 10.100.1.0/24 |

Cybersecurity LAN

NTP/PTP Audit  TheHive  Nesqusyum, — Microsoft Symantec
Clock 10 100.0.177 Incident Resp.  gcanner  ActiveDi Antivirus
10.100.0.15 1010005 30100025 1010001317 10100.0.5

ST

10.100.2.8

Plant

172.16.3.4

Engineering Workstation  Laptop with Wireshark
172.16.3.10 installed

N
17216218

Engineering LAN - 172.16.3.0/24 §

Local Historian

172.16.2.4 172.16.2.5 172.16.2.102

VLAN 2 - 172.16.2.0/24

126

OPC Server Supervisory PLC

DeviceNet to
Field Devices

GTB Veeam Graylog Security Windows
Data Loss Prev. Backup Syslog Onion Wsus
10.100.0.175,176  10.100.0.10 10.100.0.14 10.100.0.26 10.100.0.12

Cybersecurity LAN - 10.100.0. 0/24

PCS LAN Router (OSPF)
10.100.0.40

i 72.16.1.1

HMI
172.16.14

Plant Controller
172.16.1.5

VLAN 1 - 172.16.1.0/24

Manufacturing Process
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4.5.5 Installation Instructions and Configurations

Details of the solution implemented:

Name Version Hardware Details
Wireshark 3.0.2 Laptop with the following specs.
e Processor: i7
e Memory: 16 GB
e Disk: 256 GB
e OS: Windows 7

Professional

45.5.1 Environment Setup
A Windows laptop with Wireshark installed was setup on an on-demand basis.

45.5.2 Installation

Download Wireshark®® (Select 32bit or 64 bit)

Run the exe to start install process. For instance, Wireshark-win64-3.0.1.exe
Click Next, leave the defaults selected and continue install.

Click I Agree to continue, when prompted for Npcap install

Now click Next and Finish to start process.

Select Reboot Now or | want to manually reboot later.

7. Click Finish to complete.

ok wbdpE

4.5.5.3 Running Wireshark

1. Launch Wireshark by doing a right-click on the Wireshark Desktop icon > Run as
Administrator (Windows 10). Wireshark requires administrative privileges to be fully
functional, otherwise there will be undesired results.

2. Select the interface to capture traffic from the list of interfaces displayed

63 https://www.wireshark.org
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4.5.5.4 Capturing Network Baseline using Wireshark

=

Click Open to load a previously captured pcap file or run a Start Capture

Click on Statistics > Conversations upon loading the pcap or capturing live traffic.
3. Click COPY > as Csv to save this data as a Csv file for further analysis. Screenshot
shown below for reference

N

M ireshark . Conversations - capture.pcap — [m] x
Etharnet - 95 Pud « 75 IPvE - 22 TCP - 853 UDP - 670

Addre/s\s.ﬂ\ Address B Packets Bytes PacketsA —B BytesA —B PacketsB —A BytecsB —A RelStart Duration Bits/s 4 —B Bits/sB - A -~
10.100.0.16 224.0.0.251 2 174 2 174 o 0 0109.13388 3600.1009 0 o
10.100.0.17 172.18.1.4 342 33k m 17k 171 16 k3235.241245 5111.8544 27 25
10.100.0.17 172.16.3.10 349 2k 163 3k 186 47 k3341.62164Z 4829.8745 57 LG
10.100.0.17 172.16.2.4 1,097 305k 484 123k 613 181 k3360.22308¢ 4796.3020 206 303

10.100.0.17 10.100.0.255 74 9571 74 9571 o 03391.42971< 4801.4406 15 o
10.100.0.17 224.0.0.252 4 264 4 264 o 03475.94637< 3600.5112 0 o
10.100.0.17 172.168.2.14 1,106 332k 51 123 k 595 209 k 3529.90969¢ 4587.6312 214 366
10.100.0.17 172.16.2.5 2,534 298k 1,260 170k 1.274 128 k3656.38344€ 43814873 an 234
10.100.0.17 172.16.2.3 688 203 k 205 T8k 383 125 k3773.27938€ 4514.4789 139 221

10.100.0.17 172.18.1.5 228 45k 102 18k 126 27 k 0868.02465 1285.4367 114 170
10.100.0.18 10.100.0.255 13 2456 13 2458 o 03272.27983¢ 4581.1734 4 o
10.100.0.18 224.0.0.252 4 264 4 264 0 03272.28080z 3600.5087 0 o

10.100.0.19 224.0.0.251 1 87 1 g7 o 0 1365.30458  0.0000 — —
10.100.0.27 10.100.0.255 14 10k 114 10k 0 03271.772421 5102.5099 16 o
10.100.0.27 224.0.0.252 2 132 2 132 o 0 1061.46345 0.4104 2572 o
10.100.0.28 224.0.0.251 1 87 1 87 o 01828.86474.  0.0000 — —

10.100.0.33 224.0.0.251 1 81 1 81 0 01229.03123 0.0000 - —
10.100.0.101 224.0.0.252 47 3248 47 3248 o 0 2215.07204 1624.9433 13 o Te
10.100.0.101 239.255.255.250 77 16k 7 16k 0 0 2215.69742 2163.4997 61 o Te
10.100.0.101 224.0.0.251 6 492 6 432 o 02219.20341.  3.0087 1308 o Te
10.100.0.101 10.100.0.255 16 13k 116 13k o 0 2223.70201. 1964.5661 53 o Te
10.100.0.234  239.255.255.250 3N 62 k mn 62 k 0 03213.47648¢ 5163.1292 96 o Te
10.100.0.234  224.0.0.252 6 304 & 354 o 0 0471.43449 3172.9687 0 o
10.100.0.234  10.100.0.255 6 552 & 552 0 0 0591.45248 3054.4517 1 o

10.100.1.4 172.16.2.14 9,390 638k 6,252 406 k 3,138 232 k 3213.77122¢ 5185.1215 626 357
23.205.214.21 172,16.3.10 38 2522 o 0 39 2522 2536.51692 1523.2062 0 13 Y

ution [ uimt to display fitter [] absoiute start tme Conversstion Typss +

as C5V

172.16.1.4 as YAML
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4. (Optional) Click on Statistics > IPv4 Statistics > Destination and Ports to get a list of
all the ports. This will generate a list of ports used by all the IP addresses in the traffic.
Click Copy, to copy the results to a word document or click Save as to save as a plain
text file. Hit Close when done.

M Wireshark . Destinations and Ports - capture.pcap — O
Topic / ltem Count  Average Minwval Maxval Rate(ms) Percent Burstrate Burst start
v UDP 244 0.0000 100.00% 0.0100 577.838
138 16 0.0000 6.56% 0.0100 577.838
137 228 0.0000 93.44%  0.0100 646,796
w  172.163.10 280703 0.0195 17.75%  0.4400 5542.363
upp 108 0.0000 0.04 % 0.0200 655.814
TCP 239177 00180 92.33% 04400 5542.363
“ MNOME 21418 0.0015 7.63% 0.0600 718162
] 21418 0.0015 100.00%  0.0600 718.162
172.16.2.5 420016 0.0292 26.61%  2.3600 8443.682
v 1721624 42194 0.0029 2.67% 0.7000 4338174
upp 24 0.0000 0.20% 0.0600 4338.074
v TCP 6554 0.0005 15.53%  0.6700 4338174
54702 27 0.0000 0.41% 0.2100 14141.953
s 27 0.0000 0.41% 0.2100 13241.934
54700 42 0.0000 0.64% 0.2100 12821.873
54699 30 0.0000 0.46% 0.2100 1234191
34698 30 0.0000 0.46% 0.2100 11441.890
54697 21 0.0000 0.32% 0.2100 11084.043
54696 21 0.0000 0.32% 0.1500 11084.039
54695 15 0.0000 0.23% 0.0D00 11083.531
Display filter: Enter a display filker . | | Apphy
Copy Save as Close
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4.5.6 Highlighted Performance Impacts

The following performance measurement experiment was performed for the Wireshark tool
while the manufacturing system was operational:

Experiment PLO15.2-wireshark

Significant performance impact on computing resources was observed when using Wireshark for
network traffic capture. Both the processor and memory utilization of the host were significantly
higher than normal. There was no performance impact to the manufacturing process observed.

PCS - Wireshark - OPC - Processor Utilization
I I I

— baseline
Wireshark

70

60 —

o
=}
T

| e
MJW MWW M w

10 | | | 1 |
0 2500 5000 7500 10000 12500
Time (secs)

Processor utilization {%)
5
T

@
&

Figure 4-5 Processor utilization of the OPC computer during Wireshark network capture

PCS - Wireshark - OPC - Memory Utilization
T

100 T T T T
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Figure 4-6 Memory utilization of the OPC computer during Wireshark network capture
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Wireshark started at around 1900 seconds experiment time and continued to capture network
traffic for about 3 hours. During this period of time, the processor utilization of the OPC
computer kept going up. Wireshark has a sizeable impact to the processor utilization. The
Wireshark data file was about 2.3 GB in this case.

The memory utilization has a similar impact to the processor utilization, except the memory
utilization stayed high after the Wireshark has stopped capturing the network traffic. It is
hypothesized that Wireshark stored the captured data in memory until the data was saved into the
hard drive. Therefore, the memory utilization stayed high even after the Wireshark has stopped
the network capture. Even though the processor and memory utilization were significantly
higher, they were still below the full capability of the computer and therefore did not have major
impact to the manufacturing process. However, for the manufacturing system that has a high
utilization in normal run time, the use of Wireshark may cause a performance impact.

The PCS system uses an external computer to use Wireshark to perform network traffic capture
for this reason. Care should be taken if using Wireshark on a production system.

4.5.7 Links to Entire Performance Measurement Data Set

e Wireshark KPI data
e Wireshark measurement data
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4.6 Veeam Backup and Replication
4.6.1 Technical Solution Overview

Veeam Backup and Replication®® is a proprietary backup and system recovery software
developed by Veeam for virtual environments. It is built on VMware vSphere and Microsoft
Hyper-V hypervisors. The software provides backup, restore and replication functionality.
Veeam also has products such as “Veeam agent for Windows” and “Veeam agent for Linux” for
backing up physical Windows and Linux servers respectively.

Points to consider:

e Free backup edition available for virtual and physical servers.

e Support for file level backups as well as system image type of backups.

e Backups can be run without having to shut down the system. This can be very critical in
manufacturing environments.

e Tech support available for Free edition users.

e Easy to setup and use.

4.6.2 Technical Capabilities Provided by Solution

Veeam Backup and Replication provides components of the following Technical Capabilities
described in Section 6 of VVolume 1:

e Data Backup
e Data Replication

4.6.3 Subcategories Addressed by Implementing Solution

PR.IP-4

64 https://www.veeam.com/vm-backup-recovery-replication-software.html
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4.6.4 Architecture Map of Where Solution was Implemented

Legends
Veeam Backup
Management
Microsoft
ActiveDirectory/RADIUS
10100.2.3

Manufacturing DMZ

DMZ Historian
10.100.1.4

w R
e Q%

Manuf. System
Router/Firewall
g 0.100.2.0
Cybersecurity LAN
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4.6.5 Installation Instructions and Configurations

Details of the solutions implemented:

Name Version Hardware Details
Veeam Backup and 9.5 VMware Virtual Machine
Replication e Processors: 2 virtual cores

e Memory: 8 GB

e Disk space:4 TB.

e Network: 1 interface

e Operating System: Windows

2012R2

Veeam Agent for Windows 3.0.0.748  Installed on all Physical Windows
(Free version) computers of the plant

4.6.5.1 Environment Setup

1. A virtual machine running Windows 2012 R2 was setup with hardware specifications as
described in the table above.
2. The guest OS IP information was set as follows:

IP address: 10.100.0.10
Gateway: 10.100.0.1
Subnet Mask: 255.255.255.0
DNS:10.100.0.17

3. A backups network share was created on the server. Within this folder, different sub
folders were created as per the hostnames of each system to be backed up. Each system’s
backup job was in turn configured to be saved to its corresponding hostname folder on
the Veeam server via a UNC path

4. A user account veeamuser was created in our Active Directory and assigned read/write

permissions for the above backups share.

4.6.5.2 Initial Setup

1. Download Veeam Backup & Replication®

2. Install the prerequisites as mentioned in the product guide. Run the installer, follow
the on-screen instructions to complete the install®®.

3. Create a network share folder on the Veeam server for storing all the backups.

4. Create a Service account in Active Directory with read/write permissions to this network
share.

65 https://www.veeam.com
66 https://helpcenter.veeam.com/docs/backup/hyperv/install _vbr.html?ver=95u4
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The Free Edition of Veeam Backup and Replication lets you manage virtual machine backups
from the Central Veeam Backup and Replication Console. However, any physical servers using
the Free version of Veeam agent for Windows cannot be managed from the Central console.
These need to be managed locally from the client system itself.

4.6.5.3 Performing Backups

All Windows systems of the plant network were configured for Backup using Veeam Agent for
Windows®’. The agent was installed on all the physical windows clients. Connectivity between
each client and the VVeeam Server was verified by accessing the backups share folder (created in
the above section) from each client.

1. Download and install Veeam Agent for Microsoft Windows on the physical Windows
systems as required. In the Free version, a backup or restore operation needs to be
initiated from the client system.

2. Double click the Veeam backup icon in the System tray to launch the wizard

3. Create a Recovery Media as follows

a. Follow the on-screen prompts during the setup to create one OR

b. Run Veeam.Endpoint.RecoveryMedia.exe program under C:\Program
Files\Veeam\Endpoint Backup directory to create one manually.

c. Select ISO image file under Available Bootable Media Types

v . ==
! Recovery Media
. Specify bare metal recovery media options.
Recovery Media Available bootable media types: )
[
I Image Path Name Type Capacity
' . | 2D DVD RW Drive (D:) SST_DN 0
Ready to Apply s
= E:\ Removable Disk (E:) 19GB
Progress =Image 1SO image file
|| Include decryption key for seamless restore from encrypted backup (protects from password loss)
V| Include network connections settings from this computer (recommended)
[¥] Include hardware drivers from this computer (recommended)
| Include the following additional storage and network hardware drivers:
Folder
Next > | Cancel

67 https://www.veeam.com/windows-endpoint-server-backup-free.html
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d. Enter the Name and Location to save the I1SO.

— Image Path
H. | Specify where you want us to save the created 15O file.

15O file name and location:
\Users\Administrator\Documents\VeeamRecoveryMedia_FGS-47631EHH iso

Recovery Media

Browse..,

Ready to Apply [ This share requires access credentials:

Progress

This Recovery Media is required for Recovery operations involving Full Computer
Image or Volume level backup.

4. To perform a backup of Entire Computer type (System Image)

a. Right-click on the Veeam Tray, select Control Panel > Backup > Add New Job
b. Enter the name of the Backup job

w Type in 2 name and description for this backup job.

Name:
Full-backup|

Backup Mode

Description:
Destination Created by FGS-47631EHH\Administrator at 4/11/2019 4:45 PM.
Local Storage

Schedule

Summary
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c. Select Entire Computer as the Backup Mode

*27 New Backup Job

Backup Mode
w Choose what data you want to backup from this computer.

(===

Name © Entire comp (rec ded)
Back up your entire computer image for fast recovery on any level. Deleted, temporary and page
|_ files are automatically excluded from the image to reduce the backup size.

7] Include external USB drives

Destination
Local Storage ") Volume level backup
Back up images of selected volumes, for example only data volumes. Deleted, temporary and page
Schedule files are automatically excluded from the image to reduce the backup size.
Summary "

! File level backup (slower)
Back up individual files and folders by mask. This mode produces an image-based backup with only
selected files included in the image.

| ] (i [

d. Select a Backup Destination. Choose Shared folder if saving the backups to a
network share as in our case.

127 New Backup Job_ )

Destination
w Choose where you want to backup your data to. We highly recommend that you do not store your backups on the same
I:I computer that you are protecting.

Name ) Local storage
Choose this option to back up to a locally attached storage device such as USB, Firewire or eSATA
Backup Mode external hard drive. Backing up to internal hard drives is not recommended.
| Bestination I o Shared folder

Choose this option to back up to an SMB (CIFS) share on a Network Attached Storage (NAS) device,

Shared Folder or on a regular file server.

Sackup:Gachs ) Veeam backup repository
Choose this option to back up to a backup repository managed by Veeam Backup & Replication 9.5

Schedule Update 4 or later server.

Summary ©) Veeam Cloud Connect repository
Choose this option to back up to a cloud repository managed by Veeam Cloud Connect service
provider.

) Microsoft OneDrive
Choose this option to back up to the Microsoft OneDrive or Microsoft OneDrive for Business.

[ < Previous ] [ Next > ] Finish
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e. Enter the path of the Network share and the Active Directory user credentials
created earlier. Select the Number of Restore Points as per your retention policy.

''5] New Backup Job
Shared Folder
w Specify a shared folder to backup to, and account to connect to a shared folder with.

|

Name Shoredfolder
\\10.100.0.10\backups\workstation

Backup Mode

n/a

[({{]

Destination
This share requires access credentials:

Browse...

Username: LAN\veeamuser
Backup Cache

Password: eeesesesss|
Schedule

Summary

Keep backups for the past: (1477’-:? days when the computer was running
Click Advanced to enable periodic full backups, configure encryption and other
backup file settings

l < Previous ][ Next > ] | Finish

f. Configure a Schedule. Hit Apply when done.

p)

|

Schedule
w Choose when you want backup job to be started automatically.

= |

Name Pericdically

We will wake your computer from sleep to take a backup unless the connected standby power model
Backup Mode is enabled. Normally, this model is only enabled on mobile devices, such as tablets.
Detnston Daily at 1230 AM 2| [Everyday 7] [ Days..
Local Storage If computer is powered off at this time [Backup once powered o v]

I_ Once backup is taken, computer should [Keep running

Summary
At the following events
7] Lock
[ Log off
[7] When backup target is connected i ]

Eject removable storage once back

[ < Previous ] [ Apply ] Finish

Cancel
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5. To perform a backup of File-Level Type
a. Repeat Steps listed above in Step 4, except for one change. Select the Backup
Mode as File-Level (Slower).
b. Select the Directories to be backed up. Click Next to complete the remaining

steps.

4.6.5.4 Performing Recovery

1. Follow the steps below to Restore Individual files
a. Double click on the Veeam Agent in Windows System tray of the client >
Restore > Individual Files.
b. Select Network Storage as the location under Backup Location page. Hit Next.
Select Shared folder under Remote Storage. Click Next.
d. Specify the UNC path and access-credentials of the shared folder under Shared
folder. For instance, \\10.100.0.10\backups\workstation in our case.
e. Select a Restore point from which you want to recover data at the Restore Point
step. Click Next to initiate the Restore process.
f. Review the steps at the Summary page

o

2. Follow the steps below to Recover VVolumes or an Entire Computer image,
a. Boot the system using the Recovery media created earlier. Click on Bare Metal
Recovery
b. Select Local Storage if restoring backups from an External USB Drive or Network
Storage if restoring from a network share as in our case.

Volume Level Restore

>
=

/,% Backup Location
ﬁ \ Specify where the backup files you want to restore from reside.

Backup Location ®) Local storage

Restore Point Select this option if your backup files reside on locally attached storage. We will search all volumes
\estore Poin and select backup file with the latest restore point automatically.

Backup file:

Restore Mode
' No backup files found on local or external disks, click Browse to select backup

‘ ) \ Browse...
Summary files manually

Progress Load driver

Network storage

Select this option if your backup files are stored on a network attached storage such as shared
folder, Veeam backup repository, Veeam Cloud Connect repository or in the Microsoft OneDrive.
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c. Configure Network Settings. Choose either DHCP or Static IP and hit Continue
d. Select Share folder at the Network Storage Step. Hit Next

=

) Volume Level Restore |
Network Storage
¢ Specify the network storage type holding the backup files you want to restore from.
Backup Location (®) Shared folder
_ Select this option if your backup files are stored in SMB (CIFS) share on a Network Attached Storage
(NAS) device or on a regular file server
Shared Folder
() Veeam backup repository
Backup Select this option if your backup files are stored in a Veeam backup repository.
Restore Point () Veeam Cloud Connect repository
Restore Mode zelect this option if your backup files are stored in a cloud repository hosted by the Veeam Cloud
onnect service provider.
STy () Microsoft OneDrive
Progress Select this option if your backup files are stored in the Microsoft OneDrive.

e. Enter the UNC- path and access-credentials of Share folder to restore from.
1 New BackupJob

Shared Folder

W Specify a shared folder to backup to, and account to connect to a shared folder with,

|

Name Shared folder: i
\\10.100.0.10\backups\workstation [ Browse,.. _J

Backup Mode N o
s nlo [ Populate ]

Destination x

l_ | This share requires access credentials:

Username:  LAN\veeamuser
Backup Cache

Password:  eesesenees|

9

& Schedule

f. Select a Backup from the list of backups the wizard displays and hit Next.
g. Select a Restore point under Restore Points from which you want to recover data.
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h. Select a Restore Mode at the Restore Mode step. If the disk type and layout on the
system has not changed select “Entire Computer”. There is a Manual restore available
for advanced users.

2 Volume Level Restore [
Restore Mode
¢ Specify a restore mode.
Backup Location () Entire computer
Restores the entire computer backup. All data on existing volumes of this computer will be
bietwork Sopige overwritten with the data from backup file.
Shared Folder O System voksmes only
Backup Restores only system volumes required for the operating system to function. Recommended in

situations when your computer does not boot up.

Restore Point
(® Manual restore (advanced)

MO\'GMO& | Restores selected volumes only, with the ability to re-allocate partitions and volumes. This restore
mode should be used by advanced users only.
Disk Mapping

Summary

Progress

View automatically detected disk mapping

m < Previous ’ Next > Cancel

i. Map restored drives as per your system layout under Disk Mapping step®.
J.  Review the summary at the Summary page. Hit Restore to start the restore process.

68 https://helpcenter.veeam.com/docs/agentforwindows/userquide/baremetal disk_mapping.html?ver=30
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4.6.6 Highlighted Performance Impacts

The following performance measurement experiment was performed for the Veeam Backup tool
while the manufacturing system was operational:

Experiment PL009.2- Veeam full backup
Experiment PL010.1- Veeam incremental backup

A small performance impact to the manufacturing process was observed in, however, a more
noticeable impact was observed in the network traffic. For example, the round trip time from the
Controller to the OPC was increased significantly during the backup. The path delay from the
OPC to HMI was also increased significantly during the backup. The amount of backup traffic
could take up a large portion of the available bandwidth.

Also, there is storage consideration, example of backup size in the PCS system: HMI: 96 GB,
OPC: 29 GB, Controller: 31 GB, Historian: 194 GB

Network usage should be taken into consideration on when to perform a full backup, a low
network utilization time is likely to reduce the impact to the system. One important feature of the
Veeam backup is its ability to throttle to adapt to the network utilization in order to avoid taking
up all the available bandwidth for the backup traffic.

Incremental backup should be considered for periodic backup instead of full image backup.
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During the full backup, the network traffic increased dramatically. In one case, the backup of the
HMI and Controller hosts represented 99.6 % of the total traffic verse 0.4 % of the normal
traffic.

PCS - Veeam full backup - Controller to OPC - Round trip time
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Figure 4-7 Plot of packet round trip time from Controller to OPC during Veeam full backup

PCS - Veeam backup - OPC to HMI - Path delay
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Figure 4-8 Plot of the path delay from OPC to HMI during Veeam full backup
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Incremental backup should be considered. The amount of network resources consumed was
much lower compare with a full backup. The round trip time from Controller to OPC during an
incremental backup was increased only for a short amount of time.

PCS - Veeam increment backup - Controller to OPC - Round trip time
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Figure 4-9 Plot of the packet round trip time from Controller to OPC during Veeam incremental backup

There was a small performance impact to the manufacturing process observed during the full
backup. The product flow was slightly lower, and the reactor pressure overshot the normal levels
in the experiment.

It is hypothesized that the impacts were caused by increased network latency and traffic which
caused a delay of the sensor and actuator information exchange between the Controller and the
simulated plant. Therefore, degraded performance of the control loop caused a slight impact to
the performance of the system. The ability of the Veeam backup to throttle the rate of backup
according to the network condition helped reduce the impact to the network traffic and latency
during the full backup.
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Figure 4-10 Plot of the production flow of the manufacturing process during Veeam full backup
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Figure 4-11 Plot of the reactor pressure of the manufacturing process during Veeam full backup

145



CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG

NISTIR 8183A VoL. 2
PROCESS-BASED MFG SYSTEM USeE CASE

4.6.7 Links to Entire Performance Measurement Data Set

Veeam full backup KPI data

Veeam full backup measurement data

Veeam incremental backup KPI data

Veeam incremental backup measurement data
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4.7 Security Onion
4.7.1 Technical Solution Overview

Security Onion is a free and open source Linux distribution for intrusion detection, enterprise
cybersecurity monitoring, and log management. It includes Elasticsearch, Logstash, Kibana,
Snort, Suricata, Bro, OSSEC, Sguil, Squert, NetworkMiner, and other cybersecurity tools.5

Security Onion combines three core functions:
o full packet capture
e network-based and host-based intrusion detection systems (NIDS and HIDS,
respectively)

« and powerful analysis tools

Points to consider:

e Open source software, available as an 1SO distribution to deploy in any type of
environment (physical or virtual).

e Collection of different open-source tools such as SNORT, BRO, OSSEC SGQUIL,
KIBANA, ELSA etc. integrated into one product which otherwise would require a lot of
manual work to integrate.

e Support for standalone instance and distributed deployment for large organizations.

e Provides a front-end to Snort and BRO IDS which are natively command line-based.

e Fully customizable rule-set. Has inbuilt detection rules to detect a variety of cyber-attacks
and anomalies for both IT and OT environments.

e Learning curve associated. Familiarity with SNORT and BRO IDS rule-set.

e Hardware resource intensive.

e No reporting capabilities out of the box.

4.7.2 Technical Capabilities Provided by Solution

Security Onion provides components of the following Technical Capabilities described in
Section 6 of Volume 1:

e Network Boundary Protection

e Network Monitoring

e Event Logging

e Forensics

4.7.3 Subcategories Addressed by Implementing Solution

PR.AC-5, PR.DS-5, PR.MA-2, PR.PT-1, PR.PT-4, DE.AE-2, DE.AE-3, DE.CM-1, DE.CM-6,
DE.CM-7, DE.DP-3, RS.AN-3

89 https://securityonion.net/
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4.7.4 Architecture Map of Where Solution was Implemented
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4.7.5 Installation Instructions and Configurations

Details of the solution implemented:
Name Version Hardware Details

Security Onion 16.04.5.2 Hyper-V Virtual Machine
e Processors: 4 virtual cores
Memory: 20 GB
Disk space: 500 GB
Network: 2 interfaces
Operating System: Ubuntu 16.04

4.7.5.1 Security Onion Environment Setup

1. A virtual machine running customized version of Ubuntu Linux 16.04 as provided by the
Vendor with hardware specifications as described in the table above.
2. Configured two network connections to the virtual machines as follows

Interface: ethO
Mode: Primary interface for management.

Interface: ethl

Mode: Monitoring port with the connection originating from a Network
Aggregator device that was configured to receive Mirrored traffic from all the three
network devices of the plant.

3. The guest OS IP information was set as follows:

Interface: ethO

IP address: 10.100.0.26
Gateway: 10.100.0.1

Subnet Mask: 255.255.255.0
DNS:10.100.0.17

4.7.5.2 Setup Instructions

1. Download the ISO image of Security Onion’® and deploy it on your Hyper-visor of
choice.

2. Review the hardware requirements’® prior to proceeding with the next steps.

70 https://securityonion.net
1 https://securityonion.readthedocs.io/en/latest/
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Setup the two network connections for the virtual machine before powering it ON as
follows.
e (eth0) for management IP address
o (ethl) for the monitoring interface. This connection would be either from a SPAN
port or a Network TAP which is receiving mirrored traffic from all network
devices.
Power-On the VM, Complete the default OS setup. Perform a reboot.
Ensure to set the OS time-zone to UTC as Security Onion uses UTC by default. Changing
time-zone can cause other issues.
Login to the console locally and click on the Setup icon on the Desktop to configure the
network interfaces. Reboot when done.6. Click on the Setup icon again to complete next
phase of the setup.
Click YES, Continue! and then select Evaluation Mode in the next screen for
standalone deployments.
Follow the on-screen options and complete the wizard. A system reboot would again be
required.
Configure appropriate firewall rules for remote connectivity,
a. Run sudo so-allow
b. Select a — analyst option
c. Enter the IP address or ip-range of client-pc where you intend to access security onion
interface from.

Instructions to setup a firewall’? are available from Security Onion.

Run the command sudo nsm sensor ps-status to check the status of each
component

Access the Security Onion application either via the SQUERT Web interface” or via
Kibana.™

4.7.5.3 Configuring Snort Updates

1.

2.

w

Register for an account on https://snort.org to be eligible for downloading the Registered
Rule set. Upon registration, note down the oink code tied to your account.

Copy-paste the OINK code in the rule_url parameter in
letc./nsm/pulledpork/pulledpork.conf file of the server and save the changes.

rule url=https://www.snort.org/reg-rules/|snortrules-
snapshot.tar.gz|<oink-code>

For systems with Internet Access,
Uncomment & Set LOCAL NIDS RULE TUNING=no in the
[etc./nsm/securityonion.conf

2 https://github.com/Security-Onion-Solutions/security-onion/wiki/Firewall

73 https://IP address-of-security-onion/

4 https://ip-address-of-security-onion/app/kibana
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5. Runthe sudo rule-update command to update the rule set. This will download new
rules from Snort.org and save them in /etc./nsm/rules/downloaded.rules file.
6. For Air-Gapped environments (w/o Internet)
a. Set LOCAL NIDS RULE TUNING=yes in the securityonion.conf file
b. Download snort updates manually on a different system which has internet access and
transfer these via USB device or network to /tmp folder on the Security Onion server.
C. Runsudo rule-update

4.7.5.4 Configuring SNORT Rule set

1. Define the network variables such as SHOME_NET, $SEXTERNAL_NET etc. as per your
environment in the (snort.conf) at /etc./nsm/<hostname-MonitorInterface>/.
2. Restart Snort services: sudo nsm sensor ps-restart --only-snort

Below is a snippet of the snort.conf in our instance

FEFER iR AR AR R A AR AR
# Step #1: Set the network variables. For more information, see RERADME.variables
FREERR AR AR AR AR AR A AR

# Setup the network addresses you are protecting
ipvaﬁ HOME NET [152.166.0.0/16,10.0.0.0/8,172.16.0.0/12]

ipvar NETWORK _DEVICES [172.1¢.1.3,172.16.3.1,172.16.2.2,152.168.0.239,192.1658.0.2,192.168.1.2]
ipvar ICS DEVICES [172.16.2.102,172.16.4.102,1592.168.0.30,152.165.0.60]

ipvar PCS ICS DEVICES [172.16.2.100/30]

# Set up the external network addresses. Leave as "any" in most situations

ipvar EXTERNAL NET !SHOME_NET

# List of DNS servers on your network
ipvar DNS_SERVERS [10.100.0.17]

# List of SMTP servers on your network
ipvar SMTP_SERVERS SHOME NET

3. To define custom rule set:
a. Define them in /etc./nsm/rules/local.rules file
b. Update the Ruleset by running sudo rule-update
c. Runtail -n 100 /etc./nsm/rules/downloaded.rules to confirm if the
local.rules got merged successfully into the downloaded.rules file
4. Review the /etc./nsm/<interface>/snortu-1.log if the defined local rules do not appear in
the downloaded.rules file.
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4.7.5.5 Rules Implemented to Monitor our Plant Network

Shown below are some of the rules used in our local.rules file to detect common IT and ICS-
specific anomalies.

alert UDP any any -= $PCS_ICS DEVICES any (msg: "Nmap UDP Scan"; sid:10000002; rev:1;)

alert icmp any any -= $SHOME_NET any (msg: "NMAP ping sweep Scan"; dsize:0; s1d:10000004;
rev:l;)

alert icmp any any -= $HOME NET any (msg: "Ping Large ICMP Packet"; dsize:>800; classtype:bad-
unknown; sid:10000030; rev:1;)

alert tcp any any -> SHOME_NET [80,22 443] (msg: "TCP SYN flood attack detected”; flow: stateless;
flags:S.12; detection_filter:track by_dst. count 100, seconds 10; classtype: attempted-recon;
51d:10000005; rev:1:)

alert tcp SHOME_NET any ->= SEXTERNAL _NET 21 (msg: "FTP attempt to Public IP"; sid-10000003;
rev:l;)

alert tcp SHOME_NET any -=> any 21 (msg- "FTP upload attempt"; content: "|53 54 4f 52|":
s1d:10000020; rev-1;)

alert tcp any 21 -= SHOME NET any (msg: "FTP file successfully uploaded”; content: "|54 72 61 6e 73
66 65 72 20 63 6f6d 70 6¢ 65 74 65|"; s1d:10000027; rev:1;)

alert tcp any 21 -= SHOME NET any (msg: "FTP PDF file successfully uploaded”; content: ".pdf";
s1d:10000031; rev:1;)

alert tcp any any <= any any (pere:"/S\d{3 }(\s|-)7d {4} (s[)Pd {4} (s[-)d {4}/"; mag: "MasterCard
number detected in clear text"; content:"number"; nocase; sid:10000013; rev:1;)

alert tcp any any <= any any (pcre:"/3\d{3}(\s[-)T\d {63 (\s[-)7'd{5}/"; msg: "Amernican Express number
detected in clear text"; content:"number" nocase; s1d:10000014; rev:1;)

alert tcp any any <= any any (pere:"/Ad{3}(s|-)Nd {41 (s Td {4 (s[)Td{4}/"; msg: "Visa number
detected in clear text"; content-"number" nocase; s1d:10000015; rev:1;)

alert tcp STELNET SERVERS 23 = SHOME_ NET any (msg: "Telnet Password in Clear text"; content:
"Password"; 51d:10000010;rev-1;)

alert tcp SHOME NET any -= $STELNET SERVERS 23 (msg: "TELNET login attempt”;
classtype-default-login-attempt; s1d:10000007; rev:1;)

alert tcp SHOME NET any -> $TELNET SERVERS 23 (msg: "Telnet Rockwell Automation Default
Password": content: "|73 77 69 74 63 68/"; sid:10000008:rev:1;)

alert tcp any 23 -= any any (msg: "TELNET login failed"; flow:from_server established: content:"Login
failed"; fast_pattern:only; nocase: classtype-bad-unknown; s1d:10000038; rev:
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Snort Rules for ICS/ SCADA™

alert tcp SHOME_NET any -= SICS_DEVICES 44818 (msg: "PROTOCOL-SCADA Rockwell firmware
change attempt”; flow:to_server.established: content:"|6F 00["; content:"|00 00 00 00/"; within:4; distance:6;
content:"|00 00 00 00]"; within:4; distance:8; pere:"/(x20'xal|'x21'x00'xal'x00)(\x24[\x01-

o ff] ' 2 5= 00 [ %01 -\ ff]'x00)/smi"; reference:cve 2012-6437;

reference url tools cisco com/securnity/center/viewAlert x7alertId=27868; classtype:policy-violation;
s1d:10000019; rev:1;)

alert tcp SHOME_NET any -> SICS_DEVICES $SHTTP_PORTS (msg: "ICS-SCADA PLC Web access
attempted "; s1d:10000033; rev:1;)

alert tcp any any ->= SHOME NET 22350 (msg: "PROTOCOL-SCADA TwinCAT PLC DOS attempt";
flow:to_server.established: dsize:>2000; content:"|A2 1D CB AA AA 75 48B4 91 DB F4 06 BO B0 2D|";
fast pattern-only; metadata:policy max-detect-ips drop, policy security-ips drop;
reference:url www . beckhoff com/english asp?twincat/overvw htm; classtvpe:attempted-dos; s1d:41743;
revil;)

alert tcp any any -= §ICS_DEVICES 502 (msg: "PROTOCOL-SCADA Modbus user-defined function code
- 65 to 72"; flow:to_server established; byte test:1 >.64.7; byte test:1.<.73.7;

reference:url www.modbus.org/docsModbus_Application Protocol V1 _1b pdf; classtype:protocol-
command-decode; s1d:15074; rev:5;)

alert tcp any any ->= $ICS DEVICES 502 (msg: "PROTOCOL-SCADA Modbus user-defined function code
- 100 to 110"; flow:to_server established; byte test:1.>99.7; byte_test:1 < 111.7;

referencerurl, www. modbus.org/docsModbus_Application Protocol V1 _1b.pdf; classtype:protocol-
command-decode; s1d:15075; rev:3;)

alert tcp any any ->= $ICS_DEVICES 502 (msg: "PROTOCOL-SCADA Modbus read multiple coils - too
many inputs”; flowto_server, established; modbus_func-read coils; byte test:2 > 2000,10;

reference:url www.modbus.org/docsModbus_Application Protocol V1 _1b pdf; classtype:protocol-
command-decode; 51d:15077; rev:6;)

alert tcp any any -= S$ICS_DEVICES 502 (msg: "PROTOCOL-SCADA Modbus write multiple registers
from external source"; flow:to_server,established; modbus_funcowrite_multiple registers;

reference-url www modbus org/docs™Modbus_Application Protocol V1 _1b pdf; classtype protocol-
command-decode; s1d:17782; rev:4;)

alert tcp any any -= $ICS DEVICES 502 (msg: "PROTOCOL-SCADA Modbus write single coil from
external source”; flow-to_server established; modbus_func:write single coil;

referencerurl, www. modbus.org/docsModbus_Application Protocol V1 _1b.pdf; classtype:protocol-
command-decode; s1d:17784; rev:4;)

alert tcp any any -= SICS _DEVICES 502 (msg: "PROTOCOL-SCADA Modbus write multiple coils from
external source”; flow-to_server established: modbus_func:write_multiple coils;

reference-url www modbus org/docs™Modbus_Application Protocol V1 _1b pdf; classtype protocol-
command-decode; s1d:17785; rev:4;)

5 Snort Rules for ICS/ SCADA: https://github.com/ITI/1ICS-Security-Tools/blob/master/configurations/rules/talos-snort.rules
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alert tcp any -= $NETWORK DEVICES 80 (msg- " WEBAPP Netgear Default Password";
flow:established to_server; content:"POST"; nocase; http_method;
uricontent:"/base/cheetah login html"; content-"password"; nocase; s1d:1000009; rev-1;)

alert tcp SHOME NET any -=> SNETWORK,_DEVICES $HTTP _POETS (msg: "WEBAPP Rockwell
Automation default password login attempt”; flow-to_server established; content-" Authorization|3A|";
nocase; http_header; content-"Y WRtaW 5pc3Ry Y XRvejptbDEOMDA="; fast pattern-only; http header;
metadata:service http; classtype:default-login-attempt; s1d:10000011; rev:1;)

alert tcp any any -> SEXTERNAL NET 22 (msg: "S5H Attempt to Public Host"; sid:10000018; rev-1;)
alert tcp any any -= SHOME NET 22 (msg: "Potential SSH Brute Force Attack”; flow:to_server,
established; flags:S+; detection_filter-track by _src, count 30 _ seconds 10; classtype:attempted-dos;
priority:1; s1d-10000006; rev-1;)

alert udp SHOME NET any -= $DNS_SERVERS 53 (msg: "DNS Request to Twitter com Detected";
content: "|6e 69 73 74|"; s1d:10000016; rev:1;)

alert udp SHOME NET any = $DNS_SERVERS 53 (msg: "DNS Request to Facebook com Detected";
content: "|66 61 63 65 62 6f 6f 6b|"; s1d:10000017; rev:1;)

alert tcp SHOME_NET any -= SEXTERNAL_NET $HTTP_PORTS (msg: "WEB-PHP file upload
attempt"; flow-to_server, established; uricontent-"/upload php"; nocase; content:"filename=";
reference-bugtraq,3361; reference-cve 2001-1032; classtype:attempted-admin; s1d:10000029; rev:1;)
alert tcp $Robotics devices any -> SEXTERNAL NET $HTTP PORTS (msg: "Web Access to Public

IP attempted”; s1d-10000039; rev:-1;)

4.7.5.6 Tuning Security Onion:

1. Setthe DAYSTOKEEP parameter in the /etc./nsm/securityonion.conf file to change the
database retention period. The default retention period for Sguil database is 30 days

2. To use any of the commented-out rules from downloaded.rules file, note down the
Generator ID (GID) and Signature ID (SID) value defined in the rule that’s commented
out and listthem in /etc./nsm/pulledpork/enablesid.conf file. Avoid directly
uncommenting these in the downloaded.rules file.

3. Tosilence any false alerts, note down the Generator ID (GID) and Signature ID (SID)
value of the rule that is generating the alert and define them in the
[etc./nsm/pulledpork/disablesid.conf file. Shown on the next page is a snippet from our
disablesid.conf file showing the SIDs we have disabled.

154



NISTIR 8183A VoL. 2 CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG
PROCESS-BASED MFG SYSTEM USeE CASE

# example disablesid.conf V3.1

# Example of modifying state for individual rules
#1:1034,1:9837,1:1270,1:3390,1:710,1:1249,3:13010

3:19187

119:19 # http_inspect: LONG HEADER

123:8 # frag3: Fragmentation overlap

128:4 # ssh: Protocol mismatch

129:4 # stream5: TCP Timestamp is outside of PAWS window

129:5 # stream5: Bad segment, overlap adjusted size less than/equal 0
129:7 # stream5: Limit on number of overlapping TCP packets reached
129:12 # stream5: TCP Small Segment Threshold Exceeded

4. Follow the instructions on the wiki for managing the size of pcap files to maintain the
storage space on server.

4.7.5.7 BRO IDS Setup

Zeek (formerly known as BRO) is a powerful IDS that comes preinstalled in Security Onion
server alongside Snort. It is beyond the scope of this document to explain detailed working of
BRO. At a high level,

1. Place any custom scripts for BRO in /opt/bro/share/bro/policy/ directory. Refer to the
security onion wiki’® for additional reference on BRO.
2. Enable Windows SMB File share monitoring as follows,
a. Add the below line at the end of /opt/bro/share/bro/site/local.bro file

@load policy/protocols/smb

b. Restart BRO: sudo nsm sensor ps-restart --only-bro
4.7.5.8 OSSEC Setup

Ossec is a Host Intrusion Detection System (HIDS) supported on both Windows & Linux
platforms. The OSSEC server (now replaced with Wazuh) comes pre-installed with Security
Onion. It is beyond the scope of this document to explain detailed working of the OSSEC

product. The Ossec official website and other documentation links under References can be a
useful source.

1. Download the Ossec agent installer’” specific to your Operating System.

78 https://securityonion.readthedocs.io/en/latest/
7 http://www.ossec.net/
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2. Copy over the agent to the client system and run the setup process using the instructions
mentioned on the Ossec website. During the install, mention the IP address of Security
Onion server as the IP address of Ossec server.

3. Run the command so-allow to manage firewall settings on the Security Onion server
to receive data from Ossec clients.”®

4. Add any custom OSSEC rules for monitoring to the local_rules.xml file under

Ivar/ossec/rules directory. If a decoder is required to parse custom logs, it should be

defined under in local_decoder.xml file under /var/ossec/etc. directory.

View the Ossec alerts either from Kibana Interface or Squert web interface

6. To monitor USB drive detection using OSSEC:

a. Add the following lines’ to the local Ossec.conf file on the Windows endpoint

o

<agent_config 0s="Windows'">
<localfile>
<log_format>full command</log_format>
<command>reg QUERY
HKLM'\SYSTEM\CurrentControl Set\Enum\USBSTOR</command=>
<aliag>usb-check</alias>
</localfile>
</agent_config>

b. Add the following lines to the /var/ossec/rules /local_rules.xml file on the Security
Onion server to generate an alert

<rule 1d="140125" level="7">

<if s1d>330</if sid>

<match>ossec: output: 'usb-check':</match>

<check diff />

<description>New USB device connected</description=
</rule>

7. To monitor for Unauthorized assets on the network:
a. Install the arpwatch package on the Security Onion server
b. Runarpwatch -i <interface>command to start the service

For instance: arpwatch -i ethl where ethl is monitoring port.

78 https://github.com/Security-Onion-Solutions/security-onion/wiki/Firewall
9 https://www.ossec.net/docs/manual/monitoring/process-monitoring.html
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c. Add anew rule to the local_rules.xml file as shown below. This references this
inbuilt decoder at /var/ossec/etc./arpwatch_decoder.xml and alerts when a new
device is plugged into our network

<rule 1d="110003" level="7">
<af s1d>7200<f sid>
<match>new|logon</match>
<description>Arpwatch new host detected. </description>
<group>new _host,</group>
</rule>

d. Restart OSSEC server after adding any local /rules with the command
sudo service ossec-hids-server restart

The image below shows a sample alert in Squert Web Interface, when a new system was
physically connected to the network:

INTERVAL:  2018-04-24 00:00:00 -= 2018-U4-24 23:59:59 (+00:00) FILI
9131

2,000
1,500
1,000

500 - 1120
01 02 03 04 05 06 07 08 09 10 11 12

QUEUE 5C DC ACTIVITY LAST EVENT SIGNATURE

7 1 1 20:02:28 [OSSEC] Arpwatch new host detected.

Note: This package relies on the local ARP cache of the system to detect new devices.

8. To monitor for Specific events from Windows hosts using OSSEC
= Note down the EventID to alert on from the Event Viewer. For instance, assume you
need to monitor EventID 1001 belonging to Factory Talk Service, which is the Event
generated for any login failures from Rockwell Factory Talk software.
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] vent Viewer
File Action View Help
«s 7@ 0
7 Custom Views .
4 [ Windows Logs I.’evel Date and Time Source EventID Task Category 2
{&] Application (i) Information 4/23/2018 4:04:28 PM RSLinx Enterprise ... 1001 Operator
5] Security €}l Information 4/23/2018 4:03:19 PM FactoryTalk Service 1001 Operator
] Setup (i) Information 4/23/2018 4:03:19 PM FactoryTalk Service 1001 Operator
5] System @lnformation 4/23/2018 4:03:10 PM FactoryTalk Service 1001 Operator
5] Forwarded Events (i) Information 4/23/2018 4:03:10 PM FactoryTalk Service 1001 Operator
4 [ Applications and Services Lo| | (7) Information 4/23/2018 4:02:56 PM RSLinx Enterprise ... 1001 Operator
f¢] FactoryTalk Diagnostics || (§) information 4/23/2018 4:02:56 PM RSLinx Enterprise .. 1001 Operator
f¢] Hardware Events (i) Information 4/23/2018 4:02:56 PM RSLinx Enterprise ... 1001 Operator
fe] Intemet Explorer (i) Information 4/23/2018 40256 PM FactoryTalkDiagn... 1001 Engineer
{&] Key Management Service| | = ; : : X
fe] Media Center Event 1001, FactoryTalk Service X

= Edit the local ossec.conf of the client to include this EventID in question under the
<location> attribute of the Event category. For instance:

| ossec.conf - Notepad

File Edit Format View Help

<ossec_config>

<localfile>
<location>FTDiag</location>
<log_format>eventchannel</log_format>
<query>Event/System[EventID=1001]</query>
</localfile>

= Define a corresponding rule in the local_rules.xml file to generate an alert. Ensure to
set level >=7 for Ossec to generate an alert. For instance:

<group name="syslog,">
<rule 1d="110001" level="0">
<if s1d>18104<if sid>
<match=FactoryTalkDiagnostics</match>
<description>FactoryTalk Audit Event</description>
</rule>
<rule 1d="110002" level="7">
<if 51d>110001</if sid>
<match>failure</match>
<description>FactoryTalk Administration Console login failure</description>
</rule>
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Lessons Learned:

The full packet capture feature in Security Onion can fill up the hard disk space quickly
depending on the amount of network traffic in your environment. Ensure to plan and allocate
substantial amount of storage for the server along with configuring the necessary data retention
options in securityonion.conf file. Trimming your pcaps can allow you to store them for longer
periods of time.8°

4.7.6 Highlighted Performance Impacts

No performance measurement experiments were performed for the use of Security Onion due to
its installation location and how it was used (i.e., the software performed passive analysis of
network traffic external to the manufacturing system).

4.7.7 Links to Entire Performance Measurement Data Set

N/A

80 hitps://www.netresec.com/?page=Blog&month=2017-12&post=Don%27t-Delete-PCAP-Files---Trim-Them
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4.8 Cisco AnyConnect VPN
4.8.1 Technical Solution Overview

The AnyConnect Secure Mobility Client® is a modular endpoint software product by Cisco. It
provides VPN access through Secure Sockets Layer (SSL) and IPsec IKEv2 and also offers
enhanced security through various built-in modules. AnyConnect clients are available across a
broad set of platforms, including Windows, macQOS, Linux, iOS, Android, Windows
Phone/Mobile, BlackBerry, and ChromeQOS.

Points to consider:

e Provides additional cybersecurity in the form of Web Security and DNS-Based security.

e OS Platform independent: The VPN clients are supported on Windows, Mac and Linux.

e Administrators can control which networks or resources for endpoints to connect. It
provides an IEEE 802.1X supplicant that can be provisioned as part of authentication,
authorization, and accounting (AAA) capabilities along with some unique encryption
technologies such as MACsec IEEE 802.1AE.

e Cisco Proprietary Product. This replaces the earlier free product called AnyConnect VPN
client. You must either have a Cisco Adaptive Security appliance (ASA) Firewall or
Cisco Firepower Services Appliance and an active AnyConnect Secure Mobility Client
license.

4.8.2 Technical Capabilities Provided by Solution

Cisco AnyConnect VPN provides components of the following Technical Capabilities described
in Section 6 of Volume 1:

e Secure Remote Access
e Data Replication

4.8.3 Subcategories Addressed by Implementing Solution

PR.AC-5, PR.IP-4, PR.MA-2

81 https://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-secure-mobility-client/at_a_glance c45-
578609.pdf
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4.8.4 Architecture Map of Where Solution was Implemented

Legends
—— 500 AnyConnect VPN

SSL Tunnel Remote user with
———————— Cisco AnyConnect
client installed on PC
Internet
Management Manufacturing DMZ
Aetivanerosof DMZ Historian

10.100.1.4

1010023

Manuf. System
Router/Firewall

Management LAN - 10.100.2.0/24 i p Manufacturing DMZ LAN - 10.100.1.0/24 .

Cybersecurity LAN
Open-Audit Microsoft Syma, GTB Veeam NTP,
udit _“"“ five Nessus Vuin. ntec Graylog Windows
101000177 IMCidentResp. scanner ActiveDirectory Antivirus - SEPM Data Loss Prev. Backup & e EL
1010005 10100025 10100.013.17 10.100.0.5 10.100.0.175,176 lﬁeﬂmo pleation 10, IS)DOS ‘Itgl W s D fm"‘_'a‘ .
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4.8.5 Installation Instructions and Configurations

Details of the solutions implemented:

Device Function OS / Version
Cisco ASA 5512 with Firepower Firewall FTD 6.2.3
services
AnyConnect VPN VPN Client software 4.7.01076
Virtual Machine (Mgmt-AD.mgmt.lab) Active Directory, Windows 2012

DNS, NPS (Radius) R2

4.8.5.1 Environment Overview

Secure Remote Access was implemented using the Cisco AnyConnect VPN. The AnyConnect
VPN was configured on the Cisco ASA firewall in the Cybersecurity LAN network. A Windows
server was setup in the Management LAN network of the plant for hosting Active Directory and
Radius Authentication services for VPN clients.

4.8.5.2 Setup of a Radius server on Windows
The high-level steps for setting up a Radius server for authenticating Cisco ASA users are:

1. Install the following roles on the server either using Server Manager or power shell.
Different servers must be used to separate out the Roles and for redundancy.
e Active Directory Services
e DNS Server
e Network Policy Server

2. Create a security group in Active Directory for VPN users and add those users requiring
remote access to this group. For instance, a group called VPN-users was created in our
AD server and a user vpnuser01 was added to this group.

-

Active Directory Users and Computers =

File Action View Help - N I_-
T— ‘, - 'VPN-Users Properties ?
e zn[mE & of §f
] Active Directory Users and [ Bross | Members ‘ Mecherc l Menaged By ] Kl
p || Saved Queries Members:
4 & mgmtlab Name Active Directory Domain Services Folder
b [ Builtin b8 voruserD mgmt lab/Users
p [ Computers
| b [E1 Domain Controllers
b ] ForeignSecurityPrin
p 1 Managed Service A
] Users
< [ - N
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3. Launch the Network Policy Server console. Create a new Radius client for your firewall
device by clicking on Radius Clients > New.

4. Enter the IP address of the Interface on the ASA. This is typically the Default Gateway of
the subnet where the AD/Radius server is in. Enter a strong passphrase for Shared secret.

The image below shows a Radius client created for our Cisco-ASA firewall.

&
&)

. File Action View Help

e =[E B

€ NPS (Local) RADIUS Clients
4 [ ] RADIUS Clients and Servers(i—
= RADIUS Clients a RADIUS clients allow you to specify the network access servers, that provide access to your network.
35 Remote RADIUS Server
b [=] Policies
b 5 Network Access Protection|| Friendly Name IP Address Device Manufacturer NAP-Capable Status
B Accounting = RuggedCOMCRS 10.100.2.7 RADIUS Standard No Enabled
- | AllenBradley-8300 10.100.2.8 RADIUS Standard No Enabled

b Wl Templates Management
i Cisco-ASA 10.100.2.1 RADIUS Standard No Enabled
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5. Click on Network Policies under Polices. Create a Network Policy here corresponding to
the Radius client setup earlier. The image below shows network policy created for the
Cisco-ASA client. Ensure the policy is enabled.

Overview | Conditions | Constraints | Settings |

Policy name:
Policy State
If enabled. NPS evaluates this policy while ing authorization. If disabled. NPS does not evaluate this policy.
[¥] Policy enabled

Access Pemission
If conditions and constraints of the network policy match the connection reguest. the policy can either grant access or deny
access. \what is access permission?

(® Grant access. Grant access if the connection request matches this policy.
(O Deny access. Deny access if the connection request matches this policy.
[ Ignore user account dialin properties.

If the connection request matches the conditions and constraints of this network policy and the policy grants access, perform
authorization with network policy only: do not evaluate the dial-in properties of user accounts .

Network connection method
Select the type of network access server that sends the connection request to NPS. You can select either the network access server type
or Vendor specific. but neither is required. If your network access server is an 802.1X authenticating switch or wireless access point.,
select Unspecified.
® Type of network access server:

[Unspecified v
O Vendor specific:

10 =

[ ok J[ coneel ]| ooy |

6. Click ADD under Conditions tab to add the following two conditions at a minimum.
Add more conditions as per your requirement.

e VPN-Users security group created earlier.
e Client IPv4 Address: IP address of the Radius client created earlier.

Conditions | Constraints | Settings

Configure the conditions for this network policy.

I conditions match the connection request. NPS uses this policy to authorize the connection request. If conditions do not match the
connection request. NPS skips this policy and evaluates other policies, if additional policies are configured.

Condition Value
> Windows Groups MGMT\VPN-Users
% Client IPv4 Address 10.100.2.1
Conditi 2ize

The Windows Groups condition specifies that the connecting user or computer must belong to one of the selected groups.

[ ] [ ] [ Remove ]

[Cox J[ camce ][ zepyy |
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7. Select the authentication methods under Constraints as shown below. This is as per

Cisco documentation.®?

[Oversiew | Condtions | Constrants | Setings

Constraints:

Configure the constraints for this network policy.
If all constraints are not matched by the connection request, network access is denied.

Constraints

7 tion Methods
0% Idle Timeout
=% Session Timeout
=] Called Station 1D
9 Day and time restrictions
7 NAS Port Type

Allow access only to those clients that authenticate with the specified methods.

EAP types are negotiated between NPS and the client in the order in which they are

listed.
EAP Types:

Move Up

[ Add.. ][ Ear.

Remove 1

Less secure authentication methods:
[ Microsoft Encrypted Authentication version 2 (MS-CHAP-v2)
[#] User can change password after it has expired
[¥] Microsoft Encrypted Authentication (MS-CHAP)
[ User can change password after it has expired
[] Encrypted authentication (CHAP)
[¥] Unencrypted authentication (PAP, SPAP)
[] Allow clients to connect without negotiating an authentication method
[] Perform machine health check only

82 https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/117641-config-asa-00.html
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8. Click Standard under Radius Attributes under Settings tab. Set the following attributes

Framed Protocol= PPP
Service-Type=Framed

Class = <Name of group policy>. This policy is configured in the Firewall for VPN

Configure the settings for this network policy.

If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

[ Overview | Conditions | Constraints | Settings |

RADIUS Attributes
%5 Standard

endor Specific

Network Access Protection
5, NAP Enforcement

18 Extended State

Routing and Remote Access

& Multilink and Bandwidth
Allocation Protocol (BAP)

¥ IPFilters
4 Encryption
%y IP Settings

To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and
then click Edit. If you do not configure an attribute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.
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4.8.5.3 AnyConnect VPN Setup on the Cisco-ASA firewall

Below are the high-level steps for configuring Secure Remote Access in the FMC (Firepower
Management Console).

1. Login to the FMC Web interface. Click on Licenses > Smart Licenses > Verify if either
AnyConnect Plus or AnyConnect VPN license has been enabled (if not already).

2. (Optional) Enable a license (assuming an AnyConnect license has been procured and tied
to your Cisco smart account) by clicking on Edit Licenses > Select the corresponding
firewall device from the left side window Devices without license and move it to the
right side under Devices with license. Hit Apply.

Edit Licenses ? X

Malware Threat URL Filtering  AnyConnect Apex LYGTeGTTTTa @[T AnyConnect VPN Only

Devices without license & Devices with license (1)

‘ { Search ‘ & Cisco-ASA & ]

| cancel |

Apply
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3. Click on Objects menu > Object Management > Radius Server Group > Add Radius
Server Group (if not already configured)

Overview Analysis Policies Devices JUyEae) AMP Inteligence

Object Management  Intrusion Rules

RADIUS Server Group

RADIUS Server Group objects contain one or more references to RADIUS Servers, These A&A servers are used to authenticate users logging in through Remote Access VPN connections.

‘;

B tetnork
$on
‘Interface
47 Tunnel Zone
h_d'AppBration Filters
9 VLAN Tag
‘ Security Group Tag
T8
Geolocation
aﬁme Range
§ Variable Set

] jSemrity Intelligence

System Help v admin v

) Add RaDIUS Server Group | |4 Fiter

No records to display

4. Click Add Radius Server Group > Enter a Name and Description > Hover the mouse
to Radius Servers in the bottom menu >> Click on + to add one.
5. Enter the IP address of the Radius Server, a strong shared secret passphrase at the New

Radius Server screen. Click Save.

New RADIUS Server

IP Address/Hostname:* | 10.100.2.3

Configure DNS at Threat Defense Platform Settings to resolve hostname

Authentication Port:*

| (1-65535)

Key:*

Confirm Key:*

“esesesesy

|

Accounting Port: 1813

| (1-65535)

Timeout: |10

| (1-300) Seconds

Connect using:

® Routing ) Specific Interface @

Default: Diagnostic Interface

Redirect ACL:
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6. Click on the Devices menu > VPN > Remote Access > Wizard > Add a new
Configuration. This will launch the Remote Access VPN Policy wizard

7. Perform the following actions on Policy Assignment
a. Define a Name, Description.
b. Select a protocol (SSL, IPSec-IKEv2). It is possible to select both,
C. Move the appropriate firewall device under “Available Devices” (left-side) to
“Selected Devices” right-side window

Overview Analysis Policies IMEI{:LY Objects AMP Intelligence

Device Management ~ NAT VPN » Remote Access ~ QoS  Platform Settings ~ FlexConfig  Certificates

Remote Access VPN Policy Wizard

(1 TSV (2) Connection Profile > (3) AnyConnect > (4) Access & Certificate > (5) Summary

This wizard will quide you through the required minimal steps to configure the Remote Access VPN policy with () Before You Start
a new user-defined connection profile.
Before you start, ensure the following
configuration elements to be in place to
complete Remote Access VPN Policy.
Name:* AnyconnectRemoteAccessVPN
Authentication Server

Description: Configure Realm or RADIUS Server Group
to authenticate VPN clients,

VPN Protocols: ¥ ss IPsec-IKEv2 AnyConnect Client Package

Make sure you have AnyConnect package

Targeted Devices: Available Devices ] Selected Devices for VPN Client downloaded or you have
5 e the relevant Cisco credentials to download

3 Cisco-ASA it during the wizard.

Device Interface

Interfaces should be already configured on
targeted devices so that they can be used
as a security zone or interface group to
enable VPN access.

169



NISTIR 8183A VoL. 2 CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG
PROCESS-BASED MFG SYSTEM USeE CASE

8. Setup a Connection Profile by entering the requested information
a. Choose AAA Only as the Authentication Method
b. Choose the name of Radius server under Authentication Server.
c. Click on the pencil icon next to Use IP Address Pool, to create a New IPv4 Address
Pool. For instance, the image below shows our ip-pool called as VPN-Pool

Add IPv4 Pool ? X

Name:* VPN-Pool

IPv4 Address Range:* | 192.168.100.10-192.168.100.20
Format: ipaddr-ipaddr e.g., 10.72.1.1-10.72.1.150

Mask: 255.255.255.0

Description: i
|

Allow Overrides: ¥/

© Configure device overrides in the address pool object to avoid IP address conflicts in case of object is
shared across multiple devices

L Override (0) v .

lv Cancel

Save
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d. Create a new Group Policy or Edit the Default Group Policy under Group Policy as
per your requirement. This is the policy name to be referenced on the Radius server
setup on Windows.

For reference, the following changes were put in our Default Group Policy

Under General > VPN Protocols > SSL

Under General > Banner > Enter a custom welcome message

Under General > Split Tunneling > Allow all traffic over tunnel (Split tunnel
was disabled)

Create a new Client Profile (if not already) under the AnyConnect tab

Idle Session Timeout was set to 30 minutes Under Advanced > Session Settings
Refer to the images below for reference.

Name:*

Description:

m AnyConnect  Advanced

Edit Group Policy ? X I

VPN Protocols 1Pv4 Split Tunneling: Allow all traffic over tunnel v
IP Address Pools

IPv6 Split Tunneling: Allow all traffic over tunnel v
Banner
DNS/WINS Split Tunnel Network List Type:
Split Tunneling Standard Access List:

DNS Request Split Tunneling
DNS Requests: Send DNS requests as per split tunnel policy ¥

Domain List:
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9. Select the AnyConnect Image for OS Supported (Windows, Linux, MacOS) under the
AnyConnect screen. Click on the + icon to manually upload a new installer image.

Device Management ~ NAT ~ VPN » Remote Access QoS  Platform Settings ~ FlexConfig  Certificates

Remote Access VPN Policy Wizard

(1) Policy Assignment > (2) Connection Profile (4) Access & Certificate > (5) Summary

A

AAA

AnyConnect Client Image
The VPN gateway can automatically download the latest AnyConnect package to the client device when the VPN connection is
initiated, Minimize connection setup time by choosing the appropriate 0S for the selected package.

Download AnyConnect Client packages from Ci re Dowl nter.
Show Re-order buttons (4]
) Select at least one AnyConnect Client image
Anyconnect-Win-Image anyconnect-win-4.7.01076-webdeploy-kg.pkg Windows v
Anyconnect-Linux-image anyconnect-linux64-4.6.04056-webdeploy-k9... Linux v

10. Configure the following items under the Access & Certificate screen:
a. Select the outside firewall interface for the Interface group/Security Zone option

Overview UENEH Policiesmobjects AMP Intelligence
Dashboards ¥~ Reporting ~ Summary ¥

Remote Access VPN Policy Wizard

(1) Policy Assignment > (2) Connection Profile > (3) AnyConnect (5) Summary

5

AAA

Network Interface for Incoming VPN Access
Select or create an Interface Group or a Security Zone that contains the network interfaces users will access for VPN

connections.
Interface group/Security Zone:*  |fake_public_nccoe v Q-
¥ Enable DTLS on member interfaces
Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access clients. Select a
certificate which is used to authenticate the VPN gateway.

Certificate Enrollment:* v 0
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b. Select a certificate to authenticate the VPN gateway under Device Certificates. This
can be an existing one or click + to create a self-signed certificate. A self-signed
certificate was used in our environment.

AAA

Network Interface for Incoming VPN Access

Select or create an Interface Group or a Security Zone that contains the network interfaces users will access for VPN
connections.

Interface group/Security Zone:* fake_public_nccoe v Q-

¢ Enable DTLS on member interfaces

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remote access clients. Select a
certificate which is used to authenticate the VPN gateway.

Certificate Enrollment:* Self-Signed v O

Y| Enroll the selected certificate object on the target devices

11. Review the Summary page. If all settings appear correct click Finish to apply them

Overview Analysis Policies SUWY Objects AMP Intelligence y System Helpv admin v

Device Management  NAT VPN » Remote Access QoS  Platform Settings ~ FlexConfig  Certificates

Remote Access VPN Policy Wizard

(1) policy Assignment > (2) Connection Profile > (3) AnyConnect > (4) Access & Certficate 35 BT

GHUTH YEIY UGIIL Ul 31l LGIYELEY UEVRED.

Connection Alias: AnyconnectRemoteAccessVPN ) AT Exemption
AAA: If NAT is enabled on the targeted devices, you
must define a NAT Policy to exempt VPN
Authentication Method:  AAA Only traffic.
Authentication Server: g Mgmt-Radius ) DS Configuration
To resolve hostname specified in AAA Servers
Autharization Server: % Mgmt-Radius or CA Servers, configure DNS using FlexConfig

Policy on the targeted devices.
Accounting Server. =
0 Port Configuration
Address Assignment: SSL will be enabled on port 443,
Please ensure that these ports are not used in

Addressfrom ARR: - - NAT Poliy or other services before deploying
DHCP Servers: R the configuration.
1 Network Interface Configuration
Address Pools (IPv4): " -
g R E VPN-Pool Make sure to add interface from targeted
Address Pools (IPVE): = devices to SecurityZone object
‘fake_public_nccoe'
Group Policy: = piitGrppolicy
AnyConnect Images: 8 Anyconnect-Win-Image
& Anyconnect-Linux-image
Interface Objects: S fake_public_nccoe
Device Certificates: =] Self-Signed

Device Identity Certificate Enrollment

Certificate enroliment object ‘Self-Signed' is not installed on one or more targeted devices. Certificate
installation will be initiated on the targeted devices on finishing the wizard. Go to the Certificates page to
check the status of the installation.

Back Finish Cancel

173



NISTIR 8183A VoL. 2 CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG

PROCESS-BASED MFG SYSTEM USeE CASE

4.8.5.4 Additional configuration

Once the Remote Access VPN policy wizard is completed, the following configurations need to
be put in place for the remote access VPN to work on all device targets:

1.

Access Control policy
Device Certificate
NAT Exemption

Create an Access Control Policy:

a. Define an ACL rule to allow VPN traffic on to whichever network segments you wish
to permit.

For example, the Image and the table below lists the details of an ACL rule put in
place to allow VPN traffic from outside to only a couple of internal servers in the
Process Control system over Remote Desktop Port 3389.

Editing Rule - VPN-Rule ? X

Name |VPN-Rule ¥/ Enabled

Action | Allow N 7 i

m VLAN Tags .. Users Applications Ports . URLs  SGT/ISE Attributes Inspection  Logging Comments

Available Networks & (4] Source Networks (1) Destination Networks (2)

| 4 Search by name or value | m Original Client E PCS-HMI [j
C*, any -
= i Add To
= any-ipv4
-_ﬁ_‘ v Source
=8 any-ipv6 Networks

58 CRS-NAT-IP e
E DMZ-Network Destination

& DMZ-Servers

é Esxi-Host.mgmt
é Graylog
E Hyper-VServers - Enter an IP address

| [ Add ] |Enteran 1P address |

Save | | Cancel |

174




NISTIR 8183A VoL. 2 CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG
PROCESS-BASED MFG SYSTEM USeE CASE

Selection

Source Destination

Zones Outside Inside
VPN_Pool HMI Server (Host)
Networks (Network) and Workstation
(Host)
Ports Any 3389 TCP
Action Allow
Enabled. Balanced connectivity

Inspection over Security.

2. Create a Device Certificate
a. Associate the self-signed or external certificate created earlier with the Firewall
device.

ew Analysis Policies VI Objects = AMP Intelligence

Devil:eManagﬂnmtl NAT | VPN ¥ ‘ QoS | Platform Settings ‘ FlexConfig ~ Certificates |

0 |
4 8 Cisco-ASA
‘ Self-Signed Add New Certificate ? X 208

Add a new certificate to the device using cert enrollment object which is used to generate CA and
identify certificate.

Device®: Cisco-ASA o

Cert Enrollment*: Self-signed 0
Cert Enrollment Details:

Name: Self-Signed

Enrollment Type: Self-Signed

SCEP URL: NA

Add Cancel

3. Create a NAT Exemption rule as follows:

a. Define a NAT rule to exempt VPN traffic assuming NAT is already enabled on
firewall.
Click on Devices Menu > NAT > Select <NAT Policy> > Add Rule.
Add the Source, Destination interface objects.
Select the Translation settings under Translation as per your environment.
Select Do not proxy ARP on Destination Interface under Advanced tab

® 00T
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The images below show a NAT Rule created to exempt VPN Traffic.

Edit NAT Rule 2 X

NAT Rule: Manual NAT Rule v Insert: In Category v

Type: Static ¥ | ¥ Enable |
Description: |

LG ELCR W EN Translation  PAT Pool  Advanced

Available Interface Objects & Source Interface Objects (1) Destination Interface Objects (1)

‘ 4, Search by name ‘

,:*_ inside [j n:*-_ fake_public_nccoe [j |
iawdmz

ui“. fake_public_nccoe |
o3 Inside

iew Management

a )
san Outside

OK Cancel

Edit NAT Rule ? %

NAT Rule: Manual NAT Rule v Insert: In Category w7

‘ Type: Static N ‘ ¥ Enable |
‘ Description: |

Interface Objects PAT Pool ~ Advanced

E

Original Packet Translated Packet

‘ Original Source:* PCS-Network v O Translated Source: Address v |

. o PCS-Network ~
Original Destination: Address ~

‘ VPN-Paol v Translated Destination: VPN-Paoal v Q |
Original Source Port: v O Translated Source Port: v 9

Original Destination Port: v 9 Translated Destination Port: v 9

0K ‘ Cancel
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4.8.5.5 Client Connection

1.

Install the VPN software (for a new Windows client system) as follows:

a. Open a web browser and navigate to the IP address of the Outside interface of the

b. Enter the Active Directory user credentials at the logon prompt.

C.

Firewall.

Download the AnyConnect client software. Run the .exe to install it.

5 4—5] EJ AnyConnect Installation X l+ v

<_

- O @ A Certificate error | https://129.6.1.5/CACHE/stc/1/index.htm Dxg 3=
DOWINO AU

Download & Install

Download Cisco AnyConnect Secure Mobility Client and install it on your computer.

Download for Windows

Instructions

EII = 129615 3 I+ ~ - [m]
<~ — O @ M Certificate error | https://129.6.1.5/+CSCOE+/ogon.html#f 3 = 7 =
e
‘KQ\J Logon
Group \AnycunneclRemmeAccessVPN e
Usermame [vpnusero1 |
Password

7

(]

&

X

anyconnect-win-4.7.01076-core-vpn-
webdeploy-k9.exe finished downloading.
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2. Double click on the Cisco AnyConnect VPN in the System-tray to launch the software.

Click Connect.

3. Click Connect Anyway if prompted on the Untrusted Certificate warning message when
using a self-signed certificate as in our case. Note: This warning message will not pop-
up when using a public CA certificate.

f:;}' Cisco AnyConnect Secure Mobility Client =
ﬂ Security Warning: Untrusted Server
Certificate!

AnyConnect cannot verify server: 129.6.1.5

Certificate does not match the server name.
Certificate is from an untrusted source.

Connecting to this server may result in a severe security compromise!

Security Risks Explained

Most users do not connect to untrusted servers unless the reason for
the error condition is known.

Connect Anyway I Cancel Connection I

4. Enter the AD user credentials.

% Cisco AnyConnect | 129.6.1.5

=

Group: AnyconnectRemoteAccessVPN

Username: | wpnuser01

Password: |
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5. Look out for the pop-up message showing the Client as Connected.

Cisco AnyConnect

Build 1//b3.rs5_release.180914-14

3:21 PM
;8 & E] dx A1 7010 EI

6. Login to any of the hosts as permitted by the ACL rule setup earlier.
For instance, upon establishing the connection, the two servers in Process Control
System whitelisted earlier in the ACL Rule were accessed using RDP to perform Remote

Maintenance.
&, 172.16.3.10 - Remote Desktop Connection
A
B Untitled - Woodhead DeviceMet Network Analyzer
File | View Setup Capture Help
EEE X Z | » Fr B on 0N | Hex |G G | 4 ?
Index Timestamp Date/Tirne MAC ID Group Msg ID CANID Size Data 9
1 159885.374 04/17/18 07:30:37.285374 40 2 5 545 4 00 00 00 O
2 159886,029 04/17/19 07:30:37.286029 39 1 15 3ET 4 64 94 3E 3
3 159886,685 04/17/19 07:30:37,286685 40 1 15 3E8 4 7200574
4 159887373 04/17/19 07:30:37,287373 41 2 5 54D 4 an oo o0 o
5 159888,077 04/17/19 07:30:37,288077 42 2 5 555 4 FE2DJE 4
6 159888725 04/17/19 07:30:37.288725 41 1 15 3E9 4 S9F12F 4
7 159889437 04/17/19 07:30:37.289437 42 1 15 3EA 4 ao oo oo o
8 159890.069 04/17/19 07:30:37.290069 43 2 5 550 4 CTBESA4
9 159890.741 04/17/19 07:30:37.290741 44 2 5 565 4 4C81CH 4
10 159891453 04/17/19 07:30:37.291453 43 1 15 3EB 4 o oo oo o1
1 159892,157 04717719 07:30:37.292157 44 1 15 3EC 4 00 00 00 0
1z 159892313 04717719 07:30:37.292813 45 2 5 56D 4 BE 54 TE 4.
13 159893.525 04/17/19 07:30:37.293525 46 2 5 575 4 00 00 00 0
14 159804.221 04/17/19 07:30:37.204221 45 1 15 3ED 4 00 00 00 0
15 159804.924 04/17/19 07:30:37.204924 46 1 15 3EE 4 00 00 00 0
16 159805.581 04/17/19 07:30:37.295581 47 2 5 57D 4 823822 4.
17 159896244 04/17/19 07:30:37.296244 48 H 5 585 4 406D 1C 4
18 159896,948 04/17/19 07:30:37.296948 47 1 15 3EF 4 an 00 00 ot
19 158897.645 04/17/19 07:30:37.297645 48 1 15 3F0 4 ao 0o 00 ot
20 159898284 04/17/19 07:30:37.298284 49 2 5 58D 4 36DF3D 4
21 159898,988 04/17/19 07:30:37.298988 50 2 5 595 4 a0 00 00 O
22 158899676 04/17/19 07:30:37.299676 49 1 15 3F1 4 a0 00 00 01
23 158900.373 04/17/19 07:30:37.300373 50 1 15 3F2 4 a0 00 00 O
24 153901004 04/17/19 07:30:37.301004 51 2 5 550 4 CACT32:¢ il
150001 €04 (1441110 07202 301604 ‘ ) k) 3 SAL ] EE T2
RX: 5,597,253 HEX |DeviceMet |Filter OFF |ER: 0 M
>

4.8.5.6 Additional Information

Cisco AnyConnect VPN
Cisco ASA VPN User Authentication®*

83 https://www.cisco.com/c/dam/en/us/products/collateral/security/anyconnect-secure-mobility-client/at_a_glance_c45-

578609.pdf
84 https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/117641-config-asa-00.html
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4.8.6 Highlighted Performance Impacts

The following performance measurement experiment was performed for the Cisco AnyConnect
VPN tool while the manufacturing system was operational:

Experiment PL012.1- VPN connection from testbed LAN

In this experiment, a remote user was accessing the HMI from a remote computer through the
VPN connection. A remote computer was first connected to the testbed LAN through the VPN,
then used the Remote Desktop to connect to the HMI computer to access the HMI screen.

Although there was slightly increased network traffic between the testbed LAN and the PCS
system due the Remote desktop session, there was no significant performance impact observed in
the PCS system. The packet round trip time between the HMI and OPC remained mostly
constant with and without the VPN connection.

PCS - vpn - OPC to HMI - Round trip time
T T

0.4 T

=}
IS
o

o
)

Round trip time (secs)

=
-
3
T
|

01 A

0.05 -

(P
0 05 1 15 2

Packet counts «10%

Figure 4-12 Plot of packet round trip time from OPC to HMI computer during the use of VPN connection from
aremote computer
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PCS -vpn - HMI to OPC - Round trip time
T T

0.3

O baseline

+  wpn

0.25 b

015 b

Round trip time (secs)

0.05 - n

()
] 5000 10000 15000

Packet counts

Figure 4-13 Plot of packet round trip time from HMI to OPC computer during the use of VPN connection from
aremote computer
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The manufacturing process also remained stable without any significant performance impact
observed. The reactor pressure and product flow rate remained constant with and without the
VPN connection.

PCS - vpn - Process - Product flow
T T

24 T T T T T T

baseline
vpn

23 7

N

R

Product flow (m*hour)
o n
= w
T I

20

| | | | | | | 1
] 1600 3200 4800 6400 8000 9600 11200 12800 14400
Time (secs)

Figure 4-14 Manufacturing process product flow rate during the use of VPN connection from a remote
computer
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PCS - vpn - Process - Reactor Pressure
2850 T T T T T T T T

baseline
vpn

2800

2750

Reactor pressure (kFa)

2700

1 1 1 1 1 1 1 1
1600 3200 4800 6400 8000 9600 11200 12800 14400
Time (secs)

2650
0

Figure 4-15 Manufacturing process reactor pressure during the use of VPN connection from a remote
computer

4.8.7 Links to Entire Performance Measurement Data Set

e Cisco VPN KPI data
e Cisco VPN measurement data
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4.9 Microsoft Active Directory
4.9.1 Technical Solution Overview

Active Directory (AD) is a directory service developed by Microsoft for Windows

domain networks. A directory is a hierarchical structure that stores information about objects on
the network. A directory service, such as Active Directory Domain Services (AD DS), provides
the methods for storing directory data and making this data available to network users and
administrators. For example, AD DS stores information about user accounts, such as names,
passwords, phone numbers, and so on, and enables other authorized users on the same network to
access this information. A server running Active Directory Domain Services (AD DS) is called
a domain controller. It authenticates and authorizes all users and computers in a Windows
domain type network—assigning and enforcing cybersecurity policies for all computers and
installing or updating software. Active Directory uses Lightweight Directory Access

Protocol (LDAP) versions 2 and 3, Microsoft's version of Kerberos and DNS.8°

Points to consider:

e Cost of infrastructure can get high.
e Requires expertise to setup and maintain. Setup involves detailed planning.
e Itis prone to being hacked.

4.9.2 Technical Capabilities Provided by Solution

Microsoft Active Directory provides components of the following Technical Capabilities
described in Section 6 of VVolume 1:

e Credential Management
e Authentication and Authorization

4.9.3 Subcategories Addressed by Implementing Solution

PR.AC-1, PR.MA-1, PR.MA-2, PR-PT-3, PR.PT-4, DE.CM-3

85 https://docs.microsoft.com/en-us/windows-server/identity/ad-ds/get-started/virtual-dc/active-directory-domain-services-
overview
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4.9.4 Architecture Map of Where Solution was Implemented
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4.9.5 Installation Instructions and Configurations

Details of the environment:

Hostname Roles Domain Hardware Details
Name
LAN-AD  Active LAN.lab Hyper-V Virtual Machine
Directory, DNS (Generation 2):
Server e Processors: 2 virtual cores
e Memory: 6 GB
e Disk space: 70 GB
e Network: 1 network adapter
e OS: Windows 2012 R2

LAN- Active LAN.lab Hyper-V Virtual Machine
ADO02 Directory, DNS (Generation 2):

Server e Processors: 2 virtual cores
Memory: 6 GB
Disk space: 70 GB
Network: 1 network adapter
OS: Windows 2012 R2

Mgmt-AD Active Mgmt.lab Hyper-V Virtual Machine
Directory, DNS, (Generation 2):
Network Policy e Processors: 2 virtual cores

Server (Radius) Memory: 4 GB

Disk space: 40 GB
Network: 1 network adapter
OS: Windows 2012 R2

186



NISTIR 8183A VoL. 2 CSF MFG PROFILE Low IMPACT LEVEL EXAMPLE IG
PROCESS-BASED MFG SYSTEM USeE CASE

4.95.1 Environment Setup

Our setup consists of two separate Active Directory (AD) domain environments; one for the
Cybersecurity -LAN network and other for the Management network. For security reasons, the
AD domain in the Cybersecurity LAN network is separate from the domain of the Management
network. This Domain Controller (DC) in the Management network has Windows NPS (Radius)
services installed for authenticating the network devices.

1. Two virtual machines, each running Windows 2012 R2 were setup on a Hyper-V host
server of the Cybersecurity LAN network for authenticating Windows/Linux devices.
The hardware specifications of these are described in the table above.

2. One virtual machine running Windows 2012 R2 was setup in the Management network
for authenticating VPN users and network devices such as boundary routers.

3. The guest OS IP information of these servers was set as follows:

Hostname: LAN-AD.lan.lab
IP address: 10.100.0.5
Gateway: 10.100.0.1

Subnet Mask: 255.255.255.0
DNS:127.0.0.1, 10.100.0.13

Hostname: LAN-ADO2.lan.lab
IP address: 10.100.0.13
Gateway: 10.100.0.1

Subnet Mask: 255.255.255.0
DNS:10.100.0.17,127.0.0.1

Hostname: Mgmt-AD.mgmt.lab
IP address: 10.100.2.3
Gateway: 10.100.2.1

Subnet Mask: 255.255.255.0
DNS:127.0.0.1
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4.9.5.2 Installing Active Directory Domain Services & DNS Server

Prerequisites

Windows 2012 R2 server (preferably two for redundancy) up to date on patches, static IP address
assigned with primary DNS server set to 127.0.0.1 (localhost)

1. Launch the Windows Server Manager and click on Add Roles and Features
2. Click “Next” at the first page as shown below

DESTINATION SERVER

Before you begin SymTestlaniab

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[[] Skip this page by default

< Previous Next > Install ‘
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3. Select Role Based or Feature Based Installation under Installation Type

n - DESTINATION SERVER
Select installation type SymTestlaniab
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

® Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

4. Select Active Directory Domain Services and DNS Server to install. Click Next.

DESTINATION SERVER

Select server roles SymTestianab

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection o ) ) Active Directory Domain Services
[] Active Directory Certificate Services D DS T e

. n S = objects on the network and makes

Featurss [] Active Directory Federation Services this information available to users

AD DS [[] Active Directory Lightweight Directory Services D
i . ) i uses domain controllers to give

DNS Server [] Active Directory Rights Management Services network users access to permitted

Corfirmation [] Application Server resources anywhere on the network

[] DHCP Server through a single logon process.

DNS Server

] Fax Server

[®] File and Storage Services (1 of 12 installed)

[[] Hyper-v

[[] Metwork Policy and Access Services

[] Print and Document Services

[] Remote Access

[] Remote Desktop Services

install | [ Cancel |
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5. Click Next on the Features screen, leave the default options selected,
6. Click Next on the AD DS screen and the following DNS Server screen as well.

Active Directory Domain Services DESTIAATION SERVES

Before You Begin
Installation Type
Server Selection

Server Roles

DNS Server

Confirmation

SymTestlanlab

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD DS is also required for directory-enabled applications
such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Things to note:

* To help ensure that users can still log on to the network in the case of a server outage, install a

minimum of two domain controllers for a domain.

AD DS requires a DNS server to be installed on the network. If you do not have a DNS server
installed, you will be prompted to install the DNS Server role on this machine.

Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services
which are required by AD DS.

| < Previous |I Next > ] ‘ Install Cancel

7. Verify your settings on the Confirmation screen. Click Install to proceed.

Before You Begin
Installation Type
Server Selection
Server Roles
Features

AD DS

DNS Server

Confirm installation selections e

SymTestlanlab

To install the following roles, role services, or features on selected server, click Install.

[[] Restart the destination server automatically if requirad

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

Active Directory Domain Services ~

DNS Server

Group Policy Management

Remote Server Administration Tools
Role Administration Tools

=
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools
v
Export configuration settings
Specify an alternate source path
<Previous | | New> [ install | [ cancel
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8. Wait till the installation process completes and shows an Installation succeeded
message. Hit Close button.

DESTINATION SERVER

Installation progress LaN-AD

View installation progress

o Feature installation

Configuration required. Installation succeeded on LAN-AD.

Active Directory Domain Services -
Additional steps are required to make this machine a domain controller.
Promote this server to a domain controller
DNS Server
Group Policy Management
Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center v

You can close this wizard without interrupting running tasks. View task progress or open this
1] page again by clicking Notifications in the command bar, and then Task Details.

Export configuration settings

‘ < Previous | Next > | Close I ‘ Cancel

9. Launch Server Manager again and click on Promote this server to a domain
controller.

10. Select Add a new forest on the Deployment Configuration step, as this would be a new
domain controller in a new forest. Mention a Root Domain name as applicable to your

- - TARGET SERVER
Deployment Configuration LAN-AD
Deployment Configuration .
— Select the deployment cperation
Domain Controller Options . i .
R O Add a domain controller to an existing domain
DNS Options O Add a new domain to an existing forest
Additional Options @ Add a new forest
Paths . o ) .
Specify the domain information for this operation
Review Options
o — Root domain name: LAN.LAB
Prerequisites Check
More about deployment configurations
< Previous Next > install | [ Cancel
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11. Set a Directory Services Restore Mode password in the next step. Click Next

Domain Controller Options e A

Select functional level of the new forest and root domain

Deployment Configuration

DNS Options Forest functional level: IWiMOWSSGVefZOIZRZ |,|
Additional Options Domain functional level: | Windows Server 2012 R2 I v I
Paths

Specify domain controller capabilities

Review Options [V] Domain Name System (DNS) server

Prerequisites Check [V] Global Catalog (GC)
[[] Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password

Password: ssssssssse

Confirm password: oo.oooooo-l

12. Under “DNS Options” leave the default options selected. Click Next

DNS Options A AN

| A A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more X

Deployment Configuration . ) )
Specify DNS delegation options

Domain Controller Options

[[] Create DNS delegation

Additional Options
Paths
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13. Confirm the NETBIOS domain name under Additional Options. Click Next.

Additional Options R aAD

Deployment Configuration
oy on'g Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Options
DNS Options

The NetBIOS domain name: LAN

Paths
Review Options
Prerequisites Check

14. Leave the default folder paths as it is Under Paths. Click Next

TARGET SERVER
Paths e

Deployment Configuration ) )
Specify the location of the AD DS database, log files, and SYSVOL
Domain Controller Cptions

DNS Options Database folder: C:\Windows\NTDS

Additional Ogtions Log files folder: C\Windows\NTDS

SYSVOL folder: C:\Windows\SYSVOL

Review Options

COEE]

Prerequisites Check
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15. Confirm all the settings On the Review Options page. Click Next.
16. Click Install on the Prerequisites Check to launch the installation process. The server
will auto reboot upon completion.

=) Active Directory Domain Services Configuration Wizard |L|£-
S . TARGET SERVER
Prerequisites Check LAN-AD
| 0 All prerequisite checks passed successfully. Click ‘Install' to begin installation. Show more x

ployment Configuration . . . - - -
: - Prerequisites need to be validated before Active Directory Domain Services is installed on this
Domain Controller Options computer

DNS Options Rerun prerequisites check

Additional Cptions

Paths A View results
v Options 1. Windows Server 2012 R2 domain controllers have a default for the security setting ad
o named “Allow cryptography algorithms compatible with Windows NT 4.0" that prevents
Prerequisites Check weaker cryptography algorithms when establishing security channel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

1. A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain "LAN.LAB". Otherwise, no action is required. v

4, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous Next > ’ Install | | Cancel ]

17. Login with domain administrator credentials upon reboot. Open Server Manager and
click on Active Directory Users and Computers under Tools to manage your AD.

Server Manager

B DaStha fd Manage  Tools  View
Active Directory Administrative Center

Active Directory Domains and Trusts

tr WELCOME TO SERVER MANAGER
I&8 Dashboard Active Directory Module for Windows PowerShell

i Local Server Active Directory Sites and Services

ii All Servers . . Active Directory Users and Computers
. Configure this Iof | aps i
L]
8 Component Services
e DNS QUICK START
_ 2 Add roles and fea Computer Management
i i £ AQdroles ar [=
F§ File and Storage Services b L Defragment and Optimize Drives
3 Addother servery  |P™
Event Viewer
WHAT'S NEW A Tranta A cancAr A Growin Prline Mananameant
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4.9.5.3 Joining Windows Systems to Active Directory Domain

1. Change the DNS settings on each client system to point to the IP address of the Domain
Controller server.

2. Refer to the instructions® described for joining Windows clients to the Active
Directory domain.

3. Reboot client system when done.

4.9.5.4 Matrikon OPC Server DCOM Configuration

The OPC server in the plant which is running a Matrikon OPC server requires advanced
configuration to work with Active Directory. The Microsoft Distributed Component Object
Model (DCOM) service plays a vital role in integration the OPC server with AD. Having the
correct DCOM settings in place when using AD is critical for plant operations. We have
followed the steps as per the Matrikon OPC guide & to apply the necessary DCOM settings.

Prerequisites

e All Windows systems participating need to be domain joined to the AD server.

e Ensure all systems are getting their time synced from the AD server and verify the time
on each server is consistent with the time on the AD (Domain Controller). Time sync is
critical.

e Verify TCP port 135 is open between all OPC clients and the OPC server.
Systems taking part in the OPC setup:

Hostname IP address Roles Administrators
OPC Server 172.16.2.5 OPC Server opcadmin

Controller 172.16.1.5 OPC Server + Client | opcadmin

1. Create two domain users in AD. Assign one of the user accounts, administrative rights
on the OPC servers. For instance, the following accounts opcadmin and opcuser were
setup in our AD.

2. Add the opcadmin user to the Local Administrators group on the OPC Server and client.

86 https://www.petri.com/join-a-domain-in-windows-7
87 https://www.matrikonopc.com/downloads/1128/whitepapers/index.aspx
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3. Make the following changes to DCOM properties on the OPC Client system
a. Launch Control Panel > Administrative Tools > Component Services snap-in to
open the DCOM console. Alternatively, you can also run dcomecnfg
b. Expand Console Root > Component Services > Computers. Right-click My
Computer > Properties, ensure the settings are as follows

My Computer Properties

| Default Protocols I COM Security

|

MSDTC ]

7 ==

| General I Options

[¥] Enable Distributed COM on this computer
[T ] Enable COM Internet Services on this computer

Default Distributed COM Communication Properties

Default Authentication Level:

=

[ Connect

using the client's identity.

Default Impersonation Level:
[1dentity

=)

Learn more about setting these properties.

Default Properties

The Authentication Level specifies security at the packet level.

The impersonation level specifies whether applications can determine
who is calling them, and whether the application can do operations

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

] Provide additional security for reference tracking

( 0K

] [

Cancel ]

Apply

c. Click on COM Security tab. Under Access Permissions > Edit Limits > Add the
opcadmin user to the list and check the Allow boxes for Local Access and Remote
Access categories. You can add the opcuser as well if needed and grant it Allow

permission for only Local Access

My Computer Properties | ? <l

[ General ] g Options | Defgdt Properties \

| Default Protocols COM Security | MSDTC |
A D, i

p
Access Permission

Security Limits

Group or user names:

[ (]

82 Everyone -
b 4 opcadmin [LaN\opcadming =
Z_A opcuser (LAN\opcuser) |
82, Performance Log Users (FGS-61338CH\Performance Log |
52 Distributed COM Users [FGS-61338CH\Distributed COM U: ~
< | 11 »
[ Add. ][ Remove |
Permissions for opcadmin Allows Deny
Local Access ¥4 |
Remote Access v
4 Leamn about access control and permissions
([ ok ][ cance ]
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d. Click Edit Default button under Access Permissions window > Ensure that
“<server-name>\Administrators” group has all the boxes checked. The opcadmin
user was made part of this Administrators group earlier. If adding opcuser, grant it
Allow for Local Access only

-

Access Permission @

| Default Security I

Group or user names:

82 SELF

42 SYSTEM

3\ opcuser (LAN\opcuser)

- 4 Administrators [FGS-61338CH\Administrators)

[ Add... ][ Remove l

Permissions for Administrators Allow Deny
Local Access ¥ ]
Remote Access ] A

e. Click Edit Default button under the Launch and Activation Permissions window
> Ensure the Administrators group has ALLOW Permissions for all 4 categories.
The other opcuser should have ALLOW only for Local Launch

General l Options l Default Properties
DefaultProtocals |~ COMSecuity | MsDTC |
Launch and Activation Permission [ %om|

| Default Security l

GIOUD Of user names:

82 SYSTEM
3, opcuser [LAN\opcuser)

= A Administrators (FGS-61338CH \Administrators) i

82, INTERACTIVE ‘

Add... ‘[ Remove ]

Permissions for Administrators Allow Deny
Local Launch v [
Remote Launch ] ]
Local Activation v ]
Remote Activation ¥ [

Learn about access control and permissions

[ ok ][ cancel ]
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f. Reboot the system after these changes are made. Repeat the process on each client.
This completes the OPC client-side configuration.

4. Make the following changes to the DCOM properties on the OPC server system:

a. Launch the Control Panel > Administrative Tools > Component Services snap-
in to open the DCOM console.

b. Expand Console Root > Component Services > Computers. Right-click My
Computer > Properties. Ensure the settings are as follows

My Computer Properties <
| Default Protocols I COM Security | MSDTC
I General I Options | Default Properties

[¥] Enable Distributed COM on this computer

[ ] Enable COM Intemet Services on this computer

Default Distributed COM Communication Properties

The Authentication Level specifies security at the packet level.

Default Authentication Level:

Connect =

The impersonation level specifies whether applications can determine
whao is calling them, and whether the application can do operations
using the client's identity.

Default Impersonation Level:
Identify |

Security for reference tracking can be provided if authentication is used
and that the default impersonation level is not anonymous.

|| Provide additional security for reference tracking
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c. Click on the COM Security tab > Access Permissions > Edit Default > Add the
opcadmin user and grant it ALLOW permissions for Local Access and Remote

Access boxes.

y 5 (S 8
My Computer Properties [7[=] &%
 Geneal | Options | DefaulPropeties
DefaultProtocols |~ COMSecurty | MsDTC |
Access Permissions | P
You may edit who is allowed default access to applid’ T
also set limits on applications that determine their ow{ #ccess Permission @
Caution: Modifying access permissions can Default Security |
t\ of applications to start, connect, function ar
S securely. Group or user names:
#2 SELF -
Edit Limits... E 53, SYSTEM £
2 Administrator [FGS-613380SH\Administrator) E
admin (LAN\opcadmi ki
Launch and Activation Permissions 11 — S -
4 ! 52 INTERACTIVE. .
You may edit who is allowed by default to launch apy < | i N
activate objects. You may also set limits on applicatig — 4
determine their own permissions. [ Add.. ] [ B ]
Caution: Modifying launch and activation pq o
4\ affect the ability of applications to start, con| Permissions for Everyone Allow Deny
~ and/or run securely. Local Access & |
Remote Access | /|
Edit Limits... E

d. Click Edit Default under Launch and Activation Permissions> Add the
Administrators group. Check on ALLOW Boxes for all 4 categories. If adding the
other opcuser, it will only have Local Launch permissions.

(s

~

My Computer Properties (2=
General ] ,U,p_tjggs l ‘bgeu_it'Plopelﬁes |
Default Pratocols | COM Security |  Mspic | f——

p.

Launch and Activation Permission

Default Security

Group or user names:
| 82 Everyone
82 SYSTEM
2 Administrator (FGS-613380SH\Admini

H2 INTERACTIVE

= 4 Administrators (FGS-6813380SH\Administrators) ‘

strator)

[ Add... } l Remove ]
Permissions for Administrators Allow Deny
Local Launch 7| a
Remote Launch ] [
Local Activation v
Remote Activation ¥ 1

Learn about access control and permissions

| (

0K

J [

Cancel
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5. Note down the names of the opc-server software installed in your environment on the
OPC make the DCOM changes as explained below on each of their application folders.
In our case, the list of the s/w is as follows
e Harmony (Installed on OPC Server)
e RSLINX (Installed on OPC Server)
e MATLAB (Installed on the Controller)

6. Make the following changes on the application folders of the OPC-server & Client
system

a. Launch the DCOM console. Browse to Console Root > Component Services >
Computers > My Computer > DCOM Config.

I"- Eomponent gr\nces

%. File Action View Window Help
e »BXD I BE L@
(1 Console Root
4 ®. Component Services
4 | Computers
4 & My Computer
. COM+ Applications
s DCOM Config
& %SystemRoot¥%\system32\appwiz.cpl

Yosystermroote\system32\colorui.dll
%SystemRoot?%\System32\fveui.dll
YosystermrootZ\system32\intl.cpl
Yesystemroot¥\system32\Ipksetup.exe

BpupEbEpb s

b. Right-click the <application folder> from the list of applications in the right pane
Click Properties. For example, find the “Harmony” folder, right click to view its
Properties.

#- Lomponent Senvices
%, File Action View Window Help

e’ 2@AX0CIEENEER

& FTTopologyExtension

2 FwCplLUA

£ GPMC Reporting

2 Harmony*

& Health  View ’
2 HomeGr News Window from Here

& HomeGr v

2 HomeGr Properties

2 HomeGr Help

& HomeGrouprroviucrscrvice
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c. Set Authentication Level to Default on the General tab.

Harmony Properties T S

General Location | Security I Endpoints I Identity

General properties of this DCOM applhication

Application Mame:  Harmory
Application 1D: {DAADSSE 0-F341-11CE-B4B5-C46F03C1 0000}
Application Type: Local Service

Authentication Level: lbaf;am£ v]
Service Mame: Harmony

Learn more about setting these properties.

[ ok ][ cancea ] Apply

d. Select Run application on this computer on the Location tab.

-

Harmany Properties ?
| General| Location | Secuty | Endpaints | Ideniy|

The following settings allow DCOM to locate the correct computer for this
application. If you make more than one selection, then DCOM uses the first
applicable one. Client applications may overide your selections.

|| Run application on the computer where the data is located.
| Run application on this computer.

[ Run application on the following computer:

e. Assign the following permissions to the opcadmin account on Security Tab:

e Launch and Activation Permissions: Use System Defaults

e Access Permissions: Use System Defaults

e Configuration Permissions: Customize Full Control as shown below. (Note
opcadmin is a member of Administrators group)
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f. Assign the following permissions to the opcuser account on Security Tab:

e Launch and Activation Permissions: Use System Defaults
e Access Permissions: Use System
e Configuration Permissions: Allow Read

g. Choose the This user option under Identity Tab. Enter the user name and
password for the admin user opcadmin AD account. Click OK to save your
settings. Reboot system.

r

Harmony Properties ﬁﬁ"@
Genelal] Locationl Security | Endpoints | Identity

Which user account do you want to use to run this application?

The interactive user

The launching user

© This user
User LAN\opcadmin Browse...
Password: eesscscsscssene
Confirm password: Iy

The system account [services only).

h. Repeat the above steps on the other application folders such as RSLINX and
MATLAB (on the Controller Server in our case).
i. Reboot system when done.
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Shown below are some screenshots of the MATLAB folder for reference.

Matlab.Application (Mersion 8.4) Properties

General | Location | Security | Endpoints | Identity |
General properties of this DCOM application

Application Mame: Matlab &pplication (Mersion 8.4)

Application 10: {D3094656-4B0B-47F2-9427-0C4E SDBTISC4}

Application Type: Local Server

Authentication Level [ Default -

Local Path: C:\Program Files\MAT LABAR 201 4bAbin\winEd\|

Learn more about setting these properties.

[ ok

]l Cancel J Apply

Matlab.Application (Version 8.4) Properties
[ Genard]m Security | Endpoints [ Ideniity]

L=

The following settings allow DCOM to locate the comect computer for this
application. If you make mare than one selection, then DCOM uses the first
applicable one. Client applications may overide your selections.

| Fun application on the computer whete the data is located.

[¥] Bun application on this computer.

| Run application on the following computer:

Browse..

Learn more about setting these properties.,

e |
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Matlab.Application (Version 8.4) Properties |_f;’_5_3| 1
| General I Location | Secuity | Endp{ Change Configuration Permission o
Launch and Activation Permissid 5 Ecu'm
@ Use Defaul Group or user names:
52 CREATOR OWNER
Customize :.")’ SYSTEM

- Administrators (FGS-61338CH \&dministiators]

82 Users FGS-61338CHW sers)

Access Permissions

@ Use Default

*) Customize
Permissions for Administrators Aillow Deny
Full Cantral ¥ [
Canfiguration Permissions Fead V]
: Special permissions
) Use Default
@ Customize

For special permissions or advanced settings, TR
click Advanced.

Learn about access control and permissions

Learn more about setting these propd [ Ok J [ Cancel ]

ok || Cancel Apply

4.9.5.5 Radius Server Setup

For authenticating VPN users & configuring AD based authentication for network devices, a
Windows 2012 R2 server running Active Directory and Windows Network Policy Server (NPS)
was setup in the Management LAN to authenticate the boundary firewall and VPN users.
Technically both the roles can be on the same server but its recommended to keep them separate
for redundancy.

Details of the AD Server and Domain in the Management Network

Hostname IP address Roles Domain Name

Mgmt-AD 10.100.2.3 Active Directory, DNS, Mgmt.lab
Network Policy Server (Radius)

The High-level steps involved in this setup are:

Setup the AD Server and create an AD Domain

Setup user account & groups in AD for authenticating to network devices.
Setup the Radius Server

Register Radius Server with AD

Create Radius clients and network policies
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1. Follow the steps in the previous section to setup an AD server and creating a domain.
2. Create user account(s) in AD for logging in to the network devices. Once done, create
security group(s) as required for regulating access for this user account.
For instance, a user account called icsuser01 and a Security Group Network Admins were
created in our mgmt.lab domain. The icsuser0O1 user was added to the Network Admins
group.
3. Follow the steps below to setup a Radius server on a Windows 2012 R2 system
a. Launch Server Manager. Click Add Roles and Features
b. Install the Network Policy Server role.

i Add Roles and Features Wizard [ = [= e

DESTINATION SERVER

Select server roles Mgmt-AD.mgmtlab

Select one or more roles to install on the selected server.

Roles Description
e N Network Policy and Access Services
Vi DN Server finsialed provides Network Policy Server
[[] Fax Server (NPS), Health Registration Authority

b [®] File and Storage Services (2 of 12 installed) (HRA), and Host Credential
Authorization Protocol (HCAP),

L] Hyper-v which help safeguard the health and

PRMCIRNtwork Policy and Access Services (1 of 3 installd security of your network.
V] Network Policy Serve stalled

[[] Health Registration Authority

[[] Host Credential Authorization Protocol

[] Print and Document Services
[C] Remote Access

[[] Remote Desktop Services

[] Volume Activation Services

[[] Web Server (lIS)

[J Windows Deployment Services

< n >
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c. Open the Network Policy Server Console. Right-click NPS (local) > Click on
Register Server in Active Directory

File Action View Help

&= [E Hm

& NPs (L E—
b (] RAI Import Configuration
b J’__gJ Pal Export Configuration
k 5 Met Start NP5 Service licy Server (MPS) allows you to create and erforce
% ¥ . nentication, and connection request authorization.
] Stop NPS Service
i Wl Ten
IRegister server in Active Directorg,rl
Properties ffiguration
View ¥ tion scenario from the list and then click the link bell
Help

[THSLIUIR eSS rotection {N.ﬁ.P}

Metwork Access Protection (MAF)

When you configure NP5 as a MAF health paolicy server, you create i
MAP-capable client computers before they connect to your networlc.
restricted netwark and automatically updated to bring them into ccmp‘

4. Create Radius Clients and Policies in NPS as follows:
a. Launch the Network Policy Server snap-in, Right-click Radius Client > New to
create a Radius client for the Network Device in question.

File Action View Help
&= 20

& NP5 (Local)
4 7] RADIUS Clients and Servers

RADIUS Clients

chents alow you to specify the network access servers. that provide access to

4 |2 Pelicies Export List
| Connection R n— . P Address Device Manufactrer NAPCapable  Status
] Metwork Polic 10.100.26 Gisco No Enabled
| Health Polici Refresh 10.10027 RADIUS Standard  No Enabled

b W Network AccessF | Help 300 10.100.28 Cisco Mo Enabled

B Accounting
i Wl Templates Management |
o ' O

b. Enter a matching name of the Network Device, IP address of the management
interface of this device and create a strong passphrase. Hit OK when done.
This will create the Radius client. Verify that you can ping the IP address of the
network device from the Radius server.
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The image below shows a Radius client created for the Allen Bradley Boundary Router/Firewall

device in the plant.

AllenBradley8300 Properties

Settings | Advanced

Enable this RADILS client

Select an existing template:

Mame and Address
Friendhy name:

[AlenBradisya300

Address {IP or DMS):

[10.10028

Shared Secret

Select an existing Shared Secrets template:

| MNone

To manually type a shared secret, click Manual. To automatically generate a shared
click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

secret,

(&) Manual ) Generate

Shared secret:

Confimn shared secrst:
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c. Create a new policy for the radius client by clicking on Policies > Network Policies.
The image below shows the network policy created for the Allen Bradley firewall

AllenBradley-access Properties

I Overview | Conditions I Constraints I Settings |

Policy name:

Policy State
f enabled, MPS evaluates this policy while performing authorization. I disabled, MPS does not evaluate this policy.

Policy enabled

Access Pemmission
If conditions and constraints of the network policy match the connection reguest, the policy can either grant access

access. What is access permission?

(®) Grant access. Grart access if the connection request matches this policy.
() Deny access. Deny access f the connaction request matchas this policy.

[ Ignore user account dialin properties.

If the connection request matches the conditions and constraints of this network policy and the policy grants access, ¢
authorization with netwark policy only; do not evaluate the dialin properties of user accounts .

Metwork connection method
Select the type of network access server that sends the connection reguest to NPS. You can select either the networls z
or Wendor specific, but neither is required. I your network access server is an 802 1X authenticating switch or wireless a

select Unspecified.

(®) Type of network access server:

Unspecified w

() Vendor specific:

an -~

d. Click on Conditions tab to define Conditions for the policy.

e. Click ADD button > Select the user/groups option from the list > Select the security
group (Network-admins) setup earlier in our AD. This will allow users from this
group to login as admins for managing the switch.
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f. Add another condition to check for the IP address of the Radius client. Select Client
IPv4 address option from the list. Enter the IP address of the network device and add
it. Please refer to the image below for a completed Conditions page once both
conditions are added. Hit Next to proceed to the next screen.

&% 10.100.2.4 - Remote Desktop Connection - O X
AllenBradley-access Properties I

liew  Hell| [ Overview | Condiions | Constraints | Settings

[I E Configure the conditions for this network policy.

If conditions match the connection request, NPS uses this policy to authorize the connection request. f conditions do not match the

ients and § connection request, NPS skips this policy and evaluates other policies, if additional policies are configured.

S Clients
& RADIUS §

Condition Value

ction Reqy &1 U.ser Groups MG MT MNetworkc Adming

t Policies # Client IPv4 Address 10.100.2.8

Policies

rccess Prot]
g
i Manage

Condition description:
The Client |P Address condition specifies the IP address of the RADILS client that forwarded the connection request to NPS.

Add.. |[ Edt.. |[ Removwe
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g. Select PAP, SPAP authentication method as recommended by Cisco. Click Next to
proceed to the Settings page.

AllenBradley-access Properties

l Overview Constraints | Settings

[ Configure the constraints for this networle policy.
If all constraints are not matched by the connection request, network access is denied.

g Constraints:

Constraints

Allow access only to those clients that authenticate with the specified

ion kethods
u o Idle Timeout EAFP types are negotiated between NPS and the client in the orderin
listed.
i, Session Timeout e
d _ EAP Types:
t || Ealled Station 1D
_-.Iﬁ:' Day and time restrictions

4 ’:"‘ &S Port Type

Edit... Remave

Less secure authentication methods:
[ Microsoft Encrypted Authentication version 2 (MS-CHAP-vZ)
User can change password after it has expired
[ Microsoft Encrypted Authentication (M5-CHAP)
User can change password after it has expired
[] Encrypted authentication (CHAP)
Unencrypted authentication (PAP, SPAP)
[ Allow clients to connect without negetiating an authentication mett
[] Perform machine health check only

h. Click Standard > under Radius Attributes in the Settings page.
i. Remove the 2 default attributes. Click ADD to add a new attribute with
Name = “Service-Type” and Value = “Login” as shown below.

AllenBradley-access Properties

Ohverview I Conditions I Constraints | Settings

Configure the settings for this network policy.
I conditions and constraints match the connection request and the policy grants access, settings are appli

Settings:

RADIUS Attributes

To send additional attributes to RADIUS clients, select a R
then click Edit. ¥ you do not corfigure an attribute, it is not
your RADIUS client documentation for required attibutes.

Yendor Specific
Network Access Protection
B, MNAP Enforcement

Attributes:
(B Extended State Name Value
R outing and BRemote Access Service-Type Login

gy Multiink and Bandwidth
Allocation Protocol [BAP)

¥ |P Filters
5 Erncrpption
3!; IFP Settings
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J. Add a new attribute under Vendor Specific Attributes by selecting Cisco-AV-pair
from the list,
Vendor = Cisco
Value = shell:priv-lvl=15
This will assign the user privilege level =15 meaning root level privileges.
k. Click on OK/Apply button to save the changes

AllenBradley-access Properties

| Overview | Condtions | Constraints | Settings |

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

AL

Settings:

RADIDS Shiriistes To send additional attributes to RADIUS clients, select a Vendor !
@ Standard then click Edit. if you do not configure an attribute, it is not sent tc

— your RADIUS client documentation for required attributes.
1 ‘endor Specific

Network Access Protection
h N&P Enforcement

Lo

Attributes:
784 Extended State Name Vendor Value
B R outing and Remote Access Cisco-AV-Pair Cisco  shellprivivi=15

Multilink. and B andwidth
Allocation Protocol (BAP)

“W IP Filters
% Enciyption
adt!' IP Settings

m
T

4.9.5.6 Configuring Boundary Router for Radius Authentication

1. Configure AAA group on the Boundary Router for authenticating against a Radius
server.

The following commands were run on our Allen Bradley Boundary firewall to enable
it to authenticate against the Radius server.

#enable

#configure terminal

(config) #aaa new-model

(config) #aaa authentication login default group radius local
(config) #faaa authorization exec default group radius local
(config) #fradius server host 10.100.2.3

(config)# radius server-key <passphrase>

(config) # end

#wr mem
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4.9.6 Highlighted Performance Impacts

The following performance measurement experiment was performed for the Active Directory
service while the manufacturing system was operational:

PL002.1 Active Directory service active with non-OPC accounts being configured as non-
Administrator privilege.

There was no performance impact to the manufacturing process observed during the experiment.
However, performance impact was observed at the implementation of the Active Directory (AD)
service. At the initial implementation, the team focused on the Active Directory installation and
user configuration, but not knowing the need for DCOM configuration initially, causing
unplanned production interruption. DCOM and user account configuration for every OPC client
were modified to use AD instead of local authentication. Without modification, the OPC client
failed to communicate with the OPC DA server and caused all OPC data exchange to cease
operation. This failure caused the manufacturing process entered the emergency shutdown state.

Another impact observed at implementation was the time synchronization source with the AD.
Authentication failed due to time discrepancy between hosts and AD. It is because the hosts were
synchronized to a different time source than the AD and the time difference was greater than 5
minutes. When the host joins the AD domain, each host should use the same time source as AD.
For example, all hosts in PCS use AD as the time source, and AD uses an external NTP server as
its time source.

Care should be taken to ensure proper operation of the Active Directory service. Failure in
authentication causes error in operation of the OPC server, which handles all the data exchange
of the controller and the plant operation. The manufacturing process entered emergency
shutdown state because the controller lost the ability to communicate to the sensors and
actuators. Redundancy and backup are highly recommended. Ability to switch between primary
and secondary AD should be seamless to avoid impact to the system.
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There was no significant impact to the network performance observed. For example, the round
trip time from OPC to HMI is mostly the same with the Active Directory.

PCS - Active Directory - OPC to HMI| - Round trip time
T T T

04 T T T

T T T
baseline
—— Active Directory

035 7

03 T

0.25

Round trip time (secs)

0.2

0.15

041
0 02 04 06 08 1 12 14 16 18 2 22

Packet counts w10%

Figure 4-16 Packet round trip time from OPC to HMI with Active Directory.
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The controller is another major component required modification to use Active Directory. The
Controller authenticates against the AD server. The controller also has the updated DCOM so
that it can continue to communicate with the OPC server. The packet round trip time from the
Controller to OPC was slightly elevated, with a small number of packets had a slightly increased
round trip time. There was no significant increase in inter packet delay from the Controller to
OPC observed.

PCS - Active Directory - Controller to OPC - Round trip time
T T T

0.4 T T

Q0 baseline
+  Active Directory

0.3

)
o
i
o

Round trip time (secs
[=]
) ]

0.05 — b

oL ]
0 05 1 15 2 25 3

Packet counts w10t

Figure 4-17 Packet round trip time from Controller to OPC with the Active Directory enabled (red)
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PCS - Active Directory - Controller to OPC - Packet delay
T T T

1 T T

baseline
0.9 — Active Directory |
0.8 N
0.7

o
o

Facket dealy (secs)
=
o

0.4
0.3 I
0.2
0.1
0
0 1 2 3 6
Packet counts « 104

Figure 4-18 Inter packet delay of Controller to OPC with the Active Directory enabled (red)
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There was no significant performance impact to the manufacturing process observed with the use
of Active Directory. For example, the product flow rate remained consistent with and without the
use of Active Directory.

PCS - Active Directory - Process - Product flow
T T

24 T T T T T
baseline
— Active Directory
235 -
23 -
22.5 1
3 227 e
<
L)
E
Z 2151 i
=
k=]
S
=
e 21 1
o
205 b
20 - 1
195 1
19 1 I 1 1 1 1 1 1
0 1600 3200 4800 6400 8000 9600 11200 12800 14400

Time (secs)

Figure 4-19 Manufacturing process product flow rate during the use of Active Directory (red)
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A misconfiguration on the Active Directory caused the manufacturing process to enter the
emergency shutdown state in about 600 seconds of the experiment time due to the reactor
pressure too high

Reactor Pressure

2980

2930

2880

2830

2780 AD

2730 e dlcCOM_error
2680

Pressure kPa

0.14
0.28
0.42
0.56005
0.70005
0.84005
0.98005
1.12005
1.26005
1.40005
1.54005
1.68005
1.82005
1.96005
2.10005
2.24005
2.38005
2.52
2.66

2.8

2.94
3.08
3.22
3.36

35

3.64
3.78
3.92

Time (hour)

Figure 4-20 Plot of the manufacturing process reactor pressure. The process entered emergency shutdown
mode when DCOM communication failed.

4.9.7 Links to Entire Performance Measurement Data Set

e Active Directory KPI data
e Active Directory measurement data
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4.10 Symantec Endpoint Protection
4.10.1 Technical Solution Overview

Symantec Endpoint Protection (SEP)® is an endpoint protection solution that can help defend
against ransomware and other emerging threats.

Points to consider:

e Next Generation Antivirus / Endpoint protection solution to prevent against virus attacks
and emerging cyber threats such as zero-day attacks, ransomware etc.

e OS Platform independent: The endpoint agents are supported on Windows and Linux.

e Comes with a lightweight agent and virus definition sets that require minimal network
bandwidth.

e Diverse Feature set: Core capabilities include Antivirus, Host Firewall, Intrusion
Prevention, Host Integrity, System lockdown, Application White listing and USB
Device Control.

e Centralized Management: All endpoints, rule sets, policies can be centrally managed
from the Symantec Endpoint Manager console.

e The Symantec Manager component is supported only on Windows OS.

e The Linux agent requires the OS kernel on Linux systems to be at a certain level for
installation. In addition, the Linux agent is a 32-bit installer. If installing on a 64-bit
Linux system, it requires certain 32-bit packages/libraries to be installed as a
prerequisite. This may conflict with some of the existing packages on the system.

e The endpoint agent on each system by default needs to communicate outbound with a
range of public IP addresses for its Reputation analysis and Global Threat intelligence
feature. It is recommended to allow this traffic from your firewall to leverage the
advanced features of the product.

e Important: System reboot is required to complete the installation process on
clients/endpoints.

4.10.2 Technical Capabilities Provided by Solution

Symantec Endpoint Protection provides components of the following Technical Capabilities
described in Section 6 of VVolume 1:

e Anti-virus/malware
4.10.3 Subcategories Addressed by Implementing Solution

DE.CM-4

88 https://www.symantec.com/content/dam/symantec/docs/data-sheets/endpoint-protection-14-en.pdf
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4.10.4 Architecture Map of Where Solution was Implemented

Legends

Symantec AV

Internet

Management Manufacturing DMZ
i Mireaofy/RA DMZ Historian
Mmgo.mo.z_s s 10.100.1.4

Manufacturing DMZ LAN - 10.100.1.0/24 .

Manuf. System
Router/Firewall

Management LAN - 10.100.2.0/24 i

Cybersecurity LAN
TheHive  Nessus Vuln. Microsoft Symantec GTB B::"'" e Graylog Windows
NTB/PTP jncident Resp.  Scanner ActiveDirectory  Antivirus - SEPM DatalossPrev. o ouih " WSUS
Clock 10.100.0.5 10.100.0.25 10.100.0.13,17 10.100.0.5 10.100.0.175,176 10.100.0.14 10.100.0.12
10.100.0.15 10.100.0.10

Cybersecurity LAN 10.100.0.0/24

PCS LAN Router
Plant 10.100.2.8 PO LAN o
1721611
172.16.2.1 ‘ ™, 172.16.31
Engineering Workstation HMI Plant Controller
172.16.3.10 172.16.1.4 172.16.15

Engineering LAN - 172.16.3.0/24 Plant LAN - 172.16.1.0/24 .

Local Historian ~ OPC Server )
1721624 1721625 e Manufacturing Process

172.16.2.102 i
N X DeviceNet to o |
. 1 Field Devices |

Supervisory LAN- 172.16.2.0/24 .
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