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Abstract 
The current version of the ANSI/NIST-ITL standard "Data Format for the Interchange of Fingerprint, 

Facial & Other Biometric Information" is specified in two parts.  Part 1, ANSI/NIST-ITL 1-2007, 

specifies the traditional format, and Part 2, ANSI/NIST-ITL 2-2008, specifies a NIEM-conformant 

XML format.  Both parts have been combined into one document, which is being revised and 

augmented.    The Computer Security Division (CSD) of NIST/ITL has developed a set of test 

assertions based on the requirements specified in the 4th draft of the new ANSI/NIST-ITL standard.  

Over twelve hundred test assertions have been identified and organized into a set of tables to assist in 

the development of a conformance test tool designed to test implementations of the new version of the 

ANSI/NIST-ITL standard for selected record types.  These tables were contributed to the 

Conformance Testing Methodology (CTM) Working Group which was recently established by 

NIST/ITL to develop a CTM for the new version of the ANSI/NIST-ITL (AN-2011) standard.  A 

ballot was conducted on a revised draft (5th draft) of the AN-2011 standard.  A new draft will be 

developed based on the comments received as a result of this ballot.  As the technical content of the 

AN-2011 draft standard evolves towards approval and publication, and comments on the assertion 

tables in this document are received, revised versions of these tables will be developed until they fully 

address the requirements of the approved AN-2011 standard.  This publication documents the 

assertions developed and the terms, operands, and operators used in defining these assertions.  Brief 

information on previous and ongoing conformance test tools development within NIST/ITL CSD is 

included.   

Disclaimer 
Statements made in this paper should not be interpreted as standards, guidelines, best practices, or 

recommendations for specific changes to any other NIST publications. 
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1 Introduction 

1.1 Background  

The ANSI/NIST-ITL standard "Data Format for the Interchange of Fingerprint, Facial & Other 

Biometric Information" is used by law enforcement, intelligence, military, and homeland security 

organizations throughout the world.  The current version of the ANSI/NIST-ITL standard is specified 

in two parts: 

Part 1 ï (ANSI/NIST-ITL 1-2007) in Traditional Format [1] 

Part 2 ï (ANSI/NIST-ITL 2-2008) in NIEM-conformant XML format [2] 

In addition, an extension to the table of finger position codes in both parts of the standard to handle 

multiple-finger captures was published: ANSI/NIST-ITL 1a-2009 [3]. 

The standard is now in the process of being revised.  Four drafts were developed as a result of two 

workshops that were held at NIST and comments received from subsequent drafts.  A 

final voting version (5th draft) was developed [4].  A forty-five day ballot on the 5th draft closed  

August 31.  A revised draft will be developed as a result of the ballot.  Additional information on the 

standard and related activities can be found at the ANSI/NIST-ITL standard homepage [5]. 

1.2 Need for Conformance Testing to Biometric Standards 

The existence of biometric standards alone is not enough to demonstrate that products meet the 

technical requirements specified in the standards.  Conformance testing captures the technical 

description of a specification and measures whether an implementation faithfully implements the 

specification.  Conformance testing provides developers, users, and purchasers with increased levels 

of confidence in product quality and increases the probability of successful interoperability. 

The Computer Security Division (CSD) of NIST/ITL supports the development of biometric 

conformance testing methodology standards and other conformity assessment efforts through active 

technical participation in the development of biometric standards and the development of associated 

conformance test architectures and test suites.   

1.3 NIST/ITL CSD Conformance Test Tools Developments 

NIST/ITL CSD develops these conformance test tools to support users that require conformance to 

selected biometric standards and product developers interested in conforming to biometric standards 

by using the same testing tools available to users.  These efforts support the possible establishment of 

conformity assessment programs to validate conformance to biometric standards.  The following 

sections briefly describe previous, recent, and ongoing conformance test tool developments in 

support of biometric standards. 

 

1.4 BioAPI Conformance Test Suite (CTS) 

In February 2006, NIST/ITL CSD released a BioAPI Conformance Test Suite (CTS) developed to 

test implementations of ANSI INCITS 358-2002, the BioAPI specification.  This software tool was 

developed to help users verify the conformance of Biometric Service Providers to the BioAPI 

Specification 1.1.  This tool can be downloaded from the BioAPI Conformance Test Suite web page 

[6].  The InterNational Committee for Information Technology Standards (INCITS) Technical 

Committee M1- Biometrics developed a conformance testing methodology standard for this BioAPI 

http://www.nist.gov/customcf/get_pdf.cfm?pub_id=51174
http://www.nist.gov/customcf/get_pdf.cfm?pub_id=890062
http://biometrics.nist.gov/cs_links/standard/ANSI_NIST-ITL_1a-2009.pdf
http://biometrics.nist.gov/cs_links/standard/AN_2011_Voting_Version_July_2011.pdf
http://www.nist.gov/itl/iad/ig/ansi_standard.cfm
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specification.  The standard was published in 2008 as ANSI INCITS 429-2008 [7].  NIST/ITL CSD 

co-sponsored the development of this standard.  

1.5 Conformance Test Architecture for Biometric Information Records ï Beta 1.1 

In August 2008, NIST/ITL CSD released a Conformance Test Architecture (CTA) for Biometric 

Information Records and a Conformance Test Suite (CTS) for Patron Format A data structures 

specified in ANSI INCITS 398-2008, ñCommon Biometric Exchange Formats Frameworkò that runs 

under this CTA.  The CTS for Patron Format A supported by this conformance testing architecture 

was developed to help users determine whether binary file implementations of Biometric Information 

Records (BIRs) based on this Patron Format conform to the standard.   NIST/ITL CSD sponsored (in 

INCITS M1) development of a conformance testing methodology standard for CBEFF (Common 

Biometric Exchange Format Framework) data structures specified in ANSI INCITS 398-2008 and 

submitted to INCITS M1 the test assertions and related test cases developed for the Patron Format A 

CTS as well as test assertions and test cases for other Patron Formats specified in the ANSI INCITS 

398-2008 standard.  This standard was published as ANSI INCITS 473 in 2011 [8]. 

1.6 Advanced Conformance Test Architecture (CTA) Beta 2.0 

In August 2010, NIST/ITL CSD released an advanced Conformance Test Architecture (CTA) Beta 

2.0 designed to test implementations of selected national and international biometric data interchange 

standards.  The CTA released was accompanied by the release of four Conformance Test Suites 

designed to test implementations of finger minutiae and finger image data formats conforming to 

American National Standards developed by Technical Committee M1- Biometrics [9].  These test 

tools, designed to test implementations of ANSI INCITS 378, ñFinger Minutiae Format for Data 

Interchangeò and ANSI INCITS 381, ñFinger Image-Based Data Interchange Formatò (both for the 

2004 and 2009 versions), are available from the NIST/ITL CSD conformance test tools download 

web page [10].   

 

A subsequent release of a Conformance Test Suite in 2011 is a tool designed to test implementations 

of the second generation of the iris image data interchange format developed by Joint Technical 

Committee 1 of ISO and IEC Subcommittee 37 (JTC 1/SC 37) ï Biometrics [11].  Two versions of 

this test tool are available at the NIST/ITL CSD conformance test tools download web page [10]; 

they are an Installer version that runs under NIST/ITL CSD CTA Beta 2.0 and the source code 

version.  These tools were released as soon as the final draft of this international standard became 

technically stable.  At the time of this writing the Final Draft International Standard (FDIS) ballot 

closed on July 27, 2011 and the FDIS was approved.  The standard is not yet published. 

 

CTSs designed to test implementations of other international data formats developed in JTC 1/SC 37 

are being tested before their release and others are under development.  In addition, as addressed in 

the following sections, NIST/ITL CSD is also supporting the ANSI/NIST ITL standards by 

developing conformance test tools to test implementations of both the current version (2007) and the 

new version under development.   

1.7 Support for the ANSI/NIST- ITL 1-2007 Standard 

Al though a revised and augmented version of the standard is under development, the 2007 version is 

still widely used.  NIST/ITL CSD developed a CTA/CTS (Beta version 0.4) designed to test 

implementations of selected Record Types of ANSI/NIST-ITL 1-2007, ñData Format for the 
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Interchange of Fingerprint, Facial, & Other Biometric Information ï Part 1ò.  These Record Types 

were considered the first-priority tier and are supported: 

 

 Record Type 1, Transaction Information Record 

 Record Type 4, High-resolution grayscale fingerprint image 

 Record Type 10, Facial and SMT image 

 Record Type 13, Variable-resolution latent image 

 Record Type 14, Variable-resolution fingerprint image 

 Record Type 17, Iris image. 

 

Over five-hundred and thirty test assertions were implemented.  The software code can be extended 

to support other record types as required.  The conformance test tool developed to support this 

standard is designed to detail a transactionôs level of conformance to the standard.  The CTA/CTS 

can also be used as an analysis tool for determining which parts of the transaction (e.g., non-

conformant fields, records) do not conform to the standard and to analyze the reason for their 

nonconformance.   For unsupported Record Types only the length of the record is reported during 

testing, and no determination of conformance is made for these records.  In addition to stating 

whether a file passes or fails, the messages provided include warnings and notes.  The code was 

developed in C# under the Microsoft® .NET 4.0 Framework.  Two versions of the tools are available 

to the public: (a) an Installer version (Beta 0.4) and (b) the source code.  Both versions were released 

in May 2011 and are available at the same NIST/ITL CSD conformance test tools download web 

page [10].  NISTIR 7791, ñConformance Test Architecture and Test Suite for ANSI/NIST-ITL 1-

2007ò [12], includes a high-level overview of the architecture and test suite as well as software 

details.  The code structure description is provided.  A quick start user guide and a comprehensive 

table of the standardôs requirements and the associated implemented conformance test assertions are 

included. 

1.8 Support for the ANSI/NIST-ITL 1-2011 (AN-2011) Standard 

Part of the process associated with the development of a CTA/CTS designed to test implementations 

of AN-2011 would include similar and extended capabilities as the test tool described in the previous 

section.  NIST/ITL CSD revised and extended the tables of operands and operators developed for the 

AN-2007 CTA/CTS assertions to express the assertions derived from the requirements in the AN-

2011 standard and developed requirements and assertion tables for the AN-2011 standard.  These 

tables include, at the present time, over twelve-hundred assertions.  This initial set of tables was 

developed based on the AN-2011 4th draft.  NIST/ITL CSD contributed the requirements and 

assertions tables as well as the tables of terms, operands, and operators mentioned above to the 

Conformance Testing Methodology (CTM) Working Group which was recently established by 

NIST/ITL to develop a CTM for selected records types of AN-2011.   

 

The CTM Working Group is led by NIST/ITL staff and has participation from NIST/ITL experts in 

conformance testing as well as experts from other US Government agencies and the private industry.   

The tables contained in the annexes include the terms, operands, and operators mentioned above, as 

well as the tables of requirements and assertions for the following sections and Record Types of the 

AN-2011 standard (4th draft): 

 

 Section 5: Data Conventions 

 Section 7: Information Associated with Several Record Types  
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 Section 8.1 Record Type-1: Transaction information record 

 Section 8.4 Record Type-4: Grayscale fingerprint image 

 Section 8.10Record Type-10: Facial, other body part and SMT image record 

 Section 8.13 Record Type-13: Friction-ridge latent image record 

 Section 8.14 Record Type-14: Fingerprint image record 

 Section 8.15 Record Type-15: Palm print image record 

 Section 8.17 Record Type-17: Iris image record 

 Annex B: Traditional Encoding 

Additionally, tables for the deprecated Record Types 3, 5, and 6 and reserved Record Types 11 and 

12 are included.  Implementation exceptions are identified in Annex D.  The headers of the tables of 

requirements and assertions are based on those specified in the draft Conformance testing 

methodology for AN-2011 presented at the second AN-2011 Workshop, with minor changes listed 

below.  These changes have been made to accommodate requirements and assertions from the AN-

2011 standard. 

 

As the technical content of the AN-2011 draft standard evolves towards approval and publication and 

comments on the assertion tables included in Annex C are received, NIST/ITL CSD staff involved in 

the development of the AN-2011 CTM standard plans to revise the assertion tables until they fully 

address the requirements in the approved and published AN-2011 standard.   
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Annex B ï Test Assertion Syntax and Testing Levels 

Test assertions are expressed according to the operators and operands found in the tables below, except for those instances where the 

assertion cannot be clearly or easily represented in a mathematical format.  In those cases where English is used to express the assertion, the 

text will be contained within the < > characters.  

B.1 Operators 

The table below includes a complete description of the operators used throughout the requirements and assertion tables. 

 

Table B.1 - Operator Definitions 

Operator Definitions 

Operator Name Description 

AND Logical And Tests if both values are true. 

ELSE Else Combined with the IF operator to specify what expressions are evaluated when the IF expression is false. 

EQ Equal To Tests for equality between two values. 

GT Greater Than Tests if the first value is greater than the second value 

GTE Greater Than or Equal To Tests if the first value is greater than or equal to the second value.  

IF  Logical If Determines if the value or expression is true or false. 

IFF IF and Only IF Tests the bi-conditional where each of the first and second expressions implies the other.  

in Container Specification For X in Y, selects only those X found in Y.  

LT  Less Than Tests if the first value is less than the second value. 

LTE  Less Than or Equal To Tests if the first value is less than or equal to the second value. 

MO Member Of Tests if the value is a contained within the set. 

MOD Modulo For X MOD Y, provides the remainder of X divided by Y.  

NEQ Not Equal To Tests for non-equality between two values. 

NOT Negate Negates any operator or expression that follows. 

OR Logical Or Tests if either value is true 

P:N in Q Query Selects the Nth occurrence of P in Q.  

ST Such That Enforces a condition upon the specified value or expression.  

THEN Then Combined with the IF operator to specify what expressions are evaluated when the IF expression is true.  

to Range Selection For X to Y, selects a set of values Z ST Z GTE X AND LTE Y 

# All  Provides all valid values. 

: Data Element Selection For X:N, selects the Nth element in X.  
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, Range Concatenation For X,Y, selects the set of values containing X and Y.   

. Field Selection For X.Y, selects the field specified by Y in Record X.  

< > English Expression Contains English text that could not be reasonably expressed mathematically.  

{ } Value For {X}, provides the value of X.  

[ ] Set The set to be tested. 

B.2 Terms 

The table below provides a complete description of the terms used throughout the requirements and assertion tables. 

 

Table B.2 - Terms Used Throughout the Requirements and Assertion Tables 

Term Definitions 

Term Name Description 

Field(s) Field Field structure as defined by the AN 1-2011 standard. 

Integers Integer Set Set of all integers. 

NA Not Applicable The test or condition is not applicable.  

NULL  Null Control character with no value. 

Record(s) Record Record structure as defined by the AN 1-2011 standard. 

RS_Subfield RS Separated Subfield Subfield separated by the ASCII RS separator character 

Subfield US or RS Separated Subfield Any field or information item separated by ASCII RS or US 

Transaction Transaction Transaction structure as defined by the AN 1-2011 standard.  

TRUE True The test always evaluates to true because the field cannot be checked against a known value. 

US_Subfield US Separated Subfield Information Item separated by the ASCII US separator character 

 

B.3 Operands 

The table below includes a complete description of the operands (functions) used throughout the requirements and assertion tables. The 

parameter X may represent any combination of operands, terms, and operators. 

 

Table B.3 - Operands Used Throughout the Requirements and Assertion Tables 

Operand Definitions 

Operand Name Description 

All(X)  All Occurrences Returns all occurrences of X.   

ASCII(X)  ASCII Values Specifies that all values represented by X are ASCII values.  

Bytes(X) Byte Data Returns the byte data contained in X. 
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Count(X) Count Occurrences Returns the number of occurrences of X.  

DataLength(X) Length Of (without Special Characters) Returns the length of X without counting Special Characters (such as US, RS, FS). 

FieldNumber(X) Field Number Returns the field number of X. 

First(X)  First Occurrence Returns the first occurrence of X.   

For(X EQ A to B) 

{Expression(s)} 

For Loop Evaluates each Expression for the range specified by A to B.   

ForEach(X) 

{Expression(s)} 

For Each Evaluates each Expression for every occurrence of X found. 

Last(X) Last Occurrence Returns the last occurrence of X.   

Length(X) Length Of Returns the length of X. 

Max(X) Maximum Value Returns the maximum value in the set X.  

MaxOccurrences(X) Maximum Occurrences Returns the maximum number of occurrences of X allowed by the 1-2011 

standard. 

MaxSize(X) Maximum Size Returns the maximum size of X per occurrence allowed by the 1-2011 standard. 

Min(X)  Minimum Value Returns the minimum value in the set X.  

MinOccurrences(X) Minimum Occurrences Returns the minimum number of occurrences of X allowed by the 1-2011 

standard. 

MinSize(X) Minimum Size Returns the minimum size of X per occurrence allowed by the 1-2011 standard. 

Next(X) Next Occurrence Returns the next occurrence of X. Only for use within ForEach Operandôs 

Expression(s). 

Pair(A,B) of X Pair Returns all pairs of X. Only for use as a parameter in a ForEach Operand.  

ParentField(X) Parent Field Returns the Field that contains X. 

ParentRecord(X) Parent Record Returns the Record that contains X. 

Present(X) Value Present Returns TRUE if X is present, FALSE otherwise. For subfields in Traditional 

Encoding, the US and RS separators are always present. Therefore the Present(X) 

operand returns TRUE if the value between the separators is present. 

Previous(X) Previous Occurrence Returns the previous occurrence of X. Only for use within ForEach Operandôs 

Expression(s). 

Second(X) Second Occurrence Returns the second occurrence of X.   

Sum(X) Summation Returns the summation of all the values that are a member of X.  

Type(X) Record Type Returns the Record Type of X. 

Var(X) {Selection 

Statement} 

Variable Assigns the entity specified by the Selection Statement to the name X. The 

assignment is valid for the remainder of the assertion text.  

XElm(X) XML Element Returns the XML Element with name X. 
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