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Abstract
The current version of theNSI/NIST-ITL standard "Data Format for the Interchange of Fingerpri
Facial & Other Biometric Information” is specified in two parts. Part 1, ANSI/NIBT1-2007,
specifies the traditional format, and Part 2, ANSI/NIST 2-2008, specifies a NIEMorformant
XML format. Both parts have been combined into one dootimdich is being revised and
augmented. The Computer Security Division (CSD) of NIST/ITL has developed a set of test
assertions based on the requirements specified if"tHeaft of the new ANSI/NISTITL standard.
Over twelve hundred test assertions have been identified and organized into a set of tables to
the development of a conformance test tool designed to test implementations of the new versic
ANSI/NIST-ITL standard for selected record types. These tables were contributed to the
Conformance Testing Methodology (CTM) Working Group which was recently established by
NIST/ITL to develop &TM for the new version of the ANSI/NISITL (AN-2011)standard.A
ballot was conducted on a revised draft (5th draft) oAfNe2011standard.A new draft will be
developedased on the comments received as a result of this baBdhetechnical content of the
AN-2011draft standard evolvaswards approval and plication and comments on tlessertion
tablesin this documenéare receivedievised versions dhesetableswill be developed until thefully
addresghe requirements of the approv&N-2011standard.This publication documents the
assertions develegl and the terms, operands, and operators used in defining these assertions.
information on previous and ongoing conformance test tools development within NIST/ITL CSI
included.

Disclaimer
Statements madea this papeshould not be interpreted as standards, guidelines, best practices,
recommendations for specific changes to any dth8il publications.
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1 Introduction

1.1 Background

The ANSI/NISTITL standard "Data Format for the Interchange of Fingerprint, Facial & Other
Biometric Information” is used by law enforcement, intelligence, military, and homeland security
organizations throughout the worl@he current version of the ANSI/NISITL standard ispecified

in two parts

Part 1i (ANSI/NIST-ITL 1-2007) in Traditional Form4di]
Part 2i (ANSI/NIST-ITL 2-2008) in NIEM-conformant XML forma{2]

In addition, an extension to the table of finger position codes in both parts of the standard to handle
multiple-finger @apturesvas publifed ANSI/NIST-ITL 1a-2009][3].

The standard is now in the process of being revisedwrdrafts were developed as a result of two
workshops that were held at NIST and commegttgived from subsequent drafts. A

final voting version(5" draft)was develope@]. A forty-five day balloton the ' draft closed
August 31.A revised draft will be developed as a result of the bakatditional information on the
standard and related activities can be found atth®l/NIST-ITL standard homepad®].

1.2 Need for Conformance Testing to Biometric Standards

The existence dbiometricstandards alonis not enough to demonstrate that products meet the
technical requirenms specified in the standardSonformance testing captures the technical
description of a specification and measures whether an implementation faithfully implements the
specification. Conformance testing provides developers, users, and purchaseirscvatised levels

of confidence in product quality and increases the probability of successful interoperability

The Computer Security Division (CSD) of NIST/ITL supports the development of biometric
conformance testing methodology standards and otherrooihfassessment efforts through active
technical participation in the developmenbasmetricstandards and the development of associated
conformance tesdrchitectures and test suites.

1.3 NIST/ITL CSD Conformance Test Tools Developments

NIST/ITL CSD devéops these conformance test tools to support users that require conformance to
selected biometric standards and product developers interested in conforming to biometric standards
by using the same testing tools available to users. Hifegessupport tle possible establishment of
conformity assessment programs to validate conformance to biometric stant@edsllowing

sections briefly describe previous, recamd ongoing conformance test tool developments in

support of biometric standards.

1.4 BioAPI Conformance Test Suite (CTS)

In February2006, NIST/ITL CSD released a BioAPI Conformance Test Suite (CTS) developed to
testimplementations of ANSI INCITS 358002, the BioAPI specification. This software ta@s
developed to help users verify the canfiance of Biometric Service Providers to BieAPI
Specification 1.1 This tool can be downloaded from the BioAPI Conformance Test Suite web page
[6]. The InterNational Committee fémformationTechnology Standards (INCITS) Technical
Committee M1 Biometrics eevelopeda conformance testing methodology standardHisBioAPI


http://www.nist.gov/customcf/get_pdf.cfm?pub_id=51174
http://www.nist.gov/customcf/get_pdf.cfm?pub_id=890062
http://biometrics.nist.gov/cs_links/standard/ANSI_NIST-ITL_1a-2009.pdf
http://biometrics.nist.gov/cs_links/standard/AN_2011_Voting_Version_July_2011.pdf
http://www.nist.gov/itl/iad/ig/ansi_standard.cfm

specification Thestandard was published in 2008 as ANSI INCITS-2008[7]. NIST/ITL CSD
co-sponsored the development of this standard.

1.5 Conformance Test Architecture for Biometric Information Records i Beta 1.1

In August 2008NIST/ITL CSD released @onformanceTlestArchitecture(CTA) for Biometric
Information Records and a Conformance Test Suite (CTS) for Patron Formatdrdetares
specified in ANSI INCITS 392008,iiCommonBiometric Exchange Formats Framewatkat runs
under this CTA The CTS for Patron Format A supportediug conformance testing architecture
was developed to help users determine whether biil@tiynplementations of Biometric Information
Record9qBIRs) based on this Patron Fornsanform to the standard. NIST/ITL CSD sponsdiad
INCITS M1) development of aonformance testing methodology standard for CBEFF (Common
Biometric Exchang&ormat Framework) data structures specified in ANSI ING398&2008 and
submitted tdNCITS M1 the test assertions and related test cases developed for the Patron Format A
CTSas well as test assertions and test cases for other Patron Fspewfied in the ANSI INCITS
3982008 standardThis standard was pubhed as ANSI INCITS 473 in 2011 [8].

1.6 Advanced Conformance Test Architecture (CTA) Beta 2.0

In August 2010NIST/ITL CSD releasedn advance@onformance &st Architecturd CTA) Beta

2.0designedo test implementations stlectechationaland internationigbiometric data interchange

standards The CTA released was accompanied by the release of four Conformance Test Suites

designed to test implementationsfioyer minutiae and finger image data formats conforning

American National Standardeveloped ® Technical Committee M1Biometrics[9]. Thesdest

toosdesi gned to test i mplementations of ANSI I NCI
I nterchangedo and ANSI| -BlaN@IdT a3 &l ,| nit kircdhamglemdgpe
2004 and 2009 versionge available from the NIST/ITL CSD conformance tests download

web page10].

A subsequent release of a Conformance Test Suite in 2011 is a tool designed to test implementations
of the second generation of the iris image data interchange format developed by Joint Technical
Committee 1of ISO and IECSubcommitte&7 @TC 16C 37)i Biometrics[11]. Two versions of

this test tool are availabl the NIST/ITL CSD conformance test tools download web fEge

they are an Installer version that runs undiEST/ITL CSD CTA Beta 2.@nd the sowe code

version. These toolseave released as soon as the final draft of this international standard became
technically stable At the time of this writing the Finalf@aft International Standar@DIS) ballot
closedonJuly 27, 2011 and the FDIS was approvétie standard is not yet published.

CTSsdesigned to test implementations of other international data fodeagtoped in JTC 1/SC 37
arebeing tested before therleaseand others arander development. In addition, as added in

the followingsections, NIST/ITL CSD is also supporting the ANSI/NIST ITL standards by

developing conformance test tools to test implementations of both the current version (2007) and the
new version under development.

1.7 Support for the ANSI/NIST- ITL 1-2007 Standard

Although a revised and augmented version of the standard is under development, the 2007 version is
still widely used.NIST/ITL CSDdevelopeda CTA/CTS (Beta version 0.4)esignedo test
implementations of selected Record Types of ANSI/NIBI 1-2007,fiData Format for the



Interchange of Fingerprint, Facial, & Other Biometric Informaiidrart ©. These Record Types
were considered the firgtriority tier and are supported:

Record Type 1, Transaction Information Record
RecordType 4, Highresolution gayscale fingerprint image
RecordType 10, Facial and SMT image

RecordType 13, Variablgesolution latent image
RecordType 14, Variablgesolution fingerprint image
RecordType 17 Iris image

Over fivehundred and thirty test assertions were implemeriiée software code can be extended
to support other record types as requirétle conformance tegbol developed to support this
standards designed tdetaila t r a n teweloot conformarge to the standard. The CTA/CTS
can also be used as an analysis footletermining whiclparts of the transaction (e.g., Ron
conformant fields, records) do not conform to the standardcaadalyzethe reason for their
nonconformance Forunsupported Record Typesly the length of the record reportedduring
testing, andho determination of conformance is made these recordsln addition to stating
whether a file passes or fails, the messages provided include warnings and heteodevas
developed in C# under tiMicrosoft® .NET 4.0 FrameworkTwo versions of the tools are available
to the public (a) an Installer version (Be0.4) and (b) the source cod&oth versions were released
in May 201l1andare available at theameNIST/ITL CSD conformance test tools download web
page [10] NISTIR 7791 iConformance Test Architecture and Test Suite for ANSI/NIHT 1-

2007 [12], includesa high-level overview of the architecture and test suite as well as software
details The code structurdescription igrovided. A quick start user guide and a comprehensive
table of the standardés requirements and the as
included.

1.8 Support for the ANSI/NIST-ITL 1-2011 (AN-2011) Standard

Part of the process associated with the development of a CTA/CTS designednphasientations
of AN-2011would include similar and extended capabiligsshetest tooldescribed in the previous
section NIST/ITL CSD revised and extended the tables of operands and opeatelgped for the
AN-2007 CTA/CTS assertione express the assertions derived from the requirements in the AN
2011 standardnd developedequirements and assertion tables for the2041 standard These
tables includeat the present timeyer twelvehundred assertionslhis initial set oftableswas
developed based on the A2011 4" draft NIST/ITL CSD contributed the requirements and
assertions tables as well as thkles of tems, operandsind operators mentioned abovette
ConformanceTesting Methodology (CTM) Working Grouprhich was recentlyestablished by
NIST/ITL to develop a CTM for selected records types of 20N 1.

The CTM Working Groupis led byNIST/ITL staffandhas participation from NIST/ITL experts in
conformance testings well asxperts from other US Government agencies and the private industry.
The tablesontained in the annexagludethe terms, operandand operators mentioned above, as
well as the tables akquirements and assertions for the following seci@onsRecord Typesf the
AN-2011 standar¢4™ draft):

e Section 5: Data Conventions
e Section 7: Information Associated with Several Record Types



Section8.1 Record Typd.: Transaction information record

Section8.4 Record Typd: Grayscale fingerprint image

Section8.10Record Typd0: Facial, other body part and SMT image record
Section8.13 Record Typd3: Frictionridge latent image record

Section8.14 Record Typéd4: Fingerprint image record

Section 8.15 Record Tygks: Palm print image record

Section 817 Record Typd7: Iris image record

Annex B: Traditional Encoding

Additionally, tables for the deprecated Record Types 3, 5, and 6 amdaéfecordypes 11 and

12 are includedimplementation exceptions are identifiedAnnex D. The headers of the tables of
requirements and assertions are based on those specifiediraftii@nformance testing

methodology for AN2011presented at the second A911 Workshopwith minor changes listed
below. These changdmve been made to accommodate requirements and assertions from the AN
2011 standard.

As thetechnical content of th&N-2011draft standard evolvdswards approval and publicatiand
comments on thassertiortablesincluded inAnnex Care received, NIST/ITL CSD staff involved in
the development of the AR011 CTMstandardglars to revise thassertiortablesuntil they fully
addresgherequirements ithe approved anpublishedAN-2011 standard.
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Annex B 1 Test Assertion Syntax and Testing Levels

Test assertions are expressed according togaetors and operanfigindin the tables beloyexcept for those instances where the
assertion cannot be clearly or easdpresented in a mathematical formht.those cases where English is used to express the assertion, the
text will be contained within the < > characters.

B.1 Operators
The table belovincludesa complete description of the operators used throughowdfa@ements and assertitables.

Table B.1 - Operator Definitions

Operator Definitions
Operator | Name Description
AND Logical And Tests if both values are true.
ELSE Else Combined with the IF operator to specify what expressions are evaluated wheexpeession is false.
EQ Equal To Tests for equality between two values.
GT Greater Than Tests if the first value is greater than the second value
GTE Greater Than or Equal T( Tests if the first value is greater than or equal to the second value.
IF Logical If Determines if the value or expression is true or false.
IFF IF and Only IF Tests the bronditional where each of the first and second expressions implies the other.
in Container Specification | For X in Y, selects only those X found in Y.
LT Less Than Tests if the first value is less than the second value.
LTE Less Than or Equal To | Tests if the first value is less than or equal to the second value.
MO Member Of Tests if the value is a contained within the set.
MOD Modulo For X MOD Y, provides the remainder of X divided by Y.
NEQ Not Equal To Tests for norequality between two values.
NOT Negate Negatesany operator oexpressiorthat follows.
OR Logical Or Tests ifeither value igrue
P:Nin Q | Query Selects the Nth occurrence of P in Q.
ST Such That Enforces a condition upon the specified value or expression.
THEN | Then Combined with the IF operator to specify what expressions are evaluated when the IF expression is
to Range Selection For Xto Y, selects a set of values Z ST Z GTE X AND LTE Y
# All Provides all valid values.
: Data Element Selection | For X:N, selects the Nth element in X.

6



, Range Concatenation For X,Y, selects the set of values containing X and Y.

. Field Selection For X.Y, selects the field specified by Y in Record X.
<> English Expression Contains English text that could not be reasonably expressed mathematically.
{1} Value For {X}, provides the value of X.

[] Set The set to be tested.

B.2 Terms
The table belovprovidesa complete description of the terms used throughouetigrements and assertitables.

Table B.2 - Terms Used Throughout the Requirements and Assertion Tables

Term Definitions
Term Name Description
Field(s) Field Field structure as defined by the AN2@11 standard.
Integers Integer Set Set of all integers.
NA Not Applicable The test or condition is not applicable.
NULL Null Control character with no value.
Record(s) | Record Record structure as defined by thid 1-2011 standard.
RS_Subfield | RS Separated Subfield Subfieldseparated by the ASCII RS separator character
Subfield US or RS Separated Subfield | Any field or information item separated by ASCII RS or US
Transaction | Transaction Transaction structure as defined by the AROLL1 standard.
TRUE True The test always evaluates to true because the field cannot be checked against a known va
US Subfield | US Separated Subfield Information Itemseparated by the ASQUS separatocharacter

B.3 Operands

Thetable belowincludes aomplete description of the operands (functions) used throughawtoghieements and assertion tablése
parameter X may represent any combination of operands, terms, and operators.

Table B.3 - Operands Used Throughout the Requirements and Assertion Tables

Operand Definitions
Operand Name Description
All(X) All Occurrences Returnsall occurrences of X.
ASCII(X) ASCII Values Specifies that all values represented by X are ASCII values.
Bytes(X) Byte Data Returns the byte data contained in X.

7



Count(X) Count Occurrences Returns the number of occurrences of X.
Datalength(X) Length Of (without Special Characterg Returns thdength ofX without counting Special Characters (such as US HS3,
FieldNumber(X) Field Number Returns thdield number of X.
First(X) First Occurrence Returns the first occurrence of X.
For(X EQ Ato B) | For Loop Evaluates each Expression for the range specified by A to B.
{Expression(s)}
ForEach(X) For Each Evaluates each Expression for every occurrence of X found.
{Expression(s)}
Last(X) Last Occurrence Returns the last occurrence of X.
Length(X) Length Of Returns théength ofX.
Max(X) Maximum Value Returns thenaximumvalue in the sex.
MaxOccurrences(X) | Maximum Occurrences Returns thenaximumnumber of occurrences X allowedby the 12011
standard.
MaxSize(X) Maximum Size Returns thenaximumsizeof X per occurrence allowed by the2011 standard.
Min(X) Minimum Value Returns theninimumvalue in the seX.

MinOccurrences(X)

Minimum Occurrences

Returns theninimum number of occurrence$ X allowedby the 12011
standard.

MinSize(X)

Minimum Size

Returns theminimum sizeof X per occurrence allowed by the2011 standard.

Next(X)

Next Occurrence

Returns thexextoccurrence of XOnly for use within ForEach Operaing
Expression(s)

Pair(A,B) of X Pair Returnsall pairs of X. Only for use as a parameter in a ForEach Operand.
ParentField(X) Parent Field Returns the Fielthat contains X.
ParentRecord(X) | Parent Record Returns the Record that contaks
Present(X) Value Present Returns TRUE if X is present, FALSE otherwise. For subfields in Traditional
Encoding, the US and RS separators are always present. Thereforestva(X)
operand returns TRUE if the value between the separators is present.
Previous(X) Previous Occurrence Returns the previousccurrence of XOnly for use within ForEach Operaing
Expression(s)
Second(X) Second Occurrence Returns the second occurrence of X.
Sum(X) Summation Returns the summation of all the values that are a member of X.
Type(X) Record Type Returns the Record Type of X.
Var(X) {Selection | Variable Assigns the entity specified by the Selection Statement to the name X. The
Statement} assignment is valid for the remainder of the assertion text.
XEIm(X) XML Element Returns the XML Element with name X.
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