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CHAPTER
ONE

INTRODUCTION

With the YubiKey Authentication Subscription on AWS Marketplace, you have the ability to procure YubiKeys for a
set number of users on a three-year subscription basis directly through AWS. AWS provides a simplified procurement
process and direct billing, enabling your organization to get up and running with YubiKey multi-factor authentication
(MFA) quickly and easily.

After subscribing, you will be able to complete your registration and create an order for your YubiKeys through the
Registration application in Yubico’s AWS portal. Orders are conducted annually in bulk: all keys included in your
subscription must be sent to a single address.

After registration, you will be able to view and manage your orders and users in the Orders application. Although the
Registration and Orders applications must be signed into separately, they share the same login credentials.

To get started, click Continue to Subscribe on the portal overview page and follow the prompts to accept the public
offer for a 500-user subscription.

Is the public offer insufficient for your organization? Please reach out to aws.marketplace @yubico.com so we can tailor
a subscription offering to your needs.

1.1 What this Guide Covers

After purchasing the YubiKey Authentication Subscription on AWS Marketplace, return to this guide for help with the
following:

e Signing into Yubico’s AWS portal. Before you can create an order for your YubiKeys or view an existing order,
you must sign into the portal using the credentials established during the subscription offer acceptance stage.
There are multiple login “subflows”, and which subflow is used depends on if and how your email address is
connected with Microsoft services.



https://aws.amazon.com/marketplace/pp/prodview-r5he6wfaqebps?sr=0-1&ref_=beagle&applicationId=AWSMPContessa
https://orders.aws.marketplace.yubico.com
https://aws.amazon.com/marketplace/pp/prodview-r5he6wfaqebps?sr=0-1&ref_=beagle&applicationId=AWSMPContessa
mailto:aws.marketplace@yubico.com
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CHAPTER
TWO

SIGNING INTO AWS MARKETPLACE

In this chapter, you will learn how to sign into your account on Yubico’s AWS portal. The login credentials and
procedure when signing into the Registration application and the Orders application in the portal will be the same.

If you purchased the public offer, please reach out to aws.marketplace @yubico.com to create an account before at-
tempting to sign in. You will be notified when your account is ready.

If you purchased a private offer, an account was created for you by the Yubico team using your selected email address.
You will need this address when logging in.

2.1 Logging into the Registration Application

The Registration application allows you to enter your shipping contact information and create an order for your Yu-
biKeys.

To log into your account in the portal’s Registration application, do the following:
1. Go to the AWS portal and click on your purchase.

2. Click on Setup your account. If you cannot locate this button, please reach out to aws.marketplace @yubico.com
for assistance.

3. Click the green Login button. You will be redirected to the Azure AD login page.

If you have accepted a private offer, please review the
following guidance for MFA to login and complete

setting up your account.

If you have purchased directly from the marketplace,
please contactus (7. You will be redirected to this
login after we have activated your account.

1. You will be redirected to sign-in with Microsoft
and be prompted for your email address.

2. You will then either be prompted for an email
one-time passcode or directed to use your

organization's sign-in flow.

3. Asneeded, Microsoft may also prompt you for
an additional MFA factor using Microsoft
Authenticator.



mailto:aws.marketplace@yubico.com
https://aws.amazon.com/marketplace/pp/prodview-r5he6wfaqebps?sr=0-1&ref_=beagle&applicationId=AWSMPContessa
mailto:aws.marketplace@yubico.com
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4. Enter the email address associated with your portal account, and click Next.

=" Microsoft

Sign in

Email, phone, or Skype

Can't access your account?

Next

Q Sign-in options

5. Complete the login process according to your applicable subflow (see below).

2.2 Logging into the Orders Application

The Orders application allows you to view past orders and manage users.
To log into your account in the portal’s Orders application, do the following:
1. Go to https://orders.aws.marketplace.yubico.com.
2. Enter the email address associated with your portal account, and click Next.

3. Complete the login process according to your applicable subflow (see below).

Chapter 2. Signing into AWS Marketplace
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2.3 Subflows

The rest of the login process depends on how your email account is configured outside of AWS. These subflows can be
broken down into three major categories:

1. Your email is not connected to a Microsoft service (Microsoft 365/Azure AD or Microsoft Accounts).
2. Your email is connected to your organization’s (Microsoft 365/Azure AD tenant).
3. Your email is connected to a personal Microsoft account.
Select the category that matches your situation and follow the steps as described to complete the login process.

If you run into any issues while attempting to sign in, please reach out to aws.marketplace @ yubico.com for assistance.

2.3. Subflows 5


mailto:aws.marketplace@yubico.com
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CHAPTER
THREE

LOGIN SUBFLOWS: EMAIL IS CONNECTED TO ORGANIZATION’S
MICROSOFT 365/AZURE AD TENANT

This chapter covers the second half of the process for signing into an account on Yubico’s AWS portal for email ad-
dresses that are connected to an organization’s Microsoft 365/Azure AD tenant.

Before following the steps in this chapter, verify that you have completed the first half of the sign-in process.

3.1 Login Subflows for this Category

Complete the subflow below that best matches your personal situation:
* Your organization has enabled MFA (multi-factor authentication) with FIDO?2 security keys.
» Your organization only requires an email and password.

If you run into any issues while attempting to sign in, please reach out to aws.marketplace @yubico.com for assistance.

3.2 Your Organization Has Enabled FIDO2 Security Keys to Sign In

This login scenario requires the following:
* Your account email address is connected to your organization’s Microsoft 365/Azure AD tenant.

* Your organization’s tenant has enabled passwordless authentication with FIDO2 security keys (such as Yu-
biKeys).

* You have a FIDO2 security key that is already connected to your account.

3.2.1 Steps

If the above requirements have been met, complete the login process as follows:

1. After entering your email on the Microsoft login page, insert your security key into your device when prompted.



mailto:aws.marketplace@yubico.com
https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-authentication-passwordless-security-key#user-registration-and-management-of-fido2-security-keys
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Windows Security

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Chrome, published by Google LLC.

B

Insert your security key into the USB
port.

Cancel

2. Enter your security key’s PIN and click OK.
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Windows Security

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Chrome, published by Google LLC.

Please enter your security key PIN.

L

oK Cancel

3. When prompted, touch your security key to complete authentication.

3.2. Your Organization Has Enabled FIDO2 Security Keys to Sign In
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Windows Security >

Making sure it's you
Please sign in to login.microsoft.com.

This request comes from Chrome, published by Google LLC.

0

Touch your security key.

Cancel

4. If this is your first time logging in, you will be prompted to review permissions. Click Accept to continue to your
account.

You are now signed into your account in Yubico’s AWS portal.

3.3 Your Organization Requires an Email and Password to Sign In

This login scenario requires the following:
* Your account email address is connected to your organization’s Microsoft 365/Azure AD tenant.
* Your organization only requires an email and password when logging in.

* You have downloaded the Microsoft Authenticator application on your mobile device.

Note: Even if your organization’s Microsoft 365/Azure AD tenant does not require MFA, Yubico’s tenant will still
require MFA via the Microsoft Authenticator app with this login flow.

1@hapter 3. Login Subflows: Email is Connected to Organization’s Microsoft 365/Azure AD Tenant
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3.3.1 Steps

If the above requirements have been met, complete the login process as follows:

1. After entering your email on the Microsoft login page, enter your password and click Sign in.

Note: Enter the same password that is used for signing into your email account or other Azure AD protected
resources that are managed by your organization.

=® Microsoft

&«

Enter password

LAA R AR R AN R AR YY)

Forgot my password

Sign in with a certificate

2. If you have signed into your account before and set up Microsoft Authenticator, you will be prompted to approve
a login request on your mobile device. Open the application and approve the request to sign in.

3.3. Your Organization Requires an Email and Password to Sign In 11
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o® Microsoft

Approve sign in request

© Open your Microsoft Authenticator app and
approve the request to sign in.

More information

Cancel

If this is your first time signing in, you will be prompted to set up MFA with Microsoft Authenticator. Click Next
and proceed to the following step.

o= Microsoft

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more

Next

3. If you haven’t already, download the app on your mobile device. Once you have done so, click Next.

1Zhapter 3. Login Subflows: Email is Connected to Organization’s Microsoft 365/Azure AD Tenant
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

e Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

4. In Microsoft Authenticator, add an account and select Work or school. Return to your browser and click Next.

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

If prompted, allow natifications. Then add an account, and select "Work or school".

oo [ EEE

5. Scan the QR code in your browser with the Microsoft Authenticator app to connect the app with your Microsoft
365/Azure AD account, and click Next.

3.3. Your Organization Requires an Email and Password to Sign In 13
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft Authenticator
app with your account.

After you scan the QR code, choose "Next".

‘ Can't scan image? ‘

o [EEE

6. Your Microsoft 365/Azure AD account will now send a notification to your Microsoft Authenticator application.
Open the app and approve the notification. Return to the browser and click Done.

Microsoft Authenticator app was successfully
registered

Keep your account secure

Fri, 01 Apr 2022 15:12:18 GMT

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose "Done" to continue signing in.

Default sign-in method:

A
Microsoft Authenticator

7. Your first time logging in, you will be prompted to review permissions. Click Accept to continue to your account.

You are now signed into your account in Yubico’s AWS portal.

1€hapter 3. Login Subflows: Email is Connected to Organization’s Microsoft 365/Azure AD Tenant



CHAPTER
FOUR

COPYRIGHT

© 2022 Yubico AB. All rights reserved.

4.1 Trademarks

Yubico and YubiKey are registered trademarks of Yubico AB. All other trademarks are the property of their respective
owners; in particular, Apple, Lightning®, Mac, and MacOS are trademarks of Apple Inc., registered in the U.S. and
other countries.

4.1.1 Disclaimer

The contents of this document are subject to revision without notice due to continued progress in methodology, design,
and manufacturing. Yubico shall have no liability for any error or damages of any kind resulting from the use of this
document.

The Yubico Software referenced in this document is licensed to you under the terms and conditions accompanying the
software or as otherwise agreed between you or the company that you are representing.

4.1.2 Contact Information

Yubico Inc.

5201 Great America Parkway
#122

Santa Clara, CA 95054

USA

To get in touch with Yubico Support, click here. More options for getting touch with us are available on the Contact
page of Yubico’s website.

15
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