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Let’s talk about

cybersecurity.
Specifically, let’s look at the way complexity affects 
the vulnerability of cyber-systems.

Note that I didn’t say perfect.

Why does complexity in 
cyberspace matter?

Complexity is

A. Increasing
B. Inevitable
C. Unavoidable
D. A pretty big problem
E. All of the above

As we’ll see, simplifying 
things can make our system 
more secure. 

Take this short quiz to find out.
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People have all sorts 
of crazy ideas about 

Simplify all the things!

simplicity.
Some people love it too much...

Simplicity?

I fear simplicity.

...While others don’t 
trust it at all.

In contrast, GRT Corp says “We 
must embrace complexity 
to improve cybersecurity.” 
According to them, 
complexity fosters security.

Black Hat founder Jeff Moss 
argues for Radical Simplicity in 
cyber-systems, which involves 
stripping away excess functions 
from critical systems to protect 
core processes. 
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And way back in 1999, 
Bruce Schneier wrote: 

“The worst enemy of     
security is complexity.”

So who is right? 
Schneier, of course. 
That guy is brilliant. 

But Team Complexity has a point too. 
See, cyberspace is a complex place... 
tool...network...er, thing. And it’s 
getting more complex everyday.

Bruce Schneier
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What started out as a small group of loosely connected 
machines that performed a few functions is now a vast network 
of deeply intertwingled nodes that does almost everything.

And don’t get me started on the 
whole Internet of Things! So let’s not 
pretend this stuff can ever be simple. 
But while today’s level of necessary 
complexity is higher than yesterday’s, 
just like Schneier predicted... 

“The networks of the future will be 
necessarily more complex, and therefore 
less secure.” Schneier, 1999
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...there’s plenty of unnecessary complexity out there, and it’s only 
increased over time. That represents a pretty big opportunity for 
improvement. The idea is to minimize unnecessary complexity. 

Complexity reduces security in 
several ways. First, complexity 
makes vulnerabilities harder 
for developers and testers 
to uncover. Each feature, 
function, and interaction is 
a potential threat vector. 

The more pieces, the 
more time and effort is 
required to test them all. 

unnecessary

necessary

co
m

pl
ex

it
y

yesterday today
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...or C++ stack, in 
our case. 

It’s the proverbial needle 
in the haystack!

Second, complexity makes 
vulnerabilities harder to fix 
once we find them.
Particularly if the system in question violates the 
“high cohesion/low coupling” principle. Excessively 
complicated systems usually do, so flaws in one 
area ripple through the rest of the system.

Low cohesion / high coupling: 
This structure is not secure and 

difficult to debug.

High cohesion / low coupling: 
This structure is more secure and 

easier to debug. 

hay3 

hay2 

hay1 

needle

High cohesion means modules are 
tightly focused on a single function. 

Low coupling means that modules 
have few dependencies between them.
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But worst of all, complexity 
creates the illusion of security.

That can be an expensive and dangerous 
illusion to maintain. When we think our systems 
are more secure than they actually are... 

Ok, wait a minute. Didn’t that quiz 
on page one say that complexity is 
inevitable? Sounds like we don’t 
have an option!

...we’re setting ourselves up 
for some nasty surprises.
Read any issue of 2600 Magazine for proof of that.
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COMPUTER 
SCIENCE 101

Good news! 

For all of my fellow coders: 

Remember what your first comp sci 
professor said about modular design 
methods, well-defined interfaces, and stuff 
like that. Turns out the prof was right.  

Not a coder? Not a problem! 

Well-informed consumers can 
insist on this. So can CIO’s and 
policymakers and think tanks.  

And me of course. We all have a role to play.

We have an option.
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This isn’t just about IT 
systems. Cyber vulnerabilities 
can also affect hardware. 

Like a F-35 Fighter Joint Strike Fighter 
Jet, for example. A pretty scary article 
described a scenario where the F-35 could 
be taken down without a single shot fired. 

How? By exploiting ALIS, the computer 
that feeds the helmet display. 

A hacker could theoretically 
brick the jet—or the entire 
fleet—through ALIS.

And that’s only one potential threat vector. 
The F-35 relies on nearly 30 million lines of 
code. With that much complexity comes a 
lot of hidden vulnerabilities.
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GHOST FLEET
P.W. SINGER & AUGUST COLE

In the recent novel Ghost Fleet, 
hacked computer chips render the JSF 
useless in combat. Sure, it’s fiction, 
but it’s really well-researched fiction. 

I hope you see there are some steps we 
need to take to generate improvement. 
There are technical steps we can take to 
make technology more secure. Dan Kruger, 
founder of Absio, has one suggection:

“Cybersecurity is radically 
simplified if we move primary 

information security into 
the information itself.”

That reduces the number of 
useful attack vectors and “ruins 
the economics of hacking.” 

There are also procedures we could 
follow. Like, people should stop 
using “1234” as their password.

Quit doing that, people. 
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Name: 

Password: 

Shodan, a search engine for the Internet of 
Things, shows that lots of important systems 
retain their default login and password. 

admin

1234

In a world of Internet 
complexity, dumb 
passwords can create 
huge vulnerabilities.

We’re talking power plants, medical devices, 
traffic control systems, and security cameras. 

Fixing the “1234 vulnerability” is 
as easy as hard-coding a first-
use password reset requirement. 

It’s not a sexy fix—simplicity seldom 
is—but it would be a great first 
step. Still, the core issue is that we 
need to make better decisions.
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Good news—there is a book where you can read 
all about how to make better decisions when it 
comes to complexity!
It’s called The Simplicity Cycle. 
The book explores the relationship 
between complexity and goodness in 
a wide range of situations.

In this context,“goodness” 
means security. 

The goal is to highlight ways to make things 
better...without making them worse. 

C
O

M
P

LE
X

IT
Y

GOODNESS

For example, the early 
ARPANET protocols were 
all about openness, 
not security. 

That puts us in the lower left corner 
of the chart. Down there, complexity 
is low, and so is security. 
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C
O
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P
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Y

GOODNESS
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GOODNESS

As the Internet 
grew, security 
started to matter.  

So we added passwords, 
encryption, and VPNs. 
Things got more complex 
and more secure. 

That was OK for a while. 
But if we’re not careful, 
increased complexity will 
make things worse! 

In this area, people tend to make 
loopholes and backdoors...or they 
just don’t use the system.  

The result is essentially a 
self-inflicted denial-of-
service-attack. Not OK!

C
O

M
P

LE
X

IT
Y

GOODNESS
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Fortunately, there’s a better 
alternative. Instead of continuing 
to add complexity...

...at a certain point, 
the way to make 
things better is to 
make them simpler. 

Easier said than 
done, I know. 

But why is it so hard to 
make things simple?

simplify

One does not simply
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The difficulty isn’t always technical. 
Sometimes the reason we don’t 
do it is that we don’t even try. 
But as Yoda once said:

Do or do not. 
There is no try. 

In all seriousness though, the challenge of simplifying is 
often more cultural than anything else. We treat complexity 
as a sign of sophistication, a desirable attribute of our 
systems. We know how to simplify. But we choose not to.

C
O

M
P

LE
X

IT
Y

GOODNESS

too much

too little

We even brag about our 30 million 
lines of code, as if complexity and 
goodness are the same thing.

But as we’ve seen, 
too much complexity 
can be just as bad 
as too little. 
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But yes, sometimes simplicity can 
be difficult to achieve. 

Simplification requires restraint.

Doing less...

...and making judgements 
about what to add, what to 
retain, and what to discard. 

We fear making the wrong decision, 
deleting something important.

...or we get too attached to our 
pet feature, or the latest trend, 
so we end up adding too much 
and keeping everything!
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The
Simplicity 
Cycle 

Dan Ward

That’s where The Simplicity 
Cycle comes in. 
It provides a framework to help us 
have difficult discussions about 
complexity, so we can understand 
the actual costs and benefits.  

C
O
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GOODNESS

paranoia

vigilance

When we’re talking about security, it helps us 
distinguish between vigilance and paranoia. 

It introduces tools and 
techniques that orient our 
designs towards ideal solutions, 
which are simple and good. 
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That’s really the key. We always have 
simpler alternatives to choose from.  

Always. 

Whether we are designers, coders, policy 
makers, or users, if we’re making decisions, 
we get to pick between a simpler approach 
or a more complex one. 

I’m not saying simpler is 
always better... 
...just that simpler is always an option...
and it’s worth considering. 
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Solutions that are simple and effective may 
be difficult to find at times, but they’re much 
easier to find if we actually look for them. 

Which brings us back to the beginning: 
As the world gets more intertwingled, 
cybersecurity matters more than ever.   

It affects fighter pilots and bankers and 
merchants. It even affects people who 
have no idea who Mr. Robot* is.   

*Mr. Robot is a great show that you should watch. 
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So whether you’re writing code or writing policy, or just 
writing emails, watch out for unecessary complexity. 

Take a moment to consider whether a simpler 
approach might be more effective.

Our cybersecurity depends on it!
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