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Executive summary

Executive summary

Data protection and recovery are fundamental services that every data center provides. However, achieving
effective and timely virtual machine recovery is challenged by workload consolidation through virtualization,
increasing rates of data growth, and application and data mobility.

Dell EMC and Veeam have partnered to create a solution that addresses these challenges. This solution
leverages the combined power of Veeam® Backup & Replication™ and the performance and scale of Dell
EMC™ SC Series storage snapshots. This document provides guidance for integrating and configuring this
data-protection solution.
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Introduction

1 Introduction

Virtualization has been and continues to be a transformative technology in the modern data center.
Conventional methods of server consolidation used in the past are no longer practical in a virtualize-first era.
The benefits of efficiency, mobility, uptime, and cost savings are quickly realized. In the wake of these efforts,
new opportunities for data protection and recovery have emerged. In some cases, these solutions have risen
out of necessity to keep pace with virtualized data-center trends. In other cases, they are needed to maintain
increasingly aggressive service-level agreements tied to data protection and recovery.

Veeam Backup & Replication offers several methods for protecting and recovering virtual machine (VM) and
application-specific data in VMware® vSphere® environments. vSphere snapshots are leveraged to allow
continuous operation of the VM. At the same time, the Veeam Backup & Replication proxy server streams the
quiesced contents of the VM from its vSphere host to a Veeam native backup file. This file resides on storage
that is accessible to the backup server. The length of time a VM is in vSphere snapshot mode depends on the
amount of time it takes to back it up. When the backup is complete, the vSphere snapshot is closed. For small
backup jobs, a VM may be in snapshot mode for a few minutes. For much larger jobs such as a full backup of
a large data set, a VM may be in snapshot mode for several hours.

Veeam and Dell EMC have partnered to offer SC Series native snapshot support with Backup & Replication
software, providing a scalable and performance-optimized solution with robust features. This offloads the bulk
of the snapshot exposure and proxy server backup streaming from the vSphere host to the SC Series array
during the backup process. Likewise, shortening the data-protection process by using SC Series snapshots
allows for more snapshot frequency and a better Recovery Point Objective (RPO). Lastly, data recovery such
as Veeam Instant VM Recovery® alternatively stems directly from SC Series view volumes instead of from
backup files on Veeam vPower® NFS.

With Dell EMC Snapshot
Integration

VMware VM snapshot lifetime
i

1>

Standard VM Backup

VMware VM snapshot lifetime

1/0 /o

VM snap VM snap commit

VM snapshot VM snapshot delete

Storage Snapshot Delete
Storage Snapshot

Figure 1 Virtual machine open snapshot lifetime comparison

This document provides a brief introduction to Veeam Backup & Replication with storage integration. For
more detailed information, refer to the Veeam Backup & Replication 9.5 Update 4 User Guide for VMware
vSphere. Veeam supports Microsoft® Hyper-V® but this paper focuses on VMware vSphere virtualization.
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Requirements

2 Requirements

This section describes the requirements to integrate Veeam Backup & Replication software with SC Series

storage.

Backup & Replication requirements:

Veeam Backup & Replication 9.5 Update 4b or newer is required.

Backup servers may be physical or virtual.

The SC Series plug-in is installed only on the backup server.

The SC Series plug-in is not installed on separate proxy servers.

iISCSI proxy servers may be virtual or physical.

Fibre Channel proxy servers must be physical and zoned to the SC Series storage.

The proxy server must have Fibre Channel or iISCSI fabric connectivity to the SC Series storage.
VMware vSphere Virtual Volumes™ (vVols) are not supported.

Physical mode Raw Device Mapping (pRDM) is not supported.

Veeam-specific features such as Explorer from Storage Snapshot, Backup from Storage Snapshot,
Snapshot only jobs, and On-Demand Sandbox for Storage Snapshots require an appropriate level of
Veeam licensing covered by Veeam Backup & Replication, Veeam Availability Suite, or Veeam
Essentials.

SC Series requirements:

Dell™ Storage Center OS (SCOS) 7.4 firmware is required.

An administrator-level account is required on SC Series storage to be used as Veeam credentials.
For security and audit best practices, this should be a service account.

Live Volumes are not supported.

There are no Dell EMC licensing requirements specific to Veeam integration.
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SC Series infrastructure setup and configuration

3 SC Series infrastructure setup and configuration

To begin setup, download the Dell EMC SC Series plug-in for Veeam Backup & Replication from the Veeam
website. Install the plug-in on the Veeam backup server.

With the plug-in installed, before SC Series storage can be integrated, setup must first take place in Veeam
Backup & Replication. Additional configuration is optional and depends on the needs of the environment.

Note: For the initial storage discovery, Veeam recommends adding vSphere infrastructure before adding the
storage infrastructure, but this is not necessary. Veeam needs this to compare the list of virtual machines
found within each snapshot.

3.1 Adding SC Series to the storage infrastructure

Each SC Series array that will be integrated with Veeam Backup & Replication must be added to the storage
infrastructure.

1. Inthe Storage Infrastructure menu, click Add Storage.

N
iy

=T}

VEEAM BACKUP AND REPLICATION

4

=i HOME

IR

Backup Replication | Backup Copy  Restore Failover Import Export
Job~  Job-  Copy- Job~ - Plan~  Backup Backup
Primary Jabs Auxiliary Jobs Restore Actions

STORAGE IMFRASTRUCTLIRE
= ADD STORAGE
(2: Storage Infrastructure = Veeam Backup & Replication integrates with the leading primary storage arrays to enable backup and restore of individual VMs, guest files and
i application items from storage snapshots of VMware VMFS and NFS volumes. In addition to built-in integrations, Veeam provides the Universal Storage
@ AP| that allows qualified storage vendors to create fully supported custom plug-ins.
To start using this functionality, register your storage by clicking this text. If you don't see your storage in the list, please install the corresponding plug-in
first.

== TAKE A SNAPSHOT
-]

Set up periodic storage-level snapshots of your VMFS or NFS datastores using the storage management conscle. The storage will automatically snap
your datastores, providing frequent restore points that enable short RPOs for the most common recovery scenarios, with little to no impact on your
production environment.

For evaluation purposes, you can create an "ad hoc" storage snapshot by selecting the desired LUN in the Storage Infrastructure tree, and clicking the
corresponding button in the ribbon.

RESTORE

H

[0 To perform a restore from a storage snapshot, browse to the desired snapshot on the Storage Infrastructure tab, and select the VM you want to
restore. You can restore the entire VM, individual guest files or individual Microsoft Active Directory, Microsoft Exchange, Microsoft SharePoint,
Microsoft SQL Server and Oracle items.
Please, keep in mind that storage snapshots are not real backups, as they would be lost along with production data in the event of a storage disaster.
Thus, you should never rely solely on storage-level snapshots for data protection. To ensure protection against all types of disasters, continue to
perform proper backup of all ¥Ms to non-production storage using Veeam backup jobs or VeeamZIP.

W BACKUP
/ﬁ\ HOME == Enterprise Plus edition additionally enables ViMware backup to be performed directly from storage snapshats. This functionality puts your primary
= storage capabilities to work, allowing for improved recovery peint objectives (RPO) while greatly reducing impact from backup activities on production
[ INVENTORY VM.

(T2 BACKUP INFRASTRUCTURE

(55 STORAGE INFRASTRUCTURE
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SC Series infrastructure setup and configuration
2. Click Show more vendors.

Add Storage

Select vendor of the primary storage systern your virtual rmachines reside on. You can see and manage all
registered storage systems on the Storage Infrastructure tab,

m Cisco HyperFlex
Adds Cisco HyperFlex systems (HX-Series/SpringPath}.

EME Dell EMC

Adds Dell EMC VMY, VMX2, VMXe and Unity storage, Fibre Channel (FC), i5C51 and MFS connectivity is supported.

3 Hewlett Packard Enterprise
Adds HPE 3PAR StoreServ, HPE StoreVirtual or HPE Mimble storage.

<=5 |BM Spectrum Virtualize
IU\SJ Adds IBM SAN Violurne Controller (SVC), IBM StorWize and systerns based on IBM Spectrum Virtualize software,
including Lenove Sterage and IBM/Cisco VersaStack.

m
Adds NetApp OMTAP or NetApp Element (SolidFire) storage,

Show maore vendors...
Shows the next page with additional storage vendors,

Cancel

3. Click Dell EMC SC Series to select the installed SC Series plug-in.

@ Add Storage

Select vendor of the primary storage system your virtual machines reside on, You can see and manage all
registered storage systems on the Sterage Infrastructure tab,

Dell EMC SC Series
Adds Dell EMC SC Series sterage. Fibre Channel (FC) and iSCS| connectivity are supported.

Get plug-in for another storage...

Opens a Veeam web page where you can browse available plug-ins, and download the one from your storage
wendar,

3 =

8 Dell EMC SC Series: Veeam Backup & Replication Integration | 4061-SC-SG DELLEMC



SC Series infrastructure setup and configuration

4. Enter the SC Series management DNS FQDN or IP address.

Mew Dell EMCT 5C Series Storage
Name

—_—
—_ Register Dell EMC 5C Series storage by specifying its DNS name or IP address,

|sc'|?_.techso|.|oca|

Credentials

Description:
Created by TECHSOL\jboche at 7/23/2019 &:31 PM.

Access Options

Surmmary

Note: SC Series storage is added to the Veeam storage infrastructure by each individual storage array. Dell™
Storage Manager (DSM) federated storage management is not involved in Veeam integration.

In the Credentials drop-down menu, choose or create an administrator-level account that has been

5.
created on SC Series storage.
Mew Dell EMC SC Series Storage *
Speci t with st dministrat il .
— pecify account with storage administrator privileges,
EEEE
MName Credentials:
_ | 4 veeam (veeam, last edited: 146 days ago) w Add...
Manage accounts
Access Options
Port: R033 |2
Surmmary
DELLEMC
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SC Series infrastructure setup and configuration

10

6. Choose the protocol which will be used between the backup proxy server and SC Series storage. In
the following example, iISCSI is used. A backup proxy can be automatically selected or specifically

named here.

MNew Dell EMCT 5C Series Storage
a— Access Options
SC SERIES

Mame

Credentials

Access Options

Summary

—_— Specify how this storage can be accessed by Veeam.
—

Protocel to use:
[] Fibre Channel (FC)

i5CSl

Volumes to scan:

|Aut0matic detection (all VMFS volumes found with the initial scan)

| Choose...

Backup proxies to use:

|‘uerare Backup Proxy

| Choose...

Note: In smaller environments, the backup server and the proxy server often are the same server sharing
both roles. In larger environments, there may be separate proxy servers. In addition, Volumes to scan may
be filtered now or later to speed up the scan process and reduce the number of storage objects visible in
Veeam Backup & Replication. Live Volumes will automatically be filtered out because they are not supported.

7. As part of the prior steps and in iISCSI environments, Veeam will automatically create the necessary
proxy server object(s) on the SC Series storage with the appropriate iISCSI initiator information. In
Fibre Channel environments, the proxy server object(s) must be created manually as well as zoned to
the SC Series storage. Proxy server LUN mappings are not required as Veeam handles this

automatically.

Hardware @ 10 Usag

He&»

ERE )

-8 Volumes
B4l Servers
Dema
B VMware
-- Demo

3L o

- &l veeambrw2019.techsol.local_Microsoftinitiator
- &l veeambrw2019 techsollocal_ Veeamintiator

-2 Windows

-l 51229

#-: Remote Storage Centers
g Remote PS Groups

t- @il Fault Domains

- Disks

i@ Storage Types

[ Snapshot Profiles

}-lﬁ Storage Profiles

}EE-'@J QoS Profiles

[T ey O e O e O e W

A ETZZTIECnEoloCaT
& 81222 techsollocal
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SC Series infrastructure setup and configuration

3.2

3.2.1

11

Note: During a Veeam rescan process, a Veeam IQN is used. During Backup from Storage Snhapshot
process, a Microsoft IQN is used. During a restore process, Veeam will try an ESXi IQN one by one and if
necessary create a server object.

Configuring SC Series storage infrastructure

After adding SC Series to the storage infrastructure, the environment may be tuned.

Volume filtering
With SC Series being shared storage, non-VMware or an overwhelming number of volumes may initially be
discovered by Veeam as shown below.

« 8
>
=]

[

<

ﬁ HOME

@ FILES

STORAGE IMFRASTRIJCTURE

4 t"é" Storage Infrastructure
4 g2 Dell EMC SC Series

sc12
& DB-W2012-HV1-50LBackup
S DB-W2012-HV1-50LData

& DB-W2012-HV1-50LLog

&= DB-W2012-HV1-50LRoot
& DB-W2012-HV1-50QLTernpDB
& DB-W2012-HV3 SOLBackup
& DB-W2012-HV2 SOLData

& DB-W2012-HV3 SQLLog

&= DB-W2012-HV3 SQLRoot

& DB-W2012-HV3 SOLTempDB
& DB-W2016-HV1-50LBackup
& DB-W2016-HV1-50LData

&= DB-W2016-HV1-50LLog

S DB-W2016-HV1-50LRoot
& DB-W2016-HV1-SOLTempDB
e Demol

E@ INVEMTORY
(2 BACKUP INFRASTRUCTURE
(%= STORAGE INFRASTRUCTURE

TAPE INFRASTRUCTURE

L

W

¥

NI OOO W

z
=
=
m
-

DB-W2012-HV1-50LBackup
DB-W2012-HWV1-50LData
DB-W2012-HV1-50LLog
DB-W2012-HV1-50LRoot
DB-W2012-HV1-50LTempDB
DB-W2012-HV3 S0LBackup
DE-W2012-HV3 5QLData
DB-W2012-HV3 S0l Log
DB-W2012-HV3 SOLRoot
DB-W2012-HV3 50LTempDEB
DB-W2016-HV1-50LBackup
DB-W2016-HW1-50QLData
DB-W2016-HV1-50LLog
DB-W2016-HW1-5QLRoot
DB-W2016-HV1-50LTempDE
Demoi

demovms

DemcVMs-D51
DemaoVMs-DS2

Demo-vol

DC NOT DELETE LAST VOLUME
DWFT 2016 25 SQLBackupO1
DWFT 2016 25 S0LBackupl2
FILES_DATA_MTFS_ARCHIVE_LOGS
MNew Velume 1

rmdsi

rmds2

sqldatardm

sqldemolvmfs
sqlquorumrdm

srmds

ermclc1l
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REPORTED ...

500.0 GB
2.0TB
501.0 GB
50.0 GB
305.0GB
100.0 GB
100.0 GB
50.0 GB
20.0 GB
73.0 GB
750.0 GB
1024.0 GB
250.0 GB
500.0GB
200.0 GB
2.0TB
2.0TB
2.0TB
20TB
1024.0 GB
500.0 GB
12.0TB
120TB
3.0TB
500.0 GB
1024.0 GB
500.0 GB
200.0 GB
500.0 GB
5.0 GB
200.0 GB
annnGR

Q

SNAPSHOTS C...

w o O O O O O W O = WO = O = W

W el O LN
(=)

= WP
R

LAST SNAPSHOT
7/23/201912:01 AM
2/12/2015 2:38 PM
<no snapshots >
5/6/2014 11:52 PM
<no snapshots >
7/23/201912:01 AM
2/5/20159:13 AM
<no snapshots >
7/23/2019 12:01 AM
<no snapshots >

<no snapshots >

<no snapshots >

<no snapshots =

<no snapshots >

<no snapshots >
7/23/201912:01 AM
7/23/2019 6:30 PM
5/7/201912:01 AM
3772019 12:01 AM
7/23/201912:01 AM
<no snapshots >
2/14/2019 3:40 PM
2/14/2019 3:40 PM
2/19/2019 11:48 AM
7/23/201912:01 AM
7/23/201912:01 AM
7/23/2019 12:01 AM
7/23/2019 6:30 PM
7/23/2019 6:30 PM
7/23/2019 6:30 PM
7/23/2019 6:00 PM
/222010 300 PRA
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SC Series infrastructure setup and configuration

12

1. To filter out the unnecessary volumes, right-click the SC Series storage and click Choose volumes.
Veeam documentation refers to this process as limiting the rescan scope.

STORAGE INFRASTRUCTLURE |:'T"—|' Type in an object name to search for Q
a f%" Storage Infrastructure ~  NAMET REPCRTED ... SNAPSHOTS C... LAST SMNAPSHOT
4 & Dell EMC SC Series S DB-W2012-HV1-50LBackup 5000GB 3 7/23/201912:01 AM
4 Bsc1z — &=, DB-W2012-HV1-S0LDsta 20TB 1 2/12/2015 2:38 PM
» @ opsws Fdtstorage.. DE-W2012-HV1-5QLLog S010GB 0 <nosnapshots>
» & DB-w= Removestorage DB-W2012-HV1-5QLRoot 500GB 1 5/6/2014 11:52 M
I e DB-W l{:_:.- Rescan storage DB-W2012-HV1-5QLTempDB 5030GEB 0 <no snapshots>
v & DB- S, Choosevolumes.. DB-W2012-HV3 SQLBackup 1000GB 3 7/23/201912:01 AM
p & DB-W DB-W2012-HV3 SOLData 1000GB 1 2/5/20159:13 AM

2. Choose the volumes to use exclusively with Veeam Backup & Replication or filter them out.

Choose Volumes o

Choose storage volumes which should be scanned periodically to detect
and catalog newly added VMs, Limiting the amount of velumes to scan
reduces storage load.

() Automatic detection (all VMFS velumes found with the initial scan)

() All volumes except:

Mame Add

(® Only these volumes:

Mame Add...

demovms o
rmds1
rmds2
wveeambrl

wveeambrd

Dell EMC SC Series: Veeam Backup & Replication Integration | 4061-SC-SG DELLEMC



SC Series infrastructure setup and configuration

3.2.2

13

3. After the next storage discovery, the volume list should reflect the volume filtering preferences. The
SC Series arrays and corresponding volumes will be the only volumes available to Veeam storage
shapshot integrated data protection and recovery jobs. Storage discoveries and rescans will complete
quicker with a lower number of volumes and snapshots to work with.

STORAGE INFRASTRUCTURE

4 l"EL Storage Infrastructure
4 & Dell EMC SC Series
4 25c12
> e demovms
4 e ronds1
> e rmds2
e veeambrl
e veeambr2

NAME T
e demovms
e rmds1
e rmds2
e veeambrl
e veeambr2

REPORTED SIZE
2078
1024.0 GB
500.0 GB
1000.0 GB
1000.0 GB

Q

SNAPSHOTS COUNT

73

ok W

LAST SNAPSHOT

7/24/2019 11:30 AM
7/24/201912:01 AM
7/24/201912:01 AM
7/24/2019 10:15 AM
7/24/201912:01 AM

Note: Up to this point, a Veeam data protection job has not yet been created or run. However, the SC Series
volumes and corresponding shapshots found in the discovery process can already be leveraged by Veeam
for Instant VM Recovery. Almost any SC Series snapshot, regardless of how it was created, can be used by
Veeam to recover VM data as long as the volume is tied to a vSphere infrastructure managed by Veeam.

Proxy server object in Dell Storage Manager
The proxy server initiator is activated on-demand and as needed by Veeam. During periods of downtime, the
server object initiator in Dell Storage Manager (DSM) may flag as paths being down along with a red error
status. This may generate unnecessary alerts in DSM. This red alert condition can be eliminated by editing
the server object and unselecting the two boxes which alert on lost or partial connectivity as shown below.

Name veeambrw 2019 techsol local_Vesaminitiator
Operating System Other Multipath
Notes
Server Folder - Servers
Demo
=0 VMware
P Demo
=2 Windows
DB-Servers

[] Alert On Lost Connectivity
[] Adert On Partial Connectivity

7 Help

E Edit Server Settings [SC 12] [veeambrw2019.techsol.local_Veeaminitiator]

® Cancel

*

Note: Veeam recommends multipath I/O (MPIO) for proxy servers.

Dell EMC SC Series: Veeam Backup & Replication Integration | 4061-SC-SG
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SC Series infrastructure setup and configuration

3.2.3  Configuring proxy server transport mode in Veeam

The Veeam Backup & Replication proxy server transport mode defines how the proxy server retrieves virtual
machine data for backup repository jobs. Several modes are available:

e Automatic selection: Data retrieval mode selection is automatic. Direct storage access through the
Dell EMC SC Series plug-in will be used whenever possible if installed, configured, and available.

e Direct storage access: Direct storage access through the Dell EMC SC Series plug-in will be used.

o Virtual appliance: The proxy server is deployed as a virtual machine. VM virtual disks in scope of the
backup job are hot added to the proxy server VM configuration while the backup job runs. VM virtual

disks are hot removed after the backup job completes.

o Network: The proxy server retrieves VM data from the vSphere hypervisor through the network using
the NBD protocol over the vSphere management network.

The default transport mode is automatic selection. If the proxy server is dedicated to SC Series integration, it
may be preferred (but unnecessary) to force the transport mode to direct storage access. To do so, complete

the following steps.

1. Inthe Backup Infrastructure menu, right-click the proxy server and click Properties.

PROXY TOOLS

VEEAM BACKUP AND RH

BACKUP PROXY

== X

Add  Edit Disable Remove Upgrade
Prowy = Proxy Proxy  Proxy Proxy
Manage Proxy Upgrade

BACKUP INFRASTRUCTURE

E Backup Proxies

=

=

=
—

S External Repositories

Backup Repositories

Eﬁ Scale-out Repositories
£ WAN Accelerators
@ Service Providers

4 & SureBackup

Q Type in an object name to search for

NAME
E VMware Backup Proxy

TYPE

AR ol

Disable proxy
Upgrade...

x Remove

] Properties...

HOST

veeambrw2019.techsol.local

14 Dell EMC SC Series: Veeam Backup & Replication Integration | 4061-SC-SG
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SC Series infrastructure setup and configuration

2. Under Transport mode, click Choose.

Edit VMware Proxy

which are not proxies already.

veeambrw2019.techzol.local

Traffic Rules
Proxy description:

Server
% Choose server for new backup proxy. You can only select between Microsoft Windows servers added to the managed servers

Summary Created by Veeamn Backup & Replication

Transport mode:

|Automatic selection

| | Cheoose...

onnecte OTES

|Automatic detection (recommended)

| Choose...

Mazx concurrent tasks:
2 =

-

3. Select Direct storage access.

Transport Mode
Backup proxy transport mode:

() Automatic selection

access will be used whenever possible,

(®) Direct storage access

hardware or software HBA, and have VMFS volurmes mounted.

() Virtual appliance

must be connected to a host running backup proxy VM,

() Network

Recommended for 10 Gb Ethernet or faster.
Options

Failover to network mode if primary mode fails, or is unavailable

|:| Enable host to proxy traffic encryption in Network mode [NEDS5L)

Data retrieval mode is selected automatically by analyzing backup proxy configuration
and reachable VMFS and NFS datastores, Transport modes allowing for direct storage

Data is retrieved directly from shared storage, without impacting preduction hosts.
For block storage, backup proxy server must be connected into SAN fabric via

Data is retrieved directly from storage through hypervisor 1/0 stack by hot adding
backed up virtual disks to a backup proxy VM. Datastores containing protected Vs

Data is retrieved from storage through hypervisor network stack using MED protocol
over host management interface. This mode has no special setup requirements,
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4. Click Finish.

Edit WViware Proxy *

Server
Choose server for new backup proxy. You can only select between Microsoft Windows servers added to the managed servers
which are not proxies already.

veeambrw2019.techsol.local Add Mew...
Traffic Rules

Proxy description:
Summary Created by Veeam Backup & Replication

Transport mode:
|Direct storage access | | Choose...

Connected datastores:

|Automatic detection (recommended) | Choose...

Max concurrent tasks:
5 =

-

< Previous MNext = Finish Cancel

Note: The transport mode applies to backup jobs only. For instance, a snhapshot takes place and VM data is
streamed by the proxy server to a backup repository that is accessible to the backup server. The transport
mode does not apply to Dell EMC SC Series snapshot jobs.
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4

4.1
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Backup job creation

Backing up and restoring VM data is where operations staff spend the bulk of their time within Veeam Backup
& Replication. These areas are also where the Dell EMC SC Series plug-in integration comes into play. Within
the Veeam Backup & Replication user interface, there are many ways in which to create a backup job. The
operational process and options for creating backup jobs are well documented by Veeam and are not
included in this document. However, with storage integration there are a few underlying differences to point
out. They are important to understand because this is where the plug-in yields its benefits.

Veeam backup repository

If backing up VM data to a native Veeam backup repository, choose this repository in the backup job. Locate
the backup repository choice in the Storage section of the backup job configuration.

New Backup Job X

Storage
|¥‘ Specify processing proxy server to be used for source data retrieval, backup repositery to store the backup files produced by this
= m job and customize advanced job settings if required.

MName Backup prowy:
Automatic selection Choose...
Yirtual Machines
Backup repository:
Storage Backup Repository 1 (Created by TECHS0LYjboche at 2/28/2019 %:22 AM.) -
Guest Processing E 0.99 TB free of 0.99 TE Map backup
Sl Restore points to keep on disk: |14 = £

Summary [] Configure secondary destinations for this job

Copy backups produced by this job to another backup repository, or to tape. Best practices
recornmend maintaining at least 2 backups of preduction data, with one of them being off-site.

Advanced job settings include backup mode, compression and deduplication,

- S - . - . Ad d
block size, notification settings, automated post-job activity and other settings. vance

< Previous Mext = Cancel

Veeam will create a backup chain in the repository which contains a number of file types such as .VBK, .VIB,
.VRB, and .VBM. The effective data retention is controlled by the value of Restore points to keep on disk
and is built into the backup chain.

Although Veeam leverages its own backup chain on a backup repository, SC Series shapshots add value and
are used in this process. Without storage snapshots, the vSphere snapshot remains open during the duration
of the backup which could be several hours or longer. The process is represented in the following points and
uses relative times as an example:

1. vSphere snapshot is opened for quiesce and data consistency (5 seconds)
2. VM data to be backed up is streamed to backup repository (hours)
3. vSphere snapshot is closed (depending on size of data, a lengthy time plus risk of corruption)
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When storage snapshots are used, the vSphere snapshot is only open for a brief time. In addition, the proxy
server accesses the VM data from SC Series storage directly over the Fibre Channel or iSCSI fabric. The
same process is represented in the following points and uses relative times as an example:

vSphere snapshot is opened for quiesce and data consistency (5 seconds)

SC Series snapshot is created (1 second)

vSphere snapshot is closed (5 seconds, minimized risk of corruption)

SC Series view volume from above snapshot is mapped to proxy server (1 second)

VM data to be backed up is streamed from view volume to backup repository (hours)
SC Series view volume from above snapshot is unmapped from proxy server (1 second)
SC Series view volume from above snapshot is deleted (1 second)

SC Series snapshot is expired (1 second)

© NG A~AWNPRE

Note: For this type of backup job, the SC Series snapshot is transient and is expired by Veeam when the
backup job completes.

4.2 SC Series snapshot

If backing up VM data to SC Series snapshots, choose the Dell EMC SC Series Snapshot backup repository
in the backup job. Locate the backup repository choice in the Storage section of the backup job configuration.

New Backup Job X

Storage
|¥‘ Specify processing proxy server to be used for source data retrieval, backup repository to store the backup files produced by this
= m job and customize advanced job settings if required.

MName

Automatic selection
Virtual Machines

Backup repository:
Storage Dell EMC SC Series Snapshot (Primary storage snapshot only) ~

Guest Processing ) i
Restore points to keep on disk: |14 5| €)

Schedule

Summary

With this type of backup job, Veeam bypasses the use of a backup chain and the VM data is essentially
backed up to an SC Series snapshot. The effective data retention is controlled by the value of Restore points
to keep on disk. In this case, this value is similar to SC Series storage snapshot retention. The storage
shapshots are created with no expiration and Veeam will expire the snapshots once the data retention value
has been surpassed by a given snapshot. If a backup job is deleted, the unexpired storage snapshots tied to
the backup job are orphaned on the array. These will need to be manually cleaned up later or they will remain
there forever since they were created with no expiration. This process could be audited and automated
through PowerShell since both Veeam and SC Series storage support their own set of operational
management cmdlets.
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Once again, when storage shapshots are used, the vSphere snapshot is only open for a brief time. However,
because VM data is not streamed to a traditional Veeam backup repository, this type of backup timeline is

much shorter. This is represented in the following points and uses relative times as an example:

e vSphere snapshot is opened for quiesce and data consistency (5 seconds)

e SC Series snapshot is created (1 second)

e vSphere snapshot is closed (5 seconds, minimized risk of corruption)

e SC Series snapshot is retained for data retention period and eventually expired by Veeam once the
data retention value has been surpassed

Note: In this use case, primary storage snapshots are being used as backups. Storage snapshots work well
for facilitating day-to-day restore activity. However, in the event of a disaster which impacts the primary SC
Series array, the backups and restore points are lost. Consider replicating the Veeam-created snapshots

asynchronously or synchronously to a remote site for disaster-recovery purposes.

4.3 Secondary destinations

Another option for backup job creation is the use of a secondary destination. When creating a backup job
using a Veeam backup repository, check the box labeled Configure secondary destinations for this job.
Virtual machines will be backed up to a Veeam backup chain. The storage snapshot used in that job will also
be preserved on the array for a specified number of days. This feature creates two backups of production

data.

Secondary Target
| Use the backups produced by this job to satisfy backup requirement by archiving backups to tape, or efficiently creating remote
= m backups and replicas over WAN.

| Name Secendary destination jobs:

| MName
Virtual Machines

Storage

Secondary Target (-

Guest Processing

Type Free

Add...

Dell EMC 5C Series Snapshot x

Maintains additional backup copy by preserving array snapshots
produced by this job on the primary storage.

-

Nurnber of snapshot copies to retain: |14 3

Schedule
Summary
< Previous Mext > Finish
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) Instant VM recovery

Similar to creating backup jobs, the SC Series plug-in integration plays a role in data recovery when
recovering from storage snapshots. The key differences between the two methods are the storage protocol
and performance of the recovered VM when it is powered on.

5.1 Veeam backup repository

Virtual machine data stored in a Veeam backup chain is recovered with the vPower NFS datastore that is
mounted to the recovery vSphere host. With this type of backup job, the added benefits of storage snapshot
integration have already been realized in the amount of time a vSphere snapshot remains open during
backup. Once the original backup job completed, the associated storage snapshot is expired. There is no SC
Series view volume to recover from. Instant VM Recovery from vPower NFS is a proven recovery method.
However, the intermediate storage performance of the virtual machine is not designed to match the
performance of the original datastore backed by a SAN. vPower NFS is designed to recover a VM quickly to
meet an aggressive recovery time objective (RTO). Shortly after, the VM can be migrated using VMware
Storage vMotion™ to a more suitable location. This storage location would have services as defined in a
service level agreement such as performance profile, data reduction, replication, and encryption.

5.2 SC Series snapshots

Virtual machine data stored in an SC Series snapshot is recovered with a view volume stemming from the
original point-in-time snapshot. When the restore is performed, Veeam orchestrates the process as follows:

Create the view volume.

Map the view volume to the recovery vSphere host through Fibre Channel or iSCSI.
Register the VM .

Power on the VM.

PoObdPE

The powered-on VM remains running on the view volume until the necessary VM data is recovered or is
Storage vMotioned back to its appropriate datastore. At this time, the restore job is terminated and Veeam
orchestrates the process of unmounting the view volume from the recovery vSphere host. Finally, the view
volume is destroyed. There is a key difference and benefit here: Through the view volume, the powered-on
VM inherits the data services of its original volume such as performance profile, data reduction, and
encryption. Also, a view volume is more scalable to meet the needs of simultaneous VM recoveries while
maintaining these data services.

Another powerful benefit is that through the storage discovery mechanism, Veeam can recover VM data from
a variety of SC Series snapshot sources. Storage snapshots created by a volume snapshot profile, DSM, the
PowerShell API, Replay Manager, and the vSphere web client plug-in all can be used for Instant VM
Recovery. The following example shows an Instant VM Recovery with different SC Series snapshots types to
choose from.
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1. Under Storage Snapshots, drill down to the volume and virtual machine to be recovered. Choose

Instant VM recovery.

HOME

4 % Jobs

@:E Backup

”] Eé—- Backups

Storage Snapshots

= Disk

4 [r‘; Last 24 Hours
@ Success
[';? Warning

2. Select the storage snapshot to recover from. Note the blend of available snapshot sources.

- A snapshot from a Veeam Backup & Replication backup job is outlined in green.

Q Type in an object name to search for

JOB NAME t

3 Is_hl rmds1 (rmds1)
[+ & rmds2 (rmds2)

Is_hl demovms [demovims)

4 IS_ll\naeambr‘l [veeambrl)

(51 512012
(51 5g12016

[ 5912017
1 1] veeambremO1

)y Instant VM recovery...

= Restore guest files

A} Restore application items

4

4

=T

T

CREATION TIME
7/23/2019 T:42 PM
7/23/2019 T:42 PM
7/23/2019 T:42 PM
7/23/2019 T:42 PM
7/24/2019 12:36 PM
7/24/2019 12:36 PM
7/24/2019 12:36 PM
7/24/201912:36 PM
7/24/2019 12:36 PM
7/24/2019 12:36 PM
7/24/2019 12:36 PM
7/23/2019 T:42 PM

R S T S S

- Snapshots from a volume snapshot profile are outlined in blue.
- Snapshots from a vSphere web client plug-in are outlined in red.

RESTORE POINTS

Instant Recovery

Virtual Machine

Recovery Mode
Restere Reason
Ready to Apply

Recovery

Restore Point
—] Choose restore point you want to recover the selected virtual machine to.
|=-’

¥YM name: veeambrum01

Retorcpom U o4O

Available restore points:

Original host: vesitel.techsollocal

Snapshet Name

Type

Created

%) vSphere Web Client Plug...
) VeeamBackup-5napshot...
I VeeamBackup-Snapshot...
°) Daily at 12:01 AM

) VeeamBackup-Snapshot..,
I eeamBackup-Snapshot...

©1 Daily at

(%5 Daily at 12:01 AM

Snapshot
napsho
Snapshot
Snapshot
napshof
Snapshot
napshot
Snapshaot

less than a day ago (11:19 AM Thursday ...
ess than a day ago (10: ursday ..
less than a day ago (1:02 AM Thursday 7...
less than a day ago (12:07 AM Thursday ...

ess than a day ago (7

ay ago ednesday o=
2 days ago (12:01 AM Tuesday 7/23/2019)

ednesday...
less than a day ago (12:36 PM Wednesda...

< Previous

Mext = Finish Cancel

REPOSITORY
sC12
sC12
sC12
sC12

sC12

3. The Recovery Mode refers to VM inventory name and location but does not initially restore the VM
back to the original datastore.

- Restore to the original location powers off and deletes the existing VM prior to the restore.
- Restore to a new location allows for VM recovery while the existing VM persists in parallel.
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In either case below, a view volume is used for the recovery. In this example, the restore is redirected
to an alternate View volume.

Instant Recovery

Recovery Mode
E=' Specify the ultimate destination for the instantly recovered VM,
FH—
L]

Virtual Machine () Restore to the original location

Quickly initiate the restore of selected VM to its eriginal lecation, with the original name and
Restore Point settings. This option minimizes the chance of user input error.

_ (®) Restore to a new location, or with different settings

Customize the restored VM location, and change its settings. The wizard will automatically populate

Py all controls with the criginal VM settings as the defaults,

4. Provide the restored VM name, inventory location, and resource pool before completing the Instant
VM Recovery workflow steps.

Instant Recovery *
Destination
— Choose ESX server to run the recovered virtual machine on. You can choose to power on VM automatically, unless you need to

=-’ adjust VM settings first (such as change VM network).
= —
Virtual Machine Host:

|s121‘|.techso|.|oca| l Choose...
Restore Point VM folder:
Recovery Mode |veeambr1 | Choose...

Restored VM name:

Ll e—
Restore Reason Resource pool: Resources
G Resources
Ready to Apply
Recovery
< Previous Next > Finish Cancel

22

Dell EMC SC Series: Veeam Backup & Replication Integration | 4061-SC-SG DELLEMC



Instant VM recovery

The recovery View volume can be seen in DSM as mapped to the recovery vSphere host.

g L-'_I ;1; =] VeeamView.Dain at 12:01 AM R 5nnw| a Edit Seﬁings| 2 Map Volume to Server Ju/ Remove Mapp
-
—
- Volumes Index 34442 server Usage Disk Usage
Volume Folder =] VeeamBR
| Mi Active Controller SN 698
553 Vilware s |
. 30668 GB
<[ VeeamBR 1000 GB
i@ veeambri
& veeambr2 Configured Space 1000 GB (100%) Total Disk &
Free Space W 693.32GB (69.33%) otal Lisk space 4
-5 Windows Active Space B 30663GB (3067%)  ~ctive Space OnDisk L
Snapshot Overhead On Disk W
Recycle Bin
il Servers Snapshot Overhead 20.71 GB RAID Overhead
[ Remote Storage Centers Actual Space 327.4GB .
38 Remote PS Groups Shared Space 13737 08 Savings vs RAD 10 z
[+ o Fault Domains
(-6 Disks
[-@ Storage Types -
[ Snapshot Profles <0 Edit Sett
[+ Storage Profies Server Connectivity Server Folder Path Mapped Via
E}-E%j QoS Profies
e I e ==
Mapping Details
Server Status Transport Server HBA Controller Port LUN
51211-iscsi p i ian. _COMYMWAre:s..
o os12n i u iSC3I ign. 1998-01 5000031000026953 3
51211-iscsi n. _COMVMWEre:s..
B 51211 i Up isCsl ign.1998-01 500003100002B5954 3
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The Statistics tab reveals that the recovery view volume has access to all available tiers and RAID types in
the SC Series page pool. The access is defined in the storage profile attached to the volume. This is where
view volumes achieve performance and scale beyond vPower NFS. However, restoring from a very old
snapshot likely means that frozen storage pages have data progressed down to tier 3 spinning media. While
write 1/0O is almost always ingested into tier 1 RAID 10, read I/O from tier 3 is not as fast as if it was in tier 1 or
tier 2. This performance degradation is only temporary, and the next step in the recovery process is to migrate
the VM back to its original datastore. This is where all pages would be ingested back into tier 1. This migration
can be carried out with a Storage vMotion, or by Veeam through the Migrate to Production feature. This
feature which will be presented after Instant VM Recovery powers on the VM.

He»

[Fes 5C12
E}@ Volumes
[#-2 Demo
= Misc
Viware
[ Demo

VeeamBR

i@ vesambr1

i@ veeambrz

- VeeamView-Daily at 12:01 AM
| Windows

i Recycle Bin

[l Servers

[+t Remote Storage Centers

g Remote PS Groups

[+ @ Fault Domains
(-4 Disks

E}-'@ Storage Types
£

£

£

- [F] Storage Profiles
JEE!J QoS Profiles

- [fi3 Snapshot Profiles

& VeeamView-Daily at 12:01 AM

Index
Volume Folder
Active Controller

Summary

Tier 1 Storage
RAID 10 Standard
| 690 MB
] 13568
RAID 5-5 Standard
14.48GB
18.11 GB

Tier 2 Storage
RAID 5-9 Fast
§541G8
¥ 50968
RAID 5-5 Standard
| 44168
[ s97GB

Tier 3 Storage
RAID 6-10 Fast
| 14868
j1.8sG8B

D447

== VeeamBR

SN 688

RAID 6-10 Standard

I, °5) T 56

B Yolume Spac

#% Volume Space - Snapshot
M Volume Space - Shared

& - Active

Server Usage

306.68 GB
Configured Space 1000 GB
Free Space W 6593.32GB
Active Space W 30658 GB
Snapshet Overhead 20.71 GB
Actual Space 3274 GB
Shared Space 32737 GB

M Dizk Space - Active
Disk Space - Snapshot
Dizk Space - Shared
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(100%)
(59.23%)
(30.67%)

== Shuw| i Edit Seﬂing3| A Map Volume to Server 24/

Disk Usage

Total Disk Space
Active Space On Dis
Snapshot Overhead
RAID Overhead

Savings vs RAID 10

376.97 GB
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The recovered virtual machine can be seen in the vSphere client. Note its associated datastore snap-xxx.
This is the transient SC Series view volume discussed above.

vm vSphere Client Menu

= 9 y [P
I g8 2 % veeambrvmOTr ) ACTIONS ~
e Datacenter - Summary Monitor Configure Permissions Datastores Networks Updates

[ Discovered virtual machine

w [ wveeambrl

g sql2012
E‘;‘ 5q12016 Name T ~  Status ~  Type ~ Datastore ... ~ | Capacity ~  Free ~
£ sal2017 5 snap-0e12c9a5-veeambor v/ Norma VMFS 6 95975 GB 28322 GB

R veeambrvmol
E", veeambrvmOlr
[ veeambrvmo2

(R veeambrvmo3

[ veeambrvmo4

After the VM data has been recovered, use the Stop Publishing feature to clean up. If the recovery VM is still
registered on the view volume, it will be powered off and unregistered. The view volume will then be
unmounted and deleted.
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Miscellaneous operations

Outside of daily backup and restore operations, there are a few storage-snapshot-related processes that are
discussed in this section. It is unlikely these will be used frequently but discussing them helps correlate the
task’s interaction with SC Series storage.

Storage discovery and rescan

The Storage Discovery and Rescan processes keep Veeam up to date with the following information:

e SC Series volumes that Veeam can manage
e SC Series snapshots on those volumes
e Virtual machines frozen in each snapshot

With this information, Veeam knows what virtual machines can be recovered from a point in time. The Veeam
Storage Monitor process runs in the background and automatically rescans storage at 10-minute intervals. A
manual rescan can also be run against an entire SC Series array or a single volume.

From the Storage Infrastructure menu, right-click an SC Series array or a volume and click Rescan
storage.

STORAGE INFRASTRUCTURE Ej' Type inan g
4 t"é' Storage Infrastructure MAME T
4 g8 Dell EMC SC Series & demovms
4 Ssc12 = S
= =+ Edit storage...
> =& demovms |- 4
: E rmds =% Remove storage nbr
> & rmds2 K= Rescan storage I mbr2
E veeambrl E[} Choose volumes...
E veeambr2
A Home

E'I
@:I INWEMTORY
t‘}'E'g BACKUP INFRASTRUCTURE

\J=: STORAGE INFRASTRUCTURE
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As mentioned above, the rescan process evaluates every snapshot on a volume. The amount of time it takes
to rescan a volume is fairly linear with the number of snapshots on a volume. In the example below, note the
time required to scan the volume on the left with 9 snapshots and the volume on the right with 73 snapshots.

System X System X

MName: Storage discovery Status: Success Mame: Storage discovery Status: Success

Action type:  Storage Rescan Start time: 7/25/2019 2:00:07 PM Actiontype: Storage Rescan Starttime:  7/25/2019 2:03:06 PM

Initiated by:  TECHSOL\jboche End time:  7/25/2019 2:01:39 PM Initiated by:  TECHSOL\jboche End time:  7/25/2019 2:15:04 PM

Log Log

Message Duration ™ Message Duration  *

LUM veeambr1 from volume veeambr is datastore veeambrl on host vesitel.tec.. 0:00:06 List of YMs on LUN Daily every 1 hour frem snapshot Daily every 1 hour of volum...  0:00:07
List of VMs for datastore veeambr1 of host vesitel.techsol.local obtained successf.., List of YMs on LUN Daily every 10 minutes from snapshot Daily every 10 minutes .. (:00:08
List of ¥Ms on LUM VeeamBackup-5Snapshot_Job_1-df99 frem snapshot YeeamBa.., 0:00:10 List of YMs on LUN Daily every 10 minutes from snapshot Daily every 10 minutes .. 0:00:10
List of YMs on LUM Daily at 12:07 AM from snapshot Daily at 12:01 AM of volume.., 0:00:08 List of YMs on LUN Daily every 1 hour frem snapshot Daily every 1 hour of volum...  0:00:10
List of ¥Ms on LUM YeeamBackup-5Snapshot_Job_1-0713 from snapshot VeeamBa... 0:00:07 List of YMs on LUN Daily every 1 hour frem snapshot Daily every 1 hour of volum..,  0:00:07
List of YMs on LUM Daily at 12:07 AM from snapshot Daily at 12:01 AM of volume.., 0:00:08 List of YMs on LUN Daily every 1 hour frem snapshot Daily every 1 hour of volum...  (:00:08
List of YMs on LUM Daily at 12:07 AM from snapshot Daily at 12:01 AM of volume.., 0:00:07 List of YMs on LUN Daily every 10 minutes from snapshot Daily every 10 minutes .. (:00:08
List of VMs on LUM YeeamBackup-5Snapshot_Job_1-eab1 from snapshot VeeamBa...  0:00:08 List of YMs on LUN Daily every 1 hour frem snapshot Daily every 1 hour of volum...  0:00:08
List of ¥Ms on LUM YeeamBackup-5Snapshot_Job_1-a8dc from snapshot VeeamBa...  0:00:09 List of YMs on LUN Daily every 1 hour frem snapshot Daily every 1 hour of volum...  0:00:09
List of ¥Ms on LUM Manual Veeam snapshot from snapshot Manual Veeam snaps..  0:00:09 List of YMs on LUN Daily every 1 hour frem snapshot Daily every 1 hour of volum...  0:00:07
List of VMs on LUM vSphere Web Client Plug-in Crea from snapshot vSphere Web..,  0:00:09 List of YMs on LUN Daily every 10 minutes from snapshot Daily every 10 minutes .. 0:00:00
Velume veeambrl rescan completed v Volume demovms rescan completed v

There are a variety of reasons to manage and limit the number of snapshots a volume has, and Veeam
Backup & Replication is an addition reason. As an alternative, the earlier section on volume filtering provides
a method to eliminate volumes completely from the rescan process. Veeam documentation refers to this
process as limiting the rescan scope. One example takes another look at the two volumes above. If the right-
hand volume is not used by Veeam Backup & Replication, 12-minute rescans performed every 10 minutes
can be eliminated by filtering out that volume.

Note: In environments where both iISCSI and Fibre Channel storage fabrics are available, iSCSI will be
preferred for the scan process as it is faster.

For large environments, two Windows registry entries on the Veeam backup server can be used to tune the
automatic rescan interval frequency.

Path: HKEY_LOCAL_MACHINE\SOFTWARE\Veeam\Veeam Backup and Replication
Key: SanMonitorTimeout

Type: REG_DWORD

Default value: 600 (seconds)

Description: Defines incremental rescan interval in seconds

Path: HKEY_LOCAL_MACHINE\SOFTWARE\Veeam\Veeam Backup and Replication
Key: SanRescan_Periodically Days

Type: REG_DWORD

Default value: 7 (days)

Description: Defines periodic full rescan interval in days
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6.2 Creating manual snapshots
An SC Series storage snapshot with unlimited expiration can be created manually from the Storage
Infrastructure menu within Veeam.

1. Right-click a volume and choose Create snapshot.

STORAGE INFRASTRUCTLRE D'T':Iv Type in an object name to search for Q
4 t‘é‘ Storage Infrastructure NAME T REPCRTED SIZE SNAPSHOTS COUNT LAST SNAPSHOT
4 e;'& Dell EMC SC Series e demovms 20TB 72 7/25/2019 11:00 AM
4 g sc12 e rmds1 10240GB 3 7/25/2019 12:01 AM
> & demovms S mds2 500.0GB 3 7/25/2019 12:01 AM
> e ronds1 E veeambrl 1000.0GB 8 7/25/2019 11:19 AM
> e rmds2 e veeambr2 Open 1000.0GB 7 7/25/2019 10:36 AM
e veeambrl |=!|" Create snapshot... .
e vesambr? EE Rescan volume

ﬁ HOME

E'I

@:! IMVEMTORY

t‘fa'g BACKUP INFRASTRUCTURE

Vi=: STORAGE IMFRASTRICTURE

2. Provide the Snapshot name. This name will be visible in the snapshot description field of the volume
attributes and would be seen in DSM, for example. The Snapshot description field within Veeam is
not used with SC Series storage.

New Storage Snapshot s
Freeze Time Expire Time Size % of Actual Description
Volume name: [veeambr1 @ Active 6176|165
Snapshot name: |Manual Veeam snapshot ﬁ B> 712519 11:36:39 AM Never Expires 204 GB Manual Veeam snapshot
Snapshot description: | Specify snapshot description if supporie D 7i25i19 11:08:31 AN Never Expires. 211GB VMware Virtual Machine Backup [
:57: ever Expires eeamBackup-Snapshot_lob_1-ea
c N Ti25/19 10:57:55 AM N Expi 4.86 GB % Vi Backup-Si hot_Job_1-eab1
ancel
. » Ti25/19 1:02:32 AN Mever Expires 294 GB 0.79% VeegamBackup-Snapshot_Job_1-0713

After the snapshot is created, Veeam Backup & Replication will rescan the volume and discover virtual
machines that can be recovered from the snapshot.

Note: Veeam Backup & Replication creates snapshots on SC Series storage with no expiration. Remember to
expire the snapshot when it is no longer needed.

6.3 Deleting manual snapshots
Any SC Series storage snapshot, even those snapshots that were not created within Veeam, can be manually
deleted from the Storage Infrastructure menu within Veeam.

Right-click a volume and choose Delete snapshot. This marks the snapshot for expiration.
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6.4

29

STORAGE INFRASTRUCTURE E“_Iv Type in an object name to search for Q

4 t‘%— Storage Infrastructure MAME CREATION TIME T VIS COUMNT

4 E_E Dell EMC 5C Series P> Manual Veeam snapshot 7/25/2019 11:36 AM 7

4 g 2 P> vSphere Web Client Plug-in Open AM

2 E demovms » WeeamBackup-Snapshot_lo x Delete snapshot... AM T

> E rmnds P> VeeamBackup-Snapshot_Job_T-0713 FRESFIOTO 02 AM 7

> E rmds2 P> Daily at 12:01 AM 7/25/201912:01 M 7

> E veeambrl » WVeeamBackup-5napshot_Job_1-df99 7/24/2019 7:44 PM 7

> E veeambr2 P> WeeamBackup-Snapshet_lob_1-a8dc 72472019 12:36PM 7

P> Daily at 12:01 AM 724720191201 AM 7

P> Daily at 12:01 AM 723520191200 AM 7

Orphaned snapshots

As mentioned throughout this document, Veeam Backup & Replication creates SC Series snapshots with no
expiration. There are opportunities for snapshots to be created with no follow-up mechanism to expire them.
These are referred to as orphaned snapshots. There are a few examples of how snapshots can become
orphaned:

o A Veeam backup job is deleted, leaving behind all associated snapshots still within the job’s retention
policy.

e A manual storage snapshot is created within Veeam and no follow-up step is performed to expire the
snapshot when it is no longer needed.

The effective raw storage capacity lost due to an orphaned snapshot depends on the amount of data frozen in
the snapshot. Also, a deleted backup job likely orphans many snapshots (14 by default) for each volume it
provided data protection for, with each snapshot tying up raw storage.

The best practice is to eliminate orphaned snapshots, which could involve several approaches. Most of these
involve documenting operational policies and then following the policy with discipline. The following include
simple examples using the scenarios above.

e When a Veeam backup job is deleted, expire its associated snapshots since they fall outside of the
job’s retention policy. They could take days, weeks, or even months to complete, depending on the
backup job interval.

¢ Implement a weekly PowerShell script that enumerates SC Series volumes and returns volumes with
snapshots that have no expiration. Question all results.
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Conclusion

7 Conclusion

Veeam Backup & Replication is a powerful data protection and recovery tool for VMware virtual data centers.
The Dell EMC SC Series storage integration plug-in adds value to the solution by providing array-based

shapshot support at scale.
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Technical support and resources

A Technical support and resources

Dell.com/support is focused on meeting customer needs with proven services and support.

Storage technical documents and videos provide expertise that helps to ensure customer success on Dell
EMC storage platforms.
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