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L = HET HET HET
At Er dEE 09 abred qLlYdqgbsos +t oddyogerwe vy “"?:1”&’(21?,?&?,"“ P DS
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YA3BUMOCTH
[pynnbl aKkTMBOB
O NbeTP aKTUBOB
DOUNETP YASBMMOCTER

S
not (Host.IpAddress in 192.168.2.8/24)
Host.Softs.@ulners and
(Host.Softs.Vendor not in ["Communigate Systems”, "Crypto-Pro”, "Doctor

Web"”, "Famatech"”, "Igor Pavlov"”, "InfoTeCS5", "Kaspersky Lab", "Positive

Technologies”, "QIP", "Ruby Team”, "Veeam Software”, "Yandex",
"CherryPy", "Dnsmasq", "EZB Systems", "Eclipse Foundation", "Go",
"Gpg4win", "ISC", "KeePass", "Lighttpd”, "MariaDBE Foundation"”, "Media

Player Classic”, "Notepad++", "Nullsoft”, "OpenSSH", "OpenSSL Project”,

"OpenSSL Software Foundation”, "OpenVPN", "PHP Group"”, "Pidgin”,

"PostgresqgL", "PowerDns", "ProFTPD Project”, "PuTTy", "Python Softwarg

Foundation”, "Realtek”, "Redis"”, "Samba”, "Sendmail”, "Squid"”,
"SumatraPDF", "Telegram”, "Tor Project”, "TortoiseSVN", "Total
Commander”, "TrueCrypt Foundation”, "University Of Cambridge”,

"VideoLAN", "WhatsApp", "WinPcap", "Wireshark”, "XnView", "mod_ssl",
"vsFTPd"])

and (Host.Softs.@Vulners.Metrics.Exploitable = false)

and not (Host.Softs.@Vulners.MName like "%Remote Code Execution%” or
Host.Softs.@Vulners.Name like "%¥paneHHoe%BunonHeHwe%" or
Host.Softs.@Vulners.Name like "%[losbiwenHwe%npusunern®” or
Host.Softs.@Vulners.Name like "dos%" or Host.Softs.@Vulners.Name like
"%0TKa3%E%00CNYKMBaHNN%: " )
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t B JEE 09 3Breed qlYdagbs t 9
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noagavYabgy ywobhademdys 3o q

&
«

dbYe o yr I YooogRAK YPE, DoS
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ml’l ¥ 3 Y D :b aﬂ'b EI G q d’ Y D q 9 d' anapaGokaﬂO— YAR36UMOCTL HET Hanuumne nyGnuy omﬂ Tnnya mmmmmmm — CVSSG.‘IBasicScore 7@ B"g:mec
peawaon PP ua nepumMeTpe POC (exploit) | meetPEDes | T (obicoKHR) ki

no¢éavYabgy yodadedydsd I oqs e

bYe oyrf 3 ¥op BQGESLPE, DoS s

CVSS 3.1 O 7
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YA3BMMOCTHU

pPyNnbl aKTUBOB

PUNLTP aKTUBO

PUNbLTP YA3BUMOCTER

m

~

L

g
-

not (Host.IpAddress in 192.168.2.8/24)

PUr I Yo DAEIBE eqdY¥onqgqosdq

A A

and (Host.@Importance != 'H')

Host.Softs.@Vulners and

(Host.Softs.Vendor not in ["Communigate Systems",
Web", "Famatech", "Igor Pavlov", "InfoTeCS", "Kaspersky Lab", "Positive
Technologies", "QIP", "Ruby Team", "Veeam Software", "Yandex",
"CherryPy", "Dnsmasq", "EZB Systems", "Eclipse Foundation", "Go",
"Gpgdwin", "ISC", "KeePass", "Lighttpd", "MariaDB Foundation", "Media
Player Classic", "Notepad++", "Nullsoft", "OpenSSH", "OpenSSL Project",
"OpenSSL Software Foundation”, "OpenVPN", "PHP Group", "Pidgin",
"PostgreSQL", "PowerDns", "ProFTPD Project”, "PuTTy", "Python Software

“Crypto-Pro"”, "Doctor

VOQbE EFesYIFKFe Jgdoeoy

Lt Er dE¢ooabreed qyYdQqboe ¢

Foundation", "Realtek", "Redis", "Samba", "Sendmail", "Squid",
"SumatraPDF", "Telegram", "Tor Project”, "TortoiseSVN", "Total
Commander”, "TrueCrypt Foundation", "University Of Cambridge",
"VideoLAN", "WhatsApp", "WinPcap", "Wireshark", "XnView", "mod_ssl",
"vsFTPd"])

and (Host.Softs.@Vulners.Metrics.Exploitable = false) <

neo¢éayYsbgy ywobademdys 3o

and (Host.Softs.@Vulners.Name
Host.Softs.@Vulners.Name like

like "%Remote Code Execution%" or
“%YpaneHHoe%BHMONHeHWe%:" or

dbYe oyfr 3 Y¥Ynodos¥YDoBCE,

Host.Softs.@Vulners.Name like "%MoBblWeHWe%npuBMner %" oﬁ

CVSS 3.1 O 7

Host.Softs.@Vulners.Name like "dos%" or Host.Softs.@Vulners.Name like
"%0TKa3%B%0bBCNYKMBAHUMES" )
and (Host.Softs.@ulners.CVSS3BaseScore == 7) <

trl + Enter Ansa npoBepkKK 3anpoca

9 yAzBuMOCTEN [ COOTBETCTBYHOT 3anpocy
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Paapa6oTumk NO — HET YA36UMOCTL HET  Hanuune nyGnwumore  HET Tin yRIBAMOCTI — DA  cvss3iBasicScore>7 | HET Ha Gusnec
. ey = p ey - 2 e & CNyuae OTKa3a
peaunaenr PO Ha NepuMeTRe PoC (exploit) RCE. LPE, DoS (BicOKMA)
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HET
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nA HET
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OFe dE¢oosEsec d EFajod¥Yspnon yOg£OO
YA3BUMOCTHU

[pynnbl akTMBOB v

OUNLTP aKTUBOB (Host.IpAddress 1n 192.168.2.8/24) <
and (Host.@Importance != 'H') <

GUNLTP YA3BUMOCTER Host.Softs.@ulners and

(Host.Softs.Vendor not in ["Communigate Systems", "Crypto-Pro", "Doctor
Web", "Famatech", "Igor Pavlov", "InfoTeCS", "Kaspersky Lab", "Positive
Technologies”, "QIP", "Ruby Team", "Veeam Software”, "Yandex",
“CherryPy", "Dnsmasq", "EZB Systems", "Eclipse Foundation”, "Go",
“Gpgdwin", "ISC", "KeePass", "Lighttpd", "MariaDB Foundation", "Media
Player Classic”, "Notepad++", "Nullsoft", "OpenSSH", "OpenSSL Project”,
"OpenSSL Software Foundation", "OpenVPN", "PHP Group", "Pidgin",
"PostgreSQL", "PowerDns", "ProFTPD Project", "PuTTy", "Python Software
Foundation", "Realtek", "Redis", "Samba", "Sendmail", "Squid",
“SumatraPDF", "Telegram", "Tor Project”, "TortolseSVN", "Total
Commander", "TrueCrypt Foundation", "University Of Cambridge",
"VideolLAN", "WhatsApp", "WinPcap"', "Wireshark", "XnView", "mod_ssl",
"vsFTPd"])

Positive Technologies

PUyfr IYonb#FEeqgqdY¥nqgodq

VOobE EFeosYIEe JFgdoeoy

t Er dEE0 9 3bred gqflYdQqbos

and (Host.Softs.@Vulners.CVSS3BaseScore <= 7)

A

CVSS 3.1 O 7

Ctrl + Enter ona npoBepkM 3anpoca
© Hwu ogHa yA3BMMOCTb He COOTBETCTBYET 3anpocy
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PaapaboTymk MO — _HE_ YR3BUMOCTL HET Hanmume nyBnuukoro HET THn yR3IBNMOCTH — cvssa1 Basic Score >7 _’:‘_E_T Ha Guziac B ORFMIMIRM F0M

| peanpenr Pd Ha nepumeTpe PoC (exploit) RCE.LPE, DaS (Bnicokuin) “c"z:‘;: oc':ma :f:::;::::ﬂ

A nega¥asbgy ywodbdem»dys Iaqs yesesocTa

A ®Ye oyrf 3 Y BCESLPE, DoS 2

Ob6HoaneHwe
HE NPOU3BOANM

A -CVSS 3.1 O 7
A EaYyogol JIJERDgg -gdobqddg ©OoDcEDYY
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OFe dE¢oosFEsec d Fajod¥Yspon yOgOO

pt MaxPatroI 10 ol AKTHBBI MHUMAEHTBI Vv C6op AaHHBIX ¥ Cuctema ¥
AKTHWBbI [D Bce akTuBbl % +
& + [Ho6aBWTb aKTuB v~ [Z BbinycTuTb oT4eT S : =
w =
§ 3anpoc: HKLIKU (Keiic N°4): MNpoeepka KOMNeHCUPYIOLLUX Mep bl = ! X E
= <<
=
f filter(not (Host.IpAddress in 192.168.2.68/24)
£ | pnd (Host.@Importance = 'H')) |
==
=

select(@Host as XocT, Host.Softs.Vendor as Bexpop, Host.Softs.Name as "Hazpanue NO", Host.Softs.Version as "Bepcua N0", Host.Softs.@Vulners as YA3BUMOCTH,
Host.Softs.@Vulners.CVSS3BaseScore as "OueHxka CVSS 3.8", Host.Softs.@Vulners.Metrics.Exploitable as "Hanwuue akcnnowuta") |

filter((Bengop not in ["Communigate Systems", "Crypto-Pro", "Doctor Web", "Famatech", "Igor Pavlov", "InfoTeCS", "Kaspersky Lab", "Positive Technologies", "QIP", "Ruby Team", "Veeam
Software", "Yandex", "CherryPy", "Dnsmasq", "EZB Systems", "Eclipse Foundation", "Go", "Gpgdwin", "ISC", "KeePass", "Lighttpd", "MariaDB Foundation", "Media Player Classic",

"Notepad++", "Nullsoft", "OpenSSH", "OpenSSL Project", "OpenSSL Software Foundation", "OpenVPN", "PHP Group", "Pidgin", "PostgreSQL", "PowerDns", "ProFTPD Project", "PuTTy", "Python
Software Foundation", "Realtek", "Redis", "Samba", "Sendmail", "Squid", "SumatraPDF", "Telegram", "Tor Project", "TortoiseSVN"', "Total Commander”, "TrueCrypt Foundation", "University

Of Cambridge", "VideoLAN", "WhatsApp", "WinPcap", "Wireshark", "XnView", "mod_ssl", "vsFTPd"])

and ("Hanuume akcnnonta"” = false)

and (YazeumocTe like "%Remote Code Execution%" or YAsBuMmocTe like "%YnaneHHoe%BuNonHeHwe%" or YAzpuMmocTe like "%lloBslweHne%npueunern®” or YAzsumocTe like "dos%" or YaseumocTe like
"%0TKa3%B%06CNYKUBAHUNE")

and ("Ouexka CVSS 3.8" <= 7))

P Boinonuutb Ctri+Enter

] 0¢YdHKedmaeod
60 60d3gn 6qds¥
edY¥YosqdYyno 13



OFe dE¢oosFEsec d Fajod¥Yspon yOgOO

pt MaxPatroI 1 0 ahl AKTUBBI MHumpoeHTbl ¥ C6op gaHHbIX ¥ Cwucrema ¥
AKTUBbI [J Bce akTMBbl % -
» 4+ [ob6aBUTb aKTUE v~ [ Boinyctuts oTuet Z H «
3 -
§ 3anpoc: HKLLKM (Keiic N24): Npoeepka KoMNeHCUPYIOLLUX Mep il : =
= <
=
by ¢ Y not (Host.IpAddress in 192.168.2.8/24. x » |ll @Host as XocT, Host.Softs.Vendor as B.. » Y (Bewgop not in ["Communigate Systems".. W =+ P BbinonuuTs
=
g ¥3en MNpoussoauTenb HasBaHne BepcuA YA3BMMOCTb ba3oBad OLEeHKa YASBMMOCTHM CVSS v3 SKCNNoAT
E-, XocT Bengop HassaHue MO Bepcua MO YA3BMMOCTb OueHka ( 5 3.0 Hanu4ue akcnnonTa
I_‘__ .
0 192.168.0.5 Apache Software Foundation Apache HTTP Server 2418 OTKa3z B 06CyXXUBAHUK 53 False
@ 192.168.0.5 Apache Software Foundation Apache HTTP Server 2418 0TKas B 06C/yXMBaAHUK 59 False
O 192.168.0.5 Apache Software Foundation Apache HTTP Server 2418 0TKasz B 06CYyXXMBAHUK 59 False
@ srv2.company.com (192.168.0.6) Microsoft Microsoft .NET Framework 4572 [MoBbilleHWE NPUBKUAET WA 5,5 False
O srv2.company.com (192.168.0.6) Microsoft Microsoft .NET Framework 452 0TKas B 06CYXXUBAHUM 55 False
O srv2.company.com (192.168.0.6) Microsoft Microsoft .NET Framework 4572 [MoBbiLlEeHWE NPUBWUAET WA 5,5 False
O srv2.company.com (192.168.0.6) Microsoft Microsoft .NET Framework 4,52 0TKaz B 06CNYXXUBAHUM 55 False
@ srvZ.company.com (192.168.0.6) Microsoft Microsoft .NET Framework 3.5.1 0TKas B 06CNYXKUBAHWUK 5,5 False
[ srv2.company.com (192.168.0.6) Microsoft Microsoft .NET Framework 3.5.1 OTKas B 06CNYXXUBAHUM 55 False
£ srvZ.company.com (192.168.0.6) Microsoft Microsoft Internet Explorer 11.0 YaaneHHoe BbINONHEHWE KoAa 6,4 False

Eg¢YdFEqon, DBE eFeYe o9fraFe pDg DOIRQD
e6dYoqbYee eopeqbd¥Ydea¥) Yaq paqdg
d so9po2)Je¥ 3bgqQdgqbbge | 60 14
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Positive Technologies

Faj odYspnon yOgOO

CospaHue npaewnna

HassaHue

MonuTuKa

Tun

YA3BUMOCTH
[pynnbl aKkTMBOB

OuUnbTp aKTUBOB

DUNLTP YA3BUMOCTEN

ptsecurity.com

[Mekntoumts] Apache HTTP Server (CVE-2018-17189)

JobaBuTb onucaHue
CraTychl yA3SBMMOCTER

@ [Nonb3oBatenbckoe

Host.@Id = 16991722-e200-0001-00860-00000boBBEBA

Host.@Wulners.CVEs

= "CVE-2018-17189"

Ctrl + Enter nna npoeepkM 3anpoca

+ 1 yA3BMMOCTbL COOTBETCTBYET 3amnpocy




OFe dE¢osEsc d

—

] of QE®dE I Yao
Ydeavy3aqbvYy
dyf 3Y¥YnodsosyY
Yredo3aqddF
caFboloFasz
pqbgqdRongbsos

Positive Technologies

Faj odYspnon yOgOO
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Cratyc

McKknoyeHa

YTOUHEHMWE K CTaTyCy

MpPYHATEI KCMNEHCAUWOHHEBIE MEpEI

CpoK MCKNHYEeHWA
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OFe Ydeoacr o3 FoscMagRajob YM s o 3

OFQEgpn a&Yaecod
3 MaxPatrol VM

Host.Softs.Vendor notin[* Communigate Systems", "Crypto -Pro", "Doctor
Web", " Famatech ", "Igor Pavlov"," InfoTeCS ", "Kaspersky Lab", "Positive
Technologies", "QIP", "Ruby Team", "Veeam Software", "Yandex",

nCherryPy ", " Dnsmasq ", "EZB Systems", "Eclipse Foundation", "Go",

boagdagfr YQqbs & 2"Gpgdwin”, "ISC", "KeePass", " Lighttpd ", "MariaDB Foundation", "Media
Player Classic", "Notepad++", " Nullsoft ", "OpenSSH", "OpenSSL Project",

"OpenSSL Software Foundation”, "OpenVPN", "PHP Group", "Pidgin",
"PostgreSQL", " PowerDns ", " ProFTPD Project"," PuTTy", "Python Software

Foundation", "Realtek", "Redis", "Samba", " Sendmail ", "Squid",
"SumatraPDF ", "Telegram", "Tor Project", "TortoiseSVN", "Total

t Er JEEo93Ye

Commander", " TrueCrypt Foundation", "University Of Cambridge",
"VideoLAN ", "WhatsApp", * WinPcap ", "Wireshark"," XnView "," mod_ssl| ",
"vsFTPd"]

Positive Technologies ptsecurity.com



OFe Ydeoacr o3 FoscMagRajob YM s o 3

OFQEgpn a&Yaecod
3 MaxPatrol VM

Host.IpAddress not in X.X.X.X/X

PYyfr I Ynodoac
bab B qd¥onagqsadq

Positive Technologies ptsecurity.com
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OFQEgpn a&Yaecod
3 MaxPatrol VM

Host.Softs.@Vulners.Metrics.Exploitable = false

noegavyYsbgy yedsesaoyos
29desdsaslaqgs

Positive Technologies ptsecurity.com
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OFe Ydeoacr o3 FoscMagRajob YM s o 3 m

OFQEgpn a&Yaecod
3 MaxPatrol VM

not (Host.Softs.@Vulners.Name like "%Remote Code Execution%" or
Host.Softs.@Vulners.Name like "% PQFEaqbboq%3Ige %Y bqgqb¥q

dbYe oayfr IYpodsosy
b qRCE, LPE, DoS
not (Host.Softs.@Vulners.Name like "% no3gaeqby¥q%edYWNYaq;i Y

not (Host.Softs.@Vulners.Name like "dos%" or
Host.Softs.@Vulners.Name like "% L o9eE¥ %I %oEgdaaRNIEDYY

Positive Technologies ptsecurity.com 21



OFe Ydeoacr o3 FoscMagRajob YM s o 3 m

OFQEgpn a&Yaecod
3 MaxPatrol VM

(Host.Softs.@Vulners.Name like "%Remote Code Execution%" or
Host.Softs.@Vulners.Name like "% PQFEaqbboq%3Ige %Y bqgqb¥q

dbY¥e oyr IYoodsy

RCE, LPE, DoS

Positive Technologies

(Host.Softs.@Vulners.Name like "% nodgeqb¥q%edYWdB'WVaqi Y

(Host.Softs.@Vulners.Name like "dos%" or Host.Softs.@Vulners.Name
like"% | s e ¥ %I %o gdaoaRMNIEDYY

ptsecurity.com

22
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OFQEgpn a&Yaecod
3 MaxPatrol VM

Host.Softs.@Vulners.CVSS3BaseScore <= 7

CVSS 3.1 O 7

Positive Technologies ptsecurity.com
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0 EQFEqnD

J MaxPatrol

Host.@Importance !='H’

f
D

(yOb#esYIFe Jgdoeoy

f bE
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OFe Ydeoacr o3 FoscMagRajob YM s o 3

0 EQFEqnD
J MaxPatrol

Host.@Importance = 'H’

EaYydhE IERDQgq

g Yr brgdos3qddg
eODGEDYY
(bEEesYIFKEe JIgdoeoy
F DE3>YnodoY)

Positive Technologies ptsecurity.com
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Positive Technologies

] 9dqoYp JFY(JRQgsogg
3 MaxPatrol VM

fiter(not (Host.IpAddress in 192.168.2.0/24)) |

select(@Hostas € o d Blgst.Softs.Vendor as  E g b J oHpst.Softs.Nameas " 'y Efr 3 EDbYq HaplS bﬁ;s Versionas" Eqdd¥Yy nl "
Host.Softs.@Vulners as @y + 3 Y D oHb&.80ofts.@Vulners. CVSSISBaseScore as L 3qb ES 3.0", Host.Softs.@Vulners.Metrics. Explortable as
"WVEaY3>Yq yedecadysE")

fiter(( E q b  anak in ["Communigate Systems", "Crypto -Pro", "Doctor Web", "Famatech", "lgor Pavlov", "InfoTeCS", "Kaspersky Lab", "Positive

Techno ogres" "QIP" "Ruby Team", "Veeam Software" "Yandex", "CherryPy" "Dnsmasq" "EZB Systems" "Eclrpse Foundatron" "G o",
"Gpg4win”, "ISC", "KeePass", "Lighttpd", "MariaDB Foundation", "Media Player Classic", "Notepad++", "Nullsoft", "OpenSSH", "O pen SSL
Project", "OpenSSL Software Foundation", "OpenVPN", "PHP Group", "Pidgin", "PostgreSQL", "Poweans", "ProFTPD Project", "PuTT y", "Python
Software Foundation”, "Realtek”, "Redis", "Samba", "Sendmail’, "Squid", "SumatraPDF", "Telegram”, "Tor Project”, "TortoiseSVN " "Total
Comm%n]d)er", "TrueCrypt Foundation", "University Of Cambridge", "VideoLAN", "WhatsApp", "WinPcap", "Wireshark", "XnView", "mod _ssl',
"vsFTPd"

and("yFEa¥Y3Yq yedocdaseysE" =

and not ( oy ¥ 3 Y o dkd ¥aRemote Code Execution%" or py+ 3 Yo dkd e pQFZaqbbo q %3 ge %abroagiy¥agd Yo dkd s 6
"%nodgeqbyq%edVeYar@yY¥ d Yo dkd tdes%"or pur I Yo dkd WG] se Bfr %3 %o gdao BRI EDYY
goup(" Y E¥ 3EDYa nlL ", " EQUNTMM nl ",

sort("COUNT(*)" DESC)

ptsecurity.com
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