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ȰɆɐ əɝɋɗɘɢ 
ɖɋɐɔɒɋɓɊɆɜɎɎ 
ȳȰȼȰȮ Ɉ ɖɆɇɔɘɋ 
ɗ əɥɍɈɎɒɔɗɘɥɒɎ
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ȷɔɊɋɖɌɆɓɎɋ

ȰɆɐ ɖɆɇɔɘɆɘɢ ɗ ɆɑɉɔɖɎɘɒɔɒ 
ȳȰȼȰȮ. ȰɔɉɊɆ ɗɘɔɎɘ Ɏ ɓɋ ɗɘɔɎɘ 
ɔɇɓɔɈɑɥɘɢ ȵȴ

ȰɆɐ ɎɗɕɔɑɢɍɔɈɆɘɢ ɆɑɉɔɖɎɘɒ
Ɉ MaxPatrol VM. ȷɕɖɆɈɔɝɓɎɐ 
PDQL-ɍɆɕɖɔɗɔɈ

ȷɔɍɊɆɓɎɋ ɈɎɊɌɋɘɔɈ. ȳɆɇɑɤɊɆɋɒ 
ɍɆ əɥɍɈɎɒɔɗɘɥɒɎ, ɎɗɐɑɤɝɋɓɓɡɒɎ  
Ɏɍ ɕɑɆɓɔɈɔɉɔ ɕɖɔɜɋɗɗɆ ɔɇɓɔɈɑɋɓɎɥ
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ȭɆɚɎɐɗɎɖɔɈɆɓɡ ɗɑəɝɆɎ 
ɈɓɋɊɖɋɓɎɥ 
ɓɋɊɔɐəɒɋɓɘɎɖɔɈɆɓɓɡɛ 
ɈɔɍɒɔɌɓɔɗɘɋɏ Ɉ ȵȴ 
ɎɓɔɗɘɖɆɓɓɔɉɔ 
ɕɖɔɎɍɈɔɊɗɘɈɆ

Ȩ Ɋɔɑɉɔɗɖɔɝɓɔɏ 
ɕɋɖɗɕɋɐɘɎɈɋ ɣɘɔ ɕɖɎɈɋɊɋɘ 
ɐ ɘɔɒə, ɝɘɔ əɥɍɈɎɒɔɗɘɋɏ 
ɗɘɆɓɋɘ ɇɔɑɢɞɋ, ɕɔɥɈɎɘɗɥ 
əɉɖɔɍɆ Ɋɑɥ ɇɎɍɓɋɗ-
ɕɖɔɜɋɗɗɔɈ

ȳȰȼȰȮ ɖɋɐɔɒɋɓɊəɋɘ 
ɔɘɐɑɤɝɎɘɢ 
ɆɈɘɔɒɆɘɎɝɋɗɐɔɋ 
ɔɇɓɔɈɑɋɓɎɋ 
ɎɓɔɗɘɖɆɓɓɔɉɔ ȵȴ

ȳȰȼȰȮ ɈɡɕəɗɐɆɋɘ 
ɆɑɉɔɖɎɘɒ ɕɔ ɕɖɎɓɥɘɎɤ 
ɖɋɞɋɓɎɏ ɔɇ ɔɇɓɔɈɑɋɓɎɎ 
ɐɖɎɘɎɝɋɗɐɎ ɈɆɌɓɔɉɔ ȵȴ
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ȷɐɆɝɆɘɢ 
ɇɤɑɑɋɘɋɓɢ:safe -surf.ru/upload/ALRT/ALRT -20220415.1.pdf
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ȰɆɐ ɖɆɇɔɘɆɘɢ

ɗ ɆɑɉɔɖɎɘɒɔɒ ȳȰȼȰȮ
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ȰɆɐ ɖɆɇɔɘɆɘɢ ɗ ɆɑɉɔɖɎɘɒɔɒ ȳȰȼȰȮ

ȰɔɉɊɆ ɓɋ ɓəɌɓɔ əɗɘɆɓɆɈɑɎɈɆɘɢ 
ɔɇɓɔɈɑɋɓɎɥ

ȷɎɘəɆɜɎɥ ɷ 1

Á ȶɆɍɖɆɇɔɘɝɎɐ ȵȴ ɓɋɖɋɍɎɊɋɓɘ ȶɔɗɗɎɎ 

Á ȹɥɍɈɎɒɔɗɘɢ ɓɋɓɆ ɕɋɖɎɒɋɘɖɋ

Á ȵəɇɑɎɝɓɡɏ ɣɐɗɕɑɔɏɘ ɔɘɗəɘɗɘɈəɋɘ

Á ȸɎɕ əɥɍɈɎɒɔɗɘɎ ɓɋRCE, LPE, DoS
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ȰɆɐ ɖɆɇɔɘɆɘɢ ɗ ɆɑɉɔɖɎɘɒɔɒ ȳȰȼȰȮ

ȶɆɍɖɆɇɔɘɝɎɐ ȵȴ ɓɋɖɋɍɎɊɋɓɘ ȶɔɗɗɎɎ

ȹɥɍɈɎɒɔɗɘɢ ɓɋɓɆ ɕɋɖɎɒɋɘɖɋ

ȵəɇɑɎɝɓɡɏ ɣɐɗɕɑɔɏɘ ɔɘɗəɘɗɘɈəɋɘ

ȸɎɕ əɥɍɈɎɒɔɗɘɎ ɓɋRCE, LPE, DoS
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ȰɆɐ ɖɆɇɔɘɆɘɢ ɗ ɆɑɉɔɖɎɘɒɔɒ ȳȰȼȰȮ

ȰɔɉɊɆ ɓɋ ɓəɌɓɔ əɗɘɆɓɆɈɑɎɈɆɘɢ 
ɔɇɓɔɈɑɋɓɎɥ

ȷɎɘəɆɜɎɥ ɷ 2

Á ȶɆɍɖɆɇɔɘɝɎɐ ȵȴ ɓɋɖɋɍɎɊɋɓɘ ȶɔɗɗɎɎ 

Á ȹɥɍɈɎɒɔɗɘɢ ɓɋɓɆ ɕɋɖɎɒɋɘɖɋ

Á ȵəɇɑɎɝɓɡɏ ɣɐɗɕɑɔɏɘ ɔɘɗəɘɗɘɈəɋɘ

Á ȸɎɕ əɥɍɈɎɒɔɗɘɎ ð RCE, LPE, DoS

Á CVSS 3.1 Ò 7 

Á ȳɋɈɑɎɥɋɘ ɓɆ ɈɆɌɓɡɋ ɇɎɍɓɋɗ-
ɕɖɔɜɋɗɗɡ ɐɔɒɕɆɓɎɎ
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ȶɆɍɖɆɇɔɘɝɎɐ ȵȴ ɓɋɖɋɍɎɊɋɓɘ ȶɔɗɗɎɎ

ȹɥɍɈɎɒɔɗɘɢ ɓɋɓɆ ɕɋɖɎɒɋɘɖɋ

ȵəɇɑɎɝɓɡɏ ɣɐɗɕɑɔɏɘ ɔɘɗəɘɗɘɈəɋɘ

ȸɎɕ əɥɍɈɎɒɔɗɘɎ RCE, LPE, DoS

CVSS 3.1 Ò 7 

ȳɋɓɆ ɆɐɘɎɈɆɛ Ɉɡɗɔɐɔɏ ɍɓɆɝɎɒɔɗɘɎ
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ȰɆɐ ɖɆɇɔɘɆɘɢ ɗ ɆɑɉɔɖɎɘɒɔɒ ȳȰȼȰȮ

ȰɔɉɊɆ ɓɋ ɓəɌɓɔ əɗɘɆɓɆɈɑɎɈɆɘɢ 
ɔɇɓɔɈɑɋɓɎɥ

ȷɎɘəɆɜɎɥ ɷ 3

Á ȶɆɍɖɆɇɔɘɝɎɐ ȵȴ ɓɋɖɋɍɎɊɋɓɘ ȶɔɗɗɎɎ 

Á ȹɥɍɈɎɒɔɗɘɢ ɓɆɕɋɖɎɒɋɘɖɋ

Á CVSS 3.1 Ò7 

Á ȳɋ ɈɑɎɥɋɘ ɓɆ ɈɆɌɓɡɋ ɇɎɍɓɋɗ-
ɕɖɔɜɋɗɗɡ ɐɔɒɕɆɓɎɎ
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ȰɆɐ ɖɆɇɔɘɆɘɢ ɗ ɆɑɉɔɖɎɘɒɔɒ ȳȰȼȰȮ

ȶɆɍɖɆɇɔɘɝɎɐ ȵȴ ɓɋɖɋɍɎɊɋɓɘ ȶɔɗɗɎɎ

ȹɥɍɈɎɒɔɗɘɢ ɓɆɕɋɖɎɒɋɘɖɋ

CVSS 3.1 Ò 7 

ȳɋɓɆ ɆɐɘɎɈɆɛ Ɉɡɗɔɐɔɏ ɍɓɆɝɎɒɔɗɘɎ

11
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ȰɆɐ ɖɆɇɔɘɆɘɢ ɗ ɆɑɉɔɖɎɘɒɔɒ ȳȰȼȰȮ

ȰɔɉɊɆ ɓɋ ɓəɌɓɔ əɗɘɆɓɆɈɑɎɈɆɘɢ 
ɔɇɓɔɈɑɋɓɎɥ

ȷɎɘəɆɜɎɥ ɷ 4

Á ȶɆɍɖɆɇɔɘɝɎɐ ȵȴ ɓɋɖɋɍɎɊɋɓɘ ȶɔɗɗɎɎ 

Á ȹɥɍɈɎɒɔɗɘɢ ɓɋɓɆ ɕɋɖɎɒɋɘɖɋ

Á ȵəɇɑɎɝɓɡɏ ɣɐɗɕɑɔɏɘ ɔɘɗəɘɗɘɈəɋɘ

Á ȸɎɕ əɥɍɈɎɒɔɗɘɎ ð RCE, LPE, DoS

Á CVSS 3.1 Ò 7 

Á ȨɑɎɥɋɘ ɓɆ ɈɆɌɓɡɋ ɇɎɍɓɋɗ-ɕɖɔɜɋɗɗɡ ɐɔɒɕɆɓɎɎ

Á ɃɐɗɕɑəɆɘɆɜɎɥ ɓɋɈɔɍɒɔɌɓɆ ɇɑɆɉɔɊɆɖɥ ɗɘɔɖɔɓɓɎɒ ɗɖɋɊɗɘɈɆɒ 

ɍɆɟɎɘɡ ɎɓɚɔɖɒɆɜɎɎ (ȷȭȮ) Ɉ ɐɔɒɕɆɓɎɎ
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ȰɆɐ ɖɆɇɔɘɆɘɢ ɗ ɆɑɉɔɖɎɘɒɔɒ ȳȰȼȰȮ

ȷɔɇɎɖɆɋɒ ɚɎɑɢɘɖ

ɕɔ ɕɋɖɈɡɒ ɞɋɗɘɎ 

ɐɖɎɘɋɖɎɥɒ
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ȰɆɐ ɖɆɇɔɘɆɘɢ ɗ ɆɑɉɔɖɎɘɒɔɒ ȳȰȼȰȮ

ȨɡɇɎɖɆɋɒ, ɓɆ ɐɆɐɎɛ əɍɑɆɛ ɒɡ ɒɔɌɋɒ 

ɕɖɎɒɋɓɎɘɢ ɐɔɒɕɋɓɗɎɖəɤɟɎɋ ɒɋɖɡ 

ɗ ɕɔɒɔɟɢɤ ɈɓɋɊɖɋɓɓɡɛ ȷȭȮ
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ȷɔɍɊɆɋɒ ɕɖɆɈɎɑɔ

ɎɗɐɑɤɝɋɓɎɥ 

əɥɍɈɎɒɔɗɘɎ 

ɎɍɕɖɔɜɋɗɗɆ 

ɕɑɆɓɔɈɔɉɔ ɕɆɘɝ-

ɒɋɓɋɊɌɒɋɓɘɆ

ȰɆɐ ɖɆɇɔɘɆɘɢ ɗ ɆɑɉɔɖɎɘɒɔɒ ȳȰȼȰȮ
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ȷɔɍɊɆɋɒ ɕɖɆɈɎɑɔ

ɎɗɐɑɤɝɋɓɎɥ 

əɥɍɈɎɒɔɗɘɎ 

ɎɍɕɖɔɜɋɗɗɆ 

ɕɑɆɓɔɈɔɉɔ ɕɆɘɝ-

ɒɋɓɋɊɌɒɋɓɘɆ

ȰɆɐ ɖɆɇɔɘɆɘɢ ɗ ɆɑɉɔɖɎɘɒɔɒ ȳȰȼȰȮ
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ȰɆɐ ɎɗɕɔɑɢɍɔɈɆɘɢ

ɆɑɉɔɖɎɘɒ

Ɉ MaxPatrol VM
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ȰɆɐ ɎɗɕɔɑɢɍɔɈɆɘɢ ɆɑɉɔɖɎɘɒ Ɉ MaxPatrol VM

ȭɆɊɆɋɒ ɚɎɑɢɘɖ 
ɈMaxPatrol VM

Host.Softs.Vendor not in [" Communigate Systems", "Crypto -Pro", "Doctor 
Web", " Famatech ", "Igor Pavlov", " InfoTeCS ", "Kaspersky Lab", "Positive 
Technologies", "QIP", "Ruby Team", "Veeam Software", "Yandex", 
"CherryPy ", " Dnsmasq ", "EZB Systems", "Eclipse Foundation", "Go", 
"Gpg4win", "ISC", "KeePass", " Lighttpd ", "MariaDB Foundation", "Media 
Player Classic", "Notepad++", " Nullsoft ", "OpenSSH", "OpenSSL Project", 
"OpenSSL Software Foundation", "OpenVPN", "PHP Group", "Pidgin", 
"PostgreSQL", " PowerDns ", " ProFTPD Project", " PuTTy", "Python Software 
Foundation", "Realtek", "Redis", "Samba", " Sendmail ", "Squid", 
"SumatraPDF ", "Telegram", "Tor Project", "TortoiseSVN", "Total 
Commander", " TrueCrypt Foundation", "University Of Cambridge", 
"VideoLAN ", "WhatsApp", " WinPcap ", "Wireshark", " XnView ", " mod_ssl ", 
"vsFTPd"]

ȶɆɍɖɆɇɔɘɝɎɐ ȵȴ 
ɓɋɖɋɍɎɊɋɓɘ ȶɔɗɗɎɎ
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ȰɆɐ ɎɗɕɔɑɢɍɔɈɆɘɢ ɆɑɉɔɖɎɘɒ Ɉ MaxPatrol VM

ȭɆɊɆɋɒ ɚɎɑɢɘɖ 
ɈMaxPatrol VM

Host.IpAddress not in X.X.X.X/X

ȹɥɍɈɎɒɔɗɘɢ 
ɓɋɓɆɕɋɖɎɒɋɘɖɋ
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ȰɆɐ ɎɗɕɔɑɢɍɔɈɆɘɢ ɆɑɉɔɖɎɘɒ Ɉ MaxPatrol VM

ȭɆɊɆɋɒ ɚɎɑɢɘɖ 
ɈMaxPatrol VM

Host.Softs.@Vulners.Metrics.Exploitable = false

ȵəɇɑɎɝɓɡɏ ɣɐɗɕɑɔɏɘ 
ɔɘɗəɘɗɘɈəɋɘ
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ȰɆɐ ɎɗɕɔɑɢɍɔɈɆɘɢ ɆɑɉɔɖɎɘɒ Ɉ MaxPatrol VM

ȭɆɊɆɋɒ ɚɎɑɢɘɖ 
ɈMaxPatrol VM

not (Host.Softs.@Vulners.Name like "%Remote Code Execution%" or 
Host.Softs.@Vulners.Name like "% ȹɊɆɑɋɓɓɔɋ%ɈɡɕɔɑɓɋɓɎɋ%")

not (Host.Softs.@Vulners.Name like "% ȵɔɈɡɞɋɓɎɋ%ɕɖɎɈɎɑɋɉɎ%")

not (Host.Softs.@Vulners.Name like "dos%" or 
Host.Softs.@Vulners.Name like "% ȴɘɐɆɍ%Ɉ%ɔɇɗɑəɌɎɈɆɓɎɎ%")

ȸɎɕ əɥɍɈɎɒɔɗɘɎ 
ɓɋRCE, LPE, DoS
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ȰɆɐ ɎɗɕɔɑɢɍɔɈɆɘɢ ɆɑɉɔɖɎɘɒ Ɉ MaxPatrol VM

ȭɆɊɆɋɒ ɚɎɑɢɘɖ 
ɈMaxPatrol VM

(Host.Softs.@Vulners.Name like "%Remote Code Execution%" or 
Host.Softs.@Vulners.Name like "% ȹɊɆɑɋɓɓɔɋ%ɈɡɕɔɑɓɋɓɎɋ%")

(Host.Softs.@Vulners.Name like "% ȵɔɈɡɞɋɓɎɋ%ɕɖɎɈɎɑɋɉɎ%")

(Host.Softs.@Vulners.Name like "dos%" or Host.Softs.@Vulners.Name 
like "% ȴɘɐɆɍ%Ɉ%ɔɇɗɑəɌɎɈɆɓɎɎ%")

ȸɎɕ əɥɍɈɎɒɔɗɘɎ ð
RCE, LPE, DoS
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ȰɆɐ ɎɗɕɔɑɢɍɔɈɆɘɢ ɆɑɉɔɖɎɘɒ Ɉ MaxPatrol VM

ȭɆɊɆɋɒ ɚɎɑɢɘɖ 
ɈMaxPatrol VM

Host.Softs.@Vulners.CVSS3BaseScore <= 7

CVSS 3.1 Ò 7
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ȰɆɐ ɎɗɕɔɑɢɍɔɈɆɘɢ ɆɑɉɔɖɎɘɒ Ɉ MaxPatrol VM

ȭɆɊɆɋɒ ɚɎɑɢɘɖ 
ɈMaxPatrol VM

Host.@Importance != 'H'

ȳɋ ɈɑɎɥɋɘ ɓɆ ɈɆɌɓɡɋ 
ɇɎɍɓɋɗ-ɕɖɔɜɋɗɗɡ 
ɐɔɒɕɆɓɎɎ 
(ȳȫɓɆɆɐɘɎɈɆɛ Ɉɡɗɔɐɔɏ 
ɍɓɆɝɎɒɔɗɘɎ)
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ȰɆɐ ɎɗɕɔɑɢɍɔɈɆɘɢ ɆɑɉɔɖɎɘɒ Ɉ MaxPatrol VM

ȭɆɊɆɋɒ ɚɎɑɢɘɖ 
ɈMaxPatrol VM

Host.@Importance = 'H'

ȨɑɎɥɋɘ ɓɆ ɈɆɌɓɡɋ 
ɇɎɍɓɋɗ-ɕɖɔɜɋɗɗɡ 
ɐɔɒɕɆɓɎɎ 
(ɓɆɆɐɘɎɈɆɛ Ɉɡɗɔɐɔɏ 
ɍɓɆɝɎɒɔɗɘɎ)
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ȷɔɍɊɆɓɎɋ ɈɎɊɌɋɘɔɈ

Ɋɑɥ ɔɘɗɑɋɌɎɈɆɓɎɥ

Ɏɗɐɑɤɝɋɓɓɡɛ

əɥɍɈɎɒɔɗɘɋɏ
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ȷɔɍɊɆɓɎɋ ɈɎɊɌɋɘɔɈ

ȷɘɖɔɎɒ ɈɎɊɌɋɘɡ 
ɈMaxPatrol VM

filter(not (Host.IpAddress in 192.168.2.0/24)) |

select(@Host as Ȼɔɗɘ, Host.Softs.Vendor as ȨɋɓɊɔɖ, Host.Softs.Name as " ȳɆɍɈɆɓɎɋ ȵȴ", Host.Softs.Version as " ȨɋɖɗɎɥ ȵȴ", 
Host.Softs.@Vulners as ȹɥɍɈɎɒɔɗɘɢ, Host.Softs.@Vulners.CVSS3BaseScore as " ȴɜɋɓɐɆ CVSS 3.0", Host.Softs.@Vulners.Metrics.Exploitable as 
"ȳɆɑɎɝɎɋ ɣɐɗɕɑɔɏɘɆ") |

filter(( ȨɋɓɊɔɖ not in ["Communigate Systems", "Crypto -Pro", "Doctor Web", "Famatech", "Igor Pavlov", "InfoTeCS", "Kaspersky Lab", "Positive 
Technologies", "QIP", "Ruby Team", "Veeam Software", "Yandex", "CherryPy", "Dnsmasq", "EZB Systems", "Eclipse Foundation", "G o",
"Gpg4win", "ISC", "KeePass", "Lighttpd", "MariaDB Foundation", "Media Player Classic", "Notepad++", "Nullsoft", "OpenSSH", "O pen SSL 
Project", "OpenSSL Software Foundation", "OpenVPN", "PHP Group", "Pidgin", "PostgreSQL", "PowerDns", "ProFTPD Project", "PuTT y", "Python 
Software Foundation", "Realtek", "Redis", "Samba", "Sendmail", "Squid", "SumatraPDF", "Telegram", "Tor Project", "TortoiseSVN ", "Total 
Commander", "TrueCrypt Foundation", "University Of Cambridge", "VideoLAN", "WhatsApp", "WinPcap", "Wireshark", "XnView", "mod _ss l", 
"vsFTPd"])

and (" ȳɆɑɎɝɎɋ ɣɐɗɕɑɔɏɘɆ" = false)

and not ( ȹɥɍɈɎɒɔɗɘɢ like "%Remote Code Execution%" or ȹɥɍɈɎɒɔɗɘɢ like "% ȹɊɆɑɋɓɓɔɋ%ɈɡɕɔɑɓɋɓɎɋ%" or ȹɥɍɈɎɒɔɗɘɢ like 
"%ȵɔɈɡɞɋɓɎɋ%ɕɖɎɈɎɑɋɉɎ%" or ȹɥɍɈɎɒɔɗɘɢ like "dos%" or ȹɥɍɈɎɒɔɗɘɢ like "% ȴɘɐɆɍ%Ɉ%ɔɇɗɑəɌɎɈɆɓɎɎ%")) |

group(" ȳɆɍɈɆɓɎɋ ȵȴ", "ȨɋɖɗɎɥ ȵȴ", COUNT(*)) |

sort("COUNT(*)" DESC)

Ȱɔɓɘɖɔɑɢ
Ɏɗɐɑɤɝɋɓɓɡɛ 
əɥɍɈɎɒɔɗɘɋɏ
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