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O6 3TomM pykoBoACTBE

PykoBoactBo no BHeapeHuto Kaspersky Security ana Windows Server 10.1.1.746 (mnanee Takke "Kaspersky

Security 10.1.1 ana Windows Server", "nporpamma") ons 3awimTbl CETEBbIX XpaHuUnuLy (aanee takke "Kaspersky
Security 10.1.1 gns Windows Server") agpecoBaHO cneumanuctam, KOTOpble OCYLLECTBNSAT YCTAHOBKY W
aagmuHucTpupoBaHune Kaspersky Security 10.1.1 gna Windows Server Ha Bcex 3alimiiaeMblX YCTPOWCTBax, M
cneumanucTam, KOTOpble OCYLLECTBASAT TEXHUYECKYH MOAAEPXKKY opraHusauun, ucnonb3ywowmx Kaspersky
Security 10.1.1 gnsa Windows Server.

B aTtom pykoBoACTBE Bbl MOXETE HaWTU MHOpPMaUMO O HacTporike u ucnonb3oBaHun Kaspersky Security 10.1.1
nna Windows Server.

Takke Wn33TOr0 pPYKOBOACTBA Bbl MOXETE Yy3HaTb 00 UCTOYHMKAX MHGOpMauun O nporpamMmme K cnocobax
Nony4YeHns TEXHUYECKON MOAAEPXKKM.

B aTtom pasgene
B OTOM OKYMEHTE ....eeiiieeiiiiiiitiee e e e e e e ettt e et e e e e e ettt e e eeeesaaata b e eeeeeeesantseeeeeeee s e s nsbeseeeeaeeeeannsaseeeeeeeseasnsennnanaeesannsnes 11

N edpo)=1 R (o oTo ke Rtz N =T 17 < [T 13

B 3TOM oOKYMeHTe

PykoBoacTtBo agmuHuctpatopa Kaspersky Security 10.1.1 ana Windows Server cogepxut cnegyrowue pasgensi:

NcTouHnkn nHpopmanmm o Kaspersky Security 10.1.1 ans Windows Server

QTOT pasgen coaepXuT onucaHne UCTOYHUKOB MHAbopMaLmmn O NporpaMMe.

Kaspersky Security 10.1.1 ans Windows Server

OTOT pasgen codepXxuT onucaHue yHKUWUA, KOMMNOHEHTOB M KomnnekTta noctaBku Kaspersky Security 10.1.1
ans Windows Server, nepedveHb annapaTHbIX W MporpamMMHbIX TpeboBaHui Kaspersky Security 10.1.1
ansa Windows Server.

YcTaHoBKa 1 yoaneHue nporpamMmmvbl

OTOT pasgen coaepXuT MolaroBble MWHCTPYKUMM MO ycTaHoBke W ypaneHuo Kaspersky Security 10.1.1
ansa Windows Server.

NHTepderic nporpammel

OtoT pasgen cogepXuT  mHdopmauumio 06 anemeHTax  uHTepdpenica  Kaspersky  Security  10.1.1
ans Windows Server.

JNnueHsnpoBaHmWe nporpaMmbl

10T pasgen coaepxXuTt I/IHd)OpMaLI,I/IIO 00 OCHOBHbIX MOHATUSIX, CBA3AHHbIX C TMUeH3npoBaHneM nporpamMmmsbl.

3anyck n octaHoBka Kaspersky Security 10.1.1 gna Windows Server

OT1OT pasgen cogepxut mHopmaumio o 3anycke u octaHoBke [NnarnHa ynpaBneHus Kaspersky Security 10.1.1
ansa Windows Server (ganee tarke "lNnarvH ynpaenenusa") n crnyxbol Kaspersky Security.

06 smom pykosodcmee
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MpaBa pgoctyna k doyHkumnam Kaspersky Security 10.1.1 ana Windows Server

OTOT pasaen CoaepXuT MHdopMaUuio 0 NpaBax Ha ynpaeneHne Kaspersky Security 10.1.1 gna Windows Server u
cnyx6amm Windows®, koTopble permcTpupyeT nporpamma, a Takke UHCTPYKLUKU MO HACTPOKKe 3TMX npas.
CospaHne 1 HacTpolka NonmuTuUK

B atom pasgene cogepxutcs nHdopmauusa o npumeHeHun nonutuk Kaspersky Security Center gnsa ynpasneHus
3apavamu Kaspersky Security 10.1.1 ana Windows Server Ha HECKOMNbKUX cepBepax.

CospgaHue n HacTporka 3agad B Kaspersky Security Center

OT0T pasgen cogepxuT MHdopmauuio o 3agadax Kaspersky Security 10.1.1 gna Windows Server, nx cosgaHuu,
HacTpoWKe NapamMeTpoB BbIMOMHEHWS, 3aMyCKe N OCTaHOBKE.

YnpaBneHve napametTpamMmu nporpammbl

OTOT pasgen coaepXut MHMOpMauMio O HacTpolnke obwux napameTpoB paboTtbl Kaspersky Security 10.1.1
ana Windows Server B Kaspersky Security Center.

MNMocTosiHHas 3alwmTa cepepa

OTOT pasgen CoaepXuT MHopMaumio O 3agadyax NOCTOAHHOM 3awmTbl cepBepa: lNocTosiHHasa 3awmTa dannos,
Mposepka ckpunToB, cnonb3osaHne KSN, 3awmTta OT wWndpoBaHus, a Takke O pyHKUMOHanbHOCTU 3awimTa
OT 3KCNSIONTOB. Takke 9TOT pasden COAEPXMT WHCTPYKUMW MO HACTpoWKe 3agday MNOCTOSAHHOW 3alinTbl M
Mo HacTpomnke NnapameTpoB 6e30nacHOCTM 3auLLLaeMoro cepeepa.

KOHTpOmnb akTMBHOCTMK Ha cepBepax

OTOT pasgen cogepxuT uHdopmaumio o yHkumMoHanbHocTn Kaspersky Security 10.1.1 gna Windows Server,
KOTOpas Mo3BONseT KOHTPONUPOBaTb 3anycku NporpamMm M NOAKMIoYeHUs dneLl-HakonuTenen Opyrux BHELHMX
ycTponcTs no USB.

KOHTpOnb akTUBHOCTU B CETU

OTOT pasgen cogepxuT MHGOPMAaUMIO O 3agadve  YnpaBneHue ceTeBbiM 3KpaHOM UM 3ajaum  3awuTa
OT WnpoBaHus.

[unarHoctunka cuctemsl

OTOT pasgen coaepXuT WHopMaumilo O 3agadye KOHTpons parnoBbIX Onepauun U BO3MOXHOCTAX aHanuaa
CUCTEMHOrO XypHarna onepauuoHHOM CUCTEMBI.

WHTerpaumst co CTOPOHHUMU cUcTeMamMu

B atom paspgene onucaHa wuHTerpaums Kaspersky Security 10.1.1 gna Windows Server ¢ dyHKUMAMU U
TEXHOMOrMsAMMU CTOPOHHUX NPOU3BOAUTENEN.

Pabota ¢ Kaspersky Security 10.1.1 ana Windows Server n3 KOMaHaHOW CTPOKM

OTOoT pasgen cogepxuT  onucaHme paboTtbl ¢ Kaspersky Security 10.1.1  gna Windows  Server
13 KOMaHAHOW CTPOKM.

O6paLlleHne B Cnyxby TEXHUYECKON NOAAEPIKKN

OTOT pasgen coaepXkuTt MHdopmaumio o cnocobax 1 YyCnoBUsIX NOMYYEHUs1 TEXHUYECKOWN NOAAEPXKKN.

06 amom pykosodcmee
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Moccapun

o707 pasgen coaepXut CnMcok TepMMHOB, KOTOPbIEe BCTPEYarTCA B TEKCTE AOKYMEHTa, a TaKXe onpeaenieHnda
3TNUX TEPMUNHOB.

AO "lNabopaTtopusa Kacnepckoro"

OT10T pasgen cogepxut nHdopmaunto 06 AO "lNabopatopun Kacnepckoro”.

MHdopmaums o cTOpoHHEM Koge

Q70T pasgen coaepXuT MHOpMaLMIO 0 CTOPOHHEM KoAe, UCMONb3yeMOM B NMporpamMme.

YBegomneHus o TOBApPHbIX 3HaKax

B atom pasfgene nepeduncrnieHbl ToBapHbl€ 3HAaKN CTOPOHHUX npasooGna.aneneVl, MCNoJ1Ib30BaHHbIE B OKYMEHTE.

[MpeameTHbIN ykasaTtenb

OT0T pasgen No3BonsieT ObICTPO HANTM HEOOXOAMMbIE CBEAEHUS B JOKYMEHTE.

YcnoBHble 0003HaYeHusA

B aTOM AOKYMEHTe NCNoMnb3yloTCs YCIOBHbIe 0603HaYeHNs (CM. Tabnuuy Hxke).

Tabnuua 1. YcnosHble 0603HaYeHus1

Mpumep TekcTa OnucaHue ycrnoBHOro 0603Ha4eHus

MpenynpexaeHuns BblaeneHbl KpacHbIM LIBETOM U 3aKITloYeHbl B paMKy.
MpenynpexaeHus cogepxat MHopMaumio 0 AeNCTBUSX, KOTOpble MOTYT
MUMeTb HexXenaTerbHble NoCNeaCTBuS.

O6patnte BHUMaHKE Ha TO,
yTo...

I'Ipwmeanvm 3aKIK04Y€eHbl B PaMKy. anIMe‘-IaHI/IFI coaepxat aonoJiHu-
TEJ1bHYIO N CNMPaBOYHYHO Mchopmau,vuo.

PekomeHayeTcs ncnonb3o-

BaTb...
Mpumep: Mpumepbl npyBedeHbl B 6r10kax Ha rony6om hoHe nog, 3arofioBKOM
' "Mpumep".
O6HoBneHne — 3T0... KypcnBoMm BblgeneHbl cregyloLime aneMeHTbl TekcTa:
BosHukaeT cobbitue basbl ycTa- e HOBblE TEPMUHBI;
penu. e Ha3BaHWs CTATyCOB M COBLITWI MPOrpamMbl.
Haxmunte Ha knasuwy ENTER. HassaHus knasuLw KnaBmaTypbl BblAeneHbl NONY>XUPHbIM LWPUADTOM U
Haxmute kombrHaumio KnasuLu NPONUCHBIMI GykBamu.
ALT+F4. HasBaHus knaBuLl, COeAMHEHHbIE 3HAKOM + (M0C), 03HA4aT KOMOUHa-

LMo knaeumw. Takne knasuLn Tpe6yeTc;| HaXunmatb OAHOBPEMEHHO.

06 smom pykosodcmee
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Mpumep TekcTa

OnuncaHme ycrnoBHOro o603Ha4yeHus

HaxxmuTte Ha KHonKy BkniounTb.

HasBaHus anemeHTOB UHTepdelica NporpamMmebl, HanpMmep, nonen BBoaa,
MYHKTOB MEHI0, KHOMOK, BblAeNeHbl NOMYKUPHBLIM LLIPUETOM.

» Ymobbl Hacmpoums pacru-
caHue 3adayu, 8bIrnosiHuUme
cnedyrouwue delicmaus:

BBoaHble dhpasbl MHCTPYKLUUIA BblAENEHbI KYPCUBOM M 3HAYKOM "CcTpenka".

B komaHgHoOW cTpoke BBEAUTE
TekcT help

MosiBuTCA cnegyto-

wee coobLieHwne:

Ykaxute gaty B oopmate
oo:MM:IT'T.

CneumaneHbIM CTUREM BbiAENEHbI CrneayoLime Tunbl TeKCTa:
e TEKCT KOMaHOHOW CTPOKW;
e TEKCT coobLLEHWIA, BLIBOAMMbIX MPOrpamMmMON Ha 3KpaH;
e [aHHble, KOTOpble TpebyeTcst BBECTU C KraBumaTypbl.

<Mmsa nonb3oBaTens>

lMepemeHHble 3aknoyeHbl B yrioBble ckobkn. BMecTo nepemeHHoN Tpe-
ByeTca NoACTaBUTL COOTBETCTBYHOLLEE el 3HaYeHWe, ONyCTUB YrioBble
CKOBKM.

06 smom pykosodcmee
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UCcTOYHUKN nHpopmauumn
o Kaspersky Security 10.1.1
ana Windows Server

ATOT pasgen coaepXuT onMcaHne UCTOYHMKOB MHGOPMaLIMK O NporpaMme.

Bbl MoxeTe BblbpaTb Hambonee yaoOHbIN MCTOYHWK MHAOPMALMU B 3aBUCUMOCTUM OT BaXKHOCTU U CPOYHOCTU
BOnpoca.

B aTtom pasgene
NCTOYHUKM ANS CAMOCTOSATENBHOTO MONCKA MHMDOPMALIMM ....eeeiiriieeeiitiieeesiteeeeeateeeeessteeeeesnteeeessabeeeeesbneeessbneeeeanes 15

O6cyxaeHne nporpamm "JlabopaTtoprm Kacnepckoro” Ha OPYME .........uuueiiiieeeiiiiiiieieeeeeesseenieeeeeeessssnnnseeeeeaeeeeas 16

UCTOYHUKM ANA CaMOCTOATENbHOIro NoncKa VIH(bOpMaLIMVI

Bbl MoxeTe ucnonb3oBaTb crnegylowme UCTOYHMKM Ans CaMOCTOSTENbHOro noucka mHdopmaumm o Kaspersky
Security 10.1.1 gna Windows Server:

e cTpaHuua Kaspersky Security 10.1.1 gna Windows Server Ha Beb-canTte "Jlabopatopuun Kacnepckoro”
e CTpaHuua nporpamMmmbl Ha Beb-cante CnyxObl TexHu4eckon nogaepxku (basa sHaHun);

e  [OKyMeHTaLus.

Ecnv Bbl He Hawnu peleHne ceoer npobriembl, obpatutecb B Cnyxby TexHUYeckon noaaepxku
"INNabopaTtopum Kacnepckoro" https://support.kaspersky.ru/.

[na ncnonb3oBaHMst UICTOYHUKOB MHGOpMaLuK Ha Beb-canTax TpebyeTca NOAKMOYEHNE K MHTEPHETY.

Ctpanuua Kaspersky Security 10.1.1 gna Windows Server Ha Beb-cawnTte "llabopaTopun Kacnepckoro”

Ha CTpaHuue Kaspersky Security 10.1.1 ana Windows Server
https://www.kaspersky.com/small-to-medium-business-security/windows-server-security Bbl MOXeTe NONy4YuTb
06LLyt0 MHOopMaLMIo O NporpaMMe, ee BO3MOXHOCTSAX M 0COBEHHOCTAX paboThbl.

CtpaHuua Kaspersky Security 10.1.1 ana Windows Server coaepXuT CCbINKy Ha UHTepHeT-marasuvH. B HeM Bbl
MOXeTe NpMobpecTy NporpamMmmy MM NPOAMTL NPaBo MONb30BaHUSA MPOrPaMMONn.

CtpaHuua Kaspersky Security 10.1.1 gna Windows Server B base 3HaHui

Basa 3HaHum — 310 pa3gen Beb-canta CnyxObl TEXHUYECKOW NOSOEPKKN.

Ha CTpaHuue Kaspersky Security 10.1.1 ana Windows Server B base 3HaHuN

UemoyuHuku uHgpopmayuu o Kaspersky Security 10.1.1 dns Windows Server
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(https://support.kaspersky.com/ksws10/) Bbl HawgeTe cTaTbW, KOTOpble COAepXaT MoMesHyw WHgpopmauumio,
pekoMeHaaumm n  OTBETHI Ha4acTO  3aJaBaeMble  BOMPOCbl O NPUOBPETEHMM,  YCTaAHOBKE U
NCNONb30BaHNN MPOrpamMmei.

Ctatbu basbl 3HaHWMIA MOryT OTBeYaTb Ha BOMPOCHI, KOTOpble OTHOCATCA He Tonbko K Kaspersky Security 10.1.1
ana Windows Server, Ho u k gpyrum nporpammam "labopatopum Kacnepckoro". Ctatbn basbl 3HaHWU Takke MOryT
copgepxaTtb HOBOCTM Cnyx0bl TEXHUYECKOW NOAAEPXKKU.

HokymeHTaums Kaspersky Security 10.1.1 gna Windows Server

B PykoBoacTtBe agmuHucTtpatopa Kaspersky Security 10.1.1 ana Windows Server Bbl MOXXeTe HalTU MHpOpMaLniO
006 ycTaHoBKe, yoaneHuun, HaCcTPOMKE U UCNONb30BaHUN NPOrpaMMei.

O6GcyxaeHune nporpamm "Jlabopatopumn Kacnepckoro”
Ha chopyme

Ecnn Baw Bonpoc He TpebyeT Cpo4HOro oTBeTa, Bbl MOxeTe obcyauTb ero co cneuwanuctamu "JlabopaTtopumn
Kacnepckoro" n gpyrumum nonb3osatensmMu Ha Hawem dopyme hitp://forum.kaspersky.com/.

Ha c¢opyme Bbl MOXeTe npocmaTpmBaTb OMyONUKOBaHHbIE TeMbl, 000aBNATL CBOM KOMMEHTapuu, CO34aBaTb
HOBblE TEMbI AN 06CyXaeHUs.

UemoyuHuku uHgpopmayuu o Kaspersky Security 10.1.1 dns Windows Server
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Kaspersky Security 10.1.1
ana Windows Server

OTOT pasgen coaoepXuT onuMcaHuMe (yHKUMIA, KOMMOHEHTOB M Komnnekta nocTtaBku Kaspersky Security 10.1.1
ana Windows Server, nepedeHb annapaTHbiXx W nporpaMmmHbix TpeboBaHun Kaspersky Security 10.1.1
nna Windows Server.

B aTtom pasgene

O Kaspersky Security 10.1.1 AN WINAOWS SEIVET ......uuiiieeiiiiiiiiieeee e e s e ettt e e e e e s e sitarae e e e e e e s s sssantaeeeaaeesssnsrrrseeaaesans 17
UTO HOBOTO ... e 20
KOMITIIEKT TTOCTABKM .....vveviveverirereeeseeesesesssssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssnnes 21
AnnapaTHbI€ Y NPOTPAMMHDBIE TPEOOBAHMS ........uviieiiitiie ettt e et e et e e st e e e et et e e e aabe e e e e snbr e e e e anbreeeannnnas 23

O Kaspersky Security 10.1.1 gana Windows Server

Kaspersky Security 10.1.1 pgna Windows Server 3awuwaer cepsepbl, paboTtatiowme nop ynpasneHnem
onepaumnoHHbIx cuctem Microsoft® Windows, 1 ceTeBble XpaHunuvLia OT BUPYCOB U APYrMX Yrpo3 KOMMbIOTEPHON
6e30nacHOCTN, KOTOpPbIM MOryT MoABepraTbCsa cepBepbl B pesynbrate obmeHa cpaninamn. Kaspersky Security
10.1.1 pna Windows Server npegHasHayeH QA5 UCMOMb30BaHMA B fOKaNbHbIX CETAX CPedHuUX W KPYMHbIX
opraHusauuii. Nonb3oBaTtenamu Kaspersky Security 10.1.1 ana Windows Server aBnawoTca agMUHUCTPaTOpbl CeTH
opraHm3aumm u CoOTpyaHWKN, OTBEYaloLne 3a aHTMBUPYCHYIO 3aLLMTY CETU OpraHmnsauum.

Bbl MmoxeTe ycTtaHoBUTL KoHconb Kaspersky Security 10.1.1 ang Windows Server Ha cnefyoLwmx Tunax cepBepos:

e Ha TepMUHalbHbIX cepBepax;
e Ha cepBepax nevaru;

e Ha cepBepax NPUIOXeHMWA;

e Ha KOHTponnepax JOMEHOB;

e Ha cepBepax, 3allMLLaloLLMX CETEBbIE XPaHUINLLA;

e Ha (pannoBbIx cepBepax — OHW Bonee Apyrmx NogBepXKeHbl 3apaxeHuto, Tak kak obMeHnBaloTca hannamm
C paboynmu cTaHUMAMMN.

Bbl moxeTe ynpaenaTte Kaspersky Security 10.1.1 gns Windows Server cnegyowmmm cnocobamu:

e yepe3 KoHconb nporpammbl, YCTaHOBIEHHYO Ha ogHOM cepBepe c Kaspersky Security 10.1.1
ana Windows Server unu Ha gpyrom KomnbloTepe;

e  C MOMOLLbIO KOMaHJ KOMaHOHOW CTPOKY;
e yepe3s KoHconb agmuHucTpuposaHus Kaspersky Security Center.

Bbl moxeTe ncnonb3oatb nporpammy Kaspersky Security Center ons LeHTpanM3oBaHHOro ynpaerneHust 3awmMTomn
MHOIMX CEPBEPOB, Ha Kak4oM u3 KoTopbix yctaHoBneH Kaspersky Security 10.1.1 ana Windows Server.

Bbl moxeTe npocmaTtpmBaTb cyeTuyukm npoussoaguTensHocTn Kaspersky Security 10.1.1 gna Windows Server
ans nporpammbl "CUCTEMHBIN MOHMTOP", a Takke CYEeTYUKM 1 noByLwkn SNMP.

Kaspersky Security 10.1.1 dnss Windows Server
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KomnoHeHTbl 1 doyHkumnn Kaspersky Security 10.1.1 ana Windows Server

B cocTas nporpamMmmbl BXOAAT creayrime KOMMNOHEHTbI:

MoctossHHaa 3awmTa. Kaspersky Security 10.1.1 ana Windows Server npoBepsieT 0ObeKTbl
npu obpaweHun kK HAM. Kaspersky Security 10.1.1 gnss Windows Server npoBepsieT crneaytoLlme o06bekTbl:

e hannel;
e anbTepHaTMBHbIE NOTOKM hannoBbix cnuctem (Notokm NTFS);
e  [MaBHYIO 3arpy304HYIO 3aNNChb U 3arpy304HbIE CEKTOPbI NTOKaNbHbIX XXECTKMX U CbEMHBIX OVCKOB.

MpoBepka no Tpeb6oBaHuto. Kaspersky Security 10.1.1 ana Windows Server ogHokpaTHO npoBepsieT
yKasaHHylo obnacTtb Ha HanmuuuMe BMPYCOB M OpYrMx Yrpo3 KommnbioTepHon GesonacHocTu. [Nporpamma
npoBepsieT dawnbl, onepaTyBHY NamMATb U OOBbEKTHI aBTO3anycka Ha 3alyuLLaeMoOM CepBepe.

3awmta RPC-nogkniovaemMbix ceTeBbiX XpaHunuw, 1 3awmTta ICAP-nogkniovaembix ceTeBbIX
xpanunuuw,.  Kaspersky Security 10.1.1 agna Windows Server, yCTaHOBNEHHbIN Ha cepBepe
nog ynpaerieHMeM onepaunoHHon cucteMbl Microsoft Windows, 3awuuiaet ceTeBble XpaHunuuia
OTBMPYCOB W  OpPYrUX  yrpo3  KOMMbIOTEPHOM  ©e30macHOCTW,  MPOHMKAKWMX  NOCPEACTBOM
annosoro obmeHa.

KoHTponb 3anycka nporpaMmm. KOMMOHEHT OTCNEXMBaET NOMNbITKM 3anycka NporpamMmm nosnb30BaTensmu 1
perynupyeT 3anyck nporpamm.

KoHTponb yctponcTtB. KOMMOHEHT MO3BOMSIET KOHTPONMPOBATb PErncTpauuio M UCNonb3oBaHWe
3anoMUHalLWMX YCTPOMCTB W ycTpolctB uYTeHnss CD/DVD-guckoB C uenbio  3aWuTbl  OT Yrpos3
©e3onacHOCTK, KOTOpble MOryT BO3HMKHYTb BO BpemMs dannosoro obmeHa ¢ USB-nogknioyaemMbim
dneLu-HakonuTenem UM BHELWHUM YCTPOWCTBOM APYroro Tuna.

3awmTa ot wudpoBaHua 1 3awmta ot wndpoBaHusa ansa NetApp. KOMNOHEHTbI BbIMOMHSOT 3alUMTy
nanok obLlero JocTyna Ha 3alyLlaeMbIx CepBepax U CeTeBbIX XPaHUIMULL OT BPEAOHOCHOIO LUMAPOBaHWS,
nyTem GIOKMPOBKU Y3MOB, NPOSIBMSIOLLMX NOA03PUTENBHYI0 aKTUBHOCTD.

I'IpoaepKa CKpuNTOB. aTtoT KOMMOHEHT KOHTponupyet BbIMOJIHEHNE CKpUnToOB, CO34aHHbIX
no texHonoruam Microsoft Windows Script Technologies.

3awmTta Tpadmka. OTOT KOMMOHEHT nepexBaTbiBaeT W npoBepsieT 00bekTbl, nepeaaBaeMble
no Be6-Tpachuky (BKMoYasi MOYTOBLIA Tpaduk), Ha HaANMMYMEe M3BECTHbIX KOMMLIOTEPHLIX U APYrUX Yrpos
Ha 3aluLaemMoM cepBepe.

YnpaBneHue ceTeBbIM 3KpaHOM. KOMNOHEHT NpegocTaBnseT BO3MOXHOCTb yrnpaBneHus 6paHamayapom
Windows: no3sonsieT HacTpavBaTb napameTpbl U Npasuria CeTeBOro aKpaHa onepaunoHHONW CUCTEMBI U
6rokupyeT nobyo BO3MOXXHOCTb HACTPOWKM NapamMeTpoB CETEBOIO 3KpaHa U3BHE.

MoHutopuHr cannoBbix onepauuin. Kaspersky Security 10.1.1 ans Windows Server obHapyxusaet
n3mMeHeHns B pannax m3 obnactu MOHWTOPWHra, ykasaHHOW B MapameTpax 3agavn. OTU M3MEHEHUd
yKasbIBaloT Ha HapyLleHne 6e30nacHOCTM Ha 3aLLMLLIaeMOM CepBepe.

AHanun3 xypHanoB. KOMMOHEHT BbIMOSHAET KOHTPOMNb LIEMIOCTHOCTW 3aluMliaeMon cpeibl Ha OCHOBE
pe3ynbTaToB aHanuns3a xypHanos cobbitun Windows.

B nporpammMe peanusoBaHbl crieaytoLime dyHKLUUN:

Momewartb Ha kapaHTUH Kaspersky Security 10.1.1 ans Windows Server nepeHocuT 06beKTbl, KOTOpble
OH TMpM3HAEeT BO3MOXHO 3apPaXXEHHbIMW, W3 UCXOOHOIO MECTOMONOXEHUS Ha KkapaHmuH. B uensx
©e30nacHOCTU 0ObEKTbI HA KAapaHTUHE XpaHATCS B 3allMdpoBaHHOM BUAE.

PesepBHoe xpaHunuwe. Kaspersky Security 10.1.1 gna Windows Server coxpaHsieT 3almdpoBaHHble
Konum o6 bEKTOB CO CcTaTycamu 3apaxXeHHbIl U 803MOXHO 3apaKeHHbIU B pe3epeHoe xpaHusuuie nepesn
TeM, KaK BbIMOJIHUTb JievyeHne nnun yoaneHme aTunx 0ObekToB.

Kaspersky Security 10.1.1 dnss Windows Server
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YBegomneHus agMuMHUCTpaTtopa WM nonb3oBaTenen. Bbl  MoOXeTe HacTpouTb YyBeAOMIleHMe
agMUHMCTpaTopa W Monb3oBaTenen, KoTopble obpallaltoTcs K 3aliuaeMoMy CepBepy, O COObITMSX,
cBA3aHHbIX C paboTton Kaspersky Security 10.1.1 ang Windows Server n coctosiHueM aHTMBUPYCHOM
3almThl cepBepa.

O6HoBneHne 6a3 nporpammbl 1 OGHOBReHue mopynen nporpammbl. Kaspersky Security 10.1.1
ana Windows Server 3arpyxaeT obHoBneHua 6a3 u mogynewn nporpammbl ¢ FTP nnn HTTP-cepBepos
obHosneHun "Jlabopatopum Kacnepckoro", Cepsepa agmuHuctpupoBaHusa Kaspersky Security Center unu
APYrMX UCTOYHUKOB OOHOBMEHUN.

MUmnopTt u akcnopT napameTpoB. Bbol MoxeTe akcnoptupoBatb napametpbl Kaspersky Security 10.1.1
ana Windows Server B KOHurypaumoHHbin cann B opmate XML 1 mmnopTupoBaTb napameTpbl
B Kaspersky Security 10.1.1 ana Windows Server n3 koHurypaumoHHoro danna. Bbl MoXxeTe coxpaHuTb
B KOH(UIYpaUMOHHbIN  han  kKak BCe napameTpbl MporpaMMmbl, Tak W napameTpbl  ee
OTAENbHbIX KOMMOHEHTOB.

MpumeHeHne WabnoHOB. Bl MOXeTe BpyYHY HacTpouUTb NapameTpbl 6e30nacHOCTM y3na B epeBe unm
cnucke (pannoBbIX pPecypcoB KOMMbIOTEPA W COXPAHWUTb 3HAYEHUS HAaCTPOEHHbIX NapaMeTpoB B LIABMOH.
3atem Bbl MOXeTe MPUMMEHUTb 3TOT WabnoH npu HacTporke napameTpoB 6e30nacHOCTM ApYyrvx y3nos
B 3agavax 3awmTbl 1 npoepkn Kaspersky Security 10.1.1 ansa Windows Server.

MpaBa poctyna k coyHkumsam Kaspersky Security 10.1.1 gna Windows Server. Bbl moxeTe
HacTpamBaTb NpaBa Ha ynpaBneHune Kaspersky Security 10.1.1 agns Windows Server n cnyxbamu
Windows, koTopble perncTpmpyeTt nporpaMmmMa, Ans Nonb3oBaTenen v rpynn nonb3oBaTenen.

3anucb cobbITUI B XXypHan cobbiTun nporpammbl. Kaspersky Security 10.1.1 ana Windows Server
3anucbiBaeT B XypHan coOblTu  MHOpMaumilo o napameTpax  (YHKUMOHAMbHbLIX  KOMMOHEHTOB
nporpammbl, TEKyLLeM COCTOSHUWM 3agady, coObITMAX, BO3HMKLIMX 3a BPeMS WX BbIMNOMHEHWs, a Takke
0 cobbITuAX, cBA3aHHbIX ¢ ynpaBneHnem Kaspersky Security 10.1.1 gna Windows Server, n nHcdopmaumtio,
HeobxoaMMyto Ans guarHocTukm cboes B paboTe nporpamMMbl.

Mepapxunyeckoe xpaHunuuwe. Kaspersky Security 10.1.1 pgna Windows Server moxet paboTtatb
B PEXMME  UCMOMb30BaHUSA CUCTEM  YMNpaBfeHust unepapxmyeckum  xpanunuwem (HSM-cuctem).
Wcnonb3oBaHue HSM-cucTembl No3BoNseT nepemMelLaTtb AaHHble MexXay ObICTPbIMU NOKaNbHLIMU OUCKaMKU
N MeONIEHHBIMWN YCTPONCTBAMMW LONTOBPEMEHHOIO XpaHeH!s MHopMaunn.

[oBepeHHas 30Ha. Bbl MoXeTe cchopmMupoBaTh CMUCOK UCKITOYEHU N3 06NacT 3almMTbl UM MPOBEPKY,
koTopbin Kaspersky Security 10.1.1 pgna Windows Server 6ygeT npuMeHATb B 3ajadax MNpOBeEpPKu
no TpeboBaHNO N MOCTOSIHHOW 3aLMTbI halinos.

3awmTta OT aKcnNouToB. Bbl MoXxeTe 3awmwiatb namsTb npoueccoB OT 3Kkcniyataunn yﬂ3BVIMOCTeIZ
C nNnoMoLlblo BHEOAPAEMOro B npouecchbl AreHTa 3aWuThHI.

3abnokupoBaHHble y3nbl. Bbl MOXeTe 3a6nokMpoBaTh yaaneHHbIe y3nbl, MbiTaloWwUecs nony4nTs 4OCTyn
K nankam o6Lero ocTyna Ha cepsepe, Npy 0GHapyXeHU BpeaOHOCHOM aKTUBHOCTU C UX CTOPOHDI.
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Y10 HOBOIO

B Kaspersky Security ana Windows Server nossunuce criegyrowme BO3MOXHOCTU U YIyYLUEHUs:

Mopnepkka HOBLIX BEpPCUN onepaumoHHbIX cuctem Microsoft Windows.

Peann3oBaHbl MexaHW3Mbl CaMO3aluUTbl C NOMOLLBD TexHornorum PPL: Tenepb B MOMEHT YCTaHOBKM
nporpaMmma aBTomMaTu4ecku pernctpmpyet ELAM-gpanBep, no3sonswowmin 3anyckaTb crnyx0y Kaspersky
Security (kavfs.exe) c npusHakom Protected Process Light. 310 nossonser ycunuTb camo3alumTy
nporpaMmbl U NPeAoTBPaTUTL LUMPOKUIA CMEKTP aTak.

OT1a yHKUMOHanNbHas BO3MOXHOCTb AOCTYMHA NpW YyCTaHOBKE NMporpamMmbl Ha cepBepbl Mo ynpaBieHnem
onepaumoHHbIX cuctem Microsoft Windows Server 2016 n 6onee no3gHnx Bepcuii.

Mopnepxka npoBepkn u o06paboTknm 06navHbIX annos, pPacnonoXeHHblX B XxpaHnunuwe Microsoft
OnebDrive.

PacwupeHsl Bo3mMoxXHOCTU KOHTpONs nakeToB YCTaHOBKMW.

Tenepb MOXHO yKasaTb, KakMme MakeTbl YCTAHOBKM MOFYT nepedaBaTb NPU3HaK JOBEPEHHOCTU MO BCEN
Lenoyke M3BIEYEHHbIX M3 HUX hannoB. OTO NO3BONSAET NOBbLICUTb CTAbUNBHOCTL NMPOLIECCOB YCTAHOBKM
nporpaMmMHoro obecnedeHuss Ha cepBepe C BKMoYeHHbIM KoHTponem 3anycka nporpamm, O[HakKo
pacwmpsieT obnacTb NOTEHUMANbHON aTaku, yBenMunBasi KOfiM4eCcTBO pas3peLLEeHHbIX 3amyCcKOB Mporpamm.
PekomeHayeTcs NpMMeEHsTb MapamMeTp B Criyyasix, Koraa pasBepTbiBaHWe MporpaMMHOro obecneveHus
BbIMOSTHAETCH NO KOMMIIEKCHOW CXEMEe, B TOM YMCrie BKIOYaloLWwen HeobxoanmocTb nepesarpysku cepeepa
B MpoLuecce pacnpoCcTpaHeHUs NporpaMmMHOro obecnedeHms.

WHuTerpauus ¢ nHctpymeHTtapuem ynpasnexHusa Windows (WMI).

Tenepb npu ycTaHOBKe nporpammbl aBTOMaTtU4eCcKn co3gaeTcs NpocTpaHcTBO umeH Kaspersky Security
B KOpHEBOM npocTpaHcTee nmeH WMI Ha nokanbHOM KoMMbloTepe. Bbl MoxeTe ncnonb3oBaTh KNMEHTCKUe
peleHusi, nogaepxusatolime 3anpocel WMI, ans nony4eHns AaHHbIX 0 NPOrpamMme U O ee KOMMOHEHTaXx.

Mopaepxka AMSI.

Wcnonb3oBaHue TexHonorunm AMSI, wuHTerpupoBaHHou B Microsoft Windows, nossonuno ynyywutb
MexaHu3Mbl NepexsaTa 3arnyckaeMblX Ha CepBepe CKPUMTOB: MOBbILLEHa CTabunbHOCTb 3adaym Nposepka
CKPUMTOB, CHWXEHO BNWSHWE MNPOrpaMmbl Ha OKPY>XEHWE Mpu BbINOMHEHUM MepexsaTa CKPUMNTOB W
OnoKMpoBKM B cnydae obHapyXeHust yrpos, a Takke 3HauyMTernbHO pacwmpeHa obnacTb 3agayn — Tenepb
komnoHeHT lNMpoBepka ckpunToB paboTaeT co ckpuntammn popmator JS, VBS n PS1.

OTa yHKLUMOHaNbHas BO3MOXHOCTb JOCTYMHAa Npu yCcTaHOBKE KOMNOHeHTa [1poBepka CKpynToB Ha cepeep
noAa ynpasneHuem onepaumoHHomn cuctemsl Microsoft Windows Server 2016.

PaclumpeH dopmaT BbiBOAA AaHHbLIX O MpOrpaMMe U ee KOMMOHEHTax € nomouwbio komaHabl KAVSHELL
OMSINFO: Tenepb MOXHO nony4aTtb daHHble O cTaTyce 3agayn KoHTponb 3anycka nporpamMm, a Takke
AaHHble 06 yCTaHOBMNEHHbIX KPUTUYECKMX OBHOBIEHNSIX MOAYMEN NporpamMmbl.

yﬂy‘-lLLIeHbI MeXaHU3Mbl 06Hapy>Keva N N30JIMPOBaHUA akKTUBHbIX Yrpo3:

e Peanu3oBaHo oOGHapyxeHWe 6ecTenecHbIX Yrpo3 — BpPeAOHOCHLIX MNPOrpaMM, CyLLEeCTBYHOLUX
UCKIMIOYUTENBHO B ONEpaLMoOHHON CUCTEME CEPBEPA U HE 3aHUMAIOLLIMX MECTO Ha KECTKOM AUCKE.

e VcnpaBneHbl MmexaHU3Mbl 06paboTKN aKTUBHbIX 3apaKeHUN Npu nx oGHapyXeHUn: Tenepb nporpaMmma
KOPPEKTHO 3aBepLUlaeT 3apaKeHHble NPOoLEeCChI.

e [loGaBneHa BO3MOXHOCTb HacTpaMBaTb CMUCOK MNPOLIECCOB, KOTOPbIE CUUTAKTCS KPUTUYECKUMMU
Ans onepaunoHHon cuctemsl. Mporpamma He OyaeT 3aBepluaTh Takue MPOLECChl NMpU OGHAPYXEHUM
aKTUBHOIO 3apakeHusi.
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HeTtanbHasa nHgopmaums: cm. KB14306.

e PeanuaoBaHa BO3MOXHOCTb HacTpamBaTb Wcnonb3oBaHWe atpubyta AccessTime ans cainos,
npoBepsieMbIX 3agavyaMu NPoOBEPKM No TpeboBaHUIo.

Mo ymonyaHuio mporpamMma BOCCTaHaBnuBaeT Bpems nocregHero obpaieHus (atpubyt AccessTime)
K parny nocrne BbINOMHEHWS €ro MNpoBepKkd. Tenepb MOXHO OTKIOYMTb BOCCTaHOBrEHWe atpubyTa
AccessTime B peecTpe onepauMoHHON CUCTEMBI, €CMN 3TOT MEXAHWU3M BbI3bIBAET NIOXHbIE cpabaTbiBaHWs
CUCTEM pe3epBHOro KoNMpoBaHuA.

HeTtanbHasa nHgopmaums: cm. KB14306.

KomnnekT noctaBku
B KomnnekT nocTaBkM  BXOOUT  MporpaMma-npuBeTCTBME, W3 KOTOPOW  Bbl  MOXETe  BbIMOJHUTL
cnepgywolne AencTBUS:

e 3anycTutb Mactep ycTaHoBku Kaspersky Security 10.1.1 ana Windows Server;

e 3anycTutb mactep yctaHoBku KoHconu Kaspersky Security 10.1.1 ana Windows Server;

e 3anycTutb MacTep yctaHoBku [narvHa ynpaeneHuss Kaspersky Security 10.1.1 gns Windows Server,
KOTOpbIN NO3BONSAET yNpaBnsaTb nporpammon Yyepes Kaspersky Security Center;

e 3anycTuTb MacTep ycTaHOBKW HaacTpownkn Kaspersky Security 10.1.1 gns Microsoft Outlook®;
e npouuTaTth PykoBOACTBO agMUHUCTPATOPA;

e npoumTatb PyKOBOACTBO MOMb30BaTENS;

e npoyuTaTtbh PykoBOACTBO MO BHEAPEHMIO ANS 3aLLMTbl CETEBbLIX XPaHUMMLL;

e nepentn Ha cTtpanudy Kaspersky Security 10.1.1 ans Windows Server Ha Be®-cante "JlabopaTtopuu
Kacnepckoro": https://www.kaspersky.ru/small-to-medium-business-security/windows-server-security;

e nepenTn Ha Beb-canT Cnyx0Obl TexHU4eckon nogaepkkn https://support.kaspersky.ru;
e npouuTaTh MHOpMauuo o TekyleM Bbinycke Kaspersky Security 10.1.1 ana Windows Server.

Manka \client copepxut dannbl anga yctaHoBku KoHconu nporpammbel (Habop komnoHeHTOB "CpepcTtBa
AamuHucTtpupoBaHusa Kaspersky Security 10.1.1 ana Windows Server").

Manka \server cogepxut cnegyoLine dannsbi:

e (pavnbl ansa yctaHoBkM KomnoHeHToB Kaspersky Security 10.1.1 ang Windows Server Ha cepsepe
noAa ynpasneHuem 32-pa3psgHon nnm 64-paspsgHon onepaunoHHon cuctemsl Microsoft Windows.

e havn pgns ycraHoBku [MnarnHa ynpaBneHus Kaspersky Security 10.1.1 gna Windows Server uepe3s
Kaspersky Security Center;

e  apXxuB aHTMBUPYCHbIX 6a3, akTyanbHbIX HA MOMEHT BbIMyCKa NPorpamMmbl;
e dann ¢ TekcToMm JlnueH3noHHoro cornawenuns u MonnuTukn KoHPUAEHUNANbHOCTU.
Manka \setup cogepxuTt dannbl, HeO6X0AMMbIE AN 3anycka NpPorpamMmmbl-NpUBETCTBUS.
Manka \email_plugin cogepxuTt naket yctaHoBku HagcTponkn Kaspersky Security 10.1.1 gns Microsoft Outlook.

daiinbl  KOMMMEeKTa MOCTaBKM pacnofaralTcs B pasHblX MNankax B 3aBMCUMMOCTM OT UX MNpeaHasHayeHus
(cm. Tabnmuy Huxe).
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Tabnuya 2. @alinsl Komnekma rnocmaesku Kaspersky Security 10.1.1 dns Windows Server
®dann HasHaueHune
autorun.inf darin aBTo3anycka mactepa ycrtaHoBku Kaspersky Security 10.1.1

ans Windows Server npu yctaHoBKe NporpaMmbl ¢ NEPEHOCHBLIX HOCUTENei.

ks4ws_admin_guide_ru.pdf

PykoBoacTBO agMuUHUCTpaTOpa.

ks4ws_user_guide_ru.pdf

PyKOBOLI,CTBO nonb3oBaTenA.

ks4ws_netstorage_guide_ru.pdf

PykoBoACTBO N0 BHEAPEHUIO ANs 3aLMTbl CETEBbIX XPaHUIMLL,.

release_notes.txt

dann coagepXxnT MHopmaLuio 0 BEPCUN.

setup.exe

daiin 3anycka nporpammbl NPUBETCTBUSA (3anyckaeT setup.hta).

\client\ks4wstools_x86(x64).msi

MakeT yctaHoBwmka Windows; ycTaHaBnMBaeT Ha 3allMLLaeMoM cepBe-
pe KoHconb nporpammbl.

\client\setup.exe

dann 3anycka mactepa ycTaHOBKM Anis Habopa komnoHeHToB "Cpeactea
agMuHUCTpUpoBaHns" (BkMovatoLlero B cebst KoHconb nporpammel); 3a-
nyckaet chann naketa yctaHoBKkM ks4wstools.msi ¢ ykaszaHHbIMU

B MacTepe napameTpamun yCTaHOBKM.

\server\bases.cab

ApXu1B aHTUBMPYCHbIX 6a3, akTyarnbHbIX HA MOMEHT BbiMyCka NPOrpaMmbl.

\server\setup.exe

dann 3anycka mactepa yctaHoBkm Kaspersky Security 10.1.1
ana Windows Server Ha 3alumLLaemMoM cepBepe; 3anyckaeT ann naketa
ks4ws.msi c ykazaHHbIMM B MacTepe napameTpamMu YCTaHOBKMW.

\server\ks4ws_x86(x64).msi

MakeT cnyx6bl ycTaHoBwmKka Windows; yctaHaBnuBaeT Kaspersky Secu-
rity 10.1.1 gna Windows Server Ha 3aluMiaeMoM CepBepe.

\server\ks4ws.kud

®ann B popmate Kaspersky Unicode Definition ¢ onucaHvem naketa
yCTaHOBKW Ans yaaneHHoun yctaHoBkn Kaspersky Security 10.1.1
ansa Windows Server yepes Kaspersky Security Center.

\server\kicfginst.exe

Mporpamma yctaHoBku MnarvHa ynpaenenus Kaspersky Security 10.1.1
ana Windows Server yepes Kaspersky Security Center.  YcTtaHosute
MnarvH ynpaBneHns Ha KaxaoM cepBepe, Ha KOTOPOM yCTaHOBIEHaA
KoHconb agmuHuctpupoBaHus Kaspersky Security Center, ecnu Bbl
nnaxupyete ynpasnate Kaspersky Security 10.1.1 gna Windows Server
yepes Hee.

\server\license.txt

danin ¢ Tekctom JIMLEH3MOHHOro cornatleHns u NonuTtukm kKoHuaeH-
LManbHOCTW.

\server\migration.txt

®daiin ¢ onucaHveM nepexona c NpeablayLLnMX Bepcuii nporpaMmb.

\setup\setup.hta

daiin 3anycka nporpamMmmbl NPUBETCTBYUS.

\email_plugin\ksmail_x86(x64).msi

MakeT ycTtaHoBLMKka Windows; ycTaHaBnmBaeT HaaCTporiky Microsoft
Outlook ansa Kaspersky Security 10.1.1 ana Windows Server
Ha 3awyLaeMom cepseepe.

Bbl MoxeTe 3anyckaTb chaiinbl, BXoAsiLMe B KOMMEKT NOCTaBKWU, C YCTAHOBOYHOrO KOMMakT-Aucka. Ecnun Bbl
npenBapuTenbHO ckonupoBanu dainsbl Ha NokanbHbIN AUCK, yoeauTech, YTO COXpaHeHa CTPYKTypa aiiros

KOMMJIEKTA NOCTaBKN.
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AnnapaTtHble U NporpaMMHbIe TpebGoBaHus

B atom pasgene onucaHbl annapaTtHblie U nporpamMmmMHbie Tp660BaHl/IF| K 3aluiiaeMbiM cepBepamM U CeTeEBbIM
XpaHunnumuam AaHHbIX.

TpeboBaHUA K cepBepy, Ha KOTOpbIM ycTaHaBnuBaeTcs Kaspersky
Security 10.1.1 ana Windows Server

Mepen yctaHoBkon Kaspersky Security 10.1.1 gna Windows Server TpebyeTtcsa yoanutb C cepBepa apyrue
@HTUBMPYCHbIE MPOrpamMmMbl.

Bbol moxeTe yctaHaBnuBatb Kaspersky Security 10.1.1 gna Windows Server, He yganssa yCTaHOBMEHHbIN
AntmBnpyc Kacnepckoro 8.0 pgna Windows Server Enterprise Edition wnu Kaspersky Security 10
ansa Windows Server.

AnnapatHble TpeboBaHus Kk cepBepy
Obwwe TpeboBaHus:
e X86/64-coBMeCTUMbIE OOHOSIAEPHbBIE NN MHOMOSIAEPHbIE CUCTEMBI;
e 00bem ANCKOBOro MpOCTpaHCTBa:
e [N YCTAHOBKW BCEX NPOrpaMMHbIX KOMNoHeHToB: 70 MB;
e [ONH 3arpy3kn 1 XpaHeHus aHTMBUPYCHbIX 6a3 nporpammel: 2 ['b (pekomeHayeTcs);
e  [ONs XpaHeHus 0ObEKTOB Ha KapaHTMHe U B pe3epBHOM xpaHunuue: 400 Mb (pekomeHayeTcs);
e Ong xpaHeHus xypHanos: 1 'b (pekomeHayeTcs).
MuHnmanesHas koHdurypaums:
e npoueccop: 1,4 'Tu, ogHoAAEPHbIN;
e onepatuBHasi namaTb: 1 I'b;
e avckoBas nogcuctema: 4 'b JOCTYNMHOro NpocTpaHcTBa.
PekomeHayemas koHdurypaums:
e npoueccop: 2,4 [Ty, YeTblpexbaaepHbIn;
e onepaTtuBHasa namsaTb: 2 ['b;

e anckoBag noacuctema: 4 'b goCTYNHOro NpocTpaHcTBa.

MporpaMmmMHble TpeGoBaHusA K cepBepy

Bbl moxeTe ycrtaHoBuTb Kaspersky Security 10.1.1 ana Windows Server Ha cepBepe nof ynpaBneHuem
32-paspsagHon unmn 64-paspsgHon onepaumnoHHon cuctemsl Microsoft Windows.

Ons yctaHoBkm n pabotbl Kaspersky Security 10.1.1 ans Windows Server TpebyeTca Hanuuue Ha cepsepe
yctaHoBwuka Windows Bepcum 3.1.

Kaspersky Security 10.1.1 dns Windows Server
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Bbl moxeTte yctaHoBuTb Kaspersky Security 10.1.1 ans Windows Server Ha cepep nof ynpaBneHUem OAHOW
n3 cnepyowmx 32-paspsiaHbiX onepaunoHHbIx cuctem Microsoft Windows:

Windows Server® 2003 Standard / Enterprise / Datacenter ¢ naketom 06HoBReHUn SP2 unu BblILwe;
Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢ nakeTom 06HOBNeHUn SP2 nnu BhbILLE;
Windows Server 2008 Standard / Enterprise / Datacenter ¢ naketom obHoBneHun SP1 nnu Bbille;

Windows Server 2008 Core / Standard / Enterprise / Datacenter c naketom oOHoBneHun SP1 unu Bbille.

Bbl moxeTte yctaHoBuTb Kaspersky Security 10.1.1 ans Windows Server Ha cepep nof ynpaBrneHUem OAHOW
n3 cnepyowmx 64-paspsiaHbix onepaunoHHbIx cuctem Microsoft Windows:

Windows Server 2003 Standard / Enterprise / Datacenter c naketoM 0OHOBNeHUn SP2 unu Bbille;
Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢ nakeTom 06HoBNeHU SP2 nnu Bbiwwe;
Windows Server 2008 Standard / Enterprise / Datacenter c naketom o6HoBneHun SP1 unu Bbille;
Microsoft Small Business Server 2008 Standard / Premium;

Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter ¢ nakeTom o6HoBneHun SP1
nnn Bbllle,

Windows Server 2008 R2 Core / Standard / Enterprise / Datacenter c naketom o06HoBneHun SP1
nnn Bbllle,

Windows Hyper-V® Server 2008 R2 ¢ naketom obHoBneHun SP1 nnu Boiwe;
Microsoft Small Business Server 2011 Essentials / Standard,;

Microsoft Windows MultiPoint™ Server 2011;

Windows Server 2012 Foundation / Essentials / Standard / Datacenter / MultiPoint Server;
Windows Server 2012 Core / Standard / Datacenter;

Windows Storage Server 2012;

Windows Hyper-V Server 2012;

Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter;

Windows Server 2012 R2 Core / Standard / Datacenter;

Windows Storage Server 2012 R2;

Windows Hyper-V Server 2012 R2;

Windows Server 2016 Essentials / Standard / Datacenter / MultiPoint Premium Server;
Windows Server 2016 Core / Standard / Datacenter;

Windows Storage Server 2016;

Windows Hyper-V Server 2016;

Windows Server 2019 (Bce Bepcun).
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Cnepytowume onepaunoHHble cuctembl Windows 6Gonee He nogaepxuatoTcs npomssogutenem: Windows
Server 2003 Standard / Enterprise / Datacenter c naketom obHoBnenun SP2, Windows Server 2003 R2
Standard / Enterprise / Datacenter ¢c naketom o6HoBneHun SP2 (32-x 1 64-x pa3psigHasa Bepcun). Bo3aMOoXHbI
OrpaHUYeHnss TexHM4eckon nopmepkku Jlabopatopum Kacnepckoro cepBepoB, paboTarolmx Ha AaHHbIX
OnepaumnoHHbIX CUCTEMAX.

Bol moxeTte yctaHoBuTb KoHcomnb Kaspersky Security 10.1.1 ans Windows Server Ha cnegywowue Tunbl
TepMUHarnbHbIX CEPBEPOB:

e Microsoft Remote Desktop Services Ha 6a3e Windows Server 2008;

e Microsoft Remote Desktop Services Ha 6a3ze Windows Server 2008 R2;
e Microsoft Remote Desktop Services Ha 6a3e Windows Server 2012;

e Microsoft Remote Desktop Services Ha 6a3ze Windows Server 2012 R2;
e Microsoft Remote Desktop Services Ha 6a3e Windows Server 2016;

e Microsoft Remote Desktop Services Ha 6a3e Windows Server 2019;

e Citrix XenApp 6.0, 6.5,7.0,7.5-7.9, 7.15;

e Citrix XenDesktop 7.0, 7.1, 7.5-7.9, 7.15.

Mporpamma Kaspersky Security 10.1.1 gns Windows Server coBmectuma co cnegyiowmmmn sepcuammn Kaspersky
Security Center:

e Kaspersky Security Center 10.4;
e Kaspersky Security Center 10.5;
o Kaspersky Security Center 11.

Tpe6GoBaHus K 3alMLLAEeMOMY CETEBOMY XPaHUNULLY

Kaspersky Security 10.1.1 ana Windows Server MOXeT wucnonb3oBaTbCA ANS 3alWMTbl  CrieayoLmx
CeTEBbIX XPaHUMULL;

e NetApp c ogHon 13 cnefyroLwmnx onepaumoHHbIX CUCTEM:
e Data ONTAP 7.x n Data ONTAP 8.x B pexume 7-mode;
e Data ONTAP 8.2.1 nnu BbiLwe B pexume cluster-mode.
e Dell™ EMC™ Celerra™ / VNX™ co cnegyloLmum nporpaMMHbIM obecneyeHmem:
e onepaunoHHas cuctema EMC DART 6.0.36 nnu Bbiwe;
e Celerra Antivirus Agent (CAVA) 4.5.2.3 unu BbliLle.
e Dell EMC Isilon™ c onepauuoHHoi cuctemon OneFS™ 7.0 unu Bbiwe.
e CerteBble xpaHunuia Hitachi Ha ogHol 13 cneaylowmx nnaTgopm:
e HNAS 4100.
e HNAS 4080.
e HNAS 4060.
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e HNAS 4040.
e HNAS 3090.
e HNAS 3080.
e CerteBble xpaHunuwa IBM cepum IBM System Storage N.
e Oracle® NAS Systems cemenctsa Oracle ZFS Storage Appliance.

e CeteBble xpaHnnuwa Dell Ha nnatdopme Dell Compellent™ FS8600.

TpeGoBaHMA K KOMNbIOTEPY, HA KOTOPbIA YCTaHaBNIMBaeTCA
KoHconb nporpammbl

AnnapatHble TpeboBaHUSA K KOMNbIOTEPY

PekomeHayembin 06bem onepaTtuBHoin namaTn: 128 MB nnu 6onee.

CBoboaHoe anckoBoe npoctpaHcTeo: 30 MB.

MporpaMMHble TpeboBaHUsS K KOMMbIOTEPY

Bol moxeTe yctaHoBuTb KoOHCOMb nporpamMmbl  Ha KOMMAbOTEpe nof ynpasneHvem 32-pa3psgHon  unu
64-paspsgHon onepaumoHHon cuctembl Microsoft Windows.

Ons yctaHoBkm u pabotbl KoHconu nporpammbl  TpebyeTcs HanuMume Ha KOMMblOTepe  YyCTaHOBLUMKA
Windows Bepcun 3.1.

Bbl MoxeTe ycTtaHOBUTH KoHCOMb mMporpamMMbl Ha KOMMbHOTEPE Nof YNpaBfieHWEM OOHOW M3 CriedytoLmx
32-paspsagHbix onepaunoHHblx cuctem Microsoft Windows:

e Windows Server 2003 Standard / Enterprise / Datacenter ¢ naketom o6HoBMNeHMI SP2 unu Bbllle;

e Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢c nakeTtom 06HOBNeHUn SP2 unu Bbille;
e Windows Server 2008 Standard / Enterprise / Datacenter ¢ naketom o6HoBMneHMIn SP1 unu Boille;

e Microsoft Windows XP Professional c naketom 06HoBReHun SP2 unu Bbllwe;

e Microsoft Windows Vista® Editions;

e Microsoft Windows 7;

e Microsoft Windows 8;

e Microsoft Windows 8.1;

e Microsoft Windows 10.

Bbl MoxeTe ycTtaHOBUTH KoHCOMb mMporpamMbl Ha KOMMbHOTEPE MOA YNpPaBfieHWEM OOHOW M3 CriedytoLmx
64-pa3psagHbix onepaumoHHbIx cucteM Microsoft Windows:

e Windows Server 2003 Standard / Enterprise / Datacenter ¢ naketom o6HoBNeHuIn SP2 unu Bbille;
¢ Windows Server 2003 R2 Standard / Enterprise / Datacenter ¢ nakeTom 06HOBNEHWI SP2 nnu Bbille;
e Windows Server 2008 Standard / Enterprise / Datacenter ¢ naketom o6HoBNeHun SP1 unu Bbilwle;

e Microsoft Small Business Server 2008 Standard / Premium;

Kaspersky Security 10.1.1 dnss Windows Server
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Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter ¢ naketom o6HoBneHun SP1
Unu BbILLE;

Microsoft Small Business Server 2011 Essentials / Standard,;

Microsoft Windows MultiPoint Server 2011,

Windows Server 2012 Foundation / Essentials / Standard / Datacenter / MultiPoint Server;
Windows Storage Server 2012;

Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter;

Windows Storage Server 2012 R2;

Windows Server 2016 Essentials / Standard / Datacenter / MultiPoint Premium Server;
Windows Storage Server 2016;

Windows Server 2019 (Bce Bepcun);

Microsoft Windows XP Professional Edition ¢ nakeTtom o6HoBneHni SP2 unu Bblwe;
Microsoft Windows Vista;

Microsoft Windows 7;

Microsoft Windows 8;

Microsoft Windows 8.1;

Microsoft Windows 10.

Kaspersky Security 10.1.1 dnss Windows Server
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YcTaHOBKa 1 yaaneHue nporpamMmmbl

OTOT pasgen CoaepXuT MollaroBble MHCTPYKUMM MO ycTaHOBKe U yaanenuto Kaspersky Security 10.1.1
ana Windows Server.

B aTtom pasgene

MporpammHble komnoHeHTbl Kaspersky Security 10.1.1 ana Windows Server n ux kogbl Ans cnyxo6ebl

YCTAHOBLUMKA WINAOWS.....oiiiiiiiiiiiiiiieieie ettt ettt ettt ettt e ee ittt et eeaeeeeeeeee e e e e aeeeaeseaeseeeeeeesessanssessesnsnsnsssnnnsnsnnnnnnnnnnnnnnns 28
NameHeHuns B cucteme nocne yctaHoBku Kaspersky Security 10.1.1 ansg Windows Server .........ccccooveeeviieeeenns 32
Mpoueccol Kaspersky Security 10.1.1 A8 WINAOWS SEIVET ......uuiiiiiiiiii ittt sbae e e anneee e 36
MapameTpbl yCTAHOBKU M YAANEHUS U KNIOYN KOMaHOHOW CTPOKM ANns cnyx6bl yctaHosLwmka Windows ............. 37
YKypHan yctaHoBku n yaaneHus Kaspersky Security 10.1.1 ans Windows SErver ........cccccceeveviiivveeeeeeeeeescivnnens 43
TTIAHNPOBAHME YOTAHOBKM .....eieiitiieeiittieeeaitteeeeeaateeeeeaabeeeeesabe e e e e aabe e e e e aabe e e e e aabe e e e e aabee e e e aabe e e e e anbbeeeeanbbeeeeanbbeeeeabbeeeeanes 43
YcTaHoBKa U yaaneHne NPorpaMmmbl C MOMOLLLBEO MACTEP@ . ....ceureerurerersreessreesreressreeaseeassseesaseeessneesssessssneesnsesennes 46
YcTaHoBKa U yaaneHve nporpamMmmbl U3 KOMAHOHOM CTPOKM .......uuterurererureesureeireressreeaseesssseesneeessneessnessssneesnsessnsnens 59
YcTtaHoBka 1 yganeHue nporpammbl Yepes Kaspersky Security Center ..., 64
YcTaHoBKa 1 yganeHve nporpaMmmbl Yepesa rpynnosble NonnTukn Active DireCtory ..., 69
MpoBepka dyHkunn Kaspersky Security 10.1.1 ana Windows Server. Vicnonb3oBaHne TeCTOBOro BMpyca

G AR .ttt Rt ea e R et R et e o R e e AR R e e e R et e R R e e oA Ee e e AR R e e eR R e e e R Rt e e Re e e Rn e e anne e e Ereennreeennes 72
LRz oTe oL Ty oo o 2= LY Y T O PP PP PP PPPP 75

NMporpammMmHblie KOMNOHeHTbI Kaspersky Security 10.1.1
ana Windows Server n ux koabl AnA cnyxobl
ycTtaHoBLwuKa Windows

Mo ymonyaHuio dainel \server\ks4dws x86(x64).msi ycTaHaBnNuBalT BCe MporpaMMHble KOMMOHeHTbl Kaspersky
Security 10.1.1 ana Windows Server. Bbl MOXeTe BKIMIOYMTb YCTAHOBKY OAHHOMO KOMMOHEHTa Mpu BbIGOPOYHON
yCTaHoBKe MporpaMmbi.

®annbl \client\ks4wstools_x86(x64).msi ycraHaBnuMBalT BCe MpOrpaMmHble KOMMOHEHTbl Habopa "Cpeactsa
aaMUHUCTpUpoBaHNA".

B cnepgywowux pasgenax npuBoasatcs kodbl koMnoHeHToB Kaspersky Security 10.1.1 gna Windows Server
anst cnyxkbel  ycraHoBwuka Windows. Bbl  MoxeTe wucnonb3oBaTb 39TWM  KoAbl, 4YTOObI 3adaTb CMAWUCOK
yCTaHaBnMBaeMblX KOMMOHEHTOB npw yctaHoBke Kaspersky Security 10.1.1 gna Windows Server u3 komaHgHON
CTPOKM.

B aTtom pasgene

MporpammMHble kKoMmnoHeHTbl Kaspersky Security 10.1.1 aAnst WiNAOWS SEIVET ........ooocvvviiiieee e e 29

MporpamMMHbIe KOMMOHEHTbI Habopa "CpeacTBa aAMUHUCTPUPOBAHMS" ........uvveireeeeeiieeriieeeeeeeesesnneneeseeesssnnsnnneees 32

YcmaHoska u y@aneHue ripoepammsl
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KomnoHeHTbI nporpammbl Kaspersky Security 10.1.1

ansa Windows Server

B cnepytouwlern Tabnuue cogepxartcs Kogbl MU OnucaHue nporpaMmmMHbix komnoHeHToB Kaspersky Security 10.1.1

ana Windows Server.

Tabnuya 3. OnucaHue npoepaMMHbIX KOMoHeHmMoe Kaspersky Security 10.1.1 dns Windows Server

KoMnoHeHT

Kon

BbinonHseT cyHKUUN

OcHoBHas hyHKLMOHANBHOCTb

Core

OTOT KOMMOHEHT BKIHOYAET B cebs1 Habop 6a30BbIX
dyHKUNIA NporpamMmel U obecneyvnBaeT nx pabory.

KoHTponb 3anycka nporpamm

AppCitrl

OTOT KOMMOHEHT OTCMEXMBAET MOMbITKX 3amnycka
nporpamMmm nosb30BaTeNsiMn U paspeLlaeT unm 3a-
npeLiaeT ero B COOTBETCTBUM C 3a4aHHbIMU NPaBu-
namu KOHTPOMS 3amnycka nporpamm.

KomnoHeHT peanuayeTcsi B 3agave KoHTponb 3a-
nycka nporpamm.

KoHTponb ycTponcts

DevCtrl

OTOT KOMNOHEHT OTCNEXUBAET NOMNbLITKA MNOAKITHOYE-
Hus 3anomuHarwmx USB ycTponcTs n 3anpeluaeT
Unu paspeLuaeT Ux UCNonb30BaHWE B COOTBETCTBUM
C 3aflaHHbIMU NpaBMIaMm KOHTPONS YCTPONCTB.

KomnoHeHT peanuayetcs B 3agayve KoHTpornb
YCTPONCTB.

3awmTa Tpaduka

WebGW

3OTOT KOMMOHEHT 0bpabaTbiBaeT ceTeBon Tpaduk,
BKMNtoYaa Tpaduk, NocTynaroLwmm Yyepes noyYToBble
cepBepbl, NepexBaTbiBaET U NPoBepSeT 0ObEKTHI, Ne-
pefaBaeMble No BEO-TpaduKy, Ha HanMune N3BECTHbIX
KOMMbIOTEPHBIX N APYTMX Yrpo3 Ha 3aLumLiaemMoM cep-
Bepe.

AHTUBU pyCHasA 3auwumTta

AVProtection

OTOT KOMNOHEHT obecneynBaeT aHTUBUPYCHYIO 3a-
LWMTY 1 BKIOYaeT B cebs cneaytowme KOMMNOHEHTLI:

o [lpoBepka no TpeboBaHuIo
e [locTosHHas 3awmTta hannos

MpoBepka no Tpe6oBaHuUio

Ods

OTOT KOMNOHEHT yCTaHaBNMBaeT cUCTEMHbIe han-
nbl Kaspersky Security 10.1.1 gna Windows Server
n hannsl, peanusyroLime 3agadum npoBepku

no TpeboBaHuIo (NpoBepka 06 LEKTOB 3aLLNLLAEMOrO
cepBepa, BbINONHAeMas no TpeboBaHuio).

Ecnu, yctaHaBnuasg Kaspersky Security 10.1.1
ans Windows Server n3 komaHgHOW CTPOKW, Bbl
yKaxeTe gpyrve komnoHeHTbl Kaspersky Security
10.1.1 ana Windows Server, He yka3blBast KOMMNO-
HeHT Core, koMnoHeHT Core ByaeT yCTaHOBIEH aB-
TOMaTUYECKN.

YcmaHoeka u yoarneHue rpozpammb!
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KoMnoHeHT

Kon

BbinonHseT cyHKUUN

lMocTosiHHaA 3awuTa hannos

Oas

OTOT KOMMOHEHT obecneyvmBaeT aHTUBUPYCHYIO
nNpoBepKy hannos Ha 3alLmLLLaeMOM cepBepe
npu obpaLleHun K aTum pannam.

KomnoHeHT peanusyeT 3agady NocTosHHas 3awmra
dannos.

WMcnonb3oBaHune Kaspersky
Security Network

Ksn

OTOT KOMMOHEHT peanuayeT 3aLLMTy Ha OCHOBe 06-
nayHbIx TexHonorun "JlabopaTtopun Kacnepckoro”.

KomMnoHeHT peanuayeT 3agadvy Vicnonb3oeaHne KSN
(oTnpaBka 3anpOCOB 1 NOMyYEHWE 3aKITHOYEHUN
oT cnyxbbl Kaspersky Security Network).

MoHUTOPUHr hannoBbix onepa-
unm

Fim

OTOT KOMNOHEHT No3BonseT PUKCUpPoBaThL onepa-
Lu1Kn npomsBoaumMble Hag ainamm B BbIOpaHHON
obnacTn MOHUTOPWHra.

KomMnoHeHT peanuayetcs B 3agavye MOHUTOPUHT
hannoBbix onepauun.

3alnTa oT 3KCNNonToB

AntiExploit

OTOT KOMMOHEHT o6ecneynBaeT ynpasneHve napa-
MeTpamMu 3allnTbl NPOLECCOB B NaMATK 3alimliaemMoro
cepBepa.

YFIpaBJ'IeHVIe ceTeBbIM 3KpaHOM

Firewall

OTOT KOMMOHEHT NpeaoCTaBnsAeT BO3MOXHOCTb
ynpaBneHus cetesbiM akpaHom Windows yepes
rpacmyeckun nHtepdenc Kaspersky Security 10.1.1
ans Windows Server.

KoMMoHeHT peanusyeTcs B 3agade YnpaeneHue
CETEBbLIM 3KPaHOM.

Mogaynb nHterpauuu ¢ AreHTom
agMnHUCTpupoBaHus Kaspersky
Security Center

AKlntegration

ObecneunBaeT cBa3b Kaspersky Security 10.1.1
ana Windows Server ¢ AreHToM agMUHUCTPUPOBa-
Hua Kaspersky Security Center.

Bbl MOXeTe yCTaHOBUTb 3TOT KOMMOHEHT

Ha 3alMLaemMoM cepBepe, eCnu Bbl NIIaHUpyeTe
ynpaenaTb Nporpammon Yepes Kaspersky Security
Center.

AHanus xxypHanos

Loglinspector

KOMMOHEHT BbINOMHAET KOHTPOSb LIENTOCTHOCTH 3a-
LMLLE@EeMON cpefbl Ha OCHOBE pe3yrnbTaToB aHanmsa
XypHanoB cobbiTuin Windows.

3awmTa RPC-nogknioyaemMbix ce- RPCProt JTOT KOMMOHEHT 3auuiiaet RPC-noaknoyaemble
TEBbIX XPaHUMHLL ceTeBble XpaHunumuia (HanpuMep, CeTeBble XpaHu-
nuwa ot NetApp) OT BUPYCOB U ApYrvX Yrpo3 KOM-
NbloTEPHON 6€30MacHOCTH, NPOHUKAOLLIMX
Ha cepBep NocpeacTBom hannoBoro obmeHa.
ICAPProt

3awmTa ICAP-nogkntoyaembix ce-
TEBbIX XPaHUNNLL,

3T10T KOMNOHeHT 3awuaeTt ICAP-nogkntoyaemble
ceTeBble xpaHunuuwia (Hanpumep, EMC Isilon)

OT BUPYCOB M OPYrnx yrpo3 KOMnbOTEpHOM Be3onac-
HOCTW, NPOHMKAIOLLMX Ha cepBep NocpeacTBoM dan-
nosoro obmeHa.

YcmaHoeka u yoarneHue rpozpammb!
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KoMnoHeHT

Kon

BbinonHseT cyHKUUN

3awmTa o1 WwudposaHud
onsa NetApp

AntiCryptorNAS

OTOT KOMMOHEHT 3aLyuLLLaeT NankM CETEBOro XpaHu-
nuwa ot wndposaHus. Kaspersky Security 10.1.1 gns
Windows Server 6riokupyeT 4OCTyn K nankam gocrtyna
AN CKOMMNPOMETUPOBAHHbBIX KOMMbIOTEPOB

npv obHapyXeHnn NonNbITKU BPEAOHOCHOTO WndpoBa-
HUS.

3awuTa oT WmndpoBaHus

AntiCryptor

Mpy oGHapyXeHUM MOMbITKA BPEOOHOCHOro LMdpo-
BaHWS KOMMOHEHT A0GaBnseT aTtakylwye KOMboTepbl
B CMMCOK 3a6M10KMPOBaHHbIX KOMMbIOTEPOB.

MpoBepka CKpUNTOB

ScriptChecker

OTOT KOMMOHEHT NPOBepSeT KO4 CKPUMTOB, CO34aHHbIX
¢ nomowbio TexHonorum Microsoft Windows Script.
Mpo-Bepka ocyLlecTBNSETCA MNpu MNOMbITKE 3anycka
ckpunTa.

KomnoHeHT peanuayetcs B 3agade Nposepka ckpumn-
TOB.

Habop cueTunkoB nponssoau-
TenbHOCTU nporpammel "Cu-
CTEMHbIN MOHUTOP"

PerfMonCounters

KomnoHeHT ycTaHaBnmBaeT Habop cHETYMKOB Npo-
N3BOAUTENBHOCTM Nporpammbl "CUCTEMHbBIA MOHK-
TOp". DTU CYETUYUKM NO3BOMSIOT N3MEPATL MPOU3BO-
antenbHocTb Kaspersky Security 10.1.1

ana Windows Server n HaxoguTb BO3MOXHbIE Y3Kne
MecTa npu coBmecTHol pabote Kaspersky Security
10.1.1 ana Windows Server ¢ apyrumm nporpam-
MaMu.

Mopnepxka SNMP-npoTokona

SnmpSupport

KoMMOHEHT nyGnmKkyeT CHETYMKN U NIOBYLLKM
Kaspersky Security 10.1.1 gna Windows Server ye-
pe3 cnyx0by Simple Network Management Protocol
(SNMP) Microsoft Windows. OTOT KOMNOHEHT MOX-
HO YCTaHOBMWTb Ha 3aLiuLLIaeMOM CepBepe, TOSbKO
€CI1 Ha HeM Yxxe ycTaHoBneHa cnyxba Microsoft
SNMP.

3Hauvok Kaspersky Security
10.1.1 gnsa Windows Server
B 06racTu yBegoMneHum

TrayApp

KomnoHeHT oTobpaxaeT 3Hayvok Kaspersky Security
10.1.1 ana Windows Server B obnacTtu ysegomre-
HWUIA NaHenu 3ajad 3aluLLaemMoro cepeepa. 3Ha4vok
Kaspersky Security 10.1.1 gns Windows Server no-
Ka3blBaeT COCTOSIHME 3aluUThl cepBepa 1 No3BoNAeT
oTKpbITb KoHconb Kaspersky Security 10.1.1

ansa Windows Server B Microsoft Management
Console (ecnu oHa ycTaHoBneHa) n okHo "O npo-
rpamme”.

YTnnuta KomaHaHOW CTPOKK

Shell

Mos3sonset ynpasnaTte Kaspersky Security 10.1.1
ans Windows Server n3 komaHgHOW CTPOKM 3aLum-
LLlaemoro cepaepa.

YcmaHoeka u yoarneHue rpozpammb!
31



KASPER{KY3

NMporpammMmHbie KOMNOHEHTbLI Habopa "CpeacTBa agMUHUCTPUpPOBaHUA"

B crnepywuwern Tabnuue copepxartcs kodbl M OMUCaAHWE MNpPOrpaMMHbIX KOMMOHEHTOB Habopa "Cpegctea
aaAMUHUCTPUPOBaHNS".

Tabnuua 4. OnucaHue npozpaMMHbIX KOMITOHEHMOo8 Habopa "Cpedcmea admuHuUcmpuposaHus”
KomnoHeHT Kopn @DYHKLMN KOMMNOHEHTA
OcHacTtka Kaspersky MmcSnapin KomnoHeHT ycTaHaBnmBaeT ocHacTky Microsoft
Security 10.1.1 Management Console ans ynpaeneHus Yepe3 KoHcornb
ans Windows Server Kaspersky Security 10.1.1 anss Windows Server.

Ecnu, yctaHaBnmeas Habop "Cpeactsa aAMUHUCTPUPO-
BaHWA" U3 KOMaHOHON CTPOKM, Bbl yKaXeTe Apyrne Komno-
HeHTbl Habopa, He yka3biBas KOMNOHEHT MmcSnapin,
komnoHeHT MmcSnapin 6ygeT yctaHoBneH aBToMmaTuye-
CKW.

CnpaBka Help chm-chann cnpaBku; coxpaHseTcs B narnke ¢ dannamm
Cpeacts agmuHucTpupoBaHusa Kaspersky Security 10.1.1
ans Windows Server. Bbl MOXeTe OTKpbITb dain crnpasku
13 meHto Myck nnm ¢ nomoLlbio knaemwm F1

npu OTKPbITOM OkHe KoHconu nporpaMmel.

HokymeHTaums Help Kaspersky Security 10.1.1 ans Windows Server gobasns-
€T Apnblk 4ns nepexona Ha Bed-canT "labopatopumn Kac-
nepckoro", roe AOKyMeHThl "PyKOBOACTBO NO BHEAPEHMIO
Ons 3aWmThl ceTeBbIX XpaHunuwy", "PykoBoacTBo agmu-
HucTpaTtopa" u "PykoBoacTBo nonb3oBatensa" 4OCTYMHbI

B popmate PDF. Apnbik goctyneH B MeHto Myck.

U3meHeHns B cucteme nocne yctaHoBkU Kaspersky
Security 10.1.1 ana Windows Server
Mpu yctaHoBke Kaspersky Security 10.1.1 gna Windows Server n KoHconu nporpammbl (Habopa "Cpepactsa

aAMUHUCTpUpOBaHNS") cnyxba yCTaHOBLUUKa Windows BbIMOSIHAET Ha 3aluLaeMom cepsepe
crnepywLine N3aMeHeHus:

e co3pgaet nanku Kaspersky Security 10.1.1 gna Windows Server Ha 3aluuliaeMOM cepBepe 1 Ha cepsepe,
roe yctaHoneHa KoHconb nporpammel;

e peructpupyeT cnyx6bl Kaspersky Security 10.1.1 ans Windows Server;
e cospgaeT rpynny none3oarenen Kaspersky Security 10.1.1 gns Windows Server;
e peructpupyert kntoumn Kaspersky Security 10.1.1 ana Windows Server B CUCTEMHOM peecTpe.

3TN N3MeHeHUs onncaHbl B Tabnuue Huxe.

YcmaHoeka u yoarneHue rpozpammb!
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Mankn Kaspersky Security 10.1.1 ana Windows Server

Tabnuua 5. lManku Kaspersky Security 10.1.1 dns Windows Server Ha 3awuwaemMom cepsepe

Manka

®Paunnel Kaspersky Security 10.1.1
ana Windows Server

3apaHHas no ymonyaHuio nanka yctaHoBku Kaspersky
Security 10.1.1 gnst Windows Server:

B Microsoft Windows 32-pa3spsigHoii Bepcumn — %Pro-
gramFiles%\Kaspersky Lab\Kaspersky Security for Win-
dows Server\

B Microsoft Windows 64-paspsgHon Bepcumn — %Pro-
gramFiles(x86)%\Kaspersky Security for Windows
Server\

McnonHsaemble pannel Kaspersky Security 10.1.1
ana Windows Server (nanka HazHadeHus1, yka3aHHas
npw yCTaHOBKE).

Manka %Kaspersky Security for Windows Serv-
er%\mibs

dannbl Management Information Base (MIB); co-
JepXXaTt onMcaHne CYETYMKOB U MNOBYLLEK, MyBNuKy-
emblx Kaspersky Security 10.1.1 ana Windows Serv-
er no npotokony SNMP.

Manka %Kaspersky Security for Windows Server%\x64

64-paspsagHble BEPCMU NCMOMHAEMbIX (hansos
Kaspersky Security 10.1.1 ans Windows Server
(nanka cosgaeTcs TOnbKo Npu ycTaHoBke Kaspersky
Security 10.1.1 gns Windows Server B Microsoft
Windows 64-pa3psgHon Bepcun).

%ALLUSERSPROFILEY%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows Server\10.1\Data\

%ALLUSERSPROFILEY%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows Serv-
er\10.1\Settings\

%ALLUSERSPROFILE%\Application Data\Kaspersky
Security for Windows Server\10.1\Dskm\

CnyxebHble dpannbl Kaspersky Security 10.1.1
ans Windows Server.

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows Serv-
ern\10.1\Update\

dannbl ¢ napameTpamMmu UCTOYHUKOB OOHOBIEHUN.

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows Serv-
en\10.1\Update\Distribution\

O6HoBnNeHns 6a3 1 NporpaMMHbIX MOgynew, Nony-
YeHHble ¢ nomoLbio 3agaydm KonvposaHne 06HOB-
NeHun (nanka co3gaeTcs Npy NepBoM NOfyYyeHUn
obHoBMeHu ¢ nomoLubto 3agayn KonnposaHue o6-
HOBIEHWI).

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows Serv-
enl0.1\Reports\

XKypHanbl BbINOMHEHNA 3a4a4 1 XXypHan CUCTEMHOIO
ayouTa.

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows Serv-
er\10.1\Bases\Current\

Habop 6a3, ncnonb3yembix B TEKYLLUIA MOMEHT.

YcmaHoeka u yoarneHue rpozpammb!
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Manka ®dannbl Kaspersky Security 10.1.1
Aana Windows Server

%ALLUSERSPROFILE%\Application Data\Kaspersky PesepBHas konusa 6a3s; nepesanncoiBaeTcs
Lab\Kaspersky Security for Windows Serv- npu Kaxxgom obHoBneHun 6as.
en10.1\Bases\Backup\

%ALLUSERSPROFILE%\Application Data\Kaspersky BpemeHHble dannbl, co3gaBaemMble BO BPEMS Bbl-
Lab\Kaspersky Security for Windows Serv- NonHeHns 3agaq OOHOBIEHUS.
en\10.1\Bases\Temp\

%ALLUSERSPROFILE%\Application Data\Kaspersky OBbekTbl Ha kKapaHTMHe (Nanka No yMOoN4aHuo).
Lab\Kaspersky Security for Windows Serv-
er\10.1\Quarantine\

%ALLUSERSPROFILE%\Application Data\Kaspersky OO0bekTbl B pe3epBHOM XpaHunuLle (nanka
Lab\Kaspersky Security for Windows Serv- no yMOMn4YaHuio).
er\10.1\Backup\

%ALLUSERSPROFILE%\Application Data\Kaspersky O6bekTbl, BOCCTAHOBMNEHHbIE U3 PE3EPBHOIO XpaHu-

Lab\Kaspersky Security for Windows Serv- nvwa n kapaHTuHa (nanka ansg BOCCTaHOBIEHHbIX
er\10.1\Restored\ 0OBEKTOB MO YMOMYaHMIO).

Tabnuya 6. lNanku, co3dasaemble rnpu ycmaHoske KoHconu rpozpamMmab|
Manka ®dannbl KoHconun Kaspersky Security 10.1.1

Aana Windows Server

3agaHHas no yMmonyaHuto nanka yctaHoBku KoHco- darnnbl Habopa "Cpegctea agMUHUCTPUpOBaHUSA"
nn nporpamMmei: (nanka Ha3HayeHus, ykasaHHas npu yctaHoBke KoH-
« B Microsoft Windows 32-paspsigHoi Bepcum — conu Kaspersky Security 10.1.1 ana Windows Server).

%ProgramFiles%\Kaspersky Lab\Kaspersky Secu-
rity for Windows Server Admins Tools\

o B Microsoft Windows 64-pa3psgHon Bepcumn —
%ProgramFiles(x86)%\Kaspersky Lab\Kaspersky
Security for Windows Server Admins Tools\

Cnyx6bl Kaspersky Security 10.1.1 gna Windows Server

Cnyx6bl Kaspersky Security 10.1.1 gna Windows Server 3anyckalTcs MNO4 CUCTEMHOW YYETHOW 3anuchbio
"llokanbHaga cuctema" (SYSTEM).

Tabnuua 7. Cnyx6b1 Kaspersky Security 10.1.1 018 Windows Server

Cnyxb6a HasHa4yeHue

Cnyxb6a Kaspersky Security (KAVFS) OcHoBHas cnyxba Kaspersky Security 10.1.1

ana Windows Server, koTopas ynpaBnseT 3agada-
MU 1 paboymmm npoueccamm Kaspersky Security
10.1.1 gpna Windows Server.

Cnyxb6a Kaspersky Security Management (KAVFSGT) Cnyxb6a, npegHa3HayeHHas aAns ynpasneHusi
Kaspersky Security 10.1.1 gna Windows Server
Yyepes KoHconb nporpammei.

YcmaHoeka u yoarneHue rpozpammb!
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Cnyxb6a HasHa4veHune
Cnyxb6a Kaspersky Security Exploit Prevention Cnyx0a, BbIMONHAKOWAA pPorb NoCpeaHNKa
(KAVFSSLP) Ans coobLeHMs NnapamMeTpoB 3alLNTbl BHELUHUM

areHtam 3alunThbl, a Takxke Oangd nonyquvm OaHHbIX
0 coDObITUAX BGe3onacHoOCTH.

Cnyxba Kaspersky Security Script Checker Cnyx0a 3anyckaeTcsi COBMECTHO ¢ 3agaden [po-
(KAVFSSCS) BEpKa CKpPUMNTOB U NO3BOSISAET KOHTPONMPOBATh Bbl-
NONHEHNE CKPMNTOB, CO3AaHHbIX MO TEXHOMNOMMAM
Microsoft Windows Script Technologies.

Mpynnbl Kaspersky Security 10.1.1 ansa Windows Server
Tabrnuuya 8. Ipynnel Kaspersky Security 10.1.1 ds79 Windows Server

Fpynna HasHauyeHune

KAVWSEE Administrators [pynna Ha 3awmLaeMom cepBepe, NoNb3oBaTeNN KOTOPON UMEIOT MOSHbIN J0-
ctyn k cnyxbe Kaspersky Security Management, a Takke JOCTYN KO BCEM (PYHK-
umnsam Kaspersky Security 10.1.1 ana Windows Server.

Kntoum cuctemHoro peecrtpa
Tabnuuya 9. Knto4u cucmemHoz2o peecmpa

Knoy HasHavyeHune

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFS] MapameTpbl cnyx-
6bl Kaspersky Se-
curity 10.1.1

ana Windows
Server.

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Kaspersky MapameTpbl Xyp-
Security] Hana cobbITui
Kaspersky Security
10.1.1

ansa Windows
Server (Kaspersky
Event Log).

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFSGT] MapameTpbl cnyx-
Obl ynpaBneHus
Kaspersky Security
10.1.1

ans Windows
Server.

B Microsoft Windows 32-pa3psgHoi Bepcuu: MapameTpbl cyeT-

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky Securi- YMKOB NponsBoAn-
ty\Performance] TENbHOCTH.

B Microsoft Windows 64-pa3psagHoi Bepcuu:

[[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky Security
x64\Performance].

YcmaHoeka u yoarneHue rpozpammb!
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Knirou HasHa4yeHue

B Microsoft Windows 32-paspsigHon Bepcum: MapameTpbl KOM-

[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskylLab\WSEE\10.1\SnmpAgent] noHewTa "lMoa-
nepxka

B Microsoft Windows 64-pa3psgHon Bepcum:

SNMP-npoTokona".
[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\WSEE\10.1\Sn

mpAgent]
B Microsoft Windows 32-pa3psgHon Bepcun: MapameTpbl 3anucu
[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\WSEE\10.1\CrashDump] paina pamna.

B Microsoft Windows 64-pa3psgHon Bepcum:
[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskylLab\WSEE\10.1\Cra

shDump]
B Microsoft Windows 32-paspsgHown Bepcuu: MapameTpsl channa
[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\WSEE\10.1.1\Trace] TPaccnpoBku.

B Microsoft Windows 64-pa3psigHoi Bepcum:

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\WSEE\10.1\Tra
ce]

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskylLab\WSEE\10.1\Env MapameTpbl 3agay
ironment] 1 pyHKLUMI Npo-
rpammbl.

MNMpouecckl Kaspersky Security 10.1.1 ana Windows Server

Kaspersky Security 10.1.1 ansa Windows Server 3anyckaeT Nnpouecchl, ON1UCcaHHble B Tabnuue Huxe.

Tabnuuya 10. lpoueccsi Kaspersky Security 10.1.1 079 Windows Server

Uma danna HasHa4veHue
kavfswp.exe Pabouunii npouecc Kaspersky Security 10.1.1 gna Windows Server
kavtray.exe Mpouecc 3Hayka obnacTu yBegoMneHun
kavshell.exe Mpouecc yTunuTbl KOMaHAHOW CTPOKM
kavfsrcn.exe Mpouecc yaaneHHoro ynpaeneHus Kaspersky Security 10.1.1
ansa Windows Server
kavfs.exe Mpouecc cnyxbbl Kaspersky Security
kavfsgt.exe Mpouecc cnyxbbl Kaspersky Security Management
kavfswh.exe Mpouecc cnyxbbl Kaspersky Security Exploit Prevention
kavfsscs.exe Cnyxb6a Kaspersky Security Script Checker

YcmaHoeka u yoarneHue rpozapammbl
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MapameTpbl yCTaHOBKU U YAaneHUA N KNYU KOMaHOHON
CTPOKM ANns crnyXO6bl yctaHoBwMKa Windows

B cneayowux Tabnuuax onucaHbl napaMeTpbl yCTaHOBKM U yaaneHus Kaspersky Security 10.1.1 gna Windows
Server N ux 3Ha4YeHWs MO YMOMYaAHMWIO, yKasaHbl KMYM ANS U3MEHEHWS 3HaYeHWN napamMeTpoB YCTaHOBKM U
BO3MOXHblE 3Ha4YeHWs 3TUX Kroyen. Bel MoxeTe MCnonb3oBaTb 3TW KMOYM BMECTe CO CTaHOAPTHLIMW Krovamu
koMaHgbl msiexec cnyx6bl yctaHoswmka Windows npu yctaHoske Kaspersky Security 10.1.1 gna Windows Server
N3 KOMaHaHOMW CTPOKM.

Tabnuuya 11. lMapamempbl ycmaHO8KU U KITro4U KoMaHOHOU cmpoKu 8 ycmaHosw,uke Windows

3HayeHue OnucaHue

no ymosm4aHuio

Kno4y komaHaHOM CTPOKM
OIS yCTaHOBLUMKA
Windows u ero sHauyeHud

MapameTp

EULA=<3Ha4yeHune> 0

0 — Bbl OTKIIOHHAETE YCroBUSA
JINLEeH3NoHHOro cornawleHuns.

Bam HyXHO NpUHATL
ycnosus JIMUEH3MOHHOTO
cornaileHuns

ansa yctaHoBku Kaspersky
Security 10.1.1

nnsa Windows Server.

MpuHsaTME ycnosuii
JINueH3noHHoro
cornawleHust

1 — BbI NpYHUMaeTe ycnoBus
JINLEeH3NoHHOoro cornalleHums.

MpuHaTue MNonun- PRIVACYPOLICY=<3Ha4eHue | O
TUKN KOHOUAEH- >
umnansHoOCTH

Bam HyXHO NpuHATL
ycnosus [onMTnku KoH-
hvaeHUManbHoOCTH

Ans ycraHoBku Kaspersky
Security 10.1.1

ansa Windows Server.

0 — Bbl OTKINOHSIETE YCMNOBMS
MNonutu-
KN KOHOMOEHLNANbHOCTMW.

1 — Bbl NpYHMMAETE YCIoBUS
MonuTukn KoHUaeHUManNbLHO-
CTW.

Nanka Ha3Ha4YeHus

INSTALLDIR=<nomHbIN NyTb
K nanke>

Kaspersky Security
10.1.1 gpna Windows
Server: %Program-
Files%\Kaspersky
Lab\Kaspersky Secu-
rity for Win-

dows Server
CpencTtBa agMuHU-
cTpupoBaHus: %Pro-
gramFiles%\Kaspersky
Lab\Kaspersky Secu-
rity for Windows Serv-
er Admins Tools

B Microsoft Windows
64-pas3pagHon Bepcun:
%Program-
Files(x86)%.

Manka, B koTOpown 6yayT
coxpaHeHbl dansbl
Kaspersky Security 10.1.1

ansa Windows Server

Npu ero ycTaHoBKe.

Bbl MoXeTe ykasaTb Apy-
ryto narky.

YcmaHoska u yaaneHue ripoepammsl
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MapameTp Kno4y komaHaHOM CTPOKM 3HauveHue OnucaHune
Ana ycTaHOBLUUKA Mo yMon4yaHuio
Windows u ero 3Ha4yeHus

3anyck NocTosiH- RUNRTP=<3HayeHne> 1 BkntounTe aTOT NapameTp,

HOM 3aLuThI hail- 1 — 3anycTuTb; 4TOGbI 3aMyCTUTL NOCTO-

JI0B Npu 3anycke 0 — He 3anycKaTb. AHHYIO 3aLMTy hannos

Kaspersky Security npu 3anycke Kaspersky

10.1.1 Security 10.1.1

ana Windows ana Windows Server (pe-

Server (BknwouuTtb KOMeHayeTcs).

NOCTOSIHHYO 3a-

WKUTY nocne

yCTaHOBKMW Npo-

rpammbl)

cknoveHus ADDMSEXCLUSION=<3Haye 1 B 3apaye MNocTosiHHas

13 NpPoBepKN, pe- Hue> 3awuta ¢annoB UCKI0-

KOMeHayeMble 1 — UcknoYaTh: YyaeT u3 obnacTtu 3awuThbl

Koprnopauuen 00beKTbI Ha cepBepe, Ko-

. 0 — He ncknoyaTh.

Microsoft (Jo6a- TOpble peKkoMeHayeT nC-

BUTb Kno4vaTb kopnopa-

K MCKNIOYEHUAM umsa Microsoft.

thaitnel, peko- HekoTopsble nporpammbl

MeHAOBaHHbIe Ha cepBepe MoryT pabo-

Microsoft) TaTb HecTabunbHO, Koraa
aHTUBMpPYCHaa nporpamma
nepexeaTtbiBaeT Unn ma-
MeHseT dannbl,
K KOTOPbIM 3TW NPOrpaMmmbl
obpawatorcs. K Takum
nporpamMmmam koprnopauusi
Microsoft oTHocuT,
Hanpumep, HeKoTopble
nporpamMmmbl KOHTPOJINIEPOB
OOMEHOB.

WcknioyeHus ADDKLEXCLUSION=<3HaueH 1 B 3agaye lNocTosiHHas

13 MpoBEpKHU, pe- ve> 3awmTa annoB NUCKIo-

KOoMeHayeMble 1 — UcKnIoYaTh: YyaeT u3 obnacTtu 3awuThl

"NabopaTtopuen 00beKThbl Ha cepBepe, Ko-

" 0 — He uckn4yaTb.

Kacnepckoro TOpble pekoMeHayeT UC-

(fobaBuTb kntovatb "JlabopaTtopus

K UCKITHOYEHUAM Kacnepckoro".

c¢annbl, peko-

MeHAOBaHHble

"JlabopaTtopuen

Kacnepckoro™)

YcmaHoeka u yoarneHue rpozpammb!
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MapameTp Kno4y komaHaHOM CTPOKM 3HauveHue OnucaHune
ANSA yCTaHOBLUMKA No yMOM4YaHUIo
Windows u ero 3Ha4yeHus

Paspewntb yaoa- ALLOWREMOTECON= 0 Mo ymonyaHuo yganex-
neHHoe noaxnio- <3Ha4yeHune> HOe MoAKMoYeHne
yeHve k KoHconu 1 — paspeLatb; k KoHconu nporpammei,
nporpaMmel YCTaHOBEHHOWN

0 — He paspewiaTb.
Ha 3almLaemMoM cepeepe,

He paspelleHo. Bo Bpems
YCTaHOBKWN Bbl MOXETE
paspeLLnTb MNOAKITHYEHNE.
Kaspersky Security 10.1.1
nnsa Windows Server co-
34acT paspeluarouime
npaevna ang npouecca
kavfsgt.exe no npoTokony
TCP gna Bcex nopTos..

MyTb K channy LICENSEKEYPATH=<unms Manka koMmnnekra no- Mo ymon4aHuto nporpam-
kntoyva (Knrou) avina knoya> cTaBku \server Ma YCTaHOBKM NbITaeTcs
HavTn cpann

C pacwupeHvem .key

B Marke \server KOMnek-
Ta NoCTaBKMu.

Ecnu B nanke \server
XPaHUTCS1 HECKOSBKO
dannos kno4a, nporpam-
Ma yCTaHOBKM BbliOupaeT
¢hann knova ¢ cambiM
nosgHen gaTon NcTeveHus
CpoKa OencTBus.

Bbl MoXeTe npeaBapu-
TENbHO CoXpaHuTb chann
Kntova B nanke \server unum
ykasaTb ApYyrov nyTb

K cpanny knoya

C MOMOLLIbIO MapameTpa
Hdo6aBneHue kniova.

YcmaHoeka u yoarneHue rpozpammb!
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MapameTp

Kno4y komaHaHOM CTPOKM
OIS yCTaHOBLUMKA
Windows u ero sHaueHud

3HayeHue
No yMOM4YaHUI0

OnucaHue

Bbl MOXXeTe 0ob6aBUTb
KoY Nocre yCTaHOBKU
Kaspersky Security 10.1.1
ansa Windows Server

C NOMOLLbI0 BbIGPaAHHOrO
BaMW cpeacTBa agMUHK-
CTPMpOBaHWs, Hanpumep,
yepes KoHconb nporpam-
Mbl. Ecnu Bbl He gobaBuTe
KoY nporpaMmbl

BO BPEMSI €ro YCTaHOBKM,
nocrne ycTaHoBKM
Kaspersky Security 10.1.1
ana Windows Server

He OyaeT YHKLNOHNPO-
BaTh.

MyTb
K KOH(UIypaLMOHH
omy daunny

CONFIGPATH=<u1ms koHdu-
rypauuoHHoro danna>

He ykasaH

Kaspersky Security 10.1.1
ansa Windows Server nm-
nopTuUpyeT napamMmeTpsbl

13 yKa3aHHOro KOHUry-
paumoHHoro darna, co-
3[,@aHHOTrO B Nporpamme.

Kaspersky Security 10.1.1
ana Windows Server

He umnopTupyet

13 KOHUrypaumoHHoro
danna naponu, Hanpumep
naponu y4eTHbIX 3anucemn
ANA 3anycka 3agay unu
naponu ans coeguHeHns
C npokcu-cepsepom. lo-
cne nMmnopTa napameTposB
BaM HY>XHO BBECTU BCe
naponu Bpy4HYylo.

Ecnu Bbl He ykaxeTe KOH-
durypaumnoHHbli dann,
nocrne yctaHoOBKMW Npo-
rpaMmma HavHeT paboTaTb
C napameTpamu

MO YMOMYaHuIO.

YcmaHoska u y@aneHue ripoepammsl
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MapameTp

Kno4y komaHaHOM CTPOKM
OIS yCTaHOBLUMKA
Windows u ero sHaueHud

3HayeHue
No yMOM4YaHUI0

OnucaHue

PaspelueHue ce-
TEBbIX COEANHEHUN
nnsa KoHconu

ADDWFEXCLUSION=<3Haue
Hue>

1 — paspewiats;
0 — He paspeLuaTsb.

Mcnonbayiite aTOT napa-
MeTp, €CInu1 Bbl YCTaHaBMu-
BaeTe Kaspersky Security
10.1.1 ana Windows Server
He Ha 3aluLLaeMom cepBe-
pe. Bbl MOXeTe yganeHHo
ynpaenaTb 3aLlUTON cepBepa
C OpYyroro ycTpowcTaa,

Ha KOTOPOM YCTaHOBIIEHA
KoHconb Kaspersky Security
10.1.1 ana Windows Server.

B 6panagmayape Microsoft
Windows 6ygeT oTKpbIT
TCP-nopt 135, paspeLue-
Hbl CETEBbIE COEQUHEHNSI
Ans ncnonHaemoro cganna
npovecca yganeHHoro
ynpasneHusa Kaspersky
Security 10.1.1

ana Windows Server
kavfsrcn.exe 1 oTKpbIT
Aoctyn

Kk DCOM-nporpammam.

Mocne 3aBepLueHus ycra-
HOBKM [06aBbTE NONb30-
BaTenewn, kotopble OyayT
yrnpaenaTb NPorpamMmmon
yAaneHHo, B rpynny
KAVWSEE Administrators
Ha cepBepe 1 paspeLumnTe
Ha HeM ceTeBble coeau-
HeHuMs anga cnyxobl
Kaspersky Security
Managment

(cpann kavfsgt.exe).

Bbl moxeTe nogpobHee
npouynTaTb

O JOMNOSTHUTENbLHOM
HaCTpOWMKe Npu yCTaHOBKe
KoHcornu nporpammel

Ha Opyrom KomnbloTepe
(c™m. pasgen
"[lononHutTenbHasa
HacTpoWka nocne ycra-
HoBKM KoHconu nporpam-
Mbl Ha OPYrom KOMMbloTe-
pe" Ha cTp. 51).

YcmaHoska u y@aneHue ripoepammsl
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MapameTp Kno4y komaHaHOM CTPOKM 3HauveHue OnucaHune
Ana ycTaHOBLUUKA Mo yMon4yaHuio
Windows u ero 3Ha4yeHus
OTKItoueHne npo- SKIPINCOMPATIBLESW = 0 McnonbayinTte aTOT napa-
BEPKU Ha Hanuyne <3HauyeHue> MeTp, YTOObI BKIOYNTL
HEeCcCoBMeCTUMOro 0 - BLINONHSIETCS NpoBepKa WIN OTKIIOYUTE NPOBEPKY
nporpaMmmHoro Ha HECOBMECTHMOE Mpo- Ha Hanu4yve HecoBMECTU-
obecneyeHus rpamMMHoe obecnedeHve. MOro NpOrpaMmMHoOro
obecneyeHns
1 - npoBepka Ha Hann4yue
npv ycTaHOBKe nporpam-
HECOBMECTUMOrO Nporpamm- .
Mbl Ha YCTPOWCTBO
Horo obecneveHus
B (DOHOBOM peXMMe.
He BbIMONHsIeTCs.
HesaBucumo ot 3HayeHus
JaHHOro napamMeTpa,
npu yctaHoBke Kaspersky
Security 10.1.1 gns Windows
Server nporpamma Bcerga
npegynpexaaeT o ApYyrux
BEpPCUSIX MporpamMmel, ycTa-
HOBIEHHbIX HA 3TOM e
YCTPOWCTBE.
Tabnuua 12. lMapamempsbl yOaneHus u Kno4u KoMaHOHOU cmpoku 0nsi yecmaHoswuka Windows
MapameTp Kno4y KomaHQHOM CTPOKU 3HauyeHue
ans ycraHoBwwmka Windows 1 ero 3Ha4eHuss | no ymosnyaHuio
BoccTraHoBneHve cogepXnmMoro RESTOREQTN =<3HauyeHue> 0 — yopanutb
KapaHTuHa 0 — yaanuTb CoAepXUMOe C KapaHTuHa;
1 — BOCCTaHOBUTb COAEPKMMOE C KapaHTUHaA
B narnky, ykazaHHyto napametpom RESTOREPATH,
B nognanky \Quarantine.
BoccTtaHoBneHne cogepknmoro RESTOREBCK =<3HayeHune> 0 — yoanntb
PE3EPBHOTO Xpanunuiia 0 — yAanuTb CoaepXMMoe Pe3epPBHOMO XpaHUMNMLLA;
1 — BOCCTaHOBWTb COAEPXUMOE PE3EPBHOrO Xpa-
HUNULLA B Narnky, ykasaHHy napameTpom
RESTOREPATH, Bo BnoxeHHyto nanky \Backup.
BBog TekyLero napons UNLOCK_PASSWORD=<3agaHHbIli napone> He ykasaH
ONs NoATBEPXKAEHMS onepaunm
yaaneHus (Npy akTMBHON
PYHKUUN NPUMEHEHUSA NApOons)
[Nanka anst BoccTaHOBMNEHHbIX RESTOREPATH=<nonHbIf NyTb K nanke> %ALLUSERSPROFI
obnexTos BoccTaHoBnEHHble 06bekTbl GyayT COXpaHeHbI LE%\Application
B YKa3aHHOW narke. Data\Kaspersky
Lab\Kaspersky Se-
curity for Windows
Serv-
enl0.1.1\Restored

YcmaHoska u y@aneHue ripoepammsl
42



KASPER{KY3

XypHan yctaHoBKU U yaaneHua Kaspersky Security 10.1.1
ana Windows Server

Ecnu Bbl BbinonHseTe yctaHoBky unu yganeHnue Kaspersky Security 10.1.1 ans Windows Server ¢ nomoLLbio
MacTepa ycTtaHoBkM (yaanenus)), cnyxba Windows Installer cosgaet XypHan yctaHoBku (yaanenus). dann
XypHana ¢ nmeHem ks4ws_install_<uid>.log (rae <uid> — yHMKanbHbIA BOCbMU3HAYHbLIN MAEHTUAUKATOP XypHana)
coxpaHsieTcs B nanke %temp% nonb3osaTtens, ¢ npaBamMmn KOTOPOro Bbin 3anyLleH MacTep YCTaHOBKM.

Ecnu B meHto Myck Bbl BeiOpanu nyHkT U3meHeHue nnu yaaneHue ans KoHconu nporpammel unu anst Kaspersky
Security  10.1.1  gna Windows  Server, Bnanke  %temp%  aBTOMaTtuMyecknm  co3gaeTtca  pann
ksdws_10.1.1_maintenance.log.

Ecnu Bbl BbINONHSAeTe ycTaHOBKY unu yaaneHune Kaspersky Security 10.1.1 gns Windows Server n3 komaHgHoON
CTPOKM, MO YMOSYaHMIO XXypHan yCTaHOBKU HE CO30aeTCs.

» 4Ymobkl ycmaHosumb Kaspersky Security 10.1.1 dns Windows Server ¢ co3daHuem ¢patina XypHasa
Ha Oducke C.\, 8bIrnoniHUme 00Hy u3 criedyruwux KoMaHo:

e msiexec /i ksdws x86.msi /1*v C:\ksdws.log /qn EULA=1 PRIVACYPOLICY=1

e msiexec /i ksdws x64.msi /1*v C:\ksdws.log /qn EULA=1 PRIVACYPOLICY=1

NnaHnpoBaHne ycTaHOBKMU

OTOT pasfgen coaepXut onucaHne cpeacTs agMuHucTpupoBaHua Kaspersky Security 10.1.1 ana Windows Server,
ocobeHHocTeln ycTaHoBkM U ydaneHus Kaspersky Security 10.1.1 gna Windows Server ¢ nomoulblo Mactepa
yCTaHoOBKM (CM. pa3gen "YcTaHOBKa M yganeHue nporpaMmmbl € MOMOLLb0 MacTepa' Ha cTp. 46), u3 KoOMaHaHOM
CTpOKM (CM. pasgen "YcTaHoBka W ygarneHue nporpaMmmbl U3 KOMaHAHOM CTPOKU™ Ha cTp. 59), yepes Kaspersky
Security Center (cMm. pasgen "YctaHoBKka u yganeHue nporpammbl yepes Kaspersky Security Center" Ha cTp. 64) u
Yyepes rpynnosble nonutukn Active Directory® (cMm. pasgen "YcTaHoOBKa 1 yganeHvue nporpaMmMbl Yepes rpynnoBble
nonutukmn Active Directory” Ha cTp. 69).

Mepen Tem kak HayaTb ycTaHoBky Kaspersky Security 10.1.1 gna Windows Server, cnnaHupynTe OCHOBHbIE 3Tanbl
ee nposeaeHuns:

1. BbiGepuTe cpeacTBa agMMHUCTPUPOBAHUS, KOTopble Bbl ByaeTe ucnonb3oBaTb AN yNpaBreHUs
Kaspersky Security 10.1.1 ana Windows Server u ero HacTpomku.

2. OnpepgenuTte, Kakne nNporpaMmHble KOMMOHEHTbl TpebyeTcs ycTtaHoBuTb (CM. pasgen "lMporpaMmmHble
koMnoHeHTbl Kaspersky Security 10.1.1 gna Windows Server n wnx kogbl ans cnyx6bl Windows
Installer" Ha cTp. 28).

3. Bbibepute cnocob ycTaHOBKM.

B aTom pasgene
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Bbi6op cpencTs agMUMHUCTPUPOBaHUA

OnpepenuTe, Kakue cpenctBa aaMMHUCTPUPOBaHMSA Bbl OydeTe MCMoOnb3oBaTb Afst HACTPOMKM MNapameTpoB
Kaspersky Security 10.1.1 ansg Windows Server u ynpaBneHus uMm. B kadectBe cpeactB agMUHUCTPUPOBAHUSA
Kaspersky Security 10.1.1 gna Windows Server Bbl MoxeTe wucnonb3oBaTb KoHconb nporpammbl, YTURWTY
KoMaHgHou cTpoku n KoHconb agmuHuctpupoBaHus Kaspersky Security Center.

HokymeHTauusa Kaspersky Security 10.1.1 ana Windows Server

KoHconb Kaspersky Security 10.1.1 gna Windows Server npenctaBnsietr cobov U30NMPOBaHHYKD OCHACTKY,
koTopas pobasnsetca B Microsoft Management Console. Bbl moxete ynpasnsate Kaspersky Security 10.1.1
ans Windows Server yepe3 KoHcomnb nporpamMmbl, YCTAHOBIIEHHYIO Ha 3alUMLLAEeMOM CepBepe WM Ha ApyroM
KOMMNbIOTEPE B CETU OpraHM3auum.

Bbl MoxeTe pobaBuTb Heckonbko ocHacTtok Kaspersky Security 10.1.1 ana Windows Server B Microsoft
Management Console B aBTOPCKOM pexume, 4YTOObl yNpaBnsATb 3alMUTONM HECKOMbKMX CepBepoB, Ha KOTOPbIX
ycTtaHoBneHa nporpamma Kaspersky Security 10.1.1 ansa Windows Server.

KoHconb nporpammbl BXoauT B Habop komnoHeHToB "CpeActsa agMUHUCTPUpPOBaHnS".

YTunurta koMmaHaHOW CTPOKU

Bbl moxeTe ynpaBnsatb Kaspersky Security 10.1.1 gna Windows Server ©3 kKOMaHOHOW  CTPOKM
3awmuiaemoro cepsepa.

YTunuta KOMaHAHOW CTPOKM BXOOMT B Habop nporpaMMHbiXx KomnoHeHToB Kaspersky Security 10.1.1
nna Windows Server.

Kaspersky Security Center

Ecnu Bbl ucnonb3dyeTe nporpammy Kaspersky Security Center ang ueHTpanvM3oBaHHOMo ynpasneHus
aHTUBMPYCHOWN 3alUMTON KOMMbLIOTEPOB B Ballen opraHusaumu, Bbl MoxeTe ynpasndatb Kaspersky Security 10.1.1
ansa Windows Server yepes KoHconb agMmuHucTpupoBaHust Kaspersky Security Center.

Bam noTpebyeTcs yCTaHOBUTL CriegytoLimMe KOMMOHEHTbI:

e Moaynb uHterpauum c AreHtTomMm agmuHuctTpupoBaHus Kaspersky Security Center. 3TOT KOMMNOHEHT
BXOOUT B rpynny nporpaMmmHbix komnoHeHToB Kaspersky Security 10.1.1 gna Windows Server. OH
obecneunBaet cea3b Kaspersky Security 10.1.1 gna Windows Server ¢ AreHTOM aaMWHUCTPUPOBaHMS.
YctaHoBute Mogynb wuHTerpaumm c AreHtom agmuHuctpuposaHus Kaspersky Security Center
Ha 3alLuMLaemMoM cepeepe.

e AreHt agmuHuctpupoBaHus Kaspersky Security Center. YcraHoB/TE €ro Ha kaxgom 3aluiiaemMom
cepBepe. OTOT KOMMOHeHT b6yaet obecneuvBaTtb B3aumopencTBue mexgy Kaspersky Security 10.1.1
ana Windows Server, ycTaHOBNEeHHbIM Ha cepBepe, 1 KoHconbio agmuHucTpupoBaHusa Kaspersky Security
Center. ®ainn yctaHoBkM AreHTa agMUHUCTPUPOBaAHUA BXOAWT B KOMMNMEKT noctaBkn Kaspersky
Security Center.

e [naruH ynpaBneHus Kaspersky Security 10.1.1 ana Windows Server. [JononHutensHo Ha cepsepe,
Ha koTopoMm ycTaHoBneH Cepep agmuHuctpupoBaHus Kaspersky Security Center, yctaHoBuTe [MnaruvH
ynpaBnenwus Kaspersky Security 10.1.1 gna Windows Server pgnd paboTtel 4yepe3 KoHconb
agMuHncTpupoBaHus. OH obecneynBaeT MHTepAdENC ynpaBneHuss nporpammon Yepes Kaspersky Security
Center. ®ainn yctaHoBku [MnarnHa ynpasneHus, \server\kicfginst.exe, BXOOWUT B KOMMMEKT MOCTaBKU
Kaspersky Security 10.1.1 ans Windows Server.
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Bbi6op cnocob6a yctaHOBKMU

lMocne onpeneneHus NporpamMmMHbIX KOMMOHEHTOB Ansi ycTaHOBKM Kaspersky Security 10.1.1 ansa Windows Server
(cm. pasgen "MMporpammHble komnoHeHTbl Kaspersky Security 10.1.1 ansa Windows Server u nx koabl Ans cnyx6sbi
ycTtaHoBLuka Windows" Ha cTp. 28) HyXHO BbIGpaTb cnocob yCTaHOBKM NpOorpamMmei.

BbiGepute cnocob ycTaHOBKM B 3aBUCUMOCTU OT apXMTEKTYPbl CETU U CNeAYIOLNX YCIIOBUIA:

e noTpebyeTca N Bam 3agaTtb crneuuvanbHble napameTpbl yctaHoBku Kaspersky Security 10.1.1 ana Windows
Server vnu Bbl OygeTe WCNonb3oBaTb MapameTpbl YCTAHOBKM MO yMomndaHuio (cMm. pasgen "lMapameTpsl
YCTaHOBKM W yOaneHus 1 KoY KOMaHaHOW CTPOKM Ans cnyx6bl yctaHoBLwmka Windows" Ha cTp. 37);

. 6yﬂ,yT m napamMmeTpbl YCTaHOBKM eadnHbIMKN ana Bcex cepBepoB nnn nHansnayanbHbIMU
Ona KaXxagoro cepeepa.

Bbl moxeTe yctaHoBuTb Kaspersky Security 10.1.1 ana Windows Server kak ¢ TOMOLLLIO MacTepa YCTaHOBKW, Tak U
B pexmme 6e3 B3aumoaencTBMSA C NONb3oBaTenem, ykasas napamMmeTpbl YCTaHOBKM B KOMaHOHOW CTpoke. Bel moxeTe
BbINOSIHUTL LIEHTPanNM3oBaHHYO yaaneHHyto yctaHoBky Kaspersky Security 10.1.1 gns Windows Server: yepe3s
rpynnosble nonuTukn Active Directory nnv c nomolubto 3agaym yaaneHHon yctaHoBku Kaspersky Security Center.

Bbl moxeTe yctaHoBuTb Kaspersky Security 10.1.1 ans Windows Server Ha ogHOM cepBepe, HacTpouUTb €ro
Anst paboTbl 1 COXpaHWUTb €ro napameTpbl B KOHUrypaunoHHom hanne, 4Tobbl 3aTemM MCMOMb30BaTh CO34aHHbIN
davn gns yctaHoBkn Kaspersky Security 10.1.1 gna Windows Server Ha gpyrom cepBepe (3Ta BO3MOXHOCTb
He NpPUMeHSeTCs NPW YyCTaHOBKE Yepes rpynnosble nonuTukn Active Directory).

SaﬂyCK MacTepa yCTaHOBKU

C nomouubto MacTepa yCTaHOBKWU Bbl MOXeTe YCTaHOBUTb:

e KOMMoOHeHTbl Kaspersky Security 10.1.1 gna Windows Server (cm. pasgen "lNporpaMMHble KOMMOHEHTHI
Kaspersky Security 10.1.1 gna Windows Server" Ha ctp. 29) Ha 3awuwaemMom cepsepe u3 hanna
\server\setup.exe, BXoAsaLEero B KOMMNIIEKT NOCTaBKMY;

e KoHconb Kaspersky Security 10.1.1 gna Windows Server (cM. pasgen "YctaHoBka KoHconu Kaspersky
Security 10.1.1 gna Windows Server" Ha cTp. 50) u3 danna \client\setup.exe, Bxogswlero B KOMMNMEKT
NMOCTaBKW, Ha 3aLlMLLaeMOM CepBepe NN ApYromMm KOMMNbIOTEPE B NTOKarbHON ceTu.

SaﬂyCK N3 KOMaHOHOM CTPOKUA (ba|7|na WHCTaNNAUMOHHOIO nakeTa C napamMmeTpamMmn yCTaHOBKU

3anycTtuB chann nHcTannsaumMoHHoro naketa 6e3 knioven, Bol yctaHoBute Kaspersky Security 10.1.1 gna Windows
Server ¢ napameTpaMn ycTaHoBKM Mo ymonyaHuio. C nomolubio knioven Kaspersky Security 10.1.1 gna Windows
Server Bbl MOXeTe U3MEHATb NapaMeTpbl YCTaHOBKM.

Bol  MoxeTe  ycTaHOBUTbL  KoHcONMb  mporpaMMmbl  Ha 3awuiiaemMoMm  cepsepe U (unn)  paboyem
MecTe agMuHUCTparTopa.

Bbl Tarwke MoxeTe ucnonb3oBaTb KOMaHAbl AN yctaHoBku Kaspersky Security 10.1.1 gna Windows Server wn
KoHconu nporpammebl (CM. pasgen "YcTaHOBKa 1 yaaneHne nporpammbl M3 KOMaHAHOW CTpokK" Ha cTp. 59).

LleHTpanu3oBaHHas ycTaHoBka Yepe3 Kaspersky Security Center

Ecnu Bbl ucnonb3yete Kaspersky Security Center ons ynpaBneHns aHTUBUPYCHOW 3aLUUTON KOMMbIOTEPOB CeTH,
Bbl MOXeTe ycTaHoBuUTb Kaspersky Security 10.1.1 ans Windows Server Ha HECKONbKUX KOMMbKOTEPAX C MOMOLLBHO
3apaun yganeHHom yctaHoBku Kaspersky Security Center.

CepBepbl, Ha KOTOPbIX Bbl XO0TUTE ycTaHOBUTb Kaspersky Security 10.1.1 gna Windows Server yepe3 Kaspersky
Security Center (cM. pasgen "YcTaHoBKa 1 yganeHue nporpammel ¢ nomolbto Kaspersky Security Center” Ha cTp.
64), MoryT HaxoguTbCcsa Kak B oAHOM AoMeHe c Kaspersky Security Center, Tak u B ApyroM JOMeHe unu BoobLue
He npuHagnexatb HY OOHOMY JOMEHY.

YcmaHoska u y@aneHue ripoepammsl
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LleHTpanu3oBaHHasa ycTaHoBKa Yepes rpynnoBble nonutuku Active Directory

C nomowpbto rpynnoBbix nonutuk Active Directory Bbl MoxeTe ycTtaHaBnueaTb Kaspersky Security 10.1.1
ans Windows Server Ha 3awuwaemom cepsepe. Bbl moxeTe yctaHoBUTb KOHCOMb MporpamMmbl Ha 3alimiiaeMom
cepBepe n (unu) paboyem mMecTte agMUHUCTpaTopa.

Bbl MoxxeTe ycTtaHoBUTL Kaspersky Security 10.1.1 ans Windows Server, ucnonb3ys nvib napaMmeTpbl YCTAaHOBKU
Mo YMOMYaHMIO.

CepBepbl, Ha koTOpbIXx nporpamma Kaspersky Security 10.1.1 gna Windows Server ycTaHOBMeHa C NMOMOLLbIO
rpynnosbix nonuTuk Active Directory (cm. paszgen "YcTaHoBKka 1 yganeHve nporpaMmMbl Yepes rpynnoBble NOMUTUKN
Active Directory" Ha cTp. 69), 4OMmMKHBI HAXOOUTBCS B TOM XK€ AOMEHE U B TOM Xe nogpasferieHnn opraHvsauuu.
YcTaHoBKa BbINOMHAETCH Npu 3anycke cepeepa, nepeq xogom B Microsoft Windows.

YcTaHOBKa 1 yaaneHue nporpaMmmbi C NOMOLLLIO MacTepa

OTOT pasgen coaoepXuT onucaHue npoueaypbl yctaHoBku M yaaneHus Kaspersky Security 10.1.1 gna Windows
Server n KoHconu nporpammbl C MOMOLLBIO MacTtepa YCTaHOBKM, a Tawkke WHOPMauMio O AOMOSNHUTENbLHON
HacTpovike Kaspersky Security 10.1.1 gna Windows Server n geicTBusx nocrne yctaHOBK/ Nporpammbl.

B aTtom pasgene

YCTaHOBKa C MOMOLLLLIO MACTEP@A YCTAHOBKM .....vveeeiititeetaitteeeaauteeeeaaateteeaaabeeeesasbeeeesaabeeeeeaabeeeeaanbeeeeeasbeeeeeanbeeeeaannns 46
M3meHeHmne cocTaBa KOMNOHEHTOB U BoccTaHoBreHne Kaspersky Security 10.1.1 gna Windows Server ........... 56
YaaneHue C NOMOLLBI0 MACTEPA YCTAHOBKM ........uteeiiuriieeiriteteesaireeeessiteeeeassreteesaste e e e s sare e e e s asbe e e e s aane e e e s asreeeeaanrneeennnnns 57

YcTaHOBKa C NOMOLLbI MacTepa YCTaHOBKM

B cnegywowux pasgenax COOepXMTCs MHGoOpMauus O ToM, kak yctaHoBuTb Kaspersky Security 10.1.1
ona Windows Server n KoHconb nporpammbi.

» 4Ymobkl ycmaHos8uUMb U npucmynums K ucrosnb3oeaHuto Kaspersky Security 10.1.1 dng Windows
Server, ebinonHume cnedyrouwjue delicmeusi:

1. YcraHoBute Kaspersky Security 10.1.1 gns Windows Server Ha 3aljuliaemMmom cepBepe.

2. Ha komnbloTepax, ¢ KOTOpbIX Bbl MnaHupyeTe ynpaBnsaTe Kaspersky Security 10.1.1 gna Windows Server,
ycTaHoBuTe KOHCOMb nporpaMmbl.

3. Ecnu Bbl yctaHoBMNU KoHconb NporpaMmbl He Ha 3allMLLIaeMOM CepBepe, a Ha ApYrom KOMMbloTepe cetu,
BbINOMHMTE OOMOMHUTENbBHYI0 HacTpoWKy, 4Tobbl nonb3oBaTeny KoHconmu nporpammbl MOMWM yoaneHHO
ynpaBnate Kaspersky Security 10.1.1 ana Windows Server.

4. BblnonHute aencteusa nocrne ycraHoBku Kaspersky Security 10.1.1 gnsa Windows Server.

YcmaHoeka u yoarneHue rpozpammb!
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B aTtom pasgene

YcraHoBka Kaspersky Security 10.1.1 A58 WINAOWS SEIVET ........uuiiiiiiie ittt ie e e e s seiatee e e e e e s e ssntanne e e e e e s s s nnnnnneees 47
YcraHoBka KoHconu Kaspersky Security 10.1.1 Ansg WINAOWS SEIVET ..........vviiiiiiiiiiiiiieeeee e 50
[ononHutensHasa HacTpoKrka nocne yctaHoBkM KoHCoNm nporpamMmmbl Ha APYrOM KOMMBIOTEPE .....uveeeeeeeeiruneeenenn. 51
PaspelueHne ceTeBbix COeANHEHNI ANST KOHCOMM MPOTPAMMBDI ......cceiuvieeeeiieeeeesteeeessteeeesstseeesssseessssseeessnsseeessnes 51
Oenicteus nocne yctaHoBkn Kaspersky Security 10.1.1 4na WIiNAOWS SEIVEr..........ocoveiiiiiieiiiiiieee e 53

YctaHoBKa Kaspersky Security 10.1.1 ana Windows Server

Mepen yctaHoskon Kaspersky Security 10.1.1 ana Windows Server BeinonHute cnegyowme 4eNCTBUS:

e YbBegoutecb, 4YTO Ha cCepBepe He yCTaHOBMNEHbl Apyrne aHTMBUPYCHble nporpamMmbl. Bbl  moxeTe
ycTaHaBnueatb Kaspersky Security 10.1.1 gna Windows Server, He ygansisi yCTaHOBMEHHbIN AHTUBUPYC
Kacnepckoro 8.0 gns Windows Server Enterprise Edition nnn Kaspersky Security 10 ana Windows Server.

e Ybegutecb, 4TO Yy4yeTHas 3anucCb, CMNpaBaMu KOTOPOW Bbl 3anyckaete MacTep YCTaHOBKW,
3apeructTpupoBaHa B rpynne agMUHUCTPATOPOB Ha 3alUuULaeMOM CEepPBEpE.

[Mocne BbINOMHEHUSA OMUCaHHLIX Bbile AENCTBMNW, Nepenaute K npoueaype ycTaHoBkW. Cnedys WMHCTPYKUUSM
mMacTepa ycTaHOBKW, 3adanTe napameTpbl yctaHoBku Kaspersky Security 10.1.1 ana Windows Server. Bbl moxeTe
npepeaTb yctaHoBky Kaspersky Security 10.1.1 gns Windows Server Ha niobom Liare macTepa YCTaHOBKW.
[ns aToro B okHe MacTepa yCTaHOBKWN HaXKMuTe Ha KHOnKy OTMeHa.

Bbl MOXeTe npounTaTh NogpobHee o NapameTpax ycTaHOBKW (yaaneHusl) (cM. pasgen "lMapameTpbl yCTaHOBKU U
yAaneHUs 1 ux KrnioYm KOMaHOHOM CTPOKKU A5 cnyx6bl ycTaHoBwuka Windows" Ha cTp. 37).

» 4Ymobsi ycmaHosums Kaspersky Security 10.1.1 dnss Windows Server ¢ noMowbto Macmepa
yCmaHOo8KU, 8birosiHume credyroujue delicmeus:

1. Ha cepsepe 3anyctute gain nporpamMmmMbl-NpuUBETCTBUS SEtup.exe.

2. B oTkpbiBEMcH okHe B 6rioke YcTaHoBKa nepengute no ceoinke YetaHosutb Kaspersky Security 10.1.1
ana Windows Server.

3. B oTkpbIBLIEMCA OKHe MpuBeTCTBUSA MacTepa yctaHoBku Kaspersky Security 10.1.1 ana Windows Server
HaXXmuTe Ha KHonky Oanee.

OTkpoeTca okHO JlInueH3noHHoe cornaweHue un NMonutnka KOHuaeHLNaNbLHOCTM.
4. O3HaKkoMbTeCb C yCroBuaAMM JIMLEH3NOHHOTO cornawleHnst 1 MonnTukn KOHPUAEHUNANbHOCTH.

Ecnu Bbl npountanu JInLeH3noHHoe cornatleHne u MonuTuky KoHUAEHUUANbHOCTW, AN NPOAOIKEHNS
YCTaHOBKM YCTAHOBUTE (DNaXkKu, CBUAETENLCTBYHOLIME, YTO Bbl MPUHUMAaeTe MOMOXEHWUSA WU YCroBUA
HacToswwero JlueH3noHHoro cornaweHus 1 NMonnTuky kKoHaeHUNaNLHOCTU, KOTOpas onuckbIBaeT
06paboTKy AaHHbIX.

Ecnn Bbl He NnpuHumaeTe JlnueH3noHHoe cornawenme 1 MNonuTuky KoHdMaeHUManbHOCTH, YCTaHOBKa
OypeT npepeaHa.

YcmaHoska u y@aneHue ripoepammsl
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HaxmuTte Ha kHonky [anee.

Ecnun Ha cepBepe ecTb COBMeCTMMasa BepCcuUs yCTaHOBMEHHON NporpamMMel, OTKpoeTcs okHo OOHapyxeHa
npeabigywas Bepcus NporpamMmmbl.

Ecnu npegpiayLine Bepcun nporpamMmmbl He 06HapYXKeHbl, NepenguTe K wary 8 9Ton UHCTPYKLUUK.

YTto6bl OOHOBWTL Nporpammy npeaplayLien Bepcun, HaXXMUTE Ha KHOMKy YcTaHOBUTL. MacTep ycTaHOBKM
obHoBuT nporpammy go Kaspersky Security 10.1.1 ans Windows Server m coxpaHUT COBMECTUMbIe
HacCTpOMKM B HOBOW Bepcun. [1o OKkOHYaHUM OBHOBMNEHMS MporpamMbl OTKPOETCS OKHO 3aBeplueHune
YCTaHOBKM (Nepengute K wary 15 3Ton UHCTPYKLUN).

OTtkpoeTca okHO BbicTpas npoBepka nepea Ha4yarioM yCTaHOBKU.

B okHe BbicTpas npoBepka nepen Ha4yasioM yCTaHOBKM ycTaHoBuTe ¢hnaxok NMpoBepuTb KOMNbLIOTEP
Ha BUPYCbI, YTOObI NPOBEPUTbL Ha Hanmu4yMe Yrpo3 3arpy304Hble CEKTOpbl JIOKalNbHbIX AMCKOB CepBepa U
CUCTEMHYIO NaMaTb. 3aTeM HaxmuTe Ha kHonky [anee. [1o OKOHYaHUM NPOBEPKM OTKPOETCS OKHO
C pe3ynbTaTamu MPOBEPKMU.

Bbl MOXeTe npocMOTpeTb MHAOpPMauuio O NpPoBepeHHbIX obbekTax Ha cepsepe: obllee KONMYecTBo
NpOBEepeHHbIX OOBLEKTOB, KOMWYECTBO OOHAapYXEHHbIX TUMOB Yrpo3, KOMMYECTBO OBHApYXXEHHbIX
3apaXXeHHbIX M BO3MOXHO 3apa)keHHbIX OOBbEKTOB, KONMMYECTBO OMACHbIX UM NO03PUTENBbHbBIX MPOLLECCOB,
koTopble Kaspersky Security 10.1.1 ana Windows Server yganun 13 namsitv, U KOJIMY4ECTBO OMacHbIX UMK
NOAO3PUTENBHBIX MPOLIECCOB, KOTOPbIE NPOrpaMMe He yaanochb yaanuTb.

Ytobbl MOCMOTPETb, KakMe WMEHHO OObeKkTbl OblMM MNPOBEpPEHbl, HaXMuUTe Ha kKHOonKy Cnucok
06paboTaHHbIX OO BHLEKTOB.

B okHe BbicTpas npoBepKa nepen Ha4yanom yCTaHOBKMU HaXXMUTe Ha kHonky Janee.
OTkpoeTcst okHo BbiGopoyHas ycTaHOBKa.
BbiGeprTe KOMMOHEHTbI, KOTOPbIE Bbl XOTUTE YCTAHOBUTD.

Mo ymMomn4aHuio B CMUCOK yCTaHaBNMBaeMblX OOBEKTOB BKMOYEHbI BCe KOMMOHeHTbl Kaspersky Security
10.1.1 pna Windows Server, 3a UCKNKOYEHMEM KOMMOHEHTOB YNpaBreHne CeTEeBbIM 3KPaHOM U
lMpoBepka CKpMNTOB.

KomnoHeHT [Mopgaepxkka SNMP-npotokona Kaspersky Security 10.1.1  gns Windows Server
oToOpa)kaeTcsi B CMWUCKE YCTaHaBMMBAEMbIX KOMMOHEHTOB TOMbKO B Cry4ae, €CnuM Ha cepBepe
ycTaHoBneHa Cnyx6a SNMP Microsoft Windows.

YT106bl OTMEHUTb BCE M3MEHeHUs B OkHe BblOopoyHasi ycTaHOBKAa, HaXXmMuTe Ha KHOMKy COpocuTb.
Haxmute Ha kHornky danee.

B oTkpbiBLLIEMCS OKHE BbIGOP Nanku HasHa4YeHUA BbLINOMHUTE crieayowmne OenCTBUS:

e Ecnn TpebyeTcs, ykaxute nanky, B KOTOpon OyayT coxpaHeHbl chavinbl Kaspersky Security 10.1.1
ansa Windows Server.

e Ecnu TpebyeTtcs, NpocMoTpuUTe MHGOPMaLWIO O AOCTYMHOM MPOCTPAHCTBE Ha NOKasbHbIX KEeCTKUX
OucKax no kHorke Juck.

Haxmunte Ha kHornky danee.
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OTKpbIBLUEMCA  OKHE dononHutenbHble napameTpbl YCTAaHOBKWU HaCTpOVITe cneagywuimne

napamMmeTpbl YCTAHOBKWU:

B

BKnoUYnMTb NOCTOSAAHHYO 3aLUTY Nocne yCTaHOBKU NporpamMmbl.

[ob6aBunTb K UCKINOYEeHUAM ¢hannbl, pekoMmeHAoBaHHble Microsoft.

[Ho6aBuTb K ucknroyeHusim cpannbsl, pekomeHgoBaHHbIe "flabopaTtopuen Kacnepckoro”.
HaxmuTte Ha kHonky [anee.

OoTKpbIBWeEMCA oOkHe Wmnopt napameTpoB U3 KOH(MrypaumoHHoro ¢panna BbINOMHUTE

crnenyolive OencTeus:

a.

b.

Ecnn Bbl xotute umnopTupoBaTtb napameTpbl Kaspersky Security 10.1.1 ana Windows Server
N3 CYLLECTBYIOLLEro KOH(UrypaumMoHHoro danna, co3gaHHoro B nMobor npeablaylien COBMECTUMOW
BEPCUM NPOrpaMmmbl, YKaxnte KOHpUrypaumoHHbIi dann.

3arem HaxmuTe Ha KHOMKY Danee.

B OTKPbIBLLUEMCA OKHE AKkTnBauus nporpamMmbl BbINOJIHUTE OAHO U3 cneayrwnx OEenCTBUN:;

Ecnn Bbl XOTUTe akTuBMpoBaTb Nporpammy, ykaxuTe dann knoda Kaspersky Security 10.1.1
ana Windows Server ang aktmeaumy nporpamMmmbl.

Ecnun Bbl xoTute aAKTBMpPOBATbL NporpamMmmy no3xe, HaXXMnUTe Ha KHOMKY Danee.

Ecnu Bbl NpegBapuTenbHO coxpaHunu chann knoya B nanke \server KOMMnmekTa nocTaBku, UMsi 3TOrO
(panna otobpasuntcsa B none Knrou.

Ecnn Bbl x0TnTe O06aBUTL KW C NOMOLBIO hanna Kf4da, KOTOPbI XPaHWTCA B APYrow narnke,
yKaxute cann knova.

Bbl He moxeTe aKTnBMpoBaTb nporpaMmmy C NOMOLLIbKO KOOa akKTunBauun U3 MacTtepa yCTaHOBKW.
Ecnu BbI XOoTUTE aKTUBMpoOBaTb MNMporpamMmmy C NOMOLLbIO KOAa aKTuBalunn, Bbl CMOXETE ﬂ06aBI/|Tb
KOO aKTMBauuwn nocrie ycCtaHOBKWU NMporpamMmbl.

Mocne noGasneHus charina knya B OKHe 0TOOpasnTCcs nHdopmaumsa o nuueH3uun. Kaspersky Security
10.1.1 ans Windows Server otobpaxaeT pacyeTHYI AaTy OKOHYaHUSA Cpoka AEeNCTBUSA MULEH3UW.
Cpok OencTBUS NULEH3UN OTCUYUTBIBAETCA C MOMeHTa AobaBneHus Kr4va, HO UcTekaeT He nosgHee
UCTeYeHUs cpoka roaHocTu hanna knoya.

HaxmuTe Ha KHOMKY Danee, 4ToGbI NMPUMEHUTb KIoY B NporpamMmme.

B oTkpbiBeMcs okHe FOTOBHOCTb K yCTaHOBKE HaXmuTe Ha KHOMKy YcTaHoBUTb. Mactep npuctynut
K ycTaHoBke komnoHeHToB Kaspersky Security 10.1.1 ans Windows Server.

Mo 3aBepLieHnn YyCTaHOBKN OTKPOETCA OKHO YctaHoBKa 3aBepLlieHa.

YcraHoeute cnaxok Mpountatb Release Notes, 4TobObl NpocMoOTpeTb MHGOPMALNIO O BEpPCUU Mocre
3aBepLUeHnst paboTbl MacTepa yCTaHOBKM.

Haxmunte Ha kHorky OK.

OkHO MacTepa ycTaHOBKM ©OygeT 3akpbiTo. [lo 3aBepweHumn yctaHoBkn Kaspersky Security 10.1.1
ana Windows Server 6ygeT rotoB k paboTe, ecnv Bbl 4OOaBWNK KoY AN aKTUBaLMM Nporpammbl.

YcmaHoska u y@aneHue ripoepammsl
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YcraHoBka KoHconu Kaspersky Security 10.1.1 gna Windows Server

Cneayst MHCTPYKUMSAM MacTepa YCTaHOBKW, 3agjante napameTtpbl ycTaHoBku KoHconu nporpammbl. Bbl moxeTe
npepeatb YCTaHOBKY Ha nobom ware wmactepa. [ngaToro BOKHE MacTepa YCTAHOBKU  HaXmuTe
Ha kHonky OTMeHa.

» 4Ymobki ycmaHosumb KoHcosb npozpammel, 8binofiHUme credyrouwue 0elicmeusi:
1. Y6egwutech, YTO y4eTHas 3anucb, C NpaBamMmn KOTOPOK Bbl 3anyckaeTe MacTep yCTaHOBKW, BXOAWUT B rpynny
agMMHUCTPaTOPOB Ha KOMMbIOTEPE.
2. 3anyctuTe dann npuBeTcTBUA Setup.exe Ha KOMMNbloTepe.
OTKpoeTCcs OKHO NPOrpamMmmbl-NPUBETCTBUS.
3. TlepenguTe no ccoinke YctaHoBUTb KoHconb Kaspersky Security 10.1.1 gna Windows Server.
OTKpoeTCcs OKHO NPMBETCTBUSA MacTepa yctaHoBku. Haxxmute Ha kHonky danee.

4. O3sHakombTeCb C ycrnoBusMU JIMLEH3NOHHOro cornawenus u  [lonuTtukn  KOHPMAEHUNANbHOCTM
B OTKPbIBLUEMCSI OKHE U ANSA NMPOLOIMKEHMS YCTAHOBKU YCTAHOBUTE (brnaxku, CBUOAETENbCTBYOLME, YTO Bbl
npuHUMaeTe MNOJIOXKEHUss U YycnoBusi Hactosiwero JlMueH3noHHoro cornaweHus un [MonuTuky
KOH(mnaeHUnanbLHOCTHU, KOTOPasa OoNUCbIBaeT 06paboTKy faHHbIX. HaxxmuTe Ha kHonky Oanee.

OTKpOGTCﬂ OKHO [lononHuTesbHbIE napamMmeTpbl YCTAHOBKMU.
5. B OTKPbIBLLEMCA OKHE OononHuTenbHble napameTpbl YCTAaHOBKMU BbINOJIHUTE cleayruine DencTBus:

e Ecnu Bbl NnaHmpyeTe ¢ nomolubto KoHconu nporpammbl ynpaenate nporpammont Kaspersky Security
10.1.1 pgna Windows Server, yCTaHOBMEHHOW Ha yAarieHHOM KOMMbIOTEPE, YCTAHOBUTE (OIIaXKoK
PaspewnTb yaganeHHbI focTyn.

e YTto6bl OTKPbITb OKHO BbIOOpOYHasi ycTaHOBKa U BblOpaTb  KOMMOHEHTbI,  BbINOMHUTE
cnegywouwine OencTBUS:

a. HaxmuTe Ha kHonky [lononHUTEenNbHO.
OTkpoeTtcs okHO BbibopoyHas ycTtaHOBKa.

b. BbibepuTte koMnoHeHTbl Habopa cpeacTB agMUHUCTPUPOBAHNS U3 CNINCKa.
Mo ymon4yaHuio yctaHaBnNnBalTCS BCE KOMMOHEHTHI.

c. Haxmute Ha kHonky [anee.

Bbl MOxeTe npounTaTb nogpobHee o komnoHeHTax Kaspersky Security 10.1.1 ana Windows Server
(cm. pasgen "TlporpammHble kKomnoHeHTbl Kaspersky Security 10.1.1 ana Windows Server n nx kogpl
ans cnyx6el Windows Installer" Ha cTp. 28).

6. B oTkpbiBLLEMCS OKHE BbLIGOP Mankyn Ha3Ha4YeHUA BbINONHUTE Crieayowme AeNCTBIS:
a. Ecnu TpebyeTtcs, ykaxxuTe Apyryto narky, B KOTOpol 6yayT coxpaHeHbl ycTaHaBnmMBaeMble doansbl.
b. HaxmuTe Ha kHonky [anee.

7. B oTkpbiBLLEMCS OKHE FOTOBHOCTbL K YCTAaHOBKE HaXXMUTE Ha KHOMKY YCTaHOBUTD.
MacTep npucTynuT K yCTaHOBKE BblGpaHHbIX KOMMOHEHTOB.

8. Haxmute Ha kHonky OK.

OkHO mMacTepa YCTaHOBKM Oyoet  3akpbITo. KoHconb nporpamMmel Oyoetr  ycTaHOBreHa
Ha 3alLMLLaeMOM CepBepe.

YcmaHoeka u yoarneHue rpozpammb!
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Ecnu Bbl ycTtaHoBunu Habop "CpeactBa agMUHUCTPUPOBAHUA" He Ha 3allMLiaeMOM CcepBepe, a Ha Apyrom
KOMMNbIOTEPE CETW, BLIMONHUTE AOMOMHUTENBbHYKO HACTPOWKy (CM. pasgen "[ononHuTenbHasi HAcCTPOMKa nocne
ycTaHoBKM KoHconu nporpaMmmbl Ha Apyrom KoMnbioTepe" Ha cTp. 51).

JononHuTenbHas HacTpoWka nocre yctaHoBku KoHconu nporpaMmmbi
Ha Apyrom KomnbloTepe

Ecnu Bbl ycTtaHoBunu KoHcomb nporpamMmbl He Ha 3aliMiaeMoOM CepBepe, a Ha ApYyroM KOMMblTepe ceTw,
BbIMOMTHUTE OMUCAHHbIE HWXKe AEWCTBUS ANnd Toro, 4tobbl Nonb3oBaTenn Mornu yganeHHo ynpaBnsaTe Kaspersky
Security 10.1.1 gnsa Windows Server:

e Ha sawmwaemom komnbtoTepe gobasbTe nonb3osatenen Kaspersky Security 10.1.1 gna Windows Server
B rpynny KAVWSEE Administrators.

e Paspewartb ceTeBble coeavHeHus Ang cnyxbel Kaspersky Security Management (kavfsgt.exe)
(cm. pasgen "O npaBax poctyna kcnyxbe Kaspersky Security Management" Ha cTtp. 93), ecnmu
Ha 3aWwuLaeMomM cepBepe  ucnonb3yeTcss ceteBonM akpaH Windows wunmM  ceTeBoW  3KpaH
CTOPOHHEro nocTaBLUyKa.

e Ecnn Bo Bpems yctaHoBku KoHconu nporpammbl Ha KOMmnbloTep nog ynpasneHunem Microsoft Windows
He Obin ycTaHoBneH drnaxok PaspewnTb yaaneHHbIN AOCTYN, HEOOXOAMMO BPYYHYIO BKIOYUTL CETEBLIE
coeguHeHus ans KoHconu nporpaMmmbl Yepes CeTeBOM IKpaH KoMnbloTepa.

PaspeweHue ceTeBbix coeanHeHun ansa KoHconu nporpammbl

HasBaHus napameTpoB MOTyT OTIIMYaTbCA B pa3HbIX ONnepaunoOHHbIX CUCTEMaX Windows.

KoHconb mporpaMmbl Ha yaaneHHOM KomnbloTepe ucnonb3yeT npotokonn DCOM gns nonyyeHust nHdgopmMauum
o cobbiTusAx Kaspersky Security 10.1.1 gnsg Windows Server, Hanpumep, O NPOBEPEHHbIX OOBbeKTax umnu
3aBeplleHun 3agad, ot cnyxObl Kaspersky Security Management Ha 3awwmwiaemom cepBepe. Bam HyxHO
paspelwnTb ceTeBble coeduHeHuss ansa KoHconu nporpammbl B napameTpax Opanamayaspa Windows, 4TOGbI
yCcTaHaBnMBaTb coeanHeHns mexay KoHconbto nporpammel u cnyx6on Kaspersky Security Management.

Ha yoaneHHoM KoMnbTepe, Ha KOTOPOM yCTaHOBJ1EeHa KoHconb nporpamMmmbl, BblNONHUTE cnegywLuine OencTBus:

e Y6eoutecb, 4YTO paspelleH aHOHVMMHbIA yAaneHHbln goctyn K nporpammam COM (HO He yaaneHHbIn
3anyck u aktmeaums nporpamm COM).

e B napametpax 6pangmayapa Windows otkpornte nopt TCP 135 u paspewmnte ceTeBble COEOUHEHUSA
Ansi ucnonHsemoro davna npouecca yganeHHoro ynpasneHus Kaspersky Security 10.1.1 gna Windows
Server — kavfsrcn.exe.

Uepes nopt TCP 135 KNMEHTCKMMA KOMMNbIOTEP, Ha KOTOPOM YycTaHoBrneHa KoHconb nporpamMmmel,
obMeHnBaeTcst MHpopMaLuuel ¢ 3almLaeMbiM CEPBEPOM.

e Hactpovite npaBuno ucxogsawiero Tpadumka ans 6pangmayspa Windows, 4ToObl pa3pewmnTtb CeTeBble
coefuHeHUs.

B otnuune ot ctaHgaptHeix cnyx6 TCP/IP u UDP/IP, roe pans kaxgoro npoTokona WMeeTcs
dumkcmpoBaHHbIn nopt, DCOM gmMHammnyeckn HasHavaeT nopTbl cBouM yaaneHHbiM COM-obbekTtam. Ecnin
MeXay KIMeHTOM (Ha KoTopoM yctaHoBrneHa KoHconb nporpammbl) 1 DCOM-ycTpocTBOM (3aLumLiaembim
CcepBepoOM) MMeeTCS CeTeBOW 3KpaH, He0BX0AUMO OTKPbITh LUMPOKMIA Anana3oH NOpPTOB.

YcmaHoska u y@aneHue rpoecpammabl
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AHarnornyHble wWary cneayeT BbIMOMHUTL AJ1S HACTPOWKKU No6oro Apyroro NporpammHOro UMy anmnapaTHoro
CeTeBOro akpaHa.

Ecnn KoHcomnb nporpaMMbl OTKpbiTa BO BpeMSi HACTPOWKU MapameTpoB COEAMHEHMST MeXAy 3alluaembiM
CEPBEPOM U CEpBEPOM, Ha KOTOPOM YycCTaHoBreHa KoHconb nporpammbl, BaM HyXHO 3akpbiTb KoHconb
nporpaMmmbl, OOXAOATbCA 3aBepLUeHUs npouecca yaaneHHoro ynpaeneHust Kaspersky Security 10.1.1
anst Windows Server kavfsrcn.exe n cHoBa 3anyctuTtb KoHconb nporpammbl. HoBble napameTpbl COeAMHEHNS
OyayT NPUMEHEHBI.

» 4Ymobhki paspewiums aHOHUMHBIU yOaneHHbIl docmyn K ripoepammam COM, ebinonHume
cnedyrouwue Oelicmaus:

1. Ha yganeHHOM KomMmnbloTEpe, Ha KOTOpoM ycTaHosrneHa KoHconb Kaspersky Security 10.1.1 gna Windows
Server, oTkpounTe KOHCONb CnyX6bl KOMMOHEHTOB.

Bbibepute Myck > BbINONMHUTD.

Beegute komaHay dcomcnfg.

HaxxmuTe Ha kHonky OK.

B koHconu Cnyx6bl KOMNOHEHTOB CepBepa passepHuUTe y3en KomnbloTepbl.

OTKpOWTE KOHTEKCTHOE MEHIO Ha y3re Mon KomnbioTep.

Beibepute nyHkT CBOMCTBA.

© N o g &~ w N

B okHe CBomnctBa Ha 3aknagke BesonacHoctb COM Haxmute Ha kHOMky M3MeHUTb orpaHu4veHusi
B rpynne napameTpos lNpaBa gocrtyna.

9. B okHe PaspeweHue Ha goctyn ybeautech, 4to ans nonb3oatenis ANONYMOUS LOGON ycTtaHoBneH
dnaxok PaspewmTb yaaneHHbIN JOCTYN.

10. HaxmuTe Ha kHornky OK.

» 4Ymobbl omkpbimb 8 6paHdmayape Windows TCP-nopm 135 u pa3pewums cemeabie COeOUHEHUS
Ons npouecca ydaneHHoe20 ynpasneHusi Kaspersky Security 10.1.1 dns Windows Server,
ebirnonHUmMe cnedyrouue delcmeus:

1. Ha ypaneHHoMm komnbtoTepe 3akponTe KoHconb Kaspersky Security 10.1.1 gna Windows Server.
2. BbInonHWTE 0QHO M3 cneayrLwunx 4encTBun:
e B Microsoft Windows XP nnn Microsoft Windows Vista:

a. B Microsoft Windows XP cnaketom oOHoBneHun 2 wnum Bblwe Bblbepute [Myck >
BpaHnagmayap Windows.
B Microsoft Windows Vista Bbibepute Myck > MaHenb ynpaBneHusa > Bpangmayap Windows u
B okHe Bpanamayap Windows BbibepuTe nyHKT A3MeHUTb napameTpbl.

b. B okHe BbBpaHgmaysp Windows (unu T[lapametpbl GpaHamayapa Windows) Ha 3aknagke
UcknioyeHus Haxxmute Ha kHomnky [lo6aBUTL NOPT.

YcmaHoska u yOaneHue ripoepammsl
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c. B none Umsa ykaxute nma nopta RPC (TCP/135) nnn 3agante gpyroe ums, Hanpuvep, DCOM
Kaspersky Security 10.1.1 ana Windows Server, a Bnone Homep nopta ykaxute Homep
nopta: 135.

d. Bbibepute npotokon TCP.
e. HaxmuTe Ha kHonky OK.
f. Ha 3aknagke UcknroveHus Haxmute Ha kHornky [lo6aBuUTb nporpamMmmy.
e B Microsoft Windows 7 n Bbiwe:
a. Bbibepute nyHkT Myck > MaHenb ynpaBneHusa > BpaHgmayap Windows.

b. B okHe BpaHgomayap Windows BbiGepute nyHKT Paspewutb 3anyck nporpamMmbl unu
KOMMNOHeHTa Yepe3 6paHgmayap Windows.

c. B okHe Paspewutb cBf3b nporpamm 4epe3 OpaHamayap Windows HaxmuTe Ha KHOMKY
Paspewuntb gpyryro nporpamMmmy.

3. B okHe [lobaBneHue nporpammbl ykaxute dann kavfsrcn.exe. OH xpaHUTCHA B nanke, KOTOPYH Bbl
ykasanu B ka4yecTBe nanku HasHadeHus npu yctaHoske KoHconu Kaspersky Security 10.1.1 ana Windows
Server ¢ nomoubto koHconn Microsoft Management Console.

4. Haxwmute Ha kHonky OK.

HaxmuTe Ha kHonky OK B okHe Bpanamayap Windows (lMapameTpbl 6paHgmayapa Windows).
» [JobasneHue npasusna ucxodsauweao mpaguka 0ns bpaHomayaspa Windows:

1. Bbibepute nyHkT MNMyck > MNaHenb ynpasnenusa > bBpangmayap Windows.

2. B okHe BpaHamayap Windows nepengute no ccoinke flononHuTenbHble NapamMeTpbl.
OTkpoeTcs okHo Bpanamayap Windows B pexxumMe noBbILLEHHOW 6e30NacHOCTM.

3. BbibepuTe BnoxeHHbIV y3en NpaBuna Ans ucxopswero NoAKMIYeHUs.

4. Ha naHenu JenctBus Boibepute nyHKT Co3aatb npaBuno.

5. B oTkpbiBleMcs okHe MacTep cosgaHus npaBuna ons HOBOro UCXoAsLWero noaknoveHus Bouibepute
napameTp MopT 1 HaxxmMuTe Ha kHonky Oanee.

6. Bbibepute napametp lNMpotokon TCP.

7. B none OnpepeneHHble yaaneHHbIe NOPTbl YKAXWUTE CreayoLwmi guanasoH nopTos, YTobbl paspeLlmnTb
ucxopswme nogknodeHus: 1024—65535.

8. B okHe fenctBue BbibGepuTe NnapameTp PaspewmnTb nogknioyeHue.

9. CoxpaHuTe co3gaHHOe nMpaBWno W 3akpomTe oOkHO bBpangmayap Windows B pexume
NOBbIWEHHON 6e30MacHOCTH.

BbpaHgmayap Windows He paspeluaeTr ycTaHOBKY CeTeBblX coeauHeHun mexay KOHCOomnbi nporpaMmmbl U
cnyxbon Kaspersky Security Management.

HenctBua nocne ycraHoBku Kaspersky Security 10.1.1 ana Windows Server

Kaspersky Security 10.1.1 gna Windows Server 3anyckaeT 3agadv 3aliMTbl U NPOBEPKM Cpasy Mocre YCTaHOBKMY,
ecnu Bbl akTMBupoBanu nporpammy. Ecnn Bo Bpems yctaHoBku Kaspersky Security 10.1.1 ana Windows Server
Obil BblIOpaH NYHKT BKMOYATL NOCTOSIHHYK 3alWMUTy MOCJie YCTAaHOBKU NporpaMmmbl (MO yMOMYaHUto),

YcmaHoska u y@aneHue ripoepammsl
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nporpamma npoeepsieT 06bekTbl hannoBor CUCTEMbI cepBepa npu JocTtyne Kk HUM. Ecnu Bo Bpemsi BbIGoOpovHON
yCTaHOBKM Obln ycTaHOBIEH KOMMOHeHT [lpoBepka ckpunToB, Kaspersky Security 10.1.1 ans Windows Server
OyZoeT BbINOMHATL MPOBEPKY MPOrpamMMHOrO koda BCEX CKpUNTOB npu ux 3anycke. Kaxgyw nstHudy B 20:00
Kaspersky Security 10.1.1 ana Windows Server BeinonHsaeT 3agadvy poepka BaxHbIX obnacren.

Mocne yctaHoBkn Kaspersky Security 10.1.1  agna Windows Server pekomeHOyeTCsi  BbIMNOMHUTL
cnegywoLine oencTeus:

e 3anyctute 3agadyy O6HoBneHne 6a3 nporpammbl. [locne yctaHosBkm Kaspersky Security 10.1.1
ans Windows Server npoBepsieT 006bekTbl C MCMonb3oBaHWeM 6a3, KOTopble BXOAWMM B COCTaB
nporpammbl Npu NocTaBke.

PekomeHayeTtca cpasy xe obHoBuTbH 6a3bl Kaspersky Security 10.1.1 ana Windows Server, Tak kKak
6a3bl Mornu ycrapeTsb.

Hanee nporpaMmma 6yp,eT 06HOBNATL 06asbl KaxdblA 4ac CcornacHo pacnncaHun, yCTaHOBJIEHHOMY
B 3aga4e no yMmoJi4aHuto.

e BbinonHuTb NpoBepky BaxHbIX obnacten cepsepa, ecnu nepen yctaHoskon Kaspersky Security 10.1.1
ana Windows Server Ha sawuwaemMoM cepBepe He Obina ycTaHOBfieHa aHTUMBMPYCHas nporpaMmma
C BKITHOYEHHON OYHKLIMEN MOCTOSAHHOW 3aLmnThl halinos.

e HacTtpouTb yBegomneHus agmmHmuctpatopa o cobbitusx Kaspersky Security 10.1.1 ans Windows Server.

3anyck 1 HacTporka 3agaym obHoBneHus 6a3 Kaspersky Security 10.1.1 ana Windows Server
» 4Umobbl 06Ho8UMb 6a3bl pozspaMMel 10CsIe yCmaHOoBKU, 8bINoIHUMe criedyrouue delicmeus:
1. B cBowictBax 3agaun OBGHoBneHne 6a3 nporpamMmMbl HACTPONTE COEOUHEHNE C UCTOMHUKOM OOHOBIEHUN —

HTTP- unu FTP-cepBepamn obHoBneHun "flabopatopun Kacnepckoro".

2. 3anyctute 3agady O6HoBneHue 6a3 nporpammbl.

» 4Ymobkl Hacmpoumes coeduHeHuUe ¢ cepeepamu 0bHoeneHul "fllabopamopuu Kacriepckoeo" e 3adaye
OG6HosrneHue bas npoepaMmbl, 8birnosiHUMe credyroujue delicmeus:

1. 3aﬂyCTI/ITe KoHconb nporpamMmmbl OOHUM U3 CcriegyrLwnx cnocoboB:

e Ortkponite KoHcomnmb nporpammbl Ha 3awwmwiaemom cepBepe. [Ons atoro Bbibepute [Myck > Bce
nporpammbi> Kaspersky Security 10.1.1 ana Windows Server > CpeacTtBa agMUHUCTPUPOBAHUA
> KoHconb Kaspersky Security 10.1.1 gna Windows Server.

e Ecnnm Bbl 3anyctunu KoHcOnMb MNporpaMMbl  He Ha 3allMLlaeMOM cepBepe, MNOoOKMIYUTECH
K 3alLMLLIAEeMOMY CepBepy:

a. B gepese KoHconu nporpaMmbl OTKpOWTE KOHTEKCTHOE MeHto y3na Kaspersky Security.
Bbibepute nyHKT MogKNOYUTLCA K APYromMy KOMMbIOTEPY.

c. B okHe BbiGop komnbloTepa BbibepuTe BapyaHT [ipyrom KOMNbLIOTEP 1 B NMosie BBOAA YKaxute
ceTeBOe UMs 3alMLLaeMoro cepaepa.

YcmaHoska u yOaneHue ripoepammsl
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Ecnn yyeTHas 3anucbk, KOTOPYIO Bbl cnonb3oBanu ans exoaa B Microsoft Windows, He obnagaet
npaBamu goctyna k cnyxbe Kaspersky Security Management (cm. pasgen "O npaBax goctyna
K cnyxbe Kaspersky Security Management" Ha cTp. 93), ykaXute ydeTHyw 3anucb, koTopasi
obragaet aTMMM NpaBamu.

OTkpoeTcs okHO KoHconu nporpaMmbl.

B nepese KoHconu nporpaMmbl pa3sepHute y3en O6HoBneHue.
BbibepuTe BnoxeHHbI y3en O6HoBNeHUe 6a3 nporpamMmbil.

B naHenu pesynbTaToB nepenaute no ccoinke CBomMcTBa.

B oTkpbiBLeMcs okHe MapamMeTpbl 3agayum oTkponTe 3aknazaky NapameTpbl coeanHeHUA.

o g~ w DN

BbinonHuTe cneayoLwime AencTBmS:

a. Ecnn BBawen cetn He HactpoeH npotokon Web Proxy Auto-Discovery Protocol (WPAD)
Ans aBTOMaTMYeCKoro pacnosHaBaHWsA MapaMeTpoB MNPOKCU-CepBepa B MOKanbHOW CeTW, YyKaxuTe
napameTpbl Mpokcu-cepBepa: B Onoke [lapameTpbl NpoKcu-cepBepa YCTaHOBUTE  (PNaoK
Mcnonb3oBaTb NnapameTpbl yKkazaHHOro NpoKcUu-cepeepa, B none Aapec BBeaute agpec, a B none
MopT — HOMep nopTa NpoKcu-cepBepa.

b. Ecnu B Bawen cetn TpebyeTcsa npoBepka NOOJSIMHHOCTU MpuW AOCTYMNe K NPOKCU-CepBepy, Bblbepute
HY)XHbI  METOA MNpPOBEPKM MOAJNIMHHOCTM B packpbiBarowlemcss cnucke 6noka [MapameTpbl
ayTeHTUdMKaLMmM Ha NPOKCU-cepBepe:

e MWUcnonb3oBatb NTLM-ayteHTUcpMKaumo, ecnv NPOKCU-CEPBEP MNOAOEPXKUBAET BCTPOEHHYIO
nposepky noanuvHHocTn Microsoft Windows (NTLM authentication). Kaspersky Security 10.1.1
anst Windows Server 6ygeT ucnonb3oBaTb AN AOCTyNa K NPOKCU-CEPBEPY YYETHYI 3arnuchb,
yKa3aHHyl B MapameTpax 3agadqv (Mo yMOnyaHuio 3agadva BbINOSHWTCA MO YYETHOW 3anvchbio
JNlokanbHasa cuctema {SYSTEM}).

e MWcnonb3soBatb NTLM-ayTeHTUbUKauMiO € uMMeHEeM W naporieM, ecrnv npoKcu-cepeep
nogaepXxuBaeT BCTPOEHHYK npoBepky noanuHHoctn Microsoft Windows. Kaspersky Security
10.1.1 ansa Windows Server 6ygeT ucnonb3oBaTb 418 JOCTYNa K MPOKCU-CEPBEPY YHETHYHO 3aMNUCh,
yKkasaHHylo Bamu. BBeauTe nmsi 1 naponb nonb3oBaTensi unu BbiIbepmTe Nonb3oBaTens B CrUCKe.

e [lpuMeHUTbL UMSA U Naposfib NoNb30BaTesNs, YToObl BbiOpaTh 0ObIYHYHO MPOBEPKY MOOSIMHHOCTM.
BeeauTe nmsa 1 naponb nonb3oBaTens unm BelbepuTe Nonb3oBaTens B CNMCKE.

7. B okHe MapameTpbl 3agaymn Haxmute Ha kHornky OK.
MapameTpbl COEAMHEHUS  C UCTOMHWKOM  ObBHOBMeHWW B 3agade OOHoBneHune 6as  mporpammbl
OyayT COXpaHeHbI.

» 4mobnki 3arrycmums 3adady ObHosrneHue 6a3 ripospammel, 8birnonHUme credyruwjue 0elicmeusi:

1. B pepese KoHconu nporpammbl pa3sepHuTe y3en O6HoBneHue.
2. B KOHTEKCTHOM MeH0 BIIOXXeHHOro y3na ObHoBneHne 6a3 nporpamMmmbl BoibepuTe NyHKT 3anyCcTUTb.
3apgaya O6HoBneHue 6a3 nporpammbl OyaeT 3anyLieHa.

[Mocne TOro kak 3agada ycnewHo 3aBepLlUNTCs, Bbl CMOXeTe MOCMOTPEeTb AaTy BbiMycka nocnegHux
YCTaHOBMEHHbIX 0obBHOBNeHun 6a3 B naHenu pe3ynbtatoB y3na Kaspersky  Security 10.1.1
ansa Windows Server.

YcmaHoska u ydaneHue rpoepammael
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MpoBepka BaXkHbIX obnacTen
lMocne Toro kak Bbl OOHOBMNKM 6asbl Kaspersky Security 10.1.1 gns Windows Server, npoBepbTe cepBep
Ha HanuMuue Bpe4OoHOCHbIX NPorpaMm € nomoLbio 3agayn "MNpoBepka BaxkHbIX obnacten”.

» Umobnki 3arrycmums 3adady Nposepka saxkHbix obracmed, gbirnoniHume credyruwjue delicmeus:

1. B pepee KoHconu nporpammbl passepHute y3en NMpoBepka no Tpe6oBaHuio.
2. B KOHTEKCTHOM MeH0 BrioXXeHHOro y3na NpoBepka BaxHbIX o6nacten BoibepuTe komaHay 3anycTuUThb.

3agava 6ygeT 3anyuleHa; B paboyelt o6nactu otobpasnTcs ctaTtyc 3agayvn BoinonHsaeTcs.

» UmobhbI npocmMompems XypHars 8bInosHeHUs 3adayu,

B naHenu pesynbTatoB y3na [lpoBepka BaXHbIX obnactenm nepengute no ccbinke OTKPbITh
XXYpPHan BbIMOMTHEHUS.

U3meHeHne cocTaBa KOMNOHEHTOB U BoccTaHoBrieHue Kaspersky
Security 10.1.1 ana Windows Server

Bbl MoxeTe gobaBnsaTb Mnu yaansatb komnoHeHTbl Kaspersky Security 10.1.1 gns Windows Server. Bam HyxHO
npegBapuTenbHO OCTaHOBWUTL 3agady [locTtosHHasa 3awuta annos, e€cnv Bbl XOTUTE yAanuTb KOMMOHEHT
MocTosHHas 3awmTa dannos. B ocTtanbHbIX criyyasx ocTaHaBnuBaTb 3adady MOCTOAHHOW 3alMTbl UMK Criyx0By
Kaspersky Security He TpebyeTcs.

Ecnu pocTtyn K ynpasrieHuto nporpammon 3sawumueH naponem, Kaspersky Security 10.1.1 gna Windows
Server 3anpawvBaeT BBOA Mapons Npuv NonbiTke YyOaneHus WM MU3MEHEHUs COoCTaBa MNpPOrpamMMHbIX
KOMMNOHEHTOB Ha OOMNOJIHUTESNTbHOM LLare Macrtepa.

» 4Ymobki usmeHums cocmag komrnoHeHmos Kaspersky Security 10.1.1 dns Windows Server,
ebirnonHUmMe cnedyrouue delcmeus:

1. B wmeHw Myck Bbibepute nyHkT Bce nporpammbl > Kaspersky Security gna Windows Server >
N3meHeHue unu ypaneHue.

OTKpoeTcs  OKHO MacTepa  YCTaHOBKM  nporpamMmbl  M3meHeHMe, BOCCTaHOBeHWe  UINKU
yaaneHue yCTaHOBKM.

2. BblbepuTte M3aMmeHeHUe cocTaBa KOMMOHEHTOB NporpamMmbl. HaxmMute Ha kHonky [Janee.
OTkpoeTcsl okHo BbiGopoyHas ycTaHOBKa.

3. B okHe Bbibopo4Hasi ycTaHOBKa B CMMCKE KOMMOHEHTOB, OOCTYMHbIX AN UCMOMb30BaHUA, Bbibepute
KOMMOHEHTbI, KOTOpble Bbl XOoTUTe JobaBuTb B Kaspersky Security 10.1.1 gna Windows Server unm
yAanuTb. [Ins 3Toro BbINONHUTE criegylolimne AenNCcTBuS:

e YT1OoObl M3MEHUTb COCTaB KOMMOHEHTOB, HaXMWUTE Ha KHOMKY pAgoM C HasBaHUEM Bbl6paHHOFO
KOMMNOHEHTa N B KOHTEKCTHOM MEHIO Bbl6epI/ITeZ

®  NYHKT KomnoHeHT 6y,qu YCTaHOBJI€H Ha NoKanbHbIN XXeCTKUMU OUCK, ECITU XOTUTE YCTaHOBUTb
OONH KOMMOHEHT;

®  NYHKT KOMMOHEeHT 1 ero nogKOMMNOHEHTbI Gy,qu YCTaHOBJI€HbI Ha NoKanbHbIN XXeCTKUN OUCK,
€CIMn XOTUTE YCTaHOBUTbL rpynny KOMMNOHEHTOB.

YcmaHoeka u yoarneHue rpozpammb!
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e YTtobGbl yganuTb paHee YCTaHOBMNEHHbIe KOMMOHEHTbI, HaXMWUTE Ha KHOMKY PsAOM C Ha3BaHUEM
BbIOPaHHOro KOMMNOHEHTA U B KOHTEKCTHOM MeHI0 BblbepuTe NnyHKT KOMNOHeHT 6yaeT HedoCTymneH.

HaxxmuTte Ha KHOMKy YCTaHOBUTbD.

4. B okHe T[oTOBHOCTb K yCTaHOBKe noarsepaute onepauunto MU3MEHEeHUA CcoCTaBa KOMIMOHEHTOB
nporpamMmmbl, HaxXaB Ha KHOMKY YCTaHOBUTb.

5. B okHe, OTKpbIBLLEMCS NO 3aBEPLUEHMN YCTAHOBKM, HAXMUTE Ha kHomnky OK.

CoctaB komnoHeHToB Kaspersky Security 10.1.1 gna Windows Server 6yget u3mMeHeH B COOTBETCTBUU
C 3aflaHHbIMUN NapameTpamMu.

Ecnu B pabote Kaspersky Security 10.1.1 gna Windows Server Bo3Huknu npobnembl (Kaspersky Security 10.1.1
anst Windows Server 3aBepluaeTcs aBapuinHoO; 3aayun 3aBepLUaloTCa aBapuiiHO UMK He 3anycKakoTcsl), Bbl MOXETE
nonpoboBate BoccTaHoBUTL Kaspersky Security 10.1.1  gna Windows Server. Bbl MOXeTe BbINOMHUTL
BOCCTaHOBIEHMNE, COXPaHUB TeKylLMe 3HaveHuns napameTpoB Kaspersky Security 10.1.1 gna Windows Server, nnm
BblOpaTb pexum, npu kKoTopom Bce napameTpbl Kaspersky Security 10.1.1 gns Windows Server npumyT 3Ha4eHus
Mo yMOMYaHuio.

» 4Ymobki soccmaHosume Kaspersky Security 10.1.1 dns Windows Server nocne agaputiHo2o
3asepuieHuUs1 pabombl ripogpaMmMbl Ui 3adady, ebinosiHume credyrouwjue oelicmeus:

1. B wmeHwo Myck BbiGepute nyHKT Bce nporpammbl > Kaspersky Security gns Windows Server >
N3meHeHne nnu ynaneHue.
OTKpoeTcs OKHO MacTepa yCTaHOBKU nporpaMmmbl UI3MeHeHue, BoccTaHOBIIEHUE UNu yaaneHue.

2. BbibepuTe nyHkT BoccTaHOBNEeHWe ycTaHOBNEHHbIX KOMMOHEeHTOB. HaxmuTe Ha kHonky Oanee.
OTtkpoeTtcs okHO BoccTaHOBNEHME yCTaHOBMEHHbLIX KOMMNOHEHTOB.

3. B okHe BocctaHOBneHue YyCTaHOBIIEHHbIX KOMMOHEHTOB YycTaHoBuTe dnaxok BocctaHOBUTBL
pekoMeHAyeMble napamMeTpbl paboTbl NporpamMmmbl, ECNN XOTUTE COPOCUTL HAaCTPOEHHbIE MapameTpbl
nporpaMmmbl M BoccTaHoBUTH Kaspersky Security 10.1.1  gng Windows Server ¢ napameTpamu
no ymornyaHuio. Haxxmute Ha KHOMKy YCTaHOBUTb.

4. B okHe NOTOBHOCTb K BOCCTAaHOBJIEHUIO noaresepauTe onepauuio BOCCTAHOBIIEHNA NporpamMmmbl, HaXXaB
Ha KHOMKY YcTaHOBUTD.

5. B OKHe, OTKPbIBLLEMCS! MO 3aBEPLUEHNN BOCCTAHOBINEHUS, HAXXMUTE Ha kHOMKy OK.

Kaspersky Security 10.1.1 ana Windows Server Oynert BOCCTaHOBIEH B COOTBETCTBMM
C 3aflaHHbIMK NapameTpamMu.

YaaneHue ¢ noMoLbIO MacTepa YCTaHOBKUA

OTOT pasfgen coaepXuT UHCTpykuum ansa yaaneHus Kaspersky Security 10.1.1 ana Windows Server n KoHconu
nporpaMmsl ¢ 3aLLMLLAEMOro cepBepa C MOMOLLbIO MacTepa YCTaHOBKN.

B atom pasgene

Ypanenue Kaspersky Security 10.1.1 A58 WINAOWS SEIVET ........oiiiiiiiieiiiiie ettt 58

YnaneHue KoHconu Kaspersky Security 10.1.1 AN WINAOWS SEIVET .......ouuiiiiiiiieeie it 59

YcmaHoska u y@aneHue ripoepammsl
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YpaneHue KoHconu Kaspersky Security 10.1.1 ana Windows Server

HaseaHus napameTpoB MOryT OTNMYaTLCS B pasHbIX onepaumoHHbIx cuctemax Windows.

Bbl moxeTe ypanuTtb Kaspersky Security 10.1.1 gna Windows Server c 3awumuaemoro cepeepa C MOMOLLbIO
MacTepa yYCTaHOBKW / yaaneHus.

Mocne ynanenusa Kaspersky Security 10.1.1 gna Windows Server moxeT notpeboBaTbcs nepesarpyska cepepa.
Bbl MOXeTe OTNOXUTb Nepesarpysky.

YpaneHue, BOCCTaHOBIEHWe 1 gobasrneHvne nporpammbl Yepes naHens ynpasneHns Windows HeBO3MOXHbI,
ecnn onepaunoHHasa cuctema ucnonb3yeT yHKumo KoHTponb ydeTHbix 3anucen (User Account Control) nnu
OOCTYN K ynpaBrieHno NporpaMmMoit 3aLluLLleH naposnem.

Ecnu pocTtyn K ynpasrneHuto nporpammon 3sawmueH naponem, Kaspersky Security 10.1.1 gna Windows
Server 3anpawvBaeT BBOA Mapons Npwv NonbiTke YyAaneHus WM M3MEHEHMsI cocTaBa MNPOrpaMMHbIX
KOMMNOHEHTOB Ha OOMNOJIHUTESNTbHOM LLare Macrtepa.

» Ymobnsi ydanums KoHcornb Kaspersky Security 10.1.1 dnsi Windows Server, gbirnonHume
cnedyrouwjue deticmeusi:

1. B wmeHwo Myck Bbibepute nyHkT Bce nporpammbl > Kaspersky Security ana Windows Server >
N3meHeHne unu yaaneHue.

OTKpOGTCFI OKHO mMacTtepa YCTaHOBKM nporpamMmmbl N3meHeHwme, BOCCTaHOBJIIeHUe unnn
yaaneHue yCTaHOBKMW.

2. BblbepuTe nyHKT YaaneHne KOMMNOHEHTOB NporpaMmmbl. HaxmuTte Ha kHonky [lanee.
OTkpoeTcs okHO [lononHuTenbHbIE NapaMeTpbl yAaneHUsa nporpamMmmabl.

3. Ecnn TpebGyeTtca, BokHe [ononHuTenbHble MNapamMeTpbl YyAaneHWst MNPOrpaMmbl  BbIMOMNHUTE
cregyloLime oencTeus:

a. YcraHoBuTe pnaxok IKCMopTUpoBaTb OOBLEKTbI Ha KapaHTUHe, 4TOObI nporpamma Kaspersky
Security 10.1.1 pgnsa Windows Server akcnoptupoBana OObeKTbl, MOMELLEHHblIE Ha KapaHTWH.
Mo ymonyaHuio donaxok CHAT.

b. YcraHoBuTe ¢naxok 3kcnopTMpoBaTb OOGBLEKTbI PE3epPBHOr0 XpaHunuuwa, 4Tobbl nporpamma
Kaspersky Security 10.1.1 gns Windows Server akcnopTupoBana oOObeKkTbl W3 pe3epBHOro
xpaHunuia. Mo ymonyaHunoo gnaxoK CHAT.

Cc. Haxwmute Ha kHOMKy CoOxpaHUTb B W YKaXuTe narnky, B KOTOPYK Bbl XOTUTE 3KCMOPTUPOBATb
BOCCTaHOBMEHHble  06bekTbl. 1o yMonyaHulo  3KCMopT OObLEKTOB  OCYLLECTBRsSieTcs B nanky
%ProgramData%\Kaspersky Lab\Kaspersky Security 10.1.1 gns Windows Server\2.0\Uninstall.

Haxmute Ha kHornky danee.
4. B okHe FOTOBHOCTb K yAaneHuio NoATBepamTe onepaumio yaaneHusi, Haxkae Ha KHOMKy YaanuTb.
5. B oOkHe, OTKpbIBLUEMCS NO 3aBEPLUEHMUN yaaNeHUs!, HaxMuTe Ha kHonky OK.

Kaspersky Security 10.1.1 ans Windows Server 6ygeT yaaneH ¢ 3almwaemMoro cepsepa.

YcmaHoeka u yoarneHue rpozpammb!
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YpaneHue KoHconu Kaspersky Security 10.1.1 ana Windows Server

HaseaHus napameTpoB MOryT OTNMYaTLCS B pasHbIX onepaumoHHbIx cuctemax Windows.

Bbl moxeTe yganuTte KoHCONb nporpammbl ¢ cepBepa C NOMOLLBIO MacTepa YyCTaHOBKW / yaaneHus.
Mocne yoaneHusa KoHconu nporpammel nepesarpyska cepepa He TpebyeTcs.
» Umobnbi ydanume KoHcorb npozpamMmel, ebirnoniHume credyruwjue 0elicmeusi:
1. B wmeHo Myck Bbibepute nyHkT Bce nporpammbl > Kaspersky Security gns Windows Server >
CpepncTBa agMUHUCTPUPOBaHUA > U3meHeHue nnu yaaneHume.
2. OrtkpoeTcsa okHo macTtepa U3MeHeHune, BOCCTaHOBIIEHUE UNU yaaneHue.
BeiGepuTe NyHKT YaaneHne KOMNOHEHTOB NpPorpaMmMbl 1 HAXXMUTE Ha KHOMKY fanee.
3. OrtkpoeTtcsa okHO FOTOBHOCTL K yaaneHuto. Haxmute Ha KHOMKY YaanuTb.
OTKpoeTcs OKHO YaaneHue 3aBepLleHo.
4. HaxmunTte Ha kHonky OK.,

Onepauust yaaneHus 6ygeT 3aBeplueHa; OKHO MacTepa OyaeT 3aKpbITo.

YcTaHOBKa u yaaneHue nporpaMmmMbl U3 KOMaHOHOM CTPOKU

OTOT pasgen cogepXuT onncaHme ocobeHHoCTen ycTaHOBKM 1 yaaneHus Kaspersky Security 10.1.1 gna Windows
Server 13 KOMaHOHOW CTPOKW, MpuUMepbl KOMaH4 And ycTaHoBkiM U yaaneHnus Kaspersky Security 10.1.1
ans Windows Server 3 kOMaHAHOW CTPOKW, MpUMeEpbl KOMaHg Ans gobasBneHns v yganeHus KOMMOHEHTOB
Kaspersky Security 10.1.1 gna Windows Server n3 koMaHOHOW CTPOKM.

B aTtom pasgene

006 yctaHoBke 1 yaanenun Kaspersky Security 10.1.1 ans Windows Server n3 KOMaHaHON CTPOKMU ................... 59
Mpumepbl komaHg ans yctaHoBkm Kaspersky Security 10.1.1 ong WiNdOWS SEIVer .........cccceviiieeiiiieee e 60
Oencteusa nocne yctaHosku Kaspersky Security 10.1.1 Ang WINAOWS SEIVET........cooiiiiiiiiiiiiiiiiiiiieeeee e 62
[o6aBneHne 1 yganeHne KOMMOHEHTOB. TTPUMEDPBI KOMAH. ......cuiaueerueeiuieiireiieateateesteesteesteeanseeneeeseeesaeesseesnneanne 62
Ypanenue Kaspersky Security 10.1.1 gna Windows Server. FNpUMEpPbl KOMAH .........ccooiueieerrieeeeaniieeesniieeesnnenes 63
(oY I =To k1= T o= i - LTS P TP PPPPPP PP 64

O6 yctaHoBke n yaaneHuu Kaspersky Security 10.1.1 ana Windows
Server U3 KOMaHOHOW CTPOKMU

Bbl MmoxeTe ycTaHaBnuBaTb M ygansatb Kaspersky Security 10.1.1 ana Windows Server, go6asnste unu ygansito
ero KOMMOHEHTHI, 3anycTumB N3 KOMaHaHoWm CTPOKM dannbl WMHCTannMsILMOHHOIo naketa
\product\ks4ws x86(x64).msi, ykasaB napamMeTpbl yCTAHOBKN C MOMOLLbIO KIHOYEN.

YcmaHoeka u yoarneHue rpozpammb!
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Bbl MoxeTe ycTaHoBMTbL Habop "CpeactBa agMuMHMCTPUMpOBaHMS" Ha 3aliulliaemMoM CcepBepe Wnu Apyrom
KOMMNblOTEpEe B ceTu, 4Tobbl paboTatb ¢ KoHCOMbio Nporpammbl oKanbHO UK yganeHHo. [ns aToro Mcnonb3ymTe
MHcTannAuMoHHbIN nakeT \client\ks4wstools.msi.

BbINonHsIMTe yCTaHOBKY C NpaBaMu YYeTHOW 3anucu, BXOAsLEN B rpynny agMWHUCTPATOPOB Ha cepBepe,
Ha KOTOPOM Bbl BbIMOSHSIETE YCTAHOBKY.

Ecnv  Bbl  3anyctuTe  Ha 3awmwaemom  cepBepe  oamH  u3 cparmnoB  \product\ks4dws x86(x64).msi
6e3 gononHuTenbHbIX Knoyewn, Kaspersky Security 10.1.1 ans Windows Server 6yaeT ycTaHOBNEH ¢ napameTpamm
YCTaHOBKW MO YMOMYaHMIO.

Bbl moxeTe 3agatb Habop ycTaHaBnMBaeMbIX KOMMOHEHTOB cC nomoulbto krtoda ADDLOCAL, nepeuncnive
B KQ4ecTBe ero 3Ha4yeHui Koabl BbIOpaHHbIX KOMMOHEHTOB UM HAOOPOB KOMMOHEHTOB.

NMpumepbl komaHa yctaHoBKU Kaspersky Security 10.1.1
ana Windows Server

B aToMm pasgene npuBoasTcs npumepbl koMaHa ans yctaHoBku Kaspersky Security 10.1.1 gns Windows Server.

Ha cepBepe nopg ynpasneHnem Microsoft Windows 32-paspsigHoi Bepcun 3anyckanTe ainbl ¢ cydhdHUKcom
x86 «komnnekrta noctaBku. Ha cepBepe nopg ynpasneHnem Microsoft Windows 64-pa3psagHon Bepcum
3anyckante dannbl ¢ cydprkcom x64 KomnrekTa NoCTaBKy.

MogpobHasa wuHdopmauns 06 UCNOMb30BaHMM CTAHOAPTHbIX KOMaHA W Krwoden cnyxbel Windows Installer
COAEPXUTCS B JOKYMEHTauun, NpeaocTaBnsaemMon koprnopaumen Microsoft.

Mpumepsbl ycTaHoBku Kaspersky Security 10.1.1 ans Windows Server ¢ nomoLLblo daina setup.exe

» Ymobsl ycmaHosums Kaspersky Security 10.1.1 dnss Windows Server ¢ napamempamu ycmaHO8KU
rno ymonyaruro 6e3 e3aumodelicmeusi € Mosib308amerieM, 8bIroHUMmMe criedyuyto KOMaHoy:

\server\setup.exe /s/p EULA=1 PRIVACYPOLICY=1

» 4Ymobki ycmaHosumb Kaspersky Security 10.1.1 dns Windows Server
co cniedyrowumu napamempamu:
e  YCTaHOBWTb TOJIbKO KOMMNOHEHTHI [ocTosiHHAA 3awmTa daiinos 1 NMpoBepka no TpeboBaHuIo;
e He 3anyckaTb MOCTOSIHHYIO 3awWmTy npwu 3anycke Kaspersky Security 10.1.1 gna Windows Server;
e He McKno4aTb 13 NpoBepku dhainbl, peKkoMeHO0BaHHbIE K UCKMIOYEeHUIo kopnopauuen Microsoft;

8bIrnonHUMe criedyrowyto KomaHoy:

\server\setup.exe /p "ADDLOCAL=0as RUNRTP=0 ADDMSEXCLUSION=0"

YcmaHoeka u yoarneHue rpozpammb!
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[Mpumepbl KOMaHA Ons1 YCTaHOBKK: 3anyck msi-gpanna NHCTannsaLuMoHHOro nakeTa

» Ymobsl ycmaHosums Kaspersky Security 10.1.1 dnss Windows Server ¢ napamempamu ycrmaHo8KuU
o ymosndaHuro 6e3 e3aumooelicmesus ¢ rorb3o8amersieM, 8birosIHUMme credyrouyro KOMaHoy:

msiexec /i ksd4ws.msi /gn EULA=1 PRIVACYPOLICY=1

» 4Ymobkl ycmaHosumb Kaspersky Security 10.1.1 dns Windows Server ¢ napamempamu ycmaHO8KU
10 yMO4aHuto; rnokasamse UHmMepgelic ycmaHOoB8KU, 8bINOIHUME Criedyuwyro KoMaHoy:

msiexec /i ksdws.msi /gf EULA=1 PRIVACYPOLICY=1

» 4mobkl ycmaHosumb Kaspersky Security 10.1.1 dns Windows Server ¢ akmuegauueli ¢ moMowbHo
¢padna kmoya C:\OO0O0000A key:

msiexec /i ks4ws.msi LICENSEKEYPATH=C:\0000000A.key /qn EULA=1
PRIVACYPOLICY=1

» Ymobsl ycmaHosums Kaspersky Security 10.1.1 dnss Windows Server ¢ npedsapumeribHou
rposepKol aKmMueHbIX MPOUECCo8 U 3a2Py304HbIX CEKIMOopPO8 /1I0KalbHbIX OUCKO8 cepsepa,
8bIrofiHUMe criedyrouwyo KOMaHoy:

msiexec /i ksd4ws.msi PRESCAN=1 /gn EULA=1 PRIVACYPOLICY=1

» Umobbl ycmaHosumb Kaspersky Security 10.1.1 dnsa Windows Server, coxpaHue e2o ¢halisibl
8 narnke HasHavyeHusi CA\WSEE, ebironHume crnedyrouwyto KomMaHOy:

msiexec /i ksdws.msi INSTALLDIR=C:\WSEE /gn EULA=1 PRIVACYPOLICY=1

» 4Ymobkl ycmaHosumb Kaspersky Security 10.1.1 dng Windows Server, coxpaHume ¢baln xypHana
ycmaHoeKu ¢ umeHem ks4ws.log e narike, 8 Komopou xpaHumcs msi -¢ghalisi uHcmarnsayuoOHHO20
nakema Kaspersky Security 10.1.1 dr19 Windows Server, u 8birosriHume criedyrouwyto KomaHoy:

msiexec /i ksdws.msi /1*v ksdws.log /gn EULA=1 PRIVACYPOLICY=1

» 4Ymobsl ycmaHosums KoHcorb Kaspersky Security 10.1.1 0ns Windows Server, ebirnonHume
crnedyrowyo KoMaHoy:

msiexec /i ks4dwstools.msi /gn EULA=1 PRIVACYPOLICY=1

» 4Ymobkl ycmaHosumb Kaspersky Security 10.1.1 dns Windows Server ¢ akmusgauueli ¢ moMouwbHo
¢patina knroya C:\OO0O0000A.key; Hacmpoumsb Kaspersky Security 10.1.1 05155 Windows Server
8 coomeemcmeuu ¢ napamempamu, OnucaHHbIMU 8 KOHuaypauyuoHHOM ¢hatine C:\settings.xml,
8bIM0/IHUME CedyroWyH0 KOMaHOy.

msiexec /i ks4ws.msi LICENSEKEYPATH=C:\0000000A.key
CONFIGPATH=C:\settings.xml /gn EULA=1 PRIVACYPOLICY=1

» 4Ymobkl ycmaHog8uMb ucripassieHue rpoepammbl, Koeda Kaspersky Security 10.1.1 dng Windows
Server 3awjuweH naposiem, 8birnosHUMe criedyuwyto KomaHoy:

msiexec /p "<msp nyTe k mMeHM odaiina>" UNLOCK PASSWORD=<naposb>

YcmaHoska u ydaneHue rpoespamMmmbl
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HewnctBusa nocne yctaHoBku Kaspersky Security 10.1.1
ansa Windows Server

Kaspersky Security 10.1.1 ana Windows Server 3anyckaeT 3agayun 3allimTbl U NPOBEPKN Cpasy nocre YCTaHOBKM,
ecnu Bbl akTMBUpoBanu nporpammy. Ecnn Bo Bpemsi yctaHoBku Kaspersky Security 10.1.1 ana Windows Server
O6bin  BbIOpaH NyHKT BKNOYUTL MNOCTOAHHYK 3alMTYy MOCMe YCTAaHOBKA nporpammbl (HacTpovika
no ymonuyaHuio), Kaspersky Security 10.1.1 gns Windows Server nposepsieT 00bekTbl hannoBon CUCTEMBbI
koMnbloTepa npu goctyne K HUM. Kaxaywo natHuudy B 20:00 Kaspersky Security 10.1.1 ang Windows Server
BbINOMHSAET 3agayvy [poBepka BaxHbIX obnacTen.

Mocne yctaHoBkn Kaspersky Security 10.1.1  gna Windows Server pekomeHOYeTCsi  BbIMOMHUTL
crnepywolne AencTBuS:

e 3anyctutb 3agadvy obHoBneHust 6a3 Kaspersky Security 10.1.1 ans Windows Server. Nocne ycTaHOBKM
Kaspersky Security 10.1.1 ans Windows Server nposepsieT 06bekTbl € ucnono3oBaHnem 6a3, kotopble
BXOOUIM B €ro cocTaB npu nocraeke. PekomeHayeTcsa cpasy xxe 0bHoBuTb 6a3bl Kaspersky Security 10.1.1
anst Windows Server. [nst aToro Bam HyXHO 3anyctuTb 3agadvy OOHoBneHne 6a3 nporpammbl. Janee
oGHoBneHne 6a3 OydeT BbLIMOMHATLCA KaXAdbll 4ac COrMacHO pPacnuCaHuio, YCTaHOBIIEHHOMY
No YMOMYaHuIo.

Hanpumep, Bbl MOXeTe 3anycTuTb 3agady O6HoBneHNe 6a3 Nporpammbl, BbIMOSIHUB CIIeAYoLLY0 KOMaHAay:

KAVSHELL UPDATE /KL /PROXY:proxy.company.com:8080 /AUTHTYPE:1 /PROXYUSER:inetuser
/PROXYPWD:123456

Mpu aTom obHoBneHus 6a3 Kaspersky Security 10.1.1 gna Windows Server GyayT 3arpyxeHbl C CEpBEPOB
obHoeneHunn "Ilabopatopumn Kacnepckoro". CoeguHeHNE C UCTOMHUKOM OOHOBMEHMIA MPOMCXOOUT Yepes
npokcu-cepeep (agpec npokcu-cepBepa: proxy.company.com, nopT: 8080) c mMcnonb3oBaHUEM
Ans 4OCTyna K cepBepy BCTpoeHHoW npoBepku noanuHHocTn Microsoft Windows (NTLM-authentication)
C y4eTHOW 3anucblo (MMA nonb3oBaTens: inetuser; naponb: 123456).

e BrinonHute MNpoBepKy BaxHbIX obnacTen Ha cepBepe, ecnu nepe yctaHoskon Kaspersky Security 10.1.1
ana Windows Server Ha 3awuviaemMoMm cepBepe He 6biMo YCTAaHOBMEHO aHTMBUPYCHOW NpOrpaMmbl
C (PyHKLMEeNn NOCTOSAHHOW 3alUmTbl hannos.

» Umobnki ebinosiHUMB 3adady Nposepka 8axHbix obriacmel ¢ MOMOWb0 KOMaHOHOU CMPOKU,
8bIMOSTHUMeE Credytouwyto KOMaHoy:

KAVSHELL SCANCRITICAL /W:scancritical.log
OTa KoMaHAa coxpaHsieT XypHarn BbINONHeHUs 3agayun B panne scancritical.log B TekyLlen nanke.

¢ HactpouTb yBegomneHusa agmmuHmuctpatopa o cobbitusix Kaspersky Security 10.1.1 ans Windows Server.

No6aBneHue n yganeHme KOMNoHeHTOoB. MpumMepbl KOMaHA,

KomnoHeHT lMNpoBepka no TpeboBaHMi0 yCTaHaBNMBaETCs aBToMaTuyeckn. Bam He HyXXHO ykasbiBaTb €ro B Cr1cke
3HaueHnn knoya ADDLOCAL, pobaenas wunu  ygands KomnoHeHTbl  Kaspersky  Security 10.1.1
ana Windows Server.

» 4Ymobkl dobasumb KoMrnoHeHmM KOHMpOrik 3anycka rnpogpamMmmM K paHee ycmaHO8/1€HHbIM
KOMIMOHEeHmMam, 8bIrnosiHuUme criedyruwyto KoMaHoy:

msiexec /1 ks4d4ws.msi ADDLOCAL=0Oas,AppCtrl /gn

nnn

YcmaHoeka u yoarneHue rpozpammb!
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\server\setup.exe /s /p "ADDLOCAL=0Oas,AppCtrl"

Ecnu Bbl ykaxxeTe He TOMNbKO KOMMOHEHTbI, KOTOPbIE XOTUTE YCTAHOBUTb, HO W yXXEe YCTaHOBMEHHbIE KOMMOHEHTHI,
Kaspersky Security 10.1.1 ana Windows Server nepeycTaHOBUT yKa3aHHbl€ YCTAaHOBMNEHHbIE KOMMNOHEHTbI.

» Umobbi ydanume ycmaHo8/IeHHbIE KOMITOHEHMbI, 8bIMOSTHUME Credyrouyo KOMaHOy:

msiexec /1 ksdws.msi
"ADDLOCAL=0as, Ods,Ksn,AntiExploit,DevCtrl,Firewall,AntiCryptor,Fim, LogInsp
ector,AKIntegration, PerfMonCounters, SnmpSupport, Shell, TrayApp,AVProtection
,RamDisk REMOVE=AppCtrl,ScriptMonitoring" /gn

YaaneHue Kaspersky Security 10.1.1 gna Windows Server.
NMpumepbl KOMaHA

» 4Ymobki ydanums Kaspersky Security 10.1.1 dns Windows Server ¢ 3awuuwaemoezo cepsepa,

8bIrofiHUMe criedyrouwyo KOMaHoy:

msiexec /x ksdws.msi /gn
unm
e [Ins x32-pa3psigHon onepaumoHHON CUCTEMBI:

msiexec /x {6B19338E-C525-492C-92C3-1DFEAE5CC3ED} /gn
o [Ina x64-pa3pagHor onepaunoHHON CUCTEMBI:

msiexec /x {BD9BD9FC-F4D1-498E-8091-740925B2ACB2} /qgn
Umobsi yoanums KoHcornb Kaspersky Security 10.1.1 dns Windows Server, ebinonHume
crnedyrouwyro KomaHoy:

msiexec /x ksdwstools.msi /qgn
unm
o [Ins x32-pa3psigHon onepaumoHHON CUCTEMBI:

msiexec /x {FBB703C9-7F99-4023-B5E4-1E2B5A4E6509} /qgn

o [Ina x64-pa3pagHorn onepaumoHHON CUCTEMBI:

msiexec /x {29F4E82D-BB68-49A1-959E-928D02F8B028} /gn
Umobsi yoanume Kaspersky Security 10.1.1 dns Windows Server ¢ 3awjuwaemozo cepsepa,
Ha KOmopoM ycmaHo8 1eH raporsib, 8bINosIHUMe criedyrwyto KomaHoy:
e [Ina x32-pa3psagHorn onepaumoHHON CUCTEMBI:

msiexec /x {6B19338E-C525-492C-92C3-1DFEAE5SCC3ED} UNLOCK PASSWORD=*** /an

o [Ina x64-pa3pagHor onepaunoHHON CUCTEMBI:

msiexec /x {BD9BDOFC-F4D1-498E-8091-740925B2ACB2} UNLOCK PASSWORD=*** /qn

YcmaHoska u yaaneHue ripoepammsl
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» Umobnki ydanums HaOcmpolky Kaspersky Security 10.1.1 dns Microsoft Outlook, ebinonHume
crnedyruyro KomaHoy:

e [1na x32-pa3psgHon onepaunoOHHON CUCTEMBI:

msiexec /x {99BD32C3-D305-4201-AD3E-3B2A94FDCB5E} /gn

e [Ina x64-pa3pagHorn onepaumoHHON CUCTEMBI:

msiexec /x {D17EA574-ACA5-471E-B904-AD2835452047} /gn

Koabl Bo3BpaTa

B Tabnuue Huxe npmBeaeHo onncaHne KogoB Bo3BpaTta KOMaHAHoOM CTPOKW.

Tabrnuua 13. Kodbl so3epama
Kog OnucaHue
1324 Mms nankm Ha3HavyeHnsi COOEePXUT HEQONYCTUMbIE CUMBOJSIbI.
25001 HepocTatouHo npae ans yctaHoBku Kaspersky Security 10.1.1 ana Windows Server. Ytobbl ycTa-

HOBUTb NporpamMmmy, 3anyctute mactep yCTaHOBKK C nNpaBaMu NoOKalibHOro aaMnHMUCTparTopa.

25003 Kaspersky Security 10.1.1 ans Windows Server He MoXeT BbiTb YCTAaHOBMNEH Ha KOMMNbIOTEP
nog ynpaeneHueM aton Bepcum Microsoft Windows. MNoxanyiicta, 3anyctute MacTtep YCTaHOBKM
nporpammel, NpeaHasHayYeHHbIV ans 64-paspagHon Bepcum Microsoft Windows.

25004 OBGHapykeHO HecoBMeCTUMOe NMporpamMmmHoe obecnedeHne. Ytobbl NpoaomknUTL YCTAHOBKY, yaanuTe
cregyolee nporpaMMHoe obecneyeHune: <CnMcok HeCOBMECTUMOrO NPOrpaMMHOro obecrnedeHms>.

25010 YKa3aHHbIN NyTb He MOXeT ObiTb NCMONb30BaH AN COXpaHeHWUs1 OOBEKTOB Ha KapaHTUHE.

25011 Nms nankv ansa coxpaHeHst 0O6beKTOB Ha KapaHTUHE COO4EePXUT HeAOMNYCTMMble CUMBOSbI.

26251 He yganoco 3arpy3utb DLL ans CyeTymkoB Nnpon3BoauTenbHOCTY.

26252 He yganoco 3arpy3utb DLL ans CyeTymkoB Nnpon3BoauTenbHOCTY.

27300 Opansep He MOXeT BbITb YCTAHOBMEH.

27301 OpanBep He MOXeT ObITb yaaneH.

27302 HeBo3moXxHO YCTaHOBUTb CEeTeBON KOMIMOHEHT. ,D,OCTI/IFHyTO MakcmMmaribHOe noporosoe 3Ha4veHue noa-
AepXmnBaemMoro Konmndecrtea yCTpOI?ICTB (bI/IJ'IpraLI,I/II/I.

27303 AHTUBMPYCHblE 6a3bl HE HaOEHbI.

YcTaHOBKa u yaaneHue nporpammbl Yyepe3 Kaspersky
Security Center

OToT pasgen copepxut mHdopmaumio ob yctaHoBke Kaspersky Security 10.1.1 ans Windows Server 4yepe3s
Kaspersky Security Center, onucaHvne npoueaypbl ycTaHoBku 1 yaaneHus Kaspersky Security 10.1.1 ana Windows
Server 4epe3 Kaspersky Security Center, a Takke onucaHue OeNCTBUA nocne yctaHoBku Kaspersky Security
10.1.1 ana Windows Server.

YcmaHoeka u yoarneHue rpozpammb!
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B aTtom pasgene
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O6wue cBegeHus o6 yctaHoBke vyepe3 Kaspersky Security Center

Bol moxeTe yctaHoBuTb Kaspersky Security 10.1.1 gna Windows Server uepes Kaspersky Security Center
C NMOMOLLIbIO 3aJ1a4u yaaneHHON YCTaHOBKW.

lMocne BbINONHEHUA 3apjadv ydaneHHow ycTaHoBku Kaspersky Security 10.1.1 gna Windows Server 6yget
YCTaHOBIEH C OAMHAKOBbIMM NapaMeTpamMun Ha HECKOMbKUX CcepBepax.

Bbol MoxeTe 00beanHWUTb BCce cepBepbl B OAHY Tpynny agMUHUCTPUMPOBAHWS M co34aTtb FPYMNnoByk 3agadvy
ans yctaHoBku Kaspersky Security 10.1.1 ans Windows Server Ha cepBepbl 3TOI rpynnbl.

Bbl MoxeTe co3gaTtb 3agadvy yganeHHon yctaHoBku Kaspersky Security 10.1.1 ans Windows Server ans Habopa
CepBepoB, He OOBbEANHEHHBIX B OOHY rpynny agMUHUCTpUpPOBaHus. [Npu ee co3gaHum Bam Hy>XHO chOpMUPOBATH
CMMCOK OTAENbHBIX CEPBEPOB, Ha koTopble TpebyeTca yctaHoBUTb Kaspersky Security 10.1.1 gna Windows Server.

MogpobHasa nHdopmaumsa o 3agadve yoaneHHon ycTaHOBKM copepxutcs B Cripaske Kaspersky Security Center.

lNpaBa ana yctaHoBKM unu yaaneHusa Kaspersky Security 10.1.1
ana Windows Server

YueTHasi 3anuncb, KOTOPYH Bbl YKaXeTe B 3afadve yaaneHHOW YCTaHOBKW (yAaneHus), JoSbKHa BXOAWTb B rpynny
aAMVHMCTPaTOPOB Ha KaXJ0M M3 3alLMLaeMblX CEPBEPOB BO BCEX CMyYasix, KDOME CreayoLmMxX CUTyauui:

e Ha komnbloTepax, Ha KOTOpbIX Bbl XOTUTE ycTaHoBUTb Kaspersky Security 10.1.1 gna Windows Server,
yXe yctaHoBneH AreHT agmuHucTpupoBaHusa Kaspersky Security Center (He3aBMCMMO OT TOro, B KakoM
AOMEHe HaxoAAaTCHA KOMMbIOTEPbI U NPUHAANEXaT M OHW K KAaKOMY-NMBo OMEHY).

Ecnn AreHT agMVWHUCTPUPOBaHMS ellle He YCTaHOBIEH Ha cepBepax, Bbl MOXETe YCTaHOBWUTb €ro
BmecTe ¢ Kaspersky Security 10.1.1 ans Windows Server ¢ NnOMOLLbIO 3a4a4n yaaneHHOW yCTaHOBKMU.
Mepen ycTaHoOBKOM AreHTa agMUHUCTPUPOBaHMA ybeauTechb, YTO Yy4YeTHas 3anucb, KOTOPYK Bbl
YKaXeTe B 3ajaye, BXOOUT B rpynny aAMUHUCTPATOPOB Ha KaXXAOM 13 CEPBEPOB.

e Bce komnbloTepbl, Ha KOTOpble Bbl x0TUTE yctaHoBuTb Kaspersky Security 10.1.1 gna Windows Server,
HaxogdATca BoaHoM JdoMeHe c CepBepoM agMuHUcTpupoBaHuss u  CepBep agMVHUCTPUPOBaHUS
3aperncTpupoBaH noj y4eTHon 3anucbto AaMuHucTpatop gomeHa (Domain Admin) (ecnu ata ydeTHas
3anvcb obnagaeT npaBaMy agMUHUCTPaToOpa Ha KOMMNbIOTEPax AOMEHa).

Mo ymonyaHuio 3agava yganeHHoW yCTaHoBKM meTogoM dopcupoBaHHas yCTaHOBKA BbINOMHAETCH NOA YYETHON
3anvcbio, ¢ npaBamu Kotopow pabotaeT CepBep agMUHUCTPUPOBAHNS.

YcmaHoeka u yoarneHue rpozpammb!
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B rpynnoBbix 3agavax, a Takke B Tex 3agadax And Habopa KOMMbIOTEPOB, B KOTOPbIX Obin BbibpaH meToa
dopcrMpoBaHHOM YCTaHOBKM (yganeHus), ydeTHas 3anuMcb [JormkHa obnagaTb crneaylwumu  npaBamu
Ha KIMMEHTCKOM KOMMbIOTEPE:

e paBOM Ha ydaneHHbI 3amnyck Nporpamm;
e npaBamu Ha pecypc Admin$;

e npasoM Bxopn B kayecTBe CrnyXx0Obil.

YctaHoBka Kaspersky Security 10.1.1 ana Windows Server 4yepe3s
Kaspersky Security Center

MogpobHas uHgopmMauna o0 OPMUPOBAHUN WMHCTANNSALMOHHOIO MakeTa M CO34aHuM 3agadn yaaneHHom
yCTaHOBKM cogepxutcsa B PykoBoacTtee no BHegpeHuto Kaspersky Security Center.

Ecnu Bbl NnaHnpyeTe B ganbHenweM ynpaenaTte Kaspersky Security 10.1.1 ana Windows Server yepe3 Kaspersky
Security Center, ybegntech, 4TO BbINONHAOTCA cnegyowme yCrnoBus:

e Ha cepsepe c yctaHoBneHHbim CepBepom agmuHucTpupoBaHus Kaspersky Security Center Tarke
ycTtaHoBneH lMnarvH ynpaenenusa (cdann \server\kicfginst.exe komnnekrta noctaBku Kaspersky Security
10.1.1 gna Windows Server).

e Ha sawmwaembix cepepax yctaHoBneH AreHT agmuHucTpupoBaHusa Kaspersky Security Center. Ecnn
Ha 3alLmLaemMbIx cepsepax He yctaHoBreH AreHT aamuHucTpupoBaHusa Kaspersky Security Center, Bbl
MOXeTe ycTaHoBUTbL ero BMecTe c Kaspersky Security 10.1.1 pgna Windows Server B 3agade
yAaneHHom yCTaHOBKM.

Bbl Takke MoxeTe npeaBapuTeEnbHO 06beauHUTL CepBEPbl B rpynny agMUHUCTPUPOBaHUS, YTOObl B AarnbHENLLEM
ynpaensTe NapameTpamu 3aluTbl C MOMOLLLIO MONUTHK M rpynnoBbix 3agad Kaspersky Security Center.

» 4Ymobkl ycmaHosumb Kaspersky Security 10.1.1 dns Windows Server ¢ nomowbto 3adadyu
yOarieHHOU ycmaHOo8KU, 8birnosiHume criedyrouwjue 0elicmeusi:

1. 3anyctute KoHconb agMmuHucTpupoBaHus Kaspersky Security Center.

2. B Kaspersky Security Center pasBepHuTe y3en YpaneHHas yCTaHOBKa W BO BMOXEHHOM Yy3ne
MHcTannsunoHHble NakeTbl BbibepnTe BapuaHT Co3aaTb MHCTANNALMOHHbIA NakeT ANSA NporpamMmbl
"JlabopaTopum Kacnepckoro™.

Beeante nmsa MHCTaNNsLMOHHOIO nakeTa.

4. Bbibepute dann ksd4ws.kud n3 komnnekra noctaBku Kaspersky Security 10.1.1 gnsa Windows Server
B KayecTBe (panna MHCTanMsaLMOHHOro nakeTa.

OTKpOGTCﬂ OKHO JlnueH3noHHoe cornaweHune u NMonnutuka KOH(*)VI,D,eHLI,VIaHbHOCTM.

5. Ecnu Bbl npountanu JinueHamoHHoe cornawenune u MonuMTuky KoHuaeHUMansHoCTH, Ans NpoaoIHkeHns
YCTaHOBKM YCTaAHOBUTE (Onaxku, CBUAETENbCTBYHOLUME, YTO Bbl MPUHMMAETE MOMOXEHUS U YCroBUA
HacTosiwero JInueHsmoHHoro cornawieHusa 1 MonuTuky KoHdpuAeHLManbLHOCTU, KOTOopasi onUcbIiBaeT
06paboTKy AaHHbIX.

YcmaHoeka u yoarneHue rpoapammbl
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Bawm HYXXHO MNPUHATbL YCJ10BUA JInueHsnoHHoro cornaweHna u onuTtukn KOH(*)I/I,D,GHLI,VI8J'II3HOCTI/I
ana npoaoJKeHnA YCTaHOBKN.

6. YT0ObI M3MEHUTL Habop ycTaHaBnMBaemblx koMnoHeHToB Kaspersky Security 10.1.1 gns Windows Server
(cm. pasgen "WM3meHeHue coctaBa KOMMOHEHTOB W BoccTaHoBneHuwe Kaspersky Security 10.1.1
ana Windows Server" Ha cTp. 56) n napameTpbl YCTaHOBKM MO ymMon4yaHuio (cMm. pasgen "lMapametpsl
YCTaHOBKMN W yAANEHUs1 U UX KIHOYM KOMaHOHOW CTPOKM And cnyxbbl yctaHoBlwmka Windows " Ha cTp. 37)
B MHCTaNNSAUMOHHOM MakeTe, BbIMONHUTE Cneayowmne AeNCTBUS:

a. B Kaspersky Security Center passepHuTe y3en YaaneHHas ycTaHOBKa.

b. Bo BnoxeHHOM y3ne UHcTannsAuMOHHbIe NakeTbl B paboyert 06nactn oTKPOMTE KOHTEKCTHOE MEHH0
CO3[aHHOro MHcTannsaumoHHoro naketa Kaspersky Security 10.1.1 gna Windows Server n Bbibepute
komaHgy CBoncTBa.

c. B okHe CBolicTBa: <Ha3BaHMe WMHCTanNnsAUMOHHOroO nakeTa> B pasfene HacTpo#ka BbiNonHWUTE
crnenytoLine OencTens:

a. B rpynne napameTrpoB YcTaHaBnuBaemMble KOMMNOHEHTbl YCTAHOBUTE pnaxkym psgoom
C HasBaHusiMn komnoHeHToB Kaspersky Security 10.1.1 gns Windows Server, kotopble Bbl
XOTUTE YCTaHOBUTb.

b. YT0b6bI YKa3aTb nanky Ha3Ha4eHud, OTJINYHYIO OT Nnanku, yCTaHOBﬂeHHOVI Nno yMOJT4YaHUI0, YKaxXute
M4 Nankm n nyTb K Hen B norne MNManka Ha3Ha4YeHus.

MyTb Knarke Has3Ha4YeHWs MOXEeT COAepXKaTb CUCTEMHbIE MNEpPEMEHHbIe OKpyxeHus. Ecnu
yKas3aHHOW narku He cylLecTBYyeT Ha cepBepe, oHa byaeT co3gaHa.

c. B rpynne napametpoB [dononHuTenbHble MapaMeTpbl  YCTAHOBKM  HacTpoWTe
crieyloLime napameTpbi:

e BbINONHMTBL aHTMBUPYCHYIO MPOBEPKY CepBepa nepen Havanom yCTaHOBKM.
e  Bkmo4MTb NOCTOSIHHYIO 3aLUMTY NOCre YCTaHOBKM NPOrpammbl.

e [106aBUTb K UCKNIOYEHUAM (palnbl, pekoMeHaoBaHHbIe Microsoft.

e  Y4yecCTb UCKMOYeHUs, pekoMmeHgoBaHHble "flabopaTtopuen Kacnepckoro".

d. Ecnu Bbl XOTUTE UMNOPTUPOBATb KOHMUIypaLUNOHHBINA halr, co3faHHbIM B NpeablayLlen Bepcum
Kaspersky Security ana Windows Server, ykaxute Tpebyembin cann.

d. B amnanoroeom okHe CBOMCTBA: <Ha3BaHWe MHCTANNALMOHHOIO NakeTa> HaXXMUTe Ha KHOMKY OK.

7. B y3ne UHcTannsauuoHHbIe NakeTbl co3fante 3agady yaaneHHou yctaHoBku Kaspersky Security 10.1.1
ans Windows  Server  Ha BblOpaHHble  cepBepbl  (rpynny  agMuHUCTpuUpoBaHus).  Hactporite
napameTpbl 3agaun.

Moapo6Has nHdopmaums 0 co3gaHuM U HACTPOKe 3afayn yaarneHHoN ycTaHoBKM coaepxutcs B Cripaske
Kaspersky Security Center.

8. Banyctute co3paHHylo 3agady yaaneHHou yctaHoBku Kaspersky Security 10.1.1 ana Windows Server.

Kaspersky Security 10.1.1 ans Windows Server 6ygeT ycTaHOBNEH Ha yKa3aHHble B 3adaye cepBepbl.

YcmaHoeka u yoarneHue rpozpammb!
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HewnctBusa nocne yctaHoBku Kaspersky Security 10.1.1
ansa Windows Server

Mocne ycraHoBkn Kaspersky Security 10.1.1 gns Windows Server pekomeHayetcsa obHoBuTb 6a3bl Kaspersky
Security 10.1.1 ans Windows Server Ha cepBepax, a Takke BbINOJIHUTL MPOBEPKY BaXKHbIX 00nacTell cepBepoB,
ecnn pgo yctaHoBku Kaspersky Security 10.1.1 ans Windows Server Ha cepBepax He Obinv  yCTaHOBIEHbI
aHTUBMPYCHbIE MPOrpamMmMbl C BKIKOYEHHON OYHKLMEN NOCTOSAHHOW 3aLUMThI.

Ecnu cepBepbl, Ha koTopbix Bbl ycTaHoBunu Kaspersky Security 10.1.1 ana Windows Server, ob6beanHeHbl
B O4HOW rpynne agmuHuctpupoBaHus Kaspersky Security Center, Bbl MOXeTe BbINONHUTE 3TU 3agaun
cnegywowmummn cnocobamu:

1. CosgaTtb 3agady O6HOBReHuss 6a3 nporpammbl A7 FPynnbl CEPBEPOB, Ha KOTOPbLIX Bbl YCTaHOBMWIU
Kaspersky Security 10.1.1 ans Windows Server. YcTaHOBUTb B Ka4eCTBe MCTOYHMKA 0O6HOoBReHMIn Cepeep
agMuHucTpupoBaHns Kaspersky Security Center.

2. Cospgatb rpynnoByto 3agady npoBepkn nNo TpeboBaHMIo co cTaTycom 3adava NpOBEPKM BaXHbIX obnacTten.
Mporpamma Kaspersky Security Center 6yaeT oueHnBaTh COCTOSIHME 6€30MacHOCTU KaXXaoro KomnbTepa
rpynnbl Mo pesynbTaTam BbINOMHEHWUS 3TOW 3ajauyn, a He No pedynbTatam cucTtemHon 3agaum [poBepka
BaXkHbIX obnacTen.

3. Cospgatb HOBYH MONWTWKY ANsSi rpynnbl cepBepoB. B cBoicTBax co3gaHHOW MOMUTMKM Ha 3aknagke
CucTeMHble 3afa4um OTKIMIOYMTb 3amnyck Mo pacnucaHuio CUCTEMHBIX 3aday NpoBepku Mo TpeGoBaHuio u
3apay oGHoBreHVs 6as NporpamMmbl Ha cepBepax rpynmbl aaMUHUCTPUPOBAHUS.

Bbl MoOXeTe Takke HacTpOUTb YBeAOMIIEHMSI agMuHUCTpaTopa o cobbitusax Kaspersky Security 10.1.1
ansa Windows Server.

YctaHoBka KoHconu nporpammbl Yyepe3 Kaspersky Security Center

MogpoBHas uWHGOpPMaUUa O CO34aHUN  WHCTaNNSLMOHHOIO nakeTa W 3agayn  yaaneHHoW YCTaHOBKM
coaepxutca B Pykosoocmee o eHedpeHuto Kaspersky Security Center.

» UYmobbl ycmaHosums KoHcorb npo2pamMmbi ¢ MOMOWbio 3adadyu ydaneHHOU ycmaHOo8KU,
ebirnonHUmMe cnedyrouue delcmeus:

1. B KoHconu agmunHuctpupoBaHus Kaspersky Security Center passepHuTe y3en YpaneHHas yCTaHOBKa U
BO BJIO)KEHHOM Yy3rie MHcTannsAuMOHHbIe NakeTbl CO34aiTe HOBbIA MHCTamNMSAUUOHHbBIA NaKeT Ha OCHOBE
danna client\setup.exe. CosgaBasi HOBbIN UHCTANNALMOHHBINA NAKET:

e B okHe Bbibop amcTpuMbyTtMBa nporpammbl ANisl YCTAHOBKM yKaxuTe cpann client\setup.exe
13 nanku komnnekTa noctaBku Kaspersky Security 10.1.1 gna Windows Server n yctaHoBuUTE pnaxok
KonupoBaTb OGHOBNEHMSA U3 Peno3MToOp1sa B MHCTaNNALMOHHbINA NaKeT.

e Ecnu TpebyeTtcs, B none MapameTpbl 3anycka ncnosiHasemoro cpanna (Heob6si3aTenbHO) U3MEHUTE
COCTaB YCTaHaBNMBaEMbIX KOMMOHEHTOB Habopa c nomowbto knioda ADDLOCAL u um3ameHuTte
nanky HasHa4eHus.

YcmaHoeka u yoarneHue rpozpammb!
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Hanpumep, u4tobbl yctaHoButb B nanke C:\KasperskyConsole Tonbko KoHconb nporpammsl,
He ycTaHaBnvBas davinbl CNpaBKM U JOKYMEHTaLUMM, BbINOMHWUTE CNEAYyoLLY0 KOMaHAy:

/s /p "ADDLOCAL=MmcSnapin INSTALLDIR=C:\KasperskyConsole EULA=1
PRIVACYPOLICY=1"

2. B y3ne UHcTannsAuMOHHbIe nakeTbl CO3JanTe 3agdady yOdaneHHOM YCTaHoBKM KoHconu nporpammbl
Ha BblGpaHHbIe KOMMNbIOTEPDI (FPYNNy agMUHUCTPUMPOBaHKS). HacTponTe napameTpbl 3a4aun.

MogpobHas wHdoOpMaUusa O CO34aHUM W HACTPOVKe 3adadvu yaaneHHOW YCTaHOBKW COAEpPXUTCS
B Cripaseke Kaspersky Security Center.

3. 3anyctuTe co3gaHHyto 3aaady yaarneHHoW YCTaHOBKMU.

KoHconb nporpamMmmbl 6yp,eT yCTaHOBJ1€Ha Ha yKa3aHHbl€ B 3aa4ye€ KOMMNbITEpPbI.

YpaneHue Kaspersky Security 10.1.1 ana Windows Server yepes
Kaspersky Security Center

Ecnu poctyn k ynpaBnenuto Kaspersky Security 10.1.1 ana Windows Server Ha KomnbloTepax CeTu 3aLyuLLeH
napornem, BBeguTe naporb Npu co3gaHumM 3agayum rpynnoBoro yaaneHus nporpamm. Ecnm sawmrta naponem
He ynpaBnsetca nonutukon Kaspersky Security Center ueHTpanusoBaHHo, Kaspersky Security 10.1.1
ans Windows Server 6ygeT ycnewHo yaaneH Ha cepBepax, rge AOCTyn K yrpaBneHuto NporpaMmmon 3alumileH
naponem, CoBMaBLUMM C BBeAEeHHbIM 3HayeHnem. Kaspersky Security 10.1.1 gna Windows Server Ha gpyrux
KOMMblOTEpax yaaneH He byger.

» Ymobnsi ydanums Kaspersky Security 10.1.1 0ns Windows Server 8 KoHconu aOMuHUCmpupogaHusi
Kaspersky Security Center, ebinonHume crnedyrouwue 0elicmeausi:

1. B KoHconu apgmuHuctpupoBaHus Kaspersky Security Center cosgante wn  3anyctute 3agady
yAaneHus nporpamMm.

2. B 3apave Bbibepute meTog yaaneHus (aHanornyHo BbIGopy metoga yCTaHOBKM; CM. MpeablayLwmin pasaen)
W yKaxuTe Yy4eTHyl 3anucb, € npaBamu koTopoh CepBep agmMuHUCTpupoBaHus OyageT obpaiatbcs
K cepBepaM. Bbl MmoxeTe yaanute Kaspersky Security 10.1.1 ana Windows Server Tonbko ¢ napameTpamu
yAaneHus no ymon4yaHuio (cM. pasgen "lNapameTpbl YCTaHOBKW U YAANEHUS U UX KIKOYN KOMaHOHON CTPOKU
Ans cnyx6bl yctaHoBwumka Windows" Ha cTp. 37).

YcTaHoBKa 1 yaaneHue nporpamMmmbl Yepes rpynnoBbie
nonutukn Active Directory

OTOT pasgen coaepXuT onucaHue yctaHoBku u yaaneHus Kaspersky Security 10.1.1 ana Windows Server 4yepe3s
rpynnosble nonutuku Active Directory, a Tarke nHdopmaumio o 4encTBuax nocre ycraHoBku Kaspersky Security
10.1.1 gna Windows Server 4yepes rpynnosble nonutukn Active Directory.

YcmaHoeka u yoarneHue rpozpammb!
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YctaHoBka Kaspersky Security 10.1.1 ana Windows Server yepes
rpynnoBble nonuTukKn Active Directory

Bbl moxeTe ycrtaHoBuTb Kaspersky Security 10.1.1 ans Windows Server Ha HeCKOSfbKMX cepBepax 4epes
rpynnoByto nonutuky Active Directory. KoHconb nporpaMmbl MOXHO YCTaHOBUTb aHanormyHbeiM obpasom.

CepBepbl, Ha KOTOpPbIX Bbl XOTUTe ycTaHOoBUTL Kaspersky Security 10.1.1 ans Windows Server unu KoHconb
nporpamMmel, AOMKHbI ObITb B O4HOM AOMEHE M B OOHOW OpraHn3aunoHHON eanHuILe.

OnepauunoHHblE CUCTEMbI Ha cepBepax, Ha KOTOpbIX Bbl XOTWTe YycTaHoBWUTbL Kaspersky Security 10.1.1
ansa Windows  Server ¢ nOMOLLbIO  MOMAWTUKM,  OOSMKHbI  ObITb  oAHOWM  paspagHocTh  (32-paspsaHble
nnu 64-paspsgHoie).

Bbl gomkHbl 06nagatb npasamMmmn agMMHUCTpATopa AOMEHa.

YTtobbl ycTaHoBUTL Kaspersky Security 10.1.1 gns Windows Server, Mcnonb3ynTe WHCTaNMSILWMOHHbIE MaKeTbl
ks4ws_x86(x64).msi.  Ytobbl  ycTaHOBUTL  KoHCONMb  mporpamMMbl,  MCMOMNb3YyWTE  WUHCTamNMAUUOHHbIE
nakeTbl ks4wstools.msi.

MogpobHas wuHopmaums 06 ucnonb3oBaHuM rpynnoBbix nonutuk  Active  Directory  copepxutcsa
B AOKYMeHTauuun, npegocTaBnsaemMon koprnopaumein Microsoft.

» 4mobkl ycmaHosumb Kaspersky Security 10.1.1 dnsa Windows Server (KoHcorb npogpammesi),
gbirnonHuUmMe credyrouue delicmeus:

1. CoxpaHuTe msi-hain MHCTaANMSLUMOHHOIO MNakeTa, COOTBETCTBYHLMN pPas3psgHOCTU  YCTaHOBIEHHOW
Bepcum onepaumnoHHom cuctemsl Microsoft Windows, B nanke obLiero goctyna Ha KOHTpPonsiepe JOMEHa.

2. Ha KOHTpoOnnepe gomMeHa cospanTe HOBYH NMOJINTUKY O5NnA rpynnbl, B KOTOPYHO 06begnHeHbI cepBepbl.

3. C nomouwbio Pepaktopa 06bLEKTOB rpynnoBbiX MOSIMTUK CO3[aviTe HOBbIA MHCTamNMSAUMOHHBIA NakeT
B y3ne KoHdurypauus komnbroTepoB. YKaxuTe NyTb K msi-hanny nHctannsaunoHHoro naketa Kaspersky
Security 10.1.1 agna Windows Server (KoHconu nporpammbl) B dopmate UNC  (Universal
Naming Convention).

4. YcrtaHoBuTe dnaxok ycrtaHoBwumka Windows Bcerga yctaHaBnuBaTh C NOBbIWEHHbLIMU NpaBaMu Kak
By3ne KoHdwmrypauma komnbroTepoB, Tak u By3ne KoHdwurypauus nonb3oBatenewn
BbIGpaHHOM rpynnbl.

5. TlpuMeHUTEe N3MEHEHUS C MOMOLLbIO KOMaHabl gpupdate / force.

Kaspersky Security 10.1.1 gna Windows Server OygeT yCTaHOBMEH Ha KOMMblOTEpax rpynnbl Mocre wux
nepesarpysku, nepeg sxogom B Microsoft Windows.

YemaHoeka u yoaneHue rpozpammbl
70



KASPER{KY3

HewnctBusa nocne yctaHoBku Kaspersky Security 10.1.1
ansa Windows Server

Mocne yctaHoBkn Kaspersky Security 10.1.1 ana Windows Server Ha 3awuwiaembix cepBepax pekoMeHayeTcs
cpasy obHOBUTbL ©a3bl MPoOrpaMMbl M BbIMONHUTL MPOBEPKY BaXHbIX obnacten cepsepa. Bbl MoxeTe BbINOMHWTL
aTn penctBusa 13 KoHconm nporpammbl (cM. Pasgen "[encteBusi nocne yctaHoBku Kaspersky Security 10.1.1
ansa Windows Server" Ha cTp. 53).

Bbl MOxeTe Takke HacTpOUTb YBeAOMIIEHUs agmMuHucTpaTopa o cobbitusax Kaspersky Security 10.1.1
nna Windows Server.

YpaneHue Kaspersky Security 10.1.1 gna Windows Server 4yepe3s
rpynnoBble NonMTUKK Active Directory

Ecnu BbI ycTanaBnmeanu Kaspersky Security 10.1.1 ansg Windows Server nnu KoHconb nporpamMmmbl Ha cepeepax
rpynnbl, UCMONb3yA rpynmnoByld nonutuky Active Directory, Bbl MOXeTe MCNonb3oBaTb 3Ty MOMUTKKY, YTOOBI
yoanutb Kaspersky Security 10.1.1 ana Windows Server nnun KoHconb nporpammel.

Bbl MOXXeTe BbINOMAHUTD yoarneHune TOJIbKO C napamMeTpamMn yaaneHua no ymoJsi4aHuto.

MogpobHasa wuvHdopmauua 06 ncnonb3oBaHum rpynnoBbiX nonutuk  Active  Directory  cogepxutca
B JAOKYMeEHTauuu, npegoctaBngaemon kopnopaumern Microsoft.

Ecnn pgoctyn K ynpaBneHuto nporpamMmon 3awuuieH naponem, ypaaneHve Kaspersky Security 10.1.1
ana Windows Server yepes rpynnosble nonutuku Active Directory HEBO3MOXHO.

» 4Ymobki ydanumb Kaspersky Security 10.1.1 dnsa Windows Server (KoHcornb npogpammbi),
ebirnonHUmMe cnedyrouue delcmeus:

1. Ha koHTponnepe gomeHa BbibepuTe OpraHN3auMOoHHY0 eanHULY, C CepBEPOB KOTOPOM Bbl XOTUTE yAanuTb
Kaspersky Security 10.1.1 ans Windows Server nnun KoHconb nporpamMmmbi.

2. Bblbepute nonutuky, cosgaHHyro and yctaHoBkum Kaspersky Security 10.1.1 gna Windows Server, u
B Pepaktope 0OBLEKTOB rpynnoBbIX MNOMWUTUK, B Yy3ne YctaHoBka nporpamm (KoHdwurypaums
KoMnbioTepoB > [lapameTpbl nporpamm > YcTaHOBKa MporpamMm) OTKPOWTE KOHTEKCTHOE MEHIo
uHcTannauuoHHoro naketa Kaspersky Security 10.1.1 ans Windows Server (KoHconu nporpammbl) u
BblOepuTe komaHay Bece 3apgauv > YaganuTb.

3. Bbl6epl/ITe MeTo[ yaaneHusa HemeaneHHo yoanutb nporpamMmmbl U3 yH4eTHbIX 3anucen nonb3oBareneun
U KOMNbHOTEPOB.

4. TlpumMeHUTe N3MEHeHMs C NOMOLBI0 KOMaHabl gpupdate / force.

Kaspersky Security 10.1.1 anss Windows Server 6yneTt yaaneH c cepBepoB Mocfie MX nepesarpysku, nepeq
BxoagoMm B Microsoft Windows.

YcmaHoska u yOaneHue ripoepammsl
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NMpoBepka ¢pyHkunn Kaspersky Security 10.1.1
ana Windows Server. Ucnonb3oBaHMe TeCTOBOIO
Bupyca EICAR

OTOT pasgen cogepxut onucaxnue Tectosoro Bupyca EICAR v npouenypy nposepku yHkuni Kaspersky Security
10.1.1 ana Windows Server "lMocTosiHHag 3awuTa” 1 "lpoeepka no TpeboBaHMO" ¢ ero NOMOLLbH.

B aTtom pasgene
O TECTOBOM BUPYCE EICAR ... .ttt e ekt e e ekt e e e b bt e e e nb et e e e st et e e e nbr e e e e annnas 72
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O TectoBOM BUpyce EICAR

TecToBbIVM BMPYC NpedHasHadyeH Ans npoBepku paboTbl aHTMBUPYCHbIX nporpamm. OH pa3paboTtaH opraHu3aumen
The European Institute for Computer Antivirus Research (EICAR).

TecToBbIN BUPYC HE ABMSETCA BUPYCOM U HE COLAEPXKMUT MPOrpaMMHOro Koda, KOTOPbIi MOXET HaHeCcTu Bpes
BalleMYy KOMMbIOTEPY, HO aHTUBMPYCHbIE MNpPOrpaMmbl OONbLUMHCTBA NPOU3BOAUTENEN WMOEHTUDULMPYIOT
B HEM Yrpo3y.

dawin, KOTOpbIN COAEPXUT TECTOBbLIN BUPYC, HasbliBaeTcsa eicar.com. Ero MoxHo 3arpy3uTb Ha Beb-cainTe EICAR
http://www.eicar.org/anti_virus_test_file.htm.

I'Iepe,u, COXpaHeHunem (ba|7|na B nanke Ha AWNCKe KOMMbrTepa y6e,£|.|/|Ter, YTO MNMOCTOAHHAA 3alunTa CbaVIJ'IOB
B 9TOW narke OTKMNYeHa.

dann eicar.com coaepXuT TEKCTOBYK CTpoky. [pu npoepke anna Kaspersky Security 10.1.1 gna Windows
Server oGHapyXvMBaeT B 3TON TEKCTOBOW CTPOKE TECTOBYK Yrpo3y, npucBamBaeT channy cratyc 3apaKeHHbIN U
yaanset ero. MHpopmauusa o6 obHapyxeHHow B channe yrpo3e nosierisietcs B KoHcony nporpammbl 1 B XXypHarne
BbINOMHEHNM 3a4auun.

Bbl Takke MoxeTe ncnonb3oBathb hann eicar.com, 4YTo6bl NpoBepuThb, kak Kaspersky Security 10.1.1 gna Windows
Server BbIMOMHAET NeYeHne 3apaxeHHbIX OOBbEKTOB M Kak OH OBHapyXmBaeT BO3MOXHO 3apaKeHHble OOBLEKTHI.
[nsa aToro oTtkponTe hann C NOMOLLLIO TEKCTOBOrO pefaktopa, fo0aBbTe K Havany TEKCTOBOW CTPOKM B dhawne
OOMH M3 NpedUKCOB, MNEPEYUCIIEHHbIX B Tabnuue HUXe, U COXpaHuTe ain nog HOBbIM WMEHEM, Hanpumep,
eicar_cure.com.

[na toro ytobbl Kaspersky Security 10.1.1 gna Windows Server obpabotan ¢aiin eicar.com ¢ npecukcom,
B 6rioke napameTpoB 6e3onacHoCcTM 3awmTta OO0 bLEKTOB YCTaHOBUTE 3HadyeHne Bce o6bekTbl Ans 3agad
Kaspersky Security 10.1.1 gna Windows Server "lMocTosiHHas 3awmTta annoB W 3agady nNpoBepKu
no TpeboBaHuio".

YcmaHoska u yOaneHue ripoepammsl
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Tabnuya 14. lpegpukcel e ghatinax EICAR

Mpedukc Cratyc channa nocrne npoBepku n gencremne Kaspersky Security 10.1.1
Aana Windows Server

Bes npedmkca Kaspersky Security 10.1.1 ana Windows Server npuceavBaeT o6bekTy cTaTyCc 3apaxeH-
HbIW 1 yoansieT ero.

SUSP- Kaspersky Security 10.1.1 ana Windows Server npucsavBaet o6bekTy ctatyc BoamoxHo
3apa)xeHHbIN (06HapyXXeH C MOMOLLbIO 3BPUCTUYECKOrO aHanusaTopa) v yaansiet ero (Bos-
MOXXHO 3apakeHHble 0GBbEKTLI HE MOABEPratoTCs NIEYEHUIO).

WARN- Kaspersky Security 10.1.1 ana Windows Server npucsavBaeTt o6bekTy ctaTtyc BoamoxHo
3apakeHHbIN (ko4 06bekTa YacTUYHO COBMaAaeT C U3BECTHLIM BPEAOHOCHBLIM KOAOM) U
yAansieT ero (BO3MOXHO 3apakeHHble 00bEKTbI HE MOABEPraloTCs NEYEHUIO).

CURE- Kaspersky Security 10.1.1 gna Windows Server npycBavBaeT 00beKTy cTaTyc 3apaXeHHbIN
n neunt ero. Ecnn neyeHne ycnewwHo, Becb TEKCT B (hanine 3ameHsietcst cnosom "CURE".

I'IpOBepKa (bYHKLWIﬁ NOCTOSIHHOW 3allnTbl U NPOBEPKU No TpGﬁOBaHVII-O
Mocne ycraHoBkn Kaspersky Security 10.1.1 gna Windows Server Bbl MmoxeTe ybeantbes, 4To Kaspersky Security
10.1.1 gna Windows Server obHapyxuBaeT 06bekTbl, cogepxalume BpedOHOCHbIM KOA. [na npoBepky Bbl MOXETE
ncnonb3oBaTtb TecToBbIN BUpyC EICAR (cm. pasgen "O tectoBoMm Bupyce EICAR" Ha cTp. 72).

» Umobnki nposepums hyHKLUK MOCMOSHHOU 3awumsl, 8binonHUmMe credyrouue delicmeus:

1. Barpysute dpavin eicar.com c Beb-canta EICAR hitp://www.eicar.org/anti_virus test file.htm. CoxpaHute
ero B nanke obLero JocTyna Ha fokanbHOM ANCKe Moboro 13 KOMMNbTEPOB CETU.

Mepen coxpaHeHuem darina B nanke ybeauTecb, 4TO [loCTOsIHHAs 3awmTta anrnos B ITON
narke OTKMYeHa.

2. Ecnu Bbl x0TWTe Takke npoBepuTb paboTy yBeAOMMEHWUI Monb3oBaTenen cetn, ybeautecb B TOM, YTO U
Ha 3alMLLaeMoOM CepBepy, M Ha KOMMbIOTEpPe, Ha KOTOPOM Bbl COXpaHWnuM hain eicar.com, BKMOYEHA
Cnyx6a coobleHnn Microsoft Windows.

OTtkponte KoHconb nporpammbl.

4. CkonupyWhTe COXpaHeHHbI ¢ann eicar.com Ha fokanbHbIM OWCK 3aluliaeMoro cepsepa OLHUM
13 CriegytoLLmx cnocobos:

e YTto6bl npoBepuTb paboTy yBeAOMIIEHUM 4Yepe3 OKHO CnyxObl TepMuHANoB, ckonupynte dawnn
eicar.com Ha cepBep, MOAKIMIOYMBLUMCL K CepBepy C MOMOLWbLK nporpaMmmel  "TogknioyeHne
K yaaneHHomy pabodemy ctony" (Remote Desktop Connection).

e YT06bl NpoBeputb paboTy yBegomneHun yepes Cnyxby coobuieHmn Microsoft Windows, ckonupynte
dain eicar.com c komnblOTEPA, Ha KOTOPOM Bbl E€r0 COXPaHWUNK, 4Yepe3 CEeTEBOE OKpYXKeHue
3TOro KoMnbloTEPA.

YcmaHoeka u yoarneHue rpozpammb!
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MocTosAHHasg 3awmTa hannos paboTaeT AOMKHLIM 0Opa3oM, eCrnn BbIMONHAKTCA Criegyrolme YCrnoBus:

dann eicar.com yganeH ¢ AMcka 3aluLLiaemMoro cepeepa.

B KoHconu nporpammbl >XypHany BbINOfAHEHMS 3agadn npucBoeH crtatyc Kputuueckum. B xypHane
nosBunacb CTpoka c nHdopmaumen o6 yrpose B anne eicar.com. Ytobbl NpocMOTpeTb KypHan
BbINOMHEHNs1 3adadvn, B gepeBe KoHcomnu nporpammbl pasBepHuTe y3en lMocTosiHHas 3awmrta cepBepa,
BblGepuTe 3agadvy locTosHHaa 3awmta annoB U Ha NaHenu pes3ynbTaToB y3na nepenaute Mo CCbirnke
OTKpbITb XKypHarn BbINOJIHEHUSA.

e Ha komnbloTepe, C KOTOPOro Bbl CKOMMpOBanNu dainn, noasunock cnegytouwee coobuieHne CnyxObl
coobuweHun Microsoft Windows: Kaspersky Security 10.1.1 nns Windows Server
3abJIOKMPOBAaJl IOCTYN K <OyTh K dalyiy eicar.com Ha KoMmmboTepe>\eicar.com
Ha KoMIbioTepe <CceTeBOe MM KOMIIbITepa> B <BPEMS BO3HMKHOBEHMUS COOBITUSI>.
[IpuurHa : oOHapyXeHa yrpo3a. Bupyc: EICAR-Test-File. Mg nosb30BaTend: <muMsa
nojib30BaTeNA>. VMa KoMIbiTepa: <ceTeBOe MMS KOMIbITepa, C KOTOPOT'O BH
ckonmporaam Gani>.

Yb6eautecb, uto Cnyxba coobweHnn Microsoft Windows paboTtaet Ha KOMMbloTepe, C KOTOPOro Bbl
ckonvpoBanu hawn eicar.com.

» Umobhki nposepumbs hyHKUUK MPO8EPKU Mo mpebosaHuro, 8bIMosTHUMe criedyrouwue oelicmeus:

1. 3arpysute cann eicar.com c Beb-canta EICAR http://www.eicar.org/anti_virus_test file.htm. CoxpaHute

ero B nanke oéuero AocCTyna Ha JlokalibHOM AunCKe noboro n3 KOMMbOTEPOB CETU.

Mepen coxpaHeHuem dharina B nanke ybeauTecb, 4TO [loCTOsIHHAs 3awmTta Gannos B ITON
narke OTKMYeHa.

OTtkponte KoHconb nporpammbl.

BbinonHuTe crneayolwime AencTBus:

a. B pepee KoHconu nporpammbl passepHute y3en NMpoBepka no TpeboBaHuio.
b. BbibepuTte BnoxeHHbIN y3en MpoBepka BaXHbIX o6nacren.

c. Ha saknagke HacTtpowka o6GnacTtM NpoBepKU OTKPOWTE KOHTEKCTHOEe MeHl Ha y3ne CeTeBoe
OKpyxeHue 1 BblbeprTe [lo6aBUTL ceTeBOoM dhann.

d. BeeauTe ceTeBou nyTb K dhanny eicar.com Ha yganeHHoMm komnbioTepe B popmate UNC (Universal
Naming Convention).

e. YcraHoBuUTe (hNaXokK, YToBbl BKNIOYUTL A0GaBMNEeHHbIN CeTeBOI NyTb B 06MacTb NPOBEPKU.

f.  Banyctute 3apgavy NpoBepka BaxkHbIX obnacTen.

Mpoeepka no TpeGoBaHuio paboTaeT AOMKHLIM 0GPa30oM, eClN BbINOMHATCA CreayoLime YCnoBus:

darin eicar.com ygarneH C XXeCTKUX KOMMboTepa.

B KoHconu nporpammbl XypHany BbIMONHEHMS 3adayvM MpucBoeH cTtatyc Kputuueckum; B xypHane
BbINONTHEHUS 3adauu [poBepka BaxHbIX 0bnacTen nosiBunacb CTpoka ¢ MHdopmauuen ob yrpose B anne
eicar.com. YTobbl NPOCMOTPETL XypHarn BbINOMIHEHUS 3a4a4yu, B aepese KoHcony nporpaMmMbl pa3BepHuTe
y3en [poBepka no TpeboBaHuio, BbiGepuTe 3agayy [lpoBepka BaxHbIX obnacte ¥ B nNaHemnu
pe3ynbTaToB NepenanTe no ccbinike OTKPbITb XXYPHan BbIMOJTHEHUS.
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UHTepdenc nporpammbl

Bbl moxeTe ynpaBnaTtb Kaspersky Security 10.1.1 ana Windows Server yepes nokanesHyto KoHConb nporpammel v
c nomowpto [narvHa ynpasneHus. [OenctBusa ¢ nokanbHoW KoOHCOMbK nporpammbl onucaHbl B Pykosodcmee
rnonb3oeamenis  Kaspersky Security 10.1.1 0ns Windows Server. [enctsua cllnarvHom ynpasneHusi
ocyulecTtenstoTcss B uHTepdperice KoHconu apgmuHuctpupoBaHust Kaspersky Security Center. [MogpobHas
nHpopmaums 06 nHTepdperice Kaspersky Security Center coagepxuntca B Cripaske Kaspersky Security Center.
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IluueHsnpoBaHue nporpamMmmbli

o707 pasnen coaepXKuTt Mchopmau,mo 00 OCHOBHBbIX MOHATUSAX, CBA3AHHbIX C JTMUeH3npoBaHneM nporpamMmmebil.

B aTtom pasgene
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MPOCMOTP MHPOPMALUN O OENCTBYIOLLEN JTULLEHBUM .....eeveveveeeeeeeeeeeseeeaeeessessssssssssssssssssssssssssssssssssssssssssssssssssnnsnnnnns 82
DYHKLMOHaNbHbIE OrpaHNYEHNsT AaTbl OKOHYAHUST CPOKA OENCTBUS JINLLEHBMM ...eeveiieieeeeeeeeiiiieeeeeeeeseneeineeeaeeeeas 84
[MPOANEHNE CPOKA OENCTBUS TIALLEHBUM .oeeeeeiiiiiieeeeeeeeeseteteeeaeeeasssstateeeaeeesaasstaeeeaaeeesaansstaneeeaeseaanssaseeeeaeeessannssnnnees 85
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O JIvueH3MOHHOM cornaweHum

JluyeH3uoHHOe coenawieHue — 3aTo puanyeckoe cornaweHne mexgy samm n AO «JlabopaTtopua Kacnepckoroy,
B KOTOPOM YyKa3aHO, Ha KakKunx yCrioBUAX Bbl MOXETE NCNOJIb30BaTb NMporpaMmmy.

BHMMaTENbHO O3HAKOMbTECH C YCNOBMAMM  JIMLEH3MOHHOIO cornaleHnss nepeq HadanoMm  paboTbl
C nNporpamMmMon.

Bbl MOXeTe 03HaKOMUTLCA C YCNOBUAMM JINLIEH3NOHHOO CornalleHus crneayowmumm cnocobamu:

e Bo Bpems yctaHoBku Kaspersky Security 10.1.1 ana Windows Server.
e [lpoumTaB gokymeHT license.txt. OTOT JOKYMEHT BKITHOYEH B KOMMIEKT MOCTaBKU NPOrpaMmbi.

Bl npuHUMaeTe yCcrnoBsuA JInueH3noHHoro cornawleHus, noareBepXxpgaa cBoe corfiacne C TEKCTOM JlnuyeHanoHHoro
cornawleHna Bo BpeMda yCTaHOBKWU nporpamMmmbl. Ecnn Bbl He cornacHbl ¢ ycnosuamum JIMLEH3NOHHOrO cornalleHus,
Bbl OOJDKHbI NpepBaTb YCTAHOBKY NMporpaMmbl 1 He OOJTKHbI UICNOJ1Ib30BaTb NporpaMmy.

JluyeHsuposaHue rnpozpammbi
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O JluueH3noHHoM cepTucdmnkarte
JluyeH3UoHHbIU cepmugbukam — 9TO OOKYMEHT, KOTOpPbIA NepegaeTcs BamMm BMecTe C (hainom Krya mnu Kogom
akTuBaumm (ecrnv NPUMEHNMO).

B JlnueH3noHHOM cepTudpmkate cogepxnTcs criegyroLlas uHdopmaums o NpegocTaBnsaeMon NNLEH3NN:

e HOMep 3aKa3sa;
e UMHGOpMauMsa O nosib3oBaTerne, KOTOPOMY NPefoCTaBeHa NNLEH3NS;
e VHdopMaLMs O Nporpamme, KOTOPY MOXHO akTUBMPOBATL MO NPeAOCTaBNSEMON NMLEH3NM;

e OrpaHMYeHMEe KONMMYEeCTBa JIMLEH3WNOHHbIX €AVHWUL (Hampumep, YCTPOWCTBA, Ha KOTOPbIX MOXHO
ncnonb30BaTh NporpamMmmy ¢ NPeaoCTaBeHHON NULEH3NER);

e [aTa Hauvana cpoka AeWCTBUS NULIEH3UU;
e [aTa OKOHYaHWs CpOKa OEeNCTBUS NMULEH3UM UK CPOK AENCTBUS NINLLEH3UN;

e  TUN NNUEH3NN.

O nuueH3un

JluyeH3uss — aTo OorpaHn4yeHHoe no BpeMeHun npaBoO Ha MUcnoJjib3oBaHMEe nporpamMmmbl, npeanocrtaBndemMoe BaM
Ha ocHoBe JIMLEH3NOHHOrO cornalleHus.

JInueHsna BknoyaeT B cebsi NpaBo Ha NONyvYeHne crneayoLmnx BUAOB YCNyr:

. ncnonb3oBaHme nporpamMmbl B COOTBETCTBUKU C YCITOBUAMUA JINLEH3NOHHOro cornalueHns;
(] nony4yeHue TEXHUYECKON nogaepXxku.

Kommepyeckasi nuUeH3nsa —  nnatHas  NWUeH3usl,  npegocTtaensemass  npu npvobpeTeHun  mporpammbl.
Mo ncteveHMn cpoka OEWCTBMA KOMMEPYECKOW NULEeH3MM nporpaMma npogorikaet paboTy, HO C orpaHWYeHHON
PYHKUMOHANbHOCTLIO (HanpumMep, HeJoCcTynHO obHoBMNeHWe 6a3 nporpaMMbl). YTo6bI NPOAOIKMUTE UCMOMb30BaHNe
Kaspersky Security 10.1.1 gna Windows Server B pexvmMe nonHon yHKLMOHaNbLHOCTH, BaM HY>XHO MPOaninTb CPOK
OEencTBMS KOMMePYECKON NNLIEH3NN.

®dyHKUMKU NporpamMMbl, AOCTYMHbIE B paMKax KOMMEPYECKOM NULLEH3MW, 3aBUCAT OT Bbibopa npoaykTa. BeibpaHHbIN
NpoAayKT ykasaH B JlMueHanoHHoMm cepTudukate (cMm. pasgen "O JluMueHsnoHHoM cepTudmkate” Ha cTp. 77).
MHdopmaumio 0 AOCTYMHbIX — MpoAyKTax MOXHO Hamtu  Ha Beb-cante  "[labopatopum  Kacnepckoro"
https://www.kaspersky.ru/small-to-medium-business-security.

PekomeHayeTcss npoaneBaTb CPOK AEUCTBUS NULEH3UM He No3gHee OaThbl ero OKOH4YaHWsi, 4Tobbl obecrneunTb
MaKcUMarsibHy 3allUTy OT Yrpo3 KOMMboTepHOWN 6e3onacHoCTy.

Yb6eguTtecb, 4YTO gata OKOHYaHMUS CpokKa OEeNcTBMA AOMNONHUTENbHOIO Kritoya HacTynaeT no3)e AaTbl
OKOHYaHuA Ccpoka OEeNCTBUS aKTUBHOIO Krito4a.

Henb3s ncnons3oBatb noanuncky And pobaBneHnst AONONHUTENBHOrO KIltova.

JluyeHsuposaHue rnpozpammbi
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O noanucke

lModrnucka — 9TO 3aKa3 Ha MCMOoNb30BaHWe NporpamMmmbl C BbIOpaHHbIMK NapameTpammn (4aTa OKOHYaHUS NOAMUCKH,
KONMM4yecTBO 3awmuaeMbix ycTporncTts). lNMoanmcky Ha Kaspersky Security 10.1.1 ans Windows Server MOXHO
3aperMcTpupoBaTh y NOCTaBLUMKa yCryr (Hanpumep, y MHTepHeT-npoBanaepa). Bol MoxeTe npoaneBatb Noanvcky
BPYYHYIO UNU B aBTOMATUYECKOM peXume WM oTKasaTbCA OT Hee. Bbl Takke MoxeTe npuocTaHaBnvBaTb U
BO30OHOBNATEL NOAMUCKY. YnpaBneHne noanuckon AOCTYNHO Yepes3 NOCTaBLUMKA YCMYr, Bbl HE MOXETEe YNpaBnsiTb
MOANUCKON CaMOCTOATESBHO.

B 3aBucuMmocCTM OT nocraBLyMKa ycnyr, Ha60p BO3MOXHbIX OENCTBMIA AONs ynpasJieHnA NnoanUCKOM MoXeT
pasnnyaTtbca. MocTaBLmk ycnyr MOXeT npenocTtaBnATb JNIb20MHbIU nepuod anga npoaneHna noanuckn.

JIbroTHbIN Nnepuoa — 3TO BPEMEHHON Mepuoa MeXdy OKOHYaHMem W NpoaneHnem Mognucku, B TeYeHWe KOTOPOro
coxpaHsieTcst pyHKUMOHAaNbHOCTb NPOrpammbl.

Moanncka MoXeT ObITb oapaHuquHoEI nnn HeoepaHuquHoCl.

OrpaHnyeHHas noanucka nveet OrpaHNYEHHbIN CpOK AencTBus 7 He npegycmaTtpuBaeT
aBTOMaTMYECKOro NPOANEHNS.

HeorpaHuyeHHas nognuncka npoaneBaeTcsi aBTomaTMyeckn 6e3 Ballero y4acTtusi nocfnie CBOEBPEMEHHON ONnnaThl U
He nmeeT (PMKCMPOBAHHOM AaTbl OKOHYAHWS.

Cratyc noanucku oTobpaxaeTcs B MNaHenu pesynbTtaToB Yy3na Kaspersky Security u  obHoensietcs
aBTOMAaTMYECKU exe4acHo. Bbl He MoeTe OGHOBWTb CTaTyC NOAMMUCKN BPYYHYHO.

Kogpbl aktvBauumn, npuobpeTeHHble No NOAMNUCKE, HE MOTyT BbITb UCMOMb30BaHbl AN akTuBaumMy npeablayLmx
BEPCUI Nporpammbl.

O Koae akTmBauum

Kod akmueayuu — yHukanbHasi nocnegosaTensHocTb n3 20 cumsornoB (O6ykB u uudp). Kog aktmBauum HyxHO
ykasaTb, 4Tobbl 4o0aBuTb knod Ans aktuBauumn Kaspersky Security 10.1.1 gna Windows Server. Bbl nonyyaete
KOO aKTMBauuuM Ha agpec 3reKTPOHHOM MNOYThl, YyKas3aHHbIi npu npuobpeteHun Kaspersky Security 10.1.1
nna Windows Server.

UToObl akTMBMpPOBATL NPOrpamMmy C MOMOLLbIO KOAa akTMBauuun, HeobXoaMM OOCTYMN B MHTEPHET ANs NOAKITHYEHMUS
K cepBepam akTnaumm "Illabopatopum Kacnepckoro”.

Mo)xHO BOCCTaHOBUTb yTepﬂHHbII7I nocne YyCTaHOBKM nNporpamMmmbl KoL akTuBalUW. KOJJ, akKTuBaumm Moxet
noHagobutbcda, Hanpumep, 4Tobbl 3apernctpupoBaTh Kaspersky CompanyAccount. [ns BoccTaHOBNEHMSA koAa
akTuBaumm obpaTtutech B Cnyx0y TexHnyeckon nogaepxku "labopatopum Kacnepckoro”.

O knoue

Koy — nocnepoBatenbHOCTb OUT, C MOMOLLBKD KOTOPOW Bbl MOXETE aKkTUBMPOBATb M 3aTeM WCMNOSb30BaTb
nporpaMmmy B COOTBETCTBMM C YyCroBUSMU JIMUEH3MOHHOrO cornaweHus. Knwody cosgaeTtcss  cneymanucramm
"NNabopaTopum Kacnepckoro”.

Bbol moxeTe pgoGaBuTb KMOY B NporpaMmy npumeHuB dann knoda. Knwou oTtobpaxaetcs B vHTepdence
nporpamMmbl B BUAE YHWKanbHOM OykBeHHO-UMAPOBOW MocnefoBaTenbHOCTW, Nocfe Toro kak Bbl JoOaBunu ero
B Nporpammy.

JluyeHsuposaHue rnpozpammbi
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Kntou moxeT 6biTb 3abnokupoaH "[labopatopuen Kacnepckoro", ecnu ycnosus JIMLEH3MOHHOrO cornalleHust
HapyLeHbl. Ecnu kntod 3abnokmpoBaH, ans paboTbl nporpaMmmbl TpebyeTcsa Ao6aBUTb APYron Kitou.

Kritou MoxeT 6bITb aKTUBHBIM U OOMNONMHUTESbHBIM.

AKMUBHBbIU K1Y — KoY, MCNONb3yeMbl B TEKYLUMA MOMEHT Ans paboTbl nporpammbl. B kayecTBe akTUBHOMO
MOXeT ObITb goGaBneH Ky Ans KOMMepyeckonm nuueHsun. B nporpamme He MOXeT ObiTb Gornblue OgHOro
aKTMBHOTO Krtoya.

LononHumernbHbIl KoY — KNIOY, NOATBEPXAAOLLMI NPaBo Ha UCMOMNb30BaHWE NPOrpaMmbl, HO HE UCMOMNb3YEMbI
B TEKYLUMN MOMEHT. [1ONOMHUTENbHbBIA KNIOY aBTOMATUYECKU CTAHOBMUTCSA aKTMBHbLIM, KOra 3akaH4yMBaeTCsl CPOK
OENCTBUS NULEH3MW, CBA3AHHOWM C TEKYLLMM aKTUBHbBIM KITHOYOM. [JOMONHUTENbHLIN KoY MOXeT ObiTb AobasneH
TONMbKO MPUY HaNU4MM akTUBHOTO KIko4a.

O cdhaune knroua

®alin knrova — aTO hann ¢ pacwmpeHmem key, koTopbii Bam npegoctaenseT "JlabopaTtopus Kacnepckoro". dann
Kroya npegHasHadveH ans gobasneHuns Knioya, akTMBMPYIOLLEro NporpaMmmy.

Bbl nony4yaete cain knoya no ykasaHHOMY BaMu agpecy 3MeKTPOHHOW No4Thbl nocne npuobpeteHnsa Kaspersky
Security 10.1.1 gns Windows Server.

YToObI aKkTMBMpPOBaTL NporpaMMy C MOMOLLLIO dhavna Knoya, He TpebyeTcsa NOAKIIoYEHNE K cepBepaM akTMBaLmu
"NabopaTtopum Kacnepckoro”.

Ecnu dann kntoya Obin cnyvyarHo yaaneH, Bbl MOXeTe ero BoccTaHoBUTb. Painn knoda MoXeT noTpeboBaTtbes
BaM, Hanpumep, ons pernctpaumm B Kaspersky CompanyAccount.

[ns BoccTaHOBNEHMA hanna Krnova BaM HY>XHO BbINOSTHUTL OAHO U3 cnefyowmnx 4enCTBUN:

e O6paTtutech B Cnyx0y TexHudeckon nogaepxkn https://support.kaspersky.ru/.

e [lonyunte dann «knova HaBeb-cante "[labopaTopum Kacnepckoro" Ha OCHOBE MMelOLLErocs
Koda akTuMBauuu.

O npepocTaBfieHUU AaHHbIX

JlnueHanoHHoe cornaweHne ansa Kaspersky Security 10.1.1 gna Windows Server, B 4aCTHOCTM B pasgene
«YcnoBusi o6paboTkn [aHHbIX», ONpPedensieT yCroBus, OTBETCTBEHHOCTb W MOPSOOK nepedadn u obpaboTku
OaHHbIX, YKa3aHHbIX B HacTosilem PykoBoactBe. BHMMaTENbHO O3HAKOMbTECH C YCNoBUsMU JINLLEH3MOHHOTO
cornalleHus, a Takke CO BCEMU JOKYMEHTaMM, CCbIIKM Ha KOTopble coaepXnT JIMLEH3MoHHOEe cornallenne, nepesa
TeM, Kak MpUHATb ero.

HaHHble, koTopble «JlabopaTopusa Kacnepckoro» nomyy4aet OT Bac Npy UCMOMb30BaHWM NPOrpaMmbl, 3aLUyLLA0TCH
n obpabaTtbiBalOTCA B COOTBETCTBMM € [lonnTuKon  KOHUOEHUManbLHOCTK, OnybrnnkoBaHHOW MO agpecy:
www.kaspersky.ru/Products-and-Services-Privacy-Policy.

MpuHumas ycnosua JIMLEH3MOHHOIO COornalleHusi, Bbl cornallaeTecb OTNPaBnATb B aBTOMAaTUYECKOM peXuMe
crieqyloLLmMe TUMbl AaHHbIX B «JlaBopaTopuio Kacrnepckoro»:

e [Ina obecneyeHns mMexaHu3Ma MonyyYeHns OGHOBMNEHUI - MHpopMaLMio 06 yCTaHOBNEHHOW NporpamMme u
aKTUBaLMM NporpamMMbl: UAEHTUMKATOP yCTaHaBMNMBaeMoOW NporpaMMbl U ee MOSHYK BEPCUIO, BKHOYas
HoMep cBopkM, TN W MAEHTUUKATOP NULEH3WUM, WAEHTUMMUKATOP YCTAHOBKW, YHMKambHbIN
naeHTUdMKaTop 3agadv o6HOBMNEHMSI.

e [1nda ucnonb3oBaHus q)yHKLI,I/IOHaJ'IbHOCTI/I nepeHanpasiieHnAa Ha CTaTbU basbl 3HaHU1 npn BOSHNKHOBEHUN
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owmnbok B pabote nporpammbl (cnyxba Redirector): MMsl, nokanusauuilo M MOMHbLIA HOMEpP Bepcuu
nporpamMmbl, BKMo4as HoMep cOOpKWM, TUM nepeHanpaBnsioWer CCbIIKM, a Takke WaeHTUdUKaTop
BO3HUKLLEN OLIMOKU.

e [Ins KOHTpONs MOMyyeHMst cornacum Ha obpaboTKy AaHHbIX — WHGOPMauMs o cTtaTyce corfacus
C YCNOBUAMMW MNMLEH3NOHHbBIX COMMalIeHUA 1 ApYrMx JOKYMEHTOB, pernameHTUpYLWmnx oTApaBKy AaHHbIX:
naeHTUduKaTop M Bepcus NUUEH3NOHHOro COrMalleHus Wnu Apyroro AOKYMEHTa, B paMkax KOTOpOro
BbIMOSHAETCHA cornacue ¢ ycrnoBuamu obpaboTkn AaHHbIX UMW OT3bIB COrMacusi; NpU3Hak, yKasbiBaloLLUi
Ha JencTBue nonb3oBaTtens (NoATBEPXKAEHME Cornacus ¢ yCroBusiMmn Unu oT3biB cornacug); Aata 1 Bpems
N3MEHeHNs cTaTyca corfacus ¢ ycrnosusamm obpaboTku faHHbIX.

Bbl MOXXeTe 03HAaKOMUTBLCS C ycnosnamMu JInueH3noHHoro cornatueHns cneayvowmmm cnocobamu:

e BO BpeMs YCTaHOBKM nporpaMmbl B MacTepe ycTaHoBku Kaspersky Security 10.1.1 ans Windows Server
Ha Wware noATBEPXKAEHMS cornacusi ¢ ycnoBusmMu JIMLEH3MOHHOro cornalleHns otobpaxaeTcs MNOMHbIN
TekcT JIMLEeH3NOHHOro cornalleHus;

e B nobo MomeHT nomowpto danna B dopmate TXT (license.txt), cogepXawum MNOMHBLIA TEKCT
JInueHsnoHHOro cornawleHus: dann npegocTaBngeTca B KoMnnekre nocrtaBkm Kaspersky Security 10.1.1
ans Windows Server, COBMeCTHO ¢ (pannamu ycTaHOBKM NPOrpammei.

JlokanbHas o6paboTka gaHHbIX

B npouecce BbINONMHEHUS OCHOBHBLIX (PYHKLUMI Nporpammbl, ONUCaHHbIX B Hactoswem Pykosoactee, Kaspersky
Security  10.1.1  gna Windows  Server nokanbHO  obpabaTbiBaeT M XpaHUT  psA  AaHHbIX
Ha 3aLyLLaeMoM KOMMboTepe:

e uWHdOpMauUMo O npoBepseMbix dannax u obHapyXeHHbIX OObekTax, Hampumep, MMeHa u aTpubyTbl
06paboTaHHbIX (PannoB M MOMHbIe MyTW KHWM Ha NpPoBepsieMOM HocwuTene, Tunbl annos, OencTBus
Hag npoBepsieMbIMK hannamu, ydyeTHble AaHHble Monb3oBaTernel, BbIMOMHAWMX Kakue-nmbo AencTBus
B 3alMLLAEeMON CeTU MNKN Ha 3aluMLLaeMOM KOMMNblOTEpe, UMeHa U aTpubyTbl NpoBepsAeMbIX YCTPOWCTB,
WHpopMaLMio O 3anyLleHHbIX B CUCTEME nNpoueccax, KOHTPOMbHble CYMMbl, BpPEMEHHble MeTKH,
napameTpsbl LMdpoBOro ceptudukara, JaHHbIe O 3anyckaeMbiX CKpunTax;

e VHdopMauuio 00 akKTUBHOCTM M MapamMeTpax B OMNEpPaLUOHHOW CcuUCTeMe, Hanpumep, napameTpbl
BpaHamayapa Windows, 3anucu XypHana cobbituin Windows, nMeHa y4eTHbIX 3anMcen Nonb3oBaTenen,
3anycKn UCNOSTHAEMbIX (harinoB, UX KOHTPOSbHbIE CYMMbI U aTpUbYThI;

(] VIH(*)OpMaLJ,I/IFI 00 aKTMBHOCTM B fIOKanbHOW ceTW, B TOM u4ucne IP-ap,peca 3a6J'IOKI/IpOBaHHbIX
KINMMEHTCKNX KOMMNbOTEPOB;

e VHdopMaLusa o NpoBepsaeMbix Beb-agpecax u 3arpyxaembix Bamu cannax, Hanpumep, URL- n IP-agpeca,
OTKyga Obinia BbINOMHEHa 3arpyska, CTpaHuua 3arpysku, naeHtundukaTop npoTokona 3arpys3kM M HoMep
nopta CoefvHeHus, NpusHak Bpe4OHOCHOCTM agpecoB, aTpubyTbl U pasmep danna N ero KOHTPOsbHbIE
cymmbl (MD5, SHA-256), uHdopmauusa o npouecce, 3arpysvslieM dann (KOHTpornbHble cyMmbl MDS5,
SHA-256), npusHak, siBNAeTcsa nu obHapyXeHWe OTNafoYHbIM, KOHTPOSIbHbIE CYMMbl MNpPOBEPSEMbIX
dannoe (MD5), naeHTudmnkaTop NPOTOKONa COEAMHEHMS, HOMEP UCMOSIb3yeMOoro rnopTta, NpPoBepsieMbIN
URL-agpec, nms nposepsieMoro gavna, gaHHble Beb-cepTudumkara.

Kaspersky Security 10.1.1 pna Windows Server obpabatbiBaeT W XpaHUT [aHHble B paMKax OCHOBHOW
PYHKUMOHaNbHOCTK MporpaMMbl, B TOM YuUCne ONns perncrpaumm cobbiTum no paboTte nporpaMMbl U NOAYyYEHUS
ONarHoCTMYEeCKMX [AdaHHbIX. 3awmTta nokanbHO obpabaTbiBaeMblX [OaHHbIX BbINOMHAETCH B COOTBETCTBUM
C HaCTPOEHHbIMW 1 MPUMEHSIIOLLMMUCS NapameTpamMy NporpamMMbl.

Kaspersky Security 10.1.1 anaWindows Server no3BonsieT HaCTPOUTb YPOBEHb 3allMTbl [aHHbIX,
obpabaTbiBaembIx foKanbHO: Bbl MOXETe W3MEHSTb MnpaBa nonb3oBaTenen Ha goctyn k obpabaTbiBaeMbim
OaHHbIM, UBMEHSITb CPOKMN XpPaHEHUS TakUX OAHHbIX, YaCTUYHO MIW MOMHOCTBI  OTKIOYaTh PYHKLMOHAIBHOCTD,
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B paMKax KOTOpOVI BbINOJTHAETCA pernctpauna gaHHbIX, a Takke U3MEHATb MYTb K narnke Ha HocuTterne, B KOTOPYH
BbIMOJITHAETCA 3anncb AaHHbIX, N ee anVI6yTbI.

JetanbHaa wHdoOpMaumMa no HacTporke (YHKUMOHANBHOCTM NPOrpaMmbl, B paMKax KOTOPOM BbINOSNHAETCH
obpaboTka [aHHbIX, @ Takke napameTpbl XpaHeHusi obpabaTbiBaemblx AaHHbIX MO YMOYaHWUIO, COOEPXKUTCS
B COOTBETCTBYIOLLMX pasgenax HacTosilwero PykoBoacTaa.

Mo ymonuaHMio BCe pAaHHble, COXpPaHeHHble MnporpaMMor B xode paboTbl nokKanbHO, yAansawTcd nocne
aevHctannsaumm  Kaspersky Security  10.1.1  gna Windows  Server.  WckniodeHve  cocTaBnsawT  dhannbl
C OMarHOCTMYECKUMW JaHHbIMW Mnporpammbl  (pavnbl  TpaccupoBok, ¢ann pamna) — BaM  Heobxogumo
CaMOCTOATENbHO yAanuTb 3TW pannbl. Bbl MOXeTe HaWTu AeTanbHylo MHdopmauuio no paboTte ¢ dannamu,
cofepXalummu anarHocTnyeckme gaHHble NporpaMMbl, B COOTBETCTBYIOLLMX pasaenax HacTosiwero PykoBoacTsa.

AKTMBaUMs NnporpamMmbl C MOMOLLbIO KNK4a

Bbl MoxxeTe aktuBupoBatb Kaspersky Security 10.1.1 gna Windows Server, npyMeHuB Knioy.

Ecnu B Kaspersky Security 10.1.1 gna Windows Server yxe gobaBneH akTvBHbINA KN4, U Bbl JobasuTe gpyromn
K04 B KAYECTBE aKTUBHOIO, TO HOBbLIN KIMHOY 3aMEHUT paHee Ao6aBneHHbIN koY, PaHee 106aBNeHHbIN akTUBHBIN
Kntoy 6yaeT yaaneH.

Ecnun B Kaspersky Security 10.1.1 ansa Windows Server yxxe gobaBneH OONONMHUTENbHLIN KoY, U Bbl gobaBute
OPYron Krod B KayecTBe [LOMOSIHUTENBHOIO, TO HOBbLIA KMIOY 3aMEeHUT paHee p[obaBrneHHbli kntod. PaHee
nobaBneHHbIN JONONHUTENBHBIN KoY 6yaeT yaaneH.

Ecnn B Kaspersky Security 10.1.1 ana Windows Server yxe gobaBneHbl akTUBHbIN K4 U OONOMHUTENbBHbIN
KMtod, 1 Bbl JoOaBUTE HOBLIN KIHOY B KAYECTBE aKTMBHOIO, HOBbIV KoY 3aMEHUT paHee 40OaBMNeHHbIN akTUBHbIV
KoY, ONONHUTENBHBIN KMoy He OyaeT yaaneH.

» 4Ymobki akmusuposameb Kaspersky Security 10.1.1 dna Windows Server, ebirnonHume
cnedyrouwjue delicmeusi:
1. B pepee KoHconu nporpammbl passepHute y3en JinueHsmpoBaHue.
2. B naHenu pesynbTatoB y3na JluueHampoBaHue neperigmTe no ccoinike lobaBuTb KoY.

3. B oTKkpbIBLLUEMCS OKHE HaXMUTe Ha kHonKy O630p 1 BbiGepuTe daiin Knoya ¢ paclunpeHnem key.

Bbl Takke moxeTe D,O6aBI/ITb KN4y B Ka4vecTBe AOOMNOJIHUTETIbHOIO. ,D,J'Iﬂ 9TOro ycraHosute d)ﬂa)KOK
Ucnonb3oBaTb B KayecTBe AOMNOSTHUTENIbLHOrO Krkoya.

4. Haxmute Ha kHonky OK.

BblGpaHHbIii  knod  ByaeT npumeHeH. WHdopmauus o goGaerieHHOM Kniode oTobpasutca B naHenwu
pe3ynbTaToB y3na JluyeHsnpoBaHue.

JluyeHsuposaHue rnpozpammbi
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NMpocmoTp nHdopmaumm o AencTBYOLWEN NTULEH3NN

MpocmoTp MHopMaLn O NULEH3UN

WHpopmauus o geicTBylolein NMUEeH3Mn oTobpaxkaeTcss B naHenu pesynbTaToB y3na Kaspersky Security
KoHconu nporpammbl. CTaTyc Kno4Ya MOXXeT NpUHMMAaTh crieayolne 3HaveHuns:

BbinonHsaeTcA npoBepka cTtatyca nuvueH3uum —Kaspersky Security 10.1.1 ana Windows Server
nposepsieT Ao6aBnNeHHbIN bann KNova Unv NPUMEHEHHbIN KO akTuBauMm U oXuaaeT oTBeTa O TeKylleMm
cTaTyce Knova.

,ana OKOHYaHuUA CpoKa OEeNCTBUA JNULEeH3NN — nporpaMmma akTuBupoBaHa [0 yKa3aHHbIX OaTtbl U
BpeMeHn. CTaTyC KIno4a BblAeNEeH XenTbiM UBETOM B ClliefyloLmnx cny4vaax:

e /10 UCTEYEHMUs CpoKa OelCTBMSA NULEeH3nn octaetca 14 aHen, U He go6aBneH OOMNOMNHUTENbHLIN KoY
UNW Koo, akTUBaLUu;

e noGaBneHHbIN KoY NOMeLLEH B YepHbI CMIMCOK U CKOpo GyaeT 3aboKMpOBaH.

I'Iporpamma He aKTUBUpoBaHa — NnporpamMmMa He akKTUBMpOBaHa, TaK KakK He pobaBneH Knw4d unm Kog
aKTnBauunn. CTaTyC BblAeN1eH KpaCHbIM LIBETOM.

Cpok OevCcTBUA NULEH3UU UCTEK — NporpaMMa He aKTMBMPOBaHa, Tak Kak WCTEeK nepuos AencTBuUsi
nvueHsun. CtaTyc BblAeNeH KpacHbIM LIBETOM.

HapyweHo JlnueH3anoHHoe cornaweHue — nporpamma Kaspersky Security 10.1.1 gna Windows Server
He aKTMBMpOBaHa, MOCKOMbKY HapyleHbl YycrnoBus JlnueHanoHHoro cornawedus (cm. pasgen "O
JInueHsnoHHoMm cornaweHnn” Ha cTp. 76). CTtaTyc BblAeneH KpacHbIM LIBETOM.

Kntoy nomelleH B 4epHbIN cNUCOK — JobaBneHHbIn dann knova 3abnokMposaH 1 NOMELLEH B YEpHbIN
cnucok cneuunanuctamu  "flabopatopun Kacnepckoro", Hanpumep, ecnu ko4 6bin MCNoOnb30BaH
CTOPOHHUMU NULLAMY ANS HE3aKOHHOW akTuBauuu nporpammbl. CTaTyc BblAeneH KpacHbIM LIBETOM.

Moanncka npuocCTaHOBMEHA — MNOAMNUCKa BPEMEHHO npuocTaHoBreHa. CTaTyc BblAeneH KpacCHbIM
LBeToM. Bbl MOXeTe BocCcTaHOBUTb AeNCTBUE NOAMNUCKU B JIOOON MOMEHT.

JluyeHsuposaHue rnpozpammbi
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[MpocMoTp MHGopMaUnn 0 ENCTBYIOLLEN NULIEH3NN
» Umobki npocmMompems uHgbopmMayuro o delicmeyrowel TUUeH3uU,

B nepese KoHconu nporpaMmbl passepHuTe y3ern JiuueHsmpoBaHue.

B naHenu pesynbtatoB y3na JluueHaumpoBaHue oTobpasntca obuas nHdopmauma 0 AEWCTBYIOLLEN NULIEH3UM
(c™m. Tabnmuy Huxe).

Tabrnuua 15. Obuwas uHpopmauus o nuyeH3uu 8 yane JluueH3uposaHue
Mone OnucaHune
Kop aktuBauuu Kop aktnBauuu. Mone 3anonHaeTcA, eCnu Bbl akTUBMPYETE NpOrpaMmMmy C MOMOLLIbIO KO-

a aKTuBaLuu.

CraTtyc akTMBauum WHdopmaumsa o ctaTyce aktuBauum nporpaMmmel. Miudopmaums B rpacde Ctatyc aktu-
BaUMu B NaHenu ynpaeneHus yana JIueH3npoBaHne MoXeT NpuHMMaTh Crieayto-
LMe 3HAYEHWS:

e [pyMeHeHOo — ecrniv Bbl aKTUBMPOBANWN NPOrpaMmMy C NMOMOLLBbIO KOAa aKTMBaL MK

Unu Kniova.

e AKTMBaLMs — €CInn Bbl MPUMEHWIN KO aKTUBaLWW ANl aKTMBaLMU NporpaMmel 1
npouecc akTMBaLmMm eLle He 3akoH4eH. CTaTyc NpMHUMAaEeT 3HayveHne NpumeHeHo
Mo 3aBepLUEHNN aKTMBaLMK NporpaMmbl U Nocne 0OHOBNEHUS COAEPXXUMOIO NaHenm
pe3ynbTaToB yana.

¢ OwwnbKa aKkTMBaALUU — ECIM HE Y4aANOCh aKTUBMPOBATL NporpaMmmy. Bel moxeTe no-
CMOTPETb NPUYUHY HEYAAYHOrO 3aBEPLUEHNS aKTUBALMM B XXypHare BbINOMHEHUS 3a-

nau.
Knou Krtod, ¢ NOMOLLbIO KOTOPOro Bbl aKTUBUPOBANM Nporpammy.
Twvn nuueH3umn Tun ANMUEH3MU: KOMMepYecKas.
[aTta okoOHYaHus [aTa oKOHYaHWs cpoKa AENCTBMS NULEH3UM MO aKTUBHOMY KIHOYY.
CpoKa aencTBuA
CraTtyc kopa ak- CraTyc Kofa akTMBaLMM UNK Kroya: akTUBHBIN UK LONOSNHUTENBHbIN.
TUBaUUU UnNu
Knoua

» 4Ymobbl npocmompems MoOpPobHy UHGhopMayUo O UUEH3UU,

B MaHenu pesynbTaTtoB y3na JIuueHaupoBaHWe B KOHTEKCTHOM MEHI0 CTPOKM C MHJOpMaLMen O NULEH3NK,
KOTOPYIO Bbl XOTUTE NMPOCMOTPETL, BbiGEpUTE NYHKT CBOMCTBA.

JluyeHsuposaHue rnpozpammbi
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B okHe CBoMcTBa: <CTaTyc KOAa aKTUBaLMM MU KNrYa> Ha 3aknagke O6wme otobpaxaetcs nogpobHas vH-
dopmaLma 0 JeNCTBYIOLLEN NULIEH3MM, HA 3aknaake [lononHuTenbHO O0TOBpaxaeTca UHopMaLnsa O 3aKasumke n
KOHTakTHasi Hdopmauusa "llabopaTtopmm Kacnepckoro" unu naptHepa, y KOToporo Bbl Npuobpenu Kaspersky
Security 10.1.1 gns Windows Server (cm. Tabnuuy Huxe).

Tabnuya 16. NodpobHas uHopmayus o uuyeH3uu 8 okHe Ceolicmea: <Cmamyc Koda
akmuesauuu unu Krnroya>

Mone OnucaHue

3aknagka O6Lune

Kntoy Homep Kkrtoya, ¢ NOMOLLbI0 KOTOPOTrO Bbl aKTMBUPOBAsv Nporpammy.

Data po6aBneHus kno4va | [ata gob6aBneHus knoya B nporpamMmmy.

Tvn nuueH3nu Tun NMUEH3NN: KOMMepYecKasi.
UcTtekaeT yepes (cyT) Yuncno cyTok, oCcTaBLUMXCA A0 AaTbl OKOHYaHUSA cpoKa AENCTBUS NIULLEH3UN
MO aKTUBHOMY KITHO4Y.
[aTta oKkOH4YaHUs cpoKa [laTa okoH4YaHuMs cpoka AENCTBUS NULEH3UKN NO aKkTUBHOMY Kntody. Ecnu Bbl ak-
AencTeus TMBMpPYETE NporpaMMy Mo HeOrpaHWYEeHHOW NoAMNMCKe, B NOJE yKka3biBaeTCA

3HayeHue He oepaHuyeHa. Ecnv Kaspersky Security 10.1.1 gna Windows
Server He yaaeTcs onpeaenuTb AaTy OKOHYaHUsA OENCTBUA NULLEH3UM, YKa3bl-
BaeTcs 3HayeHne HeussecmHa.

Mporpamma HasBaHue nporpaMmbl, 4N KOTOPOW J0OaBMNEH KIHOY UIN KOA, aKTMBaLMK.

OrpaHuyeHue lMpenoycMoTpeHHOEe OrpaHnyYeHne Ha UCMOoNb30BaHUE Krtova (ecnv nmeeTcs).

Ha ucnonb3oBaHue

Knova

OcyuwecTBneHne TeXHU- MHdopmaums o Tom, okasbiBaeT nu "llabopaTtopust Kacnepckoro" nnm ee napt-

YecKoMn noanepxKu Hep TEXHWYECKYIO NOAOEPKKY 3aKa3vmKy MO YCNOBUSAM NpeaoCTaBreHns NnLeH-
31n.

3aknaaka [lononHutesnbHO

UHdopmauus Homep v Tvn gencreylowen NULEH3NN.
O NULEH3UKU

Wndbopmaums o nopaepxke | KOHTakTHas uHdopmaums "NlabopaTtopum Kacnepckoro” unu napTHepa, KoTopbiii
OCYLLIECTBMAET TEXHUYECKYI0 NoaaepxKy. [lone MoxeT ObITb NyCThbIM, €CNKN TeX-
HUYecKasi NoafepXKka He OCyLLEeCTBNAETCS.

NHcpopmaumsa NHdopmaLumsa 0 3aKkasvmke NULEH3UN: MSA 3aKasumKa 1 HasBaHue opraHusaumu,
o Bnagenbue ONa KOTopoW NpuobpeTeHa NuLUeHans.

JluyeHsuposaHue rnpozpammbi
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PyHKUMOHaNbHbIE OrpaHUYeHUs AaTbl OKOHYaHNA CpoKa
AencTBUSA NUUEeH3umn

Korga 3akaHuMBaeTCa CpOK [OENCTBUS TeKylleh nuLEeH3UKW, BO3HUKAKT creaylolive orpaHuyeHuss B paboTte
YHKUMOHANbHBLIX KOMMOHEHTOB.

e Bce 3apaunM ocrtaHaBnMBalTCs, 3a UCKMOYeHMeM 3agad [locTtosHHas 3awwmta dawnnos, [lposepka
no TpeboBaHuio u NpoBepka LenoCTHOCTU NPOrpamMmei.

e 3anyck mwobon 3agaun, kpome 3agadv [loctosiHHas 3awmta dannos, [lpoBepka no TpeboBaHMiO WU
MpoBepka LEeNOCTHOCTU NporpaMMbl, OTKIIOHSAETCA. OTU 3agaym npogosrmkaT paboTaTb C UCMNOSb30BaHUEM
CTapblX aHTUBUPYCHbIX 0as.

o  OyHKuuM 3agayum 3awmTa OT IKCNIIONTOB OrPaHUYEHBbI:
e [lpouecchl 3almwarnTcsa 4O UX Nepesanycka.
e HoBble npouecchl Henb3sa [ob6aBnTb B 06nacTb 3aluUThl.

Opyrve gyHKUMN (XpaHUMLLa, XXypHasbl, AMarHoCTUYeCcKMe AaHHbIe) NO-NpeXHeMy 6yayT AOCTYIHbI.

NMpoaneHue cpoka AencTBUA NIMLEH3NN

Mo ymonyaHuio nporpamma yBeOMISET BaC O CKOPOM OKOHYaHUM Cpoka AeNCTBMSA NuueH3un 3a 14 gHen oo aathbl
OKOHYaHUA cpoka gencteuna nuueHsunn. MNMpu atom ctatyc [lata OKOHYaHUA CPOKa AeUCTBUA NULIEH3UN B NaHeENu
pe3ynbTaTtoB y3na Kaspersky Security 10.1.1 ana Windows Server BblgensieTcs XenTbiM LBETOM.

Bbl MoxeTe NpoOAnWTb CPOK AEeNCTBMS NULEH3UKU, He OOXKMAAsiCb €ro OKOHYaHWUs, C noMoLllblo goGaBrneHus
OOMOMHUTENBHOrO Kntova. DTO NO3BOMSIET He NpepbiBaTh 3alUTy CepBepa Ha nepuo Mocre OKOHYaHWs cpoka
OENCTBUSI UCMONb3YEMON NIULIEH3MMN U OO0 aKTUBaLMKU NPOrpaMMbl MO HOBOW NINLEH3UN.

» 4Ymobki npodnume cpok Oelicmeus NUUEH3UU, 8bINoIHUMEe criedyrouue delicmeus:

1. TlprobpeTnTe HOBbIN KOA akTMBaUMMK NporpaMmmbl Unn gann Knova.
2. B pgepee KoHconu nporpammbl Bbibepute y3en JinueHanpoBaHue.
3. B naHenu pesynbtatoB y3na JinueHanpoBaHue BbINOSTHUTE OAHO U3 Credyowmnx AenNCTBUN:
e Ecnu Bbl XOTUTE NPOANUTL CPOK AENCTBUS NULLEH3UU C MOMOLLLIO AOMOMHUTENBHOTO Kroya:
a. [lepenguTte no ccoinke lo6aBUTb KIkou.

b. B oOTKpbiBlEMCA OKHE Haxmute Ha kHonky O630p un BbibepuTe HOBbIV hann Knwoya
C paclumpeHuem key.

c. YcrtaHoBuTe onaxok Mcnonb3oBaTb B KauyecTBe JOMNONIHUTENbHOrO Knroua.
e Ecnu Bbl XOTUTE NPOANUTL CPOK AENCTBUS NMULIEH3UN C MOMOLLBIO KOAa akTUBaLMK:

a. [llepengunTe no ccoinke Jo6aBUTbL KOA4 aKTUBaLIMW.

b. B oTkpbiBLLEMCS OKHE BBEAUTE NPUOOPETEHHbIN Kog akTUBaLumu.

Cc. YcraHoBuTe hnaxok Ucnonb3oBaTb B KayecTBe AOMONHUTENbHOrO KNroya.

JluyeHsuposaHue rnpozpammbi
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[ns npyuMeHeHns Koaa akTMBaLMmM HEOGXOAMMO MOAKIHOYEHNE K UHTEPHETY.

4. Haxmute Ha kHonky OK.

JononHnTeneHbIn kntoy OyaeT AoGaBneH u aBTOMATUYECKM CTaHEeT akTUBHBIM MO UCTEYEHUM CpoKa AEeNCTBUA
nuueHsun Ha Kaspersky Security 10.1.1 ans Windows Server.

YaaneHue Knrova

Bbl MOXeTe yoanntb AobaBreHHbIN KoY 13 nporpamMmmbl.

Ecnn B Kaspersky Security 10.1.1 gns Windows Server go6aBneH OOMOMHUTENbHbIA KM, U Bbl yganute
AKTUBHBIWN KIHOY, JOMONHUTENbHbIN KMNHOY aBTOMAaTUYECKN CTAaHET aKTUBHbIM.

Ecnun Bbl yoanute [o6aBneHHbIN KoY, Bbl MOXKETE €ro BOCCTaHOBUTb, NOBTOPHO NMpUMeEHUB d)aVIJ'I Kro4a.

» 4Ymobki ydanumpb dobasrneHHbIl KoY, 8birnoriHume credyroujue delicmeus:

1. B pepese KoHconu nporpammebl Boibepute y3en JinueHsnpoBaHue.

2. B naHenu pesynbtatoB yana JlMueHsMpoBaHue B Tabnuue c MHdopmaumen o gobaBreHHbIX Kroyax
BblGepuTe KoY, KOTOPLIN Bbl XOTUTE YAANUTb.

3. B KOHTEKCTHOM MEHI0 CTPOKM C MHGOpMaLmen o BbiIbpaHHOM KkntoYve BbibepuTe NyHKT YAanuThb.
4. B oKHe NnoATBepXOEeHUS HaXMuTe Ha KHoMKy [la, 4Tobbl NnoaATBEpANTL yaarneHue Kova.

BbiGpaHHbIv kntoY ByaeT yaaneH.

JluyeHsuposaHue rnpozpammbi
86



KASPER{KY3

3anyck u octaHoBKa lNnarnHa
ynpasneHua Kaspersky Security
10.1.1 ana Windows Server

OTOT pasgen cogepXxuT nHdopMaumio o 3anycke n octaHoBke lNMnarnHa ynpasneHunss Kaspersky Security 10.1.1
ans Windows Server n cnyx6bl Kaspersky Security.

B aTtom pasgene
3anyck NnarvHa ynpasneHus Kaspersky Security 10.1.1 Ans WIiNAOWS SEIVEY ........eeevvveeiiiiiiiiiiieeee e seeiieeeaeeen 87

3anyck 1 0cTaHOBKa CYXObl KaSPErSKY SECUILY .......ccoiiiiiiiiiiiii et 87

3anyck lNnarnHa ynpaBneHus Kaspersky Security 10.1.1
ansa Windows Server

IOnsa 3anycka NMnarvHa ynpaeneHnst Kaspersky Security 10.1.1 ana Windows Server B Kaspersky Security Center
OOMONHUTENBHBLIX  OeACTBUA  He TpebyeTcA. [locne yctaHoBku [lnarvHa  ynpaBneHUss  Ha KOMMbOTEP
aAMUHMCTpATOpa, 3anyck npoucxoaut ogHoBpemeHHo ¢ Kaspersky Security Center. Nogpo6Hasa mnHdpopmaums
o 3anycke Kaspersky Security Center cogepxutcsa B Cripaske Kaspersky Security Center.

3anycK n octaHoBKa cnyxobl Kaspersky Security

Mo ymonuanuto cnyxba Kaspersky Security 3anyckaetcsa aBToMaTuyecku cpasy nocre onepalyMoHHON CUCTEMBI.
Cnyxba Kaspersky Security ynpaBnsieT pabo4yvMmMu npoLeccamu, B KOTOPbIX BbINOMHAKTCA 3agayvn MocTosiHHON
3awmTbl cepBepa, KoHTpons akTMBHOCTM Ha cepBepax, 3aluTbl ceTeBblX xpaHunuul, MNMpoBepku no TpeboBaHuo
n OGHoBNEHNS.

Mo ymonuanuio npu 3anycke Kaspersky Security 10.1.1 gna Windows Server 3anyckatoTcst 3agaym NoctosiHHas
3awmTa pannos, lNMpoBepka ckpunToB (ecnu yctaHoBneHa), [poBepka Mpu 3anycke onepauvoHHOW CUCTEMbI, a
Takke gpyrue 3agayu, B pacnucaHum KOTopbiX ykasaHa yacTtoTa 3anycka lNMpu 3anycke nporpamMmbi.

Ecnu Bbl ocTaHoBuTe cnyxby Kaspersky Security, Bce BbinonHsitowmecs 3agayn 6yayt octaHoBneHbl. [locne Toro
Kak Bbl nepesanyctute cnyxby Kaspersky Security, nporpamma aBTOMaTM4ecKu 3anyCcTMT TONbKO 3ajauw,
B pacnucaHum KOTOpbIX yKa3aHa yactoTa 3anycka [lpwu 3anycke nporpammbl, ocTanbHble 3agayn TpebyeTcs
3anycTuTb BPYYHYIO.

Bbl MoxeTe 3anyckaTb M ocTaHaBnmBaTb cnyxby Kaspersky Security ¢ MOMOLLBIO KOHTEKCTHOTO MEHK Yy3na
Kaspersky Security 10.1.1 ana Windows Server nnm ¢ nomoLLbo ocHacTkn Cnyx6b1 Microsoft Windows.

Banyck u ocmaHoska lNnazuHa ynpaesneHusi Kaspersky Security 10.1.1 dnsi Windows Server
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Bbl MoXeTe 3anyckaTb U ocTaHaBnmBaTb Kaspersky Security 10.1.1 gns Windows Server, ecnu Bbl BXoguTe
B rpynny "AAMUHMCTpATOPLI" Ha 3aLyMLLLaeMOM CEpPBEpPE.

» Umobbl ocmaHogumb Uu 3arnycmumea rpogpamMmMy ¢ noMmouwibio KoHconu rnpozpamMmal, 8bINOSIHUME
cnedyrouwue delicmaus:
1. B pepese KoHconu nporpammbl OTKPOMTE KOHTEKCTHOE MeHIo y3na Kaspersky Security.
2. BblbepuTte ogHy 13 cnefyloLwmnx KOMaHa;
e OcTaHOBKa CNyX0bl
e 3anyck cnyxo6bl

Cnyxba Kaspersky Security 6ygeT 3anyuieHa nnm octaHoBneHa.

Banyck u ocmaHoska lNnazuHa ynpaesneHusi Kaspersky Security 10.1.1 dnsi Windows Server
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[lpaBa pocTtyna K pyHKLUUAM
Kaspersky Security 10.1.1
ana Windows Server

OTOT pasgen cooepXuT MHopmauuio 0 npaBax Ha ynpaeneHue Kaspersky Security 10.1.1 gna Windows Server u
cnyx6amm Windows, KkoTopble permcTpupyeTt nporpaMmma, a Takke MHCTPYKUUN MO HaCcTPOMKe 3TUX Npas.

B aTtom pasgene

O npaBax Ha ynpasneHune Kaspersky Security 10.1.1 Ansg WIiNAOWS SEIVEr ........coocuiiiiiiiiiiiiiiee e 89
O npaBax Ha ynpaBneHne CnyX00m Kaspersky SECUIILY .........c..oiiiiiiiiiiiiie et 91
O npaBax goctyna k cnyxbe Kaspersky Security Management ..o 93
Hactporika npaBs goctyna anga Kaspersky Security 10.1.1 gna Windows Server n cnyx6bl Kaspersky

1T 0 12T PP PUPPPTP 94
3awmTa goctyna k dpyHkumsam Kaspersky Security 10.1.1 ans Windows Server ¢ NOMOLLbIO Napons.................. 96
Pa3spelueHne ceTeBbix coeamHeHun ans cnyxobl Kaspersky Security Management............ccooooccvvveeieeeeiciiinnen, 98

O npaBax Ha ynpaBrneHue Kaspersky Security 10.1.1
ana Windows Server

Mo ymonyaHuto goctyn ko BceM pyHkumam Kaspersky Security 10.1.1 gns Windows Server umetoT nonb3oBaTenu,
BxoAaswwme Brpynny "AgMuHucTpaTtopbl" Ha 3awmwaemMoMm cepsepe, nonb3oBatenu rpynnel  KAVWSEE
Administrators, cosgaHHoN Ha 3alwMaemMoM cepBepe npu yctaHoBke Kaspersky Security 10.1.1 ana Windows
Server, a Takke cuctemHas rpynna SYSTEM.

Monb3oBaTtenu, koTopble umelT JocTyn K dyHkuun U3meHeHue npaB Kaspersky Security 10.1.1 ana Windows
Server, MoryT npepocTtaBnaTe HocTyn K dyHkuuam Kaspersky Security 10.1.1 gna Windows Server gpyrum
nonb3oBaTensmM, 3apermcTpMpoBaHHbIM Ha 3aLMLLIAEMOM CepBepe U BXOASLNM B AOMEH.

Monb3oBaTenu, He 3aperncTpyvpoBaHHble B cnncke nonb3oBatenen Kaspersky Security 10.1.1 gna Windows
Server, He MOryT OTKpbITb KOHCOMb Nporpammei.
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Bbl MoXXeTe BbibpaTh AN NOMb30BaTENS MUK rPYNMbl NoNb3oBaTenen OAMH U3 CrieayLnNX CTaHAaPTHLIX YPOBHEN
poctyna kK doyHkumam Kaspersky Security 10.1.1 gna Windows Server:

MonHbIN KOHTPOSb — JOCTYN KO BCEM (PYHKLMSM MPOrpaMMbl: BO3MOXHOCTb MpOCMaTpmBaTh U U3MEHATb
obwue napameTpbl paboTbl Kaspersky Security 10.1.1 gna Windows Server, napametpbl paboThbl
komnoHeHToB Kaspersky Security 10.1.1 ans Windows Server, npaBa nons3oBartenen Kaspersky Security
10.1.1 ana Windows Server, a Takke npocmaTtpuBaTb CTaTUCTMKy paboTbl Kaspersky Security 10.1.1
ansa Windows Server.

MN3meHeHne — JocTyn KO BCeM (PyHKUMSIM MpoOrpaMmbl, KPOME W3MEHEHUSA MpaB Mnofb3oBaTenen:
BO3MOXHOCTb NpocMaTtpuBaTtb M M3MeHATb obwue napameTpbl paboTbl Kaspersky Security 10.1.1
ansa Windows Server, napameTtpbl paboTbl koMnoHeHToB Kaspersky Security 10.1.1 gna Windows Server.

YteHMe — BO3MOXHOCTb npocMaTpuBatb o06wme napameTpbl pabotbl Kaspersky Security 10.1.1
ana Windows Server, napameTpbl paboTtbl komnoHeHToB Kaspersky Security 10.1.1 gnst Windows Server,
cratuctuky pabotbl Kaspersky Security 10.1.1 gna Windows Server u npasa nonb3oartenern Kaspersky
Security 10.1.1 ans Windows Server.

MOXHO TakkKe BbIMNOMHATbL PACLUMPEHHYIO HACTPOWKY MpaB AocTyna (cwm. pa3gen "HacTporika npaB pgoctyna
ans Kaspersky Security 10.1.1 gna Windows Server n cnyx6bl Kaspersky Security" Ha cTp. 94): npegoctaBnsaTtb
nnu orpaHnMdmMBaTh JOCTYN K oTAenbHbIM dhyHKUmAM Kaspersky Security 10.1.1 gna Windows Server.

Ecnun Bbl Bpy4HYIO HacTpounu npaea AOCTyna AN Nonb3oBaTens Ny rpynnbl, TO ANA 9TOro nonb3oBaTens uUnu
rpynnbl 6yaeT ycTaHoBMEH ypoBeHb AocTyna Ocobble paspeLueHus.

Tabnuua 17. lNpasa docmyna k pyHkyusam Kaspersky Security 10.1.1 dns Windows Server

lNMpaBa gocTtyna OnucaHue

YnpasneHue sagaqamm Bo3MOXHOCTb 3anyckaTb / ocTaHaBnMBaTh / NpuocTaHaBnmeaTh / BO306HOB-

natb 3agaumn Kaspersky Security 10.1.1 gna Windows Server.

Co3sgaHvie 1 yaaneHuve 3agad Bo3MOXHOCTb co3aBaTh U yaansaTe 3agadu NpoBepku No TpeboBaHuio.

M3meHeHMe napameTpoB BoamoxHoCTU:

e VIMnopTupoBaTb B KOHMIrypaumoHHbIn can napameTpbl paboTsbl
Kaspersky Security 10.1.1 gnsa Windows Server.

o PepakTnpoBaTb HaCTPOMKKM NporpamMmei.

YTeHne napameTpoB Bo3amoxHoCTU:

e npocmMaTpusaTtb 06wme napameTpbl paboTtbl Kaspersky Security 10.1.1
ans Windows Server n napameTpbl 3agav;

e 3KCMOPTUPOBATb B KOHPUIYpaLMOHHLIN dhann napameTpbl paboThbl
Kaspersky Security 10.1.1 gnsa Windows Server;

e MpocMaTpuBaTh NapameTpbl XKypPHANOB BbINOIHEHWS 3a4ad, XXypHana cu-
CTEMHOrO ayauTa 1 yBeOMIIEHUN.

lepaBneHme XpaHunnuwammn BoamoxxHOCTU:

e nomeLlatb 06bEKTbI HA KapaHTUH;
e yAanaTb O6BbEKTbI U3 KAapaHTMHA U PE3EPBHOMO XpaHUNULLA;
e BOCCTaHaBNMBaTb OOBEKTbI U3 KAPAHTMHA U PE3EPBHOMO XpaHunuLa.

YnpaBneHue XypHanamu Bo3M0OXHOCTb yaanaTh XKypHasbl BbINONHEHWS 3a4ay M o4umLLaTh XypHan cu-

CTEMHOro ayguta.
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lNMpaBa gocTtyna OnucaHwue

YTteHne XypHanos Bo3MOXHOCTb npocMaTpumBaTb cobbITusA B XypHanax BbINOJIHEHUA 3a4a4 U
XypHarne CMCteMHoro aygura.

YUTteHue cTaTUCTUKM Bo3moxxHOCTb NpocmaTtpmBaTh CTaTUCTUKY paboThl kaxaon 3agadn Kaspersky
Security 10.1.1 gns Windows Server.

JInueHanpoBaHue nporpaMmmbl Bo3amoXxHOCTb akTUBMpOBaTh 1 feakTnBmpoBaTth Kaspersky Security 10.1.1
ana Windows Server.

YAaneHne nporpammb| BoamoxHocTb yaanute Kaspersky Security 10.1.1 gns Windows Server.

YteHne npas Bo3amoxxHOCTb NpocmaTtpmBaThb CIMCOK Nonb3oBaTenen Kaspersky Security
10.1.1 gna Windows Server 1 npasa A4OCTyna Kaxkgoro nonb3oBaTens.

N3meHeHne npaBs Bo3moxxHoCTU:

e M3MEHATb CMMCOK NONb30BaTENEN, UMEIOLLMX OOCTYN
K ynpaBneHuo nporpaMmMon;

e M3MEHATb NpaBa AoCTyna nonb3oBatenen Kk pyHkumsam Kaspersky Security
10.1.1 ana Windows Server.

O npaBax Ha ynpaBneHue cnyxoou Kaspersky Security

Mpn ycraHoBke Kaspersky Security 10.1.1 ana Windows Server peructpupyet B Windows cnyxby Kaspersky
Security (KAVFS), Tak kak nporpamma BkrtodaeT B cebst hyHKLMOHaNbHbIE KOMMNOHEHTLI, 3anyckaemble Npu cTapTe
onepaunoHHOW cuCTeMbl. YTOObl CHM3WTb PWUCK CTOPOHHEro AOoCTyna K PyHKUMAM NporpaMmbl M napameTpam
Ge3onacHOCTM Ha 3awuiaeMoM cepBepe uYepe3 ynpasneHue cnyxbon Kaspersky Security, Bbl MoxeTe
orpaHuyMBaTh MpaBa Ha ynpasneHve cnyxbon Kaspersky Security ¢ nomowbio KoHconu nporpammbl  vnu
MnarvHa ynpasneHus.

Mo ymonuaHuio goctyn K ynpasneHuto cnyxbon Kaspersky Security nmetoT nonb3oBaTtenu, Bxoadawime B rpynny
"AOMUHMCTpaTopbl" Ha 3awuwiaeMoM cepBepe, a Takke cuctemHble rpynnel SERVICE un INTERACTIVE
C NpaBamMu Ha YTeHune n cuctemHad rpynna SYSTEM c npaBamu Ha YTeHUe U UCMOSHEHUe.

Bbl He MoxeTe ymanuTb y4eTHyt 3anucb nonb3oBaTtens SYSTEM wunu uamMeHsTb npaBa 3TOW Y4eTHOM
3anuncu. Ecnun npaea yyeTtHon 3anuncu nonb3osatens SYSTEM 6binu nameHeHbl, Npy COXpaHEHUU N3MEHEHUN
AN 3TON y4eTHOM 3anncy BOCCTaHABMMBAaOTCSA MakCUMaribHbIEe NpaBsa.

Monb3oBaTtenu, umetowmne JoCcTyn ypoBHS M3ameHeHune npas Kk pyHkuusam (cM. pasgen "O npasax Ha ynpaBneHue
Kaspersky Security 10.1.1 gna Windows Server" Ha ctp. 89), MOryT npegoctaBnsTb AOCTYN K yrnpaBreHuio
cnyxbon Kaspersky Security apyrmm nonb3oBaTensm, 3aperncTpypoBaHHbIM Ha 3alliMLIaeMOM CcepBepe unu
BXOASALLMM B JOMEH.

Bbl MmoxeTe BblOpaTb ANs nonb3oBaTenst unu rpynnel nons3oBaTenen Kaspersky Security 10.1.1 gna Windows
Server 0avH 13 crneaylLWmMx CTaHgAPTHBIX YPOBHEN JOCTYNa Ang ynpaeneHus cnyxbon Kaspersky Security:

e TlonHbIA KOHTPONb — BO3MOXHOCTb NPOCMaTpMBaTb M U3MeHsITb obLiMe napameTpbl paboTbl U npaea
nonb3oBaTenen ons cnyx6bl Kaspersky Security, a Takke 3anyckaTb U ocTaHaBnvMBaTb paboTy cnyxoObl
Kaspersky Security.

e YTeHue — BO3MOXHOCTb NpocMaTpuBaTth 06Lme napameTpbl paboTbl U MpaBa nonb3oBaTenew Ans CiyxXobl
Kaspersky Security.

lpasa docmyna k pyHKkyusim Kaspersky Security 10.1.1 dns Windows Server
91




KASPER{KY3

e WN3meHeHMe — BO3MOXHOCTb MpoCMaTpuBaTb W U3MeEHATb oOwue napameTpbl paboTbl U npasa
nonb3oBaTtenen ansa cnyxbbl Kaspersky Security.

e HWcnonHeHue — BO3MOXHOCTb 3anyckaTb M OCTaHaBNMBaTh paboTy cnyxoObl Kaspersky Security.

Takke Bbl MOXeTe BbINOSHATbL PaCLUMPEHHYID HacCTPOWKy NpaB AOCTyna: AaBaTb WM OrpaHvMyMBaTh Mpasa
Ha ynpaBrneHue Kaspersky Security 10.1.1 ana Windows Server (cM. Tabnuuy HUxXe).

Ecnu Bbl Bpy4Hyl0 HacTpounu npaea AOCTyna [Osis Nofib3oBaTens Unu rpynnbl, TO AN 3TOro nofib3oBatens unm
rpynnbl 6yaeT ycTaHoBIEH YpoBeHb AocTyna Ocobble pa3peLueHus.

Tabnuua 18. PasepaHu4eHue npas 0ocmyna Kk ¢hyHKuusm Kaspersky Security 10.1.1

ons Windows Server

PyHKUMA

OnucaHue

YTeHune HacTpoek cnyxobl

BoamoxHoCTb NpocmaTpuBaTth 06Lmne napameTpbl paboThl U NpaBa
nonb3oBaTtenen ansa cnyx6sl Kaspersky Security.

3anpoc cratyca cnyx6sbl
y AucneTyepa ynpasneHus
cnyx6amm

Bo3moXXHOCTb 3anpaluvBaTh CTaTyC BbINOMHEHUST cnyxObl Kaspersky
Security y Inucnetyepa ynpaenexus cnyx6amm Microsoft Windows.

3anpoc crartyca y cnyxobl

Bo3MOXHOCTb 3anpalumBaTh CTaTyc BbiNONHEHUs cnyxbbl y Kaspersky
Security.

MepeuncrexHne 3aBUCUMBbIX
cnyx6

Bo3MOXXHOCTb NpocMaTpmBaTh CMCOK CIYXO, OT KOTOPLIX 3aBUCUT CIYX-
0a Kaspersky Security, a Takke cnyx0, 3aBuCUMbIX OT cry0bl Kaspersky
Security.

M3meHeHne napameTpoB
Cnyx6bl

Bo3MoxHOCTb NpocMaTtpuBaTh M U3MeHsATb obLime napameTpbl paboThl 1
npaBa nonb3oBaTenen ansi cnyxb Kaspersky Security.

3anyck cryxobl

Bo3MoxHOCTb 3anyckaTb BbinornHeHue cnyxbbl Kaspersky Security.

OcTaHoBka crnyxobl

Bo3MOXHOCTb OCTaHaBNMBaTb BbINoNHEHUe cnyx6bl Kaspersky Security.

lMpuoctaHoBka / BosobHoBne-
HWe cnyx6bl

B0O3MOXHOCTb npunoctaHaBnnBaTb U BO300OHOBMATb BbIMNOSIHEHME CJ'Iy)K6bI
Kaspersky Security.

YteHne npas

Bo3moXXHOCTb NpocMaTpmBaTh CNMCOK NOfb3oBaTenemn crnyxobl
Kaspersky Security n npaBa goctyna kaxgoro nonb3oBarens.

M3meHeHue npas

BoamoxHocTu:
e pobaBnATb M yaansTb nonb3oBaTenen cnyxbel Kaspersky Security;

* 13MeHATb NpaBa AoCTyna nonb3oBaTternew k cnyxbe Kaspersky
Security.

Ypanexue cnyxobl

Bo3moxHoCTb paspernctpaumm cnyxobl Kaspersky Security B [jucnetyepe
ynpaBneHus cnyxb6amu Microsoft Windows.

lMonb3oBaTenbckue 3anpochl
K cnyxoe

Bo3MoxHOCTb co3gaBaTh W OTNPaBATb NOMb30BaTENbCKME 3aMnpochl
K cnyxbe Kaspersky Security.

Peructpaums cnyx6bl Kaspersky Security kak JOBepeHHON CrnyXoObl

TexHonorua Protected Process Light (nanee takke "PPL") rapaHTupyeT, 4TO onepaLMoHHasa CcUCTeMa BbINOMNHSAET
3arpy3Ky TONbKO [OBEpeHHbIX cnyx6 M npoueccoB. [ns Toro 4tobbl 3anycTuTb CRAYXOYy Kak OOBEpPEHHYHo,

Heobxoammo, 4YTobbl Ha 3alMwaemMom cepBepe Obin ycTaHoBneH gpavsep Early Launch AntiMalware.
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Opaneep Early Launch AntiMalware (ganee Tarke "ELAM") obecneumBaeT 3almMTy KOMMNLIOTEPOB B CETU MPU UX
BKITIOMEHUM U MPU MHULMaNu3aumm ApaiBepoB CTOPOHHMX NPOU3BOANTENEN.

Opaneep ELAM ycrtaHaBnmBaeTca aBToMaTuyecku BO Bpems yctaHoBku Kaspersky Security 10.1.1 gna Windows
Server n ucnonb3dyeTca Ans peructpaumm cnyxbol Kaspersky Security B kauectBe PPL BO Bpemsi 3anycka
onepauunoHHon cuctembl. Korga cnyxba Kaspersky Security (kavfs.exe) 3anyckaeTtcs kak CUCTEMHbIN
3alUMLIEHHbI  NpOLEecC, HesalyMleHHble Mnpoueccbl B CUCTEME He MOryT BHedpsTb MOTOKW, 3anucbiBaTb
B BUPTyalibHYO NamsaTb 3aLUMLaeMbiX NPOLIECCOB U OCTaHaBNMBaThb Cryx0y.

Mpu 3anycke npouecca Kak 3allMLEeHHOro, OH CTaHOBUTCSA HEOOCTYNEH ANs U3MEHEHUS Nofb3oBaTeneM, BHe
3aBMCUMOCTM OT npaB AocTyna nonb3oBaTens. Peructpaums cnyxbbl Kaspersky Security kak PPL
¢ nomouwbto gparisepa ELAM nopoaepxmBaeTcst onepaumoHHon cuctemon Microsoft Windows Server 2016 un
Oonee no3gHux Bepcuii. MNpu yctaHoBke Kaspersky Security 10.1.1 ans Windows Server Ha cepBepa nopg
ynpaBfeHneM YNOMsSIHYTbIX OMepaLyoHHbIX CUCTEM, Bbl HE CMOXETEe HacTpavBaTb MpaBa AocTyna K
ynpaBnenuto cnyxbon Kaspersky Security Service (KAVFS).

» 4Ymobkl ycmaHosumb Kaspersky Security 10.1.1 dns Windows Server kak PPL npouyecc:

msiexec /i ksdws x64.msi NOPPL=0 EULA=1 PRIVACYPOLICY=1 /qgn

Cnyx06a Kaspersky Security 3anyckaeT Bce govepHue npoueccol kak PPL.

Ob6paTtute BHMMaHue, YTO B HACTpoOWke 3agaun 3awmta Tpadmka MOXHO MCNonb3oBaTb TLS-NpoTOKON
TOSMbKO Ha cepBepax NoA ynpassieHMeM onepaumoHHon cuctembl Microsoft Windows Server 2016 nnu 6onee
Nno3gHUX BEPCUN.

O npaBax goctyna K cnyx6be Kaspersky
Security Management

Mpn yctaHoBke Kaspersky Security 10.1.1 ana Windows Server peructpupyeT cnyx0y Kaspersky Security
Management (KAVFSGT). [ina ynpasneHus nporpammown Yepe3 KoHcomnb nporpaMMbl, YCTaHOBMEHHYIO Ha OPYroMm
komnbtoTepe, TpebyeTcs, 4Tobbl yyeTHas 3anucb, C NpaBaMu KOTOPOM MPOMCXOAMUT MoakntoveHue Kk Kaspersky
Security 10.1.1 agnst Windows Server, nmena nonHeln goctyn kcnyxbe Kaspersky Security Management
Ha 3alMLaeMoM cepBepe.

Mo ymonuanuto gocTtyn K ynpaeneHuto Kaspersky Security Management Service umetoT nonb3oBaTenu, BXoasLine
B rpynny "AgMuHMCTpaTopbl” Ha 3awmwaeMomMm cepsepe, u nonb3osaTtenu rpynnel KAVWSEE Administrators,
co3[aHHON Ha 3aluiiaemom cepBepe npu yctaHoske Kaspersky Security 10.1.1 ans Windows Server.

Bbl moxeTe ynpaenaTb cnyxbon Kaspersky Security Management TOnbkO u4epe3 ocHaAcTKy CnyxObl
Microsoft Windows.

Bbl He moxeTe paspewartb WA 3anpewaTtb Monb3oBaTtensaMm AocTtyn kcnyxbe Kaspersky Security
Management, HacTpanBas napameTpbl Kaspersky Security 10.1.1 ana Windows Server.

Bbl moxeTe coeanHuTbes ¢ Kaspersky Security 10.1.1 gna Windows Server ¢ nokanbHOW y4eTHOW 3anuchblo,
€eCn1 Ha 3almLaeMoM cepBepe 3aperucTpyMpoBaHa YyyeTHas 3anucb C TakMM Xe WMEHEM U Takum
Xe naponem.
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HacTtpowuka npaB goctyna gnsa Kaspersky Security 10.1.1
ansa Windows Server n cnyx6bl Kaspersky Security

Bbl MOXeTe U3MeHUTb CMMCOK Nonb3oBaTenen u rpynn nonb3oBaTenein, KOTOpbIM paspeLleH A0CTYN K PYHKUUAM
Kaspersky Security 10.1.1 gna Windows Server n ynpasneHuto cnyx6or Kaspersky Security, a Takke U3MeHATb
npaBa 4OCTyna 3TUX NONb30BaTeNeN 1 rpynmn nonb3oBaTenen.

» 4YmobbI dobasums 8 criucok umnu ydanume U3 criucka rosb3o8amernisi Unu 2pynry, 8bInosiHume
crnedyrouwjue deticmeusi:

1. B pepeBe KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny agMUHUCTPUMPOBAHWS, Ars CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenm pes3ynbTatoB  BblOpaHHON rpynnel a4MVHUCTPUPOBaHUS BbINOMHUTE  OAHO
13 criefyoLmx enNCcTBuN:

e UYTOBbLI HACTPOUTL MapameTpbl NporpaMmbl AN rpynnbl cepBepoBs, BbibepuTte 3aknagky Monutukn u
oTKponTe okHo CBoucTBa: <UMa nonuTukm> (cM. pasgen "HacTtpowka nonutukn" Ha ctp. 101).

e UYrOoOblI HacTpouTb nNapameTpbl MporpaMmmbl AnNs OTAENBHOIO cepBepa, Bblbepute 3aknagky
YcTtponctBa 1 oTkporite okHo MapameTpbl nporpammbl (CM. pa3gen "HacTpovika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTtaeT noj ynpasneHuem aktusHon nonutukn Kaspersky Security Center u
B 9TON MNONWUTMKE HaNOXeH 3anpeT Ha M3MeHeHVWe MapameTpoB MporpaMmbl, 3TV MNapameTpbl
He4OCTYNHbl ANS U3MeHeHus B okHe MapameTpbl nporpamMmmei.

3. B pasgene JononHutenbHble BO3MOXHOCTU BbINOMHUTE OOHO M3 Cneayowmnx 4eNCTBUN:

¢ Bbibepute nyHkT MNpaBa nonb3oBaTenen Ha ynpaBrieHUe NPOrpaMMon, ecniv Bbl XOTUTE U3MEHUTb
CMUCOK Monb3oBaTenemn, KoTopble MMEKOT npasa ynpaeneHus yHkumamu Kaspersky Security 10.1.1
ansa Windows Server.

e Bribepute nyHkT MpaBa nonb3oBaTenen Ha ynpaBneHue cnyxbon Kaspersky Security, ecnu Bbl
XOTUTE W3MEHWTb CMWUCOK MNoNb30BaTenen, KOTopble WMEeT npaBa YyrnpaBreHus Ccnyxobon
Kaspersky Security.

OTtkpoeTca okHo PaspelueHus ans rpynnbl "Kaspersky Security 10.1.1 ana Windows Server".
4. B OTKpPbIBLLUEMCS OKHE BbINOMTHUTE CNeayLne AeACTBUS:

e UYr06bl gob6aBUTH MoONb3OBAaTENA UMW TPYMNy B CMUCOK, HaxxmMuTe KHOMKy [lo6aButb n Bbibepute
nonb30BaTens Unu rpynny, KOTOpbIM Bbl XOTUTE NpegocTaBuUTb Npasa.

e YToO6bI yOoannTb nonb3oBaTtend unu rpynny us Crnucka, Bbl6epl/ITe nonb3oBaTtena unu rpynny, octyn
O1A KOTOPbIX Bbl XOTUTE OrPaHNYnTb, U HAXKMUTE KHOMKY Ypanutb.

5. Haxmute kHonky MpUMeHUTD.

BbiGpaHHble nonb3oBaTenu (rpynnel) 6yayT Ao6aBneHbl Unu yaaneHs.
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» Umobkl usmeHUMb npasa nosib3oeamerisi Unu epynrel Ha ynpasneHue Kaspersky Security 10.1.1
ons Windows Server unu crniyx6oul Kaspersky Security, ebinonHume credyroujue delicmeus:

1.

B nepeBe KoHconu agmuHuctpupoBaHust Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bblbepute rpynny agMUHUCTPUPOBAHWS, AMs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmmsl.

B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHNA BbINOMHUTE OJHO
13 cnegylowmnx 4encTBui:

e YT1o6bl HAacTpouTb NapameTpbl NporpamMmmbl ANd rpynnbl CEpBepoB, BbibepuTe 3aknagky Monutukn u
oTKpownTe okHO CBouncTBa: <Uma nonuTukn> (cm. pasgen "Hacrtporika nonutmnkun" Ha cTp. 101).

e UYrOoObl HacTpouTb nNapameTpbl MporpaMMbl  ANs OTAENBHOIO cepBepa, Bblbepute 3aknagky
YcTtponcTBa 1 oTkporite okHo MapameTpbl nporpaMmmbl (CM. pa3gen "HacTtpovika nokanbHbIX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

Ecnu yctporictBo paboTtaeT noj ynpasneHueMm aktusHon nonutukn Kaspersky Security Center u
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha U3MeHeHuWe napamMeTpoB MporpamMmMmbl, 3TW NapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

B pasgene JonosnHuTenbHble BO3MOXHOCTU BbIMOSIHNTE OQHO M3 cnegyrowmnx OEenCTBuN:;

e Bribepute nyHkT U3MeHNUTL NpaBa nonb3oBaTenen Ha ynpaBrneHue NporpaMmmon, ecriv Bol XOTUTE
M3MEHUTb CMMCOK MONb30BaTenen, KoTopble UMEKT AOCTyNn K ynpasneHuto dyHkumamm Kaspersky
Security 10.1.1 gns Windows Server.

e Bbibepute nyHkT U3MeHNTb NpaBa nonb3oBaTenen Ha ynpaBneHue cnyxo6omn Kaspersky Security,
eciin Bbl XOTUTE WU3MEHUTb CIMNUNCOK I'IOJ'Ib3OBaTeJ'Iel7I, KOTOpble WMEKT [O0CTyn K ynpaBleHU
nporpaMmmon ¢ NomoLLbio cnyxbbl Kaspersky Security.

OTtkpoeTcs okHO Pa3peweHus ana cnyx6bl Kaspersky Security.

B OTKpbIBLLEMCA OKHE B CIMNUCKe I'pynnbl UWnn nonb3oBaTtenu Bbl6epVITe nonb3oBaTtend wunu rpynny
nonb3oBaTenen, npaBa KOTOPbIX Bbl XOTUTE USMEHUTD.

B 6noke PaspeweHnunsa ansa rpynnel "<Monb3oBatens (Fpynna)>" yctaHosBute dnaxkm PaspewnTb nnm
3anpeTuTb Ans cnegylowmx ypoBHen gocryna:

e [onHbIM KOHTPONb: NOMNHLIN Habop npaB Ha ynpaBneHve Kaspersky Security 10.1.1 gna Windows
Server nnu cnyxbon Kaspersky Security Service.

e YrteHue:

e Cnepywouwune paspelweHns Ha ynpasneHue Kaspersky Security 10.1.1 ansg Windows Server:
YTteHue ctaTucTUKK, YTeHNe napameTpoB, YTeHune xypHanoB 1 YteHune npas.

e Crepywowue paspelleHus Ha ynpaeneHue cnyxbon Kaspersky Security: YTeHne napameTpoB
cnyx6bl, 3anpoc cratyca cnyx6bl y [lucnetyepa ynpaBneHusi cnyx6amun, 3anpoc craryca
y cnyx6bl, NepeuncneHne 3aBUCUMbIX cnyx6, YteHne npas.

e W3meHeHue:

e Bce npaBa HaynpasneHne Kaspersky Security 10.1.1 agnga Windows Server, «kpome
M3meHeHue npas;

e Cnepywowne paspeweHus Ha ynpaeneHue crniyxbon Kaspersky Security: W3meHeHume
napamMeTpoB cnyXx6bl, YTeHue npas.

e MWcnonHeHwue: criegyloline paspelleHus Ha ynpaeBneHue crnyxbon Kaspersky Security Service:
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3anyck cnyx6bl, OctaHOBKa cnyx6bl, OcTaHOBKa/BO30GHOBNEHMe ChyX06bl, YTeHne npas,
OnpeaeneHHble NoNnb3oBaTernieM 3anpochkl Kk crnyx6e.

6. UYTobGbl BBLINONHUTL pPAaCLUMPEHHYIO HACTPOWKY npaB Ans nonb3oBaTtens unu  rpynnbl (Ocobble
paspeLueHuns), HaXXMUTE Ha KHOMKY [lonoNHUTENbLHO.

a. B otkpbiBwemcs okHe [ononHuTenbHble napameTpbl 6e3sonacHoctu ansa Kaspersky Security
10.1.1 pna Windows Server BblibepuTe HYXXHOro NONb30BaTENS UMK rpynmny.

b. Haxmute Ha kHONKy USMEHUTB.

c. B packpbiBatowemcs cnvcke B BEpXHEW 4acTu OKHa Bblbepute TvMn KOoHTpons gocTtyna (PaspewunTtb
unun 3anpeTuTb).

d. YcraHoBuTe hnaxkuM HaNpPoTMB Tex (YHKUMIA, KOTOpble Bbl XOTUTE paspewwnTb WM 3anpeTuTb
BbIGpPaHHOMY NOMb30BaTENIO UMK rpynne.

e. HaxmunTte Ha kHonky OK.,

f. B okHe [dononHuTenbHble napameTpbl 6e3onacHoctu pansa Kaspersky Security 10.1.1
ana Windows Server HaxxmuTe Ha kHonky OK.

7. B okHe PaspeweHunsa gna cnyx6bl Kaspersky Security HaxxmuTe Ha kHonky MpuMeHUTb.

HacTtpoeHHble npaBa Ha ynpaBneHue Kaspersky Security 10.1.1 gna Windows Server unu cnyxbon Kaspersky
Security 6yayT coxpaHeHbl.

3awmTta goctyna K pyHkuuam Kaspersky Security 10.1.1
ana Windows Server ¢ noMmoLbo napons

Bbl mMoxeTe orpaHumumMBaTb OOCTYN K ynpaBfleHWo MNporpammon U peructpupyembiMu cryxbamu C MOMOLLbIO
HacTpolku npaB nonb3oBaTenen (cm.pasgen "lpaeBa poctyna Kk dpyHkumam Kaspersky Security 10.1.1
ans Windows Server" Ha cTp. 89). 3awwmTta naponem nos3sonseT OOMONHUTENbHO OrpaHnyuTb AocTyn Kk KoHconu
nporpamMmbl, a TakkKe K BbIMOSHEHUIO KOMaHA KOMaHOHOW CTpoku. [pw ycTaHOBMIEHHOM naporsie npuv NonbiTke
OTKpbITb KoHCoNb nporpammel noa ntobbiM nonb3oBaTenem HeobxoaMmo BBECTY Naporsb.

Kaspersky Security 10.1.1 ang Windows Server 3anpawmBaeT napofb Npw NOMbITKe [OCTYNa K cneaylowmnm
YHKUMAM NporpaMmei:

e nogknoyeHne Kk KoHconu nporpammei;

e ynaneHue Kaspersky Security 10.1.1 ana Windows Server;

e V3MeHeHue koMnoHeHTHoro coctasa Kaspersky Security 10.1.1 gna Windows Server;
e  BbINONHEHNE KOMaH KOMaHOHON CTPOKM.

Kaspersky Security 10.1.1 pns Windows Server He otobpaxaeT 3adaHHbIi nNaposflb B YATAaeMOM Buae
B MHTepderice nporpammbl. Kaspersky Security 10.1.1 gna Windows Server xpaHuT 3agaHHbIi naponb B BuAe
KOHTPOSbHOW CYMMbl, pacCYUTaHHON Npu 3adaHnmn napons.

Bbl MoxeTe 3KCMOpTMpPOBaTb W UMMOPTUPOBATb MapameTpbl MNpPorpaMMbl, 3alUULLEHHble  MaponeMm.
KoHdurypaumoHHbIi chaiin, cosaaHHbIi B pesynbTaTe aKernopTa 3allylleHHbIX NapaMeTpoB NporpaMMbl, COAEePXUT
KOHTPOJbHYIO CyMMY Naporis U 3Ha4YeHre MoaudukaTopa, UCNonb3yemMoro Ans YANTUHEHUsS] CTPOKU Naporisi.
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He nameHanTe 3HadeHme KOHTPONbHOW CyMMbl MM mMogudumkaTopa B KOHGUrypaunoHHoMm danne. imnopT
3allUMLLEHHbIX NaporeM napameTpoB, U3MEHEHHbIX BPYYHYK, MOXET NMPMBECTU K MONTHOMY OnoKuMpoBaHMo
AOCTyna K yrnpaBneHuto nporpaMmMon.

» Umobki 3awumume docmyn K pyHKUusm Kaspersky Security 10.1.1 dng Windows Server,
gbirnonHume cnedyrouue delicmeus:

1. B pepeBe KoHconu agmunucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpomncTBa. PasBepHuTe rpynny agMUHUCTPUMPOBAHWS, A1 CEPBEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl aOMUHUCTPUPOBAHNS BbINOMHUTE  OOHO
13 criefyoLmx enNcTBum:

e Ecnn Bbl XOTMTE HaCTpOUTb NapameTpbl MNONUTUKM LNs rPYnnbl CEpPBEPOB, Bbibepute 3aknagky
Monutukn n otkponte <HasBaHue NonNUTUKN> > [lonoNIHUTENbHbIE BO3MOXXHOCTU.

e Ecnn Bbl XOTUTE HaACTpOUTb MapamMeTpbl NporpaMmbl AN OTAENBHOMO CcepBepa, nepenguTe
K napameTpam, KoTopble TpebyeTca HacTpouTb, B OkHe [lapameTpbl nporpammbl B Kaspersky
Security Center (cm. pazgen "HacTpowka nokanbHbIX 3agay B okHe [lapameTpbl nporpamMmmbl
B Kaspersky Security Center” Ha cTp. 114).

3. B 6noke Be3onacHOCTb HaxxMuTe Ha kKHonky HacTpomka.
OTtkpoeTcsa okHo MapameTpbl 6e3onacHoCcTM.

4. B 6noke MapameTpbl NpuMeHeHUsA Napons yctaHoBuTe dnaxok Ucnonb3oBaThb 3awuTy naponem.
Monst Naponb 1 MoaTBepxAeHUe NAPONA CTaHYT aKTUBHLIMM.

5. B none Maponb BBeauTe 3Ha4yeHMe, KOTOPOE Bbl XOTUTE UCMOMb30BaTh A8 3aLlMThl 4OCTYNa K PYHKUMAM
Kaspersky Security 10.1.1 ans Windows Server.

6. B none MNoaTtesepxaeHne napons BBeAMTE Naporb NOBTOPHO.
7. Haxmwute Ha kHorky OK.

HacTtpoeHHble napameTpbl OyaoyT coxpaHeHbl. Kaspersky Security 10.1.1 gna Windows Server Oyget
3anpalwmBaTtbh Naposb Npy 4OCTyNe K 3awmaeMbiM QPyHKLUSM.

YCTaHOBMNEHHbIN Mapoflb HEBO3MOXHO BOCCTaHOBUTb. YTepd naponsd BedeT K MOMHOW MOoTepe KOHTPOMs
Hag nporpammMon. Kpome Toro, HEBO3MOXHO OyAET yoanuTbe NporpamMmy C 3allumLiaeMoro cepeepa.

Bbl MOXXeTe M3MEHWTb UM cOPOCUTL 3adaHHbIA Naporib B NapaMeTpax NporpaMmmMbl B 060N MOMEHT.
» 4Ymobki cbpocums naporis,

cHumunTe dhnaxok Ucnonb3oBaTh 3aWMTy NAponemM B CBOMCTBAX MOMUTMKM UNN NPOrpaMmbl.

BawmTa naponem OypeT oTkntodeHa. Kaspersky Security 10.1.1 ans Windows Server yaanut KOHTPOJbHYHO
CYMMY CTaporo napons u3 napaMeTpoB NporpamMmbl.
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Pa3pelueHune ceTeBbIX COeAUHEHUN ANS CIYXObI
Kaspersky Security Management

HaseaHus napameTpoB MOryT OTNMYaTLCS B pasHbIX onepaunoHHbIx cuctemax Windows.

» 4Ymobki paspewums cemesbie coeOuHeHus Ois criyxbbl Kaspersky Security Management
Ha 3awuwaemMom cepsepe, 8bInosHUMe criedyroujue 0elicmeusi:

1.

6.
7.

Ha sawuwaemom cepsepe nopg ynpasneHnem Microsoft Windows Server Bbibepute lMyck > lNaHenb
ynpaBneHus > besonacHocTb > BpaHamayap Windows.

B okHe MapameTpbl 6paHamayapa Windows BbiGepute nyHKT MI3MeHUTb napameTpbl.

Ha 3aknagke WcknroveHus B Cnvcke CTaHOAPTHbIX MUCKIIOYEHUA ycTaHoBuTe dnaxku: COM + CeteBon
poctyn, UHcTpymeHTapun ynpaBneHma Windows (WMI) n YaaneHHoe agMUHUCTPUpPOBaHuMe.

HaxmuTe Ha kHonky [lo6aBUTb Nporpammy.

B okHe [lo6baBneHne nporpammbl Bbibepute cann kavfsgt.exe. 3ToT dhann xpaHUTCA B nanke, KOTOPYHO
Bbl YKasanu B ka4ecTBe nanky Ha3HayeHusl Npu yctaHoBke KoHconu nporpaMmbl.

HaxmuTte Ha kHonky OK.

Haxmunte Ha kHonky OK B okHe MapameTpbl 6paHgmMayapa Windows.

CeteBble coeauHeHuss ans cnyxbbl  Kaspersky Security Management Ha sawuwiaemoM cepBepe
GyOyT paspeLleHsbl.
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Co3aaHue n HacTponKa NONMUTUK

B aTom pasgene cogepxutcs uHcpopmauus o npumeHeHnn nonutuk Kaspersky Security Center gns ynpasneHus
3apgavamu Kaspersky Security 10.1.1 ana Windows Server Ha HECKOSbKUX cepBepax.

B aTtom pasgene
(O 1) 111 e ) PSSP URPRPRPRP 99

HaCTDOVIKa 3anycka no pacrnncaHuio JTOKalTbHbIX CUCTEMHDBIX 3A08Y .......ccviiiiiiiiiiirini s 107

O nonuTukax

Bbl moxeTe cosgaBatb eauHble nonutukn Kaspersky Security Center ansi ynpaBneHust 3alimMTOn HECKONbKUX
cepBepoB, Ha KOTOpbIX ycTaHoBreH Kaspersky Security 10.1.1 gna Windows Server.

MonuTuka npyMeHsieT ykasaHHble B HeW 3HadeHus napameTtpoB Kaspersky Security 10.1.1 gna Windows Server,
ero (oyHKUMI 1 3a4ay Ha BCex 3almLLaemMblX cepBepax OAHOW rpynnbl agMUHUCTPUPOBAaHNS.

Bbl MoXeTe co3gaTb HECKOMNBbKO MOMAUTUK AMS OQHON rpynnbl aAMUHUCTPUPOBAHNS U NPUMEHSATb UX NMONEPEMEHHO.
MonuTuka, AencTByOWas B rpynne B TEKYLUMN MOMEHT, B KOHCONM agMUHUCTPMPOBAaHNS UMEET CTaTyC aKmueHa.

MHdopmMaLums o NpUMeEHeEHNM NONUTUKN PETUCTPUPYETCSH B XKypHarne cuctemHoro ayguta Kaspersky Security 10.1.1
ana Windows Server. Bbl MoxxeTe npocmoTpeTb ee B KoHconu nporpammel B y3ne XXypHan cucteMHOro ayaura.

B Kaspersky Security Center cyuiecTtByeT eOMHCTBEHHbIA CMOCOO MPUMEHEHUA MOMWTUK Ha FloKanbHbIX
KoMMbloTepax: 3anpemums u3MeHeHue rnapamempos. [Nocne npumeHeHns nonutukn Kaspersky Security 10.1.1
ana Windows Server npumeHsieT Ha foKanbHbIX KOMMbIOTEpax 3HayeHuss napameTpoB, PSAOM C KOTOPbIMU
B CBOMCTBAax MOMIMTUKN Bbl YCTAHOBUNM 3HAYOK i, BMECTO 3HAYEHWI 3TUX NapaMeTpoB, YCTAHOBIIEHHbIX SIOKaNbHO
Ao npumeHeHus nonutukn. Kaspersky Security 10.1.1 gna Windows Server He npumeHsieT 3Ha4YeH1s1 napameTpoB
aKTUBHOW NOMWUTUKK, PAAOM C KOTOPbIMX B CBOMCTBaX MOMUTUKMA YCTAHOBMEH 3HAYOK wi'.

Ecnn nonutvka aktMBHa, TO 3HayeHus napamMmeTpoB, OTMeYeHHble B NOJNINTUKE 3HAYKOM is, 0T06pa)KaI-0TCF|
B KoHconu nporpamMmmbl, HO HeOOCTYNHbl OANA peakTUpOBaHUA. 3Ha4yeHnss ocTarnbHbIX napamMmeTpoB (OTMeHeHHbIX
B NMNOJINTUKE 3HAYKOM i") OOCTYNHbI ONd peaakTupoBaHuA B KoHconu nporpamMmbl.

MapameTpbl, HACTPOEHHblE B aKTUBHOW MONIMTMKE M OTMEYEHHbIE 3HAYKOM i, Takke ONOKMPYIOT U3MEHEeHUe
napameTpoB B okHe CBOMCTBA: <MMsl KOMMNbloTepa> Kaspersky Security Center Ansi oTAeNbHOro KOMMbloTepa.

I'Iapameprl, HaCTpOeHHble W nepeaHHble Ha NoKanbHbIN KOMMbOTEP C NOMOLUbIKO AKTUBHOW MOJSIUTUKN,
COXpPaHAKTCA B NapamMeTpax JloKalibHbIX 3agay nocre CHATUA aKTVUBHOWN MOMUTUKN.

Ecnn nonutrka onpegenseT napameTpbl Kakon-nmbo ns 3afad nocToAHHON 3aluUThl UMW 3adad 3alUThbl CETEBbIX
XpaHUnuLL, W 3Ta 3adada BbIMNOMHAETCA, MapameTpbl, OonpederneHHble MOMUTUKOW, W3MEHSIloTCA cpasy nocre
npuMeHeHus NonuTukK. Ecnm 3agava He BbINOMNHAETCS, NapameTpbl GyayT NpUMeHeHbl Npy ee 3anycke.
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Co3pgaHue NonnTUKun

CosgaHne HOBOW NOMUTUKN COCTOMUT M3 cneayrwimnx aTanos:

1. CosgaHve NOonMTUKN C NOMOLLbHO mMacTtepa co3gaHuA MOJINTUK. B okHax mMactepa MOXHO HaCTpOWUTb
napameTpbl NOCTOSIHHOM 3aLUMThI.

2. Hactpovika napametpoB nonutuku. B okHe CBoncTBa: <UMA MONUTUKM> CO34aHHOW MOMUTUKA Bbl
MOXETe HacTpPOMTb NMapamMeTpbl MOCTOSHHOW 3alnThl, obwme napameTpbl Kaspersky Security 10.1.1
ansg Windows Server, napaMeTpbl KapaHTMHa W PEe3epBHOr0 XpaHwWnvwa, ypoBeHb AeTanv3auunu
ONS KypHanoB BbINOMHEHMS 3ajay, YBeOOMIeHUs nonb3oBaTenen M agMvHUCTpatopa O cObbITUAX
Kaspersky Security.

» UYmobbi co30amb nonumuky Onsi 2pyrrnbl cepeepos, Ha KOMopbIX yCcmaHoeieHa u 3arnyweHa
npoepamma Kaspersky Security 10.1.1 dns Windows Server, gbinonHume cnedyroujue delicmeus:

1. B pepese KoHconu agMMHUCTPUPOBaHWS pasBepHUTe y3en YnpaBnsieMble yCTpoucTBa u Bbibepute
rpynny agMUHUCTPMPOBAaHWS, ANS CepPBEPOB KOTOPOU Bbl XOTUTE CO34aTb MOMUTUKY.

2. B naHenu pesynbTatoB BbIGpaHHOW rpynnbl agMUHUCTPUPOBaHUSA Bblbepute 3aknagky MonuTuku u
OTKpPOWMTE OKHO MacTepa Cco3gaHus NOMMTUK No ccbinke Co3aatb NOMUTUKY.

3. B none WUmsa nporpammbl okHa Bbibepute nporpammy Ansi co3gaHvMsa rpynnoBOM MNONMUTUKU
BblibepuTe Kaspersky Security 10.1.1 ana Windows Server.

4. B none UmA okHa YKaxuTe umsi rpyrnnoBOM MOSINTUKU ANA NPOrpaMMbl YKaXUTE UMSA CO3daBaeMoun
NOMNUTUKK. VIMSI NONUTUKM HE JOJKHO cofepXXaTtb criegylowime cumBonel: " * < @ > 2 \ / | ).

5. B okHe BblGop TMna onepauuu BoibepuTe OAMH U3 CriedyoLmnMX BapuaHToB:
e Co3gaTb, 4TOGbLI CO3aaTh HOBYHO MOMUTMKY C NapaMeTpaMu Mo yMONYaHuIo.

e WmMnopTupoBaTb NONUTUKY, CO3AAHHYIO C NOMOLLbLIO Npeabiaylwmnx Bepcun Kaspersky Security
ana Windows Server, 4tobbl UCNOMNbL30BaTh MOMWUTUKY, CO34aHHYI0 B OOHOW M3 NpeablayLnX Bepcuii
nporpaMmel, B ka4yecTse LiabnoHa.

HaxmuTte Ha kHonky O630p M BbibepuTe KOHMUrypauMoHHbIN hann, B KOTOPbIN Bbl COXpaHUNu
napameTpbl paHee Co34aHHOW MOSTUTUKN.

6. B okHe lNocTtosiHHas 3awuTa cepBepa HacTpouTe napameTpbl 3agay [MocToAHHaa 3awuTa pannos u
Wcnonb3oBaHne KSN cornacHo BawuvM TpeboBaHuaM. PaspewuvTte unu  3anpetute nNpuMeHeHue
HaCTPOEHHbIX 3a4a4y NOSIMTMKM Ha NOKanbHbIX KOMMNbIOTEPAX CeTH:

e HaxmuTe Ha KHOMKY &, 4TOObI paspeLunTb HACTPOWKY MapaMeTpoB 3aJayn Ha KOMMblTepax CetTu u
3anpeTuUTb NPUMEHEHWE HACTPOEHHBIX B MOMNUTUKE NapamMeTpoB 3aJaquun.

e HaxmuTe Ha KHOMKy w*, YTOObI 3anpPeTUTb HaACTPOWKY MapamMeTpoB 3ajayvM Ha KOMMbloTepax ceTu u
paspeLnTb NPUMEHEHME HACTPOEHHbIX B MONUTUKE NapaMeTpoB 3aauu.

Bo BHOBb CO34aHHOM MOMUTMKE MWCMOMb3YKTCA 3aaHHble MO YMONYaHuI napaMeTpbl 3ajad
NOCTOSAHHOW 3aLUMUThbl.

e Ecnnm Bbl xoTUTe wu3MeHUTb napameTpbl 3agaynm [locTosiHHas 3awmTa annos, 3agaHHble
Nno yMOnyaHuio, HaxmuTe Ha kHonky Hactpomka BOnoke [MocTtosHHasa 3awuTta cpannos.
B oTkpbiBluEMCA OkHe [lapameTpbl HacTponTe napameTpbl 3agayn B COOTBETCTBUM C BalMMW
TpeboBaHuaMu. HaxxmumTe Ha kHoMnKy OK.

e Ecnu Bbl xoTHTE M3MeHNTL NapameTpbl 3agayn Micnonb3oBaHne KSN, 3agaHHbIe MO YMONMYaHUIO, HaXKMUTE
Ha kHonky HacTtpomka B 6rnoke Ucnonb3oBaHue KSN. B oTkpbiBemcs okHe MapameTpbl HacTpounte
napameTpbl 3a4a4M B COOTBETCTBMU C BaWMMuy TpeboBaHuaMN. HaxxmuTe Ha kHonky OK.
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3apayva Vicnonb3osaHne KSN goctynHa, ecnv 6bino npuHaTto MNonoxeHne o KSN.

7. B okHe CospaHume rpynnoBOM MNONMUTUKMA Ons nporpaMmm Bbibepute OOHO K3 cneayroLmnx
COCTOSIHWIA MONUTUKN:

AKTMBHasi NONMUTUKA, €Cnn Bbl XOTWUTE, YTOObI MONMTMKa BCTYNnuIa B AencTBuE cpaldy nocrne ee
cosgaHusa. Ecnu B rpynne yxe cywecTtByeT akTuBHad NMOJINTUKa, TO OHa CTaHeT HeaKTUBHOW, a HoBasi
CO3aHHas NoSIMTMKA CTaHET aKTUBHOMN.

HeakTuBHas nonuTukKa, ecriv Bbl HE XOTUTE Cpaldy NpUMEHATb co3gaBaeMyto NOJIUTUKY. Bbl cMoXxeTe
akTBnpoBaTb 3TY MOJIUTUKY MO3XKeE.

Monutuka ANA aBTOHOMHbLIX nNonb3oBaTenen, ecnM Bbl  XOTUTE  co3daTb  MOMUTUKY
AN ynpaBnsiemMoro yCTPOWCTBA, Haxodswerocs 3anpegenamu cetum opraHusdauum. [lonutuka
ANs aBTOHOMHbIX NOMb3oBaTenen AOCTynHa Tonbko Ans Kaspersky Security ans paboumx crtaHummn
(nog ynpaeneHmem Microsoft Windows).

8. B okHe macTepa 3aBeplueHue paboTbl HaXMUTE Ha KHOMKy FoToBo.

CosgaHHaa nonutuka oTOBpasMTCA B CNMCKe MONMMTUK Ha 3aknagke [MMonutuku BbIGpaHHOW rpynnbl
agMuHucTpupoBaHus. B okHe CBoucTBa: <UMA NOMUTUKM> Bbl MOXETE HACTpOUTb Apyrve napameTpbl,
3agaun n pyHkumum Kaspersky Security 10.1.1 ana Windows Server.

HacTpoiika nonutukm

B okHe CBomctBa: <IMA NONMUTUKM> CYLLECTBYIOLLEN MOMUTUKM Bbl MOXETE HacTpouTb obLimMe napameTpsbl
Kaspersky Security 10.1.1 gnsa Windows Server, napameTpbl KapaHTUHA U pe3epBHOr0 XpaHunuiia, napameTpbl
OOBEPEHHOWN 30Hbl, MapaMeTpbl MOCTOSIHHOW 3alUMTbl, MapaMeTpbl KOHTPOMS aKTUBHOCTU Ha cepBepax, YPOBEHb
JeTtanusaumm BKypHanax BbINOMHEHMS 3aday, YBeOOMMEHMs1 Morfb3oBaTener M agMuHUCTpaTopa O COObITUAX
Kaspersky Security 10.1.1 gna Windows Server, npaBa gocTtyna K ynpasreHuio nporpaMmmon u cnyxoon Kaspersky
Security, napameTpbl NPUMeEHeHUs Npodunen NONNTUKN.

» 4Ymobbl Hacmpoums napamempsbl MOAUMUKU, 8bINoIHUME criedyowue 0elicmeusi:

1. B pepee KoHconu apgmuHuctpupoBaHust Kaspersky Security Center pasBepHuTe  y3en
YnpaBnsiemble yCcTponcTBa.

2. Pa3BepH|/|Te rpynny agMmMHUCTPUpoBaHuA, napamMeTpbl NOJIUTUKA KOTOpOﬁ Bbl XOTUTE€ HACTpPOUTb, 3aTeM
Bbl6epl/ITe B NMaHesnn pe3ynibTaTtoB 3aKnaaky MonuTtuku.

3. Bbibepute nonutuky, napameTpbl KOTOPOW Bbl XOTUTE HACTPOUTb, M OTKpomTe okHO CBomcTBa: <Ums
MOJINTUKN> OJHMM M3 CriedytoLmx cnocobos:

BbiGepuTe napameTp CBONCTBA B KOHTEKCTHOM MEHHO MONMUTUKN.
B naHenu pesynbTaToB BbiGpaHHOro yana nepengnTe no ccobinke HacTpouTb napameTpbl NOMUTUKMA.

[Baxabl LEenKHUTE BbIOPaHHYO NOMUTUKY.
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4. Ha 3aknagke O6wue B 6rioke COCTOsIHME MONMUTUKU BKIOUMTE UMW BLIKIMIOYNTE NnpuMeHeHne noJrinTukn.
[nsa atoro Bbl6epVITe OOWH "3 cneayrwmnx BapnaHToB:

e AKTMBHas NONUTUKA, €Crn XOTUTEe, YTOObI MONMMUTUKA MPUMEHSANACb Ha BCEX CepBepax, BXOAALLUX
B BblOpaHHYO rpynny agMUHUCTPUPOBAHUS.

e HeakTMBHass nonuTuMKa, ecnvM He XOTWUTe, 4TOOblI MNOMMTMKa MNPUMEHANAchb Ha BCEX CcepBepax,
BXOZSALLMX B BbIGpaHHYt0 rpynny.

BapunaHt MMonutuka p[ns aBTOHOMHbIX MNOJfib3oBaTernieM HedocTyneH npu paboTte c Kaspersky
Security 10.1.1 ana Windows Server.

5. B pasgenax OnoBeweHue o coObiTusX, lNapameTtpbl nporpammbl, XXypHanbl U yBeAOMNEHUS,
[JononHutenbHble BO3MOXHOCTH, WcTopus peBusmn HacTtporite obwmne napameTpbl paboThl
nporpamMmsbl (CM. Tabnuuy Huxe).

6. B paspenax MocTosiHHaa 3awmta cepBepa, KoHTponb aKTMBHOCTM Ha cepBepax, KoHTponb
aKTUBHOCTU B ceTu, [lnarHocTMKa CUCTEMbl HACcTpOITe NapaMeTpbl NporpamMmbl, a Takke napameTpbl
3anycka nporpamMmbl (CM. TabnuLy HUkKe).

Bbl MoxeTe BkMOYaTh U BbIKMOYATb BbIMNOINIHEHME NGO 3a4ayn Ha BCEX CepBepax, BXOASLMX
B rpynny agMUHUCTPUPOBAHWS, ¢ noMoLlbto nonutukn Kaspersky Security Center.

Bbl MOXXeTe HAaCTPOUTL NMPUMEHeHVEe NapamMeTpPoB, 3aaHHbIX B MOMUTUKE, HA BCEX KOMMbIOTEPAX CETU
AMNS1 K&XO0ro OTAeNbHOro KOMMOHEHTa NporpaMmbl.

7. Haxmute Ha KHoOMKy OK.

HaCTpoeHHbIe napamMmeTpbl 6yD,yT NPUMEHEHbI B NOJINTUKE.

MHCTpyKUMM 1O HACTpoOMKe napameTpoB 3ajavy u yHKUMA nporpamMmmbl 4vepe3 KoHconb nporpammebl
coepxartca B COOTBETCTBYWLMX pasgenax Pykosodcmea nonb3osamens Kaspersky Security 10.1.1
0ns1 Windows Server.

Pasgenbl napameTtpos nonutukn Kaspersky Security 10.1.1 gns Windows Server
O6wme

B pasgene O6wme Bbl MOXETE HACTPOUTL CrieaytoLmne napameTpbl NONUTUKN:

e YyKa3aTb COCTOAHME NOJTUTUKNK;
e HACTPOUTb HacnegoBaHme napamMmeTpoB OT POAUTENTIbCKUX NOJIUTUK U ANA OOYEPHUX NOJIUTUK.

YBepomMneHust o cobbITUAX

B pasgene OnoBeweHne o0 COObITMAX Bbl MOXETe HACTPOWTb  MapaMeTpbl  ANs CreayloLmx
KaTeropum cobbITui:

Kpumuyeckue cobbimusi;
Omka3s ¢byHKUUOHUPOBaHUS;
lpedynpexdeHue;
UHpopmayuoHHbIe cobbImus.

Mo kHonke CBOMCTBA Bbl MOXETE HaCTPOUTbL CriedyloLme napameTpbl Ans BbibpaHHbIX COBbITUIA:

e YKa3aTb MECTO XpaHEeHUA N CPOK XpaHEeHUA VIH(bOpMaLIMM O 3aperncTtpnpoBaHHoOM cobbiTuy;
[ Bbl6paTb crnocob yBe4OMIIEHUA O PETMCTPUPYEMBbIX cobbITHAX.
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MapameTpbl NporpamMmbil

Tabnuuya 19. lNapamempsi 6 pasdene Napamempsbi npospammbi

Bnok

MapameTpbl

MacwrtabupyemocTtb 1 uHTepdenc

B 6roke MacwrabupyemMocTb u nHTepdenc no kHornke Hactpownka Bbl
MOXeTe HacCTpouTb criefyroLlne napaMmeTpbi:

e BblGpaTh aBTOMATMYECKYIO UMM PYYHYHO HACTPOWKY napameT-
poB MacLuTabrpoBaHus;

e HacTpoOUTb NapameTpbl OTOOpaXKeHUs 3Ha4YKa Nporpammbl.

Be30nacHOCTb; B 6roke Be3sonacHocCTb Mo kHomnke HacTpomka Bbl MOXETe HacTPOUTb
cneayroLne napaMmeTpbl:
e HacTpoUTb NapameTpbl 3anycka 3agadn.
e yKa3aTb LEWCTBUSA NporpamMmbl Npu nepexoie Ha NCTOYHUK Becnepe-
OOWMHOro NUTaHUS;
e BKIMOYMTb UMW BbIKMIOYMTD 3anTy OYHKLUA NporpaMmMel naponem.
CoeaouHeHue B 6noke MNMapameTpbl coeanHeHnA no kHornke HacTponka Bbl MOXeTe

HacTpouUTb crieayoLLne napameTpbl MPOKCK-cepBepa And coeanHeHus
C cepBepamu obHOBNEeHMN, cepsepamu akTmaumm n KSN:

e yKasaTb NapamMeTpbl UCMOMb30BaHNSA NPOKCU-CEPBEPA;
e yKasaTb NapameTpbl ayTeHTU(UKALMMN Ha NPOKCK-CEepBEpE.

3anyck cMcteMHbIX 3agay

B 6noke 3anyck cucteMHbIX 3agay no kHonke Hactpomka Bbl MOXeTe
paspeLumnTb Unn 3anpeTuTb 3anyck CneayLwmnx CUCTEMHbIX 3adad
Mo pacnncaHunilo, HaCTPOEHHOMY Ha JfToKanbHbIX cepBepax:

e 3aJa4u NPoBepKM Mo TpebGoBaHuIo;
e 3a4a4u OGHOBMNEHUS U KOMUPOBaHNSI OBHOBIEHWIA.

JononHutenbHble BO3MOXHOCTU

Tabnuuya 20. lNapamempsbi 8 pasdesne [JornonHumersrbHble 803MOXHOCMU

Bnok

MapameTpbl

[JoBepeHHas 30Ha

B 6roke [loBepeHHas 30Ha no kHonke HacTponka Bbl MOXeTe HacTpo-
UTb criegyroLLme napameTpbl NPMMEHEHWS JOBEPEHHOW 30HbI:

e CHOPMUPOBATL CMUCOK UCKITHOYEHWUIA JOBEPEHHOW 30HbI;

e BKITHOYMTb UIN BbIKMHOYNTL MPOBEPKY OnepaLmin pe3epBHOro KonMpoBa-
HUSA hannos;

e CHOPMUPOBATH CMNCOK AOBEPEHHbIX MPOLECCOB.

lNMpoBepKa CbeMHbIX AUCKOB

B 6rioke MNMpoBepka cbeMHbIX AUCKOB M0 kKHOMke HacTpomka Bbl MO-
XeTe HacTpouTb NapameTpbl MPOBEPKM CbEMHbIX AUCKOB, MOAKYae-
MbIx no USB.

lNMpaBa nonb3oBaTeneun
Ha ynpaBrieHue NporpaMmmMon

B pasgene MNpaBa nonb3oBaTtenen Ha ynpaBrneHue NporpaMmmomn Bbl
MOXeTe HacCTpPOoUTb NapamMeTpbl 4OCTYyMNa nonb3oBaTenewn 1 rpynmn nonb-
3oBartenen Ha ynpasneHune Kaspersky Security 10.1.1 gns Windows
Server.

MNpaBa nonb3oBaTenen
Ha ynpaBrneHue cnyxoown
Kaspersky Security

B 6noke MNpaBa nonb3oBaTenen Ha ynpasneHue cnyxobon Kaspersky
Security Bbl MOXeTe HacTPOWUTb NapameTpbl 4OCTyna nofb3oBaTenen u
rpynn nonb3oBaTenen Ha ynpaeneHue cnyxbon Kaspersky Security.

Cos0aHue u Hacmpodlka rnosumuk
103




KASPER{KY3

Bnok MapameTpbl

XpaHunuwa B 6noke XpaHunuwa no kHornke Hactpowka Bbl MOXeTe HacCTpOUTb
crnepywowmne napaMeTpbl KapaHTUHA, Pe3ePBHOMO XPaHUNMLLA N XpaHu-
nva 3abrnoKMpoOBaHHbIX Y3MOB:

e YyKasaTb NYTb K Nnanke, B KOTOPY Bbl XOTUTE NOMeELLaATb 00OBEKTDI
Ha KapaHTUHE Unn B pe3epBHOM XpaHUITULLLE,

e HACTPOUTbL MaKCUMarbHbIA pasMep pe3epBHOIO XpaHUNMLA 1 KapaH-
TWHa, a TaKkke yKasaTb Nopor AOCTYMHOro NPOCTPaHCTBa;

e yKasaTb NyTb K Narnke, B KOTOPYIO Bbl XOTUTE NOMeLLaTb 00bEKTLI, BOC-
CTaHOBIEHHbIE N3 PE3EPBHOMNO XpPaHUNNLLA NN KAPaHTUHA;

e HacTpouTb Nepegavy nHdopmaumm 06 obbekTax pe3epBHOro XxpaHu-
nvwa v kapaHtTuHa Ha CepBep aAMUHUCTPUPOBAaHMS.

e HacTpouTb Nepuog BrokMpoBaHUS CEpPBEPOB.

MocTosiHHaA 3awWwuTa cepBepa

Tabnuua 21. lNapamempsi 8 pazdene [locmosiHHas 3awuma cepgepa
Bnok MapameTpbl
MocTosiHHaA 3awwmTa dannos B 6noke MNocTosiHHas 3awwmTa dannoB no kHonke Hactpomnka Bbl MO-

)KeTe HacTpouTb criegytoLive napameTpbl 3agaquu:

e yKa3aTb PeXVM 3alnTbl OGLEKTOB;

e HACTPOUTb NMPUMEHEHWNE IBPUCTUYECKOTO aHanns3aTopa;
e HACTPOUTb NPUMEHEHNE JOBEPEHHOW 30Hbl;

e yKasaTb 06nacTb 3alnTbl;

e 3ajaTb ypoBeHb HGe3onacHoCTU Ans BbibpaHHOW 06nacTy 3alumThl: Bbl
MOXeTe BblbpaTb CTaHAAPTHbIN ypoBeHb 6€30MacHOCTU UM HAaCTPOUTb
napameTpbl 6€30NacHOCTN BPYYHYHO;

e HACTPOUTb NapamMeTpbl 3amnycka 3agayn.

Ucnonb3osaHne KSN B 6noke Ucnonb3osanne KSN no kHornke HacTpoika Bbl MOXeTe
HacCTpOWTb CrieayloLime napameTpbl 3a4aqm:

e yKasaTb AeNCcTBUSA Hag obbekTamu, HegoBepeHHbIMU B KSN;

e HacTpouTb Nepegavy AaHHbIX 1 ncnonb3oBaHue Kaspersky Security
Center B kayecTBe npokcn-cepsepa KSN.

HaxmuTe Ha kHonKy O6paboTka AaHHbIX, YTOObI NPUHATL UK OTKMO-
HUTb MonoxeHne o KSN u MNMonoxeHne o KMP, a Takke HacTpouTb Na-
pameTpbl AN HAaAeXHOoW Nepeaayn AaHHbIX.

3awmTa Tpadmka B 6noke 3awuTta Tpaduka no kHornke HacTponka MOXXHO HacTpOUTb cne-
ayoLie napameTpbl 3a4a4u:

e HacTpouTb pexum paboTbl 3agauu;

e HaCTPOUTb aHTUBUPYCHYIO 3aLLMUTY;

e BKIHOYMTb 3aLLMTY OT MNOYTOBLIX YrPO3, aHTUMULLNHIOBYIO NPOBEPKY U
0bpaboTKy Beb-agpecos.

HaxmunTe Ha kHonky Cnncok npaBus, YToObl HACTPOUTL NpaBuna
BE6-KOHTPOMSA U NPUMEHUTL CTaHO4APTHbIE NPaBuna KaTeropmsauuu.
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Bnok MapameTpbl

3awmTa oT 3KCNIONTOB B 6noke 3awmTa oT aKCnnonTOB Mo kHornke HacTtponka Bbl MoxeTe
HacTPOWUTb criedytolme napameTpbl 3agaqu:

] Bbl6paTb pPeXunm 3allunTbl NaMATU NPOLECCOB;
e YyKasaTb AENCTBUSA ANst CHUXKEHNS PUCKOB 3KCnnyaTtaunn yF|3BVIMOCTeIZ;
e [ONOJIHUTb N NIBMEHUTb CMNCOK 3alluLLaeMbIX NPOLECCOB.

MpoBepka ckpunToB B 6noke MpoBepka ckpunToB no kHonke HacTpowka Bbl MoxeTe
HacTpoWTb criegytoLime napameTpbl BbIMOSIHEHUS 3a4auu:

e paspelmnTb nnn 3anpeTnTb BbINMOJIHEHME NMPEeanoNoXXMTENTIbHO onac-
HbIX CKPUNTOB;

e HACTPOUTb NPpUMEHEHNE 3BPUCTUHECKOIo aHanm3artopa,
e HaCTpPOWUTb NpUMeHeHne D,OBepeHHOVI 30Hbl;

e HacTpPOUTb NapameTpbl 3anycka 3agaydu.

KoHTponb akTMUBHOCTU Ha cepBepax

Tabrnuua 22. lMapamempeoi 6 pazdene KoHmporb akmueHOCMU Ha cepeepax
Bnok MapameTpbl
KoHTponb 3anycka nporpamMmm B 6roke KoHTponb 3anycka nporpamm no kHonke Hactponka Bbl Mo-

)KeTe HacTpouTb criegyrolimne napamMmeTpbl 3agaqun:
e BblbpaTb pexnm paboTbl 3agayu;
e HaACTPOUTb NapameTpbl KOHTPOJS MOBTOPHbIX 3aMyCcKOB Nporpamm;
e yKasaTb 06nacTb NPMMEHEHUs MPaBuil KOHTPOISA 3amnycka NporpamMm;
e HacTpouTb ncnorb3oBaHue KSN;
e HACTPOWUTL MapameTphbl 3anycka 3agaqu.

KoHTponb ycTponcts B 6noke KoHTponbk ycTponcTB o kHornke HacTpoiika Bbl MoxeTe
HacTpouTb cnefyoLlne napaMmeTpbl 3agadn:

e BbIbpaTh pexxum paboTbl 3agauu;
e HaACTPOUTb MapameTpbl 3anycka 3agadw.

KOHTpOnb dKTUBHOCTU B CeTn

Tabnuua 23. lNapamempsbi 8 pazdenie KoHMposrib akmugHocmu 8 cemu
Bnok MapameTpbl
YnpaBneHue ceTeBbIM 3KPaHOM B 6noke YnpaBneHue ceTeBbIM 3KpaHOM Mo kHorke HacTpowka Bbl

MOXETe HaCTPOUTb CriedyloLLne napameTpbl 3a0a4u:
e HACTPOWUTb NpaBuna CeTeBOro aKpaHa;
e HACTPOUTbL NapamMeTpbl 3amnycka 3agadn.

3awwmTa ot wudpoBaHus B 6roke 3awmTta ot WwmncpoBaHMA No kHornke HacTpomka Bbl MOXeTe
HacTpouTb criegyrolmne napaMeTpbl 3agaqu:

e HACTpPOUTb obnacTtb 3aWmnTbl OT BpeaoHOCHOIo LUVI(prBaHI/IFI;
e HaCTPOWUTb NMNapaMeTpbl 3arnycka 3agadn.
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HOnarHocTtuka cuctemsbl

Tabnuua 24. lNapamempsbi 8 pa3dernie [uazHocmuka cucmemal

Bnok

MapameTpbl

MoHuTOpUHr dhannoBbIX onepa-
(11717

B 6rnoke MoHUTOPUHI hainnoBbIX onepaumn MOXHO HAaCTPOUTb KOH-
TPOnb M3MEHEHUN B dharinax, KoTopble MOryT yKka3biBaTb
Ha HapyLueHne 6e30MacHOCTM Ha 3aLMLLaeMoM CepBepe.

AHanus xxypHanoB

B 6noke AHanus xypHanoB MOXXHO HAaCTPOUTb KOHTPOJb LIeNIOCTHOCTH
3alLMLLaeMoro cepeepa Ha OCHOBE pe3ynbTaToB aHanmsa KypHaros
cobbiTMn Windows.

)KypHanbl n yBegomMmrneHus

Tabnuua 25. lNapamempsi 8 pazdene XKypHarbl U yeedomrieHusi

Bnok

MapameTpbl

)KypHan bl BbINOJIHEHUA 3ag4aY

B 6noke XXypHanbl BbINOSIHEHUA 3aAaY No kHornke HacTpoika Bbl
MOXETe HacTpPouTb crneaylrLine napameTpbl:

e yKasaTb YPOBEHb BAXHOCTU PErMCTPUPYEMbIX CODbITMIA
ANt BbIGPaHHbIX KOMMOHEHTOB MPOrpaMMmsl;

e YyKa3aTb NapamMeTpbl XpaHeHNA XypHalioB BbINOJIHEHNA 3adad.

e yKasaTb napameTpbl MHTerpauum SIEM-cuctembl ¢ Kaspersky
Security Center.

YBegomneHust o cobbITUAX

B 6noke YBegomneHusi o cobbITUsAX No kHonke HacTpowka Bbl Mo-
XeTe HacTpouTb cnegyloLuime napameTpbi:
e yKasaTb NapaMeTpbl yBeAOMIIEHUSA Nonb3oBaTensa anga codbbitns O6-
HapyxeH obbekm;
e yKasaTb NapameTpbl yBeAOMIEHUS agMUHUCTpaTopa Ans noboro
BbIOpaHHOro cobbiTa M3 cnucka cobbiTuii B 6rioke Hactpoika yBe-
OOMJIEHUN.

BsaumopencrtBue ¢ CepBepom aa-
MUHUCTPUPOBaHUA

B 6noke BsanmopenictBue c CepBepom agMMHUCTPUPOBaHUS

no kHornke HacTtpomka Bbl MoXeTe BbibpaTb Tunbl 06beKTOB, MHGOP-
Mauuio o KoTopbix Kaspersky Security 10.1.1 ana Windows Server
OyneT nepenasaTb Ha CepBep agMVHUCTPUPOBAHUS.

3awumTa ceTeBbIX XpaHUNULLY

Tabnuua 26. Hacmpouku pa3dena Sawuma cemesbix xpaHunuuw

Bnok

MapameTpbl

NMocTtosiHHaA 3awwmTa dannos
(RPC)

B 6noke MocTosiHHas 3awuTa cpamnoB (RPC) no kHonke HacTpoiika
Bbl MOXXETE HacTpPOUTb criedytoLine napameTpsbil:

e UCMOMb30BaHNe 3BPUCTUYECKOTO aHann3aTopa;
e [apamMeTpbl coeanHeHUdA C ceTeBbIM XpaHUITULLIEM;
e obnacTtb 3aWMThI.
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Bnok MapameTpbl
MocTtosiHHanA 3awuTa channos B 6noke MNoctosiHHasa 3awwmTa cannos (ICAP) no kHonke HacTpowka
(ICAP) Bbl MOXETE HACTPOUTb CriefyloLimne napameTpsbl:

e napameTpbl coeanHeHna c ICAP-cepBucom;
e VHTEerpauus ¢ Apyrumm KOMNOHEeHTaMu;
e ypOBeHb Be3onacHocTu.

3awmTa oT WndpoBaHMs B 6roke 3awwmTa oT wncpposaHmusa ans NetApp no kHomke
ans NetApp. HacTpowka Bbl MOXeTe HacTpouTb criedytolme napameTpsbi:

e pexum paboTbl 3a4auu;
e 1CMONb30BaHNe 3BPUCTUYECKOro aHanmM3aTopa;
e napameTpbl COEAUHEHUS U ayTeHTUdUKaLINK;

e VCKIOYEHNs U3 06nacTu 3awuThl.

MoopobHylo UMHGOpMauUMio O 3agadax 3aluTbl CeTEeBbIX XpaHUMWLW, CM. B JOKYMeHTe Pykosodcmeo
10 8HeOpPeHuo Ons 3awUumal CemMeakIX XpPaHUumu.

UcTopusa peBusnmn

B pasgene Uctopus peBU3nin Bbl MOXeTe YNpaBnaTb PEBUINAMU: CPaABHMBATb C TEKYLLEWA PEeBU3MEN UNN OpYyroW
NONUTUKON, A06aBNATb ONUCAHUA PEBU3MIA, COXPAHSTb PEBM3UM B chaiin Uimn BbINOMHWUTL OTKaT.

HacTpoiika 3anycka no pacnucaHuio nokanbHbIX
CUCTEeMHbIX 3a4ay

C nomoLlbio NMONUTUK Bbl MOXETe paspellaTb MNK 3anpeliatb 3amnyck IoKanbHbIX CUCTEMHBIX 3a4adv NpOBEpPKU
no Tpe6oBaHMO M OBOHOBMEHWS MO pacrnMCaHu, YCTaHOBMEHHOMY  FlOKanbHO  Ha KaxaoM  cepBepe
rpynnbl aAMUHUCTPUPOBAHUS:

. Ecnun 3anyck no pacnmcaHuio Ana nokarbHbIX CUCTEMHbIX 3adady yKa3aHHOro Tuna 3anpelieH B NofinTuke,
Takue 3agayun He 6yp,yT BbIMNOJIHATbCA Ha JTOKaJibHOM KOMMbIOTEPE MO pacrnmncaHuto. Bbl moxeTe 3anyCcTunTb
JTOKallbHbl€ CUCTEMHbIE 3aa4Y BPY4YHYHO.

. Ecnun 3anyck no pacnmcaHuio Ana nokarbHbIX CUCTEMHbIX 3adady yKa3aHHOro tuna paspelleH B NofinTuke,
Takme 3agadu 6yﬂ,yT BbIMOJTHATbLCA B COOTBETCTBMM C nNapameTpamMmn pacrnncaHmnd, HaCTPOEHHbIMU
nokanbHO Ansi 3TON 3agauun.

Mo YMOJ4YaHUIO 3anycCK NoKallbHbIX CUCTEMHbIX 3a4a4 3anpeulaeTca NOSINTUKOMN.

PekomeHayeTcsi He paspeluaTb 3anyck foKanbHbIX CUCTEMHbIX 3agadv, ecrnv OGHOBMEHMSI MU NPOBEPKM
no TpeboBaHMIO perynmpyrTcs ¢ MOMOLLLIO rpynnoBbIx 3agad Kaspersky Security Center.

Ecnu Bbl He ucnonb3yeTe rpynnoBble 3agavn OOHOBMEHUS UMM NPOBEPKU MO TpeboBaHMI, paspelumTe 3amnyck
nokanbHbIX CUCTEMHbIX 3adad B nonutuke: Kaspersky Security 10.1.1 ans Windows Server 6ygeT BbINOMHATb
o6HoBNeHns 6a3 1 Mogynen nporpammbl, @ TakkKe 3anyckaTb BCe JOKalnbHble CUCTEMHble 3adadu MpPOBEpPKU
no TpeboBaHWIO B COOTBETCTBUM C ONPEAESiEHHbIM MO YMOMYaHWIO pacnncaHmem.
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C nomMoLLbo NONUTUK Bbl MOXETe pas3pewaTtb Unn 3anpewlaTtb 3anycK no pacnmcaHuio aAndg cnefyroumx nokarnbHbIX
CUCTEMHbIX 3aau:

e 3apaum npoepkn no TpebosaHuto: [poBepka BaHbIX obnacten, [poBepka 0OLEKTOB Ha KapaHTUHE,
lMpoBepka npu 3anycke onepauuoHHON cucTemsl, MNpoBepka LLenoCTHOCTM Moayrer NporpamMmmbl.

e 3agaun ob6HoBneHusa: O6HoBneHne 6a3 nporpammbl, OOGHOBNEHWe MoAynen nporpaMmmbl ©
KonnpoBaHne o6HOBEHUIA.

Ecnn Bbl ncknouunte 3awmiaemMblii cepBep n3 rpynnbl agMUHUCTPUPOBaHUA, pacnncaHne CUCTEMHbIX 3adad
6yp,eT aBTOMaATUYECKN BKITKOYEHO.

» Umobbl pa3pewiums unu 3anpemums 8 MoUMUKe 3aryckK o pacrucaHu0 CUCmeMHbIX 3aday
Kaspersky Security 10.1.1 dns Windows Server, ebinoniHume criedyrouwjue delicmeusi:

1. B pepese KoHcOnM agMUHWCTPUPOBaHWA pa3BepHUTe y3en YnpaBnsiemble YCTPOMCTBa, pasBepHUTE
HY)XKHYIO Fpynny 1 B NaHenu pesynbTaTtoB BblbepuTe 3aknagky Monutukm.

2. Ha 3aknagke MOnMUTUKN B KOHTEKCTHOM MEHIO MOJSIUTMKM, C MOMOLLBI KOTOPOW Bbl XOTUTE HaCTPOUTb
3anyck Mo pacnmcaHuio cucteMHblx 3agad Kaspersky Security 10.1.1 ans Windows Server Ha cepBepax
rpynnel, BoioepuTe komaHay CBomncTBa.

3. B okHe CBouctBa: <Mma nonutuku> oTkponTte pasgen MapameTpbl nporpammbl. B 6rnoke 3anyck
CUCTEMHbIX 3a4ay4 HaxXM1Te KHOonky HacTpomka v BbINONHUTE O4HO M3 CNeAyLWNX OeNCTBUNA:

e YcrtaHoBuTe naxku PaspewmnTb 3anyck 3agay npoBepku no TpedboBaHuto 1 Paspewntb 3anyck
3aga4y OOHOBMEHUA M KOMUPOBaHUS OOGHOBMEHWMW, 4YTOObI pas3pelnTb 3anyck Mo pacnMcaHuio
nepeyvncneHHbix 3agay.

e CHumute cnaxkn PaspewmnTb 3anyck 3agayd npoBepKu no TpeboBaHuio 1 PaspewunTtb 3anyck
3agay OOHOBMEHMSI U KOMMPOBAHUA OOHOBMEHMW, 4TOObl 3anpeTuTb 3anyck MO pacnucaHuio
yKa3aHHbIX 3a4ay.

YCcTaHoBKa uUnn cHATue (*)ﬂa)KKOB HE BJIIMAET Ha NapaMeTpbl 3anycCKa JoKallbHbIX MOJIb30BaTEJIbCKNX
3ajay yKka3aHHOro tumna.

4. Y6eautecnb, 4To nonutuka (cm. pasgen "O nonuTtukax" Ha cTp. 99), KOTOPYHO Bbl HACTpamMBaeTe, akTMBHa U
npUMeHeHa K rpynne cepsepoB agMUHUCTPUPOBAaHMS.

5. Haxmute Ha kHonky OK.

HacTpoeHHble NapamMeTpbl 3anycka o pacnucaHuio st BblopaHHbIX 3agayv 0yayT NpUMEHEHBI.
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Co3paHue n HacTpouka 3agau
B Kaspersky Security Center

OTOT pasgen cogepxuT MHdopmauuio o 3agadax Kaspersky Security 10.1.1 gna Windows Server, nx cosgaHuu,
HaCTpoVike NnapameTpoB BbIMOMHEHUS, 3anyCKe U OCTaHOBKE.

B aTtom pasgene
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O co3pgaHuun 3apgay B Kaspersky Security Center

Bbl moxeTe cosgaBaTtb rpynnoBble 3adaydn ana rpynn agMunHUCTpupoBaHuAa U ansa Ha60p08 KOMMNbIOTEPOB. Bbl
MOXeTe co3aaBaTb 3agayn crnegyrwmnx TMnoB:

e  AKTMBaUUS Nporpammbl

e KonupoBaHue o6HOBIEHUN

e OO6GHoBNeHue 6a3 nporpammbl

e O6HOBNEHME MOAYNEeN NporpaMmmei

e OrtkaTt 06HOBMNEHNs 6a3 NporpaMmbl

e [lpoBepka no TpeboBaHuIO

e [lpoBepka LEeNOCTHOCTU NPOrpaMmbl

e  dopmMpoBaHME NPaBUN KOHTPOSS 3anycka nporpaMm
e  dopmUpoOBaHME NPaBU KOHTPOIS YCTPOWCTB

Bbl MOXXeTe co3gaTtb nokanbHble U rpynnosble 3agavu cnegyrowmmm cnocobamu:

e NS OTAENbHOro KOMMbioTepa: B okHe CBoMCcTBa <MMA cepBepa> B pasgene 3apgaum,;

e [OnS Tpynnbl agMUHUCTPUPOBAHUS: B MaHenu pesynbTaToB y3na BblIOpaHHOW rpynnbl KOMMbOTEPOB
Ha 3aknagke 3agauum;

e ans HaGopa KOMMbLIOTEPOB: B NaHeny pesynbTaToB yana BolIGopku yCTPONCTB.

C nomoLLbio NOMUTUK MOXHO OTKITHOYUTb PacnmMcaHus NokarnbHbIX cUCTeMHbIX 3agaydy ObHoeneHue u NpoBepka
no TpeboBaHuo (cM. pasgen "HacTporika 3anycka no pacnmucaHuio JfoKamnbHbIX CUCTEMHbIX 3adad" Ha CTp.
107) Ha BCex 3alumLaeMbix cepBepax 0OgHOW rpynmbl agMUHUCTPUPOBAHUS.

O6was nHdopmaums o 3agadax B Kaspersky Security Center cogepxutcst B Cripaske Kaspersky Security Center.
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CospaHune 3apgaum B Kaspersky Security Center

lMpoueaoypa HacTpoMKM napamMeTpoB YHKLUMOHanNbHbIX KoMmnoHeHToB Kaspersky Security 10.1.1
ans Windows Server B Kaspersky Security Center aHanorndHa npoueaype HacTpOMKM 3TMX KOMMOHEHTOB
B KoHconun nporpammbl. IHCTPyKLUMM MO HACTpoOWKe napamMeTpoB 3agad M yHKUuK nporpammbl B KoHconu
Kaspersky Security 10.1.1 gns Windows Server cogepxatcs B COOTBETCTBYHOLWNX pasgenax Pykosodcmea
rnonib3oeamersis Kaspersky Security 10.1.1 dns Windows Server.

» 4Ymobki cozdameb Hosyto 3adady e KoHconu admuHucmpuposaHusi Kaspersky Security Center,
ebirnonHUmMe cnedyrouue delicmeusi:

1. 3anyctuTe macTep co3gaHusa 3agayvm OgHUM M3 CneayloLmnx cnocobos:
e [Ina co3gaHusa nokanbHOW 3adayn:

a. B pepeBe KoHconu aamuHucTpmpoBanusa Kaspersky Security Center pasBepHuTe y3en
YnpaBnsiemble ycTporcTBa 1 BbiGepuTe rpynny, KOTOPOW NPUHAAMEXUT 3alLMLLaeMblii CEPBEP.

b. B naHenu pes3ynbTaToB Ha 3aknagke YCTPOWMCTBA OTKPOWTE KOHTEKCTHOE MEHI0 3aluuLLaemoro
cepsepa u BbibepuTe nyHKT CBONCTBA.

c. B oTkpbiBIEMCS OKHE B pa3gene 3agayum HaxXMuUTe Ha KHomnky [lobaBUTb.
e [Inga cosgaHus rpynnoBoKn 3agayu:

a. B pepeBe KoHconu aamuHuctpupoBaHusa Kaspersky Security Center pasBepHuTe y3en
YnpaBnsiemble YCTPOMCTBA 1 BbIGepuTe rpynny, Ans KOTOPOW Bbl XOTUTE CO34aTh 3agady.

b. B naHenu pesynbTaToB Nnepeniante Ha 3aknagky 3agaum v BbibepuTe nyHkT Co3paTb 3agavy.

e [Ina co3gaHuWa 3agauvm  Ans Npou3BONbHOrO  Habopa  KomnbioTepoB B AepeBe  KoHconwu
agmuHucTpupoBaHnst Kaspersky Security Center B y3ne BbIGOpkM YCTPOMCTB BbiGEPUTE MYHKT
Cozpatb 3apavy.

OTKpOGTCFI OKHO MacTepa co3gaHnA 3agadn.

2. B okHe BbiGop TMNa 3apgaum nop 3aronoskoMm Kaspersky Security 10.1.1 ana Windows Server
BbIOepuTe TUN co3gaBaeMon 3agadun.

3. Ecnu Bl BbiGpanu nobor TMn 3agayu, kpome Tunoe OTKaT o6HOBRNEHUN 6a3 unu AKTMBaLMst MPOrpamMMbl,
oTkpoeTcsa okHo [MapameTpbl. B 3aBucMmocTn OT TMNa co3gaBaemMon 3ajadn  BbINOMHUTE  OAHO
13 cnegylowmnx AencTBuin:

e Ecnu ebi cos0aeme 3adayy nposepku rno mpebosaHuio:
a. B okHe ObnacTb npoBepku copmMmpynTe 06racTb NPOBEPKM.

Mo ymonuaHuio ob6nacTb NPOBepKW BKIOYAET KpUTUdeckue obGnacTu cepeepa. lNpoeepsieMble
obnactu oTobpaxatoTcs B Tabnuue nomeyeHHbIMU 3Haykom B,

Bbl MOXeTe M3MeHsATb 06nacTb MPOBEPKW: BKIOYATb B Hee OTAeNbHble CTaHAapTHble o6nacTu,
AVCKW, Nanku, ceTeBble 00bEKTbI U dhaiinbl U ycTaHaBNMBaTb 0cobble napameTpbl 6Ge3onacHOCTM
Ans kaxaon n3 gobaBneHHbIX obnacTein.

e YTOGbl WCKNIOUYUTL W3 NPOBEPKM BCe 0BNacTM NPOBEPKU, OTKPOMTE KOHTEKCTHOE MEHI0
Ha KaXaoW 13 CTPOK U Bblibepute YaanuTb o6nacThb.

e YT006bl BKNIOYNTL B 06GnacTb NPOBEPKM CTaHAapTHYH obnacTb, AMCK, Manky, ceTeBon oObekT
Unn gaiin, oTKPOMUTE KOHTEKCTHOE MeHIo B Tabnuue O6nacTb NpPoBepKU U BbiIGepUTe MyHKT
[ob6aBnTb 0bnacte. B okHe [loGaBneHue B o6racTb NPoOBepKu BblbepuTe CTaHOApPTHYHO
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obrnactb Bcnucke CtaHpapTHas ob6nacTb, yKaxuTe AMCK KOMMbiOTepa, Manky, CeTeBOW
006bekT nnu cann Ha cepeepe NN Apyrom KOMMbloTeEPE B CETU N HAXMUTE Ha KHomMKy OK.

e YT10bGbl UCKNIOYUTL M3 NPOBEPKU BIOXEHHbIE Nanku wunu dannel, Bbibepute [oGaBNEHHYO
nanky (auck) B okHe O6nacTb NPOBEPKM MacTepa, OTKPOWUTE KOHTEKCTHOE MEHIO U BbibepuTe
nyHkT HacTtpouTb, 3atem B OkHe YpoBeHb 6e30nacHOCTM HaxmuTe KHOMKy HacTtpomka u
B okHe HacTponka npoBepku no TpeboBaHMIO Ha 3aknagke O6wue cHUMUTE naxKu
BnoxeHHble nanku n BnoxeHHble cannbl.

e YT06bl M3MEHUTL NapamMeTpbl 6e30nacHOCTK 061acTn NPOBEPKN, OTKPONTE KOHTEKCTHOE MEHIO
Ha obnacTtu, napameTpbl KOTOPOW Bbl XOTUTE W3MEHUTb, M Bblbepute HacTtpouTtb. B okHe
Hactponka npoBepku no TpebGoBaHUK BblibepuTe OOMH U3 CTAHOAPTHbLIX YPOBHEN
0e30MacHOCTUM WM HaXXMuUTe Ha kHomky HacTpowka, 4To6bl HacTpouTb NapameTpbl
Oe3onacHoCTU Bpy4YHyto. HacTporika napameTpoB 6e30MacHOCTW BbIMOMHAETCA TaK Xe, Kak
B KoHconu Kaspersky Security 10.1.1 ana Windows Server.

e UYTOGbl ucKNUUTL M3 fobaBneHHoW o6nacTM MNpPOBEPKM BIOXEHHbIEe OOBLEKTbl, OTKpPOWTE
KOHTEKCTHOe MeHl BTabnuue OO6RnacTtb npoBepku, Bblibepute nyHKT [ob6aBuTb
MCKITIOYEHMe U yKaxnTe oObeKkTbl, KOTOpble Bbl XOTUTE UCKMIOYUTL: BblOepuTe CcTaHOapTHYHO
obnacTb B cnucke CtaHgapTHas obnacTb, ykaxuTe AUCK KOMMNbIOTEpa, nanky, CeTeBon o0bekT
unu dann Ha 3awuwaeMomM cepeepe WM ApPYrom KOMMblOTepe B CeTU, a 3aTeM HaxmuTe
Ha kHonky OK.

e O6nacty, ABndlownecd NCKIMDYEeHNAMN 13 NPOBEPKMN, 0T06pa)KaPOTCF| B Tabnuue
noMe4yeHHbIMN 3Ha4YKOM O

b. B okHe MNapameTpbl BeINONHUTE criegyoLlme AencTBus.

YctaHoBute naxok MNMpuUMeHATb OOBepeHHyK 30HYy, ecni B 3ajaye Bbl XOTUTE WCKMIYUTb
n3 obnactu npoBepkn OOBLEKTbI, ONMCaHHble B AOBepeHHoW 3oHe Kaspersky Security 10.1.1
ans Windows Server.

Ecnn BbI nnaHupyeTe MCnonb3oBaTb Cco3aaBaeMyro 3adavy B Ka4eCcTBe 3aaadn NpoBepKn BaXHbIX
obnacrten cepBepa, B okHe lMapameTpbl ycTaHoBUTE hraxok BbinonHAaTb 3agavy B POHOBOM
pexume. lNporpamma Kaspersky Security Center 6ygeTt oueHuBaTb COCTOsiHME Ge3onacHoOCTU
cepBepa (cepBepoB) No pe3ynbTaTam BbINOMHEHUSA 3aay CO CTaTycoM 3adaya rposepKu 8aXKHbIX
obnacmedl, a He TONMbKO MO pe3ynbTaTtam BbIMOSIHEHMS CUCTEMHOM 3afavn lMpoBepka BaXHbIX
obnacTe#n. [py co3gaHny nokarnbHOW 3a4a4n NpoBepku No TpeboBaHUio raXKok He4OCTYMNEH.

YUto6bl npucBonTb pabodemy mnpoueccy, B KOTOPOM OyaeT BbINOMHATLCA 3agada, GasoBbin
npuoputeT HU3kum, B okHe MapameTpbl ycTaHOBMTE (hnaxok BbinonHaTb 3agadvy B (pOHOBOM
pexume. [lo ymonyaHuio paboume npouecchl, B KOTOPbIX BbINOMAHAKTCA 3agadn Kaspersky
Security 10.1.1 gna Windows Server, umetoT npuoputetr CpegHui. [MoHwkeHne npuopuTeTa
npouecca yBenuyMBaeT Bpems BbINOMHEHUS 3adayn, HO OHO Takke MOXET MNONOXUTENbHO
MOBNUSATb HA CKOPOCTb BbINOMIHEHMS MPOLIECCOB APYrMX aKTUBHLIX NPOrpamm.

e Ecnu ebl cosdaeme 00Hy u3 3aday Ob6HOB/EeHUs!, YCTAaHOBUTE MapamMeTpbl 3adadn B COOTBETCTBUM
C BawWwnmvu Tpe6OBaHI/I9|MI/IZ

a. Bbibepute NcTouHUK 0OHOBNEHU B OkHE MCTOYHUK OGHOBIEHUN.

b. Haxmute Ha KHOMKY MapameTpbl coeAUHeHus . OTtkpoeTcs OKHO HacTpownka
napamMeTpoB COeAUHEHMUS.

c. B okHe MapameTpbl coeanHEHUs BLINOMHUTE Criedytoline AeiCTBUS:
YkaxuTe pexxum FTP-cepBepa ans coeauHeHUs ¢ 3aluuiaeMbiM CEPBEPOM.
Ecnun TpebyeTcs, MsMeHUTE Bpemst 0OXuaaHusa npy COeAMHEHNN C UCTOYHUKOM OGHOBMEHWSI.

HacTpoite napameTpbl 4OCTYyMNa K NPOKCU-cepBepy Npu COeANHEHMUN C UCTOYHUKOM OBHOBNEHWIA.
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YKaxute MeCcTOoMnonoxeHne 3awuuiaemMoro cepsepa (cepBepoB), 4TOObl ONTUMU3NPOBATHL
nony4yeHne oGHOBEHN.

Ecnu ebi cozdaeme 3adady O6HoeneHue modynel ripoepaMmbi, B okHe HacTpomka napameTpoB
OOHOBNEHUA  MoAayfien  nporpaMMbl  HacTpoOWTE  HyXHble  MapaMeTpbl  OBGHOBMEHUS
NporpamMmmHbIX MOZYNEeN:

a. BblbepuTte NGO KONMPOBaHWE N YCTaHOBKY KPUTUYECKUX OGHOBEHW Moayriei nporpamMmmel, NnGo
TOMbKO NPOBEPKY Ha X Hanuuve, 6e3 yCTaHOBKW.

b. Ecnu Bbl Bbibpanu KonumpoBaTb M ycTaHaBnuBaTb KpUTUYECKUE OOHOBMEHMA Moaynewn
nporpamMmbl, Ansi NPUMEHEHUS YCTAHOBMEHHbIX MPOrpaMMHbIX MoAynen MoxeT noTpeboBaTbcs
nepesarpyska cepepa. YUtobbl Kaspersky Security 10.1.1 gna Windows Server aBTomaTnyecku
3anyckan nepesarpysky cepBepa rnocne 3aBeplueHus 3agaudv, ycTaHoBuTe cnaxok Paspewartb
nepesarpysky onepauuMoHHOW cuctembl. YToObl OTMEHMTb aBTOMATUYECKYID nepesarpysky
nocne 3aBepLUeHNst 3agaum, CHUMUTE dnaxok Paspewatb nepesarpysky
onepauMoHHON CUCTEMBI.

c. Ecnu Bbl xoTuTe nonyyatb MHGOPMaLMIO O BbIXOAE MilaHOBbIX OOHOBNEHWn moaynen Kaspersky
Security 10.1.1 pgns Windows Server, yctaHoBute ¢naxok [MonyyaTtb wuHdopmayumio
O AOCTYMHbIX NSITAHOBbIX OGHOBNEHUAX MOAYJeN NPorpamMmmebl.

"Nabopatopus Kacnepckoro" He nybnukyeT nnaHoBble MakeTbl OOHOBMEHUN Ha cepBepax
0oBHOBNEHNI ANS aBTOMaTU4eCKOro OBGHOBMEHUS; Bbl MOXETe camu 3arpyxaTb WX c Beb-caiTa
"NabopaTtopun Kacnepckoro". YsegomneHve agmuHucTpaTopa O cobbiTuM [JOCTYyNHbl HOBblE
nnaHoBble 06HOBMEHWs1 MoAyeil NporpamMmMbl MOXHO HacTpouTe. OHO GyaeT BkntoYaTe agpec
Haluero Be6-caiTa, Ha KOTOPOM MOXHO 3arpy3uTb 3anaHMpoBaHHbIE OBHOBMEHNS.

Ecnu ebi co30aeme 3adayy KonupoeaHue o06HoeneHul, B OkHe HacTpolka napameTpoB
KOMUPOBaHMUA OOHOBMNEHUM YKaxuTe cocTaB OOHOBMEHW W Nanky JloKanbHOrO WCTOYHMKA
O0GHOBIEHUI, B KOTOPYO OBHOBMEHMS ByayT COXpaHeHbI.

Ecnu ebl cozdaeme 3adady Akmueayusi ripoepamMmbi, B okHe [MapameTpbl akTUBaLUWU MPUMEHUTE
dann knwYa unM Kog akTuBauumn, C NOMOLLbIO KOTOPOro Bbl XOTUTE aKTUBMPOBATb MporpamMmy.
YcTtaHoBute donaxok Ucnonb3oBaTb B Ka4ecTBE AOMNOSIHUTESILHOIO KiKoYa, ecrnn XoTuTe co3faTtb
3afavy Ans NpoasfieHnsa cpoka AeNCTBUSA NULEH3NN.

Ecnu bl co3daeme 3adavyy @opmuposaHue ripasusl KOHmMpons ycmpolcme unu 3adady
®opmuposaHue rpasusi KOHMPOss 3arycka rpogpamM, B OkHe HacTponka ykaxuTe napameTpbl,
Ha OCHOBE KOTOpPbIX DyaeT chOpMUPOBAH CMUCOK paspeLlatoLLmX NpaBus;

a. Ykaxvte npedukc AN HasBaHWW npasun (TONbKO AN 3agayn OpPMUPOBAHUS NPaBui KOHTPOIS
3arycka nporpamm).

b. HacTtpoitiTe napameTpbl 06nacTu nNpUMeHeHWs1 paspellalowyx npaBun (TOMbKO Ans 3adauu
dhopMmMpoBaHMs NpaBuUIl KOHTPONA 3anycka nporpamm). Haxmute Ha kHonky Janee.

c. YkaxuTe OeicTBus, KoTopble 3aaada byaeT BbINOMHATL BO BpeMsi (DOPMUPOBaHNUA paspeLuatoLmx
npaeun (Tonbko AnS 3adayn  (QOPMMPOBaHMS MpaBWUIT  KOHTPONs 3arnycka nporpamMm) MU
Mo 3aBepLLEHMN.

4. HacTtpoiTe napameTpbl pacnucaHus 3agayn (Bbl MOXeTe HacTpauBaTb pacnucaHue 3agady BceX TUMOoB
Kpome 3agaum OTtkat oOHoBneHusa 6a3). B okHe PacnucaHue BbINONMHUTE criegyowme AenCTBus:

a.
b.

YUTo6bl BKMIOYUTL pacnucaHue, ycTaHoBuTe dnaxok 3anyckaTb 3agavy no pacnucaHuio.

YKaxuTe 4acToTy 3anycka 3agadun. BbibepuTe ogHO w3 cnegytolwmx 3HadeHun us cnvcka YacroTta
3anycka: ExxeyacHo, ExxegHeBHO, ExxeHeaenbHo, Mpu 3anycke nporpammbl, Mocne o6HoBNeHus
6a3 nporpammbl (B rpynnoBbix 3agadax O6HoBneHne 6a3 nporpammbl 1 OGHOBMNEHE MOayNen
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nporpamMmbl Bbl Takke MOXeTe YykasaTb 4actoTy 3anycka [locne nony4YeHUs OGHOBREHUW
CepBepoM agMUHUCTPUPOBaHUS).

e ecnu Bbl Bbibpanu ExevacHo, ykaxute KonuyectBO 4acoB B none Pa3 B <konu4yectBo> Y
B rpynne napameTpoB NMapameTpbl 3anycka 3agaum;

e ecnu Bbl Bbibpanu ExecyTouHO, ykaxute KonuyecTtso AHen B norne Pa3 B <konu4ecTtBo> CyT
B rpynne napameTtpos lNapamMeTpbl 3anycka 3agaum;

e ecnu Bbl Bblbpanu ExeHepenbHO, yKaXuTe KONMMYECTBO Hedernb B none Pa3s B <konuvecTtsBo>
HeA. B rpynne napameTpoB [MapameTpbl 3anycka 3agaudun. YKaxuTe, Mo KakuM OHSM Hedenu
OyneT 3anyckaTbcs 3agada (no ymonyaHuio 3agada 6yaeT 3anyckatbcs No noHeaernbHUKam).

c. B none BpeMﬂ 3anycCckKa yKaXute BpeMd nepBoro 3anycka 3agadu; B none HavaTtb ¢ YKaXute aarty
Ha4ana gencTeng pacnncaHusa.

d. Ecnnu Tpe6yeT09|, 3ajanTe octanbHble napamMmeTpbl pacnncaHnda: HaXMnUTe Ha KHOMKY HdononHutenbHO
1 B okHe [lononHUTenbHbIe napamMeTpbl pacnncaHuA BbINMOJIHUTE cneayruine DencTBus:

e YKaxuTe MakCumaribHyl0 nNpoAoJIKUTENbHOCTb BbINOJIHEHNUA 3ajadn: B 6noke I'Iapameprl
OCTaHOBKM 3afaum, B none AnutenbHOCTb BBEANTE KONMYECTBO HYacoB n MUHYT.

e YKaxuTe NPOMEXYTOK BpeMeHM B npepenax CyToK, B T€H4eHUe KOTOpOro BbINOSTHEHWE 3ajayvn
6yp,eT NPUOCTaHOBIEHO!: B G6roke I'Iapameprl OCTaHOBKM 3agayun BBegute HadanbHoe U
KOHEeYHO€e 3Ha4YeHune npomMmexyTKa B nosdax anIOCTaHOBVITb c 1 ao.

e YKaxuTe OaTy, HauMHas C KOTOPOW pacnucaHue nepecTaHeT AeWCTBOBaTb: YCTAHOBUTE (prakok
OTMeHNTBL pacnucaHue ¢ 1 C nomolblo okHa KaneHaapb BbibepuTe gaTy, HaumMHas ¢ KOTOpPOW
pacnucaHue nepectaHeT LENCTBOBATb.

e BknoumTe 3anyck NponyLLeHHbIX 3a4a4y: yCTaHOBUTE (bnaxok 3anyckaTb NponyleHHble 3a4ayum.

e BkniounTe ncnonb3oBaHMe napameTpa pacnpederneHus BpeMeHM 3arnycka: ycTaHoBuTe drayok
PacnpepenaTb Bpemsi 3anycka 3ajay B MHTepBane U YKaxuTe 3Ha4yeHue napameTpa
B MUHyTaXx.

e. Haxmute Ha kHonky OK.

5. Ecnu co3gaBaemas 3ajava sBMsSieTCs 3afadedt  Ans npousBonbHOro Habopa cepBepoB, BbiGepuTe
cepBepbl CETU (TPyNnbl), HA KOTOPbIX OHa GYAET BbINOMHATLCS.

6. B okHe Bbl60p yquHoﬁ 3annucu and 3anycka 3agaydun ykaxumte y4eTHyH 3anncb, C npaBamMu KOTOpOVI Bbl
XOTUTE BbINOJTHATL 3aaauvy.

7. B okHe OnpepeneHue Ha3BaHUs 3ajadu BBeauTe HassBaHue 3agaym (He 6onee 100 cvmBONOB,
He JOIMKHO cofepXaTb CMMBONbl " * < > ? \ | :). PekomeHayeTCa BKMOYUTbL B Ha3BaHMe 3agayn ee Tun
(Hanpumep, "TpoBepka no TpeboBaHMIO Nanok obuiero goctyna").

8. B okHe 3aBeplueHMe co3faHusA 3agauvM ycTaHoBUTe (briakok 3anycTUTb 3adady nocrne 3aBeplueHus
pa6oTbl MacTepa, ecrv Bbl XOTWTe, YTOGbl 3aaaya Gbina 3anyweHa cpasy nocrne cosgaHusa. HaxmuTe
Ha kHonky FoToBo.

Co3sfaHHasn 3agada oToGpasnTca B cnucke 3agaum.
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HacTtponka nokanbHbIX 3aga4 B okHe lNapameTpbl
nporpammbl B Kaspersky Security Center

» UYmobkl Hacmpoums rfioKarnbHble 3ada4qu unu obuwue napamempsl ripoepaMmel Orisi 0OHO20 cepsepa
8 okHe [Mapamempsi rpogpamMmesl, ebirnonHuUme credyroujue delicmaus:

1. B pepeBe KoHconu agmunucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny, KOTOPOW NpUHAANEXMUT 3allmLLaeMbln cepBep.

2. B naHenu pesynbTaToB BhiGEpUTE 3aKkiaaKy YCTPOUCTBa.

3. OrtkpoiiTe okHo CBoMncTBa: <MUmA KoMnbloTepa> oaHWUM U3 criedyoLnX crnocoboB:

e  [OBOWHbLIM LLENMYKOM MbILLM HA MMEHU 3aLUMLLAEMOrO cepBepa;

(] BbI60pOM NYHKTa CBOMCTBA B KOHTEKCTHOM MEHIO AJ11 UMEHU 3aLLMLLaeMoro cepsepa.

OTtkpoeTca okHo CBoncTBa: <UMA koMNblOTEpPA>.

4. Y1oObl HaCTpOUTb NapamMeTpbl nokanbHOW 3agauyn, BbIMNOMHUTE cneagywuine OencTBus:

a. [epengute B pasgen 3agaum.

B cnucke 3agay BbibepuTe nokanbHyo 3agavdy, napameTpbl KOTOPOW Bbl XOTUTE HACTPOUTD.
OTKpoOWTE OKHO CBOMCTB 3a4a4v ABOMHbBIM LLENYKOM MbILUM HA Ha3BaHWM 3a4ayun B CNMCKe 3adau.
Beibepute HazBaHWe 3agayn M HaXMuUTe Ha kHorky CBoOMCTBaA.

BbibepuTte nyHKT CBOMCTBA B KOHTEKCTHOM MEHI0 BblOpaHHON 3agayn.

5. Ytob6bl HaCTpOUTb NapamMeTpbl NporpamMmmbl, BbINOJIHUTE Ccrieayowne OEencTBus:

a. [epengute B pasgen Nporpammel.

B cnucke yctaHoBREHHbIX NporpamMm BbIbepute nporpammy, KOTopyo TpebyeTcst HaCTPOUTb.

OTKpOVITe OKHO napamMeTpoB MporpamMmmbl OBOWHBbIM LLENYKOM MbIM Ha Ha3BaHWUN nporpamMmbl
B CMNCKe YCTaHOBJIEHHbIX NporpamMm.

Boigenute Ha3BaHMe NporpaMMmbl B CMIUCKE  YCTAHOBMEHHbIX  MPOrpaMM U HaXmuTe
Ha kHonky CBoMcTBa.

OTKpOMTE KOHTEKCTHOE MEHI0O Ha Ha3BaHWMM MPOrpaMMbl B CMIUCKE YCTAHOBIEHHbIX MPOrpaMm u
BblGepuTe nyHkT CBOMCTBA.

Ecnn nporpamma pabotaet nopg ynpasneHnem nonutukn Kaspersky Security Center, n B atomn
NONMUTUKE HaroXeH 3anpeT Ha U3MEeHEeHVe NapaMeTpoB NporpamMmbl, 3TM NapamMmeTpbl HEAOCTYMHbI
Ansi u3ameHeHusi B okHe MapameTpbl nporpammei.

Mpouenypa HacTpoVikM napameTpoB YyHKUMOHamMbHbIX KoMnoHeHToB Kaspersky Security 10.1.1
ans Windows Server B Kaspersky Security Center aHanorndHa npoueaype HacTpOWKM 3TUX KOMMOHEHTOB
B KoHconun nporpamMmbl. VIHCTpyKUMKM MO HAcTpomMKe mapamMeTpoB 3agay U yHKuMM nporpammbl B KoHconm
Kaspersky Security 10.1.1 gna Windows Server cofepxaTtcsi B COOTBETCTBYIOLLMX pasgenax Pykosodcmea
nonb3oeamerss Kaspersky Security 10.1.1 dns Windows Server.
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HacTtpowuka rpynnoBbix 3agad B Kaspersky Security Center

Mpouenoypa HacTpoVikM napameTpoB yHKUMOHamNbHbIX KOMMNoHeHToB Kaspersky Security 10.1.1
ana Windows Server B Kaspersky Security Center aHanorndHa npoueaype HacTpOWKM 3TUX KOMMOHEHTOB
B KoHconu nporpammbl. IHCTPYKUUKX NO HACTpOWKe napameTpoB 3ajad U yHKUMA nporpammbl B KoHconu
Kaspersky Security 10.1.1 gns Windows Server cogepxatca B COOTBETCTBYHOLWNX pasgenax Pykosodcmea
rnonib3oeameris Kaspersky Security 10.1.1 dns Windows Server.

» UYmobbl Hacmpoumsb 2pyrnosyto 3adaydy Osisi HECKOIbKUX Cepeepos, 8bInosIHuUme
cnedyrouwjue delicmeus.

1. B pepeBe KoHconu agmunucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMmble
ycTpomncTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHWS, A4S KOTOpoW TpebyeTcs HacTpouTb 3adaun.
2. B naHenu pe3ynbTaTtoB BbIGpaHHOM rpynmnbl agAMUHUCTPUPOBAHMS OTKPOWTE 3aknagky 3agaum.

3. B cnucke paHee cosgaHHbIX rpynnoBbIX 3agay BbibepuTe 3agady, napaMeTpbl KOTOPON XOTUTE HaCTPOUTb.
OTkponiTe okHo CBoncTBa: <HazBaHue 3aga4n> O0gHMM U3 CrieayloLmMX CnocoboB:

. Bbl6€pMTe Ha3BaHWe 3a4ayun B CMCKe CO3[4aHHbIX 3a4a4 ABONHBIM LLENMYKOM MbILLWN.
. Bbligenute HasBaHMe 3agaydn B CNUCKE CO34aHHbIX 3aday v nepele,MTe NnoO CCblJike HaCTpOVITb 3agavy.

e OTKpoOWTE KOHTEKCTHOE MEHI Ha HasBaHWM 3afayn B CMIMCKE CO3[aHHbIX 3adad U Bblbepute
nyHKT CBOMCTBA.

4. B pasgene YBegomneHusi HaCTponTe napameTpbl yBeOOMIIEHNI O COBbITUAX 3adaun.

MogpobHas uWHpoOpMauus o HacTpoWke napaMeTpoB B 3TOM pasgene cogepxutca B Cripaske
Kaspersky Security Center.

5. B 3aBUCMMOCTU OT TUNa HacTpanBaemol 3a4auv BbINONHUTE O4HO U3 creayoLmMX OeNCTBUIA:
e Ecnu Bbl HacTpavBaeTe 3a4ady NpoBepku no TpeboBaHuio:
a. B pasgene O6nacTb NpoBepKu HacTpoiiTe 06nacTb NPOBEPKU.

b. B pasgene MapameTpbl HACTPONTE UHTErPaLMIO C APYIMMU KOMIOHEHTaMK NMPOorpaMMbl U YPOBEHb
npuopuTeTa 3agaudu.

. Ecnu Bbl HacTpauBaeTe oaHy M3 3agad obHoBNEHUS, yCTaHOBUTE NapaMeTpbl 3aga4vyn B COOTBETCTBUU
C Bawnmmm Tpe6OBaHMF|MI/IZ

a. B paspene MapameTpbl HacTpoiiTe napameTpbl WCTOYHMKA OOHOBMEHWI W OMNTUMU3ALMIO
MCMoMb30BaHUs OUCKOBOW MOACUCTEMBI.

b. Mo KHOMKe MapameTpsbl coeAnHeHUsA HacTpownTte napamMeTpbl coefuHeHuns
C VCTOYHUKOM OGHOBIEHUN.

e Yrobbl HacTpoutb 3agadyy OGHoBReHWe mopynel nporpammebl, B pasgene HacTpoiika napameTpoB
OOHOBNEHUs Moayrnen nporpaMmbl BbiGepuTe [AeilcTBUe, KOoTopoe TpebyeTcss BbIMNOMHUTL!
KonuMpoBaTb W YyCTaHaBNMBaTb KPUTUYECKME OOHOBMNEHWS NPOrpaMMHbIX MOAYNen WUNU  TOMbKO
NpoBepsaTb UX Hanu4ue.

e UYr0o6bl HacTpouTb 3agady KonmpoBaHue o6HOBReHwn, B pasgene HacTtponka napameTtpoB
KOMMPOBAaHUA OOHOBMNEHWN YKaXxuTe cocTaB OOHOBNEHMM W nanKy JIOKanbHOro WCTOYHMKA
0o0OHOBNEHMN, B KOTOPY ByayT coxpaHeHbl OGHOBMNEHNS.
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e UYrobObl HacTpouTb 3agjayvy AKTUBaUMs nporpammbl, B Grioke MapamMeTpbl akTMBaUuW MpYMeHUTE
hann knYa UM KoL akTMBauMM, C MOMOLLbI KOTOPbIX Bbl XOTUTE aKTMBMPOBATb MPOrpaMmy.
YctaHoBuTe hrnaxok Mcnonb3oBaTb B kKauecTBe AOMONMHUTENLHOrO KoAa akTUBaLMM UIu KIoua,
ecnv XoTute A06aBMTb KOA aKTUBaLMM UMK KoY AN NPOANeHus cpoka AeACTBUS NULEH3NN.

e Ecnu Bbl HacTpauBaeTe OAHY W3 3a4ay aBTOMaTMYeCcKOro (OPMUPOBAHUSI paspeluarolux npasBus
KOHTponsi cepBepa, B Onoke HacTpoika ykaxuTe napameTpbl, Ha OCHOBE KOTOpbIX OyaeT
chopMMpOBaH CMUCOK paspeLuaroLLmx npasmn.

6. B pasgene PacnucaHue HacTpouTe napameTpbl pacnucaHus 3agadm (Bbl MOXETe HacTpamBaTb
pacnucaHue 3agay Bcex TMnoB kpome 3agayqm OtkaT obHoBNeHMs 6a3).

7. B paspgene YuyeTHasi 3anuCb YKaXXUTE YYETHYIO 3anucb, C NpaBamMn KOTOPOW Bbl XOTUTE BbIMOMHATH
3agadvy. MogpobHast nHdopmauma O HacTpomke NapaMeTpoB B 3TOM pasgene cogepxutca B Cripaske
Kaspersky Security Center.

8. Ecnu TpebyeTcs, B pasgene WUckniouveHus u3 obnactu OeNCTBUS 3afaym ykaxkuTe oBbekTbl, KOTOpble
XOTUTE WCKNOYUTL U3 obnactn gencteus 3agayn. MogpobHas MHdopMauusi o HacTpoilke napameTpoB
B 9TOM pasgene cogepxutcs B Cripaske Kaspersky Security Center.

9. B okHe CBoitcTBa: <HasBaHue 3agaun> HaxxmuTe Ha KHonky OK.

HacTtpoeHHble napameTpbl rpynnoBbIX 3a4ay 6yayT coxpaHeHsl.
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MapameTpbl rpynnoBbIX 3agay, 4OCTYNHbIE AS1S1 HACTPOWMKK, ONMCaHbl B Tabnmue HXe.

Tabnuya 27. lMapamempsl epynnossix 3aday Kaspersky Security 10.1.1 dr9 Windows Server

Tunbl 3apay Pasgen B okHe CBoM- MapameTpbl 3agauu
Kaspersky Security cTBa: <HasBaHue 3a-
10.1.1 pna Windows | pauwun>
Server
ABTOMaTM4eckoe Hactpoika Mpun HacTpoike NnapameTpoB 3agaqn PopmunpoBaHme
dopmupoBaHme npa- npaBunI KOHTPOMS 3anycka NporpaMm Bbl MOXeTE:
BUn (CM. pasgen e M3MEHWUTb 06nacTb 3awuThl, 406aBNAs UMK yaansas
3apaun popmmposa- NyTW K Mankam 1 ykasbiBasi TUMbl gaiinos, 3anyck
H1A ﬂQaBVlﬂ KOHTpOIs KOTOPbIX paspeLUeH aBToMaTuyeckm chopMmpo-
YCTPOWCTB 1 KOHTPONA BaHHbLIMU NpaBunamu;
3anycka nporpamm"
e YYyuUTbIBATb UMM HE YYUTbLIBATL 3anyLLEeHHbIEe Npo-
Ha cTp. 120)
rpaMmmei.
MapameTpbl Bbl MOXeTe ykasaTb crnefyowme gencTams
npy bopMMpOBaHMM paspeLlaroL X NPaBui KOHTPONS
3anycka nporpamm:
e WUcnonb3oBaTb uudpoBon ceptTudukar.
e Wcnonb3oBaTb 3arosioBOK U oTne4yaTok uudpo-
Boro ceptudumkara.
o Ecnun ceptuchmkart otcytcTBYyeT, UCNONbL30BaTh.
e WcnonbsoBaTtb xew SHA256.
o (dopmupoBaTb NpaBuiia gns nNonb3oBaTesna unu
rpynnbl nofib3oBaTenewn
Bbl MOXXeTe HacTpouTb NapameTpsbl
ANA KOHUrypaunoHHbIX anroB co CrMCKoM cdop-
MMPOBaHHbIX Pa3peLLaroLLMX NPaBmnI KOHTPOMs
YCTPOWCTB M KOHTPOJsI 3anycka nporpamm, KoTopble
Kaspersky Security 10.1.1 gnsa Windows Server co-
3[aeT no 3aBepLueHnn 3aaau.
PacnucaHue Bbl MOXeTe HacTpavBaTb NapameTpbl 3anycka 3agayvv
Mo pacnucaHuio.
AKTUBaUUS Nporpammbl MapameTpbl akTMBaLUMK Bbl MOXxxeTe 406aBUTb KO akTUBALMK UMK KITHOM
(cm. pasgen "3agava ONs akTMBaUMW Nporpammbl UK Ans npoanieHns
AKTMBaumna nporpam- CpoOKa AeNCTBUS NULIEH3UN.
Mbl" Ha CcTp. 123).
PacnucaHue Bbl MOXeTe HacTpamBaTb NapameTpbl 3anycka 3agayu
no pacnucaHmio.
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Tunbl 3apay
Kaspersky Security
10.1.1 pna Windows
Server

Paspen B okHe CBoW-
cTBa: <HasBaHwue 3a-
paun>

MapameTpbl 3apgauu

KonvpoBaHue o6HOB-
neHun (cm. pasgen
"3agayn obHoBneHus"
Ha cTp. 123).

UcToYHMK oGHOBRNEeHnn

Bbl MOXeTe yka3aTb cepBep agMUHUCTPUPOBaHUSA
Kaspersky Security Center unu Cepsepbl 06HOBIe-
Hun "JTabopaTopum Kacnepckoro" B kKauecTBe UCTOY-
HVMKa OOHOBMEHUI NporpaMmebl. Takke Bbl MOXETE
chopMMpoBaTh NONb30BATENBCKUIMA CIMCOK UCTOYHU-
KoB 06HoBNeHus: gobasute gpyrne HTTP-,
FTP-cepBepbl unu ceteBble pecypchl BPYYHYH U yKa-
3aTb WX B KAYECTBE MCTOYHNKA OGHOBNEHUN.

Bbl MOXeTe HacTpoUTb UCMOSb30BaHNE CEPBEPOB
obHosneHwun "labopatopun Kacnepckoro", ecnu yka-
3aHHble BPY4HYIO CepBepbl HEOOCTYMHbI.

OkHo HacTtpomka napa-
MeTpPOB CoeauHEeHUs

B 6noke MNapameTpbl coOeANHEHUA C UCTOUYHUKAMM
OOHOBIIEHUMN Bbl MOXETE HAaCTPOUTbL NapameTpbl 1UC-
Nonb30BaHWs NPOKCU-CepBepa AN COeAMHEHWS

¢ cepsepamu obHoBneHun "lMabopatopum Kacnep-
CKOro" n gpyrumm cepepamu.

HacTtpowka napameTpoB
KONMUpOBaHWUA OGHOB-
neHun

Bbl MOXeTe YKa3aTb COCTaB 0oBGHOBNEHMI
Ona KonmpoBaHUA.

B none MNManka ansa nokanbHOro xpaHeHUs cKonu-
poBaHHbIX OGHOBIIEHUN YKaXxuTe NyTb K Narnke,

B koTopow Kaspersky Security 10.1.1 ansa Windows
Server 6ygeTt coxpaHaTb CKONUMpOBaHHbIE 06HOBMe-
HUS..

PacnucaHue Bbl MOXeTe HacTpanBaTb NapameTpbl 3anycka 3agayu
Mo pacnucaHuto.
O6HoBneHue 6a3 npo- HacTtpownka B 6roke UcTouyHMK OGHOBNEHUI Bbl MOXETE yKa3aTb

rpammbl (CMm. pasgen
"3apauun obHoBNEHMA"
Ha cTp. 123)

CepBep agmuHucTpupoBaHus Kaspersky Security
Center unu cepsepbl 06HOBReHWI "JlabopaTtopun
Kacnepckoro" B ka4ecTBe UCTOYHMKA OOHOBIEHUN
nporpamMmmebl. Takxe Bbl MOXeTe chopMUpoBaThb
Nonb30BaTENbCKUIN CMNCOK MCTOYHNKOB OBHOBIEHNS:
Aobasutb apyrne HTTP-, FTP-cepsepbl unun cetesble
pecypcbl BPY4HYIO 1 yKasaTb UX B KAYECTBE UCTOYHU-

Ka oOHOBIIEHUN.

Bbl MOXeTe HAaCTPOUTbL UCMONb30BaHNE CEPBEPOB
obHoBneHwun "Ilabopatopun Kacnepckoro", ecnu yka-
3aHHblEe BPYYHYIO CepBepbl HEAOCTYIMHbI.

B 6noke OnTMMu3aUusa ncnonb3oBaHUA AUCKOBOW noa-
CUCTEMbI Bbl MOXXETE HAaCTPOUTL NapameTpbl PyHKLNN,
CHWXaloLWen Harpy3Ky Ha OUCKOBYHO MOACUCTEMY:

e CHM3UTb Harpy3Ky Ha AUCKOBYHO CUCTEMY

e O6Lem onepaTMBHOW NaMATU, UCMONb3yeMbIn
ans ontumusauum (MB).
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Tunbl 3apay
Kaspersky Security
10.1.1 pna Windows
Server

Paspen B okHe CBoW-
cTBa: <HasBaHwue 3a-
paun>

MapameTpbl 3apgauu

OkHo HacTtpomuka napa-
MeTpOB CoeAVHEHUsI

B 6noke MNMapameTpbl coeaNMHEHUA C UCTOUYHUKAMM
OOHOBIIEHUM Bbl MOXETE HAaCTPOUTbL NapameTpbl 1C-
Nonb30BaHWs NPOKCU-CepBepa AN COeAMHEHMS

C cepBepamu o6HoBneHun "NabopaTtopum Kacnep-
CKOro" n Apyrumu cepsepamm.

PacnucaHwne

Bbl moxeTe HacCTpaunBaTb NapamMeTpbl 3anycka 3agadu
no pacnmncaHuio.

O6HoBneHNe Moaynemn
nporpaMmsl

(cm. pasgen "3agaun
0OHOBNEHNs" Ha CTp.
123)

McToYHMK OOHOBRNEeHnn

Bbl MOXeTe yka3aTb cepBep agMUHUCTPUPOBaHUSA
Kaspersky Security Center nnn Cepsepbl 06HOBE-
Hun "JTabopaTopum Kacnepckoro" B kayecTse UCTOY-
HVMKa OOHOBMEHUI NporpaMmbl. Takke Bbl MOXETE
chopMMpOBaThL NOSb30BATENBCKUIN CMMCOK NCTOYHM-
KoB 06HOBNeHWs: gobasute gpyrme HTTP-,
FTP-cepBepbl unu ceTesble pecypchbl BPYYHYIO U yKa-
3aTb UX B KA4YE€CTBE MCTOYHUKA OOHOBIEHWIA.

Bbl MOXXeTe HaCTpPOWTb MCMONb30BaHNE CEPBEPOB
obHoBneHun "lNMabopaTopun Kacnepckoro”, ecnu yka-
3aHHbIE BPYYHYIO CepBepbl HEOOCTYMHbI.

OxkHo HacTpoWika napa-
MeTpOB coeAVHEeHUs

B 6noke NMapameTpbl coeAMHEHUA C UCTOYHUKaMM
OOHOBIEHUMN Bbl MOXETE HAaCTPOUTbL NapameTpbl 1UC-
Nonb30BaHWsA NPOKCU-CcepBepa ANsi COeAMHEHUS

C cepBepamu o6HoBneHun "NabopaTtopum Kacnep-
CKOro" v Apyrumu cepsepamm.

Hactpowka napameTpoB
obHoBNEeHus moaynen
nporpaMmmbi

Bbl MOXeTe ykasaTb AecTBus, KoTopble Kaspersky
Security 10.1.1 ans Windows Server 6ygeT coBep-
WaTb NPY HANMMYUN KPUTUYECKMX OOHOBNEHNIA Moay-
new nporpammbl, NPyY HanNM4uMn nHcpopmaunm

O OOCTYMHbIX NfIaHOBbLIX OOHOBMNEHMAX, a TaKkke
HaCTPOUTb OENCTBUSA MPOrpaMMbl NO 3aBEPLUEHUN
YCTaAHOBKWN KPUTUYECKMX OBHOBNEHUN.

PacnucaHue

Bbl MOXeTe HacTpauBaTb NapamMeTpbl 3anyCka 3aga4vun
no pacnmncaHuto.

lMpoBepka

no TpebosaHuio

(cm. pasgen "CosgaHue
3aja4yun NpoBEpPKU

no TpeboBaHuo"

Ha cTp. 126).

OGnacTb NpoBepKU

Bbl MOxxeTe cdhopmmnpoBaTb 06acTb NPOBEPKM
AN 3agadvun nposepku no TpebosaHuo, a Takke ne-
PEeNTH K HacTpowike ypoBHA 6€30MacHOCTY.

OxkHo HacTpowka npo-
BepKu No TpeboBaHUIO

Bbl MOXeTe BblGpaTb OAMH M3 CTaHOAPTHLIX YPOBHEN
6e30nacHOCTU UK HACTPOUTL NapameTpbl Nosb30-
BaTENbCKOro YPOBHsI 6&30MacHOCTU BPYYHYIO.
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Tunbl 3apav Paspen B okHe CBoW- MapameTpbl 3agaumn
Kaspersky Security cTtBa: <HasBaHue 3a-
10.1.1 pna Windows | pauwun>

Server

MapameTpsbl B 6rioke 3BpUCTMYECKUI aHaNM3aTop Bbl MOXETE
BKIMOUYUTb MKW BbIKMOYUTE NPUMEHEHNE 3BPUCTUYE-
CKOro aHanusaTopa B 3afadve NpoBeEpKU

no TpeboBaHMIO N HACTPOUTL YPOBEHb aHanm3a

C MOMOLLbIO MON3YHKa.

B 6noke UHTerpauus ¢ ApyruMu KOMNOHEHTaMU Bbl
MOXeTe HacTpouTb criegyroLume napaMmeTpsbi:

e npuMeHeHuve [JoBepeHHON 30HbI B 3agayax nposep-
kv no TpebosaHuio;

e npumeHeHue cnyx6 KSN B 3agayax npoBepku
no TpeboBaHuto;

e yKasaTb NpUMOPUTET 3a4aun NPOBEPKM
no TpeboBaHu1IO: BbINOMHATL 3a4ady B (POHOBOM
pexume (HU3KUI NPUOPUTET) UM CYMTaTb BbIMON-
HeHne 3agadv NPOBEPKON BaXKHbIX obnacTen.

PacnucaHue Bbl MOXeTe HacTpaneaTb napameTphbl 3anycka sagaum
Mo pacnucaHuio.

Mposepka LenoctHoctn | PacnucaHue Bbl MOXeTe HacTpanBaTb nNapameTphbl 3anycka 3agauu
Mozyneln nporpammei no pacnucaHuio.
(Ha cTp. 125).

Onsa 3agaun Tuna OTkaT ob6HOBMNeHMs 6a3 nNporpaMmbl Bbl MOXETe HacTPOUTb TONbKO CTaHAApPTHble napameTpbl
3apauun, perynupyemble Kaspersky Security Center, B pazgenax YBegomneHus n WUcknro4veHus u3 obnactm
pencrteus 3agavm. MNMogpobHas nHdopmMaums o0 HacTporke NapameTpoB B 3TUX pasaenax cogepxutcsa B Cripaske
Kaspersky Security Center.

3apaum chopMmmpoBaHUA NMpPaBuUIl KOHTPONSA YCTPOUCTB U KOHTPOSA
3anyckKa nporpamMmm

» 4Ymobbl Hacmpoums 3adavy @opmuposaHue rpasusl KOHMPOsIs ycmpolcme unu 3adady
®opmuposaHue npasusi KOHMPOJIS 3arycka npozpamm, ebinosiHume credyrujue delicmeus:

1. B pepeBe KoHconu agmunmucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
yCTpOMCTBa 1 BbibepuTe rpynny agMUHUCTPUPOBAHKS, A1 KOTOPOW TpebyeTca HacTpoUTb 3adauu.
2. B naHenu pe3ynbTaToB BbIOpaHHOM rpynnbl aAMUHUCTPUPOBAHMSA OTKPOWTE 3aknaaky 3agaum.

3. B cnucke paHee cosgaHHbIX rpynnoBbIX 3aga4y BbibepuTe 3agady, napaMeTpbl KOTOPOM XOTUTE HAaCTPOUTb.
OTkponTte okHo CBoncTBa: <HasBaHue 3agauun> ogHUM U3 crieayoLwmx cnocobos:

e BbiGepute HaszBaHWe 3a4aun B CNIUCKe CO34aHHbIX 3a4ay ABONHbLIM LLEMYKOM MbILUW.
e BbligenuTe HasBaHWe 3agayn B CNMCKe CO3AaHHbIX 3adad 1 nepenanTe no ceeinke Hactpontb 3agauvy.

e OTKpoWTE KOHTEKCTHOE MEHI0 Ha Ha3BaHuMM 3adayv B CMWCKe CO34aHHbIX 3agady u Bbibepute
nyHkT CBOMCTBA.
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4, B pasgene YBefoMIeHUs1 HAcTpoiTe napameTpbl YBEAOMIIEHUA O COOLITUAX 3adaun.

MoppobHasa nHdopmaLuma o HacTporke napameTpoB B 3TOM pasgene cogepxutca B Cripaske Kaspersky
Security Center.

6. B pasgene Hactpoiika Bbl MOXETE HACTPOUTL CriedyroLLne napameTpbl:

. M3MeHNTb 0b6nacTb 3awWmnThl, 4o6aBnas unm yoanaa nyTn K nankam U ykasbiBasa TUMbI d)aﬁnoa, 3anyck
KOTOpPbIX pa3peleH aBToMaTUu4eCckn C(bOpMVIpOBaHHbIMI/I npasunnamu;

. y4nTbIiBaTh UK HE Y4YUTbIBATb 3anyLleHHble NporpamMmmeobl.

7. B paspene MapameTpbl Bbl MOXeTe yKkasaTb OENCTBUS Npu hOPMUPOBaAHUM pa3peLuarolmMx npasun
KOHTpOMs 3arnycka nporpamm:

e Wcnonb3oBaTb uucpoBon cepTucunKar.

Ecnu BbibpaH 3TOT BapuaHT, TO B napameTpax (OpMMpyeMbIX paspeLuaromx npasBui
KOHTpOMs 3anycka nporpaMMm B KayecTBe KpuTepus cpabaTtbiBaHus npasuna
ykasblBaeTca Hanuudve uudppoBoro ceptucdmkata. B ganbHenwem nporpamma 6yget
paspewaTb 3anyck nporpaMM C NOMOLbO (QAWNoB, Y KOTOPbIX €CTb LMdPOBON
cepTudmkaT. TOT BapnaHT peKoMeHayeTCs, ecnv Bbl XOTUTE paspeLuaTtb 3anyck fobbix
nporpamm, JOBEPEHHbIX B ONEpPaLnoOHHON CUCTEME.

e Wcnonb3oBaTb 3arofl0BOK M oTNe4YaToK undposoro ceptudmkara.

®raxkoK BKMYAET UNu BbIKIIOYaeT NCNOMb30BaHMe 3arosnioBka 1 oTneyaTka undposoro
cepTudukata avina B KayvecTBe KpuTepuss cpabaTbiBaHus paspeluaromx npasun
KOHTpONs 3anycka nporpamm. BknioyeHne atoro cnaxka nossonsdeT 3agatb bHonee
CTporue ycnosusi NpoBepky LndpoBoro ceptudukaTa.

Ecnn dnaxok ycTaHOBNEH, TO B KayecTBe Kputepusi cpabaTtbiBaHWsi paspeLuaroLmnx
npaBun KOHTPOMsS 3anycka MporpaMMm YCTaHaBMMBAKTCA 3HAYEHUA 3arorioBka U
oTneyaTka UMdpoBoro ceptudukata gannos, A8 KOTOPbIX (OpMUPYOTCA npasBuna.
B panbHeriwem nporpamma GydeT paspeluaTtb 3anyck nporpamm, KOTopble 3anyckakTcs
cnoMoLWbio  annoB  C ykasaHHbIMM B MpaBuie  3arofloBKOM UM OTMeYaTkoM
LumdpoBoro ceptudukara.

Wcnonb3oBaHve aTtoro naxka Haubonee cTporo orpaHuWuMBaeT cpabaTbiBaHue
paspellalowmx npaBun  3anycka nporpaMM Mo uudpoBoMy cepTucdmkaTy, Tak Kak
oTneYaTok SBMSETCH YHMKaNbHbIM UAEHTUUKATOPOM UMGpPOBOro cepTudukata u
He MoXeT ObITb NogaenaH.

Ecnn donaxok CHAT, TO B KayecTBe KpuTepusi cpabaTblBaHWs paspeluarolux npasun
KOHTpPONsi 3anycka nporpaMMm ycTaHaBnMBaeTcs Hanuune nboro  umdpoBoro
cepTudmKaTa, JOBEPEHHOIO B ONEPALIMOHHON cUCTEME.

draxok JOCTyneH, ecnu BelbpaH BapmaHT Ucnonb3oBaTh uudgpoBon cepTudukar.
Mo ymon4aHuio hnaxok yCTaHOBIIEH.
e Ecnu ceptudukar orcyrcTByeTt, UICNosnb30BaTh.

PackpbiBatowmncs  CcnNucok, Mno3sonsawwmui  BblbpaTb  kputepun  cpabaTbiBaHWS
paspeLualroLLmMX NpaBuIl KOHTPONS 3arycka nporpamm Ans criyyas, ecnv daurn, Ha ocHose
KOTOpPOro hopMmpyeTcs NpaBuIo, He MMeeT LMdPOBOro cepTudukara.

e Xew SHA256. B kavectBe kpuTepusi paspelualrollero npasBura KOHTPOMS 3amnycka nporpaMm
yCTaHaBnMBaeTCa 3HayYeHWe KOHTPOSibHOW CyMMbl (hawnra, Ha OCHOBe KOTOoporo dopmMupyeTcst
npasuno. B gancHeliwem nporpamma OygeT paspellatb 3anyck nporpaMmm, 3anyckaemMblxX
dannamm ¢ ykazaHHOW KOHTPONBHOW CYMMOW.
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e MyTtb Kk chbanny. B kayecTBe KpuUTEpWUS paspeLlalolero npasuiia KOHTPOMS 3amnycka nporpamm
ycTaHaBnMBaeTca NyTb K (aily, Ha OCHOBE koToporo dopmupyeTcs npaswuno. B ganbHeriwem
nporpamma 6yaeT paspeluaTtb 3anyck nporpamm TemMu dpainamm, KOTopble HaxodaTca B nankax,
yKasaHHbIX B Tabnuue Cosgaeath paspeluatolme npasuna ans nporpamm M3 nanok.

¢ Wcnonbs3oBatb xew SHA256.

Ecnun BbIGpaH 3TOT BapuaHT, TO B napameTpax GopMUpyeMbIX paspeluaroLlmx npaBun
KOHTpPOMNS 3anycka nporpaMm B KadecTBe KpuTepusi cpabaTtbiBaHusi npasuna
YKa3blBaeTCsl 3HAaYEHNe KOHTPONbHOW cymMMbl doaina, Ha OCHOBE KOTOPOro dhopmupyeTcs
npaeuno. B ganbHenwem nporpamma 6yaeT paspeluaTth 3anyck NporpaMm, 3anyckaembix
dannamm ¢ ykazaHHbIM 3Ha4YE€HNEM KOHTPOSTbHOW CYMMBbI.

OTOT BapvaHT pekoMeHA4oBaH And crnyyaes, koraa hopMMpoBaHue npasun obsasaTenbHO
Ans obecrneyeHnss COOTBETCTBMS MaKCMMaribHOMY YpPOBHIO 6e30MacHOCTM: B KavecTse
YHUKanNbHOrO uaeHTudmkaTopa anna MOoXeT MCMnonb3oBaTbCsA KOHTPONbHAA Cymma
SHA256. Wcnonb3oBaHWe MOMYYEHHOr0 3HaAYeHUs Xelwa B KayecTBe KpUTepus
cpabaTbiBaHUs NpaBuna cyxaet ob6nacTb NPMMEHeHNs nNpasuna Ao ogHoro danna.

[daHHbIn BapuaHT BbIGpaH No yMONYaHuto.
e Co3paBaTb NpaBuna AnA nonb3oBaTens Uy rpynnbl nonb3oBaTenen.

Mone, BkoTOpOM oOTOOpaxarTca nonb3oBaTenb W / WAM rpynna nofb3oBaTenen.
Mporpamma BygeT KOHTPONMpPOBaTb 3amyckv MPOrpaMM ykasaHHbIM nonb3oBaTtenem u /
WK rpynnow.

Mo ymon4yaHuio BbibpaHa rpynna Bee.

Bbl MOXeTe HacTpouTb napaMeTpbl AN KOHUrypaunoHHbIX ¢ainoB co CNMCKOM COpMUPOBAHHbBIX
paspeLuaroLLmMX npaBun KOHTPOMs YCTPOWUCTB M KOHTPOIS 3anycka nporpamm, kotopbele Kaspersky Security
10.1.1 gna Windows Server co3gaeT no 3aBepLUeHMM 3a4au.

B paspene PacnucaHue HacTpouTe napameTpbl pacnucaHusa 3agadn (Bbl MOXETe HacTpauBaTb
pacnucaHue 3agay Bcex TMnoB kpome 3agadm OTkaT o6HoBNeHus 6a3).

B pasgene YuyeTHasi 3anucCb YkaxkuTe Yy4eTHYH 3anucb, C MpaBaMu KOTOPON Bbl XOTWUTE BbIMOSHATH
3agauy.

Ecnn Tpe6yeTc;|, B pasgene UckniovyeHnsa m3 obnactn gencTeus 3agayu yKaxute 00BbEKTHI, KOTOpble
XOTUTE UCKMOUNTb M3 06nacTy AeCTBMS 3adaqn.

MogpobHas uWHoOpmMauus o HacTpoWke napaMeTpoB B 3TOM pasgene cogepxutca B Cripaske
Kaspersky Security Center.

B okHe CBomncTBa: <HasBaHue 3agaumn> Haxmute Ha kHonky OK.

HacTpoeHHble napameTpbl rpynnoBbIX 3a4ad 6yayT coxpaHeHsl.

CosdaHue u Hacmpolika 3aday 8 Kaspersky Security Center

122




KASPER{KY3

3apgaya AKTMBaUMA NporpamMmbil

» 4Ymobkl Hacmpoume 3adaqyy AKmueauusi npoepamMmbl, 8birosiHume credyroujue delicmeus:

1.

10.

B nepese KoHconu agmuHuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
yCTpOMCTBa 1 BbibepuTe rpynny agMUHUCTPUPOBAaHWS, A51s KOTOpOW TpebyeTcs HacTpouTb 3adauu.

B naHenu pesynbTaToB BbIGPaHHONM rpynmnbl agMUHUCTPUPOBAHUSA OTKPOMTE 3aKknadky 3agavu.

B cnucke paHee co3aaHHbIX rpynmnoBbIX 3agay Beibepute 3agady, napaMeTpbl KOTOPON XOTUTE HAaCTPOUTb.
OTkpoliTe okHo CBoncTBa: <HazBaHue 3agaun> ogHUM 13 criedyloLLMX Croco6oB:

e Bhibepute HasBaHWe 3aa4n B CNNCKE CO3AaHHbIX 3a4a4 ABOMHbIM LLENYKOM MbILLIK.
e Bbigenute Ha3BaHWe 3agayn B CMCKe CO3AaHHbIX 3adad v nepengnTe no ceeinke Hactpontb 3agauvy.

e OTKpoWTE KOHTEKCTHOE MEHI0 Ha Has3BaHuMM 3adayv B CMWUCKE CO34aHHbIX 3agady u Bbibepute
nyHkT CBOMCTBA.

B pasgene YBegoMneHust HacTpoiiTe NapaMeTpbl yBeAOMIIEHUI O CODLITUSIX 3a4auu.

MoapobHas uHpopMaLma 0 HacTpolKe napamMeTpoB B 3TOM pasfene copepxutcs B Cripaske Kaspersky
Security Center.

B pasgene MapameTpbl akTMBauuMu nporpaMmmbl NpuMeHUTe dann Krnwya, C NOMOLLLI0 KOTOPOro Bbl
XOTUTE aKTMBMpOBaTb NporpammMy. YcrtaHoBuTe naxok Ucnonb3oBaTtb B Ka4ecTBe AONOSTHUTENLHOIO
KNnroYa, ecnv xotTute fobasBuTb KNy A8 NPOASIEHNS CpoKa AeNCTBUSA NNLEH3NUN.

B paspene PacnucaHue HacTponTe napameTpbl pacnucaHusa 3agaydn (Bbl MOXETe HacTpauBaTb
pacnucaHue 3agay Bcex TMnoB kpome 3agaym OtkaT obHoBNeHus 6a3).

B pasgene YuyeTHasi 3anucCb YkaxuTe Yy4eTHYH 3anucb, C MpaBaMu KOTOPON Bbl XOTWUTE BbIMOSHATb
3agauy.

Ecnn Tpebyetcs, B pasgene UcknrouveHua v3 obractv OeWCTBUS 3afaun yKkaxkute OObeKTbl, KOTopble
XOTUTE UCKMIOYUTL U3 0bnacTu AencTBus 3agadun.

MogpobHas uWHopmMauuss o HacTpoWke napaMeTpoB B 3TOM pasgene cogepxutca B Cripaske
Kaspersky Security Center.

B okHe CBoncTBa: <Ha3BaHue 3apaun> HaxmuTe Ha KHonky OK.

HacTpoeHHble napameTpbl rpynnoBbIX 3a4ay 6yayT coxpaHeHsl.

3apayuu obHoBReHusA

YT106bI HacTpouTb 3agady KonvpoBaHue obHoBneHun, O6HoBneHne 6a3 nporpammbl unn OGHOBNEHWE Moaynen
nporpamMmel, BbIMOMHUTE Cneaylowmne OencTBuS:

1.

B nepese KoHconu agmuHuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
yCTpOMCTBa 1 BbibepuTe rpynny agMUHUCTPUPOBAHUS, A1 KOTOPOW TpebyeTca HacTpoUTb 3adauu.

B naHenu pe3ynbTaToB BblOpaHHOM rpynnbl aAMUHUCTPUPOBAHNS OTKPONTE 3aknaaky 3agaum.

B cnucke paHee co3gaHHbIX rpynnoBbIX 3agay BbibepuTe 3a4ady, napaMeTpbl KOTOPOW XOTUTE HAacTPOUT.
OTkponTte okHo CBoncTBa: <HasBaHue 3agauun> ogHUM U3 criegyoLwmx cnocobos:

(] Bbl68pl/ITe Ha3BaHWe 3a4ayun B CMCKe CO34aHHbIX 3a4a4 ABONHBIM LLEMYKOM MbILLN.
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. Bbligenute HasBaHue 3agayvn B CNUCKE CO34aHHbIX 3aday v nepeVlu,MTe Nno CCblJike HaCTpOVITb 3agavy.

e OTKpoWTE KOHTEKCTHOE MEHI0 Ha Ha3BaHWM 3afayn B CMIMCKE CO3[aHHbIX 3aday u  Bblbepute
nyHKT CBOMCTBA.

4. B pasgene YBegomneHusi HACTponTe napamMeTpbl yBeJOMMAEHMIN O CODbITUAX 3agaun.

MogpobHas wuHdOpPMaUMa O HACTpPOMKe napaMeTpoB B 3TOM pasgene cogepxutcsa B Cripaske
Kaspersky Security Center.

5. B 3aBMCUMOCTM OT TUNa HacTpamBaemon 3agaym BbINOMHUTE OOHO U3 CriefyoLLmX AENCTBUNA:

(] B pasgene McTouHuK oGHOBNEHUN HaCTpOVITe napamMmeTpbl NCTOYHUKa OOHOBNEHU 1 ONTUMM3ALMIO
NCMonb30BaHUA UCKOBOW NOACUCTEMbI.

a. B 6rnoke UcTtouyHMKk oBHOBNEeHUM Bbl MoXeTe ykasaTb CepBep agMuMHUCTpUpoBaHus Kaspersky
Security Center unu cepsepbl 06HoBneHun "Jlabopatopun Kacnepckoro" B kadecTBe MCTOYHUKA
OGHOBNEHWM nporpaMMbl. Takke Bbl MOXeTe CcOpMUPOBaTb MOMb30BATENbCKANA  CMUCOK
WCTOYHWNKOB OBHOBMEeHus: fobasuTb apyrne HTTP-, FTP-cepBepbl unun ceteBblie pecypcbl BPYYHYHO
M yKasaTb UX B Ka4eCTBE MCTOYHUKA OOHOBNEHUIA.

Bbl MoXeTe HacTpouTb UCNONb30BaHNe cepBepoB 0bHoBMNeHWI "llabopaTopun Kacnepckoro", ecnu
yKa3aHHble BPYYHYI CepBepbl HEAOCTYMHbI.

b. B 6noke OnTMmusauma ncnonb3oBaHUsA AUCKOBOMW noacucTeMbl A4 3agadn ObHoBneHne 6as
nporpaMmbl  Bbl  MOXEeTe  HacTpouTb napameTpbl  (YHKUMM,  CHMKAKOLWEN  Harpysky
Ha AWCKOBYIO NoAcucTemy:

e CHM3UTb Harpy3Ky Ha AUCKOBYIO CUCTEMY

®dnaxoK BKMOYaeT UMM BbIKMOYaeT QYHKUMIO ONTMMU3aLMU [OUCKOBOW MNOACUCTEMBI
3a cyet pasmeLlleHus dannos 0BHOBMEHNS Ha BUPTYyanbHOM aucke
B onepaTUBHON NamMsaTK.

Ecnu donaxok yctaHoBneH, yHKUUSA akTUBHA.
Mo ymonyaHuio driaxxok CHAT.
e OO6Bem onepaTMBHOM NaMATU, UCNOMNb3yeMbil Ana onTumusauum (MB).

O6bem onepatvBHOM namaATn (B Merabarvitax), KOTOpbIM MporpaMma WUcnonb3yeT
Anst pasmeweHns  dannoB  obHoBneHun. 1o ymonyaHuMIO  YCTaAHOBIEH 0ObeMm
onepaTtnBHon namsATM 512 Mb. MuHUManbHO AoNyCTMMbIN 06BbEM OnepaTUBHOW NamMaTu
400 MB.

c. Haxmute Ha kHonKy HacTpoiika napameTpoB coeAMHEHUs 1 B OTKpbIBLUEMCS okHe MapameTpbl
COeAWHEHUs HacTpoiiTe napameTpbl UCMONb30BaHUS  MPOKCU-cepBepa AN COeAMHEeHUs!
c cepBepamu o6HoBneHUi «JlaGopaTopumn Kacnepckoro» v opyrumv cepepamu.

e B pasgene Hactporka napameTpoB OGHOBNEHUA Moayren nporpammbl Ans 3agayn OB6HoBneHue
Modyrnen nporpaMmbl Bbl MOXETe YykasaTb [AenctBusi, Kotopble Kaspersky Security 10.1.1
ans Windows Server 6yaeT coBepLuatb Npu HanNu4mMm KpUTUHECKnx oOHOBNEHMI MOAYNEN NpOrpamMms,
npv HaNV4YUM UHOPMaLMKM O OOCTYMHbLIX NITAHOBbLIX OOHOBIEHMAX, @ Takke HaCTpPOUTb OeNCTBuSs
NporpaMmabl No 3aBepLUEHUN YCTAHOBKM KPUTUYECKNX OBHOBNEHMWN.

e B 0Onoke HacTpowka napameTpoB KONMUPOBaHMA OOHOBNeHMM Ans 3agadn KonupoBaHue
OBOHOBMEHUA  yKaxuTe cocTaB OOHOBMEHWM M nanky HasHadeHus, B KOTOpyw  Oyayr
COXpaHeHbl 06HOBMEHMS.
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6. B pasgene PacnucaHuMe HacTpoiWTe napameTpbl pacnucaHusi 3agadv (Bbl MOXETe HacTpaumsaTb
pacnucaHue 3agay Bcex TMnoB kpome 3agayvm OTkaT o6HoBNeHMs 6as).

7. B pasgene YyeTHasi 3anuCb YKaXUTE YYETHYIO 3anucb, C NpaBamMu KOTOPOW Bbl XOTUTE BbIMOMHATH
3agavy.

MoppobHas uWHopmauuss o HacTpoWke napaMeTpoB B 3TOM pasgene cogepxutca B Cripaske
Kaspersky Security Center.

8. B okHe CBoiicTBa: <HasBaHue 3agaun> HaxxmuTe Ha KHonky OK.

HacTtpoeHHble napaMeTpbl rpynnoBbix 3a4ad GyayT CoOXpaHeHbI.

Ons 3agaym OTkaT 06HOBNEHUS 6a3 Nporpammbl Bbl MOXETE HAaCTPOUTb TOMbKO CTaHAAPTHbIE NapaMeTpbl 3agaquu,
perynupyemble Kaspersky Security Center, B 6riokax YBegomneHus n WUcknioyeHns m3 obnactu aencrBuA
3apaum. NMNogpobHasa nHpopmaumsa o0 HacTporike NapamMeTpoB B 3TOM pasfene copepxutcs B Cripaske Kaspersky
Security Center.

MpoBepka LeNnocTHOCTN Moayen NporpaMmmbil

» Ymobbl Hacmpoums 2pynnosyto 3adadvy [Nposepka uenocmHocmu mModyrned rnpoepamMmmasl,
ebirnonHUmMe cnedyrouue delicmeusi:

1. B pepeBe KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
yCTpOMCTBa 1 BbibepuTe rpynny agMUHUCTPUPOBAHNWS, A51S KOTOpOW TpebyeTca HacTpouTb 3adauu.
2. B naHenu pe3ynbTaTtoB BbIGpaHHOM rpynnbl agMUHUCTPUPOBAHWS OTKPOWTE 3aknagky 3agaum.

3. B cnucke paHee cosgaHHbIX rpynnoBbIX 3a4ay BoibepuTe 3adady, napameTpbl KOTOPOW XOTUTE HacTPOUTb.
OTkpoiiTe okHo CBoMcTBa: <HaszBaHuWe 3agaun> OgHUM U3 CrieQyHLWUX cnocobos:

e BbiGepuTte HaszBaHWe 3a4aun B CNUCKe CO3aaHHbIX 3a4ay ABONHbLIM LLEMYKOM MbILUN.
e BbigenuTe HasBaHWe 3aga4m B CnMcKe CO3faHHbIX 3adad v nepenguTe no ceelnke Hactpontb 3agayy.

e OTKpoWTE KOHTEKCTHOE MEHI0 Ha Ha3BaHuMM 3ajayv B CMWUCKe CO34aHHbIX 3agady u Bbibepute
nyHkT CBOMCTBA.

4. B pasgene YBefoMIrieHUs1 HAacTpoiTe napameTpbl YBeAOMIIEHUA O COBLITUAX 3adaun.

MogpobHas uWHpoOpMauus o HacTpoWke napaMeTpoB B 3TOM pasgene cogepxutca B Cripaske
Kaspersky Security Center.

5. B pasgene YctpoictBa, BbibepuTe YCTpoicTBa AONsi KOTOPbIX Bbl XOTUTE HAacTpoOWUTb 3adady MpOBEpPKM
LieNOCTHOCTU Moayneit nporpaMmbl.

6. B pasgene PacnucaHue HacTpolite napameTpbl pacnucaHus 3agadn (Bbl MOXeTe HacTpauBaTb
pacnucaHue 3agay Bcex TUnoB kpome 3agavm OTkaT o6HoBReHMs 6a3).

7. B pasgene YyeTHas 3anuUCb YKaXUTE YYETHYIO 3anucb, C NpaBamMu KOTOPOW Bbl XOTUTE BbINOMHATH
3agauy.

8. Ecnu Tpebyetcs, B pasgene MckniouveHus 13 obnactu OelcTBMSA 3adadv ykaxkute 0ObeKTbl, KOTopble
XOTUTE UCKIMIOYUTL U3 0bnacTu AencTBmsa 3agadn.
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MogpobHas wuHdOpPMaUMa O HACTpPOMKe napaMeTpoB B 3TOM pasgene cogepxutcsa B Cripaske
Kaspersky Security Center.

9. B okHe CBownctBa: <HasBaHue 3apaun> HaxmuTe Ha kHonky OK.

HacTtpoeHHble napameTphbl rpynnoBbIX 3a4ad 6yayT coxpaHeHsl.

CospaHue 3agaum npoBepKU No TpeboBaHUIO

» 4Ymobki coddame Hosyto 3adaydy 8 KoHconu adMuHucmpuposaHusi Kaspersky Security Center,
gbirofiHUmMe credyrouwue delicmeusi:

1. 3aﬂyCTI/ITe MacTtep co3gaHuA 3agayvn ogHUM U3 cregyrowmnx cnoco6oB:

[lnsa co3gaHns nokanbHOW 3adauun:

a. B pepese KoHconu agmuHuctpmpoBaHua Kaspersky Security Center passepHuTe y3en
YnpaBnsiemble ycTponcTBa 1 Boibepute rpynny, KOTOPOW NPUHAANEXUT 3aluuLaembli cepsep.

b. B naHenu pesynbTatoB Ha 3aknagke YCTpoOMCTBa OTKPOMTE KOHTEKCTHOE MEHK Ha CTpoKe
C MHdopMaumen o 3awuaemMmom cepeepe 1 Boibepute nyHKT CBoMCTBa.

c. B oTkpbiBIEMCS OKHE B pa3gene 3agayum HaxXMuUTe Ha KHomnky [lobaBUTb.
[na co3gaHusa rpynnoBon 3agayn:

a. B pepese KoHconu agmuHuctpmpoBaHua Kaspersky Security Center passepHuTe y3en
YnpaBnsiemble ycTponcTBa 1 Boibepute rpynny, Ans KOTOPOKW Bbl XOTUTE cO34aTb 3agavy.

b. B naHenu pesynbTaToB OTKPOMTE KOHTEKCTHOE MEHI0 Ha 3aknagke 3agaum n BblbepuTe MyHKT
Cos3patb > 3apauyy.

Ons cosgaHua  3agayvM  Ans NpousBoONnbHOro  Habopa  komnbioTepoB B AepeBe  KoHconu
agmuHucTpupoBaHus Kaspersky Security Center B y3ne BblGOpku YCTPOMCTB BbiGepuTe MNYHKT
CozpaTb 3agauy.

OTKpOGTCFI OKHO MacTepa co3gaHnA 3agadn.

2. B okHe OnpepeneHue Ha3BaHUA 3ajadu BBeauTe HassBaHue 3agaym (He 6onee 100 cvmBONOB,
He JOMKHO codepxaTb cumBonbl | * <> ?\ /| : ). PekomeHOyeTcs BKNIOYMTL B Ha3BaHve 3ajadu ee Tun
(Hanpumep, "TpoBepka no TpeboBaHMIO Nanok obuiero goctyna").

3. B okHe BbIGop TMna 3apaum nopg 3aronosBkom Kaspersky Security 10.1.1 gns Windows Server
BblOepuTe 3agavy MNpoBepka No TpPe6GOBaHUIO 1 HAXMUTE Ha KHOMKY [danee.

4. B okHe ObnacTb NpoBepKu chopMupyiTe 06nacTb NPOBEPKN.

Mo ymonuaHuio obnacTb MNPOBEPKM BKIOYAET KpuTMyeckne obnactu cepsepa. [lpoBepsieMbie
obnacTn nomeyeHbl B Tabnuue 3Haukom [F. O6nacTu, SBRAKLWMECS WCKIIOYEHUSMU U3 NPOBEPKMY,
nomeyeHbl B Tabnuue 3Haukom L.

Bbl MOXeTe M3MeHsiTb 00nacTb MPOBEPKM: BKMYaTb B Hee OTAeNbHble CTaHAapTHble obnacTu,
ONCKK, Nanku, ceTeBble 00beKkTbl U (palnbl U yCcTaHaBNMBaTb OCOOble MapamMeTpbl ©e30nacHOCTU
ONs Kaxkaon n3 gobdaBrneHHbIX obnacTten.

YToBbl UCKMIOUNTL U3 NPOBEPKN BCe obnactu NPOBEPKMU, OTKpOIZTe KOHTEKCTHOE MEHI0 Ha Kaxaomn
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U3 CTPOK 1 BbibepuTe Yaanutb obnacTb.

Y106kl BKMHOUYUTL CTaHAapTHYO 06racTb NPOBEpPKU, AUCK, NarnkKy, CeTeBon 06bekT unu gaiin B obnactb
NPOBEPKK, BLIMOMNHUTE criedylollme AeiCTBuUS:

a. OTkponTe KOHTEKCTHOe MeHi Tabnuubl O6nacTtb NpoBepku N BbidbepuTe [lo6aBUTL o6GnacTb
UNN HaXXMMTe Ha KHOMNKy [lo6aBuTh.

b. B okHe [dobaBneHue B obGnactb npoBepkKu BbibepuTe CcTaHAapTHyw0 ob6nactb B cnvcke
CtaHpapTHas obnacTb, YKaXxuTe [OUCK KOMMbloTepa, narnky, CeTeBOoM O0O0bekT unm dann
Ha cepBepe UNun ApyroM KOMMboTepe B CETU U HaXkMuUTe Ha kHornky OK.

YT106bl UCKNIOUNTL BIOXKEHHbIE Manky unu dainbl M3 obnacTu NpoBepku, Bbibepute [o6aBNeHHYO
nanky (guck) B okHe Mmactepa O6nacTb NPpoBEPKM:

a. OTkpownTe KOHTEKCTHOE MeHI0 1 BbibepuTe nyHKT HacTpouTs.
b. Haxmwute Ha kHonky HacTpomnka B okHe YpoBeHb 6e3onacHOCTU.

c. Ha 3saknagke O6wwue B okHe [MapameTpbl NpPOBEpPKM MO TPeGOBaAHUIO CHUMUTE NAXKKK
BnoxeHHble nanku 1 BnoxeHHble dannbl.

YTo6bl U3MEHUTH napameTpbl ©e3onacHocTn obnacTtu NpoOBEPKU, BbINOJIHUTE cneayune OencTBus:

a. OTkponTe KOHTEKCTHOE MeHK 0bnacTv MpPOBEPKM, NapameTpbl KOTOPOW TpebyeTca M3MEHUTb, U
BblbepuTe nyHkT HacTpouTsb.

b. B okHe Hactpomka npoBepku no TpeboBaHuo BbLibepute OOUH U3 CTaHOAPTHbLIX YPOBHEN
6e3onacHOCTM Nnn HaxmnTe Ha kHonky HacTtpomka, 4ToObl HacTpouTb NapameTpbl 6e30nacHOCTM

BPYYHYHO.

MapameTpbl 6e30MacHOCTN HacTpamBalTCHa TakMM e ob0pas3om, kak 1 Ans 3agayvm NocTtosiHHas
3awmTa darnos (cMm. pasgen "HacTtporika napameTpoB 6e30macHOCTM Bpy4YHY" Ha CcTp. 174).

Ytobbl nponyckaTtb BrOXEHHble 00bekTbl B AoOaBneHHoM o0nactu NpOBEPKW, BbIMOJNHUTE
cnegywouwine OencTBUS:

a. OTkpoiiTe KOHTEKCTHOe MeH Tabnuubl O6nacTb NpoBepku U Bblbepute  MyHKT
[do6aBuTb UCKMNIOYEHMKe.

b. Ykaxute 0O6BLEKTHI, KOTOpPbl€ Bbl XOTUTE WUCKIHOYUTb: Bbl6epl/ITe CTaHOapPTHYHO obnactb B crmcke
CTaH,D,apTHaﬂ ob6nacTb, YKaXunte [OUCK KOMMbKTEpPa, narky, ceTeBOM OOBLEKT WK cba|7|n
Ha cepBepe unn opyrom KoMmnboTepe CeTun.

c. Haxmute Ha kHonky OK.

5. B okHe MapameTpbl HacTpoliTe 9BPUCTUYECKUI aHanM3aTop W UHTerpaumio ¢ ApYrumMmn KOMNOHEHTaMu:

Hactpoiite  ncnonb3oBaHME  3BPUCTUYECKOTO  aHanu3aTtopa  (cm. pasgen  "Micnonb3oBaHue
3BPUCTUYECKOrO aHanmaaTopa" Ha cTp. 169).

YcTtaHoBute cnaxok MNMpuUMeHATb AOBEPEHHYK 30HY, €CfiM Bbl XOTUTE WCKMOYUTL M3 obnactu
npoBepkn 3agaynm OObekTbl, BXOAsWME B OOBEpeHHyt 3oHy Kaspersky Security 10.1.1
ansa Windows Server.

dnaXkok BKNOYAET UMK BbIKNOYaeT npumMeHeHune ,u,osepeHHoﬁ 30HbI B paGOTe 3agadun.

Ecnu cdpnaxok yctaHoBneH, Kaspersky Security 10.1.1 gna Windows Server go6aenset
K VCKITIOYEHUSIM 13 NMPOBEPKKN, YCTAHOBIIEHHBIM MpPW HACTPOWKE NapaMeTpoB 3ajdaudu,
¢hannoBble onepaunn OBEPEHHbIX NPOLIECCOB.

Ecnn dnaxok cHat, Kaspersky Security 10.1.1 gna Windows Server He yuuTbiBaeT
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hannosble onepauum OOBEPEHHbIX NPOLECCOB Npu hOPMUPOBaAHUM oBnacTu 3awuTbl
B 3agadve NocTosiHHaA 3awuTa gannos.

Mo ymon4aHuio pnaxxok yCTaHOBIIEH.

e YcraHoBuTe hnaxok Mcnonb3oBats KSN gns npoBepku, ecnv Bbl XOTUTE MCNONb30BaTh 0OnayvHbIe
cnyx6bl Kaspersky Security Network ons sagauw.

®naxok BKMYaeT unu BblKMo4aeT ucnonb3oBaHne obnayHbix cnyxb Kaspersky Security
Network (KSN) B 3agauve.

Ecnn dnaxok ycTaHoBrneH, nporpaMMa Mcronb3yeT [AaHHble, MOoNyYeHHble OT Cryx0
KSN, 4to obecneumBaeT Goriee BbLICOKYHO CKOPOCTb peakuuy MporpamMmbl Ha HOBble
Yrpo3bl U CHKAET BEPOSITHOCTb NOXHbLIX cpabaTbiBaHWIA.

Ecnu cnaxok cHAT, 3agadva NOCTOSAHHON 3awuTbl PannoB He ucnonbayeTt cnyxbul KSN.

Mo ymon4aHuio pnaxkok yCTaHOBIEH.

e YT06bI NpUcBOMTL paboyemy Mpoueccy, B KOTOPOM OyaeT BbIMONMHATLCA 3agadva, 6a30BbIn npuopuTeT
Huskun, B okHe MapameTpbl ycTaHOBUTE (hrnaxok BeinonHATb 3agauy B ) OHOBOM pexume.

dnaxkok M3aMeHsaeT npuopuTeT 3agavn.

Ecnu dnaxok ycraHoBneH, npuopuTteT 3agadv B ONepaLyoHHON CUCTEME CHWKaEeTCs.
OnepauuoHHad cuctema npedocTaBnaeT  pecypcbl  ANS BbIMOMHEHWUS  3adauyu
B 3aBMCMMOCTM OT Harpy3ku Ha LieHTparbHbIA NpoLeccop 1 hannoByo CUCTEMY cepBepa
co cTopoHbl apyrux 3agad Kaspersky Security 10.1.1 ana Windows Server n nporpamm.
Kak cnenctsre, CKOPOCTb BbINOMHEHUS 3a4a4vv 3amMeanseTcsa npu yBenvyeHun Harpysku
W yBENMYMBAETCS NPU YMEHbLUEHWUN HArpysKku.

Ecnn dnaxok cHAT, 3agaya BbINOMHAETCS C TeM >Xe MPUOPUTETOM, YTO M OCTalnbHble
3agaun Kaspersky Security 10.1.1 ana Windows Server n gpyrne nporpammbl. B aTtom
Clny4ae CKOPOCTb BbINOJTHEHUA 3a4a4n yBENMNYMBaAETCA.

Mo ymon4yaHuio raxok CHAT.

Mo ymonuyaHuio paboune npouecchl, B KOTOPbIX BbINOMHANTCA 3agayun Kaspersky Security 10.1.1
ana Windows Server, umetot npuoputeT CpeaHUm.

e YT06bl MCnonb3oBaTh CO34aBaeMylo 3agadvy B kadecTBe 3agadn [poBepka BaxHbIX 06nacTen, B OKHE
MapameTpbl ycTaHoBUTE (hnaxok CUUTaTb BbINOJIHEHUE 3a4a4YM NPOBEPKON BaXKHbIX obnacTen.

Priaxok M3MEHSIET NPUOPUTET 3aJaun: BKINOYAET MUIM BbIKMOYAET perncrpauunto cobbitusi
BbinoniHeHa nposepka eaxHbix obracmel n OOHOBrEHWe craTyca 3aluTbl cepBepa.
Kaspersky Security Center oueHuBaeT ©e3onacHocTb cepBepa (CepBepoB)
Mo nokasaTtensim Npov3BOAMTENBHOCTY 3ag4a4vum U NnpucBamnBaeT cTaTtyc [Iposepka 8axHbIX
obnacmeli. ®naxok HeOOCTyNeH B CBOWCTBAx  JlOKaflbHbIX  CUCTEMHbIX W
nonb3oBaTenbcknx 3agady Kaspersky Security 10.1.1 gna Windows Server. Bl moxeTe
N3MeHATb 3Ha4YeHMe 3TOro napamMmeTpa Tonbko Ha ctopoHe Kaspersky Security Center.

Ecnn dnaxok ycTaHoeneH, CepBep aAMWHWUCTPUPOBAHWS perucTpupyeT cobbiTue
BuinonHeHa npoBepka BaxHbix obnacteir M OBGHOBMAET cTaTyc 3aluThl cepsepa
no pes3ynbTaTam BbINONHEHUS 3aAa4n. 3aJadya NpoBepKU UMeeT BbICOKMI NpUopUTET.

Ecnu donaxok cHAT, 3aa4a NpoBepKn BbIMOMHAETCA C HU3KUM NPUOPUTETOM.
®nakoK ycTaHOBMEH MO yMonyaHuio ana 3agadv MNposepka BaxkHbIX 06nacTei.

6. Haxmute Ha kHonky [anee.
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7. B okHe PacnucaHue HacTponTe pacnucaHue 3agayum (cMm. pasgen "HacTpovika napaMeTpoB pacnucaHust
3anycka 3agay" Ha cTp. 133).

8. VYkaxute YY4ETHYIO 3annCb noJsib3oBaTtenid, noa KOTOpOVI Bbl XOTUTE BbIMNOJIHATL 3adadvy, U YKaxute
Ha3BaHuWe 3agavn.

9. Haxmute Ha kHonky FoToBoO.

ByneT cosgaHa HoBasi 3agadva npoBepku no TpeboBaHWio AN BbIOpaHHOIo cepBepa Unm rpynnbl CEPBEPOB.

Hactpouka 3aga4 npoBepKku no TpedoBaHuio
» Umobkl Hacmpoume 3ada4y Nposepka no mpebosaHuro, 8birnoIHUME criedyrouwue delicmeus:
1. B pepeBe KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
yCTpOMCTBa 1 BbibepuTe rpynny agMUHUCTPUPOBAHWS, A51S KOTOpOW TpebyeTca HacTpouTb 3adaun.

2. B naHenu pesynbTaTtoB BbIGpaHHOM rpynmnbl agAMUHUCTPUPOBAHMS OTKPOWTE 3aknagky 3agaum.

3. B cnucke paHee cosgaHHbIX rpynnoBbIX 3agay BbibepuTe 3agady, napameTpbl KOTOPOW XOTUTE HACTPOUTD.
OTkponiTe okHo CBoncTBa: <HasBaHue 3aga4n™> O0gHMM M3 CrieayloLLMX CnocoGoB:

. Bbl6€pMTe Ha3BaHWe 3a4ayun B CMCKe CO3[4aHHbIX 3a4a4 ABONHBIM LLENMYKOM MbILLWN.
(] Bbligenute HasBaHue 3agayqn B CNUCKE CO34aHHbIX 3aday v nepeﬁp,vlTe No CCblJike HaCTpOVITb 3agavy.

e OTKpoOWTE KOHTEKCTHOE MEHI Ha HasBaHWM 3a[ayn B CMMCKE CO34aHHbIX 3ajad U Bblbepute
nyHkT CBOMCTBA.

4. B pasgene YBefoMIieHUs1 HAacTpoiTe napameTpbl YBeAOMIIEHUA O COBLITUAX 3adaun.

MogpobHas uWHoOpMauus o HacTpoWke napaMeTpoB B 3TOM pasgene cogepxutca B Cripaske
Kaspersky Security Center.

5. B 6noke MapameTpbl Bbl MOXeTe BbINOMHUTL crieaytolime AencTBus:

a. B 6noke O6nacTb NpoBepKW yCTaHOBUTE hnaxkku HaANpOTUB TeX, halinoBbiX PecypcoB, KOTopble Bbl
XOTWUTE BKMOYUTb B 06NacTb NPOBEPKM.

b. Haxmute kHonky HacTpouTb 1 Bbibepute ypoBeHb HesonacHoCTu.

Bbl mMoxeTe Bbl6paTb OOUWH W3 CTaHOAPTHbIX ypOBHeVI ©e3onacHoCTU unn HaCTpoOuUTb napameTpbl
nosnb30BaTesIbCKOro ypoBHA ©e3onacHocTu BPYYHYHO.

€. YTtoObl HacTpouTb ypoBeHb GE30MaCHOCTU BPYYHYHO, B OkHEe HacTpoika npoBepku no TpeboBaHuUIO
HaxxMuTe Ha kHonky HacTtpouka.

6. B pasgene I'Iapameprl Bbl MOXeTe BbINOJTHUTL creaywne DEencTBus:

a. B 6noke QBpMcmqecxwﬁ aHanu3aTop BKIHOYUTb UINU BbIKITHOYNTL UCMNOJ1b30BaHME 3BPUCTUYECKOIO
aHanmasaTtopa " HaCcTpouTb YpOBEHb aHaliM3a C NOMOLLUbIO MOJN3yHKa.

b. Hactpovite JononHutensHble napaMmeTpsl (cM. pa3gen "Co3gaHue 3agayun npoBepku no TpeboBaHuio”
Ha cTp. 126).

7. B pasgene PacnucaHue HacTpoWTe napameTpbl pacnucaHus 3agadn (Bbl MOXETe HacTpauBaTb
pacnvcaHue 3agay Bcex TunoB Kpome 3agayn OTkaT oOHoBMNeHus 6as).

B pa3aene Y4yeTHas 3anucb YKaXuTte y4eTHYyH 3anuncb, C NnpaBamMmm KOTOpOIZ Bbl XOTUTE BbINOJTHATL 3aavy.

Ecnn Tpe6yeTc;|, B pasgene UckniouyeHnsa u3 obnactn gencTtBus 3agayun yKaxute 00BbEKTHI, KOTOpble
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XOTUTE UCKMOUYNTb U3 06nacTy AeNCTBMS 3adaqn.

MogpobHas wuHdOPMaUMa O HACTpPOMKke napaMeTpoB B 3TOM pasgene cogepxutcsa B Cripaske
Kaspersky Security Center.

10. B okHe CBouncTBa: <HasBaHue 3agaumn> Haxxmute Ha kHonky OK.

HacTpoeHHble napaMeTpbl rpynnoBbix 3a4ad GyayT CoXpaHeHbI.

NMpucBoeHune 3agayve NpoBepPKM No TpedboBaHUIO cTatyca 3agava
NnpoBepKU BaXHbIX obnacrteun

Mo ymonuaHuio Kaspersky Security Center npucsauBaet cepepy cratyc lpedynpexdeHue, ecnv 3agada "lMpoBepka
BaXXHbIX 0bnacTen” BbINOMHSAETCA pexe, Yem ykasaHo napameTtpom Kaspersky Security 10.1.1 ans Windows Server
Mopor dhopmupoBaHna co6biTuA "MpoBepka BaxHbIX 06nacTen He NpoBogUacb AaBHO".

» Ymobbl Hacmpoumse NMPOBEPKyY 8CEX CEP8EPOB, 8XOOSLUUUX 8 OOHY epyriny aOMUHUCMPUPO8aHUS,
ebirnonHUmMe cnedyrouue delicmeusi:

1. CospaitTe rpynnoByto 3agady NpoBepku no TpeboBaHuio.

2. B okHe MapameTpbl mMacTepa co3gaHusa 3agadn yctaHoBute pnaxok CyuTaTb BbINOJSIHEHUE 3ajauun
NPoOBEPKOM BaXHbIX obnacten. YKasaHHble napameTpbl 3agayn (obnacTtb MPoOBEpKM W napameTpsbl
©esonacHocTn) 6yoyT NpMMEHeHbI KO BCEM cepBepaM B rpynne. Hactpowte pacnucaHue 3agayn.

Bbl MOXeTe ycTaHOBUTb priaxkok CuMTaTbh BbINOSIHEHME 3a4ayun NMPOBEPKOM BaXKHbIX obGnacren
Kak npu co3gaHun 3agadum npoBepkn no TpeboBaHuio Ans rpynnbl unv Habopa cepBepoB, Tak U
nosxe, B okHe CBoucTBa: <Ha3BaHue 3agaun>.

3. C nomoLLbio HOBOW MMM CYLLECTBYIOLLEN MOMUTUKM OTKMOYUTE 3amnyck Mo pacnMcaHuio CUCTEMHbIX 3agay
npoBepkn no TpeboBaHMIO Ha cepBepax rpynnbl (CM. pa3gen "HacTporika 3anycka MO pacnmMcaHuio
nokanbHbIX CUCTEMHBIX 3aday” Ha cTp. 107).

C atoro momeHTa CepBep agmuHuctpupoBaHus Kaspersky Security Center OygeT oueHuBaTh COCTOsIHME
Ge3onacHoOCTM 3allMLLIaeMoro cepeepa WM YBeAOMNSATb Bac O HEM MO pe3ynbTaTaM MnocreaHero BbIMONHEHUS
3agaun co ctatycom 3adava nposepKu 8axHbIx obriacmeli, a He NO pe3ynbTaTaM BbINOSIHEHWS CUCTEMHOW 3a4aun
MpoBepka BaxHbIX obracTen.

Bbl mMoxeTe npucBauBaTb cTaTtyc 3adaya rpoeepku BaxHbix obracmell Kak rpynnoBbiM 3ajadaMm npoBepKu
no TpeboBaHuWio, Tak 1 3agadam Ans HabopoB KOMMbIOTEPOB.

B KoHconun nporpammbl Bbl MOXETE MPOCMOTPETb, SIBMSETCA M 3adaya npoBepku Mo TpeboBaHMO 3agayen
NMPOBEPKN BaXKHbIX obriacTen.

B KoHconu nporpammbl drnaxok CuuTtaTb BbINOSIHEHUE 3aA4ayyM MNPOBEpPKOM BaXHbIX obGnacten
oTobpakaeTcsa B CBOMCTBAX 3a4auyn, HO He AOCTYNeH Ans peAakTupoBaHus.
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HacTtpouka napameTpoB AnarHOoCTUKKN cboeB B Kaspersky
Security Center

Ecnn B pabote Kaspersky Security 10.1.1 gna Windows Server Bo3Hukna npobrnema (Hanpumep, Kaspersky
Security 10.1.1 gna Windows Server 3aBepluaeTcsi aBapuMmHO) U Bbl XOTUTE AMArHOCTMPOBaTb €€, Bbl MOXETe
BKITIOUNTL co3daHme halinoB TpacCUpOBKM U dhanna gamna npoueccoB Kaspersky Security 10.1.1 ana Windows
Server 1 oTnNpaBuTb 3T harinel Ha aHanu3 B Cnyxby TexHu4eckon nogaepxkn "fabopatopun Kacnepckoro".

Kaspersky Security 10.1.1 ana Windows Server He oTnpaBnsieT annbl TpPacCUPOBKM U OaMMNOB
aBTOMaTM4yecku. [mnarHoctmdeckne [AdaHHble MOryT OblTb  OTMpaBfieHbl  TOMbKO  MOJSIb3OBaTENEM
C COOTBETCTBYHOLLUMMU NpaBamMn.

Kaspersky Security 10.1.1 gns Windows Server 3anucbiBaeT nHgopmMauuio B ansibl TpacCMpoBKM 1 doann
Aamna B He3awundgpoBaHHOM Buae. Nanka, B KOTOPYH COXpaHATCA hansnbl, BbIbUpaeTca nonb3oBaTenem u
KOHTpOMNMpyeTCcs napameTpamu onepauunoHHon cuctembl 1 Kaspersky Security 10.1.1 gns Windows Server.
MoxHo HacTpouTb nNpaBa goctyna (cM. pasgen "lpaea goctyna K pyHkumam Kaspersky Security 10.1.1
ana Windows Server" Ha ctp. 89) n paspewntb AOCTYN K>XypHanam, avnam TpacCUpOBKM U dannam
AaMMoB TONbKO AN BbIOpaHHbIX Nofib3oBaTeNEN.

» Ymobbl Hacmpoums napamempsbi OuazHocmuku cboee 8 Kaspersky Security Center, ebinonHume
cnedyrouwue Oelicmaus:

1. B KoHconun agmuHuctpupoBaHus Kaspersky Security Center oTkponte okHo MapameTpbl nporpammbl
(cm. pa3gen "Hactpomnka nokanbHbIX 3aga4y B okHe [MapameTpbl nporpammbl B Kaspersky Security
Center" Ha cTp. 114).

2. Ortkpovite pasgen lmarHocTuka c60eB U BLINONHUTE Criegyolime 4EeNCTBUSA:

e Ecnu Bbl XOTUTE 3anuUCbiBaTb OTNaA0YHYO MHOPMaUuio B harn, ycTaHoBUTe naxok 3anucbiBaTb
OoTNnagoyHyro nHoopmaumio B chann TpacCUPOBKMU.

e B nomne Hwxe ykaxute nanky, B koTopyt Kaspersky Security 10.1.1 ansa Windows Server 6yget
COXpaHsATb panribl TPACCUPOBKMU.

e HacTtpowiTe ypoBeHb AeTanusauunm oTnagodHon nHdopmawmm.

B packpbiBatoLLieMCsa CNUCKE Bbl MOXETe BbliOpaTb YPOBEHb AeTanmM3auuu OTnagoyHon
uHpopmauun, kotopyto Kaspersky Security 10.1.1 ana Windows Server coxpaHseT
B (painie TpacCMpoBKM.

Bbl MOXeTe BbIOpaTh OAMH M3 crieayroLLmMX YPOBHEN AeTanmsaunm:

e Kputuyeckume cobbitusa — Kaspersky Security 10.1.1 pgna Windows Server
coxpaHsieT B haine TPacCMpOBKM TOMbKO MHPOPMALMIO O KPUTUHECKNX COBBITUSIX.

e Owunbkm — Kaspersky Security 10.1.1 gna Windows Server coxpaHsieT B channe
TPaccMpoBKM MHGOPMALIMIO O KPUTUYECKMX CODBLITUSAX U OLLIMBKaXx.

e BaxHble cobbiTua — Kaspersky Security 10.1.1 ans Windows Server coxpaHseT
B (baline TpacCUpoBKM MHAOPMALUIO O KPUTUYECKUX COObITMAX, Owwmnbkax u
Ba>XKHbIX CODbITUAX.
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e WHdpopmaumnoHHblie cobbiTua — Kaspersky Security 10.1.1 ana Windows Server
coxpaHsieT B (paiine TpacCMpOBKM MHOPMALIMIO O KPUTUYECKUX COObITUSIX, OLIMBKaX,
BaXHbIX COBBITUAX M MHPOPMALIMOHHBLIX COBLITUAX.

e Bcsa otnapgoyvHas uHdopmaumsa — Kaspersky Security 10.1.1 ana Windows Server
CcoXpaHsieT B ¢haiifie TpPaCCMPOBKM BCIO OTNaA0uHY0 UHGOpMaLKIO.

YpoBeHb AeTanusauun, KOTOpbIN TpebyeTca YCTaHOBWUTb AN peleHns BO3HUKLLEN
npobnemsl, onpegensieT cneynanuct Cnyx0bl TEXHUYECKOW NOAAEPXKKU.

Mo ymonyaHuio ycTaHOBIEH YpoBeHb AeTanu3auun Besa otnagoyvHas nHdpopmauums.

PackpbiBatolumMiics CNMCOK  OOCTYNeH, €ecnu YycTaHoBneH dnaxok 3anucbiBaTb
OTNIaAoYHYy MHdOopMauumio B chain TPaCCUPOBKM.

YKaxnte makcumarsnbHbIi pasmep ¢ainnoB TpacCUpOBKMU.

YKaxuTe oTnakmBaemble KOMMOHEHTbI. Kofbl KOMNOHEHTOB TpebyeTcs BBOAUTL Yepes 3anaTyio U
¢ cobnogeHnem peructpa (cm. Tabnuuy Huxe).

Tabnuya 28. Kogpbl noacuctem Kaspersky Security 10.1.1 ana Windows Server

Koa noacuctembl | HasBaHue noacuctemMbl

Bce KOMMNOHEHTDI.

gui Moacuctema nonb3oBaTenbCKOro HTepdenca, ocHactka Kaspersky Security 10.1.1
ana Windows Server B Microsoft Management Console.

ak_conn Moacuctema nHTerpaummn ¢ AreHtom agmmnHmucTpuposanusa Kaspersky Security Center.

bl Ynpasnsowmin npouecc, peanuayeT 3agadn ynpaeneHms Kaspersky Security 10.1.1
ana Windows Server.

wp Pabounii npouecc; peannsyeT 3agayn aHTUBMPYCHOW 3aLUUThI.

blgate Mpouecc yoaneHHoro ynpaeneHus Kaspersky Security 10.1.1 ana Windows Server.

ods Moacmctema NpoBepky No TpeboBaHuio.

oas MoacmucTema NOCTOAHHOW 3awunTbl hansios.

gb MopcucTema KapaHTUMHA U PE3ePBHOIO XpaHMuLLa.

scandll BcnomoratenbHbIn Mogynb aHTUBUPYCHOW NPOBEPKMU.

core Moacuctema 6a30BOM aHTUBUPYCHON PYHKLNOHANBLHOCTM.

avscan Moacuctema aHTUBMPYCHOM 06paboTKu.

avserv Moacuctema ynpaBneHust aHTUBUPYCHBIM S4POM.

prague Mopcuctema 6a3oBol hyHKLNOHANBHOCTM.

updater Mopcuctema obHoBNeHus 6a3 n mogynen nporpaMmbl.

snmp Moacuctema nogaepxkm SNMP npoTtokona.

perfcount Moacmctema cHETYMKOB NPON3BOANTENBHOCTY.

MapameTpbl TpaccupoBkuM ocHacTkm Kaspersky Security 10.1.1 ana Windows Server (gui) u
Mnarvha ynpaBneHunss Ans Kaspersky Security Center (ak_conn) npumeHsiloTcs nocne
nepesanycka 3TUX KOMMOHeHTOB. [lapameTpbl TpacCMpOBKM  MOACUCTEMbI  MOOAEPXKKM
SNMP-npoTtokona (snmp) npuMmeHsitoTca nocre nepesanycka cnyx6sl SNMP. [NapameTpbl
TPacCUMPOBKM MOACUCTEMBbI CHETHMKOB Npou3BoauTenbHocTu (perfcount) npumeHstoTcs nocne
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nepesanycka BCEX MpOLLEeCCOB, WCMNONb3YIOLMX CYETYMKN NpoM3BOAUTENBHOCTU. [lapameTpsbl
TpaccupoBKM oOcTanbHbIX nogcuctem Kaspersky Security 10.1.1  ana Windows  Server
NPUMEHSIOTCA cpa3sy Mocrne COXpaHEHUsA NapaMeTpoB AMarHOCTUKM cOoeB.

Mo ymonuanmio Kaspersky Security 10.1.1 pgns Windows Server coxpaHsieT oTnagouHyto
uHpopmaumo o pabote Bcex nopcuctem Kaspersky Security 10.1.1 gna Windows Server
(pexomeHpyeTcs).

lMone BBOO4a OOCTYNHO, €Cnn yCTaHOBMEH naxok 3anucbiBaTb OTIaAO4YHYH MHcbopMauuo
B ¢hann TpaccupoBKMu.

e Ecnmn Bbl xoTuTE cospaBath havn gamna, yctaHoBute drnaxok CospaBaTb BO BpeMs cbos
c¢hann gamna.

e B none Hwxe ykaxuTe nanky, B koTopyto Kaspersky Security 10.1.1 gna Windows Server
OyaeT coxpaHsTb han gamna.

3. Haxmute Ha kHonky OK.

HacTpoeHHble napameTpbl NporpaMmmMbl OyayT NPMMEHEHbI Ha 3alMLLLaeMOM CepBepe.

PaboTa c pacnucaHuem 3agay

Bbl MmoxeTe HacTpamBaTh 3anyck 3agay Kaspersky Security 10.1.1 gna Windows Server no pacnucaHumio, a Takke
HacTpauBaTb NapamMeTpbl 3anycka Mo pacnucaHuio.

B aTtom pasgene

HacTporika napaMeTpoB PACTNCAHMS 3AMYCKA BALAY ....vvurrrrrrrnrnernnereneeeeeeeeneneneeenesnsesessssssssssssssnsssssnsssssssssssssssnnnes 133

BkrntoueHune 1 BbIKNOYEHNE 3aMYCKa MO PACIINCAHMED ...t 135

Hactpouka napameTpoB pacnmMcaHuA 3anycka 3agad

B KoHconu nporpaMMbl Bbl MOXETE HACTPOUTb pacnucaHue 3anycka NokanbHbIX CUCTEMHbIX U NONb30BaTENbCKMX
3ajaJ. Bbl He MOXeTe HacTpauBaTb pacnucaHue 3anycka rpynnoBbiX 3agau.

» UYmobbl Hacmpoums napamempsbl pacrnucaHusi 3arnycka 3adaqu, ebirnosHume
cnedyrouwue Oelicmaus:

1. B pepeBe KoHconu agmunmucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
YCTPOMCTBA U1 BLINOMHUTE CrneayoLlme OENCTBUS:

Ecnu Bbl XOTUTE HacTpoOUTbL NapaMeTpbl NONUTKKK, B rpynne cepBepoB Buibepute Monutuka > <Umsa
nonutukn> > <Paspgen> > HacTtpouTb > YnpaBneHue 3agayen.

Ecnv Bbl XOTUTE HacCTpOUTb NapameTpbl MPOrpaMmbl  ASS OTAENbHOrO KOMMbHTEPA C MOMOLLbIO
Kaspersky Security Center, oTkponte okHO [MapameTpbl 3apaum (cm. pa3gen "Hacrtpowka
nokanbHbIX 3apga4y B okHe [apameTpbl nporpammbl B Kaspersky Security Center” Ha cTp. 114)
B Kaspersky Security Center.

OTtkpoeTcs okHo MapameTpbil.

CosdaHue u Hacmpolika 3aday 8 Kaspersky Security Center

133



KASPER{KY3

2. B oTkpblBllEMCS OKHE Ha 3aknagke PacnucaHue BKMYMTE 3anyck 3agjadv Mo pacnvcaHuto, yCcTaHOBUB
dnaxok 3anyckaTb 3aga4vy no pacnmcaHuio.

[Mona c napameTpamu pacnucaHusa 3agadym MNpoBepkM Mo TpeboBaHMO M 3agaynm OBHOBMNEHUs
HeJOCTYNHbI, €Cnu 3anyck 3ajady Mo pacnucaHuio 3anpelleH gencteumem nonuTtukm Kaspersky
Security Center.

3. HactpoiiTe napameTpbl pacnucaHusi B COOTBETCTBUM C BalUMMK TpebGoBaHWAMU. [N 3TOro BbINOMHUTE
crnenyolive OencTeus:

a.

B cnucke YacrtoTa 3anycka BbIGGpMTe OOHO M3 cnenyrwmnx 3HaYEHUI:

ExeuacHo, ecnu Bbl XOTUTE, YTOOLI 3agada 3anyckanacb nepuognyeckn 4yepes 3agaHHoe BaMu
KOJIM4eCcTBO 4acCoB, N YKaXuUTte KoJyin4ecTBo 4acoB B Mnone Pa3 B <konn4ecTtBo> \4.;

ExxecyTOu4HO, ecnu Bbl XOTUTE, YTOOLI 3a4a4a 3anyckanacb Nepuoanyeckn Yepes 3agaHHoe BaMu
KOMNMNYECTBO OHEN, N yKaXUTE KONUYECTBO AHeNn B none Pa3 B <KkonuM4ecTBO> CyT.;

ExxeHegenbHO, ecnn Bbl XOTUTe, 4TODObl 3agada 3anyckanacb NepUoAMYECcKN Yepes3 3agaHHoe
BaMWN KONMUYECTBO Hederb, U YKaXuTe KONMMYecTBO Hedenb B none Pa3 B <konuyecTBO> HeA.
YKaxuTe, N0 Kakum OHAM Hedenu OyaeT 3anyckaTbes 3agada (Mo yMondaHuio 3afgada 3anyckaeTcs
no NoHeAenbHUKam);

Mpu 3anycke nporpamMmbl, €Ccnv XoTuTe, 4YTOObl 3ajaya 3anyckanacb MNpu KaxaoM 3arnycke
Kaspersky Security 10.1.1 gna Windows Server;

Mocne o6HOBNEeHUs 6a3 NporpamMmmbl, ECiv XOTUTE, YTOOLI 3aada 3anyckanacb Nocne Kaxporo
obHoBneHnst 6a3 nporpammbi.

B none BpeMﬂ 3anyckKa ykaXute BpemMd nepBoro 3anycka aagayn.

B none Havyatb ¢ YKaXute gaty Hadana aencreums pacnncaHus.

lMocne Toro Kak Bbl yKaXXeTe 4acToTy 1 Bpems NepBOro 3anycka 3agayvv v aaTty Hadana AencTBus
pacnucaHus, B BEepxHenW 4acTum OkHa B none Crneaywwmin 3anyck nosButca WHGoOpmaums
0 pacyeTHOM BpeMeHu o4depegHoro 3anycka 3agadn. O6HOBNeHHas MHGOpMaUns O pacyeTHOM
BpeMeHn crnegyowero 3anycka byger otobpaxaTbCs KaxAbl pas, kKorga Bbl OTKPOETE OKHO
MapameTpbl 3apayun Ha 3aknagke PacnucaHume.

3HaveHne 3anpeweH nonutukom B none Cnepyrowmn 3anyck oTobpakaeTcsi, ecnu 3amyck
CUCTEMHbIX 3a4a4y Mo pacrnvcaHuio 3anpeLleH napameTpammn gencTByowen nonutukn Kaspersky
Security Center (cMm. pa3gen "HacTponka 3anycka no pacnmcaHuio nokanbHbIX CUCTEMHbIX 3a4ay”
Ha cTp. 107).

4. Ha 3aknagke [JONONIHUTENbHO HACTPOWTE B COOTBETCTBUM C BawMMu TpeboBaHusMM criegyoLlime
napameTpbl pacnucaHus.

B 6noke MapameTpbl OCTAaHOBKMW 3agauu:

a.

YcTtaHoBute C*)J'IaN(OK OnutenbHOCTL N BBEAUTE HYXXHO€ KOJin4eCcTBO 4acoB U MUHYT B Nondax
cnpaea, YTOObI YKa3aTb MakCumMarbHYy ONUTENTbHOCTb BbIMOJIHEHUA 3a4a4n.

YcTtaHoBute (pnaxok [puoctaHOBUTbL C X BBegMTE HadanbHOE W KOHEYHOoe 3Ha4veHue
BPEMEHHOIo MPOMEXyTKa B MONsAX cnpaea, 4Tobbl yka3aTb MPOMEXYTOK BpPEMEHM B npeaenax
CYTOK, B TEYEHNE KOTOPOro BLINOMHEHME 3aga4um OyaoeT NprMoCTaHOBIEHO.
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e B Gnoke flononHuTenbHble NnapaMeTpbl:

a. YcraHoBuTe (pnaxok OTMEHUTb pacnuMcaHue € 1 yKaxuTe AaTy, HauMHas C KOTOPOW pacnucaHue
nepectaHeT AeNcTBOBaTb.

b. YcrtaHoBuTe (naxkok 3anyckaTb MponyleHHble 3aga4M, 4YToObl BKMIOYWATH  3amyck
MPONYyLLEHHbIX 3aau.

c. YcraHoBuTe ¢naxok Pacnpepmenutb BpeMsi 3anycka B MHTepBane U1 YKaXuTe 3HaveHue
napameTpa B MUHYTaXx.

5. HaxmuTte Ha kHomky MpUMeHUTb, YTOGbI COXpaHUTb NapaMeTpbl 3arnycka 3agayn.

BknioyeHue U BbIKNOUYEHMEe 3anycka No pacnmucaHuio

Bbl MoXeTe BKMOYaTh M BbIKMOYATb 3anyck 3adad Mo pacnucaHuio Kak rocre, Tak W [0 HacTPOWKu
napameTpoB pacnucaHus.

»  UmobhbiI 8KOHUMb UU 8bIKTIOYUMb pacrucaHue 3arycka 3ada4qu, ebIrnosiHuUme
cnedyrouwue Oelicmaus:

1. B pepee KoHcomnu nporpaMmbl OTKPOMTE KOHTEKCTHOE MEHH0 3ajadvuv, pacnucaHue 3anycka KOTOPOW Bbl
XOTUTE HacTPOUTb.

2. Bbibepute nyHkT CBOMCTBA.
OTtkpoeTcs okHo MapameTpbl 3agayum.

3. B oTkpbiBLUEMCS OKHe Ha 3aknagke PacnucaHue BbINOMHUTE O4HO M3 CReaylowmx 4eNCTBUIA:

e yCTaHoOBUTE (*)J'Ia)KOK 3anycxaTb 3agaydy no pacnucaHuro, ecliin XOTUTE BKIMHOYUTb 3anyCK 3ajayun
Nno pacnmcaHuto;

® CHuUMUTE Cb]'la)KOK 3anycxaTb 3agady no pacnucaHuro, ecClin XOTUTE BbIKITIOYUTL 3anyck 3adadun
Nno pacnmcaHuto.

HaCTpOGHHbIe napameTpbl pacrnncaHnd 3anycka 3agayn He 6y£1yT yoaneHbl U MNMPpUMEHATCA
npu criegyrowem BKIMIOHYEHNN 3anycka 3agadun no pacnmcaHuio.

4. Haxmute kHornky NMpUMeHnTb.

HaCTpoeHHbIe napamMmeTpbl 3anyCka 3aga4n no pacnnucaHuno 6y,El,yT COXpPaHeEHH-I.
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YnpaBneHue napametTpamu
nporpamMmmbl

OTOT pasgen copoepXxuT MHdOopMauMio O HacTpolke obwux napameTpoB pabotbl Kaspersky Security 10.1.1
ana Windows Server B Kaspersky Security Center.

B aTtom pasgene

MpoBepka QaNIOB B OBNTAUHOM XPAHUITULLLE .....vvverereeesssiunreneeseeeesssantnsesseesssasssssssssssesessanssssssseseessammsnssssseseessannnns 136
YnpasneHue Kaspersky Security 10.1.1 gna Windows Server n3 Kaspersky Security Center .......ccccccoevvvvveeeen. 138
O HacTtpolike obLwmx napameTpoB nporpammbl B Kaspersky Security Center ...........eevvveeiiiiiiieiieeee e 139
O HacTpoiKe A0NONMHUTENBHBIX BO3MOXHOCTEMN MPOTPAMMAI .....eeeeititeesiiiieeessitreasssstneeesssteeeessstneesssseeesssssneesssnsees 145
O HaCTPOMKE KYPHASOB U YBELOMITEHMI ...cceeuviieesiutieeeesitaeeessstteeesssteeaesasteeaesssteeassasteeessssteeesssssenesssssseessansseessnnsees 157

NMpoBepka channoB B 0611a4HOM XpaHUnuLie

06 obnayHbIx harnax

Kaspersky Security 10.1.1 ana Windows Server moxeT B3aumMogencTBoBatbk € obnavHbiMu channamm Microsoft
OneDrive. [lporpamma nogpdepxumsaeT HoByw dyHkuuio “"dparnel  OneDrive  no 3anpocy" (OneDrive
Files On-Demand).

Kaspersky Security 10.1.1 ans Windows Server He nogaepXmBaeT gpyrue obnadHblie XxpaHunuia.

®yHkuma "dpannel OneDrive no 3anpocy" nomoraeTr BaM MOMy4YuTb JOCTYyN K Bawwum cavinam B OneDrive
6e3 HeobxoauMOCTK 3arpyxaTtb Bce pannbl M 3aHMMaTb [OUCKOBOE MPOCTPAHCTBO Ha Ballem YCTPOWCTBE.
Mpn HEOBXOAMMOCTN MOXKHO 3arpy3uTb airbl Ha XXECTKMIA OUCK BalLero yCTpoMCTBa.

Korma dyHkunsa "dpannel OneDrive no 3anpocy” BkntoyeHa, psgoM C kaxgblMm dhannom B rpade Cratyc
B nposogHuke Windows oTtobpaxaeTcs 3Ha4ok ctatyca. Pann moxeT UMeTb OOANH U3 CEeAYHLNX CTaTyCoB:

& _ 3TOT 3HaYOK MOKasbiBaeT, YTo dann docmyrneH mornbKo 4Yepe3 uHmepHem. Oaninbl, OOCTYMHbIE TOSbKO
yepe3 WHTEPHET, He XpaHATCA U3NYeCcKU Ha XKeCcTKoM aucke. Ecnm Balle YCTPOMCTBO He MOAKIHYEHO
K MIHTEPHETY, Bbl HE CMOXEeTe OTKpbIBaTh (hannbl, 4OCTYMHbIE TOSMbKO Yepe3 MHTEPHET.

© _ 3TOT 3HAuYOK NokasbiBaeT, YTo aitn docmyneH nokanbHo. OH OTOBPaXaeTcs, eCnu Bbl OTKPbINM haitr,
OOCTYMHbBIN TOMNBbKO Yepe3 MHTEPHET, MU OH 3arpy3urnca Ha Balle YCTPOWCTBO. [OCTyrnHbIe floKanbHO haisibl MOXHO
OTKpbIBaTb B Ntoboe Bpems, faxe 6e3 goctyna B MHTEPHET. YToObl 0CcBOOOANTL NPOCTPAHCTBO, Bbl MOXETE CHOBA

caenatb danin JOCTYNHBbIM TOJIbKO Yepe3 UHTEPHET ( '4’—").

© _ 370T 3HAYOK NOKA3bIBAET, UTO dann xpaHumcs Ha xxecmkom Oucke u eceaeda GocmyrieH.

YrpasneHue napamempamu rpoepammbl
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MpoBepka obnayvHbIX dannos
Kaspersky Security 10.1.1 pgns Windows Server MOXeT BbINOMHATL MPOBEPKY TONMbKO 06nauyHbix ¢annos,
COXPaHEHHbIX MOKanbHO Ha 3aliuMiiaeMoM cepeepe. Takue daiinbl OneDrive umetotr ctatye @ urm @ |

MpoBepka aiiroB co cTaTycoM & He BLIMOMHAETCS, NOCKOMbKY (PU3NYECKN OHU He XPaHSTCA Ha 3aLLMLLIAEMOM
cepeepe.

Bo Bpemsa nposepku Kaspersky Security 10.1.1 ans Windows Server He BbINOMHAET aBTOMaTUYECKYHO

3arpyaky cainoB coctatycoM & 43 06NayHOro  XpaHWnuLia, [Aaxe eChi  OHM  BKITIOYEHb!
B 06r1acTb NpoOBEpPKMU.

O6paboTka obnayvHbix (halinoB BbIMOMHAETCA pas3nuyHbiMK 3agadammn Kaspersky Security 10.1.1 ans Windows
Server B pasnuyHbIX CLleHapusX, B 3aBUCMMOCTM OT TUNna 3agaqm:

e [locTosiHHas npoBepka 06nayvHbIX annoB: Bbl MOXeTe A00aBUTb Nanku, cogepxalime obnadHble gannbl,
B obnactb 3awuTbl 3agauyn [loctogHHaa 3awwmta cpannos. [lpoBepka cbarna BbINOMHAETCS, Korga

nonb3oBaTenb OTKpbIBAaeT ero. Ecru nomb3oBaTens OTKpbIBAET haitn co cTaTycoM | aToT dhaiin
3arpyaeTcs W CTaHOBWTCS AOCTYMHLIM NOKAmNbHO; ero CTaTyc MeHseTcs Ha & . MMoaTomy 3ToT dain
MoxeT BbITb 06paboTaH 3agaden NocTosiHHas 3awmTa annos.

e [lpoBepka o6GnauyHbIx harinoB no TpeboBaHUio: Bbl MOXeTe [o06aBWUTb MNanku, copepxawine obnayHble
davinbl, B obnacte NpoBepKM 3adayn NpoBepku no TpeboBaHuio. 3agaya BbINOMHSET NPoOBepKy dannos

coctatycamm @ u © . Ecnu B oBnacti nposepku 3agaun obHapyxeHbl daiinbl co ctaTycom &0, atn
cannbl 6yayT nponylieHbl Npw NPOBeEpKe, a B XKypHarne BbINOMHEHUs 3agadv GyaeT 3aperncTpupoBaHo
WH(OPMaLMOHHOEe cobbiTne, MokasbiBalollee, YTO NpoBepsieMbl ann SABNAETCS BPEMEHHOW 3aMeHoW
obnayHoro ¢anna n oTCyTCTBYET Ha NOKanbHOM AUCKE.

e  DopMMpPOBaHME N UCMONb30BaHME NPaBUI KOHTPOISA 3anycka NporpaMM: MOXHO CO3[iaBaThb pa3peLuatoLime
W 3anpeljalolwme npaeBuna Ans gaitnos co ctatycamu @ p © ¢ nomolblo 3aaaun dopmMmunpoBaHue
npaBun KOHTpons 3anycka nporpamm. 3agada KoHTponb 3anycka nporpaMm obpabatbiBaeT n 6rnoknpyet
obnayHble darinbl B COOTBETCTBMM C NPMHLUUMOM 3anpeTa Mo YMOMYaHUo 1 CO30aHHLIMU NpaBuiamMu.

3apavya KoHTponb 3anycka nporpamm OrokupyeT 3anyck BceX ob6nayHbix ¢painoB, He3aBUCUMO

oT ctatyca caina. ®daiinel co ctatycom & He BxoaaT B obnacte (hOpMUPOBaHUS NpaBWna,
NMOCKOSbKY OHU He XpPaHATCH OU3UYECKM Ha XXeCTKOM Aucke. [Anga Takux ¢annoB HEBO3MOXHO CO34aTb
paspeLuatoLLmx NpaBus, NO3TOMY OHW NOAYMHAIOTCA NPUHLMMY 3anpeTa no YMOMYaHuIo.

Ecnn B oGnayHom dhanne OneDrive obGHapyxeHa yrposa, nporpaMmma MnpuUMEHSIeT [AEUCTBME, YKa3aHHoe
B NapamMeTpax 3agayu, BbIMOMHSAKLWEN NpoBepKy. Takum obpas3om, dann MoxeT ObiTb yaarneH, BblfIeYeH,
NMOMELLEH HA KapaHTUH UK B pe3epPBHOE XPaHUNULLE.

Mpn namMeHeHUn nokanbHble dannbl CUHXPOHU3UPYIOTCA C KonNuaMKM B obnadHom xpaHunuuwe OneDrive
B COOTBETCTBUM C MNPUHLMNAMK, ONUCaHHbIMUK B AOKyMeHTaumn Kk Microsoft OneDrive.

YnpasneHue napamempamu rpoepammbl
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YnpaBneHue Kaspersky Security 10.1.1 gna Windows
Server ns Kaspersky Security Center

Bbl MOXeTe LeHTpanM30BaHHO YNpaBnsiTb HECKOSbKMMU CepBepaMy C YCTaHOBMNEHHOW nporpammont Kaspersky
Security 10.1.1 pgna Windows Server, BKMOYEHHBbIMW B rpynny agMMHUCTPUPOBaHUA, C nomowplo [narvHa
ynpaenenunsa Kaspersky Security 10.1.1 gna Windows Server. Takke B Kaspersky Security Center Bbl MoxeTe
0OTAenNbHO HacTpanBaTb NapameTpbl paboThl ANns KaXx4oro cepeepa, BXogsLWero B rpynny agMMHUCTPUPOBaHUS.

pynna admuHucmpuposaHusi opmupyeTcs Ha ctopoHe Kaspersky Security Center Bpy4dHylo u BKIovaeT
HECKOMNbKO CepBepoB C ycTaHoBneHHonm nporpammon Kaspersky Security 10.1.1  ana Windows Server,
ONsl KOTOPbIX TpebyeTcs HacTpouTb eduHble MapameTpbl ynpaeneHus un 3awutbl. [NMogpobHas wuHdpopmaums
06 ucnonb3oBaHWM rpynn agMUHUCTpMpoBaHns cogepxuntca B Crpaske Kaspersky Security Center.

MapameTpbl NporpamMmMbl 49 OQHOrO cepBepa HeOOoCTYMHbI ANl HACTPOWKK, ecnn pabota Kaspersky Security
10.1.1 pgna Windows Server Ha 3TOM CepBepe KOHTponupyeTcs aktmBHom nonuTtukon Kaspersky
Security Center.

Bol moxeTe ynpaBnatb Kaspersky Security 10.1.1 gns Windows Server u3 Kaspersky Security Center
cnegyrowmummn cnocobamu:

e C nomowbi nonutuk Kaspersky Security Center. Monutnkn Kaspersky Security Center nossonsitoT
yOaneHHo HacTpouTb eAuHble napameTpbl 3awuMTbl  Ans rpynnbl  cepBepoB. [lapameTpbl  3agayu,
yKa3aHHble B aKTUBHOW MONUTMKE, UMELOT NPUOPUTET HaA NapameTpamMu 3a4ayn, HaCTPOEHHbLIMU FIOKaNbHO
B KoHCONM agMUHMUCTPUpOBaHMS UNM yaaneHHo B okHe CBowcTBa: <UmA komnbioTepa> B Kaspersky
Security Center.

C nomoLLbio NONUTKK Bbl MOXETE HAacTpOMTb O0LMe napameTpbl paboTbl NMporpaMmMel, NnapameTpbl 3agaq
NMOCTOAHHOM 3aLUnUThl, MApaMeTpPbl 3a4a4 KOHTPONSA akTMBHOCTU Ha cepBepax, NnapameTpbl 3a4ay 3alluThbl
CETEBbLIX  XpaHuUNuL, MapameTpbl 3anycka CUCTEMHbIX 3adad Mo pacnucaHuio, napameTpbl
MCNONb30BaHMs NPogunen.

e C nomouwbto rpynnoBbixX 3agay Kaspersky Security Center. 'pynnosble 3agaun Kaspersky Security
Center no3BonsAlT yganeHHO HacTpoUTb eAuvHble MapameTpbl 3adad, UMEKLMX OrpaHWYeHHbIA CPOK
BbINOMHEHWS!, 411 FPYNMbl CEPBEPOB.

e C nomoLiblo rpynnoBbiX 3aday Bbl MOXETE aKTUBMPOBATb MpoOrpamMMy, HacTpOUTb MapamMeTpbl 3agad
npoBepkn no TpeboBaHUo, napaMeTpbl 3adady OOHOBMEHUS, NapaMeTpbl 3aJayn aBTOMATUYECKOro
dopmupoBaHna paspeLuaroLLmnx npasun.

e C nomowblo 3apgavy Ans Habopa ycTpoucTB. 3agaun Ans Habopa YCTPOWCTB MO3BONSIOT yOaneHHo
HacTpPoOMTb eduHble napameTpbl 3adady, WUMEeKLUX OrpaHUYeHHbIn CPOK BbIMOMHEHUS, AN CepBepoB,
KOTOpbIEe He BKIMOYEHbI HU B OAHY U3 CO3OaHHbIX rpynn agMUHUCTPUPOBAaHMSI.

¢ C nomowblo OKHa HAaCTPOMKK NapamMeTpoB OTAerNbHOro cepBsepa. B okHe CBoncTBa: <Umsa cepBepa>
Bbl MOXETe yAaneHHO HacTpPOUTb NMapamMeTpbl 3afdadv ANs OTAENbHOro cepBepa, BKIHOYEHHOro B rpynmny
aAMWHUCTPUPOBaHuA. Bbl MoXeTe HacTpouTb kak obwme napameTpbl paboTbl NporpaMmbl, Tak W
napameTpbl paboTel Bcex 3apady Kaspersky Security 10.1.1 gna Windows Server, ecnu BbliGpaHHbIN
CepBep He HaxoaouTCA nopg yrnpasieHMeM akTMBHON nonuTukn Kaspersky Security Center.

Kaspersky Security Center no3Bonsier HacTpouTb MapamMeTpbl MpPOrpamMMbl, LOMOSNTHUTENbHbIE BO3MOXHOCTU U
paboTy XypHanoB W yBeAOMMEHUN. Bbl MoXeTe HacTpouTb 9TU NMapamMeTpbl Kak Afs rpynnbl CEpBEpoB, Tak U
Onsl OQHOro cepBepa.

YrpasneHue napamempamu rpoepammbl
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O HacTpouke obOWMX napameTpoB nporpamMmmbl B Kaspersky
Security Center

Bbl moxeTe HacTpouTb obwue napameTpbl Kaspersky Security 10.1.1 ana Windows Server ns Kaspersky Security
Center ansa rpynnel CepBepoB Unmn AN 04HOro cepeepa.

B aTtom pasgene

HacTtpoiika macwutabupyemoctn n untepdenca B Kaspersky Security Center ..........ooovuveeiieieeiiiiiiiiieeeee e 139
HacTtporika napameTpoB 6e30nacHOCTU B Kaspersky SecUrity CENLET ........ooiiuviiiiiiee it 141
HacTpolika napameTpoB coeamHeHNsI B Kaspersky SECUrity CENEN ..........uuuvevrereiiiieieeeeeeiereeereneseresesesenererennnnnn. 143

HacTpounka macwtabupyemoctu u uHtepdenca B Kaspersky
Security Center

Mpoueoypa HacTpoMkm napamMeTpoB yHKUMOHanNbHbIX KommnoHeHToB Kaspersky Security 10.1.1
ana Windows Server B Kaspersky Security Center aHanorndHa npoueaype HacTpOWKM 3TUX KOMMOHEHTOB
B KoHconu nporpammbl. HCTPyKUMKU NO HACTPOWKe napameTpoB 3ajad U yHKUWMA nporpammbl B KoHconu
Kaspersky Security 10.1.1 gns Windows Server cogepxatcsa B COOTBETCTBYIOLWNX pa3genax Pykosodcmea
rnonb3oeamersis Kaspersky Security 10.1.1 dnss Windows Server.

» 4Ymobbl Hacmpoums napamempsbi Macwmabupyemocmu u uHmepgelca rnpoepammsl, 8bINOIHUME
cnedyrouwjue delicmeus:

1. B pepee KoHconu agmunucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble

ycTpoucTBa U Bblbepute rpynny agMWHUCTPUPOBAHUS, 151 CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl MPOrpaMmbl.

2. B naHenu pesynbTaTtoB BblOpaHHOM rpynnel a4MVHUCTPUPOBAHUS BbINOMHUTE 0OJHO
n3 criefyoLwmx encTBum:

e YT0ObI HacTpoMTb NapameTpbl NPOrpaMMbl ANSA rpynnbl cepBepoB, BbibepuTe 3aknaaky Monutukm n
oTkponte okHO CBonctBa: <Umsa nonuTukm> (cMm. pasgen "Hactponka nonutukn" Ha ctp. 101).

e UYrOoGblI HacTpouTb nNapameTpbl MporpaMMbl  AnNs OTAENBHOrO CcepBepa, Bblbepute 3aknagky
YcTpouncTtBa 1 oTkpoinTe okHO MapameTpbl nporpammbl (CM. pasgen "Hactporika nokanbHbIX 3agad
B okHe lNapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnn yctponctBo paboTaeT nog ynpasneHnem aktuBHon nonutukn Kaspersky Security Center u
B 9TOW MONMUTUKE HaroXeH 3anpeT Ha U3MEHeHVWe MnapaMeTpOB MporpamMmmbl, 3TU napameTpbl
HeLOCTYNHbI ANS U3MeHeHus1 B OkHe MapamMeTpbl nporpamMmmei.

3. B paspene Mapametpbl nporpammbl B Ornoke MacwrabupyeMoctb U  UHTepdenc Haxmute
Ha kHonky HacTtpomka.
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4. B okHe MacwTabupyemocTb 1 UHTepdeic Ha 3aknagke Ob6LWwmMe HacTpoliTe crieayrowme napamMmeTphbl:

e B 6noke lMapameTpbl MacwTabupyemMoCTU HACTpoWTe MnapameTpbl, onpefensiolimne Konmyectso
ucnonb3yembix Kaspersky Security 10.1.1 ana Windows Server pabo4nx npoLeccos:

. Onpe.qen;lTb napamMeTpbl MaCI.IJTGGVIpyeMOCTVI aBTOMaTU4YeCKN.

Kaspersky Security 10.1.1 gna Windows Server perynmpyeT KONIMYECTBO UCMOSb3YEMbIX
NpOoLLeCCOB aBTOMAaTUYECKN.

3T0 3HayeHWe YyCTaHOBMEHO MO YMONYaHuio.
e YKasaTb KONIM4ecTBO pabouymx NPOLECCOB BPYUHYIO.

Kaspersky Security 10.1.1 ana Windows Server perynupyet KONMMYeCTBO aKTMBHbIX
paboymx NpoLeccoB B COOTBETCTBMM C YKa3aHHbIMU 3HAYEHUAMMN.

. MakcumanbHOe KOnM4ecTBO aKTUBHbIX npoLleccosB.

MakcumanbHoe KonmM4ecTBO NpoLEeccoB, KOoTopble ucnonbdyeT Kaspersky Security 10.1.1
ana Windows Server. [lone BBoga [JOCTYNHO, ecnu BbiOpaH BapuaHT YkasaTb
KONM4eCTBO paboyumx NpoLeccoB BPYUHYHO.

e KonuyectBo npoueccoB Ans NOCTOSAHHOM 3aLUUTHI.

MakcumaneHoe KOnM4ecTBO MPOLLECCOB, KOTOPbIE MWCMOMNb3YIT KOMMOHEHTbLI 3ajad
nocToaHHOM 3awuTthbl. [lone BBoga [OCTYMHO, ecnyu BblbpaH BapuaHT YKasaTb
KOJIM4eCTBO paboymx NpoLeccoB BPYYHYHO.

e KonuuecTBo npoueccoB ans )OHOBLIX 3afay4 NPoBepku No TpeGoBaHUIo.

MakcvManbHoe KOnM4ecTBO MPOLIECCOB, KOTOpblE MCMOMb3yeT KOMMOHEHT MPOBEPKU
no TpeboBaHMIo Npu BbIMNONIHEHNW 3afa4y MPOBEPKU MO TPeOOoBaHMIO B (POHOBOM peEXUME.
Mone BBOAa [OCTYNHO, ecnu BbibpaH BapuaHT YKa3aTb KONMUYecTBO paboumx
NpPoOLIECCOB BPY4HYIO.

e B 6noke BsaumopgencTBMe c nonb3oBaTerieM HacTpoilTe oTobpaxeHue 3Hayka obnactu
yBe,EI,OMJ'IeHI/IVI nporpamMmmbl B nNaHenu 3agady: CHUMUTE WUNKN yCTaHOBUTE cpna>+<0|< MokasbiBaTb
3HavyoK obnacTu yBegoMneHuUn.

5. Ha 3aknagke VlepavameCKoe XpaHunuuie Bbl6epV|Te OoOMH Wn3 cnefgywnuwmnx BapuaHToOB OOCTyna
K nepapxmn4eCkomMmy XxpaHunuiyy:

e He HSM-cuctema

Kaspersky Security 10.1.1 pgna Windows Server He ucnonb3yet napameTpbl
HSM-cuctembl Npu BbIMONHEHNW 3a4a4 NPOBEPKM MO TpeboBaHMIo.

[aHHbI BapuaHT BbIGpaH No yMon4aHuto.
¢ HSM-cucrema ucnosnb3yeT TO4YKM NOBTOPHOW 06paboTku

Kaspersky Security 10.1.1 pana Windows Server ucnonb3yeT TOYKM MNOBTOPHON
06paboTkn Ansa npoBepkn (QanrnoB B yAaNeHHOM XpaHWnuLie Mpu BbIMNONHEHUW 3agay
npoBepKu No TpeboBaHmio.

e HSM-cucrema ncnonb3yeT pacluMpeHHble aTpubyThbl hanna

Kaspersky Security 10.1.1 gna Windows Server mucnonb3yeT pacliMpeHHble aTpubyThbl
anna Ans nposepkn annos B yOareHHOM XpaHunuiie npuv BbIMOMHEHUN 3ajad
NpoBepKM Mo TpeboBaHwIo.
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e HeunsBectHast HSM-cucrema

Mpn BbINONHEHUMM 3adady  npoBepku no TpeboBaHuio Kaspersky Security 10.1.1
ana Windows Server npoBepsieT Bce annbl Kak dainnbl, pacrnonoXeHHble
B yOaneHHOM XpaHunuiie.

He pekoMeHayeTCA NCnoJib30BaTb 3TOT BApUaHT.

Ecnn  Bbl  He ucnonbdyete HSM-cuctembl, ocTaBbTe 3HadeHWe napameTpa [lapameTpbl
HSM-cuctemsl, ycTtaHoBReHHoe no ymonyaxuio (He HSM-cuctema).

6. Haxmute Ha KHOMKy OK.

HacTtpoeHHble napameTpbl NporpamMmmbl 6yayT COXpaHeHb!.

HacTtpounka napametpoB 6e3onacHocTtu B Kaspersky Security Center

Mpoueoypa HacTpoMknm napamMeTpoB yHKUMOHanNbHbIX KommnoHeHToB Kaspersky Security 10.1.1
ana Windows Server B Kaspersky Security Center aHanorndHa npoueaype HacTpOWKM 3TUX KOMMOHEHTOB
B KoHconu nporpammbl. IHCTPYyKUMKX NO HACTPOWKe napameTpoB 3ajad U yHKUMA nporpaMmmbl B KoHconu
Kaspersky Security 10.1.1 gns Windows Server cogepxatcsa B COOTBETCTBYIOLWNX pa3genax Pykosodcmea
nonb3oeamersi Kaspersky Security 10.1.1 dna Windows Server.

» Umobnki 8pyyHy0o Hacmpoume napamempsl 6e3ornacHocmu, ebinofHUmMe credyruwue delicmeus:

1. B pepese KoHconu agmuHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTpoucTBa 1 Bbibepute rpynny agMUHUCTPUMPOBAHWS, Afsl CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pesynbTaTtoB BblOpaHHOM rpynnel a4MVHUCTPUPOBAHUS BbINOMHUTE OAHO
n3 criefyoLwmx encTBum:

e YT106bl HAacTpouTb NapamMeTpbl NporpamMmmbl ANd rpynnbl CEpBEpoB, BbibepuTe 3aknagky Monutukn u
oTKponTe okHO CBouncTBa: <UMa nonuTukm> (cM. pasgen "HacTtpoika nonutukn" Ha ctp. 101).

e UYrOo6GblI HacTpouTb nNapameTpbl MporpaMMbl  ANs OTAENBHOIO CcepBepa, Bblbepute 3aknagky
YcTtponcTBa 1 oTkporite okHo MapameTpbl nporpammbl (CM. pa3gen "HacTpovika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnn yctponctBo paboTaeT nog ynpasneHnem aktuBHon nonutukn Kaspersky Security Center u
B 9TON MONWUTMKE HAmNOXeH 3anpeT Ha U3MEHEeHVWEe MapamMeTpoB MporpaMmbl, 3TV MNapameTpb
HeLOCTYNHbI ANS U3MeHeHus1 B OkHe MapamMeTpbl nporpamMmmei.

3. B pasgene CBo#ucTtBa nporpammbl BOnoke bBesonacHocTb W HageXHOCTb  HaXmuTe
Ha kHonky HacTpoka.

4. B okHe MapameTpbl 6e30nacHOCTU HAcTpoWTe CrieayoLne napameTpbi:

B 6noke MapameTpbl HaAEXHOCTU HACTPONTE NapaMeTpbl BOCCTaHOBMNeHUS 3agay Kaspersky Security 10.1.1
ansa Windows Server B criydae BO3HMKHOBEHMS c6oeB B paboTe nporpaMmbl UM aBapunHOro 3aBepLueHns pabo-
Tbl MPOrpamMmMbl.
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e BbINonHATbL BOCCTaHOBNeHue 3agayd

dnaxok BKIHOYAET UMK BbIKMoYaeT BoccTaHoBneHne 3agadv Kaspersky Security 10.1.1
anst Windows Server nocne cbosi B paboTe nporpaMMbl Uiy aBapuMMHOrO 3aBepLUeHus
paboThbl NporpaMmsl.

Ecnm dnaxok ycrtaHoBneH, Kaspersky Security 10.1.1 ansa Windows Server
aBTOMaTU4yeckn BoOcCTaHaBnmBaeT 3agauynm Kaspersky Security 10.1.1 ansa Windows
Server nocne cbos BpaboTe nporpamMmbl MMM aBapuMWHOrO 3aBeplleHust paboThbl
nporpammei.

Ecnm  dnaxok cHar, Kaspersky Security 10.1.1  gns Windows  Server
He BOCCTaHaBnuBaeT 3agadnm Kaspersky Security 10.1.1 gna Windows Server nocne
cbos B paboTe nporpamMmmbl UM aBapuMHOTO 3aBepLUEHUS paboTbl MPOrpaMmei.

Mo ymon4aHuio pnaxkok yCTaHOBIEH.
e BbInonHATbL BOCCTaHOBIEHME 3aAa4y NPOBEpPKM No TpeboBaHuIo He 6onee (pas3).

KonuyecTtBo nonbITOK BOCCTAHOBMEHMS 3adad NpoBepku no TpeboBaHuo nocne cbos
B pabote Kaspersky Security 10.1.1 gns Windows Server. [None BBoga AOCTYMNHO, eCnu
yCTaHOBMeH dnaxok BbINONHATL BOCCTaHOBMEHUe 3aav.

e B 6noke OencTBusa npm nepexoae Ha UCTOYHUK Gecnepe6oMHOro NUTaHUA 3aJanTe orpaHudeHue
Harpysku Ha cepBep, cosgaBaemon Kaspersky Security 10.1.1 gna Windows Server npu nepexoge
Ha UCTOYHUK BecnepeboHOro NTaHus:

e He 3anyckaTtb 3aAa4dv NpoBepKu No pacnucaHuio.

dnaxoK  BKMOYAET UMW BbIKNOYAeT  3arnyck 3adad  MNpoBepkuM Mo pacnmcaHuio
npu nepexode cepsBepa Ha UCTOYHUK GecnepeBonHOro nuUTaHust [0 BOCCTAHOBEHUS
CTaHOapTHOro pexuma nuTaHus.

Ecnn cnaxok ycrtaHoBneH, Kaspersky Security 10.1.1 agng Windows Server
He 3anyckaeT 3agayn MPOBEPKM MO pacrnvcaHuWio  MNpu Nepexofe  Ha UCTOYHUK
BecnepeboONHOro NMTaHNWa 4O BOCCTAHOBIEHWUS CTAHOAPTHOrO peXxnma NuTaHus.

Ecnu cdnaxok cHat, Kaspersky Security 10.1.1 ana Windows Server 3anyckaeTt 3agauu
NPOBEPKN MO pacnmcaHuio BHe 3aBUCUMOCTM OT pexuMa NuTaHnst cepeepa.

Mo ymon4aHuio pnaxok yCTaHOBIIEH.
e OcTaHOBUTb BbINOMHEHME 3a4a4U MPOBEPKU.

®Praxok  BKMIOYAET UMM BbIKMOYAET  BbIMOMHEHMWE  3anyLlleHHbIX 3adad  MNpoBepKU
npw nepexoae cepeepa Ha UCTOYHUK BecnepeboHOro NuTaHus.

Ecnn cnaxok ycrtaHoBneH, Kaspersky Security 10.1.1 agng Windows Server
OCTaHaBnMBaeT BbINOMHEHWE 3anyLleHHbIX 3agady MpoBepKu Mpw nepexode cepsepa
Ha UCTOYHMK BecnepebonHOro NUTaHus.

Ecnn cnaxok cHat, Kaspersky Security 10.1.1 gns Windows Server npogorkaet
BbINOMHEHWE 3anyleHHbIX 3agady MNpoBEPKM NpuW nepexofe cepBepa Ha UCTOYHUK
0ecnepeborHOro NUTaHus.

Mo ymon4aHuio hnaxxok yCTaHOBIIEH.
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CepBep nepexoauT Ha UCTOYHWMK GecnepebOoMHOro nuTaHus, TOMbKO €CnvM ypOBeHb 3apsga
6atapen onyckaetcs HUxe 90%.

e B Onoke MapameTpbl NpMMeHeHUA Napons 3ajanTe napofib ANs 3aWwuTbl AOCTYNa K OYHKUUSM
Kaspersky Security 10.1.1 ana Windows Server.

5. Haxmute Ha kHoMKy OK.

HacTpoeHHble napameTpbl 6€30MacHOCTU U HAOEXHOCTM BYAYT COXPaHEHBbI.

HacTtpounka napameTtpoB coeauHeHuns B Kaspersky Security Center

Mpoueoypa HacTpoMknm napamMeTpoB yHKUMOHanNbHbIX KommnoHeHToB Kaspersky Security 10.1.1
ans Windows Server B Kaspersky Security Center aHanornyHa npouegype HacTPOWKM 3TUX KOMMOHEHTOB
B KoHconu nporpammbl. IHCTPYKUMKX NO HACTPOWKe napameTpoB 3ajad U yHKUWMA nporpammbl B KoHconu
Kaspersky Security 10.1.1 gna Windows Server cogepxaTtcsli B COOTBETCTBYHOLLMX pasgenax Pykosodcmea
nonb3oeamersi Kaspersky Security 10.1.1 dna Windows Server.

HacTtpoeHHble napaMeTpbl CoeAnMHeHns NCnonb3yTes Ans nogknoveHus Kaspersky Security 10.1.1 gna Windows
Server k cepepam 06HOBNEHWI N aKTUBaLUUW, a Takke NPy UHTerpaumm nporpamm co criyxxéamm KSN.

» Umobbl Hacmpoume napamempbsl COeOUHEHUS, 8bINOSIHUME criedyrouwjue delicmeus:

1. B pepee KoHconu agmunucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpoincTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUA, ANs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NporpamMmmbi.

2. B naHenu pe3ynbTaTtoB BblOpaHHOW rpynnbl agMVHUCTPUPOBAHUS BbIMNOMNHUTE OfHO
n3 criefyoLwmx encTBum:

e YT0ObI HacTpoMTb NapameTpbl NPOrpaMMbl ANSA rpynnbl cepBepoB, BbibepuTe 3aknaaky Monutukm n
oTkponTe okHO CBoncTBa: <Uma nonuTukm> (cMm. pasgen "Hactponka nonutukn" Ha ctp. 101).

e UYrOGbI HacTpouTb nNapameTpbl MporpaMMbl  AnNsl OTAENBHOIO cepBepa, Bblbepute  3aknagky
YcTponcTBa 1 oTkporite okHo MapameTpbl nporpammbl (CM. pa3gen "HacTtpovika nokanbHbIX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

Ecnu yctporictBo pabotaeT nog ynpaeneHnem aktusHon nonutukn Kaspersky Security Center n
B 3TOM MONUTUKE HamnoXeH 3anpeT Ha U3MeHeHue napamMeTpoB Mporpammbl, 3TWU napameTpbl
HeJOCTYMNHbI AN n3sMeHeHus B okHe MapameTpbl nporpaMmmeil.

3. B pasgene CsonctBa nporpammbl B 6roke NMpokcu-cepBep: HaxxmuTe Ha KHOMKy HacTponka.
OTkpoeTcs okHO HacTporka napamMeTpoB coeANHEHUS.
4. B okHe MNapameTpbl coeAnMHEHUA HAaCcTPOUTe crieayoLme napameTpsbl:

e B 6noke MapameTpbl NPOKCU-CepBepa 3afalnTe napameTpbl UCMONb30BaHUA NMPOKCU-CepBepa:

YrpasneHue napamempamu rpoepammbl
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e He ncnonb3oBaTtb NpoOKcuU-cepBep.

Ecnn BbiOpaH aToT BapuaHTt, Kaspersky Security 10.1.1 pgna Windows Server
He ncnonb3yeT npPOKCU-cepBep AN coeauHeHuss ¢ cnyxbamm KSN, a BbinonHset
coefuHeHne HanpsiMyto.

e ABTOMaTM4YECKU onpeaensaTb NapameTpbl NPOKCU-cepsepa.

Ecnn BbiGpaH aToT BapuaHTt, Kaspersky Security 10.1.1 gna Windows Server
aBTOMaTU4ecKn onpegensiet napameTpbl NoaKIoYEHNS K cnyx6am KSN
¢ ncnonb3oBaHueM npoTtokona Web Proxy Auto-Discovery Protocol (WPAD).

JaHHbI BapuaHT BbIGpaH Mo yMoYaHuio.
e MWcnonb3oBaTb NapaMeTpbl yKa3aHHOro NpoKCcU-cepBepa.

Ecnn BbIOpaH 3TOoT BapwuaHT, Ans coeamHeHuss ¢ KSN Kaspersky Security 10.1.1
ans Windows Server ncnonb3yeTt napaMeTpbl NPOKCU-CepBepa, YKadaHHbIe BPYYHYHO.

e |P-agpec nnn cumMBOMNbHOE NMSA NPOKCU-CepBepa 1 HOMeP nopTa.
¢ He ucnonb3oBaTtb NpPoKcU-cepBep AN NOKanbHbIX aapecoB.

dnaxoKk BKMOYaAeT UNKU BbIKIIOYAET MCMONb30BaHUE MNPOKCU-CepBepa Mnpu obpalleHun
K KOMMbIOTEPAM M3 CETW, K KOTOPOW MNPUHALMIEXUT KOMMbIOTEP C YCTAHOBMEHHBIM
Kaspersky Security 10.1.1 gna Windows Server.

Ecnn cnaxok yctaHoBneH, obpalleHne K KOMMNbOTepaMm U3 CeTU, K KOTOPOW
NPUHaANEXnT KoMNbloTep C ycTaHoBneHHbIM Kaspersky Security 10.1.1 ans Windows
Server, BbINONHAETCA HanpsAmyto. [pokcu-cepBep He UCMONb3yeTCs.

Ecrn dhnaxok CHAT, Ans obpatleHns K NOKarnbHbIM KOMMbloTepam
NCMNoMb3yeTCcsi NPOKCU-CepBeEp.

Mo ymonyaHuio raxok ycTaHOBIMEH.
e B 6noke MapameTpbl ayTeHTU(PMKALMKU HA NPOKCU-CEpBepe 3adanTe napameTpbl ayTeHTuduKkaLmu:
e BbibepuTte napameTpbl ayTeHTUUKALMN B paCKPbIBAOLLLEMCS CMIUCKE.

e He wucnonb3oBaTb ayTeHTUMKaALUIO — NpOBEPKA MOAMUHHOCTM HE NPOU3BOAMTCH. ITOT
peXuUM BbIGpaH No YMONYaHMI.

e Wcnonb3oBate NTLM-ayTeHTUdUKauuo — nposepka nNoaNIMHHOCTU C MOMOLLBLIO MPOTOKONa
ceteBon ayteHTMduKaumm NTLM, paspaboTaHHoro komnaHmen Microsoft.

e WUcnonb3oBatb NTLM-ayTeHTU(hUKaLmMo ¢ UMeHeM nonb30BaTeniA U NaposieM — NpoBepka
NOAJSIMHHOCTU C MOMOLLbI0O NPOTOKONa ceTeBow ayTeHTudpmkauum NTLM, paspaboTaHHoOro
komnaHuen Microsoft, a Takke MMeHM nonb3oBaTeNs U Napons.

(] Ucnonb3oBaTb UMA nonb3oBaTensa u naposib — npoBepka NoaIMHHOCTU C NOMOLLUBIO UMEHU
nonb3oBaTesnid 1 napon4.

e Ecnun tpebyeTcs, ykaxkute UMsi nonb3oBaTens U naporb.

e B 6noke JluueHanpoBaHue yctaHoBUTE Unmn cHummuTe pnaxok Ucnonb3oBatb Kaspersky Security
Center B ka4yecTBe NPOKCU-cepBepa ANA akTUBaLum NporpaMmmbl.

5. Haxmute Ha kHonky OK.

HaCTpoeHHbIe napamMmeTpbl CoeaANHEHUNA 6yD,yT COXpPaHEHH.I.

YnpasneHue napamempamu rpoepammbl
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O HacTponKe AONONTHUTENbHbIX
BO3MOXHOCTEU NporpamMmmbl

Bbl MoXeTe HacTpouTb AononHuTenbHble BO3MOXHOCTM Kaspersky Security 10.1.1 agna Windows Server
n3 Kaspersky Security Center ansi rpynnbsl cepBepoB Unv Ansi oTAenbHOro cepeepa.

B aTtom pasgene

HacTtporika napameTpoB JoBepPEeHHON 30HbI B Kaspersky Security CeNter...........evvvveiiiiiiiiiiieee e 145
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HacTtpouka napameTpoB AoBepeHHON 30HbI B Kaspersky
Security Center

Mo yMO4aHuio BO BHOBb CO34aHHbIX NONMUTUKaxX U 3adadvax gosepeHHaa 30Ha NpuMeHAeTCA.
» Umobbl Hacmpoume napamempbl 008epPEeHHOU 30HbI, 8bINOIHUMEe credyrouue 0elicmeusi:

1. B pepee KoHconu agmunucTtpupoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTpoincTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUA, ANsi CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NporpamMmmbi.

2. B naHenm pesynbTaTtoB BblIOpaHHOM rpynnbl agMVHUCTPUPOBaAHUS BbINOSTHUTE OfHO
13 cnegyowmnx AencTBuin:

e YT0ObI HacTpoMTb NapameTpbl NPOrpaMMbl ANSA rpynnbl cepBepoB, BbibepuTe 3aknaaky Monutukm n
oTkponTe okHO CBonctBa: <Umsa nonuTukm> (cMm. pasgen "Hactponka nonutukn" Ha ctp. 101).

e YTtoGbl HacTpouTb NapameTpbl MporpaMMmbl Onsi OTOENbHOrO cepBepa, BbibepuTe 3aknagky
YcTpouncTtBa 1 oTKporiTe OkHO MapameTpbl nporpamMmbl (CM. pasgen "HacTporka nokanbHbIX 3agay
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpaesneHneMm aktusHon nonutukn Kaspersky Security Center u
B 3TOM MOSIMTUKE HaNOXeH 3anpeT Ha U3MeHeHVWe napameTpoB MporpaMmmbl, 3TU napamMmeTpbl
HeJOCTYMHbI A5 UsMeHeHus B okHe MapameTpbl nporpaMmmabl.

3. B pasgene [ononHuTenbHble BO3MOXHOCTU HaXmuTe Ha kHonky HacTtpomka B Grioke napameTpoB
[oBepeHHas 30Ha.

OTkpoeTca okHO [loBepeHHas 30Ha.

YrpasneHue napamempamu rpoepammbl
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4. Ha 3aknagke Ucknro4veHnsa ykaxuTe obbekTbl, koTopble Kaspersky Security 10.1.1 gna Windows Server
nponyckaeT nNpv NpPoBepkKe:

Ytobbl co3gaTtb pekomMmeHayemble WCKNIOYEHNS, HaxXmnte Ha KHOMKY HobaButb
peKkoMeHAyeMble UCKITHYEHUS.

Mpn HaxaTM Ha 3Ty KHOMKY B CMIMCOK WCKIIOYEHUA [06aBnAKTCS  MCKINHOYEHNS,
pekoMeHOoBaHHble Kopriopauuen Microsoft M UckMoYeHMs, pekoMeHOOBaHHble
"Nabopatopuen Kacnepckoro".

Ecnu Bbl XOTUTE MMNOPTUPOBATL MCKIOUYEHWUS, HAXXMUTE Ha KHOMKY MMMOPT M B OTKPbLIBLLEMCSI OKHE
BblOepute  channbl, koTopble Kaspersky Security 10.1.1  ans Windows Server ©Oyget
cunTaTb AOBEPEHHBLIMMU.

Ecnun Bbl XOTUTE BPYYHYIO YKasaTb YCIOBUSA, MpU YAOBMETBOPEHUM KOTOPbIM (haiin GyageT cumMTaTthes
[0BEpPEHHbIM, HaXXmuTe Ha KHOMKY Ho6aButb. B oTkpbiBLLEMCS OkHe yKaXuTe
cnepylouime napameTpbi:

e [lpoBepseMbIn OOBLEKT.
HobasnseT chann, nanky, AUCK unun ann cKpunTa B UCKIMIOYEHMS.

Ecnn yctanoBneH atoT dnaxok, Kaspersky Security 10.1.1 gna Windows Server
nponyckaeT ykasaHHbl gunanasoH, dann, nanky, auck unu camn ckpunta npu 3anycke
NnpoBepKn ¢ ucnonb3oBaHuem komnoHeHToB Kaspersky Security 10.1.1 gna Windows
Server, BbIOpaHHbIX B pa3gene O6nactb NPUMeHeHUA UCKINIOYEHUS.

Mo ymon4aHuio pnaxkok yCTaHOBIEH.
e OOHapyxuBaeMble OOBLEKTbI.

UcknoueHne obHapyxmBaemMbiX OOBEKTOB M3 NPOBEPKM MO UMEHU WU MacKe WMEHMU
obHapyxnBaemoro obbekTa. Bbl MOXeTe HaWTU CNUCOK WMMeH OOHapyXnBaembix
00ObEKTOB Ha calTe BupycHon aHuuknonegun.

Ecnu dnaxok yctaHosneH, Kaspersky Security 10.1.1 gna Windows Server nponyckaet
npu NpoBepke ykasaHHble 0ObEeKTHI.

Ecnu dnaxok cHat, Kaspersky Security 10.1.1 gna Windows Server obHapyxuBaeT Bce
06beKThI, yKasaHHble B NporpamMmme no yMOMYaHuIo.

Mo ymonyaHuio oriaxokK CHAT.
e OO6nacTb NPMMEHEHUA UCKITHOYEHUSA.

HasaHne 3agaum Kaspersky Security 10.1.1 pgna Windows Server, B KOTOpoOK
npuMmeHseTca npasBuIo.

e Ecnn Tpebyetcsa, ykaxute [OMOMHUTENbHYIO WHMOPMALMIO, MOSACHSIIOLWYH  WCKIIOYEHNE,
B nonie KommeHTapum.

5. B okHe [oBepeHHasi 30Ha Ha 3aknagke [oBepeHHble MpoUecCbl YKaXuUTe MNpoLecChl, KOoTopble
Kaspersky Security 10.1.1 ans Windows Server 6ygeT nponyckaTb Npu NpoOBEPKE:

He npoBepsaTL daiinoBbie onepaunmn pesepBHOro KONUpoBaHUS.

dnaxok BKMIOYAET UMK BbIKNIOYAET MPOBEPKY Onepauuii YTeHuss (annos, ecnu aTu
onepaLum BbIMOMHATCS YCTaHOBMEHHbLIMM Ha cepeepe cpeacTeamm
pEe3epBHOro KOMMPOBaHWS.

Ecnu dnaxok yctaHoBneH, Kaspersky Security 10.1.1 ana Windows Server nponyckaeT
npu NpoBepke onepaumn 4YTeHus HainsoB, BbIMOMHAEMblE YCTaHOBIIEHHBIMU Ha cepBepe
cpencTeBaMuy pe3epBHOro KONMPOBaHMS.

YrpasneHue napamempamu rpoepammbl
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Ecnn dnaxok cHat, Kaspersky Security 10.1.1 ana Windows Server nposepsieT
onepaunn vteHns avnoBs, BbINOMHAEMbIE YCTAHOBMEHHLIMW Ha cepBepe CpeacTBaMu
pe3epBHOro KONUPOBaHWS.

Mo ymonyaHuio naxxok yCTaHOBMEH.
e He npoBepsATb hannoBylo aKTMBHOCTb YKa3aHHbIX NMPOLIECCOB.

dnaxok BKNtOYaeT UK BbIKNOYaeT NPoOBEpPKY darnnosomn aKTUBHOCTM
OOBEPEHHbIX NPOLIECCOB.

Ecnu dnaxok yctaHoBneH, Kaspersky Security 10.1.1 ana Windows Server nponyckaeT
npv NnpoBepke hannoBble onepaunmn JOBEPEHHbBIX MPOLECCOB.

Ecnn dnaxok cHat, Kaspersky Security 10.1.1 gna Windows Server nposepsieT
havinosble onepauny 4OBEepPEHHbIX NPOLIECCOB.

Mo ymon4aHuio iaxkok CHAT.

6. [MNpun HeobxogmMmocTn pobaBbTe npouecchl, PanrnoByld aKkTUBHOCTb KOTOPbIX Bbl HE XOTUTE MPOBEPSATH,
HakaB Ha KHOMNKy [lo6aBuTb (cM. pa3gen "[JoGaBneHne JOBEPEHHbIX NpoLeccoB” Ha cTp. 147).

7. Haxmwute Ha kHonky OK B okHe [loBepeHHas 30Ha, 4Tobbl COXpPaHUTb U3MEHEHUS.

[Job6aBneHne nOBEpPEHHLIX NPOLECCOB

» 4Ymobbi 0obasumb 0OUH UMU HECKOJSILKO MPOUECCO8 8 CrILUCOK O08EPEHHbIX, 8bIMOSTHUME
cnedyrouwue Oelicmaus:

1. B pepee KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpoincTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUA, ANs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenm pesynbTaTtoB BblIOpaHHOM rpynnbl agMWHUCTPUPOBaHUS BbINOSTHUTE OoflHO
13 cnegyowmnx AencTBuin:

e YT0ObI HacTpoMTb NapameTpbl NPOrpaMMbl ANSA rpynnbl cepBepoB, Bbibepute 3aknagky Monutukm n
oTkponTe okHO CBounctBa: <Umsa nonutukm> (cM. pasgen "Hactponka nonutukn" Ha ctp. 101).

e UTOoBbLlI HacTpouTb napameTpbl MporpaMMmbl  ANs OTAENbHOrO cepBepa, Bblbepute 3aknagky
YctpounctBa n otkpounTe okHo MapameTpbl nporpammbl (CM. pa3gen "HacTporka nokanbHbiX 3agay
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHnem aktusHon nonutukn Kaspersky Security Center u
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha U3MeHeHVWe MnapamMeTpoB MporpamMMmbl, 3TW NapameTpbl
HeJOCTYMNHbI AN n3sMeHeHus B okHe MapameTpbl nporpaMmmeil.

3. B pasgene OdononHuTenbHble BO3MOXHOCTU HaXmuTe Ha kHOnKy HacTponka B G6noke napameTtpoB
[JoBepeHHas 30Ha.

OTkpoeTca okHO [loBepeHHas 30Ha.

4. Ha 3aknagke [oBepeHHble npouecchl ycTaHoBUTE dnaxok He npoBepsATb ¢halnnoByr0 aKTUBHOCTb
yKa3aHHbIX NPOLLEeCCOB.

5. HaxmuTe Ha kHOMKy [lo6aBUTb.
6. BbibepuTe oanH U3 BapnaHTOB U3 KOHTEKCTHOIO MEHIO KHOMKM:

e HeckonbKko npoueccoB.

YnpasneHue napamempamu rpoepammbl
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B OTKpbIBLLEMCA OKHEe [Jo6aBneHue npouyeccoB B CMUCOK AOO0BEpPEeHHbIX HaCTpOVITe
cnegyouine napamMmeTpbl:

a. Wcnonb3oBaTb NOMHbLIM NYTb Afisl onpenerieHUs AOBEePEeHHOCTU npouecca.

Ecnun c¢naxok ycrtaHosneH, Kaspersky Security 10.1.1 gna Windows Server 6yget
ucnonb3osaTb NOMHbLIN nyTb K channy Ansa onpeaeneHus craryca
AOBEPEHHOCTM npoLiecca.

Ecnnm dnaxok He ycTaHOBMNEH, NyTb K dpainy He O6ygeT y4uuTbiBaTbCA B KayecTse
KpUTepus Ans onpeneneHns craTyca JOBEpPEeHHOCTM npoLecca.

Mo ymon4aHuio pnaxkok yCTaHOBIIEH.
b. WUcnonb3oBaTtb xew cpanna gns onpegeneHnsa OBepPeHHOCTU Npouecca.

Ecnu dnaxok yctaHosneH, Kaspersky Security 10.1.1 gna Windows Server ncnonbsyet
xew BbIbpaHHOro danna Ans onpegeneHns cratyca AOBEPEHHOCTU npoLecca.

Ecnn dnaxok He ycTaHOBMEH, Xell (oaina He yYUTbiBaeTCs B KayecTBe KpuTepus
ANs onpefeneHus crtatyca 4OBEPeHHOCTM npoLliecca.

Mo ymon4yaHuio oria>kok yCTaHOBIEH.
€. YT06bl 40BaBUTL AaHHbIE HA OCHOBE UCMONHAEMbIX (PannoB, HAXMUTE Ha KHOMKy O630p.

d. Bbibepute ncnonHsemMbin dan B OTKPbIBLLEMCS OKHE.

Bbl moxeTe gobaBnsTb NpoLecchl TOMNbKO No ogHomy. [oBTopuTe warn c-d, 4tobbl 406aBUTL
apyrve ncnosHsemble anneol.

e. Ytob6bl fo6GaBUTL OaHHbIE HA OCHOBE 3anyLweHHbIX NpouecCcoB, HAXXMUTE Ha KHOMKY FIpou,eccu.

f. BblOepuTe npouecchl B OTKpbIBLUEMCS OKHE. YTOObI BbIOpaTh HECKONBKO NMPOLECCOB, YAEPXMBaNTE
knaesuwy CTRL npu BeiGope.

g. Haxmute Ha kHonky OK.

TpebyeTcs, 4TOObl y4eTHas 3anucb, C NpaBaMn KOTOPOW 3anyckaeTcs 3agada [locTtosiHHas
3awmTa pannos, UMena npaea agMuUHUCTPAToOpa Ha cepBepe C YCTaHOBIIEHHOW NPOrpaMmon
Kaspersky Security 10.1.1 ana Windows Server, 4tobbl npocMaTpuBaTh CMUCOK aKTUBHbIX
npoLeccoB. Bbl MoXeTe oTcopTMpoBaThb NPOLLECCHl B CMUCKE aKTUBHbLIX NPOLLECCOB MO UMEHU
danna, PID unn nytu K ncnonHsemomy danny npotecca Ha nokanbHom cepBepe. ObpaTtute
BHMMaHue, 4YTO Bbl MOXeTe BbliOpaTb MPOLECC M3 CrMcKa 3anyLleHHbIX MPOLLeCCOB, HaxaB
Ha kHorKy [lpoueccbl, Tonbko npwu pabote 4Yepe3 KoHCOMb nporpaMmbl Ha fOKarbHOM
cepBepe unu B napameTpax HyHoro y3na B Kaspersky Security Center.

e OpauH npouecc Ha oCHoBe UMEeHU N NYTU.

B oTkpbiBwemMca okHe [loGaBrneHue NpPoLEecCOB B CMUCOK AOBEPEHHbIX BPYYHYH HacTpouTe
cnegyrowue napameTpbl:

a. YKaxuTte nyTb K UCNOMHSAEMOMY chaniny (Bknovas umsa ganna)
b. Haxmurte Ha kHomky OK.

e OpuH npouecc Ha OCHOBEe CBONCTB OOBLEKTA.

YrpasneHue napamempamu rpoepammbl
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B OTKpbIBLLEMCA OKHEe [Jo6aBneHue npouyeccoB B CMUCOK AOO0BEpPEeHHbIX HaCTpOIZTe
cnegyouine napamMmeTpbl:

a. HaxmuTe Ha kHonky O630p 1 BbiGepuTe npoLecc.
b. Wcnonb3oBaTb NOMHbLIN NyTb ANA onpeaenieHNA AOBEPEeHHOCTU npoLlecca.

Ecnu c¢naxok ycrtaHosneH, Kaspersky Security 10.1.1 gna Windows Server 6yget
ucnonb3oBaTb MOMHbIN nyTb K panny Ans onpegeneHns cTaTyca
AOBEPEHHOCTM npoLiecca.

Ecnn cnaxok He ycTaHoBneH, nyTb kK dawnny He dbyaeTr yunmTbiBaTbCsl B KayecTBe
KpuTepusa Ons onpegeneHus cratyca 4OBEPEHHOCTU npoLecca.

Mo ymon4aHuio pnaxxok yCTaHOBIEH.
c. Wcnonb3oBathb xew channa gnsa onpepeneHus 4OBEPEHHOCTU Npouecca.

Ecnu dnaxok yctaHosneH, Kaspersky Security 10.1.1 gna Windows Server ncnonbsyet
XeL BblbpaHHOro danna ans onpeaeneHns ctatyca 4OBEPEHHOCTH npoLecca.

Ecnn naxok He ycTaHOBMREeH, xew danna He y4yuTbiBaeTCs B KavyecTBe Kputepus
AN onpefeneHus cratyca AOBEPEeHHOCTH npoLecca.

Mo ymon4aHuio pnaxkok yCTaHOBIEH.

d. Haxmute Ha kHoMKy OK.

YT106b1 4OOaBUTHL BbIOPAHHbLIV NMPOLIECC B CMMCOK JOBEPEHHbIX MPOLECCOB, AOMKEH ObITh BbIOpaH
Nno KpanHewn Mepe OAUH KpUTEPUIN JOBEPEHHOCTN.

7. B okHe lo6aBneHne aoBepeHHOro npouecca HaxmuTte Ha kHonky OK.

BbibpaHHbIi  chaiin  unu  npouecc GyoeT [OobGaBneH B CNWCOK  [OBEPEHHbIX MPOLECCOB B OKHE
[doBepeHHas 30Ha.

Ucnonb3oBaHUe MacKu not-a-virus

Macka not-a-virus no3BonsieT nponyckaTb BO BPEMSI MPOBEPKU IeranbHoe nporpaMMHoe obecnedeHve w
BebO-pecypcbl, KOTOpble MOryT OblTb pacleHeHbl Kak BpegoHOCHble. Macka npuMeHsieTcs npu pabote
crieqyrownx 3agay:

e [locTtosiHHas 3awmTa hannos;

e [lpoBepka no TpeboBaHuio;

e [lpoBepka CKpMNTOB;

o 3awwuta RPC-nogkniovaembix ceTeBbIX XpaHUNULL;

e 3awwuTta Tpadwmka.

Ecnu macka He pobaBneHa B cnvcok uckntodeHuin, Kaspersky Security 10.1.1 ans Windows Server npymenut
OEeNCTBUS, YKa3aHHbIe B MapaMeTpax 3agauu, 4is nporpaMmm n Be6-pecypcoB, KOTOpbIE BXOAAT B 3Ty KaTeroputo.

YrpasneHue napamempamu rpoepammbl

149



KASPER{KY3

» 4Ymobki ucnonb3o8amb MacKy not-a-virus, ebirnoniHume credyroujue delcmeusi:

1. B pepeBe KoHconu agmunucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bblbepute rpynny agMUHUCTPUPOBAHWS, AMs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHUS BbINOMHUTE 0[HO
13 cnegylowmx 4encTBui:

e YT106bI HAacTpouTb NapameTpbl NporpamMmmbl ANd rpynnbl CEpBEpPOB, BbibepuTe 3aknagky Monutukn u
oTKpownTe okHO CBouncTBa: <Uma nonuTukn> (cMm. pasgen "Hacrtporika nonutmnkun" Ha cTp. 101).

e UYr0oObl HacTpouTb nNapameTpbl MporpaMMbl ANs OTAENBHOrO cepBepa, Bblbepute 3aknagky
YcTtponctBa 1 oTkporite okHo MapameTpbl nporpammbl (M. pa3gen "HacTtpovika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTaeT noj ynpasneHueMm aktnsHon nonutukn Kaspersky Security Center u
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha U3MEeHeHue napamMeTpoB MporpamMmbl, 3TW NapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B pasgene [dononHuTenbHble BO3MOXHOCTWM HaxmuTe Ha kHonky HacTpoika B Grnoke napameTpoB
[JoBepeHHasa 30Ha.

OTtkpoeTcs okHOo [loBepeHHasi 30Ha.

4. Ha 3aknagke UckniouyeHuUs, npokpyTute CNUCOK U BbIGEPUTE CTPOKY CO 3HAYeHMEM not-a-virus:*, ecnm
hNaxok CHAT.

5. Haxmute Ha kHonky OK.

HoBble HacTpoiiku ByayT NPpUMEHEHBI.

lNMpoBepKa CbeMHbLIX AUCKOB

Bbl MOXeTe HacTpouTb NPOBEPKY CbEMHbIX AUCKOB, NOAKMoYaeMbIx No USB k 3awwmiaemomy cepsepy.

Kaspersky Security 10.1.1 gnsa Windows Server BbINOMHSeT MNPOBEPKY CbEMHOIO AMCKa C MOMOLLbIO 3adayu
npoBepkn Mo TpeboBaHmio. [llporpamma aBTOMAaTUYECKM CO3[4aeT HOBYH 3agayy MpoBepku Mo TpeboBaHMio
B MOMEHT MOAKIMIOYEHU CLEMHOIO AMCKa M yaanseT Co3faHHyo 3afady no 3aseplueHun nposepku. CosgaHHas
3agava BbINOMHAETCS CO CTaHAApTHbIM YpOBHEM 6€30MacHOCTH, YKka3aHHbIM AN NPOBEPKN CbEMHbLIX OUCKOB. Bbl
He MOXeTe HacTPOUTb NapameTpbl BpeMeHHoW 3agaym lNMpoBepka no TpeboBaHuio.

Ecnun Bbl yctaHoBunu Kaspersky Security 10.1.1 gna Windows Server 6e3 aHTMBMpYCHbIX 6a3, nposepka
CbEeMHbIX AMCKOB ByaeT HedoCTymnHa.

Kaspersky Security 10.1.1 ana Windows Server 3anyckaeT npoBepKy CbEMHbIX OUCKOB, MOAKNHOYaeMblX
no USB npu nx pernctpaumm B onepaumoHHON CMCTEME B KayecTBe 3anomuHatowlero ycrponctea (USB Mass
Storage Device). [Mporpamma He BbINOMHSAET NPOBEPKY CbLEMHOrO AUCKa, €Criv ero noakntoveHne 6bino
3abnokupoBaHo 3agadvert KoHTponb ycTporcTB. [porpamma He BbiNonHAET npoBepky MTP-nogknoyaembix
MOOWbHBLIX YCTPOWNCTB.
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Kaspersky Security 10.1.1 ana Windows Server He 6noknpyeT AOCTYyN K CbEMHOMY AUCKY Ha BpeMS MPOBEPKN.

Pe3yJ'IbTaTbI NPOBEPKMN KaXaoro CbeMHOro pOucka AOCTYMNHbl B XypHane BbINONMHEHNA 3aadn MNpoOBEpPKU
no TpeboBaHnIO, CO34aHHON NPUX NOAKMIOYEHNN 3TOr0 CbEMHOIO ANcKa.

Bbl MOXeTe N3MeHsITb 3HaUYeHNsi NnapameTpoB KOMMNOHeHTa [1poBepka CbeMHbIX AUCKOB (CM. TabnuLy HUXe).

Tabnuua 29. lNapamempbi po8epKU CbeMHbIX OUCKO8

MapameTp 3HaveHue OnucaHwue

no ymomn4yaHuio
MpoBepATbL CbeMHble dnaxok cHAT Bbl MOXeTe BKNHOYATb UMK BbIKIIOYATbh MPOBEPKY ChEMHbIX
AUCKU NpU UX NOJKIIo- [OVICKOB MpU X NOAKIIOYEHUN K 3aLLMLLIaEMOMY CEPBEPY.
YyeHuu no USB
MpoBepsaTb, ecnu o6LEM 1024 Mb Bbl MOXeTe yMeHbLUNTb 06M1acTb cpabaTtbiBaHMs KOMMO-
coaepXawmxcs Ha gucke HeHTa, ykasaB MaKkcUMarbHbli 06beM JaHHbIX
AaHHbIX He NpeBblllaeT Ha CbEMHOM JUCKe.
nopor (MB) Kaspersky Security 10.1.1 ans Windows Server He 6yaeT

BbINOJTHATL NPOBEPKY CbeMHOIo ANCKa, ecrin obbemM copep-
Xalmnxca Ha HeM JaHHbIX NpeBblllaeT yka3daHHOEe 3Ha4YeHune.

3anyckaTb NpoBepKy MakcumanbHas Bbl MOXeTe HacTpavBaTb NapameTpbl Co34aBaeMbiX 3aaau

c ypoBHeM Be3onacHocTH | 3awura npoBepkn no TpeboBaHuIo, BbIGNpas oguH U3 TPeX ypoB-
Heln Ge3onacHoCTU:

o MakcumanbHas 3awmTa

e PekomeHayemblin

e MakcumanbHoe ObicTpoaencTame
ANroputm OeicTBUA Npu 0OHapYKEHNUN 3apaKeHHbIX,
BO3MOXHO 3apaXXeHHbIX U OPYrMxX OOBLEKTOB, a Takke Apy-
rme napamMmeTpbl NPOBEPKM ANSA KXA0ro ypoBHA 6e3onac-
HOCTW COOTBETCTBYIOT CTaHAAPTHBIM YPOBHAM 6e30nacHo-
CTM B 3aavax NpoBepKM No TpedoBaHMo.

YToObI HaCTpPOUTb NapamMeTpbl NPOBEPKN CbEMHbIX AUCKOB NMPU NOAKIHOYEeHUU, BbINOJTHUTE cneayouine DEencTBus:

1. B pepeBe KoHconu agmunucTpupoBaHusa Kaspersky Security Center passepHuTe y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUSA, AMS CEePBEPOB KOTOPOW Bbl XOTUTE HaCTPOUTb
napameTpbl NporpamMmmbi.

2. B naHenu pesynbTaTtoB BblOpaHHOM rpynnel a4MVHUCTPUPOBAHUS BbINOMHUTE 0OJHO
n3 criefyoLwmx encTBum:

e YTOObI HacTpoMTb NapameTpbl NPOrpaMMbl ANSA rpynnbl cepBepoB, BbibepuTe 3aknaaky Monutuku n
oTkponTe okHO CBounctBa: <Umsa nonutukm> (cMm. pasgen "Hactpownka nonutukn" Ha ctp. 101).

e UYrOoGbl HacTpouTb nNapameTpbl MporpaMMbl  ANs OTAENBHOrO cepBepa, Bblbepute  3aknagky
YcTpouncTtBa 1 oTkponTe okHO MapameTpbl nporpammbl (CM. pasgen "Hactporika nokanbHbIX 3agad
B okHe lNapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnn yctponctBo paboTaeT nog ynpasneHnem aktuBHon nonutuku Kaspersky Security Center u
B 9TOW MONMUTUKE HaroXeH 3anpeT Ha U3MEHeHVWe MnapaMeTpoB MporpamMMbl, 3TU napameTpbl
HeLOCTYNHbI ANS U3MeHeHUs1 B OkHe MapamMeTpbl nporpamMmmei.

YrpasneHue napamempamu rpoepammbl
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3. B pasgene [OononHuTenbHble NapameTpbl HaxmuTe Ha kHonky HacTpowika B 6roke [MpoBepka
CbEeMHbIX OUCKOB.

OTkpoeTcst okHo MpoBepka CbeMHbIX AUCKOB.
4, B 6noke NMpoBepka Npy NOAKOYEHUM BbINOSHATE Crieayolime AeicTBUS:

e YcraHoBuTe hnaxok NMpoBepATb CbeMHbIe AUCKM NMpU NoaknyYeHnn no USB, ecnu Bbl XoTuTE,
yTobbl Nporpamma Kaspersky Security 10.1.1 gna Windows Server aBTOMaTM4yecku BbIMOMHsSNA
NPOBEPKY CbEMHbIX JUCKOB MPU UX NOLKITHOYEHMWMN.

e Ecnu TpebyeTcs, yctaHoBute dnaxok NpoBepsaTb, ecnu o6bem copaepKalnxcs Ha ANcKe AaHHbIX
He npeBbiwaeTt nopor (MB) v ykaxunte makcumanbHoe 3Ha4yeHne obbema gaHHbIX B None crnpasa.

e B packpbiBatowemcsa cnvcke 3anyckaTb NPOBEpPKY C ypOBHEM Ge30MacHOCTU YKaXUTE YPOBEHb
6e30MnacHOCTU, B COOTBETCTBUU C KOTOPbIM TpebyeTcsl BbINOSHATL NPOBEPKY CbEMHbIX AUCKOB.

5. Haxmute Ha kHonky OK.

HactpoeHHble napameTpbl 6yAyT COXpaHeHbI U MPUMEHEHDI.

HacTtpouka npaB goctyna B Kaspersky Security Center

Bbl MOXeTe HacTpouTb NMpaBa AOCTyna K ynpaBfeHnio NporpammMon 1 K ynpasneHuto cnyxoomn Kaspersky Security
B Kaspersky Security Center ans rpynnbl cepBepoB 1 Ans OT4eNbHOro cepeepa.

Mpoueoypa HacTpoMkM napamMeTpoB yHKUMOHanNbHbIX KommnoHeHToB Kaspersky Security 10.1.1
ana Windows Server B Kaspersky Security Center aHanornyHa npouenype HacTPOWKM 3TUX KOMMOHEHTOB
B KoHconu nporpammbl. IHCTPYyKUMK NO HACTpOWKe napameTpoB 3afad U yHKUWMA nporpammbl B KoHconu
Kaspersky Security 10.1.1 gns Windows Server cogepxatcsa B COOTBETCTBYHOLWNX pa3genax Pykosodcmea
nonb3oeamersi Kaspersky Security 10.1.1 ds9 Windows Server.

» Umobkl Hacmpoume npasa docmyra K yrpasneHuro npozpammod u criyxbol Kaspersky Security,
gbironHUmMe credyrouue delicmeus:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTpoucTBa 1 Bbibepute rpynny agMMHUCTPUMPOBAHWS, Afsl CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

2. B naHesnu pe3ynbTaTtoB BblOpaHHOM rpynnol aAMUHUCTPUPOBAHNA BbIMOMNHUTE OfHO
13 cnegyowmnx AencTBuin:

e YT106bl HAacTpouTb NapamMeTpbl NporpamMmmbl ANd rpynnbl CEPBEpPOB, BbibepuTe 3aknagky Monutukm u
oTkpownTe okHO CBouncTBa: <Umsa nonutukn> (cMm. pasgen "Hactporika nonutnkn" Ha cTp. 101).

e UYrOoBGbl HacTpouTb nNapameTpbl MporpaMMbl  AnNs OTAENBHOIO CcepBepa, Bblbepute 3aknagky
YcTpouncTtBa 1 oTkpoinTe okHO MapameTpbl nporpammbl (CM. pasgen "Hactporika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnn yctponctBo paboTaeT nog ynpasneHnem aktuBHon nonutukn Kaspersky Security Center u
B 9TON MONUTMKE HaNOXeH 3anpeT Ha U3MEHEeHVWEe MapamMeTpoB MporpaMmbl, 3TV MNapameTpb
HeLOCTYNHbI ANS U3MeHeHus1 B OkHe MapamMeTpbl nporpamMmmei.

YrpasneHue napamempamu rpoepammbl
152



KASPER{KY3

3. OTKPOVITG pasgen JdononHutenbHble BO3MOXHOCTU U BbINOSIHUTE cneagywuine OEencTBus:

e Ecnu Bbl XOTUTE HACTpouTb MpaBa AocTyna K ynpaeneHunto Kaspersky Security 10.1.1 gna Windows
Server pgng nonb3oBaTenev unu rpynnbl  nonb3oBaTtenen, B6Onoke [lpaBa nonb3oBaTtenewn
Ha ynpaBrieHne NporpaMmMoun HaxxmuTe KHornky HacTtponka.

e Ecnn Bbl XOTUTE HACTpOUTb nNpaBa [gocTyna Ha ynpaeneHue cnyxbon Kaspersky Security
Ons nonb3oBaTenen wnu rpynnel Nonb3oBartenen, B 6noke NpaBa nonb3oBaTenen Ha ynpaBrieHUe
cnyx6own Kaspersky Security Haxmute kHonky HacTpoika.

4. B OTKpbIBLUEMCSI OKHE HACTPOMTE NpaBa AOCTyMa B COOTBETCTBUM C BalMMu TpeboBaHusiMK (CM. pasaen
"MpaBa goctyna k pyHkumsim Kaspersky Security 10.1.1 ans Windows Server" Ha cTp. 89).

HacTtpoeHHble napameTpbl 6yoyT COXpaHEHbI.

Hactponka napameTpoB KapaHTMHA U pPe3ePBHOro0 XpaHunuiya
B Kaspersky Security Center

lMpoueaoypa HacTpoWkMm napamMeTpoB YHKUMOHANbHbIX KOoMnoHeHToB Kaspersky Security 10.1.1
ana Windows Server B Kaspersky Security Center aHanorndHa npoueaype HacTpOWKM 3TUX KOMMOHEHTOB
B KoHconun nporpamMmbl. VIHCTpyKUMM NO HAcTpoMKe mapamMeTpoB 3agady U yHKuMM nporpammbl B KoHconm
Kaspersky Security 10.1.1 gna Windows Server cogepxaTtcsa B COOTBETCTBYHOLLMX pasgenax Pykosodcmea
rnonb3oeamersis Kaspersky Security 10.1.1 dnss Windows Server.

» Ymobbl Hacmpoums napamempsbi pe3epsHo20 xpaHunuwa e Kaspersky Security Center,
gbirnonHUmMe credyrouue delicmeus:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTponcTBa 1 Bbibepute rpynny agMUHUCTPUMPOBAHWS, Afsl CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmbl.

2. B naHenu pesynbTaTtoB BblOpaHHOM rpynnel a4MVHUCTPUPOBaHUS BbIMOMNHUTE OAHO
n3 criefyoLwmx encTBum:

e YT106bl HAacTpouTb NapamMeTpbl NporpamMmmbl ANd rpynnbl CEpBEpoB, BbibepuTe 3aknagky Monutukn u
oTKponTe okHO CBoucTBa: <UMa nonuTukm> (cM. pasgen "HacTtpoika nonutukn" Ha ctp. 101).

e UYTOoGbI HacTpouTb nNapameTpbl MporpaMMbl  AnNs OTAENBHOIO cepBepa, Bblbepute 3aknagky
YcTtponcTBa 1 oTkporite okHo MapameTpbl nporpammbl (M. pa3gen "HacTtpovika nokanbHbIX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

Ecnn yctponcTtBo paboTaeT nog ynpasneHnem aktuBHon nonutukn Kaspersky Security Center u
B 9TOW MONMUTUKE HaroXeH 3anpeT Ha U3MEHeHVWe MnapaMeTpOB MporpamMmmbl, 3TU NapameTpbl
HeLOCTYNHbI ANS U3MeHeHUs1 B OkHe MapamMeTpbl nporpamMmmei.

3. B pasgene LononHuTenbHble BO3MOXHOCTU HAXXMNTE Ha KHOMKY HachoﬁKa B 6noke XpaHMana.

4. B okHe [MapamMeTpbl XpaHUnuULW Ha 3aknagke PesepBHOe XpaHWNULe HacTpoilTe cneaywowne
napameTpbl pe3epBHOro XpaHunuia:

e Ecnu Bbl XOTUTE 3agaTtb Manky pesepBHOro xpaHunuvuwa, B none lManka pe3epBHOro xpaHunuwa
BbIOEpPUTE HYXXHYHO Narnky Ha floKanbHOM OMCKE 3alluLaeMOoro cepeepa Wnuv BBeAuTe MOSHbIA NyTb
K HEeWn.
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e Ecnu Bbl xoTnTe 3agaTb MakCMMarnbHbI pa3Mep pPe3epBHOr0 XpaHWNWLA, YCTaHOBUTE (Oraxok
MakcumanbHbIM pa3mep pe3sepBHoro xpaHunuuwa (MB) v B none BBoAa ykaxnte HyXHOe 3HayeHue
napameTpa B MmerabamnTax.

e Ecnu Bbl xoTnTEe 3agatb Nopor cBOGOOHOrO MeCcTa B pe3epBHOM XpaHunuvuie, onpegenuTe 3HavyeHue
napametpa MakcumanbHbIn pa3mep pe3epBHoro xpaHunuuwa (MB), yctaHoBute chnaxok Mopor
[ocTynHoro npoctpaHcTBa (MB) u ykaxuTe MUHUManbHbIA pa3mep CBOOOAHOTO MecTa B manke
pe3epBHOro xpaHunuia B merabanrax.

e Ecnm Bbl XOTUTe 3agaTb Manky Anis BOCCTAHOBIEHMs, B rpynne napamMeTpoB [lapameTpbl
BOCCTaHOBMEHMS OOBLEKTOB BbiDEpUTE HYXKHYIO Manky Ha nokanbHOM [MCKe 3allMliaemMoro cepsepa
unu B norne Manka, B KOTOPYK BOCCTaHaBNMBaKOTCA 00bEKTbl BBEANTE UMSI NAMKU U NMOJSHbIA NyTb
K HEeWn.

5. B okHe MapameTpbl XpaHunuuy Ha 3aknagke KapaHTUH HacTpoliTe crieayiowe napameTpbl KapaHTUHA:

. Ecnu Bbl XOTUTE M3MEHNUTL nanky KapaHTuHa, B nojfie sBoaa Manka KapaHTUHa yKaxute NOJHbIN nyTb
K nanke Ha JioKalibHOM OUCKe 3allullaemMoro cepsepa.

e Ecnn Bbl xoTute yKkasaTb MaKCUMarnbHbIM pa3Mep KapaHTUHA, YCTaHOBMTE  pnaxok
MakcumanbHbIM pa3mep kapaHtTMHa (MB) v Bnone BBOga ykaxute 3HadeHve napameTpa
B MerabawTax.

e Ecnu Bbl xoTHTE YKasaTb MMHUManbHbIA pa3mep cBOOOAHOro NPOCTPAHCTBA B KAPaHTUHE, YCTaHOBUTE
dnaxok MakcumanbHbIn pa3mep kapaHTuHa (MB) n dnaxok Mopor AOCTYyNHOro NpocTpaHcTBa
(MB), 3aTeM B none BBOAA YKaXUTE NOPOroBoe 3Ha4YeHne napameTpa B Mmerabavrtax.

. Ecnn Bbl XO0TUTE M3MEHUTb nanky, B KOTOPYHO BOCCTaHaBIlIMBaKTCA 00beKkTbl U3 KapaHTuHa, B none
BBOAA I'IanKa, B KOTOPYHO BOCCTaHaBJIIMBaKOTCA 006BbEKTbI YKaxute NOSHbIN nyTb K nanke
Ha NnokKaribHOM OuCKe 3aluaemMoro cepeepa.

6. Haxmute Ha kHomnky OK.

HaCTpoeHHbIe napamMmeTpbl KapaHTUHa U pe3epBHOIro XxpaHunuilia 6yﬂ,yT COXpPaHeEHbI.

BnokupoBka gocTtyna K ceTeBbIM pecypcam. 3a6noKupoBaHHble y3nbl

B sTom pasgene onvcaHo, kak 3abnokMpoBaTb HEOBEPEHHbIE KOMMbIOTEPLI U HACTPOUTL NapamMeTpbl XpaHUnmLLa
3a6M10KMPOBAaHHBIX Y3510B.

B aTtom pasgene

XPaAHUMNNLLE 320NOKMPOBAHHDBIX Y3ITOB ..c..uuveveeeiutteeeesuteeeesssteeeesastseesssnsseeesassseesssssseesssnsssesssnsseesssnsssesssnssseessnseeessnss 154
BkntoyeHve 6noKMpoBaHNs 4OCTYNA K CETEBBLIM (PANMOBBIM PECYPCAM ....ccouvveeeeriiteeesiireeesanieeesaantreeessntneeessnnns 155
HacTpovika napameTpoB XpaHUNLLA 320MOKMPOBAHHDBIX Y3IOB ......cciiuurrreirrreresasereeesasseeeesssnneeessssseeesassseeessnsseees 157

O xpaHunuue 3a6NMoKMpoBaHHbIX Y3NOB

XpaHunuvwe 3abnoKMpoBaHHbLIX Y3r0B YyCTaHaABNMBAETCSA MO YMOYaHMWIO, €Crv yCTaHOBIEH NoOo 13 cneayoLwmx
KomMnoHeHToB: lMocTosiHHaA 3awwuta cannos, 3awmTta ot wudpoBaHua ans NetApp, 3awmrta oT WwWundpoBaHuS.
3agaumn oTCnexXnBaloT NOMNbITKU yAArNeHHbIX CEPBEPOB NOMYYNTb AOCTYN K OOLUM CETEBbLIM Mankam 3allmiiaemMoro
cepBepa WM CETEBOr0 XpaHumnuuia B COOTBETCTBUM CO CMUCKOM HeOOBEPEHHbIX cepBepoB. VHdopmauusa o6o
BCEX HEOOBEPEHHbIX CepBepax CO BCEX 3aluMliaeMbix CepBepoB OTnpasnseTca B Kaspersky Security Center.

YrpasneHue napamempamu npoepammbl
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Kaspersky Security 10.1.1 gna Windows Server 6nokupyet gocTtyn K obwimm ceTeBbiM nankam cepsepa wunm
06LWMM nankam CeTEBOro XpaHunuLa s BCeX y3roB B XpaHunuLle 3abnOKMPOBaHHbIX Y3r0B.

XpaHunuvie 3abnokMpoBaHHbLIX Y3r0B 3anOfHAETCs, Korda MUHMMYM OfHa W3 Cregylowmux 3agadv 3anyckaeTcs
B @aKTUBHOM PEXMME C BbINOSHEHWEM YKa3aHHbIX YCIOBWIA:

e Ecnn Bxoge BbiMOnHeHMs 3agayn  [locTosiHHas 3awmTta  ¢anroB  CO CTOPOHbI  KOMMbOTEPA,
obpaluatoLLerocs K ceTeBbiM (haninoBbIM pecypcaM, BbisiBNeHa BPe4OHOCHAs aKTMBHOCTb M B MapamMeTpax
3agaydn NocTosiHHas 3awmta annoB yctaHoBneH dnaxok BnokupoBaTb AOCTyn K o6WMM ceTeBbIM
pecypcam ans y3noB, NPOSBMSIIOWNX BPeAOHOCHYI aKTUBHOCTb.

OTOT priaXXoK AOCTYNEH TONbKO B NapameTpax nonutukm Kaspersky Security Center.

e Ecnun B xoge BbiNonHeHus 3agayn 3awmta OT WnMpoBaHNS CO CTOPOHbI KOMMbOTEPA, obpallatoLlerocs
K ceTeBblM halinoBbiM pecypcam, BbiiBIieHa akTMBHOCTb BPEAOHOCHOTO LWINKpOBaHusI.

e Ecnu npwu sanyweHHoi 3agade 3awwuTta oT wudposaHus ans NetApp obGHapyxeHa aTaka Ha ceTeBoe
XpaHUNuLLE C Lenbio BbIMOraTe nbCTaa.

Mocne oGHapyXeHUsi BPEAOHOCHOW aKTUBHOCTM WM NOMbITKM LWMGPOBaHMSA 3agadva oTnpasBnsieT MHdopmauuto
00 aTakylolemM Yy3re B XpaHunuuie 3abnoKMpOBaHHLIX Y3rOoB, M Mporpamma co3gaeT Kputudeckoe cobbiTve
6rokmMpoBkK y3na. Jllobble NOMbITKM OAHHOrO y3na MonyyYuTb AOCTYN K 3alUMLLEHHbIM CeTeBbiM nankam obLyero
aocTyna 6yayt 3abnokMpoBaHbl.

Mo ymonuanuio Kaspersky Security 10.1.1 ana Windows Server yaanseT HegoBepeHHbIe CepBepbl N3 XpaHunmwa
yepes 30 MuHYT nocne pobasneHus. [ocTyn K ceTeBbiM (annoBbiM pecypcaMm AN KOMNbOTEpPOoB
BOCCTaHaBMMBaeTCA aBTOMaTUYECKN Nocne ux yganeHus n3 cnucka HegoBepeHHbiX. Bol MoxeTe ykasaTb nepuog,
nocne KoToporo 3abnokMpoBaHHbIE y3rbl aBTOMATUYECKM Pa3brokupyoTCs.

OGpaTtuTe BHUMaHWE, YTO B Criydae HanoXeHus 3anpeta 4ocTyna K ynpaBneHuio XpaHunuLamm kakoMmy-nmbo
nonb3oBartento,  xpauunuvwe  3abnokMpoBaHHbLIX  Y3MOB  OCTaHeTcs  JOCTynHbIM.  [MapameTpsl
3a6M0KMPOBAHHBLIX Y3MOB He MOryT OblTb M3MEHEHbI, €Cnu Yy Monb30oBaTens OTCYTCTBYET AOCTYN YPOBHS
M3meHeHne npaB B Kaspersky Security 10.1.1 ana Windows Server (cMm. pasgen "HacTtpoiika npas gocrtyna
ana Kaspersky Security 10.1.1 ans Windows Server n cnyx6bl Kaspersky Security" Ha cTp. 94).

BknroyeHne 6n1okMpoBaHMsa AoCTyna K ceTteBbIM (hannoBbIM pecypcam

YTtobbl g0baBUTH y3nbl, npoasndwouime BpeaOHOCHYHO aKTUBHOCTb WUITKM NOMbITKM LIJI/I(prBaHVIFI, B XpaHunuiie
SaﬁﬂOKMpOBaHHbIX y3noB 1 3a6J'IOKVIpOBaTb 3TUM Yy35aM OO0CTyn K ceTeBbiM d)aVIﬂOBbIM pecypcawm, HeobxoauMmo,
4YTObbI XOTS1 Obl OOHA U3 cnegywwmnx 3agad pa60Tana B aKTUBHOM peXNMe:

e [locTosiHHas 3awmTa cdannos
e 3awmTa OT WndpoBaHMs

e 3awwuTa oT wudposaHua ana NetApp.
» 4Ymobkl Hacmpoume 3ada4vy MocmosiHHas 3awuma ¢halisios, 8binosHUMe criedyrouue oelicmeus:

1. B pepeBe KoHconu apgmuHuctpupoBaHust Kaspersky Security Center pasBepHuTe  y3en
YnpaBnsiemble yCTPOMCTBA.

2. Bblbepute 3aknagky Monutmkm un  oTkponte <Uma  nonutukm> >locTosiHHaA  3awwmTa
cepBepa > HacTtpouka B 6noke MNoctosiHHas 3awmTa channos.
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OTKpOGTCﬂ OKHO lNMocTosiHHasA 3awmTa cepBepa.

3. B 6noke UHTerpaums ¢ gopyrumum KOMNOHeHTaMu ycTaHoBuTe hnaxok BHocuTb cepBepbl, C KOTOPbIX
BeAeTcsl BpefoOHOCHasi akTUBHOCTb, B CMUCOK HeAOBEepeHHbIX, eCNN Bbl XOTUTE, 4YTOObI nporpamma
Kaspersky Security 10.1.1 ana Windows Server 6GnokupoBana OOCTYN K ceTeBbIM (paninoBbiM pecypcam
ONS cepBepoB, CO CTOPOHbI KOTOPbIX B XxoAe paboTbl 3agaum lNMocTtosiHHasa 3awuta dannos obHapyxeHa
BPeLOHOCHas akTUBHOCTb.

4. Ecnu 3apgaya He 3anycTunacbk, OTKpOWTE 3aknagky YnpaBneHue 3agaven:
a. YcraHoBuTe hriaxkok 3anyckaTb 3agady no pacnucaHuio.
b. B Bbinagatowem cnucke Bolbepute YacToTy 3anycka lMpu 3anycke 3apayn.
5. B okHe MNocTosiHHas 3awmTa cepBepa HaxMmnTe Ha KHomnky OK.

HacTpoeHHble napameTpbl 3agayn 6yayT COXpaHeHbI.
Umobbl Hacmpoums 3adady 3awuma om wughposaHusi, 8bINoIHUME credyroujue delicmeusi:
1. B pepeBe KoHconu agmuHuctpupoBaHust Kaspersky Security Center pasBepHuTe  y3en

YnpaBnsiemble yCTpoOnCTBa.

2. Bblbepute 3aknagky Monutukm n otkponte <UmA nonntuku> > KOHTponb akTUBHOCTU B ceTu >
HacTtpowka B 6roke 3awmTta oT wndpoBaHUA.

OTkpoeTca okHO 3awmTa oT WunpoBaHuUA.
3. Ecnu 3apava He 3anycTunacbk, OTKpOWNTe 3aknaaky YnpaBneHue 3aga4en:

a. YcraHoBuTe dnaxok 3anyckaTb 3agady No pacnucaHuio.

b. B Bbinagatowem cnucke Bolbepute YacToTy 3anycka lMpu 3anycke 3apayn.
4. B okHe 3awmTa oT wWmndpoBaHUA HaXMUTe Ha kHomnky OK.

HacTtpoeHHble napameTpbl 3agayun 6yayT CoOXpaHeHbl.

Umobsl Hacmpoums 3adady 3awuma om wugpposaHusi st NetApp, ebinosHUmMe
cnedyrouwue Oelicmausi:

1. B pepese KoHconu agmuHuctpupoBaHuss Kaspersky Security Center pasBepHuTe  y3en
YnpaBnsiemble yCcTponcTBa.

2. Bbibepute 3aknagky Monutuku n otkponTe <HasBaHue nonuTuUkM> > 3awmTa ceTeBbIX XpPaHUNULY >
HacTtpowka B 6noke 3awmTa ot wmndposaHusa ans NetApp.

OTkpoeTcs okHO 3awmTta oT wudposaHma ansa NetApp.
3. Ecnu 3apadva He 3anycTunack, OTKponTe 3aknagky YnpasneHue 3agaven:
a. YcraHoBuTe (briaxkok 3anyckaTb 3aaady no pacnucaHuio.
b. B Bbinagatowem cnvcke BoidepuTe YacToTy 3anycka Mpu 3anycke 3agaym.
4. B okHe 3awuTta oT wucpoBaHusa ana NetApp Haxmute Ha kHornky OK.

Kaspersky Security 10.1.1 pna Windows Server OnokupyeT JOCTyn KcCeTeBbiM (hannoBbiM pecypcam
AN KOMMbOTEPA, NPOSIBMAIOLWErO BPEAOHOCHYIO aKTUBHOCTL UMK MONbITKW LWMGPOBaHMS.

YrpasneHue napamempamu rpoepammbl
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Hactpoika napameTpoB XxpaHunuwia 3abroKMpPOBaHHbIX Y310B
» UmobbI Hacmpoume xpaHunuue 3abriokupo8aHHbIX y3/108, 8birnosIHUMe credyrujue delicmaus:

1. B KoHconn agmuHuctpupoBaHua Kaspersky Security Center oTkpowte okHO [lapameTpbl nporpammbl
(cm. pasgen "HacTtporika nokanbHbIX 3agay B okHe [MapameTpbl nporpammbl B Kaspersky Security Center”
Ha cTp. 114).

2. B paspgene flononHuTenbHble BO3MOXHOCTU HaXkMuTe Ha kHorky HacTpoiika B G6rioke XpaHunuiwa.

OTkpoeTcs okHo MapameTpbl XpaHUNULL,

Bbl MOXeTe HacTpouTb NMapameTpbl GIIOKMPOBaHMSA CEPBEPOB ANSA rPpynnbl ynpaBisieMbiX CEpBEepOB
yepe3 napameTpbl NONMUTUKW. YToGbI HacTpouTb nepuon OGMOKMpPOBaHWUsS y3roB, OTKponTe <Ums
nonuUTUKN> > [onosiHUTeNbHble BO3MOXHOCTUM W HaxmuTe KHonky HacTtpomka. Ha 3aknagke
3abnokupoBaHHbIe y3rbl HAacTpoMTe napameTpbl GMOKMPOBaHUSA yaaneHHbIX cepBepoB. Cnmcok
3abnoKMpoBaHHbIX CEpBEPOB HELOCTYMNEH B NapamMeTpax NosITUKN.

OTkpownTe 3aknagky 3abnokMpoBaHHbIe y3nbl.

4. B 6noke [leMCTBUA yKaXnUTe KONMMYECTBO CYTOK, YacOB U MUHYT, Yepe3 KOTopble, C MOMEHTa GITOKMPOBKY,
3abnoK1poBaHHbIe CEpBEpbI NOMy4YaloT AOCTYN K ceTeBbIM (haiifioBbIM pecypcam.

5. Haxmute kHonky CnnMcok HeaoBepEeHHbIX Y3r0B.
6. BbinonHuTe 04HO M3 cneaywnx OeNCTBUN:

e B oTkpbiBlWEMCA OKHe CNUCOK HeAOBepeHHbIX CEpBEPOB BbLIGEPUTE CEpBEpPbI, AOCTYN KOTOPbLIX Bbl
XOTWUTE BOCCTAHOBMUTb, U HAXXMUTE Ha KHOMKY YAanuTb U3 cnucka.

(] HaxmuTte Ha KHOMKY OuncTUTb BeCb CNUCOK, YTOObI yoanutb cepBepbl U3 CNMUCKa HeO4OBEPEHHbIX U
BOCCTaHOBUTb AOCTYyN AJ1A BCEX 3a6J'IOKVIpOBaHHbIX Y310B.

7. Haxmute kHonky OK.
BbiGpaHHble koMnbloTepbl ByayT pa3bnokMpoBaHbl U yaaneHbl U3 cnucka 3aboKMPOBaHHbIX.
8. Haxmute Ha kHonky OK B okHe MapameTpbl XpaHUNULL.

HaCTpoeHHbIe napamMmeTpbl 3a6J'IOKI/IpOBaHHbIX y3nos 6y,D,yT COXpaHeHbI.

O HacTpouKe XypHarioB U yBeAOMII€HUN

B KoHconu agmuHuctpupoBaHusa Kaspersky Security Center Bbl  MoOXeTe HacTpouTb yBedOMMeHWe
agMUHUCTpaTopa M Nonb3oBaTenen O creaylwmnx cobbiTusAX, cBs3aHHbIX ¢ paboton Kaspersky Security 10.1.1
ans Windows Server 1 COCTOSIHUEM aHTUBMPYCHOW 3aLiuThl 3aLULLIAEMOro cepBepa:

e AOMMHMCTPATOP MOXET Nnony4yatb MHPOPMALMIO O COOLITUAX BbIBPaHHbBIX TUMOB.

e [onb3oBaTenu rokanbHOM ceTW, KoTopble O6GpallaloTcs K 3allMliaeMoMy cepBepy, M Morb3oBaTenu
TepMUHarbLHOrO cepBepa MOryT nonydyaTtb MHgopMaUmto 0 cobbiTusx Tuna O6HapyxeH o6bexkm.

Bbol MoxeTe HacTpouTb YyBedomneHusi o cobbitnsix Kaspersky Security 10.1.1 gna Windows Server kak
ONs OTOeNnbHOro KoMmnbkoTepa B okHe CBoucTBa: <UmsA KomnbloTepa> BbIOPAHHOIO KOMMNbKOTEPA, TaK U
ANs rpynnbl KOMMNbIOTEPOB B okHe CBoncTBa: <UMs NonUTUKN> BbIGpaHHOW rpynnbl aAMUHUCTPUPOBAHUS.

YrpasneHue napamempamu rpoepammbl
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Ha 3aknagke CobbITMA wnn B OKHE I'Iapameprl YBeAOMneHMVI Bbl MOXeTe HacCTpauBatb cneagywune
TUNbI yBe}J,OMﬂeHMVIZ

e Ha 3aknagke Co6biTua (cTaHgapTHas 3aknagka nporpammbl Kaspersky Security Center) Bbl MoxeTte
HacTpauBaTb YBEAOMIIEHMS aAMMHUCTpaTopa O coObITMAX BbibpaHHbIX TMNOB. [NogpobHas uHpopmauus
0 crnocobax yBegomneHun cogepxutcsa B Crpaske Kaspersky Security Center.

e B okHe MapameTpbl yBeaOMNeHUN Bbl MOXETE HacTpaMBaTb yBEAOMIIEHUSA Kak agMUHUCTpaTopa, Tak
1 nofb3oBaTenen.

Mpouenypa HacTpoviku napameTpoB (YHKLMOHanNbHbIX KoMrnoHeHToB Kaspersky Security 10.1.1
ana Windows Server B Kaspersky Security Center aHanorvyHa npouefype HacTpPOMKW  3TUX
KOMMoHeHTOB B KoHconn nporpammbl. VIHCTPYKUUKM NO HACTpOVKe napameTpoB 3ajad U (yHKUUI
nporpammbl B KoHconu  Kaspersky  Security 10.1.1  gna Windows Server cogepxartcs

B COOTBETCTBYWOLMX pasgenax Pykosodcmea nrnonb3oeamerns Kaspersky Security 10.1.1
0ns1 Windows Server.

YBegomrneHust 0 cobbITusaX HEKOTOPbIX TUMNOB Bbl MOXETEe HacCTpamBaTb TOJIbKO Ha 3akKnagke WM B OKHe,
0 COBbITUAX OPYrnx TUNOB — KakK Ha 3aknagke, Tak n B OKHe.

Ecnu Bbl HacTpouTe yBegoOMMEHMS O CODObITMAX OAHOrO Tvna O4HMM cnocobom M Ha 3aknagke CobbiTusi, n
B okHe [MapameTpbl yBegOMIIeHUNA, CUCTEMHbIN agMUHUCTpaTop OydeT nonyyaTb yBeoOMIleHUst 00 3TUx
CcobbITHSAX YKa3aHHbIM Cnocobom aBaxabl.

B aTtom pasgene

HaCTPOMKA NMAPAMETPOB JKYPHAIIOB ......veeeteeetsiutttteeeteeesaautbeaeeeaaaeasaaebeseeeteeesaassbeeeeeaeeeaaansabseeeeaeeeaaaannbbseeeaaeesaansnes 158
DAY LT Tk o] pF= Lol o Ty 4 B P PR PPU PP PRPPPPN 160
HacTtpoiika napamMeTpoB MHTErPALIMM € SIEM .......oooiiiiiiiiiiiiie et ee e e 160
HacTporka NapaMeTPOB YBEOOMITEHUM .......ceiiuurutieeteeeae ittt eeeeeaaaaabeteeeeeeaaa s snbeeeeeeeeeaaasnbseeeeeeeeaaansnbsseeeeeeesaaanes 163
Hactpovika o6meHa nHdopmaumen ¢ CepBepoM agMUHNCTPUPOBAHMS ........veierurrereiireeeesniireeessinreeessssreeessneeees 164

HacTpoWka napameTpoB XypHanoB

Mpoueoypa HacTporknm napaMeTpoB yHKUMOHamNbHbIX KoMmmnoHeHToB Kaspersky Security 10.1.1
ana Windows Server B Kaspersky Security Center aHanornyHa npouegype HacTpOWKM 3TUX KOMMOHEHTOB
B KoHconu nporpammbl. MHCTPYKLUK MO HacTponKke napamMeTpoB 3adad U yHKUMA nporpaMmmbl B KoHconu
Kaspersky Security 10.1.1 gns Windows Server cogepxatcs B COOTBETCTBYHOLWNX padgenax Pykosodcmea
rnonb3oeamerns Kaspersky Security 10.1.1 dnss Windows Server.

YrpasneHue napamempamu rpoepammbl
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» Umobbl Hacmpoume napamempsl xypHanos Kaspersky Security 10.1.1 0ons Windows Server,
gbIrofiHUme credyrowue delicmgusi:

1. B pepeBe KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bblbepute rpynny agMUHUCTPUPOBAHWS, AMs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmmsl.

2. B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aaMUHUCTPUPOBAHNSA BbINOMHUTE OAHO
13 cnegylowmnx 4encTBui:

e YT106bl HacTpouTb NapameTpbl NporpamMmmbl ANd rpynnbl CEpBepoB, BbibepuTe 3aknagky Monutukm u
oTKpownTe okHO CBouncTBa: <Uma nonuTukn> (cm. pasgen "Hacrtporika nonutmnkun" Ha cTp. 101).

e UYrOoObl HacTpouTb nNapameTpbl MporpaMMbl  ANs OTAENBHOIO cepBepa, Bblbepute 3aknagky
YcTtponcTBa 1 oTkporite okHo MapameTpbl nporpaMmmbl (CM. pa3gen "HacTtpovika nokanbHbIX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHuem aktusHon nonutukn Kaspersky Security Center n
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha U3MEeHeHuWe napamMeTpoB MporpamMmMmbl, 3TW NapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B pasgene XypHanbli M yBefoMrieHMss HaxmuTe Ha kHonky HacTtpowka B Gnoke XypHanbi
BbINOSIHEHUSA 3a4au.

4. B okHe [MapameTpbl XypHanoB HacTpouTe cnegywuwme napametpbl Kaspersky Security 10.1.1
ana Windows Server cornacHo Bawwmm TpeboBaHuAM:

e Hactponte ypOBEHb getanusauuu coObITUN B XXypHanax. [Ons atoro BbINOMHUTE
cnegyroLine oencTeuns:

a. B cnncke KomnoHeHT BbibepuTe yHKUMOHanNbHLIM komnoHeHT Kaspersky Security 10.1.1
anst Windows Server, ypoBeHb AeTanv3aunm cobbITUIN KOTOPOro Bbl XOTUTE yKasaTb.

b. Yrtobbl 3apaTb ypoBeHb AeTanm3auuy B XKypHamnax BbIMOJHEHMS 3aJay U XKypHarne CUCTEMHOro
ayguta BbIOpaAHHOrO (OYHKLMOHANBHOIO KOMMOHEHTA, BbIGEPUTE HYXHbIA YPOBEHb B CMMCKE
YpoBeHb BaXXHOCTH.

e  YTOObI M3MEHUTL MECTOrOSOXKEHME XKYPHANOB MO YMOMYaHWIO, YKaXUTe MOMHbIA NyTb K narke wmm
BbIGepuTe nanky ¢ nomoLlbio kHonku O63op.

o YKaxuTe, CKOSNbKO OHEeNn 6yﬂ,yT XPaHUTBLCA XypHarlbl BbINOJIHEHUA 3a4au.

e YKaxuTe, CKONbKO AHel OyaeT XpaHWTbC WHpopMauwus, KoTopas oTobpaxaeTca B yane XKypHan
CUCTEMHOro ayauTa.

5. Haxmute Ha kHonky OK.

HacTpoeHHble napameTpbl XXypHanoB 6yayT COXpaHEeHbI.

YrpasneHue napamempamu rpoepammbl
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XypHan 6e3onacHocTH

Kaspersky Security 10.1.1 pgna Windows Server BeAeT XypHan COObITUA, CBSAA3aHHbIX C HapyLLEHUSIMU
6e3onacHOCTM unM nonbiTkaMmuM HapyleHns 6e3onacHOCTM Ha 3awumaemomMm cepsepe. B gaHHOM >xypHane
UKCUpYOTCS cneayoLlime codbITus:

e CoObITNA KOMMOHEHTa 3aLluTa OT SKCMIOMNTOB.
e  KpuTtnyeckme cobbiTUA KOMMOHEHTA AHaNN3 XXypHarnos.

e Kputuueckme cobbiTnsl, CBUMOETENbCTBYIOLUME O MOMbITKE HapylweHus GesonacHocTn (anga 3agad
MOCTOSIHHOM 3alWTbl cepBepa M MpoBepku no TpeboBaHuo, 3agad MOHMTOPUHI hannoBbiX Onepauui,
KoHTponk 3anycka nporpaMmm 1 KOHTpOnb YCTPOWCTB).

Bbl MoxeTe ouMcTuTb XXypHan 6e30macHOCTU, Tak Xe Kak M XypHan cuctemHoro ayguta. [pu atom Kaspersky
Security 10.1.1  ana Windows  Server  dwukcupyeT  cobbiTue  cucTeMHoro  ayguta o0 oumcTke
XypHarna 6e3onacHocTu.

Hactpouka napameTpoB uHTerpauum ¢ SIEM

YT06bl YMEHbLMTL HArpy3ky Ha MarioMOLLHble YCTPOMCTBA M CHU3WUTb PUCK Aerpajaumm CUCTeMbl B pesynbraTe
yBENMYEHNs1 06BEMOB XYpHaNoB Mporpammbl, Bbl MOXETE HacTpouTb nybrvkauuio cobbiTuii ayauta u cobbiTuin
BbINOMIHEHWS 3a4a4 No nNpoTokony syslog Ha syslog-cepeep.

Syslog-cepBep — 3aTo0 BHelwwHU cepBep Ans cbopa cobbitun (SIEM). OH cobupaeT M aHanuanpyeT NonyyYeHHble
cobbITHS, a Takke BhINOMHAET Apyrie AeACTBUSI B paMKax ynpaBneHus XypHanamu.

Bbl MoXeTe ncnone3oBatb UHTErpaumio ¢ SIEM B AByx pexnmax:

e [ly6nupoBaTb cobbITUS Ha syslog-cepBepe: 3TOT pexumM npegnosfiaraeT, YTO BCE COOLITUS BbIMOSHEHUS
3agad, nybnukaums KOTOpbIX HAaCTPOEHHAs B NapaMeTpax XypHaroB, a Takke BCE COBbITUS CUCTEMHOIO
ayauTa NpoJoriKalT XpPaHUTLCS Ha NoKarbHOM KOMMbIOTEPE Aaxe nocne oTnpaBku B SIEM.

PeKOMeH,EI,yeTCﬂ Mcnosb3oBaTb 3TOT pexum, YTOObI MaKkCumaribHo CHU3UTb Harpysky
Ha 3almLaembli cepaep.

e Y[OanATb NokanbHble KONUW COBbITUIA: 3TOT pPeXuM npeanonaraeT, YTo Bce COObITUSA, 3aperncTpupoBaHHbIe
B xoae paboTbl nporpaMmbl 1 onybnukoBaHHble B SIEM, B6yayT yaaneHsl ¢ NokansHOro KoMnbloTepa.

MporpaMmMa HuUkorga He yaansieT nokarnbHble BEPCUU KypHana HapylleHuii 6e3onacHoCTm

Kaspersky Security 10.1.1 gna Windows Server MoXeT KOHBEpPTMpOBaTb COObITUS BIXypHanax nporpammebl
B dhopmaTthl, nogaepxvBaemble syslog-cepBepoM, Ans nepegadn cobbITUM U KMX YCMELHOro pacrno3HaBaHUS
Ha ctopoHe SIEM. T[lporpamma noggepxuBaeT KOHBepTauuio B opmaT CTPYKTYPUPOBAHHBIX AaHHbIX W
B popmaT JSON.

UToObl CHM3UTb PUCK HeygadHoW oTnpaBku cobbiTi B SIEM, Bbl MOXeTe 3agaTb napaMeTpbl MOOKIHOYEHUS
K 3epkanbHoOMy syslog-cepBepy.

3epkanbHblil syslog-cepBep — 9TO OOMNOMHUTENbHLIN Syslog-cepBep, Ha MCMoNb3oBaHWE KOTOPOro nporpamma
nepeknioyaeTcs  aBTOMaTUYECKW, ecrnv  MOAKMYeHWe K OCHOBHOMY  syslog-cepBepy WM ero
MCNomnb3oBaHne HeOqoCTYMHbI.

WuTerpauus ¢ SIEM He npMMeHsieTcs No ymondaHuio. Bel MoxeTe BKkMYaTh M OTkNoYaTh nHTerpaumio ¢ SIEM, a
Takke HacTpamBaTb NapamMmeTpbl PYHKLMOHANBHOCTM (CM. Tabnuuy Huxe).

YrpasneHue napamempamu rpoepammbl
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Tabnuua 30. Napamempbi uHmeezpauuu ¢ SIEM

MapameTp

3HauvyeHue
no yMosn4yaHuio

OnucaHue

OtnpaBnATb cOObLITUA
no npoTtokony syslog
Ha BHeLWHUN
syslog-cepBep

He npumeHsieTca

Bbl MOXeTe BKMoYaTb U OTKIOYaTb UHTErpauuio ¢ SIEM
C MOMOLLbI0 YCTAHOBKN UMK CHATUA brnaxka.

Ypanatb nokanbHble KO-
nuu coobLITUMA NpU 3anUcu
Ha BHeELHUN
syslog-cepBep

He npumeHsieTca

Bbl MOXeTe HacTpavBaTb napameTpbl XpaHEHUS nokKarnb-
HbIX KONWK XXypHanoB, nocne nux otnpaeku B SIEM
C MOMOLLbI0 YCTAHOBKM UINK CHATUA braxka.

dopmart cobbITum CTpykTypupoBaHHble | Bbl MoxeTe BbiGMpaTb 0anH 13 ABYx hopmaTos,

AaHHble B KOTOpble NporpaMma KOHBepTUpyeT CBou cobbiTns ne-
pes ux oTnpaBKou Ha Syslog-cepsep Ans ny4Liero pacno-
3HaBaHWsa 3TUX cobbITMN Ha ctopoHe SIEM.

MpoTokon nogkntoveHns TCP C nomoLubto BbiNagatoLero Cnmcka Bbl MOXeTe HaCTPoUTb

NOAKITIOYEHNE K OCHOBHOMY Syslog-cepsepy
no npotokonam UPD nnn TCP, k gononHuTenbsHoMy
syslog-cepBepy no npotokony TCP.

MapameTpbl NOAKMOHEHUS
K OCHOBHOMY
syslog-cepBepy

IP-agpec: 127.0.0.1
MopT: 514

Bbl MOXXeTe HacTpauBaTb 3HaveHus IP-agpeca u nopTta
ANsi NOAKMIYEHNSA K OCHOBHOMY syslog-cepaepy
C MOMOLLbI0O COOTBETCTBYIOLLUX NOSen.

Bbl MoXeTe ykasaTb 3HadyeHue |IP-agpeca Tonbko
B pbopmare IPv4.

Mcnonb3oBaTb AONONHU-
TenbHbIN syslog-cepBep,
€CINN OCHOBHOM
syslog-cepBep HegocTy-
neH

He npumeHseTtca

Bbl MOXeTe BKMoYaTh M OTKMHOYAThL NPUMEHEHME 3ep-
KanbHoOro syslog-cepsepa ¢ NOMOLLBIO doraxkka.

MapameTpbl NogKYeHns
K AONOSNTHUTENBHOMY
syslog-cepsepy

IP-agpec: 127.0.0.1
MopT: 514

Bbl MOXeTe HacTpauBaTb 3HavyeHus |IP-agpeca n nopta
ONdA NOAKMYEHNs K OCHOBHOMY syslog-cepBepy
C MOMOLLbI0O COOTBETCTBYIOLLUX NONEN.

Bbl MOXeTe yka3aTb 3HayeHue |IP-agpeca Tonbko
B pbopmare IPv4.

» Ymobkl Hacmpoums napamempbi UHmMezpauuu ¢ SIEM, ebinonHume cnedyrouwue delicmeusi:

1. B pepee KoHconu agmunHucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMmble
ycTponcTBa 1 BblibepuTe rpynny agMUHUCTPUPOBaHUSA, ANsi CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

YrpasneHue napamempamu rpoepammbl
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2. B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHNSA BbINOMHUTE OJHO
13 cnegylowmnx 4encTBui:

e YT106bl HAacTpouTb NapameTpbl NporpamMmmbl ANd rpynnbl CepBepoB, BbibepuTe 3aknagky Monutukm u
oTKpownTe okHO CBoncTBa: <Uma nonuTukn> (cMm. pasgen "Hacrtporika nonutmnkun" Ha cTp. 101).

e UYr0oObl HacTpouTb nNapameTpbl MporpaMMbl  ANs OTAENBHOrO cepBepa, Bblbepute  3aknagky
YcTpouncTBa 1 oTkponTe okHO MapameTpbl nporpaMmMmbl (CM. pasgen "Hactpolika nokanbHbiX 3agad
B okHe lNapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu ycTtponcteo paboTtaeTt nog ynpaeneHmem aktmBHow nonutukn Kaspersky Security Center n
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha M3MeHeHue napamMeTpoB Mporpammbl, 3TW NapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B pasgene XypHanbli M yBefooMrieHMss HaxmuTe Ha kHonky HacTtpowka B Gnoke XypHanbi
BbINOSIHEHUSA 3a4au.

OTtkpoeTcs okHO MapameTpbl XKypHanoB U yBe4OMITEHUNA.
4. Bblbepute 3aknaaky UHTerpauusa c SIEM.

B 6noke MapameTpbl MHTerpauun yctaHoBute dnaxok OTnpaBnATb coObITUA NO NpoTokony syslog
Ha BHeWHuM syslog-cepaep.

®draxok BKMYAET WM OTKMYAeT WCMNONb30BaHWE (PYHKLUMOHANBHOCTU OTNPaBKu
nyGnvkyemMbix cobbITMIN HA BHELWHWIA Syslog-cepBep.

Ecnu dnaxok ycTaHOBMEH, nporpamma BbIMONHAET OTNPaBKy MyOGnMKyeMbiX COObITUN
B SIEM B cOOTBETCTBUM C HACTPOEHHBLIMW NapameTpamu nHTerpauum ¢ SIEM.

Ecnu dnaxok cHAT, nporpamma He BbIMONHAET uHTerpaumio ¢ SIEM. Bbl He MoxeTe
HacTpauBaTb NapaMeTpbl MHTerpaumm SIEM, ecnv cnaxok CHAT.

Mo ymonyaHuio raxok CHAT.

6. Mpu HeobxoaMMoOCTM ycTaHoBUTE NaxoK YaansaTb JOKanbHble KOMUU CcOGLITMM NpuU 3anucu
Ha BHelUHUi syslog-cepBep B Grioke MapamMeTpbl MHTerpauum.

®dnaxoK BKMOYaeT UMM OTKNIYaeT yaaneHwe nokanbHbIX KOMUW XXYpHamnoB Mo UX
otnpaske B SIEM.

Ecnu dpnaxok ycTtaHoBNEH, nporpamMa yaansieT NnokanbHble Konuy cobbiTuiA nocrne Toro,
Kak oHM 6binu ycnewHo onybnukosaHbl B SIEM. PekomeHgyetcss ucnonb3oBaTb 9TOT
pexvM Ha ManoMOLLHbIX KOMMbIOTEPaX.

Ecnu dnaxok cHAT, nporpaMmma Tonbko oTnpaenseT cobbitns B SIEM. Konuu xypHanos
NPOAOIMKaT XPaHUTLCS FTOKanNbLHO.

Mo ymonyaHuio naxok CHAT.

CraTyc hnaxka YaansaTb nokanbHble KONMUM COObLITUM NpU 3anNUcK Ha BHeWHUN syslog-cepBep
He BNUsieT Ha napameTpbl XpaHeHMsi CcOObITMI JXKypHana Ge3onacHoCTW: MporpaMMa HuKoraa
He yaansieT cobblTus )KypHana 6e3onacHoOCT/ aBTOMaTUYECKM.

7. B 6noke ®opmaT cobbITUM ykaxuTe popmaT, B KOTOPbLIV Bbl XOTUTE KOHBEPTUPOBATL COOLITUS No paboTe
nporpamMmbl Ans ux otnpasku B SIEM.

Mo ymonyaHuio nporpamma BbINOMHSAET KOHBEPTALMIO B (hopMaT CTPYKTYPUPOBAHHbBIX AaHHbIX.

YrpasneHue napamempamu rpoepammbl
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8. B 6noke MapameTpbl COeAUHEHUS:
e YKaxuTe NpOTOKOS NOAKNtoYeHns Kk SIEM.
e YKaxuTe napameTpbl COEANHEHMS C OCHOBHbIM Syslog-cepBepoMm.
Bbl MmOXxeTe ykasaTb IP-agpec Tonbko B goopmate IPv4.

e Ecnn tpebyetcs, yctaHoBute pnaxok Mcnonb3oBaTb gononHUTenbHbI syslog-cepBep, ecnu
OCHOBHOM syslog-cepBep HepocTyneH, ecnu XxoTute, 4YTOoObl MporpaMma Mchonb3oBana Apyrue
napameTpbl COEAVHEHWs], KOrga oTrnpaBka CoObITUIA Ha OCHOBHOM Syslog-cepBep HeAOCTyMNHa.

e YkaxuTe cnegytoLime napaMmeTpbl MOOKMHOYEHUS K 3epkanbHoMYy syslog-cepsepy: IP-agpec v Mopr.

Monsi IP-agpec n MopT Ans 3epkanbHoro syslog-cepeepa HeOOCTYNHbI AN peaakTUpoBaHMUS,
ecnn CcHAT ¢naxok WMcnonb3oBaTb [OONONHUTENbHLIN Syslog-cepBep, ecnu OCHOBHOWM
syslog-cepBep HegOCTyMNEH.

Bbl MmoxeTe ykasaTb |IP-agpec Tonbko B chopmate IPv4.
9. Haxmute Ha kHoMKy OK.

HacTtpoeHHble napameTpbl nHTerpauumn ¢ SIEM 6yayT npyMeHeHbI.

HacTpounka napameTpoB yBeAOMITEHUMN

» Umobkl Hacmpoume napamempes! ygedomreHul Kaspersky Security 10.1.1 dns Windows Server,
gbiriofiHuUmMe credyrouwue delicmeusi:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTponcTBa 1 Bbibepute rpynny agMMHUCTPUPOBAHUSA, AMsl CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmbl.

2. B naHenu pesynbTaTtoB BblOpaHHOM rpynnel a4MVHUCTPUPOBaHUS BbINOMHUTE 0JHO
n3 criefyoLwmx encTBum:

e YT106bl HAacTpouTb NapamMeTpbl NporpamMmmbl ANd rpynnbl CEpBepoB, BbibepuTe 3aknagky Monutukm u
oTKponTe okHO CBoucTBa: <UMa nonuTukm> (cM. pasgen "HacTtpoika nonutukn" Ha ctp. 101).

e UYrOGbI HacTpouTb nNapameTpbl MporpaMMbl  AnNsl OTAENBHOIO cepBepa, Bblbepute  3aknagky
YcTponcTBa 1 oTkporite okHo MapameTpbl nporpammbl (M. pa3gen "HacTpovika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTaeT noj ynpasneHueMm aktusHon nonutukn Kaspersky Security Center u
B 9TON MNONWUTMKE HanOXeH 3anpeT Ha M3MeHeHVWe MapameTpoB MporpaMmbl, 3TV MNapameTpbl
HeLOoCTYNHbI A8 U3MeHeHusi B OkHe MapameTpbl nporpaMmmei.

3. B pasgene XypHanbl v yBegoMneHuMA B Onoke YBeAOMIIEHUS O COObITUAX  HaXMuUTE
Ha kHonky HacTtpoika.

4. B okHe MMapameTpbl yBegoMIiieHUM HacTpowTe cnegywowme napametpbl Kaspersky Security 10.1.1
ansa Windows Server cornacHo Balimm TpeboBaHusiM:

(] B cnuncke HaCTpOﬁKa yBep,omnel-wlﬁ BblﬁepMTe TN yBeOoOMIIeHUA, napamMeTpbl KOTOPOro Bbl
XOTUTE HACTPOUTb.

e B 6noke YBepomneHue nonb3oBaTenen HacTpomTe crnocob® yBegomrieHwWs nonb3oBaTens. Ecnu
TpebyeTcs, 3aganTe TEKCT COOBLLEHMS ANS YBELOMIEHNS.

YrpasneHue napamempamu rpoepammbl
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e B Onoke YBegomneHve agMMHUCTPATOPOB HAcTpoWTe crnocob yBedOMISIEHWS adMUHUCTpaTopa.
Ecnn TpebyeTcs, 3apaiiTe TekcT coobuieHus Aans yBegomrneHus. Ecnv TpebGyeTcsi, HacTpoiuTte
AONONHUTENbHbIE NapaMeTpbl yBeAOMIIEHWI Mo kHomnke HacTpoiika.

e B 6noke Moporn dopmMmnpoBaHUsi COOLITUN YyKaXKUTE MHTEPBaNbl BPEMEHU, MO NCTEYEHMN KOTOPbIX
Kaspersky Security 10.1.1 pns Windows Server peructpupyet cobbitnua "basbl npozspammsi
ycmapenu", "basbl npozpamMmbl cunbHO ycmapenu" w "[lposepka eaxHbix obracmel 0asHO
He 8bInosHsAnace™

e bBa3sbl nporpammbl yctapenu (cyT).
KonuyecTtBo gHen ¢ MOMeHTa nocnegHero o6HoBneHnst 6a3 nporpammel.
Mo ymonyaHuio yCcTaHOBMEHO 7 gHEN.

e bBa3sbl nporpammbl cunbHoO yctapenu (cyT).
KonnyecTBo gHeln ¢ MoMeHTa nocregHero obHoBneHms 6a3 nporpammbl.
Mo ymon4yaHuto yctaHoBneHo 14 gHen.

o [poBepka BaxHbIX o6nacten JaBHO He BbINOJNHANACH (CyT).

Konunyectso OHel ¢ MOMeHTa MOCMneAHero ycnewHoro 3aBeplueHust 3agaudm lNposepka
BaXkHbIX obracTei.

Mo ymon4yaHuto yctaHosneHo 30 gHen.
5. Haxmute Ha kHonky OK.

HacTtpoeHHble napameTpbl yBeAOMNEHWUIA ByayT COXpaHeHb.

Hactponka o6meHa nHcpopmaumen ¢ CepsepomMm agMUHUCTPUPOBAHUSA

»  Umobhbi ebibpamb murnbl 06LEKMo8, UHgpopMauuo o komopbix Kaspersky Security 10.1.1 dns Windows
Server 6ydem nepedasampb Ha Cepsep admuHuUcmpuposaHusi Kaspersky Security Center, ebinonHume
cnedyroujue delicmeusi:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTponcTBa 1 Bbibepute rpynny agMUHUCTPUMPOBAHWS, Afsl CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTH
napamMeTpbl NporpamMmei.

2. B naHesnu pe3ynbTaTtoB BblOpaHHOM rpynnol aAMUHUCTPUPOBAHNSA BbIMOMNHUTE OfHO
13 cnegyowmnx AencTBuin:

e YT106bl HAacTpouTb NapaMeTpbl NporpamMmmbl ANd rpynnbl CEPBEpPOB, BbibepuTe 3aknagky Monutukm u
oTkpownTe okHO CBouncTBa: <Umsa nonuTukn> (cMm. pasgen "Hacrporika nonutnkn" Ha cTp. 101).

e UYr0oBblI HacTpouTb napameTpbl MporpaMMbl  ANs OTAENbHOrO cepBepa, Bblbepute 3aknagky
YcTpouncTBa 1 oTkponte okHO MapameTpbl nporpammbl (CM. pasgen "Hactporika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnn yctponcTtBo paboTaeT nog ynpasneHnem aktuBHon nonutukn Kaspersky Security Center u
B 9TON MONUTMKE HaNOXeH 3anpeT Ha U3MEHEeHVWEe MapamMeTpoB MporpaMmbl, 3TV MNapameTpb
HeOOCTYMNHbI AN n3MeHeHus B okHe MapameTpbl NporpaMmmbi.
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3. B pasgene XypHanbl 1 yBegomneHus B bnoke Baaumopeincteue ¢ CepsepoM agMUHUCTPUPOBAHUA
HaXXmuTe Ha kHonky HacTpomka.

OTkpoeTcsi okHo CeTeBble cnucku CepBepa agMUHUCTPUPOBAHUA.

4. B okHe CeTeBble cnucku CepBepa agMWHUCTPUPOBaHUA BbibepuTe Tunbl 06bEKTOB, MHOpMaumio
o koTtopbix Kaspersky Security 10.1.1 gnaWindows Server ©Oygetr nepegaBaTb Ha CepBep
agMunHucTpupoBaHus Kaspersky Security Center:

e 0ObEKTLI HA KApaHTUHE;
e pe3epBHble KOMUN OOBEKTOB;
e 3abnoKMpOBaHHbIE Y3rbl.

5. Haxmute Ha kHonky OK.

Kaspersky Security 10.1.1 ans Windows Server 6ygeT nepegasatb MHGOPMaUMO O BbiBpaHHbLIX TUnax
06bekToB Ha CepBep agMUHUCTPUPOBAHUS.

YrpasneHue napamempamu rpoepammbl
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[locTOoAAHHaA 3awWuTa cepBepa

OTOT pasgen CcoaepXut MHAPOPMALMIO O KOMMOHEHTaxX MOCTOSIHHOM 3aluTbl cepBepa: [locTosiHHas 3awmTa
dannos, Vcnonb3oBaHne KSN, 3awmTta Tpadwmka, lNMpoBepka CKpMnToB M 3awuTa OT SKCMMOWTOB. Takke 3ToT
pasgen CcoaepXUT MWHCTPYKLMU MO HAacTpoOMKe napameTpoB 3aday MOCTOSIHHOM 3awuTbl U MO HacTpouKe
napameTpoB 6e30nacHOCTM 3aLuuLLIaeMoro cepeepa.

B atom pasgene

[TOCTOSIHHAS 3ALLINTA QDAMITOB. ......eeveverereeeeerererereresssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsnnnes 166
MICNIONB3OBAHME KIS ... oeiiiiiiiiiiiitiiiieieieeeteteeeeeeeeeteeeseeeseseaeseseaessesssssssasssasssssssssssssssasssssssassssssssssnnsasesnsssssnssssrnrnnnnes 182
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B E TTTY = T o= 1o o) ] YRR 196
Rl oTe]=1=T ol e I e s o] 1y o] O PP PP PP OTUPPPPPP 222

NocTosiHHaA 3awmTa dpamnos

OTOT pasgen cogepXxut nidopmauuio o 3agade NocTosHHas 3awmTa annos U MHCTPYKLMKU O TOM, KaK HaCTPOUTb
napameTpbl 3TON 3agauun.

B aTtom pasgene

O 3apa4e NMOCTOAHHASA 3ALLNTA (DAMTIOB .....eeviieeee i ittiiieeeeesesaateteeeeeeessaanteeaeeeeeessaansteaereeeeesaanssteneeaeessaaassnnneeeeeeen 166
HacTporika 3agaun "TOCTOAHHANA 3ALUMTA GIAMITOB" ... ....uuveeeiieeeeeeeereeeeresesesesersseserasesssssesesressesenerererererrrnrerrrnrnrnnes 167
MpMMEHEHNE SBPUCTUUECKOTO AHATNBATOPE ..uuvvrrrrreeeeseiitrrreeeeeeesasautsreeseeeasasastsseessesessansssssseeseessammsssssseeeessannnes 169
2T oo o o1 Y E= T LT PO PTOTPRTP 170
O6nacTb 3aWwuThbl B 3aga4€ [NOCTOAHHASA 3ALUMTA QIAMIIOB.......uveeiieeeeeiieieeieeteeeseannnteeereeeeesaansnreeereeeessaanssneneeeseees 171
HacTpovika napameTPOB O€30MACHOCTY BPYUHYHD .....ciuuvureeiteeeeeieteeeessseesesassseeesassseeesasssesesassseessasseesssnsseeessnsseees 174

O 3apave lNocTosiHHaA 3awmTa cpannos

B xoge BbinonHeHus 3apauvn [MocTtosiHHasa 3awmTta dannoB Kaspersky Security 10.1.1 gna Windows Server
NnpoBepsieT creayowmne 00bEKTHI 3aLLMLLAEMOro cepBepa Npu JOCTYNE K HAM:

e cbannsl;
e anbTepHaTMBHbIE MOTOKM arnnoBbix cuctem (NTFS-streams);
e [NaBHYIO 3arpy304HyH0 3amnMcb M 3arpy304Hble CEKTOPbI NOKarbHbIX XXeCTKUX ANCKOB Y BHELLHUX YCTPOWCTB;

e davnel koHTenHepoB Windows Server 2016 n Windows Server 2019.

lNocmosiHHas 3awuma cepeepa

166



KASPER{KY3

Mpn 3anucu unu cunTbiBaHUM 3anucaHHoro parna nwbon nporpammon Ha cepBepe Kaspersky Security 10.1.1
ans Windows Server nepexBaTbiBaeT 3TOT (paisi, NpoBepseT ero Ha Hanm4dmMe yrpo3 cepBepHOn 6e30nacHoOCTU U
npu obHapyxeHnn yrpo3bl BbINOMHAET AEWACTBUS, YKasdaHHble B MapaMeTpax 3agayuv Uinv 3agaHHble Mo YMOJTYaHUio:
nbiTaeTca BblNeunTb dann, nepemellaeT gann Ha kapaHTuH unu ypanset ero. Kaspersky Security 10.1.1
ana Windows Server Bo3spaliaeT ¢hann nporpamMmme, eCrv OH He 3apaXkeH Unn yCnewHo BblfleYeH.

Kaspersky Security 10.1.1 pgnsa Windows Server nepexBaTbiBaeT annoBble onepauun, UCMNONHAEMble
B kOHTenHepax Windows Server 2016.

KoHmeliHep — 31O u3onupoBaHHasa cpefa, rae nporpamMma MoxeT paboTaTb 6e3 npsasMoro B3anMMOAEWNCTBUSA
C onepaumnoHHOM cucTeMon. Ecnn koHTenHep pacnonoxeH B obnactu 3awutbl 3agayun, Kaspersky Security 10.1.1
ana Windows Server nposepsieT dannbl KOHTENHepPaA, K KOTOPOMY MOny4alT JOCTYN NOnb3oBaTtenu, Ha Hannuve
KOMMbIOTEPHbIX yrpo3. [Npu obHapyxeHun yrposbl, nporpamMma MbiITaeTCa BblNeYnTb KOHTEWHep. Ecnn neyeHne
YCMEeLIHO, KOHTEeHep npogormkaeT paboTy. Ecnv nevyeHne HEBO3MOXHO, KOHTEMHED BbIKIIOYaETCS.

Kaspersky Security 10.1.1 ans Windows Server Takke obHapyXvBaeT BPEAOHOCHYH akKTMBHOCTb B npoueccax
nogcuctembl Windows Subsystem for Linux®. [nsa takux npoueccoB 3agada [locTtosiHHas 3awmta ¢annos
NPUMEHSeT OeNCTBUe, yka3aHHOe B TEKYLLMX HACTPOMKaXx.

HacTtpouka 3agaum lNoctosiHHaA 3awuTa pannos

Mo YMOJ1HaHUIO CUCTEMHAaA 3adada lMocTosiHHaA 3awuTa cbaﬁnoa MMEET NapamMeTpbl, OnNncaHHbIE B Tabnvue HuXe.
Bbl MOXXeTe U3MEHATb 3HAYEHUST 3TUX napamMmeTposB.

Tabnuua 31. lNMapamempsi 3adayqu NocmosiHHas 3awuma ¢halisios ro yMon4YaHuUro

MapameTp 3HauyeHune OnucaHue
No yMOM4YaHUKo

O6nacTb 3awWwuThI Becb komnbroTep, Bbl MOXeTe orpaHu4mTb 06racTb 3awmTol.
UCKITIoYas BUPTY-
anbHble ANCKW.

YpoBeHb Ge3onacHocTn EovHbin ansa scen [ns BbIGOpaHHbIX Y3M0B B AepeBe (pansoBbix pe-
obrnacTtu 3aLuThl; CypCOB KOMMNbIOTEPA Bbl MOXETE:
cooTBeTCcTBYET ¢ TMPUMEHUTL OPYroi cTaHAaPTHBIA Ypo-
ypoBHto Gesonac- BeHb Ge3onacHoCTy;
HocTU PekomeH-
. e BPYYHYI N3MEHUTb YPOBEHb GEe30NacHOCTH;
AyeMblIn.
e COXpaHWTb Habop napameTpoB Ge3onacHoOCTH
BbIGpaHHOro y3na B WwabnoH Ans gansHenwero
NCMNOMb30BaHWS.
Pexunm 3awmTbl 06BEKTOB Mpw OTKPLITUN 1 Bbl MOXeTe BbiOpaTh peXxumM 3alimTbl OO HEKTOB —
N3MEHEHNN. ykasaTb, NP1 KaKoM TUne JocTyna Kk oobekTam
Kaspersky Security 10.1.1 gna Windows Server
npoBepsieT UX.
OBpUCTUYECKMI aHanu3aTop MpumeHsieTca ypo- Bbl MOXeTe BKMOYaThb U BbIKNoYaTh NPUMEHEHWE
BeHb Oe3onacHocTu 3BPUCTUYECKOIO aHanu3artopa, perynupoBartb ypo-
CpenHunm. BEHb aHanmua3a.
MpuMeHATL AOBEPEHHYIO MpumeHseTcs. EOWHBIA CNNCOK UCKMIOYEHNIA, KOTOPbIV Bbl MOXeETe
30HY NPUMEHSATL B BbIOpPaHHbIX 3aadax.

lNMocmosiHHas 3awuma cepeepa
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MapameTp 3HauveHue OnucaHune
Nno yMon4yaHuio

Ucnonb3oBatb KSN MpumeHseTcs. Bbl MOXeTe yBennunTb a(ppekTUBHOCTL 3aLLMUThI
Ans 3aWmTbl cepBepa C NOMOLLbI MHAPPACTPYKTYPbl 0BNaYHbIX
cnyx6 Kaspersky Security Network (gocTynHo,
TOnbKO ecnu npuHaTo MNMonoxeHne o KSN).

PacnucaHue 3anycka 3sagayu Mpwn 3anycke npo- Bbl MOXeTe HacTpouTb 3anyck 3agaum
rpammbil. no pacnucaHuto.
BroKkMpoBaTb AOCTYn He npumeHsieTcs. Bbl MmoxeTe 06aBNATL y3nbl, CO CTOPOHbLI KOTOPbIX

K O6LMM CeTeBbIM pecypcam BbISIBNleHa BPEJOHOCHAs aKTUBHOCTb, B CIUCOK He-

AN y3noB, NPosABASAOWUNX AOBEPEHHBIX Y310B.
BPEAOHOCHYI0 aKTUBHOCTb

» Umobbl Hacmpoume napamempsi 3adadyu lNocmosiHHas 3awuma ¢halsios, 8bINnoIHUMe
cnedyrouwue Oelicmaus:

1. B pepee KoHconu agmunucTtpmpoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUSA, AMS CEPBEPOB KOTOPOW Bbl XOTUTE HaCTPOUTb
napameTpbl NporpamMmmebil.

2. B naHenu pe3ynbLTaToB BblOpaHHOWM rpynnbi agMVHUCTPUPOBAHUS BbIMNOMNHUTE OfHO
13 cnegylowmx 4encTBui:

e YT0ObLI HacTpoMTb NapameTpbl NPOrpaMMbl ANSA rpynnbl CepBepoB, BbibepuTe 3aknaaky Monutukm n
oTkponTe okHO CBonctBa: <Umsa nonuTukm> (cMm. pasgen "Hactponka nonutukn" Ha ctp. 101).

e UYrOGbI HacTpouTb nNapameTpbl MporpaMMbl  AnNsl OTAENBHOIO cepBepa, Bblbepute  3aknagky
YcTponcTBa 1 oTkporite okHo MapameTpbl nporpaMmmbl (CM. pa3gen "HacTtpovika nokanbHbIX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

Ecnu yctporictBo paboTtaeT noj ynpasneHueMm aktusHon nonutukn Kaspersky Security Center u
B 9TON MNONWUTMKE HaNOXeH 3anpeT Ha M3MeHeHVWe MapameTpoB MporpaMmbl, 3TV MNapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B paspene MNocrtosiHHaa 3awmta ¢pannoB HaxmuTe Ha kHonky Hactpowka B 6noke [MocTosiHHas
3awmTa channos.

OTtkpoeTcs okHo MocTosiHHaA 3awwmTa dannos.
4. HactpouTe cnegyouwue napaMmeTpbl 3agadu:
e Ha 3aknagke O6wwume:
e  Pexum sawmTbl (cM. pasgen "Bbibop pexnma 3awmTbl” Ha cTp. 170);
¢ [lpyMeHeHne 3BpPUCTUYECKOrO aHanm3artopa (Ha cTp. 169).

o [lapameTpbl uHTerpaumm c Opyrumu KOMMOHEeHTamu Kaspersky Security 10.11
ansa Windows Server.

e Ha 3aknagke YnpaBneHue 3apgaven:

e 3anyck 3agaum no pacnucanuio (cM. pasgen "Hactporika napamMeTpoB pacnucaHus 3anycka 3agay”
Ha cTp. 133).

lNMocmosiHHas 3awuma cepseepa
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5. Bbibepute 3aknagky O6nacTb 3aWmuThbl 1 BbINOMHUTE criedylollve AeACTBUS:

e Haxmute Ha kHonky [Jo6aButb unu U3mMeHuTb, 4TOObI M3MEHUTb 06nacTb 3awWwuTbl (CM. pasgen
"ObnacTtb 3awuThl B 3agaye NocTosHHas 3awmTa dannos” Ha cTp. 171).

o B OTKpbIBLLEMCA OKHE Bbl6epl/ITe, YTO Bbl XOTUTE BKITIOUYNTL B 00NacTb 3aWwnTbl 3agaun:
e CraHpapTHasa ob6nactb
e [uck, nanka unu ceTeBoe pacnonoxeHue
o ®daunn

e Bblbepute oaMH ©3 cTaHOApTHBLIX YpOBHen 6GesonacHocTu (cM. pasgen "Bbibop cTaHOapTHbIX
YypOBHel 6e3onacHoOCTU" Ha cTp. 172) nnM HacTpownTe napameTpbl 3alimTbl BPYYHy (CM. pasgen
"HacTpoika napameTpoB 6€30MacHOCTN BPYYHYIO" Ha CTp. 174).

6. Haxmute Ha kHonky OK B okHe MocTosiHHaA 3awuTa cannos.

Kaspersky Security 10.1.1 ana Windows Server HemeaneHHO NPUMEHUT HOBble 3HA4YeHUs1 NapamMeTpoB
B BbINOJHsIIOLLENCS 3agade. [laHHble 0 BpeMEeHN M3MEHEHMS MapamMeTpoB, a Takke 3Ha4YeHns napameTpoB 4O U1
nocrie ux M3aMeHeHus 6ygyT coxpaHeHbl B XXypHare BbIMONTHEHUSA 3a4auyun.

anI MeHeHUne IBPUCTUYeCKOro aHarim3atopa

Bbl MOXeTe ucnonb3oBaTb 3BPUCTUMYECKUIA aHanusaTtop W BblbpaTb ypoBeHb aHanu3a Ans 3agad Kaspersky
Security 10.1.1 gna Windows Server.

» 4Ymobbl Hacmpoumse 38pucmuYecKul aHanu3amop, 8birnosiHume cnedyrouwue delicmeus:

1. Otkpowte napameTpbl nporpammbl (cMm. pasgen "YnpasneHue Kaspersky Security 10.1.1 gna Windows
Server n3 Kaspersky Security Center" Ha cTp. 138) nnv napameTpbl nonutuku (cM. pasgen "Hactpoika
nonuTukn" Ha cTp. 101), Ans KOTOPOW Bbl XOTUTE HACTPOUTL UCMONb30BaHME 3BPUCTMHECKOIO aHanMsaropa.

2. CHumunte nnu yCTaHOoBUTE (bﬂa)KOK Ucnonb3oBaTtb SBpVICTVI‘-IECKVIﬁ aHanuaartop.

dnakok BKMOYAET UMW BbIKMOYaeT WCMONb3oBaHWe 3BPUCTUYECKOTO aHanusartopa
npu NpoBepke 0GBHEKTOB.

Ecnu donaxok yctaHoBMNeH, 3BpUCTUYECKUIA aHann3aTop BKIHOYEH.
Ecnu donaxok cHAT, 3BPpUCTUYECKUI aHanmn3aTop BbIKMTOYEH.
Mo ymonyaHuio raxok ycTaHOBMEH.

3. Ecnu TpebyeTtcs, oTperynupyinte ypoBeHb aHanm3a ¢ NOMOLLbIO NOM3YyHKa.

Mon3yHoK TMO3BOMNSET perynupoBaTb YPOBEHb SBPUCTMYECKOTO aHanuaa. YpoBeHb
AeTanusauuy nposBepku obecrneumBaeT GanaHc mexay TLLATeNbHOCTbIO MOMCKa Yrpos,
CTeneHbio 3arpysku pecypcoB onepaunoHHON CUCTEMbI U BpeMEHEM NPOBEPKU.

lNMocmosiHHas 3awuma cepeepa
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CylLecTBYIOT crieaytoLive YyPpoBHM AeTann3aunm npoBepKu:

e [loBepXHOCTHbIN. OBPUCTUYECKMIN aHANU3aToOp BbLIMOMHSAET MeEHblle OENCTBUM,
cogepxawmxca B ucnonHaemom canne. [lpu Takom pexume BeEpPOSATHOCTb
0BHapyxuTb yrpo3y cHwxaetcs. [NpoBepka TpebyeT MeHblle pecypcoB CUCTEMbI U
BbINoOMHseTcs ObicTpee.

e CpeaHuin. 3BPUCTMYECKMA aHanNU3aTop BbINOMHAET TO KOMMYECTBO WHCTPYKLMM
B ucnonHsemom cpanne, KoTopoe pekoMeHOoBaHO creunanuctammn "llabopatopun
Kacnepckoro".

OTOT ypoBeHb BbIGpaH No yMon4aHmio.

e [nNyOOKMIA. OBPUCTMYECKUA aHanu3aTop BbINOMHAEeT Gonblue AEWCTBUN, KOTOpPble
cogepxarca B ucrnonHsiemom cdanne. Npn TakoMm pexmme BEpPOATHOCTb OBHAPYXUTb
yrpo3dy Bo3pacTaeT. [lpoBepka TpebyeT Oonblue pecypcoB CUCTEMbI, 3aHUMaeT
fonbLue BpEMEHN, a Takke BO3MOXHO yBenuyeHve KonuyecTea
NOXHbIX cpabaTbiBaHWN.

MonsyHok aKTUBEH, ecnu yCTaHOBIEH donaxok Ucnonb3oBaTtb
3BPUCTUYECKUWN aHanusaTop.
4. HaxmunTte Ha kHonky OK.

HacTtpoeHHble napameTpbl 3agayun 6yayT NnpuMeHeHbl. HEMeANEHHO B BbIMOSHsOLWeca 3agade. Ecnu 3apaya
He BbIMOSHSIETCS, U3MEHEHHbIE NapameTpbl OyayT NPUMEHEHbI NpY ee NocrneayoLeM 3anycke.

BbiGop pexuma 3awmTbl 06bHEKTOB

B 3apgadve lNocTosiHHas 3awmta annoB Bbl MOXETE BblOpaTbh peXuM 3alimTbl 00bekToB. brnok Pexunm 3awmTthbl
00BEKTOB NO3BONSET OnpeAenqTb, NpU Kakom Tune goctyna k obbektam Kaspersky Security 10.1.1 gna Windows
Server nx nposepser.

I'IapameTp Pexum 3awmTbl 06EKTOB MMEET eANHOE 3Ha4YeHMe Ang Bcel 06nacTu 3amThl, yKa3aHHOI7I B 3agave.
Bbl HE MOXeTe YCTaHOBUTb pa3finvHble 3Ha4YeHnA napamMeTpa Ona otaelibHbIX Y3108 obnacTtu 3awuTbl.

» Umobnbi 8bibpamb pexum 3auumsl 06beKMO8, 8birnoHUMe credyruwue delicmeus:

1. B pepee KoHconu agmunucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHULA, AMS CEPBEPOB KOTOPOW Bbl XOTUTE HaCTPOUTb
napameTpbl NporpamMmmbi.

2. B naHenu pe3ynbTaTtoB BblOpaHHOWM rpynnbl agMVHUCTPUPOBaHUS BbIMNOMNHUTE OfHO
n3 criefyoLwmx encTBum:

e Yrobbl HacTpouTb NMapamMeTpbl NporpaMMbl Ans rpynnbl cepBepoB, BoibepuTe 3aknagky Monutuku u
oTkponTe okHO CBoncTBa: <Umsa nonuTukm> (cM. pasgen "Hactpownka nonutukn" Ha ctp. 101).

e UYrOoGbl HacTpouTb nNapameTpbl MporpaMmmbl AnNs OTAENBHOrO CcepBepa, Bblbepute 3aknagky
YcTpouncTtBa 1 oTkpoinTe okHO MapameTpbl nporpammbl (CM. pasgen "Hactporika nokanbHbIX 3agad
B okHe lNapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTaeT nog ynpaesneHnemMm aktusHon nonutukn Kaspersky Security Center u
B 3TOM MOSIMTUKE HaNOXeH 3anpeT Ha U3MeHeHVWe napameTpoB MporpaMmmbl, 3TU napamMmeTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbi.

lNMocmosiHHas 3awuma cepeepa
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3. B pasgene MocTtosHHaaA 3awmta cepBepa HaxmuTe Ha kHonky Hactpoiika B 6rnoke lMocTosiHHaA
3awmTa channos.

OTtkpoeTca okHo MNMocTosiHHaA 3awuTa dannos.

4, B OTKpbIBLUEMCA OKHe Ha 3akrnagke O6wue BbibepuTe pexuM 3almUTbl OOBHEKTOB, KOTOPbLIA Bbl
XOTWUTE YCTaHOBUT:

e MWHTennektyanbHbIN peXxum

Kaspersky Security 10.1.1 gna Windows Server BbibupaeT ob6bekTbl AN NPOBEPKU
camocToATenbHO. OBBLEKT NPoBEPSAETCA NP OTKPLITUM U NMOBTOPHO NOCIE COXPaHEeHUs,
ecnn o6bekT 6bin mM3meHeH. Ecnu npouecc BO Bpemsi cBoeil paboTbl MHOrOKpaTHO
obpalyaeTtcs kK 06bekTy u nameHseT ero, Kaspersky Security 10.1.1 ana Windows Server
NMOBTOPHO npoBepseT O6beKkT TOMbKO Mocne ero nocrnegHero  CoxpaHeHwus
3TUM MPOLIECCOM.

. anI OTKPbITUN U NBMEHEHUN

Kaspersky Security 10.1.1 gna Windows Server npoBepsieT O0ObekT npw OTKpbITUM U
NpoBepsieT ero NOBTOPHO MPW COXPaHEHUU, ECIIM OOBEKT ObiN M3MEHEH.

[daHHbIn BapuaHT BbIGpaH No yMONYaHuto.
e [lpun oTKkpbITUKN

Kaspersky Security 10.1.1 gns Windows Server npoBepsieT BCe OOBbEKTbI MpU UX
OTKPbITUM KaK Ha YTEHME, TaK U Ha BbINOSTHEHNE UNN N3MEHEHME.

. anI BbINOJIHEHUN

Kaspersky Security 10.1.1 gns Windows Server npoBepsieT ¢aiin TonbKo Npu OTKPbITUK
Ha BbINOJIHEHNE.

5. Haxmwute Ha kHornky OK.

BbIGpaHHbIii pexunM 3alUmTbl 0GbEKTOB ByAeT YyCTaHOBEH.

O6nacTtb 3awmThbl B 3aaade lNoctossHHaA 3awuTta cpannos

OTOT pasgen CcogepXuT MHgopMauuio o hopmMupoBaHMM K UCMOMb30BaHMM obnacTn 3awuTbl B 3agade
MocTosAHHas 3awmTa hannos 1 gancHenwen pabote ¢ HeN.

B aTtom pasgene
CTAHOAPTHDIE OBIMACTI BALLIMTDI ..ceeeeeeiiuettieeeeeesesaaseeteeeeeaesesaasssteeaaaaessaasssseeeaeaessaaanssseneeaeesssaanssssneeeaesssannsssnneneeeesn 171

BbIOOp CTaHAAPTHBIX YPOBHEM BEBOMACHOCTU .eeiuuvveiieiuiiiieeiitieeesaitteeesaatteaesansteeesansbeeesansbeeeeannbeeesanbeeeeenbeeeeanneeas 172

CtaHgapTHble ob6nacTu 3awmuThbl

dannoBble pecypcbl 3alMLIaeMoro cepeBepa oTobpaxaloTcs B napameTpax 3agadu [MocTosiHHas 3awmTa
c¢hannoB Ha 3aknagke O6nacTb 3aWmThbI.

[epeBo wnn cnmcok ¢annoBbiX PECYpcoB OTOOpaXkaeT Yyanbl, K KOTOPbIM y Bac €CTb AOCTYM Ha YTeHue
B COOTBETCTBMM C HAaCTPOEHHbIMM NapameTpammn 6esonacHocTn Microsoft Windows.

lNocmosiHHas 3awuma cepesepa
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B Kaspersky Security 10.1.1 ana Windows Server npegycMmoTpeHbl criegytolme ctaHgapTHble 06nactu 3alumThbl:

e JlokanbHble XecTkne puckn. Kaspersky Security 10.1.1 agna Windows Server sawuuiaet dgannbl
Ha XXeCTKuUX Anckax cepeepa.

e CovemHble guckn. Kaspersky Security 10.1.1 gna Windows Server 3awmiaet ¢annbl Ha BHELLUHUX
YCTPOWCTBAX, Hanpumep, Ha KOMMakT-guckax nnm drell-Hakonutenax. Bel moxeTe Bknoyate B obnactb
3aLUNTbI UM UCKITOYaTh M3 Hee BCE CbeEMHbIE AMCKM, @ TakKe OTAeNbHble ANCKW, Nanku unu dannsl.

e CeTeBoe oOKpyxeHue. Kaspersky Security 10.1.1 gna Windows Server sawuwaet dannbl, KOTopble
3anucbiBaloTCsl B CETEBbIE Manku MU CYUTLIBAIOTCS M3 HUX MporpamMmamMu, BbINOMHAEMbIMU Ha cepBepe.
Kaspersky Security 10.1.1 ansa Windows Server He 3awmwaeT ¢annbl B CeTEBbIX Mankax, korga K Hum
obpallatoTcs nporpammel ¢ APYrnx KOMNbIOTEPOB.

. BVIpTyaﬂbele Auckn. Bl MoxeTe BkMoYaTh B 06M1aCTb 3alinUThl AMHAMUYECKUe nanku un (*)aﬂﬂbl, a TaKkke
ONCKN, KOTOPblE MOHTUPYKOTCA Ha cepBep BpeMeHHO, Harnpumep, obume gmcku Knacrtepa.

CraHpapTHble obnactu 3awmTbl NO yMONYaHuio oTobpaxalTca u AOCTYMHbI A4S UBMEHEHUS B cnvcke obnacren;
MOXHO Takke Ao6aBNATb CTaHAapTHble 06nacTu 3awuTbl B CMMCOK Mpu ero opmMmpoBaHMM B napameTpax
obnacTtu 3awuTbl.

Mo yMOJ14aHuio B obnacTb 3alnTbl BKIMOYEHbI BCE CTaHOapTHbIEe obnactu, KpomMe BupTyasribHbIX ANCKOB.

BuptyanbHble gucku, co3gaHHble C nomollbto komaHabl SUBST, He oToGpakatoTcs B AepeBe GhannoBbixX
pecypcoB cepBepa B KoHconu nporpaMmmbl. YTobbl BKMOYNTL B 00MacTb 3awutbl 06BHEKTHI HA BUPTYyanbHOM
Avcke, BKNOUMTE B 06nacTb 3aLlmThl Nanky Ha cepBepe, C KOTOPOW CBS3aH 3TOT BUPTYarbHbIN OUCK.
[MoaknoyeHHble ceTeBble OAUCKM Takke He oTobpaxatTcs B CnMcKe (palnnoBbIX pecypcoB cepBepa. YTobbl
BKITIOYMTb B 06NacTb 3awuTbl 0ObEKTbl HA CETEBOM AWCKE, YKaXuTe MyTb K narnke, COOTBETCTBYOLLEN STOMY
ceteBomy ancky, B bopmaTte UNC (Universal Naming Convention).

BbiGop cTaHAApTHLIX ypOoBHEN 6e30nacHOCTU

[Onsa y3noB / anemeHTOB, BbIOpaHHbIX B AepeBe / crvcke ceTeBbiX (PaNnoBbIX PECYpCOB, MOXHO 3adaTb OAMH
n3 crieqyowmx CTaHAapTHbIX ypoBHeW GesonacHocTu: MakcumanbHoe GbicTpogencTBue, PekomeHAyeMbIn U
MakcumanbHasa 3awmTa. Kaxgbln M3 9TMX YpOBHEW MMeeT CBOW Habop 3HadeHur napameTpoB Ge3onacHoCTH
(cm. Tabnmuy Huxe).

MakcumanbHoe bbicTpoaencTame

YposeHb 6es3onacHocTn MakcumanbHoe ObICTPOAENCTBUE PEKOMeHOYyeTCH NPUMEHATb, eCnv B Ballen CeTw,
Kpome wucnonb3oBaHua Kaspersky Security 10.1.1 gns Windows Server Ha cepBepax M paboumx CTaHuusx,
NMPUHUMAIOTCA OOMOSNHUTENbHbIE Mepbl CepBepHON Ge3onacHOCTW, Hanpumep, CeTeBble 3KpaHbl U MONUTUKK
Ge3onacHoCTV Ans nonb3oBaTenemn ceTu.

PekomeHayembli

YpoBeHb 6e3onacHocT PekomeHayeMbin obecrneunBaeT onTMManbHOe codeTaHue KadecTBa 3allnTbl U BAUSHUSA
Ha NPOM3BOAMTENBHOCTL 3alUMLaeMblX CEPBEPOB. OTOT YPOBEHb PEKOMEHAOBaH crneuuanuctamm "llabopaTtopum
Kacnepckoro" Kkak [OCTaTOuYHbI ANnd 3aWwuTbl CepBepoB B OONbLUMHCTBE CeTel opraHusaumin. YpoBEHb
6e3onacHocT PekoMeHAyeMbIA YyCTAHOBMEH MO YMOYaHMIO.

MakcumanbHas 3awmTa

ypOBeHb OesonacHocT MakcuManbHaa 3awuTta pekomMeHayeTca nNpuMeHATb, €eClnin Bbl NpeabdaBndeTe
NnoBbILLEHHbIEe TpGGOBaHI/IFl K KOMI'IbIOTepHOVI ©e3onacHoOCTM B ceTu opraHusauun.

lNocmosiHHas 3awuma cepseepa
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Tabnuua 32. CmaHdapmHsbie yposHU be3onacHocmu U coomeemcemeayu,ue UM 3Ha4eHUs napamempos
MapameTpbl YpoBeHb 6e3onacHoOCTU
MakcumanbHoe PekomeHayembIn MakcumanbHas
ObicTpogencTBue 3awumTa
3awuTta o6 HLEKTOB Mo pacwmnpeHunto Mo cdopmaTy Mo dopmaTy
lNMpoBepka TONbLKO HOBbIX U U3- BkntoyeHna BkntoyeHa BbIknoueHo

MeHeHHbIX ¢phannos

HencTBUA Hag 3apaKeHHbIMU U
OPYrMMU O0OHapyXeHHbIMU
obbeKkTamu

BnoknpoBaTtb goctyn u
neyuTb. YaanuTtb, ecnu
He yganochb Bblfe4YnTb.

Bnokuposatbk goctyn
N BbINONMHUTb PEKO-

MeHayemoe aeicTeue.

Bnokuposatbe goctyn
M neuYnTb. Yoanutb,
€cnn He yaanochb
BbINEYUTD.

HeicTBUA Hag BO3MOXHO 3apa-
XEHHbIMK 06 BbeKTamMu

BriokupoBatb gocTyn U
NMOMECTUTb Ha KapaHTUH.

Brnokuposatb goctyn
1 BbIMOSTHUTb PEKo-

MeHayemoe aeicTeue.

BrnokupoBsatb goctyn
1 NOMeCcTUTb
Ha KapaHTWH.

Uckniovatb channbl Het Het Het

He o6HapyxunBaTb Het Het Het
OcTaHaBnuBaThb NPOBEpPKY, ec- 60 cexk. 60 cek. 60 cek.

N1 oHa pnuTcs bonee (cek.)

He npoBepATbL cocTaBHbIE 8 Mb 8 Mb He ycTaHoBneH
o6bekTbl pa3mepom 6onee (MB)

AnbTepHaTtuBHble noTtokn NTFS. | [la [a Oa
lMpoBepATb 3arpy304Hble CEeK- Oa Oa Ha

TOopbl auckoB n MBR

3awmTa cocTaBHbIX 00 HLEKTOB

e YnakoBaHHble 0Ob-
eKTbI*

* TonbKo HOBbIE U U3-
MEHEHHble

o SFX-apxusbl*
e YnakoBaHHble 00b-

eKTbI*

o BrioxeHHble

OLE-06bekTbI*

* TonbKo HOBbIE U
U3MEHEHHble

o SFX-apxuBbl*
e YnakoBaHHble

obbeKTbI*

o BrioxeHHble

OLE-06bekTbI*

*Bce 06bekTbl

MonHocTL0 yaanAaTbL cocTaB-
How cdhann npu o6HapyXeHUu
BNTO)XXEHHOro o6 bLeKTa, ecnm co-
CTaBHOW chain He MOXeT ObITb
M3MeHeH NporpaMmmow

[a

Het

[a

MapameTpbl 3awmTta obbekToB, Ucnonb3oBaTb TexHonoruw iChecker, Ucnonb3oBaTb TEXHOMOrNUIO

iSwift,
ypoBHen 6e3onacHOCTW.

cocTosiHMe napameTpoB 6e3onacHocTn 3awurta OOBLEKTOB,

Ucnonb3oBaTb 3BPUCTUYECKUM aHanu3aTop He BXOAAT B Habop napamMeTpoB cTaHAapTHbIX
Ecnn, BbibpaB oaMH K13 cTaHOapTHbIX YpoBHEW 6e30MacHOCTW, Bbl M3MEHUTE
Ucnonb3oBaTb TEeXHOJIOrUKO

iChecker,

Ucnonb3oBaTb TexHonoruw iSwift, Acnonb3oBaTb 3BPUCTUYECKUM aHanu3aTop, BblOpaHHbIN Bamu
CTaHAapTHbIV ypoBEeHb 6€30MacHOCTU HE U3MEHUTCS.

lNMocmosiHHas 3awuma cepeepa
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» Umobhbi 8bibpamb 00uH U3 cmaHdapmHbIX ypoeHel be3ornacHoCcmu, 8bINOSIHUMe
crnedyrouwjue deticmeusi:

1.

6.

B nepeBe KoHconu agmuHuctpupoBaHust Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bblbepute rpynny agMUHUCTPUPOBAHWS, AMs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmmsl.

B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHNA BbINOMHUTE OAHO
13 cnegyowmx 4encTBui:

e YT106bl HacTpouTb NapameTpbl NporpamMmmbl ANd rpynnbl CEpBepoB, BbibepuTe 3aknagky Monutukm u
oTKpownTe okHO CBouncTBa: <UmAa nonuTukn> (cMm. pasgen "Hacrtporika nonutmnkun" Ha cTp. 101).

e UYr0OblI HacTpouTb nNapameTpbl MporpaMMbl  AnNs OTOENBHOIO cepBepa, Bblbepute 3aknagky
YcTtponcTBa 1 oTkporite okHo MapameTpbl nporpaMmmbl (CM. pa3gen "HacTtpovika nokanbHbIX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHuem aktusHon nonutukn Kaspersky Security Center u
B 9TON MNONWUTMKE HanOXeH 3anpeT Ha U3MEHeHVWe MapameTpoB MpOorpaMmbl, 3TV MapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

B pasgene lMocTosiHHas 3awuTa cepBepa Haxmute Ha kHomky HacTpoika B 6noke MMocTosiHHas
3awmTa channos.

OTtkpoeTca okHo MNMocTosiHHaA 3awuTta dannos.

Ha 3aknagke O6nactb 3awmThbl, BbibepuTe y3en, napameTpbl 6e30MacHOCTU KOTOPOro Bbl XOTUTE
HaCTPOMUTb, ¥ HAXXMUTE Ha KHoMNKy HacTpouTtb.

OTkpoeTcsa okHo HacTpoWka napaMmeTpoB NOCTOAHHOW 3aWuUTbl (pannoB.
BeibepuTte TpebyeMbil ypoBeHb 6e30NacHOCTM B packpbiBalOLLEMCS CMUCKE:
e MakcumanbHas 3awmTa

e PekomeHpyembin

e MakcumanbHoe 6bicTpoaencTBMe

Haxmunte Ha kHorky OK.

HaCTpoeHHbIe napamMmeTpbl 3aga4n 6yD,YT COXpPaHeHH-I.

Kaspersky Security 10.1.1 gna Windows Server HemegneHHO NPUMEHWUT HOBble 3Ha4YeHUs1 napameTpoB
B BbINOMHsOLWENCsa 3agayve. [laHHble 0 BpEMEHM M3MEHEHUS MapaMeTPoB, a Takke 3HAYEHUs NapaMeTpoB L0 U1
nocrie ux M3aMeHeHus 6yoyT CoXxpaHeHbl B XXypHare BbIMONTHEHUSA 3a4auun.

HacTpoiika napameTpoB 6€30MNacHOCTU BPYUYHYIO

Mo ymonuyaHuto B 3agadve [locTosiHHAA 3awmTa anroB MNPUMEHAIOTCA efuHble napameTpbl Ge3onacHocTU
ans Bcen obnactu 3awmTtbl. T napamMeTpbl COOTBETCTBYHT 3HAYEHUSIM CTaHOAPTHOrO ypoBHS Ge3onacHocTu
PekomeHayeMmbIn (cM. pa3gen "Boibop ctaHgapTHbIX ypoBHen 6e3onacHocTu" Ha cTp. 172).

Bbl MOXETe M3MEHSATb 3HaYeHUd napameTpoB ©e3onacHocTK no yMOIn4aHuio, HacTponB NUX Kak eguHbIMU ONA BCENn
obnactu 3awuTbl, Tak pas3nnyHbiMN OnN4a pa3HbiX y3510B B epeBe Ui Cnmucke (baVIHOBbIX pecypcoB cepBepa.

Mpu paboTe ¢ AepeBoM hailnoBbIX PECYpcoB cepBepa NapaMeTpbl 6e30MacHOCTM, HAaCTPOeHHbIe Ans BbIGpaHHOro
pPOOUTENbCKOrO Yy3ra, aBTOMaTMYecKu MPUMEHSIIOTCS ANS BCeX BIIOXEHHbIX Yy3noB. MapameTpbl 6e3onacHOCTy
POOUTENBCKOrO y3ra He MPUMEHSIIOTCS K BIIOXKEHHOMY Y31y, KOTOPbI/ HacTpaMBaeTCs OTAENbHO.

lNocmosiHHas 3awuma cepesepa
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» UYmobbl 8pyyYHyt0O Hacmpoume napamempsb! 6e3onacHocmu ebibpaHHO20 y3ra, 8bINOTHUMEe
crnedyrouwjue deticmeusi:

1. B pepeBe KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bblbepute rpynny agMUHUCTPUPOBAHWS, AMs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmmsl.

2. B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHNSA BbINOMHUTE 0JHO
13 cnegylowmnx 4encTBui:

e YT106bl HacTpouTb NapameTpbl NporpamMmmbl ANd rpynnbl CEpBepoB, BbibepuTe 3aknagky Monutukm u
oTKpownTe okHO CBouncTBa: <Uma nonuTukn> (cm. pasgen "Hacrtporika nonutmnkun" Ha cTp. 101).

e UYrOoObl HacTpouTb nNapameTpbl MporpaMMbl  ANs OTAENBHOIO cepBepa, Bblbepute 3aknagky
YcTtponcTBa 1 oTkporite okHo MapameTpbl nporpaMmmbl (CM. pa3gen "HacTtpovika nokanbHbIX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHuem aktusHon nonutukn Kaspersky Security Center n
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha U3MEeHeHuWe napamMeTpoB MporpamMmMmbl, 3TW NapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B pasgene MoctosHHaa 3awmta cepBepa HaxmuTe Ha kHonky Hactpoiika B 6roke lMocTosiHHaA
3awmTa channos.

OTtkpoeTca okHo MNMocTosiHHaA 3awwmTa annos.

4. Ha 3aknagke O6nacTb 3awWuThbl, Bbl6epl/ITe y3en, napameTpbl ©e3onacHocTu KOTOPOro Bbl XOTUTE
HaCTpPOUTb, N HAXXMUTE KHOMKY HaCTpOVITb.

OTkpoeTca okHo HacTpoWka napameTpoB NOCTOAHHOW 3aLWuMThbl ¢pansoB.

5. Ha 3aknagke ypOBEHb 6e3onacHOCTM Bbl MOXeETE Bbl6paTb ntobowm Cyu.l,QCTBytOLU,VIVI YPOBEHb UMK HaXXaTb
KHOMKY HaCTpOﬁKa, 4yTOObI CO3aAaTh nosnib3oBaTesibCKyH KOH(bVIpraU,VIIO.

6. Bbl MoxeTe HacTpouUTb MNOJib3OBaTesIbCKME MNapaMeTpbl OesonacHocTn  AOns Bbl6paHHOFO y3na
B COOTBETCTBMA C BalLMM Tpe6OBaHMﬂMVI.

e O6wume napameTpbl (CM. pasgen "HacTtpowika obLwux napameTpoB 3agaydn” Ha cTp. 175)
e [lenctBua (cMm. pasgen "Hactporka gencteuin” Ha ctp. 178)
e [lponsBognTenbHOCTL (CM. pasgen "HacTponka npom3BoamTensHocTn" Ha cTp. 180)

7. Haxmute kHonky CoxpaHuTb B OkHe HacTponka ob6nacTtu 3awmrbl.

HoBble napameTpbl 06nacTu 3awuTbl ByAyT COXpaHeHbI.

HacTpoiika o6wmx napameTpoB 3agaum

» Ymobkl Hacmpoums obwue napamempbl be3ornacHocmu 3adaqu NocmosiHHas 3awuma ghalinos,
gbinonHUmMe criedyrouwue delicmeus.

1. Ortkponte okHOo MNapameTpbl locTtosiHHOW 3awmTbl ¢hannoB (cMm. pasgen "HacTponka napameTpos
©e3onacHOCTU BPY4HYK" Ha cTp. 174).

2. Bblbepute 3aknagky O6wme.

lNocmosiHHas 3awuma cepesepa
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3. B 6roke 3awmTta 06LEKTOB YKaXute Tunbl 00BHEKTOB, KOTOpPbI€ Bbl XOTUTE BKIMKOYUTb B obnacTb 3awWunThbi:

Bce 06beKTbl.

Kaspersky Security 10.1.1 ana Windows Server npoepsieT Bce 00beKThbI.
e OO1BbekTbl, NpoBepsieMble No hopmary.

Kaspersky Security 10.1.1 ans Windows Server npoBepsieT TONbKO MNOTEHUMaNbHO
3apaxaemble harnbl Ha ocHoBaHMK dhopmaTa hanna.

Cnuncok cdopmaTtoB cocTaBnsetca cneumanuctamm "fllabopatopum Kacnepckoro". OH
BXOOUT B cocTaB 0a3 Kaspersky Security 10.1.1 gna Windows Server.

e OOGBeKTbl, NpoBepsieMble MO CNUCKY paclUMPEHUN, yKa3aHHOMY B aHTMBUPYCHbIX Ga3ax.

Kaspersky Security 10.1.1 ans Windows Server npoBepseT TONMbKO MNOTEHUMaNbHO
3apaxaemble dannbl Ha OCHoBaHUKM hopmaTa danna.

Cnucok pacwmpeHun coctaensietcs cneuwanuctamu "llabopaTtopumn Kacnepckoro". OH
BXoauT B cocTaB 6a3 Kaspersky Security 10.1.1 gna Windows Server.

e OOGBeKTbI, NpoBepsieMble MO YKa3aHHOMY CMMUCKY pacLUMPEHUN.

Kaspersky Security 10.1.1 gns Windows Server nposepseT @annbl Ha OCHOBaHWUU
pacwupeHmnsa canna. Cnucok pacwmpeHuin annos, KOTOpble HYXHO MNPOBEPSTb, Bbl
MOXeTe 3agaTb BPYYHY MO KHoMnke U3meHuTb B okHe CNUCOK pacluMpeHU.

o [lpoBepsATb 3arpy304Hble CeKTopbl AuckoB 1 MBR
BkntoyeHue 3almThl 3arpy304HbIX CEKTOPOB OUCKOB U IMaBHbIX 3arpy304HbIX 3anncen.

Ecnun dnaxok yctaHoBneH, Kaspersky Security 10.1.1 ans Windows Server npoepsieT
3arpy304Hble CEKTOPbI U 3arpy304Hble HAAMUCK Ha XXECTKUX U CbEeMHbIX OMCKaX cepBepa.

Mo ymon4aHmio pnaxok yCTaHOBIIEH.
e AnbTepHaTUBHbIe NOTOKU NTFS.

[MpoBepka [ONONHUTENBHBLIX MOTOKOB haMnoB U nNarok Ha auckax annoson
cuctemsl NTFS.

Ecnu cnaxok ycTaHOBMEH, NporpaMma BbIMOJSIHSAET MPOBEPKY BO3MOXHO 3apaXkeHHOro
obbekta n Bcex notokoB NTFS, cBA3aHHbIX C 3TUM OO BbEKTOM.

Ecnun cpnaxok He ycTaHOBMEH, nporpaMmma npoBepsieT TOMbKO OBHapyXeHHbIN 0ObekT,
KOTOPbIN CYUTAETCH BO3MOXHO 3apaXeHHbIM.

Mo ymonyaHuio raxok ycTaHOBIMNEH.

4. B 6noke lNpou3BoAUTENLHOCTb YCTAHOBUTE WNU CHUMUTE priaxok 3awmuiaTb TONbKO HOBbie U
U3MeHeHHble hannbl.

dnaxoK BKNoYaeT Unu BbIKMoYaeT NpoBepKy 1 3awmTty dannos, npusHaHHbIx Kaspersky
Security 10.1.1 gna Windows Server HOBbIMWU WU  WN3MEHEHHbIMM C MOMEHTA
nocriefHen NPoBEPKMN.

Ecnu donaxok ycraHoBneH, Kaspersky Security 10.1.1 ana Windows Server nposepsieT u
3awmuaetT Tonbko dannbl, NPU3HaHHbIE HOBBIMW WM U3MEHEHHBIMW C MOMEHTA
nocriefHen NPoBEPKMN.

lNocmosiHHas 3awuma cepsepa
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Ecnu c¢naxok He ycTaHOBMeH, MOXHO BblbpaTb, TpebyeTcss nu npoBepka M 3awiuTa
TONMbKO HOBbIX aWnoB wunM Bcex annoB, HE3aBUCUMO OT TOrO, KOrga OHM
ObINN N3MEHEHDI.

Mo ymonuaHunio naxok ycTaHOBMeH Ans ypoBHeh 6es3onacHoct MakcumanbHoe
ObicTpogencTtBue 1 PekomeHayembi. Ecnu ycTtaHoOBNeH ypoBeHb ©Oe3onacHoCTu
MakcmanbHas 3awmta, naxok He YCTaHOBIEH.

[ns nepekntovyeHnss Mexxay AOCTYMHbIMU BapuaHTamMu Mpu CHATOM driaxkke neperauTe Mo cebifike
Bce / TonbKo HOBbIle A9 KaXXO0ro Tuna cocTaBHbIX 0O bEKTOB.

5. B Gnoke 3awmTa cocTaBHbIX OGBLEKTOB YKaXWUTe COCTaBHble OOBLEKTbI, KOTOPLIE Bbl XOTUTE BKIOYUTH
B obnacTb 3alLuThbl:

e Bce/ Tonbko HOBble apXUBbI.
Mpoeepka apxmeoB ZIP, CAB, RAR, ARJ u gpyrux oopmaros.

Ecnn naxok yctaHoBneH, Kaspersky Security 10.1.1 gna Windows Server
npoBepsieT apXuBbl.

Ecnun donaxok cHaT, Kaspersky Security 10.1.1 gns Windows Server nponyckaeT apXuBbl
npw NpoBepkKe.

3Ha4eHue No yMOnyaHuio 3aB1CUT OT BbIBpaHHOTroO ypoBHS 6e3onacHoCTK.
e Bce/ Tonbko HOBble SFX-apxuBbl.
lMpoBepka caMmopacnakoBbIBaIOLLMXCS apXUBOB.

Ecnn cnaxok ycrtaHoBneH, Kaspersky Security 10.1.1 agng Windows Server
nposepsaeT SFX-apxuBbl.

Ecnn dnaxok cHat, Kaspersky Security 10.1.1 gns Windows Server nponyckaet
SFX-apxuBbl Mpu NpoBepkKe.

3Ha4eHne Mo yMOnyaHuio 3aBUCUT OT BbIDpaHHOro ypoBHSA 6e3onacHocTy.
[MapameTp aKkTVBeH, ecnun CHAT pnaxok ApXmuBhbl.

¢ Bce/ Tonbko HOBble No4YTOBbIE 6a3bl.
Mpoeepka gannos noytoBbix 6a3 Microsoft Outlook n Microsoft Outlook Express.

Ecnun dnaxok yctaHosneH, Kaspersky Security 10.1.1 gna Windows Server nposepsieT
annbl NOYTOBLIX 6a3.

Ecnu dpnaxok cHaTt, Kaspersky Security 10.1.1 ana Windows Server nponyckaeT ¢ainbl
noyToBbIX 6a3 Npu NnpoBepke.

3Ha4eHne No yMOnyaHuio 3aBNCUT OT BbIBpaHHOTro ypoBHS 6e3onacHocTy.
e Bce/ Tonbko HOBble ynakoBaHHble 06BbEKTbI.

lMpoBepka ucnonHsemMblXx  annoB, YNakoBaHHbIX  MpOrpamMmmMaMu-ynakoBLLMKaMU
ABOWYHOro koaa, Takmmm kak UPX unn ASPack.

Ecnu cdnaxok yctaHoBneH, Kaspersky Security 10.1.1 ansa Windows Server npoepsieT
ucnosnHsiemble dainbl, ynakoBaHHble MPOrpaMMamMum-ynakoBLLMKaMMU.

Ecnn dnaxok cHat, Kaspersky Security 10.1.1 gna Windows Server npu npoBepke
npornyckaeT UcnorHsiemMble hannbl, ynakoBaHHbIE MPOrpaMMamMm-yrnakoBLLMKaMU,

3Ha4yeHune no yMOJ14aHuto 3aBUCUT OT BbI6paHHOFO YPOBHA ©e3onacHocTu.

lNocmosiHHas 3awuma cepesepa
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e Bce/ Tonbko HOBble dhannbl NOYTOBLIX (hOpMaTOB.

MpoBepka ¢annoB No4YToBbIX hopmaTtoB, Hanpumep, cooblueHns dopmaToB Microsoft
Outlook n Microsoft Outlook Express.

Ecnu cdnaxok yctaHoBneH, Kaspersky Security 10.1.1 ans Windows Server nposepsieT
dannbl NOYTOBLIX OPMATOB.

Ecnu dpnaxok cHat, Kaspersky Security 10.1.1 ana Windows Server nponyckaeT ¢ainbl
NnoYToOBbIX (POPMAaTOB NpU NPOBEPKE.

3HayeHne Mo yMONYaHuio 3aBUCUT OT BbIbpaHHOro ypoBHS1 6e30MacHOCTU.
e Bce/ Tonbko HoBble BnoxeHHble OLE-00bekTbl.

lMpoBepka BCTPOEHHbIX B hanin ob6bekToB (Hanpumep, Makpoc Microsoft Word unu
BMOXEHNe COOBLLEHNS INEKTPOHHOWN NOYThHI).

Ecnun dnaxok yctaHosneH, Kaspersky Security 10.1.1 gna Windows Server nposepsiet
BCTPOEHHbIE B (haln 00bEeKThI.

Ecnn dnaxok cHat, Kaspersky Security 10.1.1 gns Windows Server nponyckaet
BCTPOEHHbIE B (hann 06BbEKTbI Npy MPOBEPKE.

3HayeHue Mo yMOosYaHuio 3aBUCUT OT BbIGPaHHOIo YpOBHSI 6€30MacHOCTH.
6. HaxmuTte Ha kHonKy COXpaHUTb.

Hoeas koHdurypaums 3agayn 6yaeTt coxpaHeHa.

HacTpounka gencreumn

» 4Ymobkl Hacmpoume Oelicmeusi, Komopble 3adaya [NocmosiHHas 3awuma ¢alisios 8bINnosHsIem
Hal 3apaxeHHbIMU U Opya2umMu 0bHapyXeHHbIMU 06bekmamu, 8birnosiHuUme credyroujue delicmeus:

1. OrtkponTte okHo MMapameTpbl lMocTtosiHHOM 3awmTbl channoB (cM. pasgen "HacTpoika napameTpoB
Be3onacHoOCTW Bpy4HYyO" Ha cTp. 174).

2. Bblbepute 3aknagky Oencreus.

3. BbibepuTe aencTeue Hag 3apaKeHHbIMU U APYrMMU OOHaPYXMBaEMbIMU OO BbEKTaMMU:

e TonbKko cooOwaThb.

Korma BbibpaH atoT pexum, Kaspersky Security 10.1.1 gna Windows Server
He BGnokupyeT [OCTYM K 3apaXeHHOMY Wnu [pyroMy OBHapyXeHHOMY OObekTy u
He BbIMONHSAET Had HUM  HUKaKMX OeWACTBUWA. B ixypHane BbIMONHeHUs  3agaudn
peructpupyeTcs cnegywouiee cobbiTme: Obbekm He 8bl/1eYeH. lNpuduHa:
8 coomeemcmeuu ¢ 3adaHHbIMU Hacmpolikamu He 6bi1o  npedrpuHamo delicmesul
0151 Heimpanusayuu obHapyXeHHo20 obbekma. B cobbiTum ykasaHa Bce [OOCTynHas
nHdopmaumsi 06 obHapy>keHHOM OObekTe.

Pexvm Tonbko coobuwatb HeoOXOOUMO HACcTpOUTb OTAENbHO NS Kaxaon obnactu
3aWNTbl. OTOT PEXUM HEe UCMONb3yeTCs MO YMOJMYaHMIO HWU Ha OOHOM U3 YPOBHEWN
©esonacHocTn. Ecnu Bbl Beibpanu aToT pexum, Kaspersky Security 10.1.1 gna Windows
Server aBToMaTMyeCckn U3MeEHUT ypoBeHb Be3onacHocTy Ha Monb3oBaTenbCKUNA.

e bBnokupoBatb goctyn.

Ecnu BbiGpaH aToT BapuaHT, Kaspersky Security 10.1.1 gna Windows Server 6nokupyet
OOCTYN K 3apa)XeHHbIM UNU OpyruM OOHapyXeHHbIM 0b6bekTaMm. Bbl MoxeTe BblOpaTb
AONOSHUTENBHOE OencTeue Hag 3a6roKMpPOBaHHLIMM obbekTamu
13 pacKkpbIBaOLLErOCs Crucka.

lNMocmosiHHas 3awuma cepeepa
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e BbINONHATbL AONONHNUTENbLHOE AENCTBUE.
BbibepuTe gencTBue n3 packpbiBaloLWErocs cnucka:
o Jleuntb
e JleunTb. Yaanutb, ecnu He yAanoch BbINeYuTb
e Ypanartb
e PekomeHgyemoe
4. BbibepuTe gencrene Hag BO3MOXHO 3apaXkeHHbIMU 06 bekTamMu:
e Tonbko coobwaThb.

Korga BbiOpaH aToT pexum, Kaspersky Security 10.1.1 ana Windows Server He 6nokupyet
[OCTYN K 3apaXX€HHOMY Mnu Apyromy OOHapyXeHHOMY OOBEKTY W He BbINOMHSET Hag HUM
HUKakuxX gencteui. B xypHane BbINOMHEHUs 3adayvn perncTpupyeTcsa crneayoulee cobbitue:
Ob6bekm He ebinedeH. [NpudyuHa: 8 coomeemcmeuu ¢ 3adaHHbIMU Hacmpolkamu He 6biio
npednpuHamo Oeticmeul 0ns Hedmpanu3ayuu O0bHapyxeHHo20 obbekma. B cobbiTum
yKkasaHa Bce AOoCTynHasi MHgopmauusa o6 obHapyXeHHOM obbekTe.

Pexum Tonbko coobuwatb He06xoaNMMO HaCcTPOUTb OTAEMbHO ANS KaXaon obnactu awmTol.
OTOT peXmM He UCMOoSNb3yeTCs MO YMOMYaHMIO HU Ha OQHOM M3 ypoBHeWN GesonacHocTu. Ecnu
Bbl Bblbpanu aToT pexum, Kaspersky Security 10.1.1 ana Windows Server aBTromaTtudecku
W3MEeHWT ypoBeHb Ge3onacHocTh Ha lNMonb3oBaTenbCKUM.

e bBnokuposatb gocTtyn.

Ecnun BbibpaH atoT BapwaHT, Kaspersky Security 10.1.1 gna Windows Server 6nokupyet
AOCTYN K 3apaXeHHbIM Wnu ApyruM obHapyxeHHbIM obbektaM. Bbl mMoxeTe BblIOpaTb
AOMNONHUTENBHOE AencTeue Hag 3abnoKMpoBaHHbIMU obbekramu
13 packpbIBalOLLErocs crnmcka.

e BbINoONHATb 4ONONHUTENbLHOE AeUCTBUe.
BbibepuTe gencTBue 13 packpbiBaloLEerocs cnucka:
e [MomelwaTb Ha KapaHTUH
e Ypanatb
e PekomeHayemoe
5. HacTtpoiite genctBust Hag obbekTaMmu B 3aBUCMMOCTM OT TMNa oBHapyXeHHOro oobekTa:

a. CHumMuTe wnu  ycTtaHoBuTe nNaxok BbINONHATL AeNCTBUMA B 3aBUCUMOCTM  OT TUNa
OobHapyXeHHOro o6bekTa.

Ecnu cnaxok ycTaHOBNeH, Bbl MOXeTe BblopaTb OCHOBHOE W [OMOMNHUTENbHOE [elcTBUE
ANs Kaxaoro Tuna obbeKTOB, HaXkaB Ha kHonky HacTpoika psgom ¢ (naxkoM.

Ecnn dnaxok chart, Kaspersky Security 10.1.1 gns Windows Server BbINOMHSIET OENCTBUSA,
BblOpaHHble B Onokax [encTBUA Hapg 3apaXeHHbIMA U ApYrMMU  OGHapyXeHHbIMU
ob6bektamMm U [eACTBUA Hap BO3MOXHO 3apaXeHHbIMW OOGbeKTaMu [A5s YyKa3aHHbIX
TMNOB OOBLEKTOB.

Mo ymonyaHuio riaxokK CHAT.

b. Haxmute Ha kHoNKy HacTpouka.

lNMocmosiHHas 3awuma cepeepa
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c. B oTkpbiBlLEMCS OKkHe BblbepuTe nepBUYHOE AeWCcTBUE W (Ha CryYyal HeyOayHOro BbIMOSNIHEHMS
NepBUYHOro AeNCTBMA) BTOPUYHOE AeNCTBME AN KaXKAoro Tuna obHapyXeHHoro obbekTa.

d. Haxwmute Ha kHonky OK.

6. Bblbepute gencteme Hag HEM3NEYMMbIMU COCTaBHbIMWM OBGbEKTAMU: CHUMUTE UMW YCTaHOBUTE (OIaXOK
MonHocTbLO yaanATb cocTaBHOM dhann nNpu o6HapyXeHUN BIIOXXEHHOro 06beKTa, ecfiu COCTaBHOM
c¢hpaitn He MOXeT ObITb U3MEHEH NPOrpaMmMon.

®dnaxok BKMOYaeT WM BblKMYaeT (opcupoBaHHOE yaaneHue pPOAUTENbCKOro
CoCTaBHOrO dhavna npu OOHapyXeHUM  BIIOXXEHHOrO  BPELOHOCHOIO,  BO3MOXHO
3apaKeHHOro Unu Apyroro o6Hapy>xMBaemoro oobekTa.

Ecnn cnaxok ycTaHOBRMEeH W 3ajava HacTpoeHa Ha yaaneHvue 3apaxeHHbIX unu
BO3MOXHO 3apaxeHHbIx obbektoB, Kaspersky Security 10.1.1 gna Windows Server
NPUHYAMTENBbHO YyAanseT BeCb POAUTENbCKUN COCTaBHOM OOBEKT npu 0BHapyxeHun
BPEOOHOCHOIO WNW  APYroro BIIOXeHHOro obbvekta. [lpuHyauTenbHoe yaaneHue
COCTaBHOrO 0ObObekTa COBCEM €ro COoOEepXMMbIM BbIMNOMHAETCA B Cryyae, ecnu
nporpaMma He MOXEeT yAanuTb TOMbKO BIOXEHHbIV OOHapyXeHHbI 06beKT (Hanpumep,
€CInN COCTaBHON OOBEKT HEU3MEHSIEM).

Ecnn dnaxok CHAT M 3agjada HaAcTpoeHa Ha yoarneHue 3apakeHHbIX UM BO3MOXHO
3apaxeHHbIx 06bekToB, Kaspersky Security 10.1.1 ana Windows Server He BbINONHAET
BblGpaHHOE AenCcTBME, ECNN POAUTENBCKUN OBBEKT HEN3MEHSAEM.

Mo ymonyaHuWo ycTaHoBNEH dnaxok pAna ypoBHA 6esonacHocTn MakcumanbHas
3awmTa 1 cHATbl pnaxkn PekomeHgyembin 1 MakcumanbHoe 6bicTpoaencTeume.

7. HaxmuTe Ha kHonKy COXpaHUTb.

Hoeas koHdurypaums 3agaqv 6yaeT coxpaHeHa.

HacTpoiika npousBoanTenLHOCTH

» UYmobbl Hacmpoums npouzsodumernbHocmb 3adadyu [locmosiHHas 3awuma ¢halisios, 8bINoSIHUME
cnedyrouwue Oelicmausi:

1. Ortkponte okHO MapameTpbl lMocTtosiHHOW 3awmTbl hannoB (cMm. pasgen "HacTponka napameTpos
BesonacHoOCTW Bpy4HyL" Ha CcTp. 174).
2. Bbibepute 3aknagky NpousBoanTenbHOCTD.
3. B 6noke UcknioveHus:
e  CHumuTe unu yctaHosute cnaxok Ucknrovatsb ¢pamnel.
VcknioyeHne gannos 13 NpoBepKM N0 UMEeHN dhanna unm macke nmexu canna.

Ecnu dnaxok yctaHoBneH, Kaspersky Security 10.1.1 ana Windows Server nponyckaeT
npu NpoBepke ykasaHHble 0ObEKTHI.

Ecnn dnaxok cHat, Kaspersky Security 10.1.1 gna Windows Server npoBepsieT
BCE OOBEKTHI.

Mo ymonyaHuio naxok CHAT.

lNMocmosiHHas 3awuma cepeepa
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e  CHuMUTe nnu yctaHoBuTe donakok He oGHapyxuBathb.

WckniovyeHne obHapyxmBaemMbix OOBEKTOB M3 NPOBEPKU MO MMEHM WM MacKe WMEHM
obHapyxuBaemoro obbekta. CnuMcok umeH obHapyxmBaemblX OOBLEKTOB npuBeaeH
Ha caunTe BupycHon sHuuknoneguwm (http://www.securelist.ru).

Ecnun dnaxok yctaHoBneH, Kaspersky Security 10.1.1 ana Windows Server nponyckaeT
npv NpoBepKe yKa3aHHble OOBLEKTHI.

Ecnu dnaxok cHaT, Kaspersky Security 10.1.1 gna Windows Server obHapyxuBaeT Bce
00bEeKTbI, yKa3aHHble B MporpamMmmMe no yMOon4yaHuio.

Mo ymon4aHmio piakok CHAT.
¢ Haxmute Ha KHONKYy U3MeHUTb Ans KaXaoro napameTpa, YTobbl 406aBUTb MCKITHOYEHUS.
4. B 6noke [lononHuTenbHbIe NapamMeTpbl:
e OcTtaHaBnuBaTb NPOBEPKY, €Criv oHa ANnUTcA bonee (cek.)

OrpaHuyeHne BpemeHu npoBepkum obbekTa. [1o yMOmYaHWi0 YCTaHOBMEHO 3HaYeHue
60 cek.

Ecnn (*)ﬂa)KOK yCTaHOBJ1I€EH, MaKCuUMalibHaA MNpoAOJIKUTENIbHOCTb MPOBEPKU obbekTa
orpaHmnyeHa yka3aHHbIM 3Ha4YeHneMm.

Ecnu cbnaxok cHAT, MakcMMarnbHasi MPoLOIMKUTENbHOCTb MPOBEPKM HE OrpaHNYeHa.
Mo ymon4aHuio pnaxkok yCTaHOBIEH.

¢ He npoBepsATb cocTaBHblIe 06BLEKTLI pa3mepom 6onee (MB)
WcknioveHne 13 NpoBepKn COCTaBHbIX 0OBbEKTOB BOMbLUE YKazaHHOro pa3mMepa.

Ecnu dnaxok yctaHoBneH, Kaspersky Security 10.1.1 ana Windows Server nponyckaeT
Npv aHTUBMPYCHOW MNpOBepke CcocTaBHble OObeKkTbl, 4Yen pasvep npeBbillaeT
YCTaHOBMEHHOE 3HaYeHVe.

Ecnn dnaxok cHaT, Kaspersky Security 10.1.1 ana Windows Server nposepsieT
COCTaBHble 00BEKThI, HE YYUTbIBasA pasmep.

Mo ymomnyaHuio naxok ycTaHoBNeH Ans ypoBHew GesonacHocTu PekomMeHAayeMbin U
MakcumanbHoe GbicTpoaencTBME.

¢ Wcnonb3oBaTb TexHonoruio iSwift.

iSwift cpaBHuBaeT NTFS-ugeHTndukatop danna, xpaHdwunca B 6ase AaHHbIX,
C TeKyWwMM  ungeHtudgumkatopom. [lpoBepka BbINOMHAETCA  TONbKO — Ans dhannos,
naeHTUMUKaTopbl KOTOPbIX W3MEHUNUCb (HOBble annbl U dannbl, U3MeHeHHble
C MOMeHTa nocrnegHern NpoBepkn cucTemMHblx 06bekToB NTFS).

Ecnu cdnaxok yctaHoBneH, Kaspersky Security 10.1.1 ansa Windows Server npoepsieT
TONbKO HOBble hannbl K annbl, U3MEHMBLUMECS C MOMEHTaA MOCnedHEeNn MpOBEpPKU
cuctemHblx o6bekToB NTFS.

Ecnn dnaxok cHaTt, Kaspersky Security 10.1.1 gna Windows Server npoBepsieT
cuctemHble channbl NTFS He3aBMCMMO OT KX AaTbl CO34aHUSA U UBMEHEHUS.

Mo ymon4aHuio hnaxxok yCTaHOBIIEH.
¢ WUcnonb3oBatb TexHonoruto iChecker.

iChecker paccunTbiBaeT U XpaHWUT KOHTPOSbHblE CYMMbl MPOBEPEHHbLIX (aNMoB.
Mpn n3amMeHeHUn obbekTa MEHSAETCS ero KOHTporibHasi cymma. lporpamma cpaBHUBaeT
BCE KOHTPOJbHbIE CyMMbl BO BPEMS BbIMOMHEHUS 3a4a4M NPOBEPKU U NMPOBEPSAET TONbKO
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HoBble dhawnbl U annbl, U3BMEHEHHbIE C MOMEHTa NocrneaHer NPoBEPKU.

Ecnun donaxok yctaHoBneH, Kaspersky Security 10.1.1 ans Windows Server nposepsieT
TOJTbKO HOBbIE U U3MEHEHHbIE hannbl.

Ecnun dnaxok cHaT, Kaspersky Security 10.1.1 gna Windows Server npoepsieT cainsl
He3aBMCMMO OT AaThbl UX CO3AaHUSA U U3MEHEHNS.

Mo ymon4aHuio pnaxxok yCTaHOBIIEH.
5. Haxmute Ha kHOMKy CoXpaHUTb.

HoBas koHdurypauusa 3agayum 6yaet coxpaHeHa.

Ucnonb3oBaHue KSN

OTOoT pasgen cogepxuT mHpopmaumio o 3agadve KMcnonb3oBaHne KSN M MHCTPYKUUKM O TOM, Kak HacCTpPOUTb
napameTpbl 9TOW 3agaqm.

B aTtom pasgene

O 3apade Ucnomnb30BaHNe KSN ... 182
HacTtporika napameTpoB 3aga4um MICNONB30BAHME KSN ........cciiiiiiiiiiiiiiiie e e e nreer e e e e e s e nnnes 184
HaCTPOMKA OBPABOTKM LLBHHDBIX .....cccuvviiieeeeeeesiiittateeeeeeesesasstsaesseeeesasasstssesaeaessasasstssseeseeesasssstsssseseeesaasssssseseeeessannnes 187
HacTpovika nepeaayn SOMOSTHUTEITBHBIX JAHHDBIX ......iuurtteiitureeessreeeesssseeeesassseeesasssesesasssesesansseessasseeesmsseeesmnnseees 189

O 3apaue Ucnonb3oBaHue KSN

Kaspersky Security Network (ganee Ttawkke "KSN") — aT0 uH(ppacTpykTypa OHNamH-cnyx06, npegocTtaBnsitoLias
OOCTyn K onepatuBHon 6ase 3HaHun "Jlabopatopum Kacnepckoro" o penytaumu dainoB, Beb-pecypcoB u
nporpamm. Wcnonb3oBaHme paHHbix Kaspersky Security Network obecneuvBaeT 6omnee BbICOKyHO CKOPOCTb
peakuun Kaspersky Security 10.1.1 ans Windows Server Ha HOBble yrpo3bl, NoBbilaeT 3PPEKTMBHOCTbL paboThl
HEKOTOPbIX KOMMOHEHTOB 3aLUUThI, @ TAKKe CHMXKAET BEPOATHOCTb NOXHbIX cpabaTbiBaHUNA.

[na 3anycka 3agayn Micnonb3oBaHme KSN Heobxoaumo npuHaTb MNMonoxeHne o Kaspersky Security Network.

Kaspersky Security 10.1.1 panga Windows Server nonydaet ot Kaspersky Security Network Tomnbko
NMHOpPMaLMIO 0 penyTauuu nporpaMmm u 3anpatumsaembix URL.

Yyactue nonb3oBaTenenn B KSN nossonset "labopaTtopumn Kacnepckoro" onepaTtvBHO nofyyatb MHOPMaLMio
O TMnax " WUCTOYHUKAX HOBbIX Yrpos, pa3pa6aTb|BaTb cnocobbl UX H€I7ITp3HVI3aLLVII/I, YMeHbLAaTb KOJIN4YeCTBO
NOXHbIX cpabaTbiBaHWI KOMMOHEHTOB MPOrpamMmbl.
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Bbonee nogpobHaa wuHdopmaums o nepegadve, 00paboTKe, XpaHEHMU U  YHUUTOXEHUU WHopMaunn
00 1cnonb3oBaHMKM MNporpamMmmbl NpuBefeHa B okHe [lepepjada paHHbiX 3agaunm Mcnonb3oBaHune KSN u
B Monutuke koHdmaeHUmansHocTN Ha Beb-canTe "fllabopatopum Kacnepckoro".

Yyactue B Kaspersky Security Network pobposonbHoe. PeweHne 06 ydactum B Kaspersky —Security
Network npnHumaeTcs nocne ycrtaHoBkn Kaspersky Security 10.1.1 gna Windows Server. Bbl MOXeTe U3MEHUTb
cBoe pelueHne 06 ydactum B Kaspersky Security Network B no6oi MOMeHT.

Kaspersky Security Network moxeT wucnonb3oBaTbca B criegyowmx 3agadvax Kaspersky Security 10.1.1
nna Windows Server:

e [locTosiHHasa 3awmTa annos;

e [lpoBepka no TpeboBaHuio;

e KoHTponb 3anycka nporpamm;

e 3awwuTta Tpaduka;

e 3awwuta RPC-nogkntoyaembix CETEBbIX XPaHWUMULL;

e 3awwuTta ICAP-nogkntovaeMbix CETEBbIX XpaHUMLL,.

Kaspersky Private Security Network

MogpobHee o Tom, kak HacTpouTb Kaspersky Private Security Network (manee Ttakke "JlokanbHbin KSN"),
cM. B CnipasoyHoli cucmeme Kaspersky Security Center.

Ecnu Bbl ucnoneayete JlokanbHbin KSN Ha 3alymiiaeMoM KoMnbloTepe, B okHe OBpaboTka AaHHbIX (CM. pasgen
"HacTpovika 06paboTkn gaHHbIX" Ha cTp. 187) 3agaymn Vicnonb3oBaHne KSN MOXHO 03Hakomutbcs ¢ MNonoxeHvem
0 KSN 1 BKkNOUYNTb KCMONb30OBaHME KOMMOHEHTa, ycTaHOBMB pnaxok A npuHumaio ycnosusa [MonoxeHus
o Kaspersky Private Security Network. lNpuHumas ycnosus, Bbl cornallaeTecb OTNpPaBnATb BCE TUMbl AaHHbIX,
ynomsHyTble B [NonoxeHun o KSN (3anpockl 6e30nacHOCTH, CTaTUCTMYECKNE AaHHbIe), B cnyxObl KSN.

Mocne npuHATus ycnoeui JlokanbHoro KSN cnaxku, perynupyrowme wmcnonb3oBaHne [nobanbHoro
KSN, HeJoCTynHbI.

Ecnu Bbl oTkniovaeTte JlokanbHbin KSN BO Bpemsi paboTtbl 3agayn Vicnonb3oBaHuve KSN, npoucxoguT owwmbka
HapyweHue nuyeH3uu v BbINONHEHWE 3adaun npekpawaetcs. Ytobbl npogomkutb 3awmwartb cepeep, Tpebyetcs
npuHATb MNonoxeHue o KSN B okHe O6paboTka AaHHbIX 1 Nepe3anycTuTb 3aaaqvy.

OT3bIB cornacus c NMNonoxeHuem o KSN

Bbl MoxeTe oTO3BaTb CBOE cornacume v npekpatutb o6MeH gaHHbiMu c Kaspersky Security Network B no6on
MOMeHT. CnegyroLme JeNCTBUS CHUTAKOTCS NOJHBIM UMM YaCTUYHBIM OT3bIBOM cornacus ¢ [NonoxeHnem o KSN:

e Bbl cHanu dnaxok PaspewunTb oTnpaBKy AaHHbIX O NpoBepsieMbix ¢hannax: nporpamma nepecrtaeT
OTNpPaBMsiTb KOHTPOJIbHBLIE CYMMbI NPOBEPEHHBIX dhannos B cnyxby KSN ans aHanuaa.

e Bbl cHsanm cbna>|<0|< PaspeLuwa oTNnpaBKy AaHHbIX O 3anpawunBaeMbiX Be6-a.qpecax: nporpamMmma
nepecrtaeT oTnpaBliATb Be6-ap,peca Ha aHanms.

e Bbl cHanu dnaxok Pa3pewutb oTnpaBky ctatuctukm Kaspersky Security Network: nporpamma
npekpawaeTt obpabaTbiBaTh AaHHbIE C AOMOJNTHUTENBHON cTaTUCTUKON KSN.
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Bbl cHann cdnaxok A npuHumaro ycrnoBusa lNMonoxeHuns o Kaspersky Security Network: nporpamma
npekpawaet obpabaTeiBaTb Bce cBsidaHHble ¢ KSN pgaHHble, BbiNofnHeHue 3agayn Wcnonb3oBaHue
KSN npekpaliaeTcs.

Bbl cHanu dnaxok A npuHumar ycnoBusa MonoxeHuna o Kaspersky Managed Protection: 6yayt

OTKIHOUEHbI CryX0bl KMP.

e Bbl  yganunu

KOMMOHEHT

OaHHbIX OCTaHaBJ1IMBaAETCA.

Mcnonb3oBaHue KSN:

obpaboTka Bcex cBsA3aHHbIX ¢ KSN

e Bbl ypanunu Kaspersky Security 10.1.1 ans Windows Server: obpaboTka Bcex cBsi3aHHbIX C KSN
OaHHbIX OCTaHaBNUBAETCS.

Hactpouka napameTpoB 3agaum Ucnonb3oBaHne KSN

Bbl MOXeTe nsmeHsTb NnapameTpbl 3agaym Vicnonb3oBaHne KSN, 3agaHHble N0 ymonyaHuio (CM. Tabnuuy Huxke).

Tabnuuya 33. lNapamempsi 3adaqu Mcrnonb3osaHue KSN o ymondaHuro
MapameTp 3HayeHue nNo yMon4yaHuio OnucaHue
DenctBus Ynanutb Bbl MOXeTe ykasblBaTb ENCTBUSA, KOTOPbIE

Hag o6beKkTamu, He-
AoBepeHHbIMU B KSN

Kaspersky Security 10.1.1 gns Windows
Server 6ygeT BbINONHATbL Hag 0ObekTamu,
UMELUMKN penyTaumio HeJOBEPEHHbIX

B KSN.

OTFIpaBKa OaHHbIX

KoHTponbHas cymma channa
(MD5-xeLw) paccuntblBaeTcA
ansa gannos, pasmep KOTOPbIX
He npeBbiwaeT 2 MB.

Bbl MOXeTe yKkasblBaTb MakCUMarnbHbIA
pasmep haininos, Ans KOTOPbIX pacCuUThbI-
BaeTCH KOHTPONbHasA Cymma Mo anroputmy
MD5 ans otnpaku B KSN. Ecnn conasok
cHaT, Kaspersky Security 10.1.1

ona Windows Server paccunTbiBaeT
MD5-xew ang ¢annos nboro pasmepa.

MNonoxeHne o KSN

dnaxok A npuHumato ycrnosus
MonoxeHusa o Kaspersky
Security Network cHAT.

PewwuTe, xotnte nu Bbl ucnonb3oBaTb KSN
nocre yctaHoBKW. Bbl MOXXeTe U3MeHATb
CBOE peLleHne B Ntobo MOMEHT.

PaspewnTb oTnpaBKy
ctatuctuku Kaspersky
Security Network

YcTaHoBNEH (NPUMEHAETCS, TOMbKO
ecnu npuHATo MNMonoxeHne o KSN).

Ecnv Bbl npuHanu MNMonoxeHue o KSN,
cTaTucTvka BydeTt oTnpaBnsaATLCA aBTOMa-
TUYECKK, MOKa Bbl HE CHUMETE (PraxokK.

PaspewmTb oTnpaBKy
AaHHbIX

O npoBepsieMbIx chan-
nax

YcTaHoBneH (NpUMeHsieTCsl, TOSbKO
ecnu npuHATo MonoxeHne o KSN).

Ecnun MonoxeHne o KSN npuHATO, faHHbIe
o channax, koTopble 6blrM NPOBEPEHbI U
npoaHanM3MpoBaHbl C MOMEHTA 3anycka
3agaun, otrnpaenstotcs. CHATb donaxok
MO>HO B 060 MOMEHT.

PaspewwnTb oTnpaBKy
AaHHbIX O 3anpalin-
BaeMbIX Beb-agpecax

dnaXKoK CHAT

Ecnn npuHaTtel ycnosus NonoxeHus

o KSN, nporpamma otnpaBnsaeT nHop-
Mauuto O 3anpalumMBaeMbix Beb-agpecax
B "JlabopaToputo Kacnepckoro".
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MapameTp 3Ha4yeHue No yMon4yaHuo OnucaHwue
A npuHumato ycnoBus dnaxok cHAT Bbl MOXXeTe BKMOYaTh 1 BblkNoYaTb Npu-
MNMonoxeHuna mMeHeHune cepsuca KMP. Cnyxba goctyn-
o Kaspersky Managed Ha, TOMbKO ecnun BO BpeMsi npnobpeTteHuns
Protection nporpamMmsl 6611 nogNUcaH A0NOMHW-
TenbHbIV JOroBOP.
Pacnuncanwne 3anycka MepBbI 3anyck He onpeaerneH. Bbl MOXeTe 3anycTutb 3agady BPyYHYIO
3agauu Wy HaCTPOMUTL 3anyck 3agaqu
Mo pacnuncaHuio.
Ucnonb3oBaTb BbibpaHo. Mo ymonyaHuio BCe JaHHbIE OTNPaBnsoT-
Kaspersky Security cs1 B KSN uepes Kaspersky Security
Center kak npok- Center.

cu-cepeep KSN

» Umobbl Hacmpoume napamempel 3adayu Vcrionib3oeaHue KSN, ebirosiHUme
cnedyrouwue Oelicmaus:

1. B pepee KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpomncTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUSA, AMS CEPBEPOB KOTOPOW Bbl XOTUTE HaCTPOUTb
napameTpbl NporpamMmmebil.

2. B naHenu pe3ynbLTaToB BblOpaHHOWM rpynnbi agMVHUCTPUPOBAHUS BbINOSTHUTE OIHO
13 cnegylowmx 4encTBui:

e YT0ObLI HacTpoMTb NapameTpbl NPOrpaMMbl ANSA rpynnbl CepBepoB, BbibepuTe 3aknaaky Monutukm n
oTkponTe okHO CBonctBa: <Umsa nonutukm> (cMm. pasgen "Hactponka nonutukn" Ha ctp. 101).

e UTOoBbLlI HacTpouTb napameTpbl MporpaMMmbl  ANs OTAENbHOrO cepBepa, Bblbepute 3aknagky
YcTtpouncTBa 1 oTKporiTe OkHO MapameTpbl nporpamMmbl (CM. pasgen "HacTporka nokanbHbIX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTtaeT noj ynpasneHueMm aktusHon nonutukn Kaspersky Security Center u
B 9TON MNONWUTMKE HanOXeH 3anpeT Ha M3MEeHeHVWe MapameTpoB MporpaMmbl, 3TV MapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbi.

3. B pasgene lNocTosiHHaA 3awmTa cepBepa HaxmuTe kHonky HacTtpoika B 6noke Ucnonb3oBaHue KSN.
OTkpoeTca okHo Ucnonb3oBaHne KSN.
4. Ha 3aknagke O6wme HacTponTe crneayLliMe napameTpbl 3agayn:

e B Onoke [denctBua Hap o6bekTamun, HepmoBepeHHbIMM B KSN ykaxuTe [elcTBue, KOTopoe
Kaspersky Security 10.1.1 gna Windows Server Heob6xoaumo coBepLUUTb Mpu obHapyxeHnn obbekTa,
uMetoLLero penytaumio HegosepeHHoro B KSN:

e Ypanutb

Kaspersky Security 10.1.1 gna Windows Server yaansieT HeAOBEPEHHbIA MO AaHHbIM
KSN 06bekT 1 NoMeLLaeT ero Konui B pe3epBHOE XpaHWUMLLE.

OTOT BapuaHT BblibpaH No ymon4aHumio.
e ®ukcupoBaTb UHdoOpMaLMIO B OTYETE

Kaspersky Security 10.1.1 gna Windows Server dukcupyeT BXypHane BbINOMHEHNS
3agad uHdopmaumo 06 obHapy>KeHHOM HegoBepeHHOM Mo AaHHbiM KSN  obbekTe.
Kaspersky Security 10.1.1 ans Windows Server He yaansieT He1J0BEPEHHbIN 0O bEKT.
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e B O6noke OTnpaBka p[AaHHbIX OrpaHWybTe pasMep ainoB, [AOJis KOTOPbIX BblYMCNSETCS
KOHTpOnbHas cyMMa:

e CHumuTe unu yctaHoeute cnaxok He paccunMTbiBaTb KOHTPOSIbHYK CyMMYy AnSl OTNPaBKU
B KSN, ecnu pasmep danna npesbiwaet (MB).

dnaxok BKMOYaeT WAM  BbIKMNOYAEeT pacyeT  KOHTPOMbHOM  CyMMbl  bainnos
YCTaHOBIEHHOro pasMmepa Angd oTnpaBku 3TOW MHopmauumn B cnyxobl KSN.

MpooomKkNTENBHOCTbL pacyeTa KOHTPOSbHOM CyMMbl 3aBUCUT OT pa3mepa danna.

Ecnm dnaxok ycrtaHoBneH, Kaspersky Security 10.1.1 ansa Windows Server
He pacCcunTbiBaeT KOHTPOJSIbHYD CyMMYy Ansi palinioB, pasMep KOTOPbIX MNpeBbILAeT
yCTaHOBNEHHOE 3Ha4YeHNe.

Ecnn dnaxok cHaT, Kaspersky Security 10.1.1 ana Windows Server paccuuTbiBaeT
KOHTPOIbHYI0 CyMMy Ansi channos ndoro pasmMepa.

Mo ymonuyaHuio oria>kok yCTaHOBIEH.

e Ecrnn Tpebyetcss, BNone cnpaBa W3MEHUTE 3HAYEHME MakCMMarnbHOro pasmepa ¢annos,
ansa kotopblx  Kaspersky Security 10.1.1  agna Windows Server ©0ygeT paccuuTbiBaTb
KOHTPOMbHYIO CYyMMY.

e B 6noke Mpokcu-cepep KSN cHumute unu yctaHoBuTe drnaxok WMcnonb3oBatb Kaspersky
Security Center B KauecTBe npokcu-cepsepa KSN.

dnaxxok NO3BONSET yNpaBnsATb Nepefaden AaHHbIX OT 3alymiaemMbix cepeepoB B KSN.

Ecnun donaxok cHsT, AaHHble ¢ CepBepa agMUHUCTPUPOBAHMS U 3aLLMLLEEMbIX CEPBEPOB
otnpaenstoTca B KSN Hanpsamyto (muHyst Kaspersky Security Center). AkTuBHas
nonuTUKa onpeaensieT, Kakom TN AaHHbIxX oTnpaenseTcs B KSN Hanpsmyto.

Ecnu donaxok yctaHoBneH, Bce AaHHble otnpasnsatotca B KSN uepes Kaspersky Security
Center.

Mo ymon4aHuio hnaxok yCTaHOBIIEH.

UtoObl BKMOYMTbL npokcu-cepBep KSN, Heobxoammo npuHaTb [lonoxeHne o KSN u
HacTpouTb  Kaspersky Security Center. T[llogpobHee cMm. B Cripaske  Kaspersky
Security Center.

5. Ecnu TpebyeTcs, HacTpolTe pacnucaHue 3anycka 3ajaduq Ha 3aknagke YnpaBreHue 3ajauven.
Hanpumep, Bbl MOXeTe BKMIOYMTL 3aryck 3adaudv Mo pacnucaHuio M ykasaTb 4acToTy 3anycka 3agaqu
Mpu 3anycke nporpamMmbl, ecnyv xoTuTe, 4ToGbl 3adada aBTOMaTUYECKM 3arnyckanacb nocre
nepesarpysku cepsepa.

Mporpamma OypeT 3anyckaTtb 3agadvy Ucnonb3oBaHune KSN no pacnucaHumio.

6. [epen 3anyckom 3agaym HacTpowTe 06paboTKy AaHHbIX (CM. pasgen "HacTtporika oOpaboTkM AaHHbIX"
Ha cTp. 187).

7. Haxmwute Ha kHorky OK.

N3ameHeHus napameTpoB 3agjauu OyayT npumeHeHbl. [laTa M BpeEMsi U3MEHEHWs MapaMeTpoB, a TaKke

WHopmaums

o MapameTpax 3ajayuM [OO0W Mocne WX U3MeHeHuss BydyT coxpaHeHbl B KypHane

BbIMOJTHEHUA 3aJa4yn.
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Hactpounka o6paboTKn AaHHbIX

» 4Ymobki Hacmpoume murbi 0aHHbIX, Komopbie bydym obpabambisamecs cryxbamu KSN, u
npuHsmb lNonoxeHue o KSN, ebinonHume criedyrouwue delicmeusi:

1. B pepee KoHconu apgmunHucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUA, ANs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl aOMUHUCTPUPOBAHNS BbIMOMHUTE  OOHO
13 criefyoLmx encTBum:

e YT0ObLI HacTpoMTb NapameTpbl NPOrpaMMbl ANS rpynnbl CepBepoB, BbibepuTe 3aknaaky Monutukm n
oTKkponTe okHO CBonctBa: <Umsa nonutukm> (cMm. pasgen "Hactponka nonutukn" Ha ctp. 101).

e Yrto6bl HacTpouTb napameTpbl NporpaMmmbl Ons OTAENbHOrO cepBepa, BbibepuTe  3aknagky
YcTtpounctBa 1 oTKporiTe okHO MapameTpbl nporpamMmmbl (CM. pasgen "HacTponka nokanbHbIX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHnem aktusHon nonutukn Kaspersky Security Center u
B 9TON MNONWUTMKE HanOXeH 3anpeT Ha U3MEHeHVWe MapameTpoB MpOorpaMmbl, 3TV MapameTpbl
HedOCTYNHbI ANS 3MeHeHus B okHe MapameTpbl nporpamMmmei.

3. B paspene [ocTtosiHHaa 3awmTta cepBepa HaxmuTe Ha kHornky OOpaboTka pAaHHbIX B 6noke
Ucnonb3oBaHue KSN.

OTkpoeTcsa okHo OB6paboTKa JaHHbIX.

4. Ha 3aknagke Cnyx6bl n ctatuctuka KSN npountante TekcT lMonoxeHus mn yctaHoBuTe dnaxok f
npuHumato ycnosus lNonoxeHus o Kaspersky Security Network.

5. [ns noBblleHWs YPOBHSA 3aLuUThl, cnegyrowme naxkM yCTaHOBIEHbI MO YMOMYaHMIo:
e Paspewmntb oTnpaBKy AaHHbLIX O NpoBepseMbIxX ¢annax.

Ecnu dnaxok yctaHosneH, Kaspersky Security 10.1.1 ana Windows Server otnpasnset
KOHTPOMbHbIE  CyMMbl  MpoOBepeHHblX hannos B "[labopaTtopuio  Kacnepckoro”.
3aknoyeHne o 6esonacHOCTU Kaxgoro danna OCHOBaHO Ha penyTauumu, NOMyYeHHOW
oT KSN.

Ecnu dnaxok cHat, Kaspersky Security 10.1.1 gna Windows Server He oTnpasnset
KOHTpPOIbHble CyMMbI hainnos B KSN.

O6GpatuTe BHMMaHue, 4YTO 3anpocbl annoBOM penyTauuyM MOryT OTNPaBNSATLCH
B OrpaHuU4eHHOM pexume. OrpaHudeHnss BBOOATCA  ANd 3aWuTbl  penyTauUoOHHbIX
cepeepoB KSN "lNabopaTtopum Kacnepckoro" ot DDoS-atak. B aTom pexunme napameTpbl
OTNpaBnsieMbIX 3anpocoB O penyTauun annos onpeaensitoTcs Ha OCHOBaHWUM MPaBum U
MeToZoB, pa3paboTaHHbIXx akcneptamu "Ilabopatopun Kacnepckoro”, n He MoryT ObiTb
M3MEeHeHbI Nosib3oBaTeNaMM Ha 3awwmaeMom cepeepe. OGHOBNEHUS NpaBuIi U1 METOAOB
OCYLLECTBMAKTCA B Xo4e BbINOMHeHUs 3agavm OO6HoBneHue 6a3 nporpammbl. Ecrin
OfPaHWYEHHbI pexXuM MpUMEHSIeTCs, B CcTaTUCTMKe 3ajaydn Wcnonb3oBaHue KSN
oTobpaxaeTtcss ctatyc Omrpaska 3anpocos pernymauuu 8 02paHUYEHHOM pPexXuMe:
npumeHeHo "[labopamopueli Kacriepckoeo" ¢ uyenbio 3awumsl penymayuoHHbIX
cepesepos om DDoS.

Mo ymon4aHuio hnaxxok yCTaHOBIEH.

lNMocmosiHHas 3awuma cepeepa
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. Pa3peLLIVITb OTNnpaBKy AaHHbIX O 3anpalunBaeMbIX Be6-ap.pecax.

Ecnun dnaxok yctaHoeneH, Kaspersky Security 10.1.1 ana Windows Server otnpasnsieT
JaHHble O 3anpalmBaeMbix Beb-pecypcax, Bkrouyasa Beb-agpeca, B "JlabopaTtoputo
Kacnepckoro". 3akntoveHne o 6e3onacHOCTM 3anpalumBaemMbiX Beb-pecypcoB OCHOBaHO
Ha penyTauun, nosy4eHHon ot KSN.

Ecnn donaxok cHat, Kaspersky Security 10.1.1 gna Windows Server He npoBepsieT
penyTauumto Beb-agpecos B KSN.

Mo ymonyaHuio raxxok yCTaHOBMEH.
®naxok BNuseT Ha HacTPoWKy 3agaymn 3awmTta Tpaduka.

Bbl MOXeTe CHATb hnaxkun 1 npekpaTuTb Nnepegady AOMONHUTENbHBLIX AHHbIX B 11060 MOMEHT.

6. ®naxok PaspewwnTtb otnpaBky ctatuctukn Kaspersky Security Network ycraHoBneH no ymonyanuio.

Bbl MoxeTe cHATb naxok B fnoboe Bpemsi, ecnu He xoTuTe, 4ToObl Kaspersky Security 10.1.1
anst Windows Server otnpasnsan ONOMHUTENbHYO cTaTUCTuKy B JlabopaToputo Kacnepckoro.

Ecnu dnaxok yctanosneH, Kaspersky Security 10.1.1 ana Windows Server otnpasnset
AOMOSNHUTENbHYI0 CTaTUCTUKY, KOTOPas MOXeT codepXaTb MepcoHarnbHble OaHHbIE.
Cnuncok paHHbIX, OTMpaBnsieMbix B kayecTBe crtatuctukm KSN, ykasaH B [NonoxeHum
o0 KSN. [anHble, nonyyeHHble "Jlabopatopuenn  Kacnepckoro", uMCnonb3yroTcH
ANS ynyyleHns kayecTBa NporpaMmM 1 NoBbILLEHWS CKOPOCTU 0OBHapYXeHUs yrpo3.

Ecnn dnaxok cHaT, Kaspersky Security 10.1.1 gna Windows Server He oTnpasnisieT
OOMNOJSHUTENBHYK CTaTUCTUKY.

Mo ymon4yaHuio oria>kok yCTaHOBIEH.

7. Ha szaknagke Kaspersky Managed Protection o3HakoMbTecb c [onoxeHunem n yctaHoBuTe dnaxok A
npuHumMato ycnoBus lNonoxeHus o Kaspersky Managed Protection.

Ecnn cpna>+<0|< YCTaHOBJIEH, Bbl coOrnawaeTteCb OTNpPaBlATb CTATUCTUKY aKTUBHOCTU
3awmuiaemoro cepsepa cneuuanuctam "llabopaTtopum Kacnepckoro”. [lony4yeHHble
AaHHble UCMOMb3YTCHA Anst KPYrNOCYTOYHOMO aHanm3a M OTYETHOCTM, HeobXO4MMbIX
Ansi npeAoTBpaLleHns HapyLweHun 6e3onacHocTy.

Mo ymonyaHuio oraxokK CHAT.

Mpn nameHeHnn coctosHua dnaxka A npuHumaro ycnoBusa lNMonoxeHuna o Kaspersky Managed
Protection He NpOMCXOAMT HeMeAJSIEHHbIW 3anyck WM OCTaHoBKa 0OpaboTkM AaHHbIX. [Ons Toro
yTOObl M3MEHEeHMs1 BCTYNuUnM B cuny, Heobxoammo nepesanyctutb Kaspersky Security 10.1.1
nna Windows Server.

Ona wncnonb3oBaHus KMP-cepBnca HeobGxoaMmo mnopnucaTb COOTBETCTBYHLLEE COrnalleHne u
3anyCcTUTb UCNOJTHEHME KOH(OUTYPaLUNOHHbIX (0arfoB Ha 3almLlaeMoM cepBepe.

[na ncnonb3oBaHusa cnyx6el KMP Heob6xoaumMo npuHATb ycrnoBus ob6paboTku gaHHbIX [lonoxeHus
0 KSN Ha 3aknagke Cnyxobi.

8. Haxmute Ha kHonky OK.

KoHdurypaums obpaboTku AaHHbIX OyaeT coxpaHeHa.

lNocmosiHHas 3awuma cepesepa
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HacTpoika nepeaayum AononHUTeNbHbIX AaHHbIX

B Kaspersky Security 10.1.1 ana Windows Server MoXHO HacTpouTb oTnpaBky B "Jlabopatoputo Kacnepckoro”
cneayroLWmnx OaHHbIX:

e  KOHTPOIbHbIX CYMM NpoBepeHHbIX annos (praxok OTNpaBnATb AaHHbIe O NPOBepPeHHbIX dannax);

e [aHHbIX O 3anpalmBaembix BeG-aapecax n 06paboTaHHbIX COOBLLEHUAX SNEKTPOHHON NoyThl (PaspewnTb
oTnpaBKy AaHHbIX O 3anpaluMBaemMbIixX Be6-agpecax);

e [OMOMHWTENbHOW CTAaTUCTWKW, BKIOYas MepcoHanbHble AdaHHble (rnaxok Paspewntb oTnpaBKy
ctatuctukm Kaspersky Security Network).

MogpoGHee 0O AaHHbIX, oOTnpaBnsemMblx B "[labopaTtoputo Kacnepckoro", cMm. B pasgene "flokanbHas
06paboTka AaHHbIX" 3TOro PYKOBOACTBA.

CooteeTcTBYIOLME PMIAKKN MOXHO YCTAHOBUTb UMW CHSATb, TOMbKO €Cnv YCTaHOBMEH ¢naxok A npuHumaro
ycnosus MNonoxeHus o Kaspersky Security Network.

Mo ymonuaHuio Kaspersky Security 10.1.1 ans Windows Server oTnpaBnsieT KOHTPOSibHble CyMMbl (hbaiirioB u
OONOMHUTENbHYIO CTAaTUCTUMKY nocre NpuHaTKs MonoxexHns o KSN.

Tabnuuya 34. Bo3moxHble coCmosHUS (hbriaXXKo8 U coomeemcemeyouue ycriogust
CocTtosaHne | YcnoBua ons coctosiHuA donaxkka PaspelwunTb oT- YcnoBus ons cocTosHUs
donaxka npaBKy AaHHbIX O NpoBepsAeMbIX ¢hannax ¢naxka PaspewuTb oTnpas-

Ky ctatuctukmn Kaspersky
Security Network

¥ e OTNPaBMATCA 3aNpochkl penyTaumu e OTNPaBnsETCS AONOSMHUTEb-

e [eiNCTBUSA C orakKoM OOCTYMHbI Has cTaTncTuka
e [ENCTBUSA C (OIIaKKOM JOCTYMHbI

[~ ¢ He OTNPaBMsATCA 3anpockl penyTauum e He OTNpaBnsAeTcs AOMNONHUTEMb-
e [eiNCTBUSA C orakKoM HedoCTYrMHbI Has cTaTncTuka
e [OEencTBMA C hnaxxkoM Hedo-
CTYMHbI
N ¢ He OTNPaBMSATCA 3anpockl penyTaLum ¢ He OTMpaBnsAeTcs AOMOMHUTENb-
e [eiNCTBUSA C orakKoM OOCTYMHbI Has cTaTncTuka

e [1EMCTBUA C (OIaKKOM OCTYMHbI

[] e He OTMNPaBMAKTCS 3anpochkl penyTauuu e He OTnpaBnseTcsa JONONHUTENb-
e [eWCTBUS C (DNaKKOM HEAOCTYMHbI Hasa ctaTucTuka
e [OEencTBuMs C hnaxxkom Hedo-
CTYMHbI

lNMocmosiHHas 3awuma cepeepa
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3awmTa OoT IKCNJIOUTOB

OTOT pasgen coaepXuT MHCTPYKLMM MO HACTpOWKe MapaMeTpoB 3aliuTbl NamsaTv NPOLECCOB OT 3KCnyaTauuu
YA3BMMOCTEMN.

B aTtom pasgene
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O 3awumTe oT IKCNNOUTOB

Kaspersky Security 10.1.1 gns Windows Server npegocTaBnsieT BO3MOXHOCTb 3alUUTUTbL MaMsiTb MPOLIECCOB
OT 9KCMIONTOB. JTa BO3MOXHOCTb peann3oBaHa B KOMMOHEHTe 3awimrta OT 3KCMMOWTOB. Bbl MOXeTe U3MeHATb
cTaTyC  aKTMBHOCTMU KOMMOHEHTA, a  Takke HacTpavBaTb  NapaMeTpbl  3aluThbI npoueccos
OT aKcnnyaTauun ya3BUMOCTEN.

KOMMOHEHT BLIMONHAET 3alUTy NaMATM MPOLIECCOB OT 3KCMIOWTOB C MOMOLLBIO BHEApeHMs BHellHero AreHTa
3aLWuThl NpoLeccoB (aanee AreHT) B 3alUMLLaeMbIli MpoLece.

BHewHun AreHT 3aWmTbl — 3TO AMHaAMMUYECKWU 3arpyxaembll moaynb Kaspersky Security 10.1.1 ana Windows
Server, KOTOPLIN BHEAPSETCA B 3al4MLLIaEMbIe NPOLIECCHI C LEeNbio KOHTPOMNSA MX LLEeNOCTHOCTU U CHUXXEHMSI PUCKOB
aKkcnnyaTauumn ysasBMMOCTEN.

®YHKUMOHUPOBaHME AreHTa BHYTPUW 3alLMLLaeMOoro npouecca 3aBUCUT OT UTepauuid 3amnycka U OCTaHOBKW 3TOro
npouecca: nepBuyHasi 3arpyska AreHta B npouecc, A0GaBMEHHbIN B CMUCOK 3alluLaeMbiX, BO3MOXHA TOMbKO
npu nNepesanycke npouecca. Bbirpyska AreHTa 13 npouecca nocrie ero yaaneHus U3 cnncka 3aluyiiaemblX Takke
BO3MOXHa TOMNbKO Nocne nepesanycka npowecca.

Bbirpyska AreHTa 13 3awmiaeMbix NPOLECCOB npeanonaraeT HeobXoAMMOCTb X OCTaHOBKW: MpW yaaneHuu
KOMMoOHeHTa 3aluMTa OT SKCMIOMTOB MporpaMMa BbINOMHSAET 3aMOpO3Ky cpedbl U popcupyeT BbIFPY3KY
AreHTa 13 3aliMiaemblx npoueccoB. Ecnu npu yoaneHunm kommnoHeHTa AreHT BHeApeH XoTs Obl B oguH
13 3alMLLaeMbIX MPOLECCOB, HeobXoAMMO  3aBeplnTb [AaHHbld  npouecc. MoxeT noTpeboBaTbcs
nepesarpyska cepBepa (Hanpumep, ecnu 3allmLLiaeTcs CUCTEMHbIN NpoLecc).

Mpn oOHapyXeHWM NpU3HAKOB aTaku 3JKCMfoMTa Ha 3awmwaembin npouecc Kaspersky Security 10.1.1
ans Windows Server BbINOMHAET OOHO U3 CNeaylLwmnx AeACTBUN;

e 3aBeplUAeT NPOLECC NPM MOMbITKE 3KCMyaTaLun ya3suMoCTy;
e coobuaeT o hakTe AUcKpeamTaLum yssBMMOCTY B NpoLiecce.

Bbl MOXeTe 0CTaHOBUTL 3aLLUUTY NPOLIECCOB OAHUM W3 CreayioLLMX CrocoGoB:
e  yOanUTb KOMMOHEHT;

® yaannTb npouecc n3 Cnncka 3awmuiaemMbliX 1 nepe3anyCtuTb ero.

lNMocmosiHHas 3awuma cepeepa
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Cnyx6a Kaspersky Security Exploit Prevention

[na makcumanbHon 3pPEeKTUBHOCTM KOMMOHEHTY 3awmuta oT aKCnionToB TpebyeTcsa Hanmumne cnyxbbl Kaspersky
Security Exploit Prevention Ha 3awumwaemMoM cepBepe. 3JTa cnyxba BXOOUT B COCTaB PEKOMEHOYEMOW YCTaHOBKU
COBMECTHO C KOMMOHEHTOM 3alinta OT 3KCMNonToB. Bo BpemsA ycTaHOBKM CriyxObl Ha 3allvLiaeMbil cepBep
cosgaeTcs M 3anyckaetca npouecc kavfswh. OH nepepaetr wuHdopmaumioo 0 3awmiiaemMblx npoLeccax
OT KOMMOHEHTOB AreHTY 3aLUMThI.

Mocne octaHoBkn cnyx6bl Kaspersky Security Exploit Prevention nporpamma npogomkaeT 3alumiaTe Npouecchl,
KoTopble Obln AobaBneHbl B CIMCOK 3allMLlaeMblX, a Takke 3arpykaeTcs B HOBble A0OaBMNEHHbIE MPOLEecChl U
NPUMEHSIET BCE OOCTYMHbIE TEXHMKMN 3aLUNTbl OT SKCMNIOMTOB ANSA 3aLMThbl NAaMsTM NPOLLECCOB.

B cnyyae octaHoBku cnyxbbl Kaspersky Security Exploit Prevention nporpamma He 6ygeT nonydaTb AaHHble
0 COBbITUAX, NPOUCXOAALUX C 3alMliaemMbiMU npoueccamMmy (B TOM 4ucrne faHHble 06 atakax 3KCMMowuToB U
0 3aBeplleHnn npoueccoB). Tawke AreHT He CMOXeT nofy4vyaTb [aHHble O HOBbIX MapameTpax 3awuTbl K
0 pobaBneHnn HOBbIX MPOLECCOB B CMUCOK 3allMLLaeMblX NPOLIECCOB.

Pexumbl 3aWmTbl OT 9KCNIIONTOB

Bbl  moxeTe HacTpauBaTb OENCTBUS MO CHUXKEHUIO PUCKOB 3KcnnyaTtauun yH3BI/IMOCTeI7I B 3allniaemMbIxX
npoueccax, Bbl6paB OOWVH N3 OBYX PEXMNMOB!

. 3aBepmaTb CKOMIMpoMeTnpoBaHHbIe nNpoLueccChbl: ﬂpVIMeHﬂVITe OaHHbIN pexum, 4yTOObI 3aBepLaTb
npouecc npu nonbIiTKe akcniyatTaunn ya3BMMOCTW.

Mpn obGHapyXeHnn nonbITKM 3SKChnyaTtaumm YaA3BMMOCTM B 3allMLL@eMOM MpoLecce, KOTOPOMY
NPUCBOEH YpPOBEHb "KpuTuyeckun" B onepaumoHHon cucteme, Kaspersky Security 10.1.1
ans Windows Server He BbINOMHAET 3aBEPLUEHWE TakOro npoLecca He3aBUCUMO OT Pexuma,
YKa3aHHOro B napameTpax KOMMOHeHTa 3aluuta OT 3KCMNIoMTOoB.

e Tonbko coobwarTb O KoMnpomeTauun npouecca: I'IpMMeHFIVITe OaHHbIN pexum, 4YTObbI nony4yartb
OaHHble O(baKTaX 3KcnnyaTtauun yFI3BVIMOCTeVI B 3alimiiaemMblX npoueccax C nomMoLlbio cobbITni
B XXypHane HapqueHvu7| ©es3onacHocTu.

Ecnu BbibpaH gaHHbIn pexuMm, Kaspersky Security 10.1.1 gna Windows Server pernctpmpyeT BCe NOMbITKN
aKcnnyaTaumm ysa3BMMOCTEN NoCpeacTBOM CO34aHNs COObITUN.

HacTponka napameTpoB 3almnTbl NaMATU NPOLLECCOB

» Ymobkl Hacmpoums napamempbi 3aWumsl 0m 3KCraotimos 0ns rnpoueccos, 006asneHHbIX
8 CIUCOK 3aUULEHHBbIX, 8bInoHUMe credyruwue delicmeus:

1. B pepee KoHconu agmunHucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpoucTBa 1 Bblbepute rpynny agMUHUCTPUPOBAHWS, Arsl CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTH
napamMeTpbl NporpamMmei.

2. B naHenu pes3ynbLTaTtoB BbIOpaHHOWM rpynnbl a4MVHUCTPUPOBAHUS BbINOMHUTE 0OJHO
u3 criefyoLmx encTBum:

e YT106bl HAacTpouTb NapaMeTpbl NporpamMmmbl ANd rpynnbl CEPBEpPOB, BbibepuTe 3aknagky Monutukm u
oTkpownTe okHO CBouncTBa: <Umsa nonuTukn> (cMm. pasgen "Hacrporika nonutnkn" Ha cTp. 101).

e UYrOo6Gbl HacTpouTb nNapameTpbl MporpaMMbl  ANs OTAENBHOIO CcepBepa, Bblbepute 3aknagky
YcTpouncTtBa 1 oTkpoinTe okHO MapameTpbl nporpammbl (CM. pasgen "Hactporika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

lNMocmosiHHas 3awuma cepeepa
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Ecnu ycTtponcteo paboTtaeTt nog ynpaBneHmem akTmuBHow nonutukmn Kaspersky Security Center n
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha U3MEeHeHue napamMeTpoB Mporpammbl, 3TW NapameTpbl
HeOOCTYNHbI ANS U3MeHeHusi B okHe MapameTpbl nporpamMmmei.

pasgene TMocTosiHHaA 3awmTa cepBepa HaxmuTe kHonky HacTpoika B Gnoke 3awmrta

OT 3KCNNONTOB.

OTKkpoeTcH OkHO 3awmTa OT IKCNIIOMTOB.

4. B 6noke 3awuTra naMmATM NPoLLECCOB HAaCTPONTE crieaytoLLme napameTpsbl:

3awmwartb npouecchbl OT IKCnnyaTauuun y;l3BVIMOCTGﬁ.

Ecnn dnaxok yctaHoeneH, Kaspersky Security 10.1.1 ans Windows Server cHuxaet
PUCKK 3KCMyaTauuun ysa3BUMMOCTEN MPOLIECCOB, HaxXOAALLMXCHA B CMMCKE 3allmLLiaeMbiX
npoLeccos.

Ecnn donaxok cHAT, Kaspersky Security 10.1.1 gns Windows Server He 3awuiiaet
npoLecchbl Ha cepBepe OT AKCnyaTaunm ysa3BMMOCTEN.

Mo ymonyaHuio raxkok CHAT.
e 3aBepwaTb CKOMNPOMETMPOBaHHbIE NPOLIECCHI.

Ecnn BbibpaH paHHbin pexum, Kaspersky Security 10.1.1 gna Windows Server
3aBepluiaeT 3awWwmwaemMbli  Npouecc  nNpu OBHapyXeHun MOMbITKKM  SKCnyaTauuu
YS3BMMOCTU, K KOTOPOW Oblna MpUMeHeHa akTVBHas TEXHMKA CHUXEHWS PUCKOB.

e TonbKo coobwaTb O CKOMMNPOMETUPOBaAHHOM MNpouecce.

Ecnn BbiGpaH paHHbin pexum, Kaspersky Security 10.1.1 gna Windows Server
coobuaeT o cpakTe aKcnfyaTauMu ysa3BUMMOCTM NOCPeACTBOM BblBOAA TEPMUHANbHOrO
OKHa Ha 3kpaH. CKOMNPOMeT1POBaHHbIV NPOLLECC NPOAOIKAET BbINOMHATLCS.

Ecnn BO Bpemsi paboTbl nporpamMmbl B pexuMe 3aBepllaTb CKOMMPOMETUPOBaHHbIE
npoueccbl Kaspersky Security 10.1.1 pgna Windows Server oGHapyxuBaeT akT
aKcnryaTaumMm  ysS3BMMOCTUM  KPUTUYECKOrO Mpouecca, KOMMOHEHT MPUHYAWUTENbHO
nepexoguT B pexxum Tonbko coo6waTb 0 KOMAIpPoOMeTaLMmu npouecca.

5. B Gnoke feicTBUA No 3awWwmTe HACTPOITE criegytoLime napameTpbl:

Coob6LaTb 0 CKOMNPOMETUPOBAHHbIX NPOLEeccax NOCPeACTBOM CNyX6bl TEPMUHANOB.

Ecnn dnaxok yctaHoBneH, Kaspersky Security 10.1.1 gna Windows Server BbiBOOUT
Ha 9KpaH TEepMUHANbHOE OKHO C OonMcaHWeM nNpuYMHbl cpabaTtbiBaHWUs 3aliuTbl U
yKkasaHueM Ha npotecc, rae obina obHapyXeHa nonbiTka aKchnnyaTauum ysi3BUMOCTH.

Ecnun dnaxok chat, Kaspersky Security 10.1.1 gna Windows Server He GyaeT BbIBOAUTb
Ha 3KpaH TepMUHanbHOE OKHO Mpu obHapyXeHun dakTa MOonbITKM 3JKChnyaTauum
YA3BMMOCTU UMM 3aBEPLLUEHUSA CKOMMPOMETUPOBAHHOIO npouecca. TepMuUHansHoe OKHO
oTobOpaxkaeTcsl He3aBMCMMO OT cTaTtyca paboTtbl cnyx6bl Kaspersky Security Exploit
Prevention. Mo ymonuaHuio onakok yCTaHOBIIEH.

3awmiwartb npouecchbl OT IKCMJyaTauMu ysi3BUMOCTENM BHE 3aBMCMMOCTU OT cTaTyca CIyXObl
Kaspersky Security.

Ecnun dpnaxok yctaHoBneH, Kaspersky Security 10.1.1 gns Windows Server cHukaeT pucku
aKcnnyaTaumMm ys3BUMOCTEN YXKe 3anyLleHHbIX NPOLIECCOB HE3aBUCUMO OT TOro, 3anylleHa
nn cnyx6a Kaspersky Security. Kaspersky Security 10.1.1 gna Windows Server
He 3awmwaeT npouecchl, AobaBneHHble MOCre OCTaHOBKM cnyxObl Kaspersky Security.

lNocmosiHHas 3awuma cepesepa
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Mocne Toro kak cnyxba GygeT 3anyLlieHa, CHUXEeHUEe PUCKOB 3KCnryaTauuu ysa3BUMOCTEN
BCEX npoueccoB 6yaeT 0CTaHOBMEHO.

Ecnn donaxok cHat, Kaspersky Security 10.1.1 gns Windows Server He 3awuiiaet
npoLecchl OT 3KCnnyaTaumm yassMmMoCcTen Npu octaHoBke cnyxbol Kaspersky Security.

Mo ymonyaHuio raxxok yCTaHOBIEH.
6. Haxmute Ha kHomnky OK.

Kaspersky Security 10.1.1 gna Windows Server cOXpaHUT M MPUMEHUT HaCTPOEHHble MapameTpbl 3aluTbl
namMsiTv NpPoLeCccoB.

[No6aBneHue 3awmLiaemMoro npouecca

KoMnoHeHT 3awmrta OT 3KCNSIONTOB 3alUMaeT HEeCKOSbKO npoueccos nMno ymosn4aHutio. MOXHO MCKNIYNTD
npouecchbl n3 obnactu 3awuThl, CHSB COOTBETCTBYHOLLMNE cbna>|<|<w B CMUCKe npoLeccos.

» Ymobbl dobasumb rpouecc 8 CriuCoK 3awuwaeMbiX rMpPoyeccos, 8bINoIHUMEe
cnedyrouwjue deticmeusi:

1. B pepeBe KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTponcTBa 1 Bbibepute rpynny agMUHUCTPUPOBAHWS, Ars CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmmbl.

2. B naHenu pesynbTaTtoB BblOpaHHOWM rpynnbl aAMUHNCTPUPOBAHNSA BbINOMHUTE OAHO
13 cnegylowmnx 4encTBui:

e YT106bl HAacTpouTb NapamMeTpbl NporpamMmmbl ANd rpynnbl CEpBepoB, BbibepuTe 3aknagky Monutukm u
oTKponTe okHO CBoucTBa: <UMa nonuTukm> (cM. pasagen "HacTtpoika nonutukn" Ha ctp. 101).

e UYrOGblI HacTpouTb nNapameTpbl MporpaMMbl  ANs OTAENBHOIO cepBepa, Bblbepute 3aknagky
YcTtponctBa 1 oTkporite okHo MapameTpbl nporpammbl (CM. pa3gen "HacTpovika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTaeT noj ynpasneHuem aktusHon nonutukn Kaspersky Security Center n
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha U3MEeHeHVWe napamMeTpoB MporpamMmbl, 3TW NapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B paspene [MoctosiHHas 3awmTa cepBepa Haxmute KkHonky HacTtpomka B Onoke 3awuTa
OT 3KCMNIONTOB.

OTKpoeTcs OkHO 3awmTa OT IKCNJIONTOB.

4. Ha 3aknagke 3awmwaemMble NpoLecchl, HaXMUTE Ha KHorKy O63op.
OTKpoeTca okHO npoBogHuka Windows.

5. BblbepuTe npouecc, KOTOpbIN Bbl XOTUTE A06aBUTb B CMINCOK.

6. Haxmute Ha kHOMKY OTKPbITb.
Nmsa npouecca 6ygeT oToGpaxeHo B CTPOKe.

7. Haxmwute Ha kHornky [lo6aBUTb.

YKasaHHbIl npoLiecc 4o6aBUTCA B CNMUCOK 3aLLuLL@eMbIX NMPOLLECCOB.

lNMocmosiHHas 3awuma cepeepa
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Bbl6€pMTe nobaBneHHbIN npouecc n HaXXMmUTe Ha KHOMKY YKa3zaTb TEXHUKU CHUXKEHUA PUCKOB.

OTkpoeTcs OKHO TeXHUKMU 3aWwnTbl OT IKCMITIONTOB.

Bbl6€pMTe OOWVH N3 BapnaHToB NPUMEeHEHNA TEXHUK CHMXKXEHUA PUCKOB:

anIMeHiITb BCe AOCTYyNHble TeEXHNUKM 3allUTbl OT 3KcnnonTa

Ecnn Bbl6paH 9TOT BapuaHT, penaktnpoBaHuMe Crnmcka HeaoCTYNHOo, Bce AOCTynNHble O5A npouecca
TEXHUKN 6yp,yT NPUMEHATBLCA NO YMOJTHaHUIO.

anIMeHiITb YKa3aHHble TeEXHUKHN 3alunTbl OT aKcnnounrta

Ecnn Bbl6paH 9TOT BapuaHT, Bbl MOXeTe O0TpeaakTnpoBaTb CIMUCOK TMPUMEHAEMbIX TEXHUK
CHMXEHUA pUcka.

a. [Ona atoro yctaHoBuUTe (braxku HaAMPOTUB TEXHUK, KOTOPble Bbl XOTUTE MPUMEHATb AMs 3aluThl
BblGpaHHOro npouecca.

b. YcraHoBuTe unu cHummute dhnaxok MpumeHATb TexHUKy Attack Surface Reduction.

10. HacTtponTe napameTpbl paboTbl Anda TexHukmn 3awmTbl Attack Surface Reduction (ASR):

BHecuTe HasBaHus mogynen, kotopble OyayT 3anpelleHbl K 3anycky W3 3almLliaemMoro npouecca
B none 3anpewaTtb 3arpy3Ky moaynem.

B none He 3anpewarb mogynu, ecnu 3anyiweHo B 3o0He MHTepHeTa ycTaHoBUTE (hriaXkky HanpoTuB
TEX BapuvaHTOB, 3anyck Moayreil B KOTOPbIX Bbl XOTUTE pa3peLunTb:

e  WHTepHer

e WHTpaHeTt

e [loBepeHHbIe canTbl

e CanTbl C OrpaHNYeHHbIM JOCTYMNOM

e Komnbiotep

[laHHble NapameTpbl NpUMeHNMbI Tonbko Ans Internet Explorer®.

11. HaxmuTte Ha kHornky OK.

Mpouecc 6yneT nobaBneH B 06nacTb 3aLnThLI 3a4a4K.

lNocmosiHHas 3awuma cepesepa
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TeXHUKMU 3aWmTbl OT 3KCNNIOUTOB

Tabnuua 35. TexHuUKuU 3awumsl om 3KCr/iolimos

TexHUKa 3aWuUThbl
OT 3KCMNONTOB

OnucaHue

Data Execution Prevention (DEP)

MpepoTBpalleHne BbINONTHEHUS AAHHbIX - 3aNPeT UCMOSTHEHUS MPOUn3-
BOMNbHOIO KoAa B 3alUuLLEeHHON 0bnacTn namMsaTu.

Address Space Layout Randomiza-
tion (ASLR)

M3meHeHune pacnonoXxeHna CTPYKTYp AaHHbIX B agpeCHOM MpOCTpaH-
CTBe npouecca.

Structured Exeption Handler Over-
write Protection (SEHOP)

lMoameHa 3anucuy B CTPYKTYpe UCKIHOYEHMIA UM nogMeHa obpaboTymka
VUCKTIOYEHNI.

Null Page Allocation

MpegoTeBpalleHe nepeopueHTaLmMmn Hynesoro ykasaTersi.

LoadLibrary Network Call Check
(Anti ROP)

3awmTa oT 3arpy3ku AMHaMUYecKnx GubnmoTek ¢ ceTeBbiX MyTEN.

Executable Stack (Anti ROP)

BanpeT Ha HeECaHKUMOHNPOBAHHOE NUCMNOJIHEHNE obnacrewn cTeka.

Anti RET Check (Anti ROP)

MpoBepka 6e3onacHoro BbizoBa yHKLMM Yepe3d CALL MHCTpyKuuio.

Anti Stack Pivoting (Anti ROP)

3awuTta oT nepemeLLeHns ykasatens cteka ESP Ha akcnnyatupyemblii
apgpec.

Simple Export Address Table Ac-
cess Monitor (EAT Access Monitor &
EAT Access Monitor via Debug
Register)

3awmTa goctyna Ha YteHue Tabnuubl akcnopTta agpecoB (Export Ad-
dress Table) ons mogynen kernel32.dll, kernelbase.dll, ntdil.dll

Heap Spray Allocation (Heapspray)

3awmTa oT BblaeneHns naMsaT nog UCnosiHeHne BpEeOOoHOCHOIo Koaa.

Execution Flow Simulation (Anti Re-
turn Oriented Programming)

O6GHapyXeHune Nogo3pUTENbHbIX LLIEMNOYeK MHCTPYKLUMIA (BO3MOXKHbI
ROP ragxet) B komnoHeHTe Windows API.

IntervalProfile Calling Monitor (An-
cillary Function Driver Protection
(AFDP))

3awmTa oT ackanawuumm NpuBMIErni Yepes ys3BuMOCTb B ApanBepe
AFD (BbINnoOnHeHMe Npon3BOSILHOrO Kofa Ha HyreBOM KorbLie Yepes
BbI3oB QuerylntervalProfile).

Attack Surface Reduction (ASR)

BriokmpoBaHue 3anycka ys3BUMbIX MOZYnen Yepes saluiiaembIin
npotecc.

Anti Process Hollowing (Hollowing)

3alumTa OT Co3aaHns 1 3anycka BPeAOHOCHbIX KOMUIA JOBEPEHHbIX
MpOLECCOB.

Anti AtomBombing (APC)

3awmTa oT akcnnyaTaummn rnobanbHbIX aTOMHbIX Tabnuy Yepes acuH-
XPOHHbIe BbI30BbI npouenyp (APC).

Anti CreateLocalThread
(RThreadRemote)

CTOPOHHWI NPOLIECC co3aarn NoToK B 3allmMLLaeMoM NpoLiecce.

Anti CreateRemoteThread
(RThreadRemote)

3awuTta BHeApeHUs NOTOKa 3alluLaemMoro npoLecca B Apyrov npo-
Lecc.

lNMocmosiHHas 3awuma cepeepa
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3awumTa Tpachuka

OTOT pasgen cogepXuT MHpopmMauuto o 3agadve 3awmTta Tpaduka u UHCTPYKLUUN O TOM, Kak HaCTpOUTbL napameTpbl
3TON 3agaun.

B aTtom pasgene
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O 3apave 3awmTa Tpadumka

KomnoHeHT 3awuTta Tpaduka obpabaTbiBaeT ceTeBow Tpaduk, BKoYas Tpaduk, NOCTYNAaoWMN Yepes No4ToBbIe
cepBepbl, nepexeBaTbiBaeT M nposepsieT ob6bekTbl, nepegaBaemble MO BeO-TpaduKy, Ha HanmMyMe W3BECTHbIX
KOMMNbIOTEPHBLIX WM ApYyrMx Yrpo3 Ha 3awmiwaemom cepsepe. Cnyxba ICAP nposepsieT BXxOAdwmn Tpaduk
Ha Hanuune yrpo3 u OnokupyeT unu paspewaeT TpaduK B 3aBUCKMOCTU OT Pe3ynbTaToB W HACTPOEHHbIX
napameTpoB MPOBEPKW.

Kaspersky Security 10.1.1 gna Windows Server Takke obHapyxmBaeT 1 nepexBaTbiBaeT CKOMNPOMETUPOBAHHbIN
Tpadhuk, 3anpoLLeHHbIN ¢ noMoLbio npoueccoB noacuctemsl Windows Subsystem for Linux. [ns AaHHbIX Lenen
3apava 3awmTa Tpadmka NpUMeHsIeT ENCTBUS, yKa3aHHbIE B TEKYLLMX HACTPOWKaXx.

KomnoHeHT 3awmTta Tpaduka ycTaHOBMEH no ymon4yaHuto. [0 3aBeplleHnM YCTaHOBKU PErUCTpUpPYOTCS U
3anyckarTcs creaytowmne cryxobl:

o Kaspersky Security Exploit Prevention (KAVFSWH);
e Kaspersky Traffic Security (KAVFSPROXY).
KomnoHeHT obecneunBaeT cneayoLime Tunbl 3aLnThbI:
e 3awmTa OT NOYTOBbLIX Yrpo3:
o AHTUULINHT.
e 3awmTa OT Bpe4OHOCHLIX Mporpamm, nepeaatrLLmxcs Yepes NoYTOBbIA TpaduK.
e 3awwuTta oT BE6-yrpos:
o AHTUPULLNHT.
e [louck BpeooHOCHbIX BEG-aapecoB.

e 3awwTa oT BpeAOHOCHLIX Nporpamm, nepeaaroLmxcs Yyepes Be6-Tpaduk.

lNMocmosiHHas 3awuma cepeepa
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e Beb-koHTponb:
e KoHTponb BeG-agpecos.
e KoHTponb cepTudukaTtos.

e KoHTponb no Be6-kaTeropuam

HactositenbHo pekomeHayeTcs ucnonb3oBatbh cnyxkObl KSN npu 3anycke 3agaun 3awwmta Tpaduka
AN ynydweHnsa pacno3HaBaHua yrpo3. Ob6nadHble 6a3bl KSN cogepxat 6onee akTyanbHble AaHHble
0 NocTynamwLWmx Yepes Tpaduk yrposax, YeM fNoKarnbHble aHTUBUPYCHbIE 6a3bl. AHaNM3 HEKOTOPbIX KaTeropui
BED-KOHTPOMS NPOBOAMTCS TOMbKO MO 3aKMOYEHUAM, NOMy4YeHHbIM OT crny6 KSN.

Pexunmbl 3agaun 3awmra Tpaduka

3awuTa Tpaduka MoXeT paboTaTb B CleAyHOLWNX pexumax:

e [paiBepHbIV NepexBaT: NporpamMmma nepexesaTtbiBaeT TpaduK ¢ NOMOLLBI0 ceTeBoro ApariBepa. CeTeBoi
ApariBep WCNonb3yeTcs [ANs nepexsaTa WM aHanusa BxoAsllero Tpaduka, rMocTynatlero 4vepes
yKasaHHble NopThl.

e [epeHanpaBneHue Tpaduka: [porpamma nepeHanpaBnaeT Tpaduk nyTeM HacTponku Opay3epos.
lMporpamma nepeHanpaBnsaeT BxoAsawmi Tpaduk un3 Gpay3epoB B OTKPbITOW TEPMUHANbLHOW Ceccum
Ha BHYTPEHHUN NpOKCcU-cepBep. B kauyecTBe BHYTpEeHHEro npokcu-cepBepa ykasaH Kaspersky Security
10.1.1 gna Windows Server.

e BHewHun npokcu-cepBep: nporpamma obpabaTbiBaeT TpaduK C BHELIHEro Mpokcu-cepsepa. Tpadmk
nepegaeTca C BHELWHEro npokcu-cepsepa B Kaspersky Security 10.1.1 ansa Windows Server. Nporpamma
aHanuaupyeTt TpaduK N pekoMeHOyeT OeWCTBUE ONS BHELWHEro npokcu-cepeepa. MNporpamma Kaspersky
Security 10.1.1 gna Windows Server coBmecTMMa TOSIbKO C NPOKCU-CEPBEpPaMK, KOTopble nepeaarT
Tpaduk no npotokony ICAP.

O npaBunax Be6-KOHTpoOns

Kaspersky Security 10.1.1 ans Windows Server noseonsieT gobaeBnsiTb M HacTpauBaTb paspellarolime unm
3anpellawowme npasuna Aanga ceptudukatoB M Beb-agpecoB M MCMonb3oBaTb CTaHA4ApTHble  MNpaBuna
Ons kateropuii, 4Tobbl OnokMpoBaTb HexenaTenbHoe copepxumoe. [lpaBuna Ons cepTUPUKATOB MOXHO
MCNonb30BaTh TOMbLKO B pexume pabotel AipanBepHbIN nepexBaT unv NepeHanpaBneHue Tpaduka.

Beb-koHTpOnb

OTOT TVN KOHTPONSA peanuayeTcs NyTeM NPUMEHEHNS pa3peLlarLwux 1 3anpeLLarLLmx npasun ans seb-agpecos u
cepTndukaToB. Y paspeLlalowux npasun 6onee BbICOKUA NpuopuTeT, Yem Yy 3aknoyeHnn KSN unu curHatypHoro
aHanm3a.

Be6-ap,pec mnn cemechKaT MOXHO pa3pelnTb unn 3a6ﬂOKI/IpOBaTb Ha OCHOBE 3aKIllo4eHunda C NpUopuUTeToM
OT BbICOKOIo 4O HMU3KOro:

1. paspeliaolime u sanpeLyarnoLme npasunna;
2. aHTUMULLMHIOBLIE N @aHTUBMPYCHbIE 6a3bl;
3. KSN;
4

KaTteropuu.
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KoHTponb no Beb6-kateropunsam

Kaspersky Security 10.1.1 gns Windows Server no3sonsieT 6rokmpoBaTb Beb-agpeca Ha OCHOBE KaTeropui. Bbl
MoXeTe BblOpaTb YpOBEHb 39BPUCTUYECKOTNO aHanu3a, WCMofb3yemoro Ans kateropusaumun. KoHTporb
no Beb-kaTeropmsiMm UCMOmnb3yeT ANS aHanu3a CTaHOaPTHbIA CMCOK KaTeropuii. Bel HE MOXeTe M3MEHSITb CMMCOK,
HO MOXeTe BblbpaTb KaTeropum pecypcoB, KOTOpble OyayT paspelueHbl Uiy 3abrnokMpoBaHbl, UMW BbIKMIOYUTL
KOHTponb kateropui. Kateropus Npoyune BkrtoyaeT Bce Be6-pecypchbl, KOTOpbIe He NOnNagaloT B Apyrne Kateropum
n3 cnucka. Ecnu atoT dnaxok yctaHoBneH, Kaspersky Security 10.1.1 gna Windows Server paspeluaeTr Bce
HekaTeropmsnpoBaHHble Beb-pecypchl. Ecnu donaxok cHAT, Bce Beb-pecypcbl 6noknpyoTcs.

Y kaTeropusauunmn camblii HU3KUIA NPUOPUTET.

Mo ymonuaHumto Kaspersky Security 10.1.1 pgns Windows Server npuMeHsieT TOJfIbKO OAHO MpaBUIO —
3anpelarowee npasuno ana TOR-cepTudmkatoB. Bbl MoXeTe OTKMOYMTL MpaBuo B NapameTpax npasBuna,
yTobbI paspewnTb coeamHeHna TOR. Ecnu npaBuno npuMeHSAeTCsl, BCE BXOASLUME U UCXOASILLNE COeANHEHMS
TOR G6nokupytoTcs.

3awmta Tpaduka Takke Yy4MTbIBAeT 3aKMlYeHusl Mo Macke not-a-virus, NpeacTaBnslowne pecypcbl uUnm
00ObeKTbl, KOTOPbIE CaMy He SBMAKTCS BUpycamu, HO MOryT ObiTb MCNONb30BaHbl AN HAHECEHMS Bpeaa
3awmwaemomy cepepy. o ymonuyaHuto Kaspersky Security 10.1.1 gns Windows Server He npMMeHsieT Macky
not-a-virus ans kateropun (cMm. pasgen "HacTporika koHTponsa no Be6-kateropusim” Ha cTp. 216).

3awmTa oT NOYTOBbIX Yyrpo3

3apava 3awwmta Tpadmka npoBepseT SNeKTpoHHy nouTy ans Microsoft Outlook Bepcun 2010, 2013 n 2016
(32-paspsagHbix U 64-paspsgHbix). 3awmTa OT NOYTOBLIX Yrpo3 npefocTaBnaeTca yepes HaacTponky Kaspersky
Security 10.1.1 ansa Microsoft Outlook n yctaHaBnuBaeTca oTaensHO OT KOMNoHeHToB Kaspersky Security 10.1.1
nna Windows Server.

Bbl MoxeTe ycTtaHOBUTH HaacTtponky Kaspersky Security 10.1.1 pgnsa Microsoft Outlook, Tonbko ecnu
Ha 3awuaemom cepBepe yctaHoBneHbl Kaspersky Security 10.1.1 ans Windows Server 1 nOYTOBbIN KNUEHT
Microsoft Outlook.

» 4Umobbl ycmaHosumb HalcmpoUky, 3arycmume nakem ksmail_x86(x64).msi u3 nariku \email_plugin.

3awmTa oT NOYTOBbIX YrPO3 BKIOYaET:
e [lpoBepky BxoasLLEn 3NeKTPOHHOW MOYTHI.
e AHTUBMPYCHYIO NPOBEPKY 3MEKTPOHHON NOYTHI.
e  AHTUBMPYCHYIO MPOBEPKY BIOXEHUN (BKIHOYas yNakoBaHHblE OOBEKThI).
e AHTUMULLNHIOBYIO NPOBEPKY INEKTPOHHON MOYTHI.

e  AHTUMVWLLMHIOBYIO NPOBEPKY BOXEHUN (BKIIOYas yNakoBaHHbIE OObEKThI).

lNMocmosiHHas 3awuma cepeepa
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Mpun obHapyxxeHumn yrposbl Kaspersky Security 10.1.1 ana Windows Server BbinonHseT cnegytowime 0eNCTBUSA:

e yaanseT BNOXeHus;
e  V3MEHSIeT TeNo 3apaxeHHOro N1cbMa;
e perucTpupyet cobbiTe ObHapyxeHa noymoeasl y2po3a.

Kaspersky Security 10.1.1 ana Windows Server npoBepsieT COOOLLUEHMSI MpPW OTKPbITUK, a He Npu NONy4eHUn
coobLueHuss Ha cepBep. [MpoBepka BbINOMHAETCS TONbKO OOUH pas, Koraa Bbl OTKpbIBaeTe COObLLUEHNe Bnepsble.
lMpoBepeHHbIE COOBLLIEHMS U BNOXEHUS XPaHATCS B Kelle Ao nepesanycka Microsoft Outlook. Mocne nepesanycka
BCe COODLLEHNSA CHOBA NPOBEPSOTCS MPU OTKPbITUN.

» Hadcmpolika 3agpyxaemcs 8 noymossil KiueHm Microsoft Outlook nipu e2o 3anycke. Ecnu ebi
ycmaHaenuesaeme Hadcmpoliky Kaspersky Security 10.1.1 dnsa Microsoft Outlook, koada 3anyuweH
Microsoft Outlook, ebinonHume crnedyrowue delicmeus:

1. Ortkporite ®ann > NMapameTpbl > HagcTponku.

2. Ybegutecb, 4TO HaacTpowika Kaspersky Security 10.1.1 gnsa Microsoft Outlook pgobaBneHa B cnucok
(B cTatyce AKTUBHbIV UnNn HeakTuBHbIN).

Mepesanyctute Microsoft Outlook.

4. TpoBepbTe cTaTtyc Hagctporikum Kaspersky Security 10.1.1 pgnsa Microsoft Outlook (ctatyc pormkeH
N3MEHMUTBLCS Ha AKTUBHBIN).

HacTpounka 3agaum 3awmra Tpadumka

Bbl MOXeTe n3aMeHsITb napameTpbl 3agaymn 3awmTa Tpadmka, 3agaHHble N0 yMOMYaHuio (CM.Tabnuuy Huxe).

Tabnuya 36. lMapamempel 3adayqu Sawuma mpagbuka no ymosrHaHuro

MapameTp 3HauveHue OnucaHwue
Nno yMon4yaHuio

Pexum paboTbl 3agayn BHelwHU Npok- ICAP cnyx6a obpabaTbiBaeT TpaduK C BHELLHEro NpokK-
cu-cepsep cu-cepBepa.
Homep ceTeBoro nopra 1345 MopT ICAP cnyx6bl N0 ymonyaHmio.
NpeHTudmkaTop cnyxobi webscan MaeHtndukatop cnyxobl ICAP ona agpeca yctaHOB-
NIEHHOTO aHTMBMPYCHOTO CepBepa.
Wcnonb3oBaTk 6a3y Bpeao- MpumeHsieTcs. BknoyaeT unm BbIKMOYaeT CUrHATYPHBIN aHanus
HOCHbIX Beb-appecoB Ans kaxgoro Beb-agpeca.

AN NPpoBepPKN Be6-CCbINOK

Ucnonb3oBaTtb aHTU M- MpumeHseTcs. BkntovaeT unu oTknoyaeT aHTUDULLIMHIOBYIO NPOBEPKY
LWWHroBYIO 6a3y Beb-apecoB Ha OCHOBE 3BPUCTMYECKOrO aHanmaa.
AN NPoBepKu Be6-cTpaHuy,

Ucnonb3oBatb KSN MpumeHseTcs. Bbl MmoxeTe ncnons3osatb faHHble KSN o penyTtauuu
Ans 3aWmThbl nporpaMm Anis 3almTbl NPy BbINOSIHEHWM 3a4a4uu.
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MapameTp 3HauveHue OnucaHwue

no ymosmn4aHuio

WcnonksosaHne nosepen- MNpumeHsieTcs. Mpn HEOBXOAMMOCTH Bbl MOXKETE NPUMEHUTL [JOBEPEH-
HOW 30HbI HYIO 30HY.
YpoBeHb 6e3onacHoCcTH PekomeHayeMblin [lns BbIGpaHHbIX y310B B AepeBe (haifoBbiX pecypcoB

KOMMNbOTEPA Bbl MOXETE!:

e MPUMEHUTb OPYro CTaHOapPTHbIN ypo-
BeHb 6e3onacHocCTY;

e BPYYHYIO M3MEHUTb YpOBEHb Ge3onacHoCTy;

e COXpaHuUTb Habop napameTpoB 6e3onacHOCTY Bbl-
OpaHHoro y3na B WabrnoH ona ganbHeWWwero Ncnosb-

30BaHuA.
PacnucaHue 3anycka 3agaqu MepBbIli 3anyck 3agava 3awmTa Tpaduka He 3anyckaeTcs aBToMaTu-
He onpepnerneH. yecku. Bbl MOXeTe 3anycTUTb 3aaady BpyYHY Unu

HaCTpOUTb 3anyckK 3aga4dn no pacnmcaHuio.

» 4Ymobki Hacmpoume 3adayvy 3awuma mpadghuka, ebirioniHume credyroujue delicmeus:

1.

8.

B pnepese KoHconu agmuHuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpoucTBa U Bblibepute rpynny agMWHUCTPUPOBAHUS, [OJ1s CEPBEPOB KOTOPOWM Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpaMmmbl.

B naHenm pesynbTaTtoB BbIOpaHHOM rpynnbl aAMVHUCTPUPOBaAHUS BbINOSTHUTE OofHO
13 cnegylowmnx AencTBuin:

e YT106bl HAacTpouTb NapamMeTpbl NporpamMmmbl ANd rpynnbl CEpBEpoB, BbibepuTe 3aknagky Monutukm u
oTKponTe okHO CBoncTBa: <UMa nonuTukm> (cM. pasagen "HacTtpoika nonutukn" Ha ctp. 101).

e UYTOGbI HacTpouTb nNapameTpbl MporpaMMbl  ANsl OTAENBHOIO cepBepa, Bblbepute 3aknagky
YcTponcTBa 1 oTkporite okHo MapameTpbl nporpammbl (M. pa3gen "HacTpovika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTtaeT noj ynpasneHueMm aktusHon nonutukn Kaspersky Security Center u
B 9TON MNONWUTMKE HaNOXeH 3anpeT Ha M3MeHeHVWe MapameTpoB MporpaMmbl, 3TV MNapameTpbl
HeO4OCTYNHbI ANS U3MeHeHus B okHe MapameTpbl nporpamMmmei.

B pasgene MocTosiHHaA 3awmTa cepBepa B 6noke 3awmra Tpadmka HaxMmute Ha kHorky MapameTpsi.
OTkpoeTcs okHO 3awmTa Tpaduka.

Ha saknagke Pexum paboTtbl BbibepuTe M HacTpowTe pexum paboTbl 3agaydn (cMm. pasgen "Bbibop
pexuma paboTbl 3agaun” Ha cTp. 201).

Ha 3aknagke OOpaboTka BeOG-agpecoB HACTpOMTE aHTU(ULLMHIOBYIDO W aHTMBMPYCHYH MpPOBEPKY
BeG-agpecoB 1 BeG-koHTeHTa (CM. pasgen "Hactpoiika o6paboTku Be6-aapecoB u Be6-KoHTEHTa" Ha cTp. 211).

Ha 3aknagke AHTMBMpPYCHasA 3alimMTa HaCTPOMTE IBPUCTUHECKUI aHanmu3 1 ypoBeHb Ge3onacHoOCTU (CM. pasgen
"HacTpovika 3awpmTel OT BPEAOHOCHLIX NporpamMm, nepedatowmxcs Yepes Bed-Tpadmk” Ha cTp. 206).

Ha 3aknagke YnpaBneHue 3agadven 3anyctute 3agadvy Ha 6ase pacnucanus (cMm. pasgen "Pabota
C pacnucaHveM 3agay” Ha cTp. 133).

Haxmute Ha kHonky OK.

MapameTpbl 3agayn GyayT COXpaHeHb!.

lNocmosiHHas 3awuma cepesepa
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Bbi6op pexuma paboTbl 3agaum
» Umobbl Hacmpoume pexum pabomsi 3adaqyu, ebinosHUMe criedyrowue delicmeusi:

1. B pepeBe KoHconu agmunHucTpupoBaHusi Kaspersky Security Center pasBepHuTe y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny agMUHUCTPUPOBAHWS, AMs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHNSA BbINOMHUTE OJHO
13 cnegylowmx 4encTBui:

e YT106bI HAacTpouTb NapameTpbl NporpamMmmbl ANd rpynnbl CEpBEpPOB, BbibepuTe 3aknagky Monutukn u
oTKpownTe okHO CBouncTBa: <Uma nonuTukn> (cMm. pasgen "Hacrtporika nonutmnkun" Ha cTp. 101).

e UYrOoOblI HacTpouTb nNapameTpbl MporpaMMbl  ANs OTAENBHOIO cepBepa, Bblbepute  3aknagky
YcTtponctBa 1 oTkporite okHo MapameTpbl nporpammbl (CM. pa3gen "HacTtpovika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHveMm aktnsHon nonutukn Kaspersky Security Center u
B 9TOM MNONWUTMKE HamnoXeH 3anpeT Ha M3MEHeHVWe MapameTpoB MpOorpaMmbl, 3TV MNapameTpbl
HeOOCTYNHbI AN n3MeHeHus B okHe MapameTpbl nporpamMmmei.

3. B pasgene lNocTosiHHaA 3awmTa cepBepa B 6noke 3awmrta Tpacpmka HaxxmuTe Ha kHonky MapameTpbil.
OTkpoeTcs okHO 3awmTa Tpaduka.

4. Ha 3aknagke O6wme BbiGepute OAMH W3 AOCTYMHLIX PEXUMOB B packpbliBaloleMcsi cnucke Pexum
paboThl:

e [panBepHbIN nepexsarT (cMm. pa3gen "Hactpouka pexuma [panBepHbIN nepexBaT” Ha cTp. 202)

e [lepeHanpaBneHue Tpaduka (cm. pasgen "Hactpowmka pexuma [lepeHanpaBneHue Ttpacumka'
Ha cTp. 204)

e BHelwHuI Npokcu-cepBep
5. YkaxunTe napameTpbl coeanHeHusi cnyxbel ICAP (TpebyeTcs Ansa Bcex TpeX pPexXMmoB):
e Homep ceTeBoro nopra
Homep nopta ICAP cnyx6bl Kaspersky Security 10.1.1 anst Windows Server.
e WpeHTndukaTop cnyxobl

NoeHTndukaTop, KoTOpbIM sBAsieTca yacTelo napametpa RESPMOD URI npotokona
ICAP (cm. gokymeHT RFC 3507). RESPMOD URI o603Ha4yaeT agpec aHTMBMPYCHOIO
ICAP-cepBepa, yCTaHOBMEHHbIN A5 CETEBOro XpaHuUnumLLa.

Hanpumep, ecnn IP-agpec 3awumwaemoro cepsepa— 192.168.10.10, Homep nopTa —
1345, a wpeHTudukaTop ICAP cnyx6bl — webscan, aTM napameTpbl COOTBETCTBYHOT
agpecy RESPMOD URI —icap://192.168.10.10/webscan:1345.

6. HactpoiTe BbIGpaHHbIN pexnMm paboThl 3agayun.

Ona pexuma BHeWwHUMN npoKcU-cepBep LOMNOMHUTENbHAA HacTponka He TpebyeTtcsa. Hactpowka
BbIMOSHAETCS Ha CTOPOHE BHELLHErO MPOKCU-cepBepa.

7. Haxmute Ha kHonky OK.

MapameTpbl 6YAyT COXpaHEHbI.

lNocmosiHHas 3awuma cepeepa
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HacTtpowka pexnma [panBepHbln nepexsaT

>

B okHe 3awjuma mpadpuka ebiroriHume criedyrouwiue 0elicmeusi:

1. Bbibepute 3aknagky O6wme.

2. Bblbepute pexum paboTbl 3agaun [ipavBepHbIN NepexBar.

3. B 6noke MapameTpbl pexuma paboTbl HACTPOWTE crneayoLimMe napameTpbl:
e T[poBepatb HTTPS-Tpaduk.

Ecnun donaxok yctaHOBMEeH, NporpaMma pacnakoBbiBaeT nepexsadeHHbii HTTPS-Tpaduk
W NpoBEPSIET Ha HanMune yrpos.

Ecnu cnaxok cHAT, nporpaMmmMa He pacnakoBbiBaeT 3awwmndpoBaHHbin HTTPS-Tpaduk.

Mo ymon4aHuio pnaxkok yCTaHOBIEH.

[MpoBepka gocTynHa, TONbKO ecrnv OTKPbIT HTTPS-nopT.

e BblbepuTe Bepcuto NpoTokona WndpoBaHus, KOTOPYIO Bbl XOTUTE UCMOSb30BaTh:

e TLS1.0;
e TLS1.1;
e TLS1.2.

Mo ymonyaHuto yctaHoBneH dnaxok TLS 1.0, 1 ero Henb3s CHATb.

e He poBepsATb Beb-cepBepamM ¢ He[eNCTBUTESIbHbIMU cepTUdUKaTamu.

OTOT pnaxoK AOCTyneH, TONbKO ecnu yctaHoBneH dnaxok MNMpoBepAaTb Ge3onacHble
coeauHeHus no npotokony HTTPS.

Ecnn atoT dnaxok yctaHoBrneH, Beb-CcTpaHuua C HeOeWCTBUTENMbHbIM CepTUdMKATOM
BroknpyeTcsa (3aKOHYMNCA CPOK AEeWCTBUS cepTudukaTa, BO3HMKaeT owmnbka npoBepku
noanucu, ceptudumkaT OTO3BaH U T. 4.).

e [lopT 6e3onacHocTM.

YKaxute HOMep rmopTa, KOTOPbIA WCMNONb3yeTcs AN nepeHanpasneHus Tpaduka
n3 Opay3epa WUnuM CeTeBOro ApariBepa Ha BHyTpeHHun nopT Kaspersky Security 10.1.1
ana Windows Server ans obHapyxeHus yrpos, nepepaloowmxca 4vepes Beb-Tpaduk.
He pekomeHayeTcs M3MeHATb NOPT, YCTAHOBMEHHbLIW MO ymonyaHutoo. Homep nopTta
He JOIMKeH coBnagaTtb C nopTamu, OTKpbITbIMKU AN cnyx6bl ICAP. Ecniv Bbl ncnone3yete
pexum lNMepeHanpaBneHue Tpadumka, yxe ncnonb3yemsle NopThbl NepeyncrieHbl B none
MpoBepaTb HTTPS-Tpaduk.

4. Yt06bl f06aBMTL NOPTLI B 06MacTb nepexsata MMM UCKIYUTL U3 Hee, HaXmuTe Ha kHornky Hactpoutb
obnacTb nepexsara.

OTtkpoeTcs okHo O6nacTb nepexBara.

lNocmosiHHas 3awuma cepesepa
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5. Ha 3aknagke nepeXBaTblBaTb no nopram Bbl6epVITe OOWH M3 cneaywLlnx BapnaHToB:

MNepexBaTbiBaTh BCE;
MNepexBaTbiBaTb NO yKa3aHHbIM MNoOpTaMm:

a. Beegute Homep mopTa B TekcToBoe none. MoxHo [o6aBUTL HECKONBKO HOMEPOB MOPTOB Yepes
TOUKY C 3anATON.

b. Haxmute Ha kHonky [lJo6aBUTD.

MopT GyneT BkNtoveH B obnacTtb nepexsara.

Mo ymonuyanuio Kaspersky Security 10.1.1 ana Windows Server nepexsaTtblBaeT Tpadguk,
nepegasaembl Yepes cnegyowme noptol: 80, 8080, 3128, 443.

6. YTO06bI YKazaTb MOPT, KOTOPbLIA Bbl XOTUTE UCKMOYMTL M3 06nacTu nepexesaTa, Ha 3aknagke Ucknroyartb
no nopTam BhINOMHUTE cneayoLlme AeNCTBUS:

a.

BBeante Homep nopTa B TekcToBoe nosie. MoxHO Ao6aBuTb HECKOSIbKO HOMEPOB MOPTOB Yepe3 TOUKY
C 3ansATon.

Haxmnte Ha kHonky Jo6aBuUTb.

MopT GyaeT ucknoyeH us obnactn nepexeara.

Mo ymonuanuio Kaspersky Security 10.1.1 gns Windows Server ucknioyaeT nopTbl, KOTOpble
NCnonb3yTCca APYrMMM NporpaMmMamMu U MOryT Bbl3bliBaTb NpoGrembl Npu NonbITKE NpocMoTpa
coaepXnmoro, nepegasaemoro no 3awmdgposaHHoMy coeamHeHuto: 3389, 1723, 13291.

7. Yt06bl Mckntountb IP-agpec n3 obnactm nepexearta, Ha 3aknagke WUcknouutb IP-agpec BbinonHuTe
cnegywowne OencTBUs:

a.

b.

C.

Beeaute |P-agpec B dopmate |Pv4 (B kpaTkon dopme wnm ykaszaB agpec C NOMOLLbIO
Macku nogcetu).

HaxmuTe Ha kHonky [lo6aBUTb.

HaxmuTe Ha kHonky OK, 4ToObl COXpaHUTb BHECEHHbIE U3MEHEHMS.

YTo6bl UCKMOYNTL NPOLIECC MMM UCMONHSAEMBIN dbann, KoTopbii TpebyeT obmeHa Tpadmkom, Ha 3aknagke

Ucknroyatb no NMPUNOXEeHUAM:

a.
b.

YcTtaHoBute onaxok NpUMeHATb UCKITIOYEHUSA MO NMPUNOXEHUAM.
YT106b! MCKNOUYNTL haln, BbINOMHUTE cneayowmne OeNCTBUS:
1. HaxmwuTte kHonky UcnonHsiemble hannbl.
OT06pasutcs ctangapTHoe OKHO OTKPbITh.
2. BbibepuTe ncnonHaembin ann, KOTOpbIN XOTUTE NCKMOYNTb, U HAXMUTE OTKPbITb.

Y1obbl WCKMIOYNTL  npoLecc, BbINOMHAEMbIN Ha NokanbHOM KomnbtoTepe, BbINONHUTE
cnegywouwine OencTens:

1. HaxmwuTte Ha KHOMKY 3anyLeHHble NpoLecchl.
OTkpoeTcst OKHO AKTUMBHbIE NPOLIECChI.

2. BbibepuTe BbINOMHAEMBIN NPOLECC U HaXMUTe Ha kHornky OK.

lNocmosiHHas 3awuma cepesepa
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Bbl He MmoxeTe BbiOpaTth npouecchl B Kaspersky Security Center.

B okHe 3awmTa Tpacdpmka HaxxmuTe Ha kHonky OK.

MapameTpbl pexxuma paboThbl 3a4a4v ByAyT COXpaHEH®I.

HacTtpownka pexnma lNepeHanpasneHne Tpaduka

» B okHe 3awuma mpadgbuka ebirioslHume criedyroujue delicmeus:

1.
2.

Beibepute 3aknagky O6wume.

BbibepuTe pexum paboTel MepeHanpaBneHue Tpaduka.

B 6noke MapameTpbl pexuma paboTbl HACTPONTE creaytoLive napameTpbi:
e [poBepsatb HTTPS-Tpaduk.

Ecnu dpnaxok ycTtaHoBNeH, nporpamma pacnakoBbiBaeT nepexsayveHHbin HTTPS-Tpaduk
1 MPOBEPSET Ha Hanu4me yrpos.

Ecnn dpnaxok cHAT, nporpammMa He pacnakoBblBaeT 3alimdpoBaHHbin HTTPS-Tpaduk.

Mo ymonuyaHuio oria>kok yCTaHOBIEH.

[MpoBepka AoCTynHa, TONbKO €Crnin OTKpbIT HTTPS-nopT.

e BbibepuTe Bepcuio NpoTokona LWMdPOoBaHKS, KOTOPYHO Bbl XOTUTE UCMONb30BaTh!

e TLS1.0;
e TLS1.1;
e TLS1.2.

Mo ymonyaHuto yctaHoBneH dnaxok TLS 1.0, 1 ero Henb3s CHATb.

e [epeHanpaBnsaTb Tpadmk Ha BHELHUI NPOKCU-CEpBep Nocrie NpoBepPKY.

Ecnn cnaxok ycrtaHoBneH, Kaspersky Security 10.1.1 agng Windows Server
nepeHanpasnseT yxe MpoBEpPeHHbIN TpaduK Ha BHELIHW NPOKCU-CepBep, Harpumep,
Ha KOPMOPaTMBHbIN MPOKCU-CEPBEP, NCMOMNb3yEMbIN B CETU OpraHmn3auum.

Ecnu conaxok cHAT, Tpadmk HanpaBnseTcs Ha BHYTPEHHUIA NPOKCU-CEPBEP.
e Apapec npokcu-cepBepa.

AOpec BHYTPEHHEro TepMMHANbHOIO NMPOKCU-CEpBEpa AN1s nepeHanpasneHms Tpaduka.
Beegute agpec B chopmarte IPv4.

e oprT.
Homep nopTta ons BHyTPEHHEro Npokcu-cepeepa.
e T[lopT 6e3onacHocTM.

YKkaxnte HoOMep nopTa, KOTOpbIM WCNOMb3yeTca AN nepeHanpaBneHus Tpadguka
n3 Obpay3epa WUnuM CeTeBOro ApariBepa Ha BHYTpeHHun nopT Kaspersky Security 10.1.1
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ana Windows Server anst obHapyxeHusi yrpos, nepegatowuxcsa yepes Beb-Tpaduk.
He pekomeHayeTcsl U3MEHSTb MOPT, YCTAHOBMIEHHbIW MO yMonyaHuio. Homep nopta
He JOIMKEH coBnagaTtb C nopTamu, OTKpbITbIMKU A5 cnyx6bl ICAP. Ecnv Bbl ncnone3yete
pexum MNepeHanpaBneHue Tpadmka, yke UCNonb3yeMble NOpPThl NEPEYNCIIEHbl B Mone
MpoBepaTb HTTPS-Tpacuk.

Ona pexuma lMepeHanpaBneHne Tpaduka B onepaUMOHHOW CUCTEME [OOJMKHO OblTb HACTPOEHO
nepeHanpasneHne 3awmdgpoBaHHoro Tpadumka depes Kaspersky Security 10.1.1 agna Windows
Server.

4. HaxmunTte Ha kHonky OK.,

MapameTpbl pexxuma paboTbl 3a4auv ByAyT COXpaHEHDI.

MapameTpbl cTaHAAPTHLIX YPOBHEN 6€30MacHOCTH

[ns BbibpaHHOro y3na B AepeBe ceTeBblX (pannoBbiX PeCypcoB Bbl MOXeTe 3agaTb OAUH U3 TPex CTaHAapTHbIX
ypoBHen 6e3onacHocTu: MakcumarnbHoe ObicTpoaencTeue, PekomeHayembli 1 MakcuMarnbHas 3awmta.  Kaxabin
N3 3TUX YPOBHEN MMEET CBOWM HAabop 3HaYeHu napaMeTpoB 6e3onacHoCTM (CM. Tabnuuy Huxe).

MakcumanbsHoe bbicTpoaencTame

YposeHb 6es3onacHocTn MakcumanbHoe ObICTPOAENCTBUME PEKOMEHOYyeTCH NPUMEHATb, eCnv B Ballen CeTw,
KpoMme ucnonb3oBaHus Kaspersky Security 10.1.1 gna Windows Server Ha cepBepax M pabounmx CTaHUUSX,
NMPUHUMAIOTCA OOMOSHUTENbHBIE Mepbl CepBepHON Ge3onacHOCTW, Hanpumep, CeTeBble 3KpaHbl U MOMUTUKK
6e3onacHoOCTV Ans nonb3oBaTenemn ceTu.

PekomeHayemblii

YpoBeHb 6e3onacHocTM PekomeHayeMbin obecrneymBaeT onTMManbHOE CoYeTaHue KadecTBa 3almThbl U BIUSHUS
Ha NPON3BOAMTENBHOCTb 3alyMLaeMbIX CepBepoB. OTOT ypOBEHb PEKOMEHAOBaH crneumanuctamm "JlabopaTtopum
Kacnepckoro" kak [OoOCTaToOuYHbIA [AOnd 3alnTbl CepBepoB B BOMbLUMHCTBE CeTew opraHusauun. YpoBeHb
6e3onacHocTM PekoMeHAyeMbIN YCTaHOBIIEH MO YMOYaHUIO.

MakcnmanbHas 3awmTta

ypOBeHb OesonacHocTn MakcuManbHaa 3awuTta pekomMeHayeTca nNpuMeHATb, eClin  Bbl NpeabdaBndeTe
NoBbILLEHHbIEe Tpe6OBaHVIF| K KOMI'IbIOTGpHOI?I ©e30onacHoOCTM B ceTu opraHmsauun.

Tabnuya 37. CmaHdapmHsblie yposHU be3oracHocmu U coomsemcmeyruue um
napamempsl 6e3onacHocmu

MapameTpbl YpoBeHb 6e30nacHOCTHU
MakcumanbHoe PekomeHayemMbin MakcumanbHas
ObicTpogencTeue 3awmTa
lNMpoBepka 06bEKTOB CornacHo cnucky Mo dopmaTty Bce obbekThlI.
paclwvpeHun B 6a3e
AaHHbIX
[lefcTBUA Haf 3apaXeHHbIMU U ApY- BrokupoBatb BrokupoBatb BrokupoBatb
rMMM OGHapYy>XeHHbIMU OO bLEKTaMu
He obHapyxuBaTtb Het Het Het
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MapameTpbl YpoBeHb 6e3onacHoOCTH
MakcumanbHoe PekomeHgyembin MakcumanbHas
ObicTpoagencTBue 3awmTta
OcTtaHaBnMBaTb NPOBEPKY, €CNX OHa 60 cek. 60 cek. 60 cek.
AnuTcsa bonee (cek.)
He npoBepsATb 06bEKTLI pa3Mepom 20 Mb 20 Mb Het
6onee (MB).
lMpoBepATb cocTaBHbIE OO BLEKTDI e YnakoBaHHbIe e ApxuBbl* o ApxuBbI*
00beKTbI" e SFX-apxuBbl* ¢ SFX-apxuBbl*
e YnakoBaHHblE e YnakoBaHHbIE
00BbeKTbI* 00BbeKTbI*
¢ BrnoxeHHble e BnoxeHHble
OLE-o6bekTbl* OLE-ob6bekTbl*
* TONbKO HOBLIE U * TONbKO HOBbIE U * Bce o6bekTbl
N3MEHEHHblEe N3MEHEHHbIEe

HacTpouka 3awmTbl OT BpeA4OHOCHLIX NporpamMm, nepenaroLwmxcs
yepe3 BeO-Tpaduk

»  Umobbi Hacmpoumse 3spucmuYeckuli aHanu3 0r1s 0bHapy KeHUSs1 8UPYCO8 U Opyaux yepo3 KOMIbOmepHOU
be3onacHocmu, nepedasaeMbix Yepes 8eb-mpaghuk, ebirnonHUme criedyrouiue 0elicmeusi:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTpoincTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUA, ANsi CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenm pesynbTaTtoB BblIOpaHHOM rpynnbl agMWHUCTPUPOBaHUS BbINOSTHUTE OofiHO
13 cnegylowmnx AencTBuin:

e YT0ObLI HacTpoMTb NapameTpbl NPOrpaMMbl ANS rpynnbl cepBepos, BbibepuTe 3aknaaky Monutukm n
oTkponte okHO CBonctBa: <Umsa nonuTukm> (cMm. pasgen "Hactponka nonutukn" Ha ctp. 101).

e UTOBbLlI HacTpouTb napameTpbl MporpaMmbl ANs OTAENbHOrO cepBepa, Bblbepute 3aknagky
YcTpounctBa 1 oTKporiTe OkHO MapameTpbl nporpamMmbl (CM. pasgen "HacTporka nokanbHbIX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHnem aktusHon nonutukn Kaspersky Security Center u
B OTOW MOMNUTMKE HarnoXeH 3anpeT Ha U3MEHEeHWe MapameTpoB MporpaMmbl, 3TW MapameTpbl
HeOOCTYMNHbI AN n3sMeHeHus B okHe MNMapameTpbl nporpaMmmeil.

3. B pasgene NocrosiHHas 3awmTa cepBepa B 6noke 3awmra Tpadmka HaxxmmTe Ha KHONKy MapameTpsbl.
OTkpoeTtcs okHO 3awmTa Tpaduka.

4. Ha 3aknagke AHTUBMPYCHasA 3alyMTa BbINONHUTE Creayowmne OeicTBUS:
e YcTaHoBUTE hnaxxok Mcnonb3oBaTb 3IBPUCTUYECKUN aHanNu3aTop.

(] Bbl68pMTe Hy)KHbIl7| YpOBEHb 3BPUCTNHECKOIo aHann3a ana aHTMBMpyCHOVI NPOBEPKN.
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e Buibepute ypoBeHb 6e3onacHocTu (cM. pa3gen "lNapameTpbl cTaHOapTHbIX YpoBHeW BesonacHocTun'
Ha cTp. 205) 13 pacKpblBatoLLLErocsi Cnmcka:

e PekomeHayembIn
¢ MakcumanbHas 3awmTa
¢ MakcumanbHoe 6bicTpogencTBue
e [onb3oBaTenbckun
5. Ha 3aknagke OnucaHue HnXe Bbl MOXETE NPOCMOTPETH NapamMeTpbl BbIBPaHHOrO ypoBHS 6e30MacHOCTMY.

6. Ha saknagke O6wwme B 6noke 3awmra O6GBHLEKTOB YyKaxuTe OObEKTbl, KOTOpble Bbl XOTUTE BKIOYUTb
B 06nacTb NPOBEpPKM:

e Bce 06beKTblI.
Kaspersky Security 10.1.1 ansa Windows Server npoepsieT Bce 00beKThI.
e OOTBekTbl, NpoBepsaeMbie No hopmary.

Kaspersky Security 10.1.1 ana Windows Server npoBepsieT TONMbKO MNOTEHUMaNbHO
3apaxaemble annbl Ha OCHOBaHUK hopmarta anna.

Cnmncok dopmaToB cocTaBnsietca cneumanuctamu "Jlabopatopum Kacnepckoro". OH
BXxoauT B coctaB 6a3 Kaspersky Security 10.1.1 gna Windows Server.

e OO6GBeKTbl, NpoBepseMble MO CNUCKY paclUMpPEeHNid, yKa3aHHOMY B aHTUBUPYCHbLIX Ga3ax.

Kaspersky Security 10.1.1 ans Windows Server npoBepsieT TONbKO MNOTEHUMaNbHO
3apaxaemble annbl Ha OCHOBaHUK hopmarta canna.

Cnuncok pacwmpeHun coctaenseTtcs cneuunanuctamm "flabopatopumn Kacnepckoro". OH
BXoauT B cocTaB 0a3 Kaspersky Security 10.1.1 gns Windows Server.

e OObBbEKTbI, npoBepsemMbie NO yKazaHHOMY CMUCKY pacu.mpel-mﬁ.

Kaspersky Security 10.1.1 gns Windows Server nposepseT @annbl Ha OCHOBaHWUU
pacwmpeHus canna. Cnvcok pacluimpeHuin pannoB, KOTOpble HYXXHO NPOBEPSTb, Bbl
MOXeTe 3aaTb BPYYHYIO Mo kHomnke M3MeHUTb B OkHe CNMCOK pacluMpeHun.

a. Haxmute Ha KHOMKY MN3MeHUTb, 4TOObI MU3BMEHUTbL CMNCOK pacu.mpeHvM.
b. B OTKPbIBLLEMCA OKHE YKaXXuTte pacLuimpeHune.

c. Haxmute Ha kHOMKy [lo6aBUTL.

Haxxmute Ha kHonky [lo ymonuyaHui, 4Tobbl [06aBUTb CTaHAAPTHLIA CMNUCOK UCKITHOYEHHbIX
pacLUnpeHuni.

7. B 6noke 3awmTa cocTaBHbIX OGBLEKTOB YKaXkuTe COCTaBHble OOBLEKTbI, KOTOPbIE Bbl XOTUTE BKMHOUYUTL
B 06r1acTb NpoBepKU:

e Apxusbl
MpoBepka apxuBoB ZIP, CAB, RAR, ARJ u apyrux popmatos.

Ecnm cnaxok ycrtaHoBneH, Kaspersky Security 10.1.1 ansaWindows Server
npoBepseT apXuBhbl.

Ecnu cdnaxok cHat, Kaspersky Security 10.1.1 ansa Windows Server nponyckaeT apxuBbl
npw NpoBepKe.

3Ha4yeHune no yMOJ14aHuto 3aBUCUT OT BbI6paHHOFO YPOBHA ©e3onacHocTu.

lNMocmosiHHas 3awuma cepeepa
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e SFX-apxuBbI*
lMpoBepka caMopacnakoBbIBAOLLMXCS apXUBOB.

Ecnn cnaxok ycrtaHoBneH, Kaspersky Security 10.1.1 agna Windows Server
nposepseT SFX-apxuBbl.

Ecnn dnaxok cHaT, Kaspersky Security 10.1.1 gna Windows Server nponyckaet
SFX-apxuBbl Npu NpoBepke.

3Ha4eHne Mo yMOn4YaHuio 3aBUCUT OT BbIBpaHHOro ypoBHS 6e3onacHocTy.
MapameTp akTUBEH, eCnn CHAT onaXok ApXmUBbI.
¢ YnakoBaHHble 0OBbEKTbI*

lMpoBepka wucnonHseMbix awnoB, YNakoBaHHbIX  MpPOrpaMMamMu-ynakoBLMKaMm
JBOWYHOro koaa, takumm kak UPX nnn ASPack.

Ecnun dnaxok yctaHosneH, Kaspersky Security 10.1.1 gna Windows Server nposepsiet
ucnonHsemble dannbl, ynakoBaHHble MPOrpaMMamMum-ynakoBLLMKaMMU.

Ecnn dnaxok cHaTt, Kaspersky Security 10.1.1 gns Windows Server npu npoBepke
npornyckaeT ucnomnHsiemble annbl, ynakoBaHHbIE NMPOrpaMMamMm-ynakoBLLMKaMU.

3HayeHne Mo yMONYaHuio 3aBUCUT OT BbIODpaHHOro YpoBHS 6e30MacHOCTM.
e BnoxeHHble OLE-00bekTbI

lMpoBepka BCTPOEHHbIX B hanin obbekToB (Hanpumep, Makpoc Microsoft Word unu
BMOXEHNe COOBLLEHNS INEKTPOHHOWN NOYThI).

Ecnun dnaxok yctaHoBneH, Kaspersky Security 10.1.1 ans Windows Server npoepsieT
BCTPOEHHbIE B (halin 00bEeKThI.

Ecnn dnaxok cHat, Kaspersky Security 10.1.1 gns Windows Server nponyckaet
BCTPOEHHble B darinn 06beKTbl MPu MpOBEpPKeE.

3HaveHue No yMOnyaHuio 3aBNCUT OT BbIBpaHHOro ypoBHS 6e3onacHoCcTy.

Ha 3aknagke HdevctBus BblGepuTe JencTene Haf 3apaXeHHbIMU ] apyrumm
oBHapyxnBaeMbiM1 06 bEKTaAMM:

e bBrnokupoBaTtb

Kaspersky Security 10.1.1 gns Windows Server ©6nokupyeTt 3arpysky Beb-CTpaHuupl
npu obHapyxeHun BPedOHOCHOro COEepXNMoro. BwmecTo 3anpaluvsaemMon
Beb-cTpaHuLbl oTobpakaeTcs npuynHa GrOKMPOBaHUS.

e Paspewntb

Kaspersky Security 10.1.1 anaWindows Server He GrokupyeT 3anpaluvMBaemMyto
BeO-CcTpaHuuy, Ho pernctpupyet cobbiTne OBHapyXeHO Bpe4OHOCHOE COAEPXKUMOE.

Ha 3aknagke I'Ipowsao,qMTeanoch HaCTpOI7ITe cneaywwe napameTpbl:

e B 0Onoke WUckniouveHus yctaHoBuTe unu cHumute cnaxok He o6HapyxuBaTb. YTOOLI HacTpouTb
CMUCOK MCKIIOYEHHBLIX 0O bEKTOB, BbIMONHUTE CrieayloLlne AeicTBUS:

WcknoueHne obHapyxmBaemMbiX OOBEKTOB M3 MPOBEPKM MO UMEHU WU MacKe WMEHMU
obHapyxuBaemoro ob6bekta. Cnucok umeH oObHapyXuBaembix OOBLEKTOB npuBedeH
Ha cante BupycHon aHumknoneauu hitp://www.securelist.ru.

Ecnu dnaxok yctaHoBneH, Kaspersky Security 10.1.1 ana Windows Server nponyckaeT
npv NpoBepKe yKa3aHHble OOBLEKTHI.

lNocmosiHHas 3awuma cepeepa
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Ecnu dnaxok cHaT, Kaspersky Security 10.1.1 gna Windows Server obHapyxuBaeT Bce
0OBEKTBI, YKasaHHbIe B MporpamMmme no yMOMyaHuio.

Mo ymon4aHmio iaxkok CHAT.
a. HaxmuTe Ha kHonky U3MeHUTD.
b. B OTKpbIBLUEMCS OKHE YKaXuTe UMs 06bekTa Unm Macky.
c. Haxmute Ha kHonky [lo6aBUTL.
e B 6noke lononHuTenbHbIe NapameTpbl OrpaHN4bLTE UHTEPBAI NPOBEPKN U padMmep obbekTa:
e OcTaHaBnuBaTb NPOBepPKY, €Clin OHa ANuTcs 6onee (cek.)

OrpaHuyeHne BpeMeHn MnpoBepkn obbekTa. [1o yMOn4yaHWo YCTaHOBIEHO 3HadeHue
60 cex.

Ecnn c*)na>|<0|< yCTaHOBJ1I€EH, MaKCuUMalibHaA MNpoAOJIKUTENIbHOCTb MPOBEPKU obbekTa
orpaHmn4yeHa yka3aHHbIM 3Ha4eHUneM.

Ecnu dnaxok CHAT, MakcumarnbHasi NpoaoHKMTENbHOCTL NPOBEPKU HE OrpaHuyeHa.
Mo ymonyaHuio raxkok yCTaHOBMEH.

¢ He npoBepsaTb 06bekTbI pasmepom 6onee (MB).
WcknioveHne 13 npoBepkn cocTaBHbIX 06beKTOB BombLUe ykazaHHOro pasmMepa.

Ecnun dnaxok yctaHoBneH, Kaspersky Security 10.1.1 ana Windows Server nponyckaeT
Npv aHTUBUPYCHOM npoBepke 006BbEKTHI, yen pasmep npesbilLaeT
YCTaHOBMEHHOE 3HAYeHUe.

Ecnn dnaxok cHat, Kaspersky Security 10.1.1 gna Windows Server nposepsieT
00beKThbl, HE yUNTbIBas pa3mep.

Mo ymonyaHuio bnakok yCTaHOBMEH Ans ypoBHen GedonacHocTn PekomeHayembin 1
MakcumanbHoe 6bicTpoaencTBMe.

10. HaxmwuTe Ha kHonky OK B okHe MapameTpbl aHTUBUPYCHOW 3alUMUThI.

MapameTpbl YpoBHS Ge3onacHOCTM ByayT COXpaHeHbI.

lNocmosiHHas 3awuma cepseepa
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HacTpoiika 3almThbl OT NOYTOBbIX Yrpo3

[na ncnonb3oBaHMSA 3alMTbl OT MOYTOBLIX Yrpo3 TpebyeTcsi ycTaHOBUTb HaacTponky Kaspersky Security
10.1.1 pgns Microsoft Outlook v npaBunbHO HacTpouTb 3almaembln cepBep (cMm. pasgen "3awwuta
OT NMOYTOBbIX Yrpo3" Ha cTp. 198).

»  Umobbl 8KMOYUMB 3aLUmy om rno4Ymosbix y2po3, ebirnonHume credyrouwue delicmeusi:

1.

B nepeBe KoHconu agmuHuctpupoBaHus Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUA, ANs CEPBEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napameTpbl NporpamMmei.

B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl aOMUHUCTPUPOBAHNS BbINOMHUTE  OOHO
13 criefyoLmx eNcTBum:

e YT0BbLI HACTPOUTL MapameTpbl NporpaMmbl AN rpynnbl cepBepoBs, BbibepuTe 3aknagky Monutukn u
oTKponTe okHo CBoucTBa: <Uma nonuTukm> (cM. pasagen "HacTtponka nonutukn" Ha ctp. 101).

e YTtoGbl HacTpouTb napameTpbl MporpaMMmbl Ons OTOENbHOrO cepBepa, BbibepuTe  3aknagky
YcTtpounctBa 1 oTKporiTe okHO MapameTpbl nporpammbl (CM. pasgen "HacTponka nokanbHbIX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHnem aktusHon nonutukn Kaspersky Security Center u
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha M3MEeHeHuWe napamMeTpoB MporpamMmbl, 3TW NapameTpbl
He4OCTYNHbI ANS 3MeHeHus B okHe MapameTpbl nporpamMmmei.

B pa3sgene MNocTosiHHas 3awwmTa cepBepa B 6noke 3awmrta Tpadmka HaxxmmTe Ha kHonky MapameTpsbl.
OTkpoeTca okHO 3awmTa Tpaduka.

Ha 3aknagke 3awmrta OT MOYTOBbLIX Yrpo3 ycraHoBuTe rnaxok 3awuuwate cepsBep
OT MOYTOBbIX YrpPo3.

Ecnn yctanoBneH atoT dnaxok, Kaspersky Security 10.1.1 gna Windows Server
BbINOMHSAET aHTUBUPYCHYIO M aHTUMULLIMHIOBYIO MPOBEPKY BCEX BXOOALWMX COOOLLEHWI
yepes HaacTpouky Kaspersky Security 10.1.1 gna Microsoft Outlook.

Ecnn CbJ'Ia)KOK He YCTaHOBJ1E€H, 3JIEKTPOHHAadA no4vta He NpoBepAEeTCA.

Mo ymon4aHuio pnaxok yCTaHOBIIEH.

Mpn BKMOYEHWM WUNN  BbIKITIOYEHUN 3aALLUWTBLI  OT MOYTOBLIX YrPO3 W3MEHEHWs BCTYMalT B CUny
Nno UCTeyeHun HebonbLWOoro npoMexyTka BpemMeHu (5 MUHYT) mnu cpasdy nocre nepesanycka
Microsoft Outlook.

5. Haxmute Ha kHonky OK.

N3ameHeHus ByoyT coxpaHeHbl.

lNocmosiHHas 3awuma cepesepa
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Hactpouka o6paboTkn Beb6-agpecoB

» Umobki nposepssmeb 8eb-pecypchl Ha Hanu4due uwuHaa u obHapyxueamb 8pe00HOCHbIE
geb-adpeca coenacHoO aHmusupycHoul base GaHHbIX U periymauyuu eeb-adpeca 8 KSN, ebinonHume
cnedyrouwue delicmaus:

1. B pepeBe KoHconu agmunucTtpmpoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUA, ANs CEPBEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl aOMUHUCTPUPOBAHNS BbIMOMHUTE  OOHO
13 criefyoLmx encTBum:

e UYTOBbLI HACTPOUTL MapameTpbl NporpaMmbl AN rpynnbl cepBepoBs, BbibepuTte 3aknagky Monutukn u
oTKponTe okHo CBoucTBa: <UMa nonuTukm> (cM. pasgen "HacTtpownka nonutukn" Ha ctp. 101).

e Yrto6bl HacTpouTb napameTpbl MporpaMmMmbl Ons OTOENbHOrO cepBepa, BbibepuTe 3aknagky
YcTtpounctBa 1 oTKporiTe okHO MapameTpbl nporpamMmmbl (CM. pasgen "HacTponka nokanbHbIX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHnem aktusHon nonutukn Kaspersky Security Center u
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha U3MEeHeHVWe napamMeTpoB MporpamMmbl, 3TW NapameTpbl
HedOCTYNHbI ANS n3MeHeHus B okHe MapameTpbl nporpamMmmei.

3. B pasgene lNocTosiHHaA 3awmTa cepBepa B 6noke 3awmrta Tpacpmka HaxxmuTe Ha kHonky MapameTpbil.
OTkpoeTcs okHO 3awmTa Tpaduka.

4. Ha 3aknagke Pexum pabotbl Bbibepute n HacTponte pexum paboTbl 3agadm (cMm. pasgen "Beibop
pexuma paboTbl 3agaun” Ha cTp. 201).

5. Ha saknagke O6pa6oTka Be6-agpecoB BbINOHUTE crieaylolume AeNcTBuS:

e CHumute wnm yctaHoBuTe naxok MWcnonb3oBaTb 6a3y BpenoHOCHbIX Beb-agpecoB
ANs NPOBEPKUN BEO-CCbINOK.

Ecnu cpnaxok yctaHoeneH, Kaspersky Security 10.1.1 ans Windows Server BbinonHsieTt
CUrHaTypHbIN aHanm3 kaxxaoro seb-agpeca.

Ecnu conaxok cHAT, aHTUBMPYCHbIE Ga3bl HE NCMONb3YKTCA A58 NPOBEPKM BeO-aapecoB.
Mo ymon4aHuio pnaxok yCTaHOBIIEH.

e CHumute wnu ycTaHoBuTe naxok WUcnonb3oBaTb aHTUMUIUMHIOBYHO 6Gasy Ansi NPOBepKu
BeO-cTpaHuu,.

Ecnun cdonaxok yctaHoBneH, Kaspersky Security 10.1.1 gns Windows Server npoepsieT
Kaxabln Be6-agpec ¢ MOMOLbIO aHTUMWMHIoBon 6a3bl. AHTMdWWNHIOBAas MpoBepka
OCHOBaHa Ha 3BPUCTUYECKOM aHanuse.

Ecnun dnaxok cHaT, Kaspersky Security 10.1.1 ans Windows Server He obHapyxuBaeT
ULLIMHIOBbIE aTakKw.

Mo ymonyaHuio onaxok yCTaHOBMEH.

O6paT|/|Te BHMMaHMe, 4YTO Korga Bbl HacTpamBaeTe aHTI/I(bMLLII/IHFOBy}O NPOBEPKY CCbINOK,
aHTI/I(*)I/IIJJI/IHF aBToOMaTU4YeCKn NpuMeHAeTCA U K 3NTeKTPOHHbIM COOBLLEeHUAM.

lNMocmosiHHas 3awuma cepeepa
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e CHuMMUTE nnu yctaHoBUTE (oraxkok Mcnonb3oBaTb JOBEPEHHYIO 30HY.
dnaxoK BKIHOYaeT UMK BbIKIOYaET NpUMeHeHre JOBEPEHHON 30HbI B paboTe 3agaun.

Ecnun dpnaxok yctaHosneH, Kaspersky Security 10.1.1 ana Windows Server gobasnset
K UCKITIOYEHUSIM U3 NPOBEPKN, YCTAHOBMEHHBLIM MPU HACTPOMKE NapaMeTpoB 3adaudw,
channosble onepauuny JOBEPEHHbIX MPOLIECCOB.

Ecnn donaxok cHat, Kaspersky Security 10.1.1 gna Windows Server He yuuTbiBaeT
hannoBble onepauum OOBEPEHHbIX NPOLECCOB Npu hOPMUPOBaAHUM oBnacTy 3awuTbl
B 3agadye lNocTtosiHHasa 3awmTa dannos.

Mo ymon4aHuio pnaxkok yCTaHOBIIEH.
e  CHumuTe nnu yctaHosute gnaxok Mcnonb3oBaTtb KSN ansa sawmrbl.
OTOT (hnaxok BKMNOYAET MUIN BbIKMOYAET Ucnonb3oBaHue cryxo KSN.

Ecnn dnaxok ycrtaHoOBneH, nporpamma ucnonb3yeT pnOaHHble Kaspersky Security
Network, 4To obecnedvBaeT 6onee BbICOKYIO CKOPOCTb peakuum nporpammbl Ha HOBble
Yrpo3bl N CHWXKAET BEPOSATHOCTb NTOXHBIX cpabaTbiBaHUN.

Ecnun donaxok cHAT, 3agada He Ucnonb3yeT cnyobl KSN.

Mo ymon4yaHuio oria>kok yCTaHOBIEH.

Penytaums BebG-agpecoB B KSN pgocTynHa, TOMbKO €CNU  BbINOMIHEHbI  OOHOBPEMEHHO
crneayoLlmne ycroBus:

a. Bnapametpax 3apgaun 3awmTta Tpadwuka yctaHoBneH ddnaxok Wcnonb3oBatb KSN
Ons 3aWnThbl.

b. MpuHaTto MonoxeHne o KSN.

c. YcTtaHoBneH cnaxok PaspewuTb OoTnpaBKy AaHHbIX O 3anpaliMBaeMbix Beb-agpecax
(cm. pasgen Hactpoimka napameTtpoB 3agayum Ucnonb3oBaHme KSN Ha cTp.184).

d. 3agava Vcnone3oBaHne KSN 3anyuieHa.

6. Haxmute Ha kHornky OK.

MapameTpbl 06paboTkn Be6-agpecos ByayT COXpaHeHbI.

[Ho6aBneHne KOHTpons Beb-agpecoB

Bbl MoxeTe [oGaBuTb NpaBWo KOHTponsi BeG-aapecoB, 4TOObl 3anpeTuTb WM pas3pelunTb KOHKPETHbIN
Beb-agpec. Y npaBun camblii BLICOKMI NPUOPUTET MO CPaBHEHUIO C MOBLIMK APYTUMU 3aKIMTHYEHUSAMU.

» 4Ymobki co3damb HOBOE rpasusio KOHMPOIisa eeb-adpecos, 8binosiHUMe criedyroujue 0elicmeus:

1. B pepee KoHconu agmunHucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUSA, ANsi CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pesynbTaTtoB BblIGpaHHON rpynnbi aaMUHUCTPMPOBAHUSA BbIMNONTHUTE ogHo
13 cnegyowmnx AencTBui:

e YT106bl HAacTpouTb NapamMeTpbl NporpamMmmbl ANd rpynnbl CEPBEpPOB, BbibepuTe 3aknagky Monutukm u
oTkpownTe okHo CBouncTBa: <Umsa nonuTukn> (cMm. pasgen "Hactporika nonutukn" Ha cTp. 101).

e UYr0oBblI HacTpouTb napameTpbl MporpaMMbl  ANs OTAENbHOrO cepBepa, Bblbepute 3aknagky
YcTpouncrtBa 1 oTkponte okHO MapameTpbl nporpammbl (CM. pasgen "Hactporika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

lNMocmosiHHas 3awuma cepeepa
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Ecnn yctponcTtBo paboTaeT nog ynpasneHnem aktuBHon nonutukn Kaspersky Security Center n
B 9TOW MONUTUKE HaroXeH 3anpeT Ha U3MEHeHMEe MnapaMeTpPOB MporpamMmbl, 3TU napameTpbl
HeOOCTYMNHbI AN n3MeHeHus B okHe MapameTpbl NporpaMmmbi.

3. B 6noke 3awmTa Tpadmka HaxxmuTe Ha kHonky MpaBuna.
OTtkpoeTcsa okHo MpaBuna Be6-KOHTpONA.
4. Ha 3aknagke Beb6-koHTponb yctaHoBuTe chraxok NpuMeHATbL npaBuna Ha ocCHOBe Beb6-aapecoB.

Ecnn cnaxok ycraHosneH, Kaspersky Security 10.1.1 ana Windows Server 6nokupyet
HTTPS-cepTndukathl C NOMOLLbIO Nnonb30BaTeNbCKNX 3anpeLarLmx npasun
Anga cepTnukaTos.

Ecnu cnaxok CHAT, npaBuna He NPUMEHSIOTCS.
Mo ymonyaHuio rakok CHAT.
OT0T hnaxok JOCTYNEH, TONMbKO ecnn ycTaHoBneH griaxok CkaHupoBatb HTTPS.
5. Haxmute Ha kHonKy [lo6aBuTb, 4TOObI JO6aBUTE HOBOE MPaBUITO.
6. B KOHTEeKCTHOM MeHto kHomku [lo6aBuTb BbibepuTe NyHKT KOHTponb Be6-aapecoB.
7. B oTkpbiBLuEMCS OKHE KOHTpOsb cepTUdMKATOB BbINOMHUTE CreayoLne AeNCTBUS:
a. Bsegute umsa npasuna.
b. Bbibepute Tun npasuna: 3anpelarolee nin Paspewarouiee.
c. YcraHosuTte chnaxok NpumeHsaTbL npaBuno.
d. Ykaxute Beb-agpec B none Huxe.
e. Haxmute Ha kHonky OK.
8. UTO6bI N13MEHUTL NpaBWIo, BbIGEPUTE HY)XKHOE NPaBUO U3 CIIUCKA U HAXXMUTE Ha KHOMKY U3MeHuTb.
9. Haxmute Ha kHoMKy OK B okHe lNMpaBuna Be6-KOHTpOnNS.

HoBble npasuna 6yﬂ,yT NPUMEHEHDI.

Hactpoika Be6-KOHTpons

Hactpounte wucnonb3oBaHWe npasur, YynpasnauTe napameTpamMu MpoBEpKN CepTUMKaToB U KOHTPONem
no Beb-kaTeropusam.

HacTponka npoBepku ceptudmkaToB

Kaspersky Security 10.1.1 gnsg Windows Server nosBonsieT npoBepsTb W ©OnokupoBaTb Beb-pecypchbl
C HeOenCTBUTENbHBIMU cepTudmKkaTaMmy unu ceptudurkataMmm € UCTEKWNM CPOKOM AencTBus. YTobbl HacTpouTb
NpOBEpPKY CepTUPUKATOB, BbINOMHUTE CreayLwme eNCTBUS:

a. Bbibepute pexxum paboThl QpanBepHbIi nepexBat unu NMepeHanpaBneHue Tpaduka.
b. Hactpovite 3agadvy 3awuta Tpaduka (cMm. pasgen "Bbibop 1 HacTpoika pexma paboTbl” Ha cTp. 214).

MprMeHUTe NpaBuna Be6-KOHTPOrS.

a o

HobaBeTe © npumenHuTe [paBuna ans ceptudukatoB  (cMm. pasgen  "[OobaeneHne  npasun
anga ceptudukaToB” Ha cTp. 215).

lNMocmosiHHas 3awuma cepseepa
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MpaBuna ansa cepTndmkaToB MOXHO WCMNONb30BaTh TOMbKO B pexume paboTbl [panBepHbIM nepexBaT WUnu
MepeHanpaBneHue Tpacdwuka. o ymonyaHuo Kaspersky Security 10.1.1 gnsa Windows Server cosgaeT TOnbko
3anpeLuarowme npasunia ansi cepTMduKkaTos.

Bbi6op 1 HacTponka pexuma paboThbl

» UYmobnkl 8bibpamb U HacMpoume pexxum pabomsl ¢ cepmuchukamamu, 8binosHUmMe
cnedyrouwue delicmaus:

1.

B nepese KoHconu agmuHuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 BbibepuTe rpynny agMUWHUCTPUPOBaHUA, AMs CEPBEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napamMeTpbl NporpamMmei.

B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl aOMUHUCTPUPOBAHNS BbINOMHUTE  OOHO
13 criefyoLmx eNcTBum:

e YT0ObLI HacTpoMTb NapameTpbl NPOrpaMMbl ANSA rpynnbl CepBepoB, BbibepuTe 3aknagky Monutukm n
oTKkponTe okHO CBounctBa: <Uma nonutukm> (cMm. pasgen "Hactponka nonutukn" Ha ctp. 101).

e UTOBbLI HacTpouTb napameTpbl MporpaMMmbl  ANs OTOAENbHOrO cepBepa, Bblbepute 3aknagky
YctpounctBa n otkponTe okHo MapameTpbl nporpammbl (CM. pasgen "HacTporka nokanbHbix 3agay
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHnem aktusHon nonutukn Kaspersky Security Center u
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha U3MEeHeHue napamMeTpoB Mporpammbl, 3TW NapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

B pasgene MocTosiHHaA 3awmTa cepBepa B 6noke 3awmra Tpadmka HaxMmute Ha kHorky MapameTpsi.
OTkpoeTtcs okHO 3awmTa Tpaduka.

Ha 3aknagke OOwme u©3 packpbiBaloweroca cnucka Pexum paboTbl  Bbibepute  pexuM,
noaaepXxusaroLLmMim NPoBepKy cepTUdPUKaToB:

o [lpanBepHbIN nepexsarT (cMm. pa3gen "Hactpoika pexuma [panBepHbIn nepexsat” Ha cTp. 202);

o [lepeHanpaBneHue Tpaduka (cMm. pasgen "Hactporika pexuma lNepeHanpasneHne Tpaduka" Ha cTp.
204).

B 6noke MapameTpbl pexxuma paboTbl HACTPONTE CneayoLlmne napameTpbl:
e [poBepsatb HTTPS-Tpaduk.

Ecnu dnaxok yctaHOoBMeH, nporpaMma pacnakoBblBaeT nepexsayeHHblt HTTPS-Tpaduk
1 MPOBEPSIET HA HANMM4ne yrpos.

Ecnu donaxok cHAT, nporpammMa He pacnakoBbIiBaeT 3alumdpoBaHHbin HTTPS-Tpaduk.

Mo ymonyaHuio onaxok ycTaHOBMNEH.

[NpoBepka gocTtynHa, TorbKo ecrnn oTKpbIT HTTPS-nopT.

e BuibepuTe BepcuMio NPOToKoNa WndPOBaHMS, KOTOPYIO Bbl XOTUTE UCMOMNL30BaTh:
e TLS1.0;
e TLS1.1;

lNocmosiHHas 3awuma cepesepa
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e TLS1.2.

Mo ymonyaHuto yctaHoBrieH dnaxok TLS 1.0, 1 ero Henb3s CHATL.

HaxmuTte Ha kHonky OK.

MapameTpbl 3aga4n GyayT COXpaHeHb!.

[loGaBneHne npaBun ansi cepTuukaTos

MpaBuna ans cepTMMKaTOB MOXHO WMCMOMb30BaTb TOMBKO B pexuMe paboTel [pavBepHbIN nepexBaT Unu
MepeHanpaBneHue Tpadumka. o ymonyaHuo Kaspersky Security 10.1.1 gns Windows Server cosgaeT TObKO
3anpeLlarowme npasuna anga ceptudmkartos.

» Ymobbl 0obasumb unu HacmMpoums npasusio cepmuchukama, ebirnosiHume credyroujue delicmausi:

1.

B nepeee KoHconu agmuHuctpupoBaHust Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTponcTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUA, ANs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl aOMUHUCTPUPOBAHNS BbINOMHUTE  OOHO
13 criefyoLmx enNcTBum:

e UYTOBbLI HACTPOUTL MapameTpbl NporpaMmbl AN rpynnbl cepBepoBs, BbibepuTe 3aknagky Monutukn u
oTKponTe okHo CBoucTBa: <Uma nonuTukm> (cM. pasgen "HacTtpoika nonutukn" Ha ctp. 101).

e UTOoBbLI HacTpouTb napameTpbl MporpaMmMmbl  ANs OTOAENbHOrO cepBepa, Bblbepute 3aknagky
YcTpouncTBa 1 oTkponte okHO MapameTpbl nporpammbl (CM. pasgen "Hactporika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHnem aktusHon nonutukn Kaspersky Security Center u
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha U3MeHeHVWe MnapamMeTpoB MporpamMMmbl, 3TW NapameTpbl
He4OCTYNHbl ANS U3MeHeHus B okHe MapameTpbl nporpamMmmei.

B 6noke 3awmTa Tpadmka HaxxmmTe Ha kHOMKy Mpasuna.
OTkpoeTcs okHo lMpaBuna Be6-KOHTpOnS.

Ha  3aknagke KoHTponb BeO-cTpaHUL  yCTaHOBUTE donaxok MpumeHAaTb npaBsuna
KOHTpons cepTucukaToB.

Ecnun dnaxok yctaHosneH, Kaspersky Security 10.1.1 gna Windows Server 6nokupyet
HTTPS-cepTudukatel € NOMOLLBIO  MOMb30BATENbCKUX  3anpeLjarolmx  npasun
Ans cepTnduKaTos.

Ecnu dnaxok cHAT, nporpammMa He npoBepsieTca cepTudumkaTol.

Mo ymonyaHuio oraxokK CHAT.

OTO0T hnaxok JOCTYMEH, TONbKO ecnn ycTaHoBMneH driaxok CkaHupoBatb HTTPS.
Haxmute Ha kHornky [lo6aBuTb, 4TOOLI 406aBMUTL HOBOE NPABMITO.
B KOHTEKCTHOM MeHI0 KHOMKM [lo6aBUTL BeiGepuTe NyHKT MpaBMNo KOHTpons cepTudMUKaToB.
B oTkpbiBLeMcs okHe KOHTponb cepTudmUKaToB BbINOMHUTE Criefyowime AenCTBuUS:

a. Bsegute nms npasuna.

lNocmosiHHas 3awuma cepesepa
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b. YcrtaHoBuTe dnaxok MpuMeHATbL NpaBuUIo.

c. Bbibepute Tun onepatopa: Macka nnv PerynsipHoe BbipaxeHue.

d. Ykaxute macky unu sbipaxkeHue B none Oneparop.

e. HaxmuTte Ha kHonky OK.
8. YT06bI NI3MEHUTb NPaBWo, BbIDEPUTE HY)KHOE MPaBWUIIO U3 CIIMCKA U HAXXMUTE Ha KHONKY U3MeHuTb.
9. HaxmuTe Ha kHonky OK B okHe lMpaBuna Be6-KOHTpoONS.

Hoeble npaBuna 6yayT NnpuMeHeHbI.

HacTponka Be6-KOHTpOAA HA OCHOBE KaTeropumn

» 4Ymobbl obasums unu udMeHUMb MpPasusio 3auumsl mpaguka Ha OCHo8e Kamea20opul, 8bINoIHUMe
cnedyrouwue Oelicmaus:

1. B pepeBe KoHconu agmunucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUA, ANs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl aOMUHUCTPUPOBAHNS BbINOMHUTE  OOHO
13 criefyoLmx enNcTBum:

e UYTOBbLI HACTPOUTL MapameTpbl NporpaMmbl AN rpynnbl cepBepoBs, BbibepuTte 3aknagky Monutukn u
oTKponTe okHo CBoucTBa: <UmMa nonuTukm> (cM. pasgen "HacTtpownka nonutukn" Ha ctp. 101).

e UTOBbLI HacTpouTb napameTpbl MporpaMMmbl  ANs OTAENbHOrO cepBepa, Bblbepute 3aknagky
YcTtpouncTBa 1 oTKporiTe OkHO MapameTpbl nporpamMmbl (CM. pasgen "HacTporka nokanbHbIX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHnem aktusHon nonutukn Kaspersky Security Center u
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha U3MeHeHue MnapamMeTpoB MporpamMMmbl, 3TW NapameTpbl
HeOOCTYNHbI ANS U3MeHeHus B okHe MapameTpbl nporpamMmmei.

3. B 6noke 3awwmTa Tpadmka HaxxmmTe Ha kHoMKy Mpasuna.
OTtkpoeTca okHo MNMpaBuna Be6-KOHTPONS.
4. OrtkponTe 3aknaaky Kateropusauums.
YcraHoBute cdnaxok MpuMeHATb NpaBuna Ans Be6-KOHTPONA Ha OCHOBE KaTeropumn.

Ecnn cnaxok ycrtaHoBneH, Kaspersky Security 10.1.1 agng Windows Server
KaTeropmaupyeTt n 6nokmpyet Beb-pecypchl, nonagatoLme B BbIbpaHHbIe KaTeropuu.

Ecnm  cdnaxok cHar, Kaspersky Security 10.1.1  gnsa Windows  Server
He BbIMOJIHSET KaTeropmaauuto.

Mo ymonyaHuio naxok CHAT.
[MapameTpbl KOHTPOSSA MO BED-KAaTEropusaM CTaHOBATCS LOCTYIMHbI.
6. YCTaHOBUTE WUIM CHUMUTE criegyroLmne raxKu:
e Paspewartb 3arpy3Kky Beb-cTpaHuLbl, €CNN He yAanocb NPUCBOUTbL KaTeropuio.

e PaspewaTb 3arpysky neranbHbiX BebG-pecypcoB, KOTOpbleé MOryT 6biTb WCMNONb30BaHbI
Ansi HaHeCceHUsi Bpeaa cepsepy.

lNMocmosiHHas 3awuma cepeepa
216



KASPER{KY3

e Paspelwarb 3arpy3Ky neranbHbIX pekrnaMHbIX Be6-pecypcoB.
7. B cnucke pocTynHbIx Kateropun (cm. pasgen "Cnumcok kateropun” Ha cTp. 217):
e YCTaHOBMWTE COOTBETCTBYIOLLMI (ONAXOK, YTOObI paspeLunTb KaTeropuio.
3Ha4eHune B rpadpe Tun nameHntca Ha Paspewatrowlee.
e  CHumUTE COOTBETCTBYIOLWNIA (OIIaXoK, YTOObI 3anNpeTuTb KaTeropuio.

3HauyeHue B rpadpe Tun nsaMeHnTCA Ha 3anpelyaroLlee.

Cnucok kaTeropuii SBNsieTCs cTaHAapPTHBLIM, U €ro HeMb3s U3MEHUTb (Bbl HE MOXeTe f06aBNSTL UMK
yOoansTb kateropun).

8. Haxmute Ha kHoMKy OK.

MapameTpbl npaBun 6yayT COXpaHeHbI.
cnonb3oBaHne Mackun not-a-virus

» 4Ymobhki ucronb3o8ame Macky not-a-virus O aHanusa kameaopud, 8bIrnoIHuUme
cnedyrouwue Oelicmaus:

1. B KoHconu agmuHuctpupoBaHusi Kaspersky Security Center oTkpoiTe napameTpbl 3agayu
Ucnone3oBaHme KSN (cm. pasgen "Hactpovika 3agaym Ucnonb3oBaHue KSN" Ha cTp. 184).

2. YcTaHoBuTe naxok PaspelunTb oTnpaBKy AaHHbIX O 3anpawMBaeMbix BeG-agpecax, ecrnv graxok
He YCTaHOBJEH.

3anyctute 3agayvy Vicnonb3oBaHne KSN.

4. B okHe napameTpoB 3agayn 3awmTa Tpadmka (cMm. pasgen "HacTtpownka 3agayuun 3awmrta Tpaduka” Ha CcTp.
199) yctaHoBuTe dnaxok Ucnonb3oBaTtb KSN aAna 3awuThbl.

5. B okHe [MpaBuna BebO-koHTponsA Ha 3aknagke Karteropusaumsa yctaHosBuTe ¢naxok [MpumeHATb
npaBuna Kateropusauum Beb-pecypcoB.

6. B cnucke KaTerOpMVI Bbl6epl/ITe KaTteropum, K KOTopbiM Bbl XOTUTE NPUMEHUTb MaCKy not-a-virus.

3apgava 3awuTta Tpadumka He 6ygeTr oOHapyxuBaTb OOBEKTbI U3 BbIOPAHHbBIX KaTeropuin, KoTopble
COOTBETCTBYIOT 3a/JaHHOI Macke.

Wcnonb3oBaHne mackm not-a-virus MOXHO HacTpouUTb B NapameTpax KOMMOHeHTa [loBepeHHasi 30Ha
(cm. Pasgen "Micnonb3oBaHue macku not-a-virus” Ha cTp. 149).
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Cnucok Kateropumn

Beb-pecypcbl aHanu3npyTcs 1 KaTEropU3MpyoTCcs No Teram. Ter MOXeT ObiTb NMPUCBOEH HECKONBLKUM KaTeropusiM
(cM. Tabnuuy Huxe).

Tabnuua 38. Teau kameeoputi eeb-pecypcos
Ter OnucaHue Cnucok kateropumn
18+ (adult) B aTu kaTteropuu MoryTt nonagatb AbopT, 3HakoMcTBa Ansi B3pOCIbIX, AHOPEKCHS,
Beb-pecypchbl, NOTEHLMANLHO coaep- HepnosonbcTBo, [nckpnmmHaums, dpoTtuka, He-
Xalume matepuanbl s B3pOChbIX 3aKoHHbIE npenapaTbl, He3akoHHOe ckavnBaHue,
(18+), HanpmMmep onucaHust Hacunwus, JIFBT, HwkHee Genbe, CanTbl 3HakomcTB, Hy-
nopHorpaduio Unn HeueH3ypHyto 6paHb. | anam, MNonutuyeckoe peliexune, MNopHo, 3anpe-
LLIEHO MNPOBbLIM 3aKOHOA4ATENbCTBOM, 3anpeLe-
HO 3akoHoaaTtenbcTBomM P®, 3anpelieHo
PockomHagsopom (P®), MNMonosoe BocnutaHue,
Cekc-wonekl, CounaneHble cetun, Cynung, He-
LeH3ypHasa bpaHb, YKectokocTb, Opyxue.
children B atn kaTeropun moryT nonagatb Oetwn, 3anpeweHo ®egepansHbiM 3akoHOM 436
Beb-pecypchl, NOTEHUManbHO coaep- (P®), LLUKonbl n yHNBEPCUTETHI.
Xawme matepuansl onsa geten. Hanpu-
mMep: obpasoBaTternbHble CanThbl, pas-
BNekaTernbHble canTbl Ansa geTten, do-
pyMbl 1 6510TM O BOCMUTAHUN.
drug B aTu kaTteropuu MoryTt nonagatb AbGopT, Ankoronb, AHopekcusi, HapkoTukn, Kpa-
BeG-pecypchl, NOTEHUMaNbLHO coaep- coTa 1 300poBbe, HesakoHHble NpenapaTsl, Me-
Xalume nHdopmauuio 0 HapkoTU4ecknx | auumnHa, ®apmakonorus, Tabak.
W Opyrux BeLLeCcTBax, pacnpocTpaHsie-
MbIX NeranbHO UK HernerasnbHo.
Hanpwumep, gaHHble O pacnpocTpaHeHUn
3anpeLLeHHbIX NpenapaToB, ankorone
unu Beb-cTpaHuLbl 3aperncTpmpoBaH-
HbIX PapPMOKOMNOrMYEeCKUX KOMMaHWUNA.
education B aTu kateropumn MoryTt nonagatb Khurn, ObpasoBanue, etn, MHdopmaunoHHbIe
Beb-pecypchl, NOTEHUMaNbLHO Coaep- TexHonorum, OHNawH-aHuMknoneamm, Wkonsl n
Xalume yyebHble maTtepuvansl unm no- yHUBepcuTeThl, [onckoBbie cuctemsl, [Nonosoe
CBSILLEHHbIE 00YYEeHNIO. BOCMUTaHMe.
Hanpumep: oHnanH-aHUmMKNoneauu,
0a3bl 3HaHUI, BUKK, BEO-CpaHuLbl
y4eOBHbIX 3aBEAEHWI UK CTPaHULbI
0 NMOJIOBOM BOCMUTaHUM.
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Ter

OnucaHue

Cnucok kateropumn

hobby&entertainment

B aTu kaTeropun MoryT nonagatb
Beb-pecypchbl, NOTEHLMANBHO OTHOCH-
LiMecs K pa3BrievyeHusim, xobom n ceo-
6oOHOMY BpeMSINpenpoBOXAEHWIO.

Hanpumep: oHNalH-Urpbl pasHbIX TUMOB,
BKIOYas asapTHble, coumnanbHbIe CeTH,
CTPaHWLbl O KHUrax unm oxote, 6roru

0 340POBbE U KpacoTe Ui HOBOCTHbIE
NEHTBI.

3HakoMcTBa Ansi B3pocnblx, Xob6u u passneye-
Hus, OHNanH obweHne, ACTpPonorus 1 33oTepuka,
Ayawvo, Buaeo n guctpubytmeel, Ctasku, brnory,
KaaunHo, KasyarnbHble urpbl, YaTbl n popymsl,
KomnbloTepHble urpbl, KynbTypa, 3poTtuka, Moaa,
dannoobmeHHnkn, OxoTta u poibanka, [etu,
AszapTHble urpbl, KpacoTa n 3gopoBbe, Xo066u n
pa3BnedeHus, [lom n cembs, KOmop, JIFBT, Hux-
Hee Genbé, Jlotepen, MNMoTokoBoe BewaHne, Me-
anuuna, Mysbika, HoBocTtu, CaliTbl 3HaKOMCTB,
Hyaunam, OHnanH-marasmHbl, OHnanH WOonmnuHr
(cobcTBEHHBIE CUCTEMBI onnatbl), >KNBOTHbIE,
MopHo, PecTtopaHsbl, kade, eaa, Cekc-wonbl, Co-
umnaneHble cetn, CnopT, ToppeHThl, MNyTeLwe-
cteus, Pagno n TenesngeHve, Wargaming.

gaming

B atu kaTeropun moryT nonagatb
Beb-pecypcChl, NOTEHUMAaNbLHO umetoLmne
OTHOLLIEHME K Pa3HblM TUNam urp.
Hanpumep: azapTHble Urpbl 1 CTaBKMU,
noTtepewu, ceTeBble UMK KadyanbHble
urpbl, a Takke Beb-cantbl 1 QOPyMbI

Ha UrpPoOBYHO TEMATUKY.

KasyanbHble urpbl, KomnbtoTepHbie urpsl, CnoprT,
BoeHHble urpbl.

hazard

B aTy kaTeropuio BXxoaaT BeG-CTpaHuLpbl,
KOTOpble coepxar:

e AsapTHble urpbl B oopmaTe «nnatm
W urpam».

o CraBku.

o JloTepeu ¢ HEO6XOANMOCTbLIO NPU-
obpeTeHuns buneTos.

CTtaBku, KasunHo, kapTouHble nrpbl, A3apTHble
urpebl, Jlotepewn.

health&medicine

Beb-cTpaHuubl 0 30opoBoM obpase
Xn3Hu. MoryT cogepxaTb CTpaHu1Lbl

0 (buTHeCe, 300POBOM NUTAHUK, arb-
TePHaTUBHbIX NMpaKTUKax n metogax
neyeHust; CTpaHulbl 0 MeguumHe, dap-
MaueBTUKe, hapMaLeBTUYECKNX KOM-
naHnAX, anTekax, nekapcreax.

A6opT, AHOopekcus, HapkoTukn, He3akoHHbIe
npenapatbl, Kpacota n 3goposbe, MeguumHa,
dapwmakornorus, Cnopr.

illegal

B 3Tu kaTeropuu MoryT nonagatb no-
TEHUMarnbHO HeneranbHble
Beb-pecypcbl. Hanpumep: HeneransHoe
pacnpocTpaHeHvne Meauna-gansnos unm
AVCTPUBYTUBOB UNK CTPaHuLbI, 3anpe-
LLleHHble oduLmManbHbIM 3aKkoHoaaTenb-
CTBOM pasHbIX CTpaH.

Ankoronb, Ayauo, Buaeo n guctpnoyTushbl,
HapkoTuku, PannoobmMeHHuKn, HesakoHHbIe
npenapaTbl, He3akoHHOe ckayMBaHWe, A3apTHble
urpbl, 3anpeLeHo MMPoBLIM 3aKkoHOAaTENb-
CTBOM, 3anpeLleHo 3akoHoaaTenscTsom PO,
3anpeweHo PockomHagsopom (P®), Tabak.
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Ter

OnucaHue

Cnucok kateropumn

Beb6-pecypcebl, KOTOpble NO3BONSAIOT
nonb3oBaTensm (MMeLWmM 1

He UMEeLLMM akKayHT) obMeHnBaTbCS
coobLleHnsMM (B TOM Yncne, NoYToBble
CEpBM1ChI, coumarnbHble ceTu, 6noru un
T.4.)

AHoHMMKM3aUus, [JOMEHHbIE N XOCTUHIOBbIE
cepBuckl, HeneranbHble nporpam-

Mbl, MIHbOTMaUWOHHbIE TexHonoruu, MNMoucko-
Bble cucTemsl, [NovtoBLie BEG-CEpPBUCHI.

forbidden by law

B aTu kaTeropmm moryT nonagatb
Beb-pecypchbl, NOTeHUManbHO Haxoas-
LMecs nof, KOHTponem denepanbHoro
3aKoHOAATeNbCTBA UMK MMeEKoLLMe OT-
HOLLIEHWe K rocy4apTCBEHHOWN WUInu no-
NUTUYECKOW TeMaTuke.

3aKkoH 1 nonuTuka, YnomsHyto B egepansHom
CMMCKe SKCTPEMUCTCKMX maTepuanos (P®), 3a-
npeLeHo ®enepansHbIM 3akoHoM 436 (P®), 3a-
npeLLeHo MUPOBbLIM 3aKkoHoAaTeNnbCTBOM, 3a-
npeLueHo 3akoHogaTtensctsom PP, 3anpelyeHo
PockomHagsopom (PO).

legal

B atn KaTteropmm mMoryTt nonagatb no-
TeHUuharnbHO neranbHble Be6-pecprb|.

Ankorone, Ayavo, BUgeo 1 guctpnbytueel,
HapkoTuku, ®annoobmMeHHMKN, JleranbHble pe-
KnamHble pecypchl, Jlotepen, Ap-

mus, ®apmakonorusi, Penurusa, [Nonosoe Boc-
nutaHue, Peknama, Tabak, Wargaming.

media sharing

B atn KaTteropmm MmoryT nonagatb
BeG-pecprbl, noTeHuwuanbHO NO3BO-

naLwme copepLuaTb hannoBbi OOMEH.

Hanpwumep: ToppeHThl, hannoobmeH-
HWKW, My3blKarbHble U BUOEO XOCTUHTN,
Kak neranbHble, Tak U HeNnerarnbHbIE.

Ayauo, Bugeo n auctpmnbytmebl, Knurn, ®anno-
o6meHHukn, etn, OHnanH-cepBuchl, lNoTokoBoe
BewaHue, Mysbika, lNMonckoBble cuctemsl, Top-
peHThl, Pagno n TenesnaeHve.

money&paying

B aTu kateropumn moryTt nonagatb
Beb-pecypchbl, NOTEHUMansHO CBA3aH-
Hble ¢ pMHaHcaMu 1 PUHAHCOBbI-

MUK onepaunsiMu.

Hanpumep: odmumnansHble cantel baH-
KOB, OHNanH-6aHKKN, OHMaNH-MarasuHel,
a Takke CTpaHuLbl Ans coBepLUeHUs
OEeHeXHbIX NepeBodoB.

BaHku, KHurn, KasyanbHble urpbl, OnekTpoHHas
Toproens, OHManH WwonnuHr (CobCTBEHHbIE CU-
ctembl onniaThl), OHNarH onnara, NnaTéxHble
cuctemsbl, PectopaHsl, kade, eqa, lNytelwwecTteus.

online collaboration

B aTu kaTeropuv moryT nonagarb
BeG-pecypchbl, NOTEHLMANbHO CBA3aH-
Hble C O6LLEHMEM B MHTEPHETE.

Hanpumep: TemaTtuyeckue 6rorv n ¢go-
PYMbl, NPUBATHbIE YaTbl, coUManbHble
CeTu Unun 3HaKoOMCTBAa AN B3POCIbIX.

3HakomcTBa ansa B3pocnbix, broru, Yatel 1 do-
pymbl, Jetn, Kpacota n 3goposbe, NMovck pabo-
Tbl, MeanumHa, Cantbl 3HakomcTB, CoumanbHble
ceTu, MNyTelwwecTBus.
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Ter OnucaHue Cnucok kateropumn
psychotropic&drug 3T KaTeropum MoryT BKMOHaTh HapkoTvkn, HesakoHHbIe npenapatsl, KpacoTta u
BeD-pecypchl CBA3aHHbIE C MOBLIMU | 3n0p0BLE, MeanumHa, dapmakonorus, Tabak.
TMNamMn HapKOTUYECKNX BELLECTB,
NCUXOTPOMHbIX NpenapaToB uUnu Ta-
bakom.
sex&adult B aTu kaTteropum MoryT nonagatb 3HakomcTBa Ans B3pocnbix, ApoTuka, JITBT,
Beb-pecypchl, NOTEHUMANbHO coaep- HwxHee G6enbé, Hyaunsawm, MNMopHo, MNMonosoe Boc-
Xalwue matepuanbl CekcyanbHOro u nutaHune, Cekc-Lwonkbl.
3POTUYECKOTO Xapakrepa.
Hanpwumep: nopHorpaduyeckme xo-
CTUHIU, CTPaHuLbl O NONTOBOM BOCMUTa-
HUM NN CanTbl, MOCBALLEHHbIE
CEKC-MEHbLUNHCTBAM.
society&law OTa KaTeropus BKNOYaET MHOXECTBO KynbTypa n obuectBo, 3akoH n nonutuka, Ap-
acnekToB XWu3Hu obLiecTBa 1 YenoBeka, |mus, Penurusa, Opyxue.
BKITOMAsA pPenuruio, NpaBUTENbCTBEHHbIE
opraHm3aumm, 3akoHo4aTeNbCTBO; AOM U
CEMb}O; HOBOCTU; apMUI0 U OpPYXME.
shopping B aTn kaTteropun moryt nonagatb Khurn, HwxHee 6enbé, OHnanH-marasuHbl, OH-
Beb-pecypchbl, NOTEHLMANBHO OTHOCH- nawviH WwonnuHr (cobCcTBEHHbIE CUCTEMbI ONNnaThl),
LLMeCs K OHMarH LLOMNMUHTY. OnnaiiH onnaTta, PecTtopaHsl, kade,
efa, Cekc-wonsbl, MNyTewecTsus.
violence B aTu kaTteropuu MoryTt nonagatb HepnoBonbcTBO, [MCKpMMHaAUNSA, KCTPEMUIM U

Beb-pecypchbl, NoTeHUMansHo coaep-
Xalue npsiMoe BblpaXkeHne arpeccu,
OnNUCcaHmus XecToKkoro obpatleHusi, npo-
naraHgy aKkCTpemmusma Unu cyuumaa.

pacuam, OxoTa u pbibanka, HeHaBucTb 1 gnc-
KpMMUHaums, YnomsaHyto B degepansHoOM crnncke
aKCTpemucTckmux matepmanos (P®), Apmus, No-
nutunyeckoe peweHne (JP), 3anpeLlteHo Mnpo-
BbIM 3aKOHOAATENbCTBOM, 3anpeLLeHo 3aKoHO-
Aatenbcteom P®, 3anpeweHo PockomHag3opom
(P®), Cynumna, XKectokoctb, Wargaming, Opy-
Xue.

web services

B aTu kateropuu MoryTt nonagatb
Beb-pecypchl, NOTEeHUManbLHO Npeao-
CTaBnsoLLMe pasnunyHblie Be6-cepBUCHI.
Hanpumep: aHoHUMKU3aUKs,
BEO-XOCTUHIM UITN CEPBUCHI 3ITEKTPOH-
HOW NOMTHI.

AHOHMMM3aUKMs, [JlOMEHHbIE N XOCTUHIOBLIE Cep-
Bucbl, OHnanH-cepsuckl, lMonckoBble CUCTEMBI,
Peknama, MNo4toBble BEG-CepBUCHI.

lNocmosiHHas 3awuma cepeepa
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MpoBepka cKkpnToB

JToT pasgen cogepXuT uHdopmauumio o 3agade [poBepka CKPUMNTOB M WHCTPYKUMKU O TOM, Kak HacTpOUTb
napameTpbl 3TO 3agauun.

B aTtom pasgene
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O 3apauye lNpoBepka cKpUnNToB

B xoge BbinonHeHus 3agaun MNposepka ckpuntoB Kaspersky Security 10.1.1 gna Windows Server koHTponupyeT
BbINMOSIHEHNE CKPUMTOB, CO34aHHbIX Mo TexHonoruam Microsoft Windows Script Technologies (unu  Active
Scripting), Hanpumep, ckpuntoB VBScript nnm JScript®. lNporpamma MoxeT Takke obpabaTbiBaTb CKpUNTI
PowerShell™ n ckpunTbl, paboTatowme B nporpammax Microsoft Office B onepaumMoHHbLIX cucTeMax
C ycTaHoBrneHHbIM komnoHeHToM AMSI (Antimalware Scan Interface). MoxHO 3anpeTuTb UCNOMHEHWE ONaCHbIX UK
NpeAanonoXnUTenNbHO onacHbiX ckpuntoB. Ecnn Kaspersky Security 10.1.1 gna Windows Server npuaHan ckpunt
NpeanonoXWTenbHO OMacHbIM, OH BLIMNOMHSAET BbiOpaHHOE BaMu [OEeNCTBME: 3anpeljaet unu  paspeluaet
BbINOMHEHNE 3TOro ckpunta. Ecnu BbiOpaHo aencTeue 3anpeTuTb, Nporpamma paspeLlaeT BbINofIHEHNE CKpUNTa,
TONbKO €Cnn 3TOT CKpUNT cunTaeTcs 6es3onacHbIM.

HaunHasa c onepaunoHHon cuctembl Microsoft Windows Server 2016, Kaspersky Security 10.1.1 ana Windows
Server nopgaepxuBaet TexHonormio AMSI. TexHonorus AMSI no3BonsdeT MHTerpMpoBaTb Nporpammbl U CRYXObl
C NMoObIM YCTAHOBMEHHBIM Ha KOMMbIOTEPE KOMMOHEHTOM 3alUWTbl OT BPEAOHOCHbIX MpPOrpaMm, Afs Toro 4Tobbl
3TOT KOMMOHEHT nepexeaTbiBan 1 NPoBepPS BCE UCMOMHAEMbIE€ CKPUNThI.

Mo ymonuaHuio KoMnoHeHT lpoBepka CKPUMNTOB He ycTaHaBNMBaeTCs Ha cepBep B cOCTaBe nporpammbl. Ecnn
yCTaHOBMeH KOMMOHeHT [poBepka CKPUMTOB, MporpamMma pernctpupyeTtcss kak nocTaBlwimk AMSI-sawmtbl u
NpoBepsieT UCMOSHSAEMbIE CKPUMTLI.

Ha komnbloTepax Mo ynpasrieHWeEM oOnepauyoHHOM CUCTEMbl, HE noagepxuBatowen TexHosnormio AMSI,
MCMOMb30BaHMEe 3TOrO0 KOMMOHEHTa MOXeT OKa3aTbCs HEeCOBMECTMMbIM C HEKOTOPbIMUA  CTOPOHHUMM
nporpaMmamu, yCTaHOBMEHHbIMU Ha 3alluilLiaeMoM cepBepe. B 3Tom criyyae BbINOMHEHWE 3aayun NpoBepKu
CTOPOHHUX CKPUMTOB MOXET MNpMBOOUTbL K owwmbkam B paboTe AaHHbIX ckpunToB. PekomeHayetcsa nunbo
OTKa3aTbCs OT UCMOMb30BaHNS CTOPOHHEN nporpaMmbl, MMBO ocTaHOBUTL 3agadvy lNpoBepka ckpunToB. Ecrnin
3a/ja4ya OCTaHOBIIEHa, PUCKM CBA3aHHbIE C KOHTposieM 6e30nacHOCTU BbINMOMIHEHNSA CKPUNTOB BO3paCTatoT.

Ecnun Bbl XOTUTe uMcnonb3oBaTb KOMMOHEHT [lpoBepka CKpUMNTOB, Bam HYXHO BblOpaTb €ero B CMcCke
yCTaHaBMMBaEMbIX KOMMOHEHTOB BpY4YHYO BO BpeMsi uHcTannaumm Kaspersky Security 10.1.1 gns Windows
Server. Ecnn komnoHeHT [lpoBepka CKpUNTOB YCTaHOBIEH, 3agada [lpoBepka CKpUMNTOB MO YMOSYaAHMIO
3anyckaeTcs aBTOMaTuyeckn B MOMeHT 3anycka Kaspersky Security 10.1.1 ana Windows Server.

MopgpobHas wWHdopMauus o BbiGOpe KOMMOHEHTOB Mporpammbl MpU YCTAaHOBKE COOEPXKUTCS B pasdesie
06 ycmaHoeke Pykosodcmea admuHucmpamopa Kaspersky Security 10.1.1 dnss Windows Server.

Bbl MoXeTe noapobHee O3HaKOMUTbCHA C TEXHOJIoremn AMSI Ha canTe Microsoft  Windows
https://docs.microsoft.com/en-us/windows/desktop/amsi/antimalware-scan-interface-portal.

Bbl MOXeTe HacTpanBaTb NapameTpbl 3agayn MNpoBepka CKPUMNTOB.

lNMocmosiHHas 3awuma cepeepa
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Hactpouka napameTpoB 3agaum lNpoBepka CKpuUnToB

Mo yMOJi4aHUo CuUCTeMHaa 3adada I'IpOBepKa CKpuUNnTOB MMEEeT MnapameTpbl, OonncaHHble B Tabnvue Hwxe. Bbl
MOXeTe USMEHATb 3Ha4YEeHUNA 3TUX NapamMeTpPoOB.

Tabrnuua 39. lNapamempsbi 3ad0a4qu Nposepka CKpurnmos ro ymMosn4aHuro

MapameTp 3HaveHne OnuncaHne

Mo ymMoJl4yaHuo
[encteus BnokupoBaTtb Bbl MOXeTe ykasbiBaTb AENCTBUS, BbINONHAEMbIE
Hag NpeanonoXuUTenbHO npy obHapyxeHun NPeanonoXMTENLHO ONACHbIX CKPUM-
onacHbIMU CKpunTamm TOB: 3anpeLyaTb U1 paspeLlaTtb NX BbINOSIHEHME.
OBpUCTUYECKUI aHaNN- YpoBeHb 6e3onac- Bbl MOXeTe BKNtoYaTb U BbIKIOYaTb NPUMEHEHNE 3BPUCTU-
3aTop HocTu: CpegHun 4YeCcKoro aHanusaTtopa, perynmpoBaTtb YPOBEHb aHanmaa.
[osepeHHas 30Ha MpumensieTca EOWHBIN CNNCOK NCKMOYEHWI, KOTOPBIN Bbl MOXeTe npu-

MEHATb B BbIOPaHHbIX 3agavax.

» Umobkl Hacmpoume 3adady Nposepka CKpunmos, ebirnosiHume credyrouwjue 0elicmeus:

1. B pepeBe KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMmble
ycTponcTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUA, ANs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenm pes3ynbTatoB  BblOpaHHON rpynnel a4MVHUCTPUPOBaHUS BbINOMHUTE  OAHO
13 criefyoLmx enNcTBum:

e YT106bl HAacTpouTb NapamMeTpbl NporpamMmmbl ANd rpynnbl CEpBepoB, BbibepuTe 3aknagky Monutukm u
oTKponTe okHO CBouncTBa: <UMa nonuTukm> (cM. pasagen "HacTtpoika nonutukn" Ha ctp. 101).

e UTOBbLI HacTpouTb napameTpbl MporpaMMmbl  ANs OTAENbHOrO cepBepa, Bblbepute 3aknagky
YcTpounctBa 1 oTKporiTe okHO MapameTpbl nporpamMmbl (CM. pasgen "HacTporka nokanbHbIX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpaesneHvem aktusHon nonutukn Kaspersky Security Center u
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha U3MeHeHVWe MnapamMeTpoB MporpamMmmbl, 3TWU NapameTpbl
HeOOCTYNHbI ANS U3MeHeHus B okHe MapameTpbl nporpamMmmei.

OTtkpoeTcs okHo CBowncTBa: NpoBepka CKPUNTOB.

3. B ©Onoke [OenctBus Hap NpeanosioXUTEsNIbHO OMacHbIMM  CKpUNTamu BbIMNOJSIHATE  OOHO
13 cnegyowmnx AencTBui:

e UYroObl  paspewunTb  BLINOMHEHWe  MPEANONIOXKMTENbHO  OMacHbIX  CKPUMNTOB,  BblbepuTe
BapuaHT PaspewmnTb.

Kaspersky Security 10.1.1 gns Windows Server paspellaeT BbINONTHEHNE NOTEHLMANBHO
OonacHoro ckpunra.

e UYroObl  3anpeTWTb  BbINOSMIHEHWE  MPEAMNONOXKWUTENbHO  OMacHbiX  CKPUMTOB,  BblbepuTe
BapuaHT BnokupoBaTb.

Kaspersky Security 10.1.1 gns Windows Server GnokupyeT BbINOSIHEHWE BO3MOXHO
OMNacHOro ckpunra.

[aHHbIN BapuaHT BbIGpaH Mo yMONYaHuto.

lNMocmosiHHas 3awuma cepeepa
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4. B 6noke OBpUCTUYECKUI aHANMU3aToOP BbIMNOSHUTE O4HO M3 CreAyoLnNX OeNCTBUI:
e  CHumuTe nnm yctaHosuTte naxxok Mcnonb3oBaTb 3BPUCTUYECKMIA aHanusaTop.

®dnaxoK BKMOYAEeT WNU BbIKMOYAET WUCMNONMb30BaHUE 3BPUCTMYECKOrO aHanusaTtopa
npu NpoBepke 0OBHEKTOB.

Ecnu conaxok ycTaHOBMEH, 3BPUCTUYECKUA aHann3aTop BKIOYEH.
Ecnu cbnaxok CHAT, 3BPUCTUYECKNIA aHaNn3aTop BbIKITHOYEH.
Mo ymonyaHuio raxxok yCTaHOBIEH.

e Ecnun tpebyeTcs, oTperynupyinte ypoBeHb aHanm3a ¢ NoOMOLLbIO MON3yHKa.

MonsyHOK NO3BONAET perynMpoBaTb YPOBEHb 3BPUCTMYECKOrO aHanmsa. YpOBeHb
Aetanusauuy nposepku obecrieumsaeT GanaHc mexay TLIATENbHOCTHIO MOMCKa Yrpos,
CTeNeHbIo 3arpysku PecypcoB onepauroHHON CUCTEMbI U BPEMEHEM NPOBEPKU.

CylLecTBYIOT clleaytoLine YypoBHM AeTann3aunm npoBepKu:

¢ [oBepxHOCTHbIA. 3BPUCTUYECKMI aHanM3aTop BbIMOMHSAET MeEHblle OeWCTBUN,
copepxawmxcsi B ucnonHsemom  cpanne. [pu Takom  pexume  BEpPOSITHOCTb
0BHapyXuTb yrpo3y cHmxaeTcs. [lpoBepka TpebyeT MeHblle pecypcoB CUCTEMbI U
BbINnonHsaeTcs boicTpee.

e CpeaHun. OBPUCTUYECKMMA aHaNU3aTop BbINOMHAET TO KOMMYECTBO MHCTPYKUMN
B UCMOMHSEMOM (parine, KOTOpoe pekoMeHOoBaHO cneuuanuctamm "JlabopaTtopum
Kacnepckoro".

OTOT ypoBeHb BbiGpaH No yMOn4aHmio.

e [ny6Gokun. OBpUCTMYHECKMA aHanu3aTop BbIMNONHAET Gonblle AEWCTBUW, KOTOPbIE
cogepxartcs B ucnonHgemom awne. Npy TakoM pexume BEPOATHOCTb OOHaPYXUTb
yrpo3y BospacTtaeT. [lpoBepka TpebyeT 6Gonblue pecypcoB CUCTEMbl, 3aHUMaeT
bonbLue BPEMEHN, a Takke BO3MOXHO yBenuyeHve KonuyecTtaa
NOXHbIX cpabaTbiBaHW.

MonayHok aKTUBEH, ecnm yCTaHoBJIeH donaxok Ucnonb3oBaTtb
3BPUCTMUYECKUIN aHanu3aTop.

5. B 6noke [loBepeHHasi 30Ha CHUMUTE UNKN ycTaHoBUTE prnaxok MpUMeHATL AOBEPEHHYIO 30HY.
®raxkoK BKIIOYAET UNu BbIKMKOYaeT NPUMEHeHne JOBEPEHHOW 30HbI B paboTe 3agayuv.

Ecnu cnaxok yctaHoBneH, Kaspersky Security 10.1.1 pgna Windows Server 6yget
YUNTbIBATb  UCKMIOYEHWS, YKasaHHble B CNWCKE WCKMIOYEHUA [OBEPEHHOW  30HbI
C MOMOLLbI0O MECTOMOSIOXKEHUS MM C MOMOLLBIO MMEHW WM Mackm umeHun obbekTa
0oBHapyXeHus.

Ecnn cnaxok cHat, Kaspersky Security 10.1.1 gna Windows Server He yuuTbiBaeT
WCKIMIOYEHMS MPKW BbINOMHEHNW 3agayu [NpoBepka CKpUMTOB.

Mo ymon4aHuio hnaxxok yCTaHOBIIEH.
6. Haxmwute Ha kHorky OK.

HacTtpoeHHble napameTpbl 3agauv 6yayT NpMMEHeHbI.

lNMocmosiHHas 3awuma cepeepa
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KOHTpONnb akTUBHOCTU Ha cepBepax

OTOT pasgen coaepXuT MHdopmaunio o dyHkumMoHanbHocTn Kaspersky Security 10.1.1 gns Windows Server,
KOTOpasi MO3BOMSET KOHTPONMPOBaTb 3anyCcku MporpaMM M NoAakmdeHusa drel-HakonuTenen Apyrux BHELUHWX
ycTponcTs no USB.

B aTtom pasgene

YnpaBneHue 3anyckoM nporpamm M3 Kaspersky SECUNitYy CENLEN ........ccoviiiiieieee e e 225

YnpaBneHue nogknio4eHmeM yCTPoUCTB N3 Kaspersky Security CENTEN .........cciiii i 244

YnpaBneHune 3anyckom nporpamm m3 Kaspersky
Security Center

Bbl MoXeTe 3anpelyatb MNM paspellaTb 3amnyck MporpamMm Ha BCeX cepBepax B CETU opraHusaumu, hopmupys
eVHble CNUCKM NpaBuil KOHTPOSS 3anycka nporpamm Ha ctopoHe Kaspersky Security Center ans rpynn cepeepos.

B aTtom pasgene

WNcnonb3oBaHue npodunsa npu HacTponke 3agayn KoHTponb 3anycka nporpamm B nonutuke Kaspersky

SECUILY CBINLEN ...ttt s 225
HacTtpoiika napameTpoB 3aaa4m KOHTPOMb 38MYCKA MPOTPAMM ........uvveiireeiiiiiirrreeereeesaasnrnneeesesssasnnrnneresesssaannnns 226
O KOHTPOIE MAKETOB YCTAHOBKM ......vveeeiitieeeeiuteeeesssteeaesastaeeesastasassassasasasstesaesantssaesastasasaassesasasssanaessssseeessnsseeesssens 231
HacTpoika KOHTPOJS MAKETOB YCTAHOBKM .......eeeiutrereesuteereesteeeeesasseeaesasssesesassseeesassseeesassseeesassseeesassseeesassseeessnsseees 233
BkntoyeHVe pexxmMa Pa3pELUEHNE MO YMOTTUAHMEO .....ciuuueeeiiereeesautteeesansteeesasteeesastenesasteeesssssseessnssseessnsseesssnsees 236
dopMumpoBaHMe NpaBun KOHTPOISA 3anycka nporpamm Ans Bcen cetn yepes Kaspersky Security Center ......... 237

Ucnonb3oBaHue npocpunnsa npm HacTpouke 3agayum KoHTposnb 3anycka
nporpamm B nonutuke Kaspersky Security Center

MpaBuna KOHTpONsl 3anycka MporpamMm, HAacTPOEHHbIE B MOMUTUKE, NMPUMMEHSIIOTCS KO BCEM cepBepaM rpynmbl
agMUHUCTpUpoBaHus. Ecnu B ogHy rpynny aAMUHUCTPUPOBaHMS [J06aBrneHbl CepBepbl pasHbiX  TUMOB,
AN KOHTPOSsi 3arnycka NporpaMM Ha Kaxgom M3 HUX MOryT notpeboBaTbCs MHAMBUAYANbHbIE CMUCKM NpaBwirl.
Onsa Toro 4tobbl pasrpaHUYUTbL NPUMEHEHWE MONUTUKU K CEpBEpPaM BHYTPWU OZHOWM rpynnbl agMUHUCTPUPOBAHMS,
MOXHO MCNOMb30BaTh MPoghuIu noSUMUKU.

PekomeHOyeTcs NPUMEHSATb NPOUNM  MOMUTUKX  ANS HACTPOWMKM  NpaBuIT  KOHTPONS  3arnycka nporpaMm
Ha cepBepax pasHblX TUMOB BHYTPW OOHOM rpynnbl aAMUHUCTPUPOBAHUSA, YpaBnsaeMoi eauHoOW NONUTUKON. 3To
nossonseT ONTUMU3NPOBAaTL 3aLLMTY CepBepa, Tak kak 3afaHHble npaBuna KOHTPONMPYIOT 3amnycku TOSbKO Tex
nporpaMm, KoTopble XapakTepHb! ANA 4aHHOMo TUna cepeepa.

Mpodunm NONUTUKM NPUMEHSIIOTCS K cepBepam rpynnbl agMUHUCTPUPOBAHUS B COOTBETCTBMU C HA3HAYEHHbIMU
ANs HUX meaamu. Bbl MOXeTe HacTpouTb NPOdUb NONITUKM AN BCEX CEPBEPOB IPYMMbl, UMEIOLLMX OOLLMIA Ter.
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MogpobHas uHpopMauuss o Terax W nNpounax MONMUTUKK, a Takke WHCTPYKUMM no paboTe C HUMM
cogepxatca B Cripaske Kaspersky Security Center.

»  Umobbi npumeHUMb npoghusib nonumuku e 3adaye KoHmMporsb 3arnycka rnpospamMm, 8bInosiHume
cnedyrouwue delicmaus:

1. B pepee KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpomncTBa. Pa3BepHute rpynny agMUHUCTPUPOBAHWS, AN KOTOPOM XOTUTE HACTPOUTb MPUMEHEHMne
npodunen NonUTUKN.

2. HasHaubTe Term p[nga kaxgoro cepBepa, BXogdulero Brpynny aaMMHUCTPUPOBaHUA, B COOTBETCTBUU
C TUNoMm cepsepa. [ns aToro BbINOMAHUTE cnepywouine OencTBus:

e B naHenu pesynbTtaToB BbIGpaHHOW rpynnbl aAMUHUCTPUPOBAHMSA OTKPOWTE 3aknaaky YcTpomncTsa u
BblbepuTe cepsep, AONA KOTOPOro XoTuTe HasHauuTb Tern. B okHe CBomctBa: <Ums cepsepa>
BbIBpaHHOro cepsepa BbibepuTe pasgen Tern n cchopmupynte cnncok Teros. Haxkmute Ha kHomnky OK.

3. Cospavite npodunb NONUTUKAN W HACTPOWTE €ro MpUMEeHeHue Ans 3aWwuTbl CEPBEPOB BHYTPW Pynmbl
agMUHUCTPUPOBaHUS. [Ina 3TOro BbINOMHWUTE crneaylolme AeNCTBUS:

e B naHenu pesynbTatoB BbIbpaHHOW rpynnbl aAMUHUCTPUPOBAHUA OTKpowTe 3aknagky Monutukm u
BblIbepuTe NOMNUTUKY, ANs KOTOPOW XOTUTE HACTPOWUTb MpuMeHeHue npodwnen. B okHe CBoncTtBa:
<AmMa nonuTuMkn> BbIBpaHHOW nonuTUkn oTkpouTe pasgen [lMpodwnu nonMuTUKM 1 HaxmuTe
Ha kHonky [lo6aBuTb, 4TOObLI co3gaTtb HoBbIM npodunb. OTkpoetca okHO CsonctBa: <Uwms
npoduna>. BoinonHute cnegyowme 4eNCTBUS:

a. B pasgene MpaBuna akTuBaumMm HacTpoiiTe 06NacTb NPUMEHEHUS NPOUNIA U YKaXKUTe YCroBUs,
Npu KOTOpbIX NPodUIb ByaeT akTMBMPOBaH.

b. B pasgene KoHTponb 3anycka nporpamM HacTpolTe CNWCKU MpaBUi KOHTPOMs 3anycka
nporpamMmm Ansa pegaktupyemoro npoduns.

c. Haxmute Ha kHonky OK.
4. B okHe CBoncTBa: <UMA NONMUTUKN> HAXMUTE Ha KHONKy OK.

HacTtpoeHHbI npodunb 6yaeT npMMeHeH B NonuTuke Ans 3agadv KoHTpornb 3anycka nporpamMm.

HacTtpoika napameTpoB 3agaum KoHTponb 3anycka nporpamMmm

Bbl MOXeTe M3MeHATb 3HayeHusl napameTpoB 3agadu KoHTponb 3anycka nporpamm, 3afaHHbIX Mo YMOMYaHuio
(cm. Tabnmuy Huxe).

Tabnuua 40. lMapamempsi 3a0aqyu KoHmposb 3arycka rnpozpamMm o yMosa4aHuro
MapameTp 3Ha4yeHue Mo yMos4aHuo Onucahne
Pexum paboThl 3a- TonbKko ctatucTuka. 3agaya Bbl MoxeTe BblbpaTh pexxuM AKTUBHbIN
[auu dukcupyeTt cobbITUsi GIIOKMPOBKU U ONs 3almMTbl cepBepa nocre Toro, kak bygeT
3anycka nporpaMmm B COOTBETCTBUU chopMrpoBaH OKOHYaTEMNbHbIV CUCOK Npa-
C 3aZlaHHbIMU NpaBunamMu BUN.

B XXypHalne BbINOJIHEHUA 3a4aui.
dakTnyeckas 6J'IOKI/IpOBKa 3anycka
nporpamMmm He BbINMOJTHAETCA.
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MapameTp

3Ha4yeHue Mo yMoJs4YaHUo

OnucaHue

YnpaBneHue npa-
BUnNamu

3ameHunTb npasunamMmum NOJINTUKN
JIOKasribHble npaBuna.

Bbl MoxeTe BbIGpaTh pexumM COBMECTHOIo
NPYMEHEHNS NpaBwr, 3agaHHbIX B MONIUTUKE,
1 NpaBun Ha NoKanbHOM KOMMbIOTEpE.

O6bnactb NnpumMmeHe-
HUA NpaBun

3apava KOHTponupyeT 3anyck uc-
nonHsieMblx oarnoB, CKPUNTOB U
MSI-nakeTos.

Bbl MOXeTe ykasblBaTb TUMbl hannos, 3anyck
KOTOpbIX ByAeT KOHTPONMpoOBaTLCS Npasu-
namw.

Ucnonb3oBaHue [aHHble o penyTaummn nporpamm Bbl MOXeTe ncnonb3oBaTb AaHHbIE

KSN B KSN He ncnonb3sytoTcs. 0 penytauun nporpamm B KSN npu pabote
3agaym KoHTpornb 3anycka nporpamm.

ABTOMaTNYECKM He npumeHseTcs. Bbl MOXeTe paspellaTb pacnpocTpaHeHume

paspelwsaTb pac- NporpaMmMHOro obecneyeHnsi C MOMOLLbHO

npocTpaHeHue YKa3aHHbIX B HACTPOMKax NakeToB YCTAHOBKM

AnA nporpaMmm
nakeToB U3 CNMUCKa

1 nporpamMmm. Mo ymonyaHuio paspeLLeHo
TONbKO pacnpocTpaHeHne nporpamm
¢ nomowbto Windows Installer.

PaspelueHune pac-
npocTpaHeHusi
nporpamMm yepes
Windows Installer

MpumensieTcs.

Bbl MOXeTe paspeLmnTb yCTaHOBKY unmn ob-
HoBneHue noboro nporpammHoro obecneye-
HWS, eCnn onepauum BbIMONHAIOTCSA Yepes
Windows Installer.

3anpeTuTb 3anyck Ko-
MaHAHbIX MHTepnpe-
TaTopoB 6e3 KOMaHp
K UCMOJIHEHUIO

He npumeHseTcs.

Bbl MmoxeTe 3anpewaTb 3anyCck KOMaHOHbIX
NHTEpPNnpeTaTopoB 0e3 ucnonHsemMbIx KomaHz,.

3anyck 3agauum

[NepBbIf 3anyck He onpeaeneH.

3apava KoHTponb 3anycka nporpamm

He 3anyckaeTcsl aBTOMaTUYECKM Npu cTapTe
Kaspersky Security 10.1.1 ana Windows
Server. Bbl MOXeTe 3anycTuTb 3agavy Bpyu-
HYIO UMW HACTPOUTL 3anyck 3agadn

no pacnucaHuio.

» 4Umobkl Hacmpoume napamempsl 3ad0aqu KoHmposis 3anycka npozgpamm, ebinosiHuUme
cnedyrouwjue delicmeusi:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTpoucTBa 1 Bblbepute rpynny agMMHUCTPUPOBAHWS, Arsl CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTH
napamMeTpbl NporpamMmei.

2. B naHenu

pesynbTaToB

BblIGpaHHON

n3 criefyoLmx encTBum:

rpynnbi

aAMUHUCTpUpoBaHuUA BbIMOJTHUTE OAHO

e YT106bl HAacTpouTb NapamMeTpbl NporpamMmmbl ANd rpynnbl CEPBEpOB, BbibepuTe 3aknagky Monutukm u
oTkpownTe okHO CBouncTBa: <Umsa nonutukn> (cMm. pasgen "Hacrporika nonutnkn" Ha cTp. 101).

e YroOHI

HaCTpOUTb

napameTpbl Mporpammbi

ana otaenbHOro cepsepa,

Bbl6epl/ITe 3akKnagky

YcTpouncTtBa 1 oTkpoinTe okHO MapameTpbl nporpammbl (CM. pasgen "Hactporika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).
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Ecnu ycTtponcteo paboTtaeTt nog ynpaeneHmem aktvBHow nonutukn Kaspersky Security Center n
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha U3MEeHeHWe napamMeTpoB MporpamMmMmbl, 3TWU NapameTpbl
HeOOCTYNHbI ANS U3MeHeHusi B okHe MapameTpbl nporpamMmmei.

3. B pasgene KoHTponb akTUBHOCTM Ha cepBepax HaxmuTe Ha kHonky HacTtporika B 6rnoke KoHTponb
3anycka nporpamm.

OTkpoeTcst okHO KoHTponb 3anycka nporpamm.
4. Ha 3aknagke O6wume B 6rioke Pexxum paboTbl HacTporTe crneayolmne napaMmeTpbi:
e B packpbiBatowemcs cnvcke Pexum paboTbl BhibepuTe pexxum paboTbl 3agayun.

B packpbiBatoLLeMcsi CNUCKE Bbl MOXETE BbIOPATb OAMH U3 CrieAyoLWMX PEXMMOB paboTbl
3apaun KoHTponb 3anycka nporpaMm:

e AkTuMBHbIN. Kaspersky Security 10.1.1 ans Windows Server KOHTponuMpyeT 3anyck
nporpaMm C NoMOLLbIO 3a4aHHbIX MpaBuI.

e Tonbko ctatuctuka. Kaspersky Security 10.1.1 gnaWindows  Server
He KOHTPONMPYeT 3anyck MporpaMM C NMOMOLLbI 3adaHHbiX MpaBwusl, a TOJbKO
dUKCMpYyeT B KypHane BbIMOMHEHMSA 3agadvy MHoOpMauuilo O 3anyckax nporpamm.
3anyck Bcex nporpamm paspelleH. Bbl MoxeTe wcnonb3oBaTtb 3TOT  PEXUM
Anst OpMMPOBaHUS CNMCKa MpaBWil  KOHTPOMsl 3arnycka MNporpaMM Ha OCHOBe
MHdOopMaLMK, 3aperMcTpUpPOBaHHOW B XXypHane BbINOMIHEHUS 3a4auu.

Mo ymonyaHuio 3agava KoHTponb 3amycka nporpaMm  3anyckaeTca B pexume
Tonbko cTaTUCTHKA.

e  CHumute nnu yctaHoBute cnaxok MoBTOpATL AeNCTBUA, BbINONHEHHble ¢ paityioMm nNpu NnepBoM
3anycke, Npy Bcex Nnocneayowmx 3anyckax.

dnaxok BKMHOYAET MIK BbIKMOYaeT KOHTPOSb NMOBTOPHOMO 3anycka nporpaMm Ha OCHOBe
3anucen Kela o npeueaeHTax.

Ecnu dpnaxok ycraHoBneH, Kaspersky Security 10.1.1 gna Windows Server 3anpewaet
Unn paspeluaeT BbINOMHEHWE MOBTOPHO 3anyLieHHOW NporpaMmbl Ha OCHOBE peLueHus,
KoTopoe OblNIo MPUHATO NpV NepBOM 3anycke MporpaMmbl 3agadyen KOHTpOnsA 3anycka
nporpamm. Hanpumep, ecnu nepebii 3anyck nporpaMmMbl Obil paspelleH npasunamu
KOHTpOMs 3anycka nporpamm, 3anucb 06 3ToM cobblTuM CcoOXpaHseTca B Kewe, WU
MOBTOPHbIA 3amyck 3ToW nporpammbl 6yget paspeweH 6e3 NOBTOPHOM MNpPOBEPKU
Ha Hanuume paspeLuarroLmx npasun.

Ecnn dnaxok cHat, Kaspersky Security 10.1.1 gna Windows Server nposepsieT
nporpamMmy npwv Kaxxgow nomnbITke ee 3anycka.

Mo ymonyaHuio onaxok yCTaHOBIMEH.

e CHumute unmM yctaHoBuTe cnaxok 3anpeTUTb 3anyCck MWHTEpPNpeTaToOpoB  KOMaHA
npu OTCYTCTBUU KOMAHA,

Ecnu dnaxok yctaHosneH, Kaspersky Security 10.1.1 ana Windows Server 3anpeLiaet
3anyck WHTepnpeTatopa KOMAaHOHOW CTPOKM, [[aXe ecnv 3anyck uHTepnpeTaropa
paspelleH. 3anyck KOMaHOHOM  CTPOKM  ©e3 KomMaHg  paspeluaeTcs  TONbKO
npw BbINOMHEHUN 0BOUX YCMOBWIA:

e 3anyck uHTepnpeTaTopa KOMaHAHOW CTPOKU paspeLleH.
e BbinonHaemas komaHga paspeLueHa.

Ecnu dnaxok cHaTt, Kaspersky Security 10.1.1 ana Windows Server yunTbiBaeT TOMNbKO

KOHmpOﬂb aKmugHoCcmu Ha cepeepax
228



KASPER{KY3

paspellaloline npasBvna Ang 3anycka KOMaHOHOW CTpoKW. 3anyck GnokupyeTcs, ecnu
He NPUMEHEHO paspeLuaroLlee NpaBuIio, UM BbINOMHAEMbIN NPOLECC He MMeeT cTaTyca
poBepeHHoro B KSN. Ecnu paspelarowiee npaBuno nNpMMEHEHO, WK y npolecca ecTb
cratyc poepeHHoro B KSN, 3anyck komaHOHOM CTPOKM paspeLlaeTcsl Kak C KOMaHaow,
Tak u 6e3 Hee.

Kaspersky Security 10.1.1 ans Windows Server paboTtaeT
CO crneayLwmMm UHTepNpeTaTopamm:

e cmd.exe;

e powershell.exe;
e python.exe;

e perl.exe.

5. B 6noke MpaBuna HacTpoiiTe napaMeTpbl NPUMEHEHWSI NpaBuI;

a. Haxmute «kHonky Cnucok npaBun, 4To6bl [06aBMTL paspeluarolwimMe npasBuiia  KOHTPOns
3anycka 3agau.

Kaspersky Security 10.1.1 gns Windows Server He pacnosHaeT MyTb, BKIHOYAKOLWUN HAKITOHHYHO
yepTy "/". Vicnonb3yrite 06paTHYO HakmnoHHyo YyepTy "\", 4ToObl NpaBUNbLHO BBECTU NyThb.

b. Bbibepute pexvum npumeHeHus npasus:
e 3amMeHMTb NpaBMNaMu NOSIUTUKN NOKanbHbIE NpaBuna.

MNporpaMma npUMMEHsieT CMMCOK MpaBwuil, 3agaHHbld B NONUTUKE, AONS LEHTPanvM30BaHHOIO
KOHTpONsi 3anycka nporpamm Ha rpynne KomnbioTepoB. PopmMupoBaHue, pedakTMpoBaHWE WU
NpUMeHeHVe NoKarnbHbIX CMUCKOB NPaBUi HEAOCTYMHO.

e [o6aBuUTb npasuna NOJINTUKM K NOKanbHbIM NpaBunam.

MporpamMma MNpUMEHSIET CNWCOK MNpaBuil, 3adaHHbIA B NONUTUKE, COBMECTHO C NOKarbHbIMU
cnuckamu npaewn. Bbl MOXeTe pefakTUpoBaTb NoKanbHble CMUCKU MpaBWUM C NOMOLLLIO 3ajay
aBTOMAaTU4YeCcKoro hopMMPOBaHKS NPaBU KOHTPOISA 3anycka nporpamm.

Mo ymonuanuio Kaspersky Security 10.1.1 ana Windows Server npumeHsieT gBa CTaHOapTHbIX
npaeBuna, KOTOpble paspellawT 3anyck ckpuntoB, MSI-nakeToB 1 annoB 3anycka
no ceptudukary.

6. B 6noke ObnacTb NpMMeHeHUA NpaBun 3ajante cneayowmne napameTpbl:
¢ Wcnonb3oBaTb NpaBuna Ansi UCNOMNHAEMbIX ¢ainos.
dnaxok BKMoYaeT / BbIKIOYAET KOHTPOIb 3anycka UCMONHSAEeMbIX aiinoB nporpamm.

Ecnun dnaxok yctaHoBneH, Kaspersky Security 10.1.1 gna Windows Server paspeluaet
UIn 3anpeLyaeT 3anyck UCMOMHSEMbIX 0alnoB NPOrpaMm ¢ NOMOLLBbIO 3aaHHbIX NpaBun,
B NapamMeTpax KOTopbIX yKka3aHa obnacTtb npumeHeHus VcnonHsemble dannebi.

Ecnu cnaxok cHat, Kaspersky Security 10.1.1 gna Windows Server He KOHTponuvpyeT
3anycK UCMNonHsemblix annoB nporpaMM C MOMOLLLIO 3adaHHbIX MpaBun. 3anyck
UCNONHAEMbIX PannoB NPorpaMm paspeLleH.

Mo ymonyaHuio onaxok yCTaHOBMEH.

KOHmpOﬂb aKmugHoCcmu Ha cepeepax
229



KASPER{KY3

e KoHTponupoBathb 3arpy3ky DLL-mogynen.
driaok BKIMOYAET/BbIKMIOYAET KOHTPONb 3arpy3ku DLL-mogynen.

Ecnu dnaxok yctaHosneH, Kaspersky Security 10.1.1 gna Windows Server paspeluaet
unun 3anpewaet 3arpysky DLL-mogynen ¢ nomMoLbio 3afaHHbIX NpaBui, B napameTpax
KOTOpbIX Yka3aHa obnacTb npumeHeHus "cnonHsiemble annbi”.

Ecnn dnaxok cHat, Kaspersky Security 10.1.1 gna Windows Server He KOHTponvpyeT
3arpysky DLL-mopynen C NomoLb0 3aaHHbIX npaswu. 3arpyska
DLL-mogynewn paspelueHa.

dnaxok  OOCTyneH, ecnuM  ycTaHoBneH  cnaxok  Mcnomb3oBatb  npaBuna
AN NCNONHAEMbIX halinos.

Mo ymonyaHuio raxkok CHAT.

KoHTponb 3arpysku DLL-mogynem MOXeT BNUATH Ha NPOM3BOAUTENBLHOCTL
onepaumoHHON CUCTEMBbI.

e Wcnonb3oBaTb NnpaBuiia gns CKPMNTOB M nakeToB MSI.
dnaxok BKMOYAET UMK BbIKIIOYAET KOHTPOMb 3anycka CKpMnToB 1 naketoB MSI.

Ecnun dnaxok yctaHoBneH, Kaspersky Security 10.1.1 ans Windows Server paspeluaeT
UNn 3anpellaeT 3anyck CKpUnToB M nakeTtoB MSI c nomowblo 3adaHHbIX MNpaBwn,
B MapamMeTpax KoTopbiX ykasaHa obractb npumeHeHns CkpunTtbl U nakeTbl MSI.

Ecnn dnaxok cHat, Kaspersky Security 10.1.1 gna Windows Server He KOHTponuvpyeT
3anyck ckpunToB M naketoB MSI ¢ nomolybio 3agaHHbIX MpaBur. 3anyck CKpUMNTOB U
naketoB MSI paspeLueH.

Mo ymon4aHmio pnaxok yCTaHOBIIEH.
7. B 6noke Ucnonb3oBaHne KSN HacTponTe cnegyolwme napameTpbl 3anycka nporpaMmm:
e He pa3spewartb 3anyck nporpamMmm, HeaoBepeHHbIX B KSN.

®naxok BKMOYAET UMM BbIKIOYAET KOHTPOIb 3anycka NporpaMmmM COrnacHoO Ux penyTtaumm
B KSN.

Ecnu dpnaxok ycraHoBneH, Kaspersky Security 10.1.1 gna Windows Server 3anpewaet
3anyck nporpamm, UMerLmx crtatyc HegosepeHHbIXx B KSN. pu aTtom paspelsatowine
npaBuna KOHTPOMs 3anycka nporpaMm, Nog KoTopble noanagarT HedoBepeHHble B KSN
nporpammel, He cpabaTtbiBaloT. YcTaHOBKa naxka obecneumBaeT AOMOSHUTENbHYIO
3alUMTy OT BPEOOHOCHbIX MPOrpamMm.

Ecnn cnaxok cHat, Kaspersky Security 10.1.1 gna Windows Server He yuuTbiBaeT
penyTauuio HegoBepeHHbIXx B KSN nmporpamm n paspeluaeT unu 3anpeliaet ux 3anyck
B COOTBETCTBMM C NpaBunamu, nog KOTopble NognagatT nporpammel.

Mo ymonyaHuio oraxokK CHAT.
e PaspewaTtb 3anyck nporpamMmm, goBepeHHbIX B KSN.

dnaxok BKIOYaET UMK BbIKITHOYAET KOHTPOSb 3anycka NporpamMmm COrfacHo nx penyraumm
B KSN.

Ecnu dnaxok yctaHosneH, Kaspersky Security 10.1.1 ana Windows Server paspeluaet
3anyck nporpamMm, MMeKLWUX cTatyc noBepeHHbix B KSN. [lMpu atom 3anpelyatouine
npaeuna KOHTPONs 3arnycka nporpamm, rnog KoTopble nognagatT AoBepeHHbie B KSN
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nporpaMmmbl, UMET OOMblIMIA MPUOPUTET: €CnvM nporpamma Mpu3HaHa [OBEPEHHON
cnyxb6amn KSN, HO 3anpelleHa npaBuriaMm KOHTPOMS 3anycka nporpamm, 3anyck Takow
nporpaMmmbl 6ygeT 3abnoknpoBaH.

Ecnn cnaxok cHart, Kaspersky Security 10.1.1 gna Windows Server He yuuTbiBaeT
penyTaumio goBepeHHbix B KSN nporpamm u paspeluaetr unu 3anpewjaeT ux 3anyck
B COOTBETCTBMM C NpaBuiiamu, nog KOTopble NognagatT Nporpammel.

Mo ymon4aHmio piakok CHAT.

e [lonb3oBatenn u / wnu rpynnbl NOMb30BaTenen, KOTOPbIM paspeLleH 3anyck [AOBEPEHHbIX
B KSN nporpamm.

8. Ha 3aknagke KoHTponb nakeToB YCTAHOBKM HAacTpPOMTE napameTpbl KOHTPOMS MakeTOB YCTaHOBKU
(cm. pasgen "HacTporika KOHTPONs NakeToB YCTaHOBKN" Ha CTp. 233).

9. Ha 3aknagke YnpaBneHue 3agayen HacTponTe napameTpbl 3anycka 3agadu no pacnucaHuo (CM. pasgen
"HacTporka napameTpoB pacnucaHuns 3anycka 3agay” Ha cTp. 133).

10. B okHe MapameTpbl 3aga4um HaxxmuTe Ha kHonky OK.

Kaspersky Security 10.1.1 gna Windows Server HemeaneHHO NPUMEHUT HOBble 3HA4YeHUs1 NapamMeTpoB
B BbINOJHsIIOLLENCS 3agade. [laHHble 0 BpeMEeHN U3MEHEHUS MapaMeTpoB, a Takke 3Ha4YeHnsl NapamMmeTpoB 40 U1
nocrie ux M3aMeHeHus 6ygyT coxpaHeHbl B XXypHare BbIMONHEHUSA 3a4ayun.

O KoHTpore nakeToB yCTaHOBKU

dopmMMpoBaHNE MpaBuIl KOHTPOSSI 3anycka NporpamMm MOXET 3HauYUTeNbHO YCMOXHATLCH, ecnu Bam TpebyeTcs
y4MTbIBaTb pacnpocTpaHeHue nporpaMMHoro obecneyeHunst Ha 3almaemMoM cepeepe. Hanpumep, Ans cepeepos,
Ha KOTOpbIX BbINOMHAETCA NepuMoaMyeckoe aBTOMaTU4Yeckoe OOHOBMEHWE YCTAHOBMEHHbIX nporpamMm. B atom
cnyyae TpebyeTca OOHOBNATH CMMCKM paspeLlarolimx npaBuil  Mpu KaxaoM OOGHOBMEHUU NPOrpPaMMHOro
obecneyeHus, 4To6bl B NapameTpax 3agaqm KoHTponb 3anycka nporpaMmm y4uTbiBanmucb 3anycku HOBbIX (Daisos,
CO34aHHbIX B NpoLecce 06HOBMNEHMs. [N ynpoLeHUsi KOHTPONs 3anycka ainoB B CLEHapUsiX pacnpocTpaHeHu st
nporpamMmmHoOro oGecrneveHnss Bbl MOXETE UCMONb30BaTb COOTBETCTBYHOLWMIA MoAyrb B 3agadve KoHTponb 3anycka
nporpamm.

lMakem ycmaroeku (Oanee Takke "makeT") npeAacTtaBnseT cobow nporpaMMy, ycTaHaBrMBaeMyk Ha cepBepe.
B kaxxgom nakeTe CoOepKUTCS Kak MUHMMYM OdHa nNporpaMma, a Takke MOryT coaepXaTbCs OTAeNbHble halrnbl,
0BHOBMEHNs N OTAENbHbIE KOMaHAbl, B YACTHOCTM, KOrAa BbINOMHAETCH YCTaHOBKa NporpaMMbl Uiy OGHOBIEHNS.

Moaoyne KoHTponb MakeToB YCTAHOBKW peanu3oBaH B BWAE [OOMOMHUTENbHOrO  CNmucKa  UCKINIOYEHUN.
Mpu pobaBneHnM nakeToB B 3TOT CMNUCOK NporpaMMa paspellaeT pacnakoBKy [OOBEpPEHHbIX MakeToB W
aBTOMAaTUYECKMI 3anyck nporpaMMHoro obecneyeHusi, CO34aHHOTO W W3MEHEHHOro [JOBEpPEHHbIM MaKeToM.
M3BneyeHHble (hannbl MOryT HacregoBaTb NPU3HAK AOBEPEHHOCTU OT OCHOBHOMO nakeTa ycTaHoBKW. OCHOBHOU
rnakem ycmaHO8KU — 9TO nakeT, A00aBneHHbIN B CMIMCOK UCKIOYEHUA KOHTPOMs MakeTOB YCTAHOBKU WM CTaBLUWMA
[OBEPEHHLIM NaKeToM.

Kaspersky Security 10.1.1 gna Windows Server KOHTPOSMPYeT TOSMbKO MOSIHbIM LUK pacrnpocTpaHeHns
nporpammHoro obecneveHus. [porpamma He CMOXET KOppeKkTHO obpaboTaTb 3anycku hannos, U3MEeHEHHbIX
JOBEpPEeHHbIM NMakeToM, eCnu Mpu NepBoM 3anycke Takoro naketa KOHTponb NakeToB YCTAHOBKU BbIKMIOYEH
NN He yCTaHOBMEH KOMNOHEHT KOHTPOrb 3anycka nporpamm.
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KoHTponb nakeToB YCTaHOBKM HEBO3MOXEH, €crnv B HacTpoikax 3agadu KoHTponb 3anycka nporpaMm
He ycTaHoBneH (naxok Mcnonb3oBaTb NpaBuna Ans UCNOSHAeMbIX (ainos.

KeLu KOHTpOns NakeToB YCTaHOBKM

Kaspersky Security 10.1.1 pgna Windows Server onpegensieT cBs3b Mexay dannamu, Cco3gaHHbIMU
npW pacnpocTpaHeHUN NPorpaMMHOro obecneyeHnsi, U OOBEPEHHbIMM MakeTamMyn C MOMOLLBbI OUHAMUYECKOrO
OPMMNPOBaHUA Kewa KOHMPOJIsi akemos ycmaHoeKu (Oanee "Kew pacnpocTpaHeHus"). [py nepBom 3anycke
posepeHHoro naketa Kaspersky Security 10.1.1 gnga Windows Server obHapyxuBaeT Bce (painbl, CO34aHHble
npu pacnpocTpaHeHUN nporpammMHoro obecneyeHns C MOMOLLBH 3TOr0 MakeTa, U COXPaHAET WMX KOHTPOIibHble
CYMMbl U MOSHbIE MYTW B Kele pacnpocTpaHeHus. B ganbHenwem 3anyckn Bcex hannoB, COXPaHEHHbIX B Kelle
pacnpocTpaHeHus, paspeLLalTCcs aBTOMaTNYECKN.

Bbl He MOXeTe npocmaTpuBaTtb, OYULLATb, a TaKKe BPYYHYIO W3MEHSATb Kel pacnpoCTpaHeHus 4epes
nonb3oBartenbckuin MHTepdenc. Kaspersky Security 10.1.1 ana Windows Server caMocTosaTeNbHO HanonHseT ero,
a Takke KOHTPONMpPYeT ero akTyarnbHOCTb.

Bbl MoOXeTe 3aKCnmopTUpoBaThb Kell pacrnpoCTpaHeHwWsi B KOHUrypaumoHHeln cann (B oopmate XML), a Takke
oYMLLaTb KeLl pacnpoCcTpaHeHMs C MOMOLLBI0 KOMaHA KOMaHOHON CTPOKM.

» Umobhki akcriopmupogame Kel pacrpocmpaHeHuUsi 8 KOHuaypauyUuoHHbIU ¢halisi, 8bInoiHUmMe
KoMaHOAy:

kavshell appcontrol /config /savetofile:<full path> /sdc

» 4Umobbi NoIHOCMbB oHUCMUMb KeW pacrpocmpaHeHUs, 8bInoIHUMe KoOMaHOy:

kavshell appcontrol /config /clearsdc

Kaspersky Security 10.1.1 gna Windows Server o6HOBNSIeT Kell pacnpocTpaHeHus pa3 B cyTku. Ecnn 3HadeHune
MOMHOrO NYTW MMM KOHTPOSbHOW CyMMbl paHee paspelueHHOro damnna M3MeHeHbl, nporpaMMa yaanseTt 3anucb
0 TakoM ¢panine u3 Kkewwa pacnpoctpaHeHus. [Npyu akTMBHOM pexunmMe paboTbl 3agadm KoHTponb 3anycka nporpamm,
AanbHenwne 3anycku Takoro dpavna dyayT 3abnokMpoBaHsbl.

O6paboTka n3BrneyeHHbIX dannos

[Mpr3Hak JoBepeHHOCTM ANns Bcex hanros, U3BMEYEHHbIX U3 JOBEPEHHOrO nakeTa, HacnegyeTcs npy nepBoMm
3anycke naketa. Ecnv Bbl CHUMeTe (hriaXXoK nocrie nepBoro 3anycka, HacrnegoBaHue npusHaka CoxXpaHuUTcs
AN BCEX WU3BMEYEHHbIX M3 3TOro naketa ¢amnnoB. YTobObl OTMEHUTb MCXOOHOE HacrnedoBaHWE MnpusHaka
M3BMiEYEHHbIMM  parnamu, HYKHO OYUCTUTb Kell pacnpocTpaHeHns W CHATb drnaxok Paspewatb
MUCNOJIHEHUE BCeW Lernoyke ¢pannoB, U3BIEYEHHbIX W3 3TOrO NMakeTa yCTaHOBKW Neper CreayroLlimm
3anyckoM I0BEPEHHOro naketa yCTaHOBKM.

MN3BneyeHHble halrnbl U NakeTbl, CO3AaHHbIE OCHOBHbLIM OBEPEHHbLIM NAKETOM YCTaHOBKW, HacreaytoT Npu3Hak
[IOBEPEHHOCTU, MOCKOMbKY WX KOHTPOMbHbIE CyMMbl [06aBNAOTCA B KEW pacnpoCTpaHeHWsl, Korga nakeT
YCTAHOBKM W3 CMINCKA MCKIMIOYEHWUIA OTKPbIBAETCS B MNepBbIi pa3. Takum obpa3om, cam MakeT YCTaHOBKM U BCe
M3BMEYEHHbIE W3 HEro pannbl SBMSTCS [AOBEPEHHbIMKU. 1o yMonyaHuio, Ans npu3Haka OOBEPEHHOCTU HeT
OrpaHUYeHUt Ha YpPOBEHb BIIOXXEHHOCTMU.

an3HaK AOBEPEHHOCTU N3BJ1I€4YEHHbIX (baVIHOB COXpaHAEeTCA U nocne nepesarpysku OﬂepaLl,VIOHHOVI CUCTEMBbI.
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O6paboTtka ¢pbanmnoB HacTpavBaeTca B napameTtpax KoHTpona nakeTtoB ycTaHoBkuM (cM. pasgen "Hactpowika
KoHTponsa nakeToB ycTaHOBKM" Ha CTp. 233) c nomMowpkio drnaxka PaspewaTb ucnonHeHue BcCen LEno4ke
c¢hannoB, u3BneYeHHbIX U3 ITOro NaKketTa yCTaHOBKU.

Ecnn naket test.msi, cogepXalwum HECKONbKO NakeToB W nporpaMM, AoOaBrneH B CMWCOK WCKIOYEHWUA WU
yCTaHoBneH naxokK, TO BCe NakeTbl U NporpamMmmbl, cogepxalyuecs B nakete test.msi, MOXXHO pacnakoBaTb unu
3anycTutb, [faxe ecnu OHW codepXaT Apyrme BrOXeHHble dannbl. 3To cobniogaetcs  And Bcex
YPOBHEW BNOXEHHOCTMW.

Ecnn naket test.msi goGaBneH B CNMCOK MCKMOYEHWA, a ¢naxok Paspewarb UCNONHEeHUe BCen Lenoudke
c¢hannoB, U3BNEYEHHbLIX W3 3TOrO MakKeTa YCTAaHOBKM He YCTaHOBMEH, NporpaMmma npuceBamBaeT nNpusHak
OOBEPEHHOCTU TONbKO MNakeTaMm W UCNOMNHAeMbIM dannam, M3BMNEeYEeHHbIM HEenocpeacTBEHHO W3 OCHOBHOMO
JOBEPEHHOro nakeTa (TOMbKO MEPBOro YPOBHS BMOXEHHOCTM). KOHTpOMbHblE CyMMbl 3TUX (PanfoB XpaHSTCS
B Kelle pacnpocTpaHeHusi. Bce dhaninbl BTOPOro M criefylolmx YpOBHEW BIIOXEHHOCTU GIOKMPYIOTCH COrfnacHo
NpVHLMNY 3anpeTta no yMONYaHuio.

B3avMopencTeme ¢ OCHOBHbLIM CMIMCKOM MpaBuIt KOHTPOs 3anycka nporpamm

Cnuncok AOBEpPEHHbIX NakeToB MNOACUCTEMBbI KOHTpOﬂFI NakeToB YCTAaHOBKU — 3TO CMUNCOK WCKMIOYEHUIA, KOTOprVI
OOMOJTHAET, HO HE 3aMEHSIET OCHOBHOW CMNCOK npaBus1 KOHTPOJ1A 3anyCcka nporpamMm.

3anpeLyatoLLre npaBuna KOHTPOMS 3anycka NporpaMm UMET abCoMOTHLIN NPUOPUTET: pacnakoBka OBEPEHHOTO
nakeTa Unu 3anyck co3aaHHbIX U U3MEHEHHbIX UM chaiinoB GyayT 3aGroKMpoBaHbl, ecrnu Takue nakeTbl U daiins
noAnagaloT nog 3anpeLyatoLme npasuna KOHTPOns 3anycka nporpamm.

WckntoveHns KoHTPONs NakeToB YCTAHOBKM YYUTLIBAKOTCA M AN JOBEPEHHbIX NakeToB, W AN CO3OaHHbIX U
M3MEHEHHBIX UMW hainoB, ecnu Ans Takux NakeToB U (aiyioB OTCYTCTBYIOT NpaBuiia B OCHOBHOM CMUCKe NpaBun
KOHTPOIS 3amnycka nporpamm.

Vicnonb3oBaHne KSN-3aknoyeHun

HepoBepeHHble KSN-3akntoueHnss nMmetoT 6onblumMii npuopuTeT, Yem ucknoyeHre KoHTpomns nakeToB YCTaHOBKU:
pacrnakoBKa [OOBEPEHHOr0 MakeTa YCTaAHOBKM WM 3anyck CO34aHHbIX WM M3MEHEHHbIX WM dannos 6yayT
3abnokMpoBaHbl, ecnu Ans Taknx annos Nony4eHo HegoBepeHHoe 3akntoyeHne ot KSN.

Hactpouka KoHTpona nakeTtoB yCTaHOBKU
» 4Umobbl 0obasumb dosepeHHbIl nakem ycmaHOo8KU, 8bInoIHUMe credyruue delicmeus:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTponcTBa 1 Bbibepute rpynny agMUHUCTPUMPOBAHWS, Afsl CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pesynbTaTtoB BblIGpaHHON rpynnbi aaMUHUCTPMPOBaHUSA BbIMOJTHUTE ogHo
13 cnegyowmnx AencTBui:

e YT106bl HAacTpouTb NapaMeTpbl NporpamMmmbl ANd rpynnbl CEPBEpPOB, BbibepuTe 3aknagky Monutukm u
oTkpownTe okHO CBouncTBa: <Umsa nonuTukn> (cMm. pasgen "Hactporika nonutnkn" Ha cTp. 101).

e Ur0oBblI HacTpouTb napameTpbl MporpaMMbl  ANs OTAENbHOrO cepBepa, Bblbepute 3aknagky
YcTpouncTBa 1 oTkponte okHO MapameTpbl nporpammbl (CM. pasgen "Hactporika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).
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Ecnn yctponcTtBo paboTaeT nog ynpasneHnem aktuBHon nonutukn Kaspersky Security Center u
B 9TOW MONUTUKE HaroXeH 3anpeT Ha U3MEHEeHVME MnapaMeTpPOB MporpamMmbl, 3TU napameTpbl
HeOOCTYMNHbI AN n3MeHeHus B okHe MapameTpbl NporpaMmmbi.

3. B pasgene KoHTponb akTMUBHOCTU Ha cepBepax Haxmute Ha kHornky Hactpomka B 6noke KoHTponb
3anycka nporpamMm.

OTkpoeTcsi okHo KoHTponb 3anycka nporpamm.

4. Ha BbiGpaHHOM 3aknagke ycTtaHoOBUTE Grnaxok ABTOMaTU4YeCKM paspellatb pacnpocTpaHeHue
yKa3aHHbIX NporpaMm U nNakeTtoB YCTaHOBKM.

dnaXkok BKMHOYaET WM BbIKMOYaeT BO3MOXHOCTb aBTOMaTU4YECKOro  Cco3haHust
WCKMIOYEHNI NS BCEX q)aVIﬂOB, 3anyweHHbIX C MOMOLLbI YKa3aHHbIX B CMMUCKE nporpamMmmv
N NakeToB YCTaHOBKW.

Ecnn cnaxok ycTaHOBMEH, nporpaMMa asBTOMaTUYecku paspeluaeT 3anyck dainos,
3anyLlEeHHbIX C MOMOLLIbIO AOBEPEHHbIX NaKeTOB YCTaHOBKM. CMMCOK MporpaMm 1 nakeTos
ANsl YCTaHOBKU, paspeLLeHHbIX K 3amnycKy, OCTYMNeH AN peaakTUpoBaHus.

Ecnn (b]'la)KOK CHAT, nNporpamMmmMma He nNpuMeHAeT yKa3aHHble B CMNCKe UCKITIYEeHUA.

Mo ymonyaHuio rakok CHAT.

Bbl mOxeTe ycTaHOBUTL (briaxkok ABTOMaTMYECKU pa3peluaTb pacnpocTpaHEeHUe C NOMOLLbIO
yKa3aHHbIX NPOrpaMm 1 NakeToB YCTAaHOBKM, €Cnn YCTaHOBIeH dnaxok Mcnonb3oBaTb npaBuna
Ansa ucnonHsaemMbix dpanmnos B NnapameTpax 3agayn KoHTpornb 3anycka nporpamm.

5. Ecnu Tpebyetcs, cHumuTe naxok Bcerga paspewartb pacnpocTpaHeHue MnporpaMm C NOMOLUbH
yctaHoBLlWuMKa Windows.

dnaxok BKMAWYaET WM BbIKMIOYAET BO3MOXHOCTb aBTOMaTUYECKOro Co3aaHus
UCKINIOYeHU Ang Bcex harnrnos, 3anyLleHHbIX ¢ NOMOLbI0 ycTaHoBLWMKa Windows.

Ecnn naxok ycTtaHoBreH, nporpamma Bcerga paspelwaet 3arnyck  awnnos,
YCTaHOBMEHHbIX C MOMOLLLI ycTaHoBLmKka Windows.

Ecnu cnaxok cHAT, ncnonb3oBaHwe yctaHoBlwMka Windows ang sanycka nporpammbl
He ABnsieTcsa KpUTepuem Ans paspeLleHus Takon NporpaMmmel.

Mo ymon4aHmio pnaxok yCTaHOBIIEH.

dnaxok HeOoCTyNeH AN pedaKTUPOBaHWUsA, €Cnu CHAT draxok ABTOMaTU4YeCKU
paspewaTb  pacnpocTpaHeHue C MOMOWbI0  YyKasaHHbIX MporpamMMm W
nakeTOB YCTaHOBKM.

dnaxok Bcerga paspewartb pacnpocTpaHeHue nporpaMmm ¢ nomolbto yctaHoBwuka Windows
pekoMeHAyeTCA CHMMaTb TOMbKO B Criydae KpanHen HeobxoammocTu. OTKNOYeHue 3TOW (PyHKUUK
MOXeT npuBeCcTU K npobrnemam npu oOHOBNEHUN aNnoB oOnepauuMoHHOW CUCTEMbI, a Takke
OnoKMpoBaHMIo 3anycka annoB, U3BMEYEHHbIX U3 NakeTa yCTaHOBKMU.

6. Ecnu TpebyeTtcs, yctaHoBUTe (onaxok Becerga paspeliatb pacnpocTpaHeHue nporpamm yepes SCCM
C nomolbio (hOHOBOW MHTENNeKTYyanbHOWN cnyX6bl nepegayun.

dnaxok BKMOYAET UMM BbIKMOYAET aBTOMaTUYECKoe paspeLleHne pacrnpoCTpaHeHus
nporpaMMHoro obecneyeHus C NMOMOLLbI0 peLueHus System Center
Configuration Manager.
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Ecnn cnaxok ycrtaHoBneH, Kaspersky Security 10.1.1 agna Windows Server
aBTOMaTU4Yeckn paspeluaeT pasBepTbiBaHne Microsoft Windows c ncnonb3oBaHnem
System Center Configuration Manager. [lMporpamma paspelwaeT pacnpocTpaHeHue
nporpamMmHoro obecneyvyeHns TOMbKO C MOMOLLBIO CyX6bl (POHOBOW MHTENNEKTyanbHOW
nepegaym gaHHbIx (Background Intelligent Transfer Service).

Cuctema KOHTPONMpYeT 3anyck 06bEeKTOB CO CNEAYIOLMMY PacLUMPEHUSIMU;

e exe;
e msi.

Mo ymon4aHuio piakok CHAT.

MporpaMmMa KOHTPONMPYET LMK pacnpocTpaHeHnst NporpaMMHOro obecneyveHnst oT 4OCTaBKU NakeTa
Ha cepBep [0 cdakTta ycTaHOBKM/OBHOBNEHMs. [lporpamma He KOHTponMpyeT npoLecchl, ecnu
KaKoW-TO M3 3TanoB pacnpocTpaHeHus Obin BbINOMHEH 4O YCTAHOBKM CUCTEMbI Ha cepBepe.

7. UYT06bl OTPEenakTMpoBaTh CMMCOK JOBEPEHHbIX MAKETOB YCTAaHOBKM, HXXMUTE Ha KHOMKY M3MeHUTb cnucok
NakeTOB U B PACKPbIBLLIEMCSI MEHIO BbIGEPUTE OAUH U3 AOCTYMHbBIX CNOCOBOB:

[No6aBUTbL OAUH BPYYHYIO.
a. Haxmute Ha kHonky O630p 1 BbIBepuTe MCNonHaeMbIv dhavin UM NakeT yCTaHOBKM.
Bnok Kputepun goBepeHHOCTM aBTOMATUYECKM 3aNOMHUTCS AaHHbIMU O BblOpaHHOM dhanne.

b. YcraHoBuTe wunu cHumuTe naxok PaspewaTb ucnonHeHWe Bcen Lenouvke ¢annos,
MU3BJI€YEHHbIX U3 3TOrO NakKeTa YCTaHOBKM.

c. BbibepuTe oaMH M3 OBYX [OCTYMHbIX BapuaHTOB KPUTEPUEB [OBEPEHHOCTM, OCHOBBLIBASICb
Ha KOTOpbIX dhain unu nakeT ycTaHOBKM ByaeT cunTaTbCs AOBEPEHHBIM:

e Wcnonb3oBatb uncdpoBomn ceptTudmkar.

Ecnun BbiGpaH 3TOT BapuaHT, TO B napaMeTpax hopMMpyeMblX paspeLuarolimnx npasus
KOHTpOMNs  3anycka nporpaMM B KayecTBe kpuTepusi cpabaTbiBaHUs npaBuna
ykasblBaeTcs Hanuune uudpoBoro cepTudurkaTa. B ganbHeiiwem nporpamma 6yget
paspellaTb 3anyck nporpaMM C NMOMOLIb baiinoB, Yy KOTOpbIX €CTb LMdpOoBON
ceptudukaT. ITOT BapuMaHT PEKOMEHAYETCS, €CNU Bbl XOTUTE paspeLuaTh 3anyck Jobbix
nporpamMmm, JOBepPEeHHbIX B orepaLnoHHON cucTemMe.

e Wcnonb3oBaTtb xew SHA256.

Ecnu BbIGpaH 3TOT BapuaHT, TO B napameTpax (GOpPMMPYEMbIX pa3peLuarolmnx npaBui
KOHTpONs  3anycka nporpaMMm B KayecTBe kpuTepus cpabaTbiBaHusi npaBuna
yKa3blBaeTCS 3HAaYEeHNe KOHTPOMNbHOW CyMMbl chalina, Ha OCHOBE KOTOPOro (hopMupyeTcst
npasuno. B gansHenwem nporpamma 6yaeT paspeluaTb 3anyck nporpaMm, 3anyckaeMbix
dharinamu ¢ ykasaHHbIM 3HAYEHNEM KOHTPOIbHOW CYMMBbI.

OTOT BapyaHT pekoMeHAOBaH AN criydaes, Korga oopMmnpoBaHue npasun obs3aTensHo
ansa obecneyeHnss COOTBETCTBUS MaKCUMAIibHOMY YPOBHKO Ge30MacHOCTU: B KayecTBe
YHUKaNbHOrO umaeHTudukaTopa anna MOXET MCMOoNb30BaTbCA KOHTPOSbHAs CymMma
SHA256. Wcnonb3oBaHMe MOMYyYEHHOrO0 3HaYeHWs Xella B KayecTBe KpuTepus
cpabaTtbiBaHUSA NpaBuna cy>kaet 06nacTb NPUMeEHEHNs NpaBuna 4o ogHoro gavna.

[aHHbIN BapuaHT BbIGpaH No yMOn4aHuto.
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e J[lo6aBUTb HECKOJILKO NO xewy.

Bbl MoxeTe BbIOpaTb HeOrpaHWYEHHOE YUCIIO UCMOSMHAEMbIX (PalfioB M NakeToB YCTAHOBKU U
pobaBnTb WX B CNMCOK opgHoBpeMeHHo. Kaspersky Security 10.1.1 gna Windows Server
yunTblBaeT  Xew M paspewaeTr  3anyck  npu obpalweHun  OonepauuoHHOW — CUCTEMb
K yKasaHHbIM hannam.

e WN3meHUTb BbIOPaHHbLIN.

Mcnonb3ynTe aTOT BapmaHT, 4TOObl BbiIOpaTh APYron UCMOMHSAEMbIA (hakn unu nakeT YCTaHOBKW, a
TaKKe U3MEHUTb KPUTEPUM JOBEPEHHOCTH.

e WmnopTupoBaTb U3 TeKCTOBOro chamna.

Bbl MOXeTe MmMnopTMpoBaTh CMMUCOK AOBEPEHHBLIX MAKETOB YCTAHOBKW M3 COXPAHEHHOIo
KOHGMrypaumoHHoro cavina. [nsa pacnosHaBaHua B Kaspersky Security 10.1.1
ana Windows Server daiin JomKeH y40BNETBOPATL Ceaywmm napameTpam:

® VMETb TEKCTOBOE pacLUMpeHue;

e cogepxaTb WH(OPMaUMIO B BMOE CMMCKa CTPOK, Kaxdas W3 KOTOPbIX — AaHHbIe
AN OOQHOro A0BEPEHHOro hanna;

e cogepxaTb CMNCOK, COOTBETCTBYIOLLMIA OOHOMY U3 ABYX (DOPMaTOB:

e <ums danna>:<xew SHA256>;
o <xew SHA256>*<ums canna>.

B okHe OTKpbITb YKaXuUTe KOHUrypaLUOHHbIN haiin co CrMCKOM A0BEePEHHbIX NaKeToB YCTaHOBKMU.

8. Ecnu Bbl X0TUTe yaanuTb paHee A06aBMneHHY NporpaMmy Unn nakeT YCTaHOBKWA U3 CMUCKa [OBEPEHHBIX,
HaXXMUTE Ha KHOMKY YAanuTb NakeT yCTaHOBKW. 3anyck pacnakoBaHHbIX danos 6yaeT paspeLueH.

YTtobbl 3anpeTuTb 3anyCkK U3BJIE4YEHHbIX cba|7|nos, yoanuTte rnporpamMmmy C 3aljmiiaemMoro cepeepa uin
cosgante 3arpeuwjaruiee npasuno B napamMeTpax 3agayvu KOHTpOﬂb 3anycka nporpamm.

9. HaxmuTe Ha kHonky OK.

HaCTpoeHHbIe napamMmeTpbl 3a4a4n 6yp,yT COXpPaHeEHH-I.

Mepexoa B peXxum paspeLieHus N0 YMON4YaHuio

Pexum paspelleHns no ymMonyaHuio paspeLuaeT 3anyck Bcex nporpamMm, ecriv OHM He 3anpeLleHbl npasunamm un
umelT posepeHHbi crtatyc B KSN. Pexum paspeleHus no ymMOn4YaHWi MOXHO BKIOYUTE  C MOMOLLbIO
cneumanbHbIX paspeluarlwmx npasun. Bbl MOXeTe BKIOYUTL PEXMM TOMbKO AN CKPUNTOB UMW  ANS BCex
ncnonHaembix ¢annos.

» Ymobbl 0obasumb npasusio pa3peweHus rno yMon4aHuro, 8birnonHume criedyrouue 0elicmaus:

1. B pepee KoHconu agmunHucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMmble
ycTpoucTBa 1 BblbepuTe rpynny agMUHUCTPUPOBAHWS, Arsl CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTH
napamMeTpbl NporpamMmei.

2. B naHenu pe3ynbLTaTtoB BblOpaHHOWM rpynnel a4MVHUCTPUPOBAHUS BbINOMAHUTE 0JHO
n3 criefyoLmx encTBum:

e YT0ObI HacTpoMTb NapameTpbl NPorpaMMbl NS rpynnbl cepBepoB, BbibepuTe 3aknaaky Monutuku n
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oTKpownTe okHO CBouncTBa: <Uma nonuTukn> (cMm. pasgen "Hacrtporika nonutmnkun" Ha cTp. 101).

e UYr0o6bl HacTpouTb napameTpbl MporpaMMmbl  AnNs OTAENBHOrO cepBepa, Bblbepute 3aknagky
YcTpouncTBa 1 oTkponTe okHO MapameTpbl NporpaMmMmbl (CM. pasgen "Hactpolika nokanbHbiX 3agad
B okHe [NapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu ycTtponcteo paboTtaeTt nog ynpaeneHmem aktmBHow nonutukn Kaspersky Security Center n
B 9TOM MONUTUKE HamnoXeH 3anpeT Ha U3MEeHeHue napamMeTpoB Mporpammbl, 3TW NapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B pasgene KoHTponb akTUBHOCTM Ha cepBepax HaxmuTe Ha kHonky HacTtporika B 6rnoke KoHTponb
3anycka nporpamm.

4. Ha 3aknagke O6wme HaxmunTe Ha KHoMKky Cnucok npaBunn.
OTkpoeTcs okHO MpaBuna KOHTpoOss 3anycka nporpamMm.

5. HaxmuTe Ha kHoMNKy [lo6aBUTb 1 B KOHTEKCTHOM MEHHO KHOMKM BbibepuTe [lo6aBUTL 0AHO NpaBuIo.
OTtkpoeTcs okHo MapameTpbl npaBuna.

6. B none HasBaHue BBeguTe HasBaHne npasuna.

7. B packpbiBatoLlemcs cnucke Tun Bbibepute BapvaHT Paspeluatollee.

8. B packpbiBatowemes cnnucke O6nactb NpuMeHeHUs BbibGepuTe TWMN (airnoB, 3anyck KOTopbix Oyaet
KOHTPONUPOBaTL NPaBUmo:

¢ MWcnonHsewmble cdannbl, ecnu Bbl XOTUTE, YTOObLI MPaBWIO KOHTPONMPOBArO 3amnyck WUCMOMHAEMbIX
dannoBs nporpamm.

e Ckpuntbl n naketbl MSI, ecnn Bbl X0TUTE, YTOOLI NMPaBUIIO KOHTPOMUPOBANO 3anyck CKPUMNTOB U
naketos MSI.

9. B 6noke Kputepui cpabaTtbiBaHusa npaBuna Bbibepute MNMyThb K chavny.
10. Beeaute cneayoLlyto Macky: ?:\
11. B okHe MapameTpbl NpaBuna HaxxMuTe Ha kHonky OK.

Kaspersky Security 10.1.1 ans Windows Server npyMeHsieT pexunmM paspeLleHuns N0 YMOMYaHuio.

O dbopmupoBaHMU NpaBuUIl KOHTPONS 3anycka nporpamm Ans Bceun
cetn yepe3 Kaspersky Security Center

Bbl MOXeTe co3gaBaTbh CMMCKM MpaBuil KOHTPOMsT 3arycka MmporpaMM C NOMOLWbK 3adady u nonutuk Kaspersky
Security Center cpa3y anst Bcex CeEpBepoB ¥ rpymnn CEpBEPOB B CETU OpraHn3aumn. AToT BapuMaHT pekoMeHayeTcs,
€Cnn B CETWM OpraHmsaumm HeT 3TarloHHOW MallMHbl M Bbl He MoXeTe cdopMmpoBaTb OOLWMI CNUCOK MpaBuUn
C MOMOLLBIO0 3a4a4n aBTOMATMYECKOro hOPMUPOBaHUS paspeLlakLux npaBus no nporpaMmmam, yCTaHOBMEHHbIM
Ha TakoW 3TanoHHOW MalluHe.

Mo ymonyaHuio komnoHeHT KoHTponb 3anycka nporpamMm ycTaHaBnMBaeTCs C ABYMs paspeLuatolmmMy npaBunamu:;

e Paspewarowme npasuna  AnNg CKpUNToB U MSI, UMEeLWNX  [OBEPEHHbIN  cepTudmKaT
B OMepaLnoHHON cucteme.

e Paspewarowme npasuna MCMOMNHAEMbIX dannos, MMEIOLLINX OOBEPEHHbIN cepTudukar
B OnepaLnoHHON cUcTeMe.
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Bbl mMoxeTe co3gaBaTb CMMCKM NpaBui KOHTPONS 3anycka nporpamm Ha ctopoHe Kaspersky Security Center
OByms cnocobamu:

e C nomoubto rpynnoBoin 3agayn dopmmpoBaHve NpaBui KOHTPONA 3anycka nporpamMmm.

Mpn ncnone3oBaHMM 3TOrO CLEHapusa rpynnoeas 3agada hopMmmpyeT ANs KaXKOoro cepBepa B CETU CBON
CMMCOK MpaBun KOHTPOMs 3anycka nporpaMMm u coxpaHsieT 3t cnuckm B XML-cbann B ykasaHHOW obLuen
nanke cetu. [lanee Bbl MOXeETe BPYYHYIO MMMOPTMPOBaTb CCHOPMUPOBAHHbLIE CMUCKW MpaBur B 3agaqvy
KoHTponb 3anycka nporpamm B nonuTuke Kaspersky Security Center. Bbl Takke MOXeTe HacTpoOuTb
aBToMaTuyeckoe [obaBneHve COo34aHHbIX MpaBWi B CMMCOK MNpaBuIT KOHTPONS 3amycka MporpaMm
no 3aBepLUEHUN IPYNMNoOBOV 3agayn hopMmpoBaHnsa NpaBuil KOHTPOISA 3anycka NporpaMm.

PekomeHayeTcsi ucnonb3oBaTb 3TOT CLEHApUi, ecnv HeobxoauMmo cdopMMpoBaTb CNWUCKW MNpaBun
KOHTPONS 3anycka nporpamm B KOPOTKMe Cpokun. 3anyck 3agaduv ®opmMyMpoBaHue NpaBun KOHTPONS 3anycka
nporpamm Mo pacnucaHuio pekoMeHAyeTcs HacTpavBaTb TONbKO B TOM clyyae, ecnu obnactb
NPMMEHEHWS paspeLualoLLmMX NpaBun BKNOYaeT nanku, cogepxalume 3asegomo 6esonacHble hanneoi.

Mpy nNpUMeHeHWM MNONMUTUKM KOHTPOMsS 3amnycka nporpaMmm B ceTu ybeamtecb, 4TO AN BCeX
3almLLaeMbiX CEpPBEPOB HACTPOEH OOCTyn K obuien ceteBon nanke. B cniyyae, ecnv npumeHeHue
obwen ceTeBo MNankMm B paboTe KOMMbITEPOB CETU He NpedycMaTpuMBaeTCcs  MOSUTUMKOWN
opraHu3aumm, pekoMeHgyeTcs 3anyckaTb 3ajaqyy aBTOMaTU4EeCKOro oopMMpOBaHNA paspeLlaroLmx
npaBun  KOHTPOSIE  cepBepa  Ha TECTOBOW  rpynne  KOMMbKTEPOB  MAW  Ha 3TarloHHON
MallunHe opraHun3auunn.

e Ha ocHoBe oTtyeTa 0 cob6bITUAX B paboTe 3agaum KoHTponb 3anycka nporpaMMm B pexunme TonbKo
cTaTucTuka, cpopmmpoBaHHoro B Kaspersky Security Center.

Mpu umcnonb3oBaHun aTtoro cueHapusa Kaspersky Security 10.1.1 gns Windows Server He 6nokupyet
3anycku nporpamm, Ho dukcmpyeT B pasgene Cobbitua Kaspersky Security Center Bce 3anycku u
6rOKMPOBKM 3aMyCcKOB NPOrpaMM Ha BCex cepBepax ceTu 3a nepuog paboTbl 3agaynm KoHTponb 3anycka
nporpamm B pexnme Tonbko ctatuctuka. 3atem Kaspersky Security Center cosgaeT Ha ocHoBe XXypHana
BbIMONHEHNS 3a4a4uM eAMHbIN CNCOK coBbITUIN BNOKMPOBaHKS NporpaMm.

BaM Hy)XHO HacTpouTb Nepuo BbINOMHEHUS 3a4a4m Tak, YTOObl 3a yKasaHHbI BPeMEHHOW MPOMEXYTOK
BbIMNOSMHANUCH BCE BO3MOXHbIE CLieHapun paboThl 3allMLlaeMblX CEPBEPOB U rPynn CEPBEPOB U XOTS Obl
oaHa wx nepesarpyska. [danee npuv gob6aBneHvu npaBun B 3agayy KOHTPOMsS 3anycka nporpamMm Bbl
MOXETe MMMNOPTMPOBATb [AaHHblIE O 3anyckax MNporpaMm W3 COXpaHeHHOro carnna otyeTa O COObITUAX
Kaspersky Security Center (B dpopmate TXT) n copmmpoBaTb Ha OCHOBE 3TUX AaHHbIX paspeluaroLine
npasuna KOHTPOM4 3arnycka Takux nporpamm.

PeKomer,yeTcn ncnomnb3oBaTb 3TOT cueHapvu?l, €Clnn CeTb opraHn3auunn BKIoYaeT OonblLUOe KONMMYecTBO
CepBepoOB pasHbIX TUMOB C pasnuMyHbiM HABOPOM YCTaHOBMEHHLIX Nporpamm (CM. pasgen "Mcnonb3oBaHue
npochmns npw HacTpovike 3agadn KoHTponb 3anycka nporpamm B nonutuke Kaspersky Security Center"
Ha cTp. 225).

e Ha ocHoBe cobbiTun o BGnokuMpoBaHMM Nporpamm, Mnony4veHHblx 4Yepe3 Kaspersky Security Center,
©e3 co3gaHus 1 umnopTa KoHUrypaumoHHoro davina.

YT106bI BOCNONBL30BaTLCA AaHHOW BO3MOXHOCTbIO, 3adadya KOHTponb 3anycka mporpaMMm Ha foKanbHOM
KOMMbIOTEPE AOIMKHA HaxoauTbCs Mo ynpasneHveM aktuBHon nonutuku Kaspersky Security Center. Bce
CcoObITVSA Ha NOoKanbHOM KOMMbIOTEPE NpK 3TOM nepegatotcd Ha Cepeep agMUHUCTPUPOBAHNS.

PekomeHOyeTcsl BbINOMHATE OOHOBMIEHWE Cnucka NpaBui NPy U3SMEHEHUWM cocTaBa Mporpamm, YCTaHOBMEHHbIX
Ha cepBepax ceTu (Hanpumep, NpuW ycTaHOBKE OGHOBMEHWI UMM MepeycTaHOBKE OMNepauMoHHON CUCTeMbl).
PekomeHayeTcss ¢popMupoBaTe OGHOBMEHHbIM CMNUCOK MpaBui € NOMOLLbH TpynnoBoi 3agadn dopmupoBaHue
npaBuI KOHTPONSA 3arnycka nporpaMM UM ¢ NOMOLLI0 NONUTUKK KoHTponb 3anycka nporpamMm B pexume Tonbko
CTaTUCTUKA, BbINONHAEMbIX Ha cepBepax TecToBOW [pynnbl  aAMUHUCTpUpoBaHMsA. TecToBas rpynna
aOMUHUCTPMPOBAaHMS BKMOYaET cepBepbl, HeobXoauMble AN NPOBEPOYHOro 3amycka HOBbIX NporpamM nepea ux
YCTaHOBKOWA Ha cepBepbl CeTu.

Konmporns akmusHocmu Ha cepsepax
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Mepen Tem kak gob6aBuTb paspellarolimMe npasuna, BbIbepuTe OAMH M3 AOCTYMHbLIX PEXUMOB MPUMEHEHUS
npasun (cM. pasgen "Hactponka napameTpoB 3agayn KoHTponb 3anycka nporpamm” Ha cTp. 226). B cnncke
npaeun nonutukn Kaspersky Security Center oTobpaxatoTcsa TONbKO Te npaBuna, KOTopble 3adaHbl B 3TOM
NOMNUTMKE, BHE 3aBUCMMOCTWU OT pexuma npumeHeHuss npasun. B cnvcke npaBun nokaneHOro cepsepa
oTobpaxatloTcsa BCe NPUMEHSIOLLMECH NpaBuna - 1 fokanbHble, U 40DaBneHHbIe Yepes MonmTUKy.

B aTtom pasgene

CospaHue paspeluatoLux npasmn Ha ocHoBe cobbiTuin Kaspersky Security Center ..., 239
MmnopT npasun KOHTpons 3anycka NPorpaMM U3 XML-AMIA ......cociiriiieiiiiiie i 240
MmnopT npaBun 13 ganna otyeta Kaspersky Security Center 0 3a6nokMpoBaHHbIX MPOTPAMMAEX .......cceeerennnss 242

Co3aaHue paspelwarowmx npasun us cobbitun Kaspersky Security Center

» 4Ymobbi chopmuposams paspelwarouue rnpasuna Ons rpoepamm ¢ nomowibto onyuu Cozdams
paspelwarowue rnpasuna npozpamm u3 cobbimut Kaspersky Security Center 6 napamempax
rnonumuku KoHmMporsib 3arycka rpozpamMm, 8bifnofHume credyrouwue delicmeus:

1. B KoHconun aAMUHNCTPUPOBaHNS Kaspersky Security Center pasBepHuUTe y3en
YnpaBnsiemblie ycTpoicTBa.

2. Pa3BepHuTe rpynny agMUHUCTPUPOBAHUS, MapamMeTpbl MOMUTUKM KOTOPOW Bbl XOTUTE HaCTPOUTb U
BblIbepUTE B NaHenu pe3ynbTaTtoB 3aknagky MonuTuku.

3. B KOHTEKCTHOM MEHI0 NOSUTUKKU, NapameTpbl KOTOPOW Bbl XOTUTE HACTPOUTbL, BbIGepUTe NyHKT CBOMCTBA.
OTkpoeTcs okHo CBoncTBa: <UMA NONUTUKK>.

4. B pasgene KoHTponb aKTUBHOCTM Ha cepBepax HaxmuTe Ha kHonky Hactpowka B 6noke KoHTponb
3anycka nporpamm.

5. Ha 3aknagke O6wme HaxxmuTe Ha KHONKY Cnucok npaBun.
OTtkpoeTca okHo MpaBuna KOHTPOA 3anycka NnporpaMmm.

6. Haxmwute kHonky [lo6aBUTb U B KOHTEKCTHOM MEHIO KHOMKWU BbibepuTe NyHKT Co3paTb paspeluarolime
npaBuna nporpamm n3 co6biTui Kaspersky Security Center.

7. Bbl6epl/ITe npuHUUN nobaBneHus npaBui K CNUCKY yXXe 3alaHHbIX nNpaBuil KOHTPOJIA 3anyCka nporpamMmm:

e [lo6GaBuTb nNpaBuna K CyLIECTBYIOLWMM, €CnM Bbl XOTWUTE, 4TOObI MMNoOpTUpyemble npaBuna
OOMNOMHANM CMMCOK CyllecTBylOWMX npaswun. lNpaBuna c ogvHaKkoBbIMWM MapaMeTpamu AyonupyoT
Apyr Apyra.

e 3aMeHUTb cyluecTByIOLWME NpaBuna, ecnyM Bbl XOTUTE, YTOObI MMNOPTUpPyeMble npaBuna
[06aBnsanNUcL BMECTO CYLLECTBYIOLMX NpaBus.

e O6begvMHUTL NpaBusia C CYLECTBYKOLMMU, €CNM Bbl XOTUTE, YTOObI UMMOPTUMPYEMblE NpaBwuna
OOMOMHANM  CMMCOK  CyllecTBywlWMX npasun. [lpaBuna ¢ aybnupylowmymy  napaMmeTpamu
He pobaBnstoTcs; ecnu XoTs 6bl OAMH NapamMeTp NpaBuna yHVKaneH, npasuno gobasnseTcs.

OTkpoeTcst OkHO POopMUMpPOBaHMe NPaBUI KOHTPOJSIA 3anycka NporpamMm.

Konmporns akmusHocmu Ha cepsepax
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8. HactpownTte cnegyouime napameTpbl 3anpoca:
e Appec CepBepa agMUHUCTPUPOBAHUA
e [Mopt
e [lonb3oBatenb
e [Maponb
9. BbibepuTte TMbI COOLITUIA, KOTOPbIE AOIMKHBI CTaTb OCHOBOM ANSA 3a4a4y hOPMUPOBaHUS:
e Pexum TonbKo cTaTUCTMKA: 3anyCK NPOrpamMmMbl 3anpeLueH.
e 3anyck nporpamMmbl 3anpeLyeH.

10. BuibepuTe  nepuoa w3 packpblBalowlerocs  cnucka — 3anpawmBaTb  COObITUSA,  CO3AaHHbIe
B TeueHue nepuoja.

11. HaxmwnTe Ha kHonky Co3paTb npaBuna.
12. HaxmuTte kHonky CoxpaHuTb B OkHe lpaBuna KOHTpOA 3anycka nporpamMm.

Cnucok npasun B nonutuke KoHTponb 3anycka nporpamMm OydeT [OMNOMHEH HOBLIMU MpaBuiamu,
chopMMpOBaHHBEIMM  Ha OCHOBE [daHHbIX CUCTEMbl CepBepa, Ha KOTOpoM ycTaHoBreHa KoHconb
agMunHucTpupoBaHus Kaspersky Security Center.

Ecnn cnvcok npaBmn KOHTPOSIA 3anycka nporpaMmm yxe 3agaH B nonutuke, Kaspersky Security 10.1.1
ona Windows Server go6asut BblOpaHHble npaBuna r3 cobbITU BGRIOKMPOBAHMS K YK€ 3adaHHbIM
npasunam. lNpaBuna c NOBTOPSAKOLWMMCSA Xelem He 000aBnsTCs, Tak Kak Bce npaBuna B CNUCKe
OOIMXKHbI 6bITb YHUKaNbHBIMU.

UMnopT npaBun KOHTponsA 3anycka nporpamm u3 cdanna cpopmata XML

Bbl MoxeTe wumnopTupoBaTb OT4YeTbl, COPMUPOBAHHLIE MO pe3ynbTaTaMm BbINOMHEHUS TPYNNOBOW 3adaudu
dopmmnpoBaHme Npasun KOHTPONS 3anycka nporpamm, 1 NPUMEHNTL UX B Ka4ECTBE CNUCKa paspeLuarowmnx npasun
B HacTpavMBaemon NonuTuke.

Mo 3aBeplueHMM rpPYynNnoBOM 3adaynm aBTOMATMYECKOTO (hOPMMPOBAHUA paspellarolmx npaBun nporpamma
3KCNopTMpYeT Co3haHHbIe paspeluatrome npasuna B avnbl popmata XML B ykaszaHHyto obLLy0 ceTeBylo narnky.
Kaxgbin ¢pain co cnuckom npaBui CO34aeTcsl Ha OCHOBE aHanu3a 3anycka (avnoB U nporpaMMm Ha Kaxzaom
oTOoenbHOM cepBepe ceTu opraHu3aumn. CnnckM copepXkaTt paspellarowme npasuna Angd 3anycka ¢annos u
nporpaMM, TWUM KOTOPbIX COOTBETCTBYET MNapameTpam, YyKaszaHHbIM B rpynrnoBOM 3ajavv aBTOMaTUYECKOro
dopMMpoBaHus NpaBusl.

Mpouenypa HacTpoVikM napameTpoB YHKUMOHamMbHbIX KoMnoHeHToB Kaspersky Security 10.1.1
ana Windows Server B Kaspersky Security Center aHanorndHa npoueaype HacTpOWKM 3TUX KOMMOHEHTOB
B KoHconun nporpamMmbl. VIHCTpyKUMKM NO HAcTpomMKe mapamMeTpoB 3agay U yHKuMM nporpammbl B KoHconm
Kaspersky Security 10.1.1 gna Windows Server cofepxaTtcsi B COOTBETCTBYIOLLMX pasfenax Pykogsodcmea
nonb3oeamerns Kaspersky Security 10.1.1 dns Windows Server.

KOHmpOﬂb aKmugHoCcmu Ha cepeepax
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» UYmobblI 3adamb pa3pewarowjue npasura 3arnycka rpoepamm Orsi 2pyrrbl cepeepos Ha OCHO8e
asmomamuy4ecKu cghopMuUpO8aHHO20 CriuCKa pa3pelwarouux rnpasursl, 8biMoHume
crnedyrouwjue deticmeusi:

1.

Ha 3aknagke 3agauu B naHenu ynpaBneHUsl HacTpavBaeMOW rpynnbl CEPBEPOB CO3[anTe rpynroByko
3agavy PopmmnpoBaHme NpaBui KOHTPOIS 3amnycka nporpamMm unu BeibepuTe y)ke CO34aHHyo 3agaqy.

B cBoncrtBax cosgaHHOM rpynnoBor 3agaun dopMmMpoBaHME MpaBMn KOHTPONSA 3amnycka nporpaMm unu
B MacTepe Co3daHus 3agadyn HacTponTe cneayowme napameTpbl:

e B pasgene YBegomneHue HacTponTe napameTpbl COXpaHeHUsi OT4YEeTa BbIMOMHEHUS 3a4auMn.

MogpobBHas mHopmaums O HacTpoKrKke napaMeTpoB B 3TOM pasfgene coaepxutcsa B Cripaske
Kaspersky Security Center.

B pasgene HacTtpomka ykaxuTte Tunbl NporpaMm, 3amycKk KOTOpblX OyaeT paspelleH Co3gaHHbIMU
npasunamu. Takke Bbl MOXETe W3MEHATb COCTaB Manok, 3amyck nporpamm W3 KOTopbix OByaet
paspelueH: ucknovaTb 13 obnacTn SeAcTBMSA 3adadun nanku, ykasaHHble No ymonyaHuio, n obaenaTb
HOBblE Nanky BPYYHYHO.

e B 6noke MapameTpbl ykaxute OENCTBMA 3aJayu BO BpEMS €€ BbIMOSIHEHUSA U MO ee 3aBepLUEHUMN.
YKaxuTe KpuUTepui, Ha OCHoBe KoToporo 6yayT cdopmupoBaHbl NpaBuna, u ums carna, B KOTOpbIN
OyayT SKCNOPTMPOBaHbI 3TU NpaBuna.

e B 6noke PacnucaHue HacTpoliTe NapaMeTpbl 3anycka 3agaqu no pacrmcaHuio.

e B pasgene YuetHas 3anucb yKkaxuTe y4YeTHYIO 3anmCb NONb30OBaTens, € npasamu Kotopow byget
BbINOMHATLCA 3a4ava.

(] B Onoke WcknrouyeHuss 13 obnactu [eACTBUSA 3apaum 3ajanite rpynnbl  cepBepoB, KOTOpPbIe
Tpe6yeTc;| NCKNIOYNTL U3 obnactu oencTBus 3agadun.

Kaspersky Security 10.1.1 gnsa Windows Server He OyaeT cosgaBaTb paspeluarollne npasuna
no nporpammam, 3anyckaembiM Ha UCKMOYEHHbIX CepBepax.

Ha 3aknagke 3agauu B naHenu ynpaBneHUst HAcTpavBaeMoOW rpynnbl CEPBEPOB B CMUCKE rPYMMoBbIX
3afay BbiGepuTe co3aaHHyo 3a4ady aBTOMaTMYECKoro (oOPMUPOBAHUS pa3peLlatoLLnx NpaBusi U HaXMUTe
KHOMKy 3anycTuTb s 3anycka 3agaudu.

Mo 3aBeplweHWn 3agayv aBTOMATMYECKM CHOPMMPOBAHHbIE CMUCKW paspelualwmx npasun O6yayTt
COXpaHeHbl B yka3aHHoOW obLuern ceTeBon nanke B hannax opmara XML.

[Mpn NpYMEHeHUM NONUTUKM KOHTPOMsS 3anycka nporpamMm B ceTu ybeamtecb, 4TO AN BCeX
3alMLaeMbliX CEPBEPOB HACTPOEH AoCTyn K obuwien ceTeBow narnke. B cnyyae, ecnu npumeHeHue
obwen ceteBorm nanku B paboTe KOMMbLIOTEPOB CETU HE NpedycMaTpyMBaeTCa  MNOJSIUTMKON
opraHu3aumm, pekoMeHgyeTcs 3anyckaTb 3ajadyy aBTOMaTU4eCcKoro oopMmMpoOBaHNA paspeLlaroLmx
npaBuWi  KOHTPOSIA  cepBepa  Ha TECTOBOW  rpynne  KOMMbKTEPOB UMW Ha 3TarloHHOW
MallVHe opraHu3aumu.

Nob6aBbTe choOpMUpPOBAHHLIE CMUCKU paspeluarwmnx npaeun B 3agavy KoHTponb 3anycka nporpamMm.
Ons aToro B cBOMCTBax HacTpauBaeMol MONMUTMKU B napaMeTpax 3afjayu KoHTpomnb 3anycka nporpamm
BbIMNOMHUTE CrieayoLimne 4eACTBUS:

a. Ha saknagke O6Wwme Haxxmute Ha KHOMKY Cnucok npasun.

KOHmpOﬂb aKmugHoCcmu Ha cepeepax
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OTkpoeTcsi okHo MpaBuna KOHTPOns 3anycka Nporpamm.

b. Haxmute Ha kHomky [o6aBUTb M B OTKPbIBLUEMCS Cnucke BblbepuTe MNyHKT WUmnopTupoBaTtb
npaBuna u3 ¢ganna popmara XML.

c. Bbibepute npuHuMn gobaBneHna aBToMaTUHECKM CCOOPMUPOBAHHBIX paspeLuaroLlmx npaBun K CNUCKY
yXKe 3a4aHHbIX NpaBui KOHTPONA 3anycka Nporpamm:

e [oGaBuTb NpaBuna K CyLWecTBYWLIUM, €CfiM Bbl XOTUTE, 4ToDBbl MMMOPTUpPyeMble npaBuna
AOMOJHSANM CNUCOK CyLLecTByOWMX npasun. MNpaeuna ¢ ogMHaKkoBbIMW NapameTpamu gyonvpyroT

npyr Apyra.

e 3ameHMTb cyllecTByHOLME NpaBuna, ecnu Bbl XOTUTE, YTOOblI MMMNOPTMPYyEMble NpaBwuna
[06aBnNANMCb BMECTO CYLLECTBYHIOLLMX NPaBuI.

e O6GbeauHUTb NpaBuna C CyLWeCTBYIOLWMUMU, ECNIN Bbl XOTUTE, YTOObLI MMNOPTMPYEMbIE NpaBuna
JOMOMHSAMM  CMUCOK  cywlecTByloWmMX npaswun. [paBuna c gyonupylowmmm napametpamu
He nobaBnsioTCs; ecny xoTs 6bl 0AMH NapamMeTp NpasBuna yHUKaneH, npasuno gobaenseTcs.

d. B oTkpbiBweMcsa cTaHgapTHom okHe Windows BbiGepute dannbl dopmaTta XML, cosgaHHble
no 3aBepLUEeHNM rpynnoBor 3agayn GopMmMpoBaHUe NpaBuI KOHTPOSS 3anycka nporpamm.

e. Haxwmute HakHonky OK BokHe [lpaBuna KoHTpons 3anycka nporpaMmM U B OKHe
MapameTpbl 3apaun.

5. Ecnn Bbl xoTuTE NPUMEHATb CO34aHHble MNpaBuiia And KOHTPOJiA 3anycCka nporpamm, B CBOMCTBax
NOJINTUKN KOHTpOJ’Ib 3anycka nporpamm Bbl6epI/ITe peXum BbINOJIHEHNA 3a0a4n AKTUBHbIN.

Paspelwatowe npaeuna, aBToMaTMyecku COPMUPOBAHHbIE HA OCHOBE 3amnyCcKoB 3a4ady  Ha KaXaom
oTOenbHOM cepBepe, OyaoyT npuMeHeHbl AN BCEX CEepBEpOB B CETU, AnNs KOTOPbIX MNPUMeEHsieTcst
HacTpanBaemasi nonuTuka. [na aTux cepeepoB nporpamma GyaeT paspellaTtb 3anycku TOSIbKO TeX Mporpamm,
AnNsl KOTOPbIX CO3AaHbl paspeluaroLine npasuna.

MmnopT npaBun u3s dpanna oryeta Kaspersky Security Center o 3a6nokMpoBaHHbIX
3anyckax nporpamm

Bbl MoxeTe mMnopTupoBaTb AaHHble O 3abNOKMPOBaHHBLIX 3anyckax nporpaMmM K3 oTyeTa, CHOPMUMPOBAHHOIO
B Kaspersky Security Center no pesynbTtaTam BbINOMHeHUs 3agadm KoHTpomnb 3anycka nporpamm B pexume
TonbKo cTaTUCTUKA, U MPUMEHWUTb 3TU AaHHble AN hOPMUPOBAHWUS CMUCKa paspelualrowmnx npaBun 3anycka
nporpamm B HacTpavBaeMoW NOMUTUKeE.

Mpy opMMpoBaHUM OTYETa O COBLITUAX, BO3HMKAKOLWMX B XOAE BbIMOMNHEHUS 3adadn KoHTponb 3anycka
nporpamm, Bbl MOXETe OTCNeAnTb, 3amnyck Kakux nporpamm 6yaet 6rnokMpoBaThbes.

Mpn umnopTe M3 oTYeTa AaHHbIX O 3abNOKMPOBAHHbLIX MporpamMmax B CBOWCTBA MOMUTUKM ybeamTechb, YTo
NPUMEHSIEMbI CMIUCOK COAEPXKUT TOSNbKO TE NPOrpaMMbl, 3anyck KOTOPbIX Bbl XOTUTE paspeLlnTb.
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» UYmobbl 3ad0amb paspewarowjue rnpasuria 3arycka rpoepamm Oris1 2pyrrbl cepeepos Ha OCHO8e
omyema u3 Kaspersky Security Center o 3abr10kupo8aHHbIX rpo2pamMmmax, 8bIrnosHume
crnedyrouwjue deticmeusi:

1. B cBoicTBax NOMMTUKM B napameTpax 3agaun KoHTponb 3anycka nporpamm ycTaHOBUTE pexum paboTbl
TonbKo cTaTucTukKa.

2. B ceoincTtBax nonutukm B pasgene Hactpomnka cobbiTnn ydoeantech, YTo:

Ha saknagke Kputuuyeckue coObiTua ans cobbitvs 3anyck nporpammbl 3anpelleH YCTaHOBIEHO
BpeMsi xpaHeHus cobbiTus, NpeBbIlLatoLLee nnaHupyemoe Bpemsi paboTbl 3agaum B pexvme Tonbko
CTaTUCTUKA (3Ha4eHne no ymonyanuto: 30 gHen).

Ha 3aknagke MpepynpexaeHue ans cobbltnsa Tonbko cmamucmuka: 3arycK rnpogpaMmmbl 3anpeueH
YCTaHOBMEHO BPEMS XpaHeHus CcoObITVsA, npeBbilallee nnaHMpyemoe Bpems paboTbl 3agaym
B pexunme TonbKo cTtaTucTuKa (3HaveHue no ymonyanuio: 30 gHewn).

Mo 3aBepweHun nepuoga, YykasaHHoro Brpade Bpema xpaHeHusi, wH(opmauns
0 permcTpupyembix cobbiTuax OyoeT yganeHa v He nonaget B cdbann otyeta. [Nepen 3anyckom
3apgaun KoHTponb 3anycka nporpamm B pexunme Tonbko cTaTUcTMKa ybeguTechb, YTO BpeMmsi
BbIMOSTHEHWNS 3aa4YN He MpeBbILLAeT YCTAHOBMNEHHOE BPEMSA XPAHEHUS YKa3aHHbIX COObITUN.

Mo 3aBepLUeHMM 3a4aun IKCMOPTUPYNTE 3aperncTpupoBaHHbie cobbiTns B hann dopmata TXT.

Ona atoro BcBoWcTBax 3agaun KoHTponb 3anycka nporpamm passepHute y3en XXypHanbl
M yBe4OMIIeHUA.

Bo BnoxeHHom y3ne CobbITus co3fdaiTe BbIGOPKY COGLITUIA MO XapakTepuctuke 3anpeuieH, YTobbl
MPOCMOTPETb, 3aMnyck Kakux nporpaMmM 6yaeT GrokMpoBaTbCs 3adadveil KOHTPOSA 3anycka nporpamm.

B naHenu pesynbTaTtoB CO34aHHOM BbIOOPKM nepengute Mo CCbifike JKCNOPTUPOBAThL COOLITUA
B c¢hamrn, 4toObl COXpaHUTb OTYET O 3abNOKMPOBaHHbIX yCTponcTBax B dain copmata TXT.

Mepen vMnNopToM U NMpUMeHeHWeM CcOPMMPOBaAHHOIO OTYeTa B NONUTMKE ybeguTecb, YTO OT4yeT
COAEPXUT AaHHble TOMbKO O TEX NpPorpaMMax, 3anyck KOTOPbIX Bbl XOTUTE pas3peLUnThb.

3.
a.
b.
C.
4.

MMHOpTI/IpyIZTe AaHHble O 3a6ﬂOKMpOBaHHbIX 3anyckax nporpamMm B 3agadvy KOHTPOJiA 3anyCka nporpamMm.

[na atoro B cBOMCTBax MNOMAUTUKM B NapameTpax 3agadn KoHTposb 3anycka nporpaMmm BbINOSIHUTE
cnegyoowuve oencTaunsd:

a.

Ha 3aknagke O6wme HaxxmuTe Ha KHONKy Cnucok npasun.
OTkpoeTcs okHo MpaBuna KOHTpoNA 3anycka NpPorpamm.

Haxmute Ha kHonky JJo6aBUTb U B KOHTEKCTHOM MEHI0 KHOMKWU BblbepuTe NMyHKT MMnopTupoBaTtb
OaHHble 0 3a6NO0KMPOBaHHbLIX NporpamMax U3 otdeta Kaspersky Security Center.

Bbibepute npuHuun gobaBneHuWs npaBun U3 CNUCKA, CO34aHHOrO Ha OocHoBe oTyeTa Kaspersky
Security Center, kK cnUCKy y>Xe 3agaHHbIX NpaBuil KOHTPONSA 3amnycka NporpamMm:

e [o6aButb npaseuna K cyuwecTByrOwuM, eclim Bbl XOTUTE, 4YTObbI nMmnopTupyemblie npasuna
O0NONHANN CNMUCOK CYLLeCTBYHLNX npaBurs. I'Ipanma C OAMHaAKOBbIMU NMapamMeTpamMum /:|,y6n|/|pyr0T

Apyr Apyra.

e 3amMeHMUTb cyuwecTByOLline npaBuna, eCiim Bbl XOTUTE, 4YTOObI nMmnopTupyemblie npasuna
nobaBnsinMcb BMECTo CyleCTByLWMNX npaBun.
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e 0O6bLEeAUHUTL NpaBuiia C CYLLECTBYIOWMMMU, ECIM Bbl XOTUTE, YTOBbI MMMOPTUPYEMbIe NpaBuna
JOMOSIHANM  CMUCOK  CyllecTBylowMx npaeun. [paBuna c gyonvpylowmmy  napameTpamu
He no6aBnswTCS; ecrny XoTs Obl OAMH NapamMeTp npaBuna yHUKaneH, npasuno gobasnseTcs.

d. B oTtkpbiBwemcs cTtaHgapTtHoMm okHe Windows Bbibepute hanin dopmata TXT, B koTopbin 6binu
9KCMOPTMPOBaHbI COOLITUA U3 OT4ETa O 3abNOKMPOBAHHBIX 3aMyckax NporpamMm.

e. Haxmute Ha kHonky OK B okHe [NpaBuna KOHTpons 3anycka nporpamm 1 B okHe MapameTpbl 3agaun.

MpaBuna, co3gaHHble Ha ocHoBe oTyeTa Kaspersky Security Center o 3abnokupoBaHHbIX nporpammax, 6yayrt
pobaBneHbl K CNMCKY NpaBuii KOHTPONs 3anycka NnporpaMm.

YnpaBneHue nogkrovYeHnem yctpomcTBs us Kaspersky
Security Center

Bbl MOxeTe 3anpewatb unu paspellatb NOAKMIoYeHne reLw-HakonuTenen n Apyrux 3anoMmHaroLWmMx yCTpOMCTB
KO BCeM cepBepam B ceTu, popMnpys eanHble CNUCKM NpaBuil KOHTPONS cepBepoB Ha cTopoHe Kaspersky Security
Center ansa rpynn cepBepos.

B aTtom pasgene
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O 3apaye KoHTpornb ycTponucTB

Kaspersky Security 10.1.1 gna Windows Server KOHTponvpyeT perncrpauuio U 1UCnonb3oBaHWe 3anoMnHatoLmMX
YCTPONCTB M yCTpoWcTB uTeHuss CD/DVD-gMcKoB B LensX 3awuTbl cepBepa OT yrpo3 6e3onacHocTW, KoTopble
MOTyT BO3HUKHYTb BO Bpems dainoBoro obmeHa c USB-nogkntoyaembiM reLl-HakonuTeneMm WM BHELIHUM
YyCTPOMCTBOM [Apyroro Tuna. 3anomMuHalowee YCTPOWCTBO - 3TO BHELWHee YCTPOMCTBO, NpedHasHayeHHoe
ONA 3anMcn U XpaHeHUs OaHHbIX.

Kaspersky Security 10.1.1 pgna Windows Server KOHTponvpyeT MNOAKMOYEeHMe  Ccrnegylwmux  TUMoBs
BHELLHUX YCTPOWCTB:

e USB-noakntovaemble drieLl-Hakonutenu;
e ycTpouncTtea YteHus CD/DVD-guckos;
e USB-nogkntoyaemMble yCTPONCTBA YTEHUS TMOKUX ONCKOB;

e USB-nogknoyaemble MobunbHble ycTporictBa MTP.
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Kaspersky Security 10.1.1 ana Windows Server coobuwaeTt 060 Bcex yCcTponcTBax, NoAkNoYeHHbIX no USB,
C MOMOLLbI0O COOTBETCTBYHOLLLErO COOLITUS B XXypHane coObITUIA 1 B XXypHarne BbINONHeHUs1 3agavn. OnucaHue
coObITMS BKMOYAET TWUM YCTPOMCTBA M MyTb NoakntodeHuss [lpu 3anycke 3agaym KoHTpomb YCTPOWCTB
Kaspersky Security 10.1.1 ana Windows Server npoBepsieT U NepeyncrnsieT Bce yCTPOMCTBA, NOAKITIOYEHHbIE
no USB. YBegomMmneHus MOXXHO HacTpouTb B Grioke napameTpoB yBegomneHun Kaspersky Security Center.

3apaya KoHTpornb YCTPOMCTB OTCMEXMBAET NOMbITKU NOAKNIOYEHUS BHELLUHUX YCTPOWCTB K 3alluLLaeMOoMy cepBepy
N GrOKMpPYET WX MOAKIMIOYEHNE, €CNN HE HAaXOAMT paspeLlalLmnx Nnpasun Ans aTux ycTponcTs. MNMocne 6nokmpoBku
COeOUHEHUS YCTPOMNCTBO CTAaHOBUTCHA HELOCTYIMHO.

Mporpamma npuceavBaeT KaXKaomy NOAKIYaeMOMY BHELLHEMY YCTPOMCTBY OOMH U3 OBYX CTaTyCOB:

o [logepeHHoe. YCTPONCTBO, OOMEH AaHHBIMW C KOTOPbIM pa3peLleH. [yTb K 3k3emMnnspy Takoro ycTponcraa
noanagaet noag obnacTtb NpUMEeHeHnA XoT4 Obl OQHOro paspellawuiero npasuna.

e HedosepeHHoe. YCTpOMCTBO, OOMEH AaHHbIMWM C KOTOPbIM 3anpeweH. [lyTb K 3K3emMnnsapy Takoro
yCTpOWCTBa He noanazaeT nog obnactb onpefeneHys paspeLlatLmx npasus.

Bbl MOXeTe co3aaTb paspeluaiolime npasuna A8 BHELWHUX YCTPOMCTB, OGMeH AaHHbIMU C KOTOPLIMU Bbl XOTUTE
paspelwnTb, C NoMoLb 3agadu GopMUpPOBaHWE MPaBWUN KOHTPOIMS YCTPOMCTB. Bbl Takke MoxXeTe pacluvpsite
obrnacTb NPUMEHEHUsI yXe CO34aHHbIX paspeluarlmx npasun. Bbl He MoxeTe co3faBaTb paspeLuatoLive
npaBuna Bpy4Hyto.

Kaspersky Security 10.1.1 pgna Windows Server wugeHTUMUMPYET perucTpMpyemMoe B CUCTEME BHeELLHee
YCTPOWCTBO MO 3HAYEHUIO ymu K 3K3emraspy ycmpoltcmea. [lyTb K 9k3emnnspy YCTPOWCTBA SBNSETCS
YHUKarbHbIM NPU3HAKOM ANS KaXA4oro yctponctsa. NHdopmaumnsa o nyTu K 3K3eMnnspy YCTPOWMCTBa COAEPXKUTCS
B CBOMCTBAX BHELLUHEro YCTPOWCTBa B onepauuoHHon cucteme Windows mn onpegensietcs Kaspersky Security
10.1.1 gna Windows Server B MOMEHT CO3aHuns pa3peLlalowmnx npasui aBTOMaTu4ecku.

3apayva KoHTponb YyCTPOMCTB MOXET BhINOSHATLCS B O4HOM U3 ABYX PEXUMOB:

e AxTuMBHBbIA. Kaspersky Security 10.1.1 ansg Windows Server KOHTponvpyeT C MOMOLLbIO nNpaBun
NoAKItoYeHne dneLl-HakonuTenem wn Opyrux BHELWIHWX YCTPOWCTB W 3anpewaet unu paspeluaet
Mcrnonb3oBaHMe BCEX YCTPOWCTB B COOTBETCTBMM C MPUHLMMOM 3anpeTa Mo yMOMYaHWio M 3adaHHbIMU
paspewanowmmn  npasunamun. Mcnonb3oBaHne [OBEPEHHbIX BHELWHWX YCTPOWCTB  paspeLleHo.
Mcnonb3oBaHue HegoBEPEHHbIX BHELLHUX YCTPOWCTB 3anpeLLeHo Mo YMOMYaHuIo.

Ecnm BHellHee YCTPOWCTBO, KOTOPOE Bbl CUMTAEeTe HeAOBEepeHHbIM, ObIfo  MOAKIYEHO
K 3allMLLaeMOMy cepBepy A0 Toro, kak Gbina 3anylleHa 3agadva KoHTponb YCTPOWCTB B aKTUBHOM
pexume, TO 3TO YCTPOWCTBO He BydeT 3abrnokuMpoBaHO nporpamMmon. PekomeHayeTcst OTKMYUTb
HeOOBEPEHHOE YCTPOMCTBO BPYYHYIO WM nNepesarpy3uTb cepBep. B MHOM cnyyae npuHUMN
G10KMPOBaHKA Mo YyMon4aHuto He 6yaeT NPUMEHEH K YyCTPOMCTBY.

e Tonbko cratucTuka. Kaspersky Security 10.1.1 gna Windows Server He KOHTpPONnMpyeT NoAKMyYeHne
donel-HakonuTenen n Apyrmx BHELHUX YCTPOWCTB, @ TOMbKO (OMKCUPYET B XXypHane BbINOMHEHUA 3agayuu
WHopMaLMO O NOAKMIOYEHUAX U PErncTpaumm BHELIHUX YCTPOWCTB Ha 3aluviaeMoM cepBepe, a Takke
0 paspeLuanLLmx npasuniax KOHTPONS YCTPOWUCTB, KOTOPLIM YAOBNETBOPSIOT NOAKMIOYaeMble YCTPONCTBA.
Mcnonb3oBaHWe BCeX BHELLUHMX YCTPONCTB paspeLleHo. STOT PEXUM YCTAHOBMEH NO YMOMYaHUIO.

OTOT pexuMM MOXHO Mcnonb3oBaTb AN POPMMPOBAHUS  NPaBWM  Ha OCHOBE  MHAOopMaLmu,
3aperucTprpoBaHHOW BO BPEMS BbINOSHEHUS 3aau4u.
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O dbopmMupoBaHMU NpaBuIl KOHTPONSA YCTPOMUCTB AN BCeN CeTn Yyepes
Kaspersky Security Center

Bbl MoxeTe co3gaBaTb CMUCKU MpaBMM KOHTPONSA YCTPOMCTB C MOMOLBIO 3adady u nonutuk Kaspersky Security
Center cpasy o5 Bcex CepBepoB 1 rpynn CEPBEPOB B CETU OpraHM3aunu.

Bbol mMoxeTe cosgaBaTb CNUCKM MpaBuIT  KOHTPONS YCTPOWCTB Ha ctopoHe Kaspersky Security Center
cnegyrowmnmm cnocobamu:

e C nomoubto rpynnoBow 3agayn dopmmpoBaHme npasBui KOHTPONSA YCTPONCTB.

Mpn ncnonb3oBaHWMM 3TOrO CLiEHapua rpynnosas 3agada popMmpyeT CNUCKU NpaBun Ha OCHOBE OaHHbIX
CUCTEMbI KaXXOoro cepeepa 060 Bcex Korga-nnbo noaknoYaBLUMXCS dreLl-HaKonUTENaX U 3anoMUHatoLLNX
ycTponcTBax. 3ajada Takke y4yuMTbiBaeT BCE 3arnoOMMHalolMe YCTPOWCTBA, MOAKIOYEHHbIE B MOMEHT
BbINOMTHEHNS TPYNMNoBON 3agayun. o 3aBepLueHnn BbINOMHEHUS rpynnoBon 3agadn, Kaspersky Security
10.1.1 ans Windows Server doopMnpyeT CNMCKM paspeLuatolimx npaBui Ons BCeX 3aperncrpyMpoBaHHbIX
3anoMUHaoLLMX YCTPOWUCTB CETU U COXpaHSeT 3Tu cnuckn B XML-dbann B ykazaHHoM obuiern nanke. Janee
Bbl MOXETE BPYYHYIO UMMNOPTUPOBATb CPOPMUPOBAHHbBIE CMUCKM NpaBusil B CBOMCTBA NonmTukn KoHTponb
YCTPOWUCTB. B oTnmume OT 3agayn Ha fokanbHOM KOMMbIOTEPE, B MOMUTMKE Bbl HE MOXETE HacTpoUTb
aBToMaTuyeckoe gobaBneHne co3gaHHbIX NPaBui B CMIMCOK NPaBuil KOHTPOSS YCTPOWCTB MO 3aBepLUEHUM
rpynnoBon 3agavyv aBTOMaTUYECKOro reHepaLmm paspeLuaroLmnx npasus.

PekomeHayeTcsa ucnonb3oBaTtb 3TOT CLeHapuii Ans dOpMUMPOBaHUS CMMCKa paspeLualolnx npasmn nepeg
nepBbIM 3aMyckoM MONUTUKN KOHTPOIb YCTPOMCTB B peXMME aKTUBHOMO NPUMEHEHMUS NpaBur.

Mpn NPYMEHEHUM MONMUTUKN KOHTPOSS YCTPOWCTB B ceTu ybeamuTech, YTO Ans BCeX 3alumiaembix
CepBepPOB HACTPOEeH AOCTyn K obuien ceTeBon nanke. B cnyyae, ecnv npumeHeHne obLuen ceTeBon
nankn B paboTe KOMMbLIOTEPOB CETU  He npefgycMaTpMBaeTCca  MOMUTUKOW  OpraHmM3aumm,
pekomeHayeTcsi 3anyckaTb 3adays aBTOMaTUYEecKOro OPMUPOBaHUSI paspeLlatolmx npaBun
KOHTPOJS1 cepBepa Ha TeCTOBOW rpynne KOMMbTEPOB UM Ha 3TaroHHOW MalluHe opraHM3auunu.

e Ha ocHoBe oT4yeTa 0 coBbLITUAX B paboTe 3agayn KoHTpornb yCTPOWCTB B pexxume TONMbKO CTaTUCTUKA,
cchopmupoBanHoro B Kaspersky Security Center.

Mpu umcnonb3oBaHunm aToro cueHapusa Kaspersky Security 10.1.1 gns Windows Server He 6nokupyet
NOAKMIOYEHUS 3anoMMUHAKOLLMX YCTPOMCTB, HO oukcupyeT B pasgene CobbiTna Kaspersky Security Center
BCE MOMbITKM MOAKMIOYEHUA U perncTpauum 3anoMMHaKLWUX YCTPOMCTB Ha BCEX KOMMbOTEPaxX CeTu
3a nepuog paboTtbl 3agadn KoHTponb ycTpowcTB B pexuMe Tonbko cTtatucTuka. 3atem Kaspersky
Security Center co3gaeT Ha OCHOBE JXypHana BbIMOMIHEHMSA 3a4avuM  €OVHbIA  CMUCOK  COObITUI
OnokMpoBaHMsA U NOAKMIOYEHUS YCTPONCTB.

Bam HyxHO HacTpouTb Mepuof BbINOMHEHUSA 3adayun Tak, YTOoDObl 3a yKasaHHbIN BPEMEHHOW MPOMEXYTOK
BbIMNOMHWUIUCL BCE MOAKIMIOYEHNS 3anoMUHAalOWMX YyCTponcTB. [anee npw gobaeneHun npasun B 3agady
KOHTPOISI YCTPOWCTB Bbl MOXETE MMMOPTUPOBATb AaHHbIE O MOAKIOYEHUSIX YCTPOMCTB M3 COXPaHEHHOro
danna otyeTa o cobbiTuax Kaspersky Security Center (B ¢popmaTe TXT) n chopmmpoBaTb Ha OCHOBE 3TUX
AaHHbIX paspeLuaroLLme npaBuna KOHTPorns Takmux ycTpoicTts. Mpu nmnopTe cosgaHHoOro oT4eTa Ha ocHoBe
cobbITUiA No6oro TMna hopMUpyOTCS paspeLuaroLne npasuna.

PekomeHOyeTcss UCMOMb30BaTh 3TOT CLEHapuid, ecnn Heobxoaumo A06aBWThL paspelualoluve npasuna
Ans GOMbLUOro KOMMYecTBa HOBbLIX 3aMOMMHAIOLLMX YCTPOMCTB, a TakKe [ANA CO3OaHus paspeluatoLmx
npaeun Ans JOBePEHHbIX MOBUIbHBLIX YCTPOMCTB, NoAKIYaeMbiX Nno npotokony MTP.

e Ha ocHoBe peecTpa cucTembl O NOAKMHOYABLUMXCA 3AMOMMHAKOLMX YCTPOWCTBAX (C MOMOLLLIO ONuMU
CdopmupoBaTh NpaBunia Ha OCHOBE AaHHbIX CUCTEMbI B napamMeTpax NonunTukm KoHTpornb yCTPOWCTB).
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Mpn wucnonb3oBaHum 3toro cueHapua Kaspersky Security 10.1.1 gna Windows Server copmupyet
paspelualrLLme npasuna Ans yCTPOWCTB, NMOAKIHYABLUUXCA paHee UM NOAKIMHOYEHHbIX B TEKYLLMIA MOMEHT
K KOMMbIOTEPY, HA KOTOPOM ycTaHoBreHa KoHconb agmuHucTpupoBaHusa Kaspersky Security Center.

PekomeHayeTca  ncnonb3oBaTb  3TOT  CuUeHapui, ecnu  TpebyeTca  cdopmupoBaTb  nNpasBuna
AN HebonbLIOro KONMYyecTBa HOBbIX 3anOMWMHAIOLLMX YCTPOWCTB, WUCMOMNb30BaHWE KOTOPbIX Bbl XOTUTE
paspeLlnTb Ha BCEX KOMMbIOTEPAX CETU.

Ha ocHoBe pfaHHbIX 00 yCTPOMCTBAX, MOAKMIOYEHHbIX B TEKYLIMA MOMEHT (C MOMOLLbIO  OnuMu
CcdopmupoBartb NpasBuna AnA NOAKMOYEHHbIX YCTPOUCTB).

Mpn wucnonb3oBaHum 3Toro cueHapusa Kaspersky Security 10.1.1 gns Windows Server dopmupyet
paspeLuaoLLne npaBuna ToNbKO AN YCTPOMUCTB, NOAKMIOYEHHbIX B TEKYLLUMA MOMEHT. Bbl MOXxeTe BbibpaTb
OZIHO UITN HECKOJBbKO YCTPOWCTB AMs1 KOTOPbIX Bbl XOTUTE CHhOPMMUPOBATL paspeLlatolme npasuna.

Kaspersky Security 10.1.1 pgna Windows Server He nonyyYaeT [AocTyn K AdaHHbIM  CUCTEMbI
0 MOBUIBbHLIX YCTPOWCTBAX, MOAKMoYaembix Mo npotokony MTP. Bbl He moxeTe cosgasaTtb
paspeLlatolime npasuna gns goBepeHHbix MTP-noaknoyaembix MOBUbHBIX YCTPOMNCTB C MOMOLLbIO
CLleHap1eB HamnosHEHUSA CNMCKa NpaBui KOHTPONS YCTPOWCTB, OCHOBAHHbLIX Ha MPUMEHEHUN OaHHbIX
CUCTEMbI O BCEX YCTPOUCTBAX.

Co3pnaHue npaBuin Ha oOCHOBEe AAdHHbIX CUCTeMbl O BHELWWHUX
yCTpOﬁCTBaX, noAaKnr4aBLNXCA K KOMIMNbHOTEpPpaM CeTn

Bbl MmoxeTe co3gaBaTb npasuna (cM. pasgen "O cdopMupoBaHWM MpaBui KOHTPONS YCTPOWCTB AN BCEN ceTu
yepe3 Kaspersky Security Center" Ha cTp. 246) Ha ocHoBaHMM AaHHbix Windows o060 BCex 3anoMUHaloLmnX
YCTPOWCTBAXx, MOAKIMYAEMbIX PaHee Uy NOLKIMHYEHHbIX Ceryac, C MOMOLLbIO CreAYIOLLMX CLEeHapUEB:

C nomoupbto rpynnoson 3agavm dopMmpoBaHue npaBun KOHTPONSA YCTPONCTB. cnonb3ynte 3ToT cnocob,
ecnun xoTute, 4Tobbl Npy HOPMUPOBaHNM paspeLLatoLLmMX NpaBun yunTbiBAaNnCb AaHHble O BCeX Koraa-nvbo
NOAKMIoYaBLLMXCHA 3aNOMUHAIOLLNX YCTPOMUCTBAX, COXPaHMBLLMECH B CUCTEMAX Ha BCEX KOMMbOTEpax CeTu.

C nomowbio BapuaHTa Co3gaTb npaBuria Ha OCHOBE [AaHHbIX CUCTEMbl B napameTpax MOoMnuTUKKU
KoHTponb ycTponcTs. Micnonbaynte aToT cnocob, ecnu xoTuTte, YTobbl Npy (hOPMUPOBaHUN pa3peLlaroLLmx
npaBun ydnTbiBanNnUCb [aHHble O BCEX KOrga-nmbo MOAKMYAaBLUMXCS 3anoMMHAKLWKUX YCTPOMCTBAX,
COXpaHuMBLLUNECS B CUCTEME KOMMbIOTEpa C ycTaHoBNeHHon KoHcomnbl agMuHUCTpUpoBaHua Kaspersky
Security Center.

C nomowpto BapuaHTa CcopmupoBaTb npaBuna AnA NOAKMIOYEHHbIX YCTPOMCTB B napameTpax
nonutukn KoHTponb yCTPONCTB M 3agayn PopmmpoBaHme npaBui KOHTPOMS YCTPONCTB. Vicnonb3ynte aToT
cnocob, ecnu xoTuTe, 4TOObI NPV HOPMUPOBaAHNM paspeLlaloLnX NpaBuI yYnTbIBaNUCb AaHHbIe TOMbKO
06 ycTpowncTBax, MOAKIMIOYEHHbIX K 3aLUMLLaeMOMy CEPBEPY B AaHHbIA MOMEHT.

Kaspersky Security 10.1.1 gna Windows Server He nornyyaeT AOCTYN K JA@HHbIM CUCTEMbI O MOBUITbHbIX
yCTponcTBax, noakrnodaembolx o npotokony MTP. Bbl He moxeTe cosgaBaTbh paspellatoline npasuna
Ansa goBepeHHbix MTP-nogkntoyaembix MOOUMBHBIX YCTPOMCTB C MOMOLLBI CLEHApPUEB HArMoSTHEHUSA CMMCKa
npaBuUn KOHTPOMS YCTPOWUCTB, OCHOBAHHbLIX Ha NPUMEHEHUN AaHHbIX CUCTEMbI O BCEX YCTPOMCTBAX.

KOHmpOﬂb aKmugHoCcmu Ha cepeepax

247




KASPER{KY3

B aTtom pasgene
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CospgaHue nNpaBus ¢ NoMoLlbIo 3agauyM PopMmupoBaHue NpaBuUIl KOHTPONSI YCTPOWUCTB

» Ymobkl 3a0amb paspelwarowjue rpasusa 3arycka rnpoepamm 01151 epyrirbl Cepeepos ¢ MoMoUbo
3adayu QopmuposaHue rnpasusi KOHMPOsIs ycmpolcme, ebirnosiHume credyroujue 0elicmeus:

1. Ha szaknagke 3agaum B naHenu ynpaBfeHUs HacTpavBaeMoi rpynnbl CEPBEPOB CO34alTe rpynroByo
3agavy GopMMpoBaHME NPaBUI KOHTPOMS YCTPOMCTB N BbiIGEpUTE YXKe CO3aaHHyo 3agady.

2. B cBoiicTBax cosgaHHON rpynnoBol 3agayun PopmupoBaHue MNpaBuil KOHTPOMSA 3amnycka nporpamm Wnu
B MacTepe CO3faHus 3agadv HacTpoiTe crieaylolme napameTphbi:

. B pasgene YBeagomneHus HaCTDOVITe napamMeTpbl COXpaHEeHUdA oT4eTa BbINOJIHEHUA 3aa4vn.

e B pasgene MapameTpbl ykaxuTe AEWCTBMSA 3agadn Mo ee 3aBeplueHun. Ykaxute ums danna,
B KOTOPbIV ByayT 9KCMOPTUPOBaHbI CO34aHHbIE NpaBuna.

e B paspgene PacnucaHune HacTponTe napameTpbl 3anycka 3agayqm no pacnmcaHuio.

3. Ha s3aknagke 3agauu B NaHenu ynpaBneHUsi HacTpauBaemoW rpynnbl CEPBEPOB B CMUCKE FPYMMoOBbIX
3ajad BblObepuTe CO34aHHyl 3agadvy (OPMUPOBaHWSI NPaBWU KOHTPOMS YCTPOWCTB U HaXMUTE KHOMKY
3anycTuTb A4S 3anycka 3agaqu.

Mo 3aBeplieHWM 3agaunm aBTOMaTUYeCKn CcopMMpoBaHHbIE CNWCKU paspellarwux npasun oygyT
COXpaHeHbl B ykazaHHoW obLuiern ceTeBon nanke B hannax opmara XML.

Mpy NPUMEHEHUN MOSNUTUKM KOHTPOSSI YCTPOMCTB B CETU yOGeauTechb, YTO AN BCeX 3alluaeMblX
CepBepoB HaCTPOeH [OoCTyn K obLueln ceTeBon nanke. B crniyyae, ecnv npuMeHeHne obLuer ceTeBoin
nanku B paboTe KOMMbITEPOB CETUM  He npegycMatpuBaeTcs  MONUTUMKOW  OpraHvsauuu,
pekoMeHZyeTCcs 3anyckaTb 3ajayyM aBTOMaTU4eckoro (OPMUPOBAHUSI paspeluatownx npaBui
KOHTpOMS cepBepa Ha TECTOBOW rpyrne KOMMbOTEPOB UM Ha 3TaNOHHON MallMHe opraHu3auuu.

4. [obaBbTe CHOPMUPOBAHHbIE CMMCKU paspeluarolmx npaBun B 3agadvy KOHTpomns yctpomncTs. [ns atoro
B CBOWCTBaxX HacTpavBaemoW MONMUTUKW B napameTpax 3agadu KOHTponb YCTPOWCTB  BbINOMHUTE
cneaylowmne AencTBUs:

a. Ha saknagke O6wme HaxmMuUTe Ha kHOMKY CNMCOK NpaBun.
OTkpoeTcs okHo MpaBuna KOHTPONSA YCTPOWCTB.

b. Haxmute Ha kHOMky J[o6aBUTb M B OTKPbIBLUEMCS CnuUcke BbibepuTe NyHKT WMMnopTupoBaTb
npaBuna u3 danna opmara XML.

c. Bbibepute npuHumn gobaBneHuss aBToMaTUYeCKN ChOPMMPOBAHHBIX paspeLlaroLLmx NpaBum K CMCKY
y>Ke 3a[laHHbIX MPaBUI KOHTPOISI YCTPOWCTB!

e [lo6aBuTb nNpaBuna K CyLeCTBYIOLWMUM, €CrM Bbl XOTUTE, 4YTOObI MMNoOpTUpyemble npaBuna
[OMONHSANM CMUCOK CyLLEeCTBYOWMUX NpaBun. MpaBuna ¢ oaMHakoBbIMK NapameTpamu aybnupyoTt
Apyr Apyra.
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e 3amMeHUTb cyuiecrtByrouwime npasuna, eciin Bbl XOTUTE, 4yTObbI nMnopTupyemble npasuna
nobaBnsinMcb BMECTO CyweCTByrOLWMX npaBu.

e 0OO6bLEeAUHUTL NpaBuna C CYLUEeCTBYIOWMMU, ECIIN Bbl XOTUTE, YTOOLI MMMOPTUPYEMbIE MpaBuna
JOMOSIHANM  CMUCOK  CyllecTBylowMx npaeun. [lpaBuna c gybnvpylowmmy  napameTpamu
He JoGaBnsTCH; ecrnv XoTs Gbl OAMH NapaMeTp NpaBuna yHuUKaneH, npaeuno gobaenseTcs.

d. B oTtkpbiBlwemcsa crtaHgapTHom okHe Windows BbiGepute dannel dopmata XML, cosgaHHble
no 3aBepLUeHUn rpynnoson 3agaum PopmMmmpoBaHmne npasun KOHTPONS YCTPOWCTB.

e. Haxmute Ha kHonky OK B okHe NpaBuna KOHTpons yCTpOMCTB U B OkHe MapameTpbl 3agauu.

5. Ecnu Bbl XOTUTE NPUMEHATL CO34aHHbIE NMpaBuna KOHTPOMsl YCTPOMCTB, B CBOMCTBaxX NonuTukn KoHTponb
YCTPOMCTB BbIOEpUTE PEXUM BbIMONTHEHMS 3a4a4 AKTUBHBbIN.

Paspewatowme npaBuna, aBTOMATUYECKM CEOPMUPOBAHHBIE HA OCHOBE [aHHbIX CUCTEMbl Ha KaXaoMm
OoTAenbHOM cepBepe, OyaoyT npuUMEHeHbl [Ans BCEX CEPBEpOB B CETU, [AnNs KOTOPbIX MNPUMEHsieTCs
HacTpavMBaemasi nonuTtuka. [Ons atux cepsBepoB nporpamMma OyaeT paspellatb MOAKMHOYEHME TOMbKO Tex
YCTPOWCTB, AN KOTOPbIX CO34aHbl paspeLuaroLiue npasuna.

dopmMmupoBaHuMe paspellaroLmnx npaBun Ha OCHOBE AaHHbIX CUCTEMbI B NONIUTUKE
Kaspersky Security Center

» Umobkl 3a0amb paspewarowjue rnpasuna ¢ nomowbio onyuu Cozdams npasusia Ha OCHose
daHHbIX cucmembl 8 rnapamempax nonumuku KoHmposb ycmpolcms, 8binosiHume
cnedyrouwue Oelicmaus:

1. Ecnn TpebyeTcsd, noAaKNiOuMTE K KOMMbIOTEPY C YCTaHOBMEHHOM KOHCONbl aaMUHUCTPUPOBaHKSA
Kaspersky Security Center HoOBoe 3anomuHaloLlee YCTPOMCTBO, WCMNOMNb30BaHWE KOTOPOro Bbl
XOTUTE paspeLunTb.

2. B KoHconu aaAMUHUCTPUPOBAHUS Kaspersky Security Center pasBepHUTe y3en
YnpaBnsiemble yCcTponcCTBa.

3. PasBepHute rpynny agMUHUCTPUPOBAHMWS, MNapaMeTpbl MNOMUTUKM KOTOPOW Bbl XOTUTE HACTPOUTb W
BbIGepuTe B NaHenu pe3ynbTaToB 3aknagky Monntuku.

4. B KOHTEKCTHOM MEHIO MOSUTUKK, NapamMeTpbl KOTOPOW Bbl XOTUTE HACTPOUTb, BbibepuTe NyHKT CBOMCTBA.
5. OrtkpoeTtcsa okHo CBoncTBa: <Umsa nonuTukn>.

6. B cBomncTBax MNOMUTUKM OTKPOMTE OKHO HACTPOWKWM napameTpoB 3aayn KOHTpOnb YCTPOMCTB U BbINONHUTE
cneayowmne AencTBUs:

a. Ha saknagke O6wwme HaxkmuTe Ha kHoMKy Cnncok npasun.
OTtkpoeTcs okHo MNMpaBuna KOHTPONA YCTPOUCTB.

b. Haxmute KHOMMKY [o6aBUTb M B KOHTEKCTHOM MEHI0 KHOMKM Bbl6epMTe NYHKT Co3paTtb npasuna
Ha OCHOB€ AaHHbIX CUCTEMbI.

c. Bbibepute npuHumMn gobaBneHust NpaBun K CNUCKY yke 3aA4aHHbIX NPaBui KOHTPOMS YCTPOUCTB:

e [o6aButb npasuna K cyuwecTtByrOWwuM, eCclim Bbl XOTUTE, 4YTObbI nMnopTupyemblie npasuna
O0NONHANN CNMUCOK CYLLeCTBYHLNX npaBurs. I'Ipanma C OAMHaAKOBbIMU MNMapamMeTpamMum /J,y6n|/|pyr0T

Apyr Apyra.

e 3amMeHMUTb cyuecTByOline npaBuna, eCiim Bbl XOTUTE, 4YTOObI nMmnopTupyemblie npasuna
nobaBnsinMcb BMECTo CylleCTBYyOLWKMX nNpaBus.
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e 0OO6bLEeAUHUTL NpaBunia C CYLUEeCTBYIOWMMU, ECIIN Bbl XOTUTE, YTOOLI MMMNOPTUPYEMbIE MpaBuna
JOMOSIHANM  CMUCOK  CyllecTBylowMx npaeun. [paBuna c gyonvpylowmmy  napameTpamu
He no6aBnswTCS; ecrny XoTs Obl OAMH NapamMeTp npaBuna yHUKaneH, npasuno gobasnseTcs.

7. Haxmute Ha kHonky OK B okHe MpaBuna KOHTpoOnsi yCTPOUCTB U B okHe MapameTpbl 3agaum.

Cnucok npasun B nonutuke KoHTponb ycTpoicTe OyAeT AOMOMHEH HOBbLIMU MpaBuiiaMmu, chopMmUpoBaHHbIMM
Ha OCHOBE [aHHbIX CUCTEMbI KOMMbIOTEPA, Ha KOTOPOM ycTaHoBneHa KoHconb aaMuHucTpupoBaHust Kaspersky
Security Center.

dopmupoBaHue NpaBus Ans NOAKMNOYEHHbIX YCTPOUCTB

» Umobkl 3a0amb paspewarowjue rnpasuna ¢ nomowbio onyuu Co3dams npasusia Ha OCHose
OdaHHbIX cucmembl 8 rnapamempax noaumuku KoHmposb ycmpoticms, 8binosiHume
cnedyrouwjue deticmeusi:

1. B KoHconun aAMUHNCTPUPOBaHNS Kaspersky Security Center pasBepHuUTe y3en
YnpaBnsiemble yCTpOMCTBa.

2. PasBepHuTe rpynny agMWHUCTPUPOBAHUS, NapameTpbl MOMUTMKA KOTOPOW Bbl XOTUTE HaCTPOUTb U
BbIGepuTe B NaHenu pe3ynbTaToB 3aknagky Monutuku.

3. B KOHTEKCTHOM MEHI0 MOMMTUKK, NapameTpbl KOTOPOMN Bbl XOTUTE HAaCTPOuUTb, BbibepuTe nyHKT CBOMCTBA.
4. OtkpoeTcsa okHO CBomrcTBa: <UMsa nonuTtuku>.

5. B pasgene KoOHTponb aKTMBHOCTM Ha cepBepax HaxXmuTe Ha kHonky HacTpoika B Gnoke
KoHTponb ycTpoMcTB.

6. Ha 3aknagke O6wme HaxkmMuTe Ha KHOMKY CnMcokK npaBwun.
OTkpoeTcsi okHo MpaBuna KOHTPOMs YCTPOUCTB.

7. Haxmute Ha kHonky [Jo6aBUTb W B KOHTEKCTHOM MEHI0 KHOMkU BbiGepute nyHKT CdropMupoBaTh
npasuna Ans NOAKNIOYEHHbIX YCTPOMUCTB.

OTtkpoeTca okHo ChopmMupoBaTh NpaBunia Ha OCHOBE AAaHHbLIX CUCTEMbI.

8. B cnucke oGHapyXeHHbIX YCTPOWCTB, KOTOPble MOAKMOYEHb! K 3aliMlliaeMoMy cepBepy, BblbepuTe
YCTPOWCTBA, AN51 KOTOPbIX Bbl XOTUTE CHOPMMPOBATL paspeLlatoLLme npasuna.

9. Haxmute Ha kHonky [lo6aBuTbL NpaBuna Ans BbIOpaHHbIX YCTPOWUCTB.
10. HaxwmwuTe Ha kHonky CoxpaHuTb B okHe lpaBuna KOHTpPONs yCTPOWUCTB.

Cnucok npasun B nonutuke KoHTponb ycTponcTs ByaeT AOMNOMHEH HOBbIMW Npasunamu, chopmMupoBaHHbIMU
Ha OCHOBE [aHHbIX CUCTEMbI KOMMbIOTEPA, Ha KOTOPOM ycTaHoBneHa KoHconb aaMuHucTpupoBaHusa Kaspersky
Security Center.

UmnopT npaBun us canna oryeta Kaspersky Security Center
0 3a610KMpPOBaHHbLIX YCTPOUCTBAX

Bol  MoXeTe uMMNopTMpoBaTb [JaHHble O 3a0fOKMPOBaHHbIX  3aMOMUHAKLIMX  YCTPOMCTBAX U3 OT4YeTa,
ccopmmpoBaHHoro B Kaspersky Security Center no pesynbTtaTtamMm BbINOMHEHMS 3agavnM KOHTpomnb YCTPOWCTB
B pexxume TONbKO CTaTUCTUKA, U MPUMEHUTb 3TU [aHHble ANA POPMUPOBAHUSA CMMCKa pas3peLuarolmnx npaBwun
KOHTPOMS YCTPOWCTB B HACTPaMBaeMOM NOSINTUKE.
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Mpn copmmpoBaHMM OTYeTa O CODBLITUSIX, BO3HUKAKOLNX B XOA€E BbINOMNHEHUs 3agadn KOHTpoOmb YCTPOWCTB, Bbl
MOXeTe OTCneanTb, NOOKMIOYEHME Kaknx yCTporucTB ByaeTt bnokupoBaTtbcs.

Mpn umnopTe M3 oT4eTa OaHHbIX O 3abNOKMPOBAHHBIX YCTPOMCTBAX B HACTPOMKU MOMAUTUKK ybeauTechb, 4YTo
NPUMEHSIEMBIN CMIMCOK COOEPXKUT TONBKO T€ YCTPOWCTBA, NOAKMYEHNE KOTOPbIX Bbl XOTUTE pa3peLUmnTb.

» Umobkl 3a0amb paspewarowjue rnpasusa nooKIYeHUs 3arnoMuHarouux yempodcme 0515 epyrnrbl
cepsepos Ha ocHose omyema u3 Kaspersky Security Center o 3abs10kUpo8aHHbIX MoMnbimKax
nooKYeHUs ycmpolcmes, ebirnosiHume credyroujue 0elicmeusi:

1. B cBowcTBax MOMMTUKM B napameTpax 3agadu KoHTpomnb YCTPOMCTB YCTaHOBUTE pexum paboTbl
TonbKo cTaTucTUKa.

2. B ceoictBax nonutukun B pasgene Hactpomnka cobbiTun ydoeantech, YTo:

e Ha 3aknagke KpuTuyeckoe coObiTve And cobbiTus 3anomuHaroujee ycmpolcmeo 3arnpeu,eHo
YCTaHOBMEHO BpeMs XpaHeHus cobblTvs, npeBbilalllee nnaHupyemoe BpeMs paboTbl 3agauu
B pexunme TonbKo cTtaTUcTUKa (3HaveHue no ymonyvanuto: 30 gHewn).

e Ha 3aknagke MpeaynpexpeHue ansi cobbitus Tosbko cmamucmuka: obHapyXeHo Hedo8epeHHoe
3anomMuHarowee ycmpolicmeo YCTaHOBMEHO BPEMSI XpaHeHust CobbITUsA, NPeBbILIaloLLee NnaHMpyeMoe
BpeMsi paboTbl 3agaun B pexxmme TONbKO CTaTUCTUKA (3HayeHue no ymonyaxuio: 30 gHen).

Mo 3aBepleHMn nepuoda, YykasaHHOro Brpadge Bpemsa xpaHenHus, wuHdopMauus
0 perucTpupyemblix cobbiTusx GyaeT ydaneHa v He nonageT B dhaiin otyeTa. [Nepen 3anyckom
3agaun KoHTpornb yCTPoWCTB B pexxnume TornbKo cTaTUCTUKa yoeanTech, YTO BPeMsl BbIMOSHEHUS
3afa4n He MNpeBbllLaeT YCTaHOBIIEHHOE BPeMsi XpaHeH!s! yKkasaHHbIX COBbITUI.

3. Mo 3aBepLueHnM 3a0a4m SKCMOPTMPYNTE 3aperncTpupoBaHHble cobbiTusa B dhann opmata TXT. [dns atoro
pa3BepHuTe y3en XypHanbl U yBeAOMIEeHUsi 1 BO BNIOXKEHHOM y3rie CobObITus co3gainTe BbIOOPKY
cobbITMN No xapakTepuctuke 3arnpeuwjeHo, 4ToObl NPOCMOTPETb, MOAKIIOYEHME KaKMX YCTPOMCTB OypeT
OnoknpoBaTbCs 3agadvell KOHTPOMNs YCTPOWCTB. B naHenu pe3ynbTaToB CO34aHHOW BbIOOpKM nepenguTe
no ccbinike JKcnopTupoBaTb coObITUA B ann, 4YToObl COXpaHUTb OTYET O 3ab6NOKMPOBAHHbIX
ycTponcTteax B chann cpopmata TXT.

I'Iepea MMMNOPTOM U NMPUMEHEHNEM Cq)OpMI/IpOBaHHOI'O oT4yeTa B MNOJINTUKE y6eLI,VITer, 4YTO OT4eT
COAEPXKNT AaHHbIE TOJIbKO O TEX yCTpOVICTBaX, NOAKIMKOYEeHMe KOTOPbIX Bbl XOTUTE pa3peLlunTb.

4. VIMnopTupynTe AaHHble O 3abrOKMpPOBaHHbLIX MOMbITKAX MOAKIIOYEHUS YCTPOWCTB B MOMUTUKY KOHTPONS
YyCTpOMUCTB. [Ind 3TOro B CBOWCTBax MOMUTMKU B NapameTpax 3agaynm KOHTponb YCTPOWCTB BbIMNOMHUTE
cnegywolwmve gencTesuns:

a. Ha saknagke O6wme HaxmMuUTe Ha kHOMKY CNMCOK NpaBun.
OTkpoeTcs okHo MpaBuna KOHTPONSA YCTPOWCTB.

b. Haxmute Ha kHonKky [lo6aBUTb M B KOHTEKCTHOM MEHIO KHOMKM Bblbepute nyHKT MmMnopTtupoBatb
JaHHble 0 3abnokMpoBaHHbIX ycTponcTBax u3 otyeta Kaspersky Security Center.

C. Bbl6€pl/ITe npuHUMN nobaBneHus npasun n3 Cnncka, Co3gaHHONo Ha oCHoBe OT4eTa Kaspersky

KOHmpOﬂb aKmugHoCcmu Ha cepeepax
251



KASPER{KY3

Security Center, kK CNUCKY yXXe 3aiaHHbIX NPaBWi KOHTPONSA YCTPONCTB:

e [oGaBuTb NpaBuna K CywWecTBYKLIMNM, €CfiM Bbl XOTUTE, 4TODBbl MMMOPTUpPyeMble npaBuna
AOMOJHSANM CNUCOK CyLLecTByOWMX npasun. MNpaeuna ¢ ogMHaKkoBbIMW NapameTpamu gyonvpyroT
Apyr apyra.

e 3ameHMTb cCyllecTBylOLlMEe NpaBuna, ecnu Bbl XOTUTE, 4YTOObl MMMNOPTMPyeMble MNpaBuna
[06aBnNANMCb BMECTO CYLLLECTBYIOLLMX NPaBuI.

e 0O6bLEAUHUTL NpaBunia C CYLUEeCTBYIOWMMU, ECIIN Bbl XOTUTE, YTOOLI MMMNOPTUPYEMbIE MpaBuna
JOMOSIHANM  CMUCOK  CyllecTBylowMx npaeun. [paBuna c gyonvpylowmmy  napameTpamu
He no6aBnswTCS; ecny XoTs Obl OAMH NapamMeTp NpaBuia yHUKaneH, npaswno gobasnseTcs.

d. B oTtkpbiBwemcs cTtaHgapTtHoMm okHe Windows Bbibepute hanin dopmata TXT, B koTopbin 6binu
3KCMOPTMPOBaHbI COObLITUA U3 OTYETA O 3abNOKMPOBAHHbBIX YCTPONCTBAX.

e. HaxmuTe Ha kHonky OK B okHe MpaBuna KOHTponsA ycTpoilcTB 1 B okHe MapameTpbl 3agaum.

lMpaBuna, co3gaHHble Ha ocHoBe oTyeTa Kaspersky Security Center o 3abnokmpoBaHHbIX yCcTporcTBax, dyayTt
fobaBneHbl K CNNCKY NPaBWI B MONUTUKE KOHTPOMS YCTPONCTB.
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KOHTpONb akTUBHOCTU B CEeTU

OTOT pasgen cogoepXkuT MHGOPMauMIio O 3agadve YnpaBrneHue CceTeBbiM JKpaHOM UM 3ajadn  3awmra
OT WKndpoBaHUs.

B aTtom pasgene
YNPABNEHNE CETEBDBIM SKPAHOM ......uveetieeetsiuttuteeetaeasaausteseaeaasesaassteeeaaaaessaassteseeaaesesaantsseeeaaaesssansssseeeeaesssmnnsssseees 253
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YnpaBneHue ceTeBbIM 3KpaHOM

OTOT pasfen coaepXuT MHOpMauMio O 3agade YNpaBrieHWe CETEBbIM 3KPaHOM W WHCTPYKUMM O TOM, Kak
HaCTPOWUTL NapaMeTpbl 3TON 3agauyu.

B aTtom pasgene

O 3aa4€e YNPABMEHNE CETEBBIM BKDAHOM ......cceueeatrterureeasreassseesseeessressseeaaseeesstesaasseesssessaseeessneessessasseesnsesensnes 253
O NPABUNAX CETEBOTO GKP@HA ...eeeeiuvteeeeaiteteaaattetaesautetaesauteeeesasbeeeeaasbeeeeaasbeeeeeambeeeeeambeeeeeasbeeeeeanbaeeesanbbeeesanbneeesannns 254
AKTMBaLUNS N 0EAKTUBALMNS MPABUIT CETEBOTO SKPAHE ... veeeeeiutiteeeiutieeesauttteesatseeessbseeessbseesessseeessasseeessnsneeeeses 256
[obaBneHre NPaBn CETEBOTO IKPAHA BPYHHYHD ....eeeiureeitieettiesiteeestreesuteesateeessbeeassseessressbseesnbeeanbeeessneesasneessneesn 257
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O 3apaue YnpaBneHue ceTeBbIM 3KPaHOM

Kaspersky Security 10.1.1 ans Windows Server obecneunBaeT HageXXHOe M 3proHOMUYHOE pelleHne AN 3alnThbl
CETEBbIX MOAKIMOYEHNI C MOMOLLbIO 3a4a4mM YnpaBneHne CETEBbIM 3KPAHOM.

3apava YnpaBneHue ceTeBbiM 9KPaAHOM He BbINOMHAET CaMOCTOSATENbHYIO uUnbTpauunio ceTeBoro Tpaduka, Ho
npegocTtaBndeT BO3MOXHOCTb YrpasneHus ceTeBbiM 3kpaHoM Windows 4epes rpaduyeckun uHTepdenc
Kaspersky Security 10.1.1 gns Windows Server. B xoge BbiNnofHeHVs 3agjadun YNpaBrieHue ceTeBbiM 3KpPaHOM
Kaspersky Security 10.1.1 gna Windows Server nonHocTbio MpUHMMaeT Ha cebs ynpaBneHue napameTpamu u
npaBunaMy CETEBOro 3KpaHa OMnepauuoHHOW cucTeMbl U BrnokupyeT fnobyld BO3MOXHOCTb HACTPOMKM CETEBOrO
3KpaHa gpyrumm cnocobamu.

B xoge ycTtaHOBKM MporpaMmmbl KOMMOHEHT YMNpaBreHMe CETEBbIM 3KPaHOM CUMUTLIBAET U KOMUPYET COCTOSIHWE
ceTeBoro akpaHa Windows, a Takke Bce 3afaHHble npasuna. B ganebHenwem nameHeHme Habopa npaBun Unm nx
napameTpoB, a TakKe OCTaHOBKa UMW 3arnyck cCeTeBOro 3KkpaHa BO3MOXHbI ToNbko Yyepe3 Kaspersky Security 10.1.1
ansa Windows Server.

Konmpornb akmusHocmu e cemu
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Ecnn npu yctaHoBke Kaspersky Security 10.1.1 ans Windows Server ceteBov akpaH Windows OTKntoYeH,
3ajada YnpaBreHne ceTeBblM 3KPaHOM He BbIMOMHAETCA MO 3aBepLUeHMN yCTaHOBKW. Ecnn npu yctaHoBke
nporpammbl ceTeBon akpaH Windows BKkntoyeH, 3afjava YnpasreHne ceTeBblM 3KPaHOM BbIMOSMHSAETCH
Mo 3aBeplUeHNM  YyCTaHOBKM U OnMoKMpyeT  BCe  CeTeBble  MOAKIIOYEHUS,  Ha paspeLleHHble
3aaHHbIMW NpaBuUnamu.

KomnoHeHT YHpaBneHme ceTeBblM 3KpaHOM He BXOAUT B Ha6op KOMMOHEHTOB PeKomquyeMOM YCTaHOBKU U
He yCTaHaB/IMBaeTCA No yMmOJi4aHuio.

3agava lepaBneHme ceTeBblM 3KpaHOM cbopcmpyeT 6J'IOKI/IpOBaHI/|e BCEX BXOOSALLMX N UCXOOALMX NOAKIHOYEHUN,
€CIM OHWN He pa3pelleHbl 3aJaHHbIMKX NpaBunamMmn 3agadn.

3apava perynapHo onpawwmBaeT ceteBon 3kpaH Windows u koHTponupyeT ero coctoaHue. [1o ymonyaHuio
WHTEepBarn ornpoca coctaBnsetr 1 MUHYTY M He MOXeT ObITb nameHeH. Ecnu npu coBepieHnn onpoca Kaspersky
Security 10.1.1 gna Windows Server obHapyXMBaeT HecoBnageHue napameTpoB ceTeBoro akpaHa Windows u
napameTpoB 3adayn YNpaBreHue ceTeBbIM 3KpPaHOM, MporpaMmma ¢oopcupoBaHHO NepedaeT napaMeTpbl 3agayu
CEeTEBOMY 3KpaHy onepaumnoHHON CUCTEMBI.

Mpn exemuHyTHOM onpoce ceteBoro akpaHa Windows Kaspersky Security 10.1.1 gns Windows Server
KOHTpONMpYyeT creaytoLlme cTaTychl:

e cTaTyc paboTbl ceTeBoro akpaHa Windows;

e cTaTyc npaBun, gobaeneHHbix nocne yctaHoBkn Kaspersky Security 10.1.1 ans Windows Server gpyrumu
nporpaMmmamu UM MHCTPyMeHTaMu (Hanpumep, AobaBrneHne HOBOro nNpasusna nporpamMmmbl Ans nopta unm
nporpamMmbl ¢ NOMoLLblo wf.msc).

Mocne nepepmayun npasun ceteBoMmy 3kpaHy Kaspersky Security 10.1.1 ana Windows Server cosgaeT rpynny
npaeun Kaspersky Security Group B ocHacTke BpaHamayap Windows. OTa rpynna obbeauHseT Bce npasuna,
co3faHHble Ha ctopoHe Kaspersky Security 10.1.1 gna Windows Server ¢ noMmollbio 3agaun YnpasreHue
ceTeBbIM 3KkpaHoM. [NpaBuna, Bxogsuwume B rpynny Kaspersky Security Group, He KOHTPONMPYKOTCS NporpamMmmon
npy eXXEeMUHYTHOM OMpPOCE N HE CUHXPOHU3UPYIOTCS aBTOMATUYECKN CO CMMCKOM MpaBun, 3agaHHbIM B napameTpax
3ajaun YnpaeneHue ceTeBbiM 3KpaHOM.[Mpn HeobXoaMMOCTM Bbl MOXETE BbINONMHUTL OOGHOBMEHME npaBun
Kaspersky Security Group Bpy4Hyto.

» 4Ymobbi 06HoBUMBb criucok ripasun Kaspersky Security Group 8py4Hyto,

nepesanyctute 3agady YnpaerneHue ceTeBbiM akpaHoM Kaspersky Security 10.1.1 gnsa Windows Server.

Bbl Takke MoxeTe u3MeHaTb npaeBuna Kaspersky Security Group Bpy4yHyl) 4epe3  OCHacCTKy
BpaHgmayap Windows.

3anyck 3agayv YnpaBrieHue ceTeBbiM 3KpaHOM HEeBO3MOXEH, ecnu ceTeBon akpaH Windows Haxogutcsa
nog ynpasneHuem rpynnoBon nonutukn Kaspersky Security Center.
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O npaBunax ceTeBOro aKpaHa

3apgaya YnpaBneHue CeTeBbIM SKPAHOM KOHTPOMMpYeT (UAbTpauUMIo BXOASLLEro M uUcxoaswero Tpadwmka
C MOMOLLBIO  paspeluaroux npasumn, KoTopble ¢opcMpoBaHo coobuatoTca ceTeBoMy akpaHy Windows
Nnpu BbINONMHEHUN 3a4a4W.

Mpn nepsom 3anycke 3apadn Kaspersky Security 10.1.1 gna Windows Server cuuTbiBaeT M KonupyeT BCe
paspelualowme npasBuna s Bxogsdwero Ttpadwka, 3agjaHHble B napameTpax ceTeBoro akpaHa Windows,
B NapamMeTpbl 3agjayu YnpaBneHue ceTeBbiM 3kpaHoM. [lpu ganbHerwer paboTe nporpamMma AencTByeT
B COOTBETCTBUM CO CreayoLMMN anroputMamu:

ecnn B napameTpax ceteBoro akpaHa Windows co3paeTtcs HOBOe NpaBurio (BPYYHY UM aBTOMaTUYeCcKu
npu ycTaHoBKe HoBOW nporpammbl), Kaspersky Security 10.1.1 gns Windows Server ypanser
Takoe NpaBwuro;

ecnn B napameTpax ceTeBoro akpaHa Windows ygansieTcsa cyuwiecteytowee npasuno, Kaspersky Security
10.1.1 ansa Windows Server BoccTaHaBnMBaeT Takoe NpaBuIio;

ecnu B MapameTpax ceTeBoro akpaHa Windows W3MeHsIloTCS MnapameTpbl CyLEeCTBYHOLWEro npasuna,
Kaspersky Security 10.1.1 ans Windows Server oTMEHSIET MU3MEHEHUS;

ecnvu B napameTpax 3afdaudu YnpaereHue ceTeBbiM 3KpaHOM co3gaetcsi HoBoe npasuro, Kaspersky
Security 10.1.1 gna Windows Server ¢oopcMpoBaHHO nepeaaeT 370 NpaBuno ceteBomy kpaHy Windows;

ecnu B MapameTpax 3agavn YnpaerfeHwe CeTeBblM 9KpaHOM YyOanseTcs CcylecTBylollee npaBuio,
Kaspersky Security 10.1.1 gna Windows Server ¢popcmpoBaHHO yganseT Takoe npasuno B napameTpax
ceTeBoro akpaHa Windows;

Kaspersky Security 10.1.1 gna Windows Server He paboTaeT ¢ 3anpeljalowiMMmmn npaeBunaMmy, a Takke
C nNpaBunamMu, KOHTPOSNMPYIOLWUMN UCXoadawmin Tpaduk. B MoMeHT 3anycka 3agayv YnpasreHue ceTeBbiM
akpaHom Kaspersky Security 10.1.1 gna Windows Server yganseTt Bce npasuna 3TUX TUNOB B napameTpax
ceTeBoro akpaHa Windows.

Bbl MOXeTe 3agaBaTb, yoandaTtb U pegaktmpoBaTtb npasuiia ana cbvmprau,mm BxXogdwiero TpachKa.

Bbl He MoxeTe 3agaTb HOBOe NpaBWIO [Of1st KOHTPONS MUCxodslero Tpaduka depe3 napamMeTpbl 3agadun
YnpasneHne ceTeBbiM 3KpaHoMm. Bce npasBuna ceteBoro akpaHa, 3agaHHble yepes3 Kaspersky Security 10.1.1
ana Windows Server, KOHTPONMPYIOT TOMbKO BXOAALWMI TpaduK.

Bbl MOXeTe pa60TaTb C npaBuiiamMmn ceTeBoro 3KkpaHa cnenyrLwnx TMnoB:

MpaBuna ons NpunNoXeHun

MpaBuna gns noptos
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MpaBuna gnga NpUnoXeHnn

MpaBuna aToro Tuna BbIGOPOYHO paspeLlaloT ceTeBble MOAKIMOYEHUs ANs yKkasaHHbIX NpunoxeHuidi. Kputepuem
cpabaTbiBaHWs TaKUX NpaBui ABNSETCA NyTb K UCMONHAeMoMY dhaiiny.

Bbl MOXeTe ynpaBnaTh npasunamu Ans NPUNOXeHin:
e pobaBnaTb HOBLIE NpPaBUNa;
e yOansaTb CyLeCTBYKOLME NpaBuna;
e aKTMBMpPOBATb UK LeaKTMBUPOBaTb 3aaHHble npasua.
e V3MEHATb napamMeTpbl 3afaHHblX NPaBwUM: yKasblBaTb UMS MpaBuna, NyTb K UCMONHAEMOMY anny u
obnacTb NnpuMeHeHns1 NpaBuna.
MpaBuna ons noptoB

MpaBuna aToro TMnNa paspeLualoT ceTeBble MOAKIIYEHUsT AN yka3aHHbIX NopToB u npotokonos (TCP / UDP).
Kputepusimmn cpabaTtbiBaHUS Taknx NpaBum siBNSAKOTCA HOMEP NOpPTa U TUMN NPOTOKoNa.

Bbl MOXeTe ynpaBnsTe NpaBunaMm Ans nopToB:
e [06aBnaTb HOBblE NPaBUNa;
e yOansiTb CyLUEeCTBYHOLUME NPaBUNa;
e  aKTMBMPOBATb UMW AEaKTUBMPOBATL 3aAaHHbIE NpaBuna.

® U3IMEHATb NnapamMmeTpbl 3aAdaHHbIX MpaBuIl. yKa3biBaTb UMA MpaBuiia, HOMEp nopTa, TUn nNpoToKoMa wn
obnactb npumMmeHeHuna npasuna.

MpaBuna gns noptoB npegnonaraoT 6onee WNPOKY obnacTb OeNCTBUS, YeM npaBuna Aans NpUnoXeHun.
Paspelwaa nogknioyeHMs C MOMOLLbO MNpaBwuil  And MOPTOB, Bbl CHWXaeTe YypoBeHb 6e30rmacHOCTU
3aluiLaemoro cepeepa.

AKTBaUuMA M BbIKINIOYEeHUe npaBum ceTeBoOoro 3KpaHa

» UYmobbl akmueuposamb UU 8bIKITOYUMb Cywecmsytowee npasusno guibmpayuu 8xoosueao
mpacbuka, ebinosHUme crnedyrowjue 0elicmeusi:

1. B pepee KoHconu agmunmucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpoincTBa 1 BbibepuTe rpynny agMWHUCTPUPOBAHUSA, ANs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NporpamMmmbi.

2. B naHenu pesynbTaTtoB BblOpaHHOWM rpynnbl aAMUHUCTPUPOBaAHNSA BbINOMHUTE 0OHO
13 cnegyowmnx AencTBui:

e YT106bl HAacTpouTb NapaMeTpbl NporpamMmmbl ANd rpynnbl CEPBEpPOB, BbibepuTe 3aknagky Monutukm u
oTkpownTe okHO CBouncTBa: <Umsa nonutukn> (cMm. pasgen "Hacrporika nonutnkn" Ha cTp. 101).

e UYrOo6Gbl HacTpouTb nNapameTpbl MporpaMMbl  ANs OTAENBHOrO cepBepa, Bblbepute  3aknagky
YcTpouncTtBa 1 oTkpoinTe okHO MapameTpbl nporpammbl (CM. pasgen "Hactporika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnn yctponctBo paboTaeT nog ynpasneHnem aktuBHon nonutukn Kaspersky Security Center u
B 9TOW MONMUTUKE HaroXeH 3anpeT Ha U3MEHeHVWe MnapaMeTpoB MporpamMMmbl, 3TU napameTpbl
HeOOCTYMNHbI AN n3MeHeHus B okHe MapameTpbl NporpaMmmbi.
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3. B pasgene KoHTponb aKTMBHOCTM B CeTM HaxmuTe Ha kHonky HacTpoika B Grnioke YnpaBrneHue
ceTeBbIM 3KPaHOM.

4. B OTKpbIBLLUEMCSI OKHE Ha>XMUTE Ha KHOMKY CnMcok npaBun.
OTkpoeTcs okHo MpaBuna ceTeBOro akpaHa.

5. B 3aBucuMMoCTM OT TMna npaswufa, CTaTyC KOTOPOro Bbl XOTUTE W3MEHUTb, BblOepuTe 3aknagky
MpunoxeHus unu MNopTbl.

6. B cnucke npaBun Hamgute NpaBwuno, CTaTyC KOTOPOro Bbl XOTUTE W3MEHWUTb, W BbIMOMIHATE OOHO
13 criefyoLmx encTBum:

. Ecnm Bbl xOoTuUTe, 4TOObI HeakTUBHOE npasunno nNpUMeEHANocCb, YCTaHOBUTE cbna>|<0|< cnesa
OT UMEeHU nNpasuna.

BeibpaHHoe npaBunio 6ygeT akTBMPOBaHO.

. Ecnm Bbl xoTute, 4TOObI aKTUMBHOE npasuio He NpuMMeHAnocCb, CHUMUTE (*)J'Ia)KOK cnesa
OT UMEeHW nNpasuna.

BbibpaHHoe npaBuno 6yAeT BbIKMOYEHO.
7. B okHe lNMpaBuna ceTeBOro akpaHa HaxxmuTe Ha KHOMKy CoxpaHUTb.

HacTtpoeHHble un3mMeHeHus napameTpoB 3agadu OyayT coxpaHeHbl. HoBble napameTtpbl npasun OyayT
oTnpaeneHbl B 6paHamayap Windows.

D,OGaBﬂeHVIe npaBun ceTeBOro 3KpaHa BPy4HyHO

Bbl mMoxeTe [o6aBnsaTb M pedakTMpoBaTb TOSMbKO MNpaBunia Ansi NPUoXKeHUn n nopTtoB. Bbl He moxeTe
0o06aBnATb HOBbIE MW pefakTMpoBaTb CYLLECTBYHOLLME NpaBunia ansa rpynmn.

» 4Ymobbl dobasumb HOBOE USU U3MEHUMb Cylwecmesyrowee npasuso ¢unbmpayuu 8xoosweao
mpacgbuka, ebinosHUme crnedyrowue 0elicmeusi:

1. B pepeBe KoHconu agmunmucTtpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTpoincTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUA, ANs CEPBEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napameTpbl NporpamMmmbi.

2. B naHenu pe3ynbTaTtoB BblOpaHHOWM rpynnbl agMVHUCTPUPOBaHUS BbIMNOMNHUTE OfHO
n3 criefyoLwmx encTBum:

e Yrobbl HacTpouTb NMapamMeTpbl NporpaMMbl Ans rpynnbl cepBepos, BblibepuTe 3aknagky Monutuku u
oTKponTe okHO CBouncTBa: <Umsa nonuTukm> (cMm. pasgen "Hactpownka nonutukn" Ha cTp. 101).

e YTto6bl HacTpouTb napameTpbl MporpaMMmbl Onst OTOENbHOrO cepBepa, BbibepuTe 3aknagky
YcTpouncTBa 1 oTkponte okHO MapameTpbl nporpammbl (CM. pasgen "Hactporika nokanbHbiX 3agad
B okHe [NapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTaeT nog ynpaeneHneMm aktusHon nonutukn Kaspersky Security Center u
B 3TOM MOSIUTUKE HaNOXeH 3anpeT Ha U3MeHeHVWe MnapameTpoB MporpaMmmbl, 3TU napameTpbl
HeJOCTYMHbI A5 UsMeHeHus B okHe MapameTpbl nporpaMmmabl.
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3. B pasgene KoHTponb aKTUBHOCTM B CeTU HaxXmMuTe Ha kHornky Hactpowmka B 6noke YnpaBneHue
ceTeBbIM 3KpaHOM.

4. B OTKPbIBLLUEMCA OKHE HaXXMUTE Ha KHOMKY Cnucok npasun.

OTKPOGTCFI OKHO I'IpaBMna ceTeBOro 3KpaHa.

5. B 3aBucuMOCTM OT TUNa npasuna, KOTopoe Bbl XO0TUTe Ao6aBuTb, Bbibepute 3aknagky MpunoxeHus unu
3aknagky MopTbl 1 BINONHUTE OAHO U3 CNEAYHOLUNX AEACTBUN:

e UYTOGbl M3MEHWUTb CYLLECTBYIOLWLEE MNpPaBWUMo, B CMWCKe MpaBwui BblbepuTe npaBuno, napameTpbl
KOTOPOro Bbl XOTUTE HACTPOUTL N HAXXMUTE Ha KHOMKY U3MeHUTb.

e Yt06bI CO3a0aTh HOBOE npasuno, HAXXMUTE Ha KHOMKY Jo6aBuTb.

B 3aBucumocTM OT TMNa HacTpavMBaeMoro npaewna, OTKpoeTcs okHo HacTtpouTb npaBuno
ANsA NpUnoXxeHusa unn okHo HacTponTb NnpaBuno Ansa nopTra.

6. B OTKpbIBLUEMCS OKHE BhINOSHMTE Ccneayowme OeNCTBUS:

e Ecnu Bbl paboTaeTe ¢ npaBuioM Ans NPUMNOXeHUs, BbINOMHUTE cneayowmne AenNcTBUS:

a.
b.

B none Umsa npaBuna ykaxuTe MMs peaakTupyemoro npasuna.

B none MyTb K NpUnoXxeHuo ykaxute NyTb K UCMONHAAeMOMY haiinly nporpaMMbl, NOOKMHOYEHNS
Ans KOTOPOro Bbl XOTUTE paspeLLmnTb C NMOMOLLBI0 pedakTUpyeMoro npaeuna.

Bbl MOXeTe 3agatb NyTb BPYYHYO UK C MOMOLLBIO KHOMKM O630p.

B none O6nacTb NpUMeHeHUs1 NpaBUIa yKaxuTe CeTeBble aapeca, B pamkax KOTopbix OyaeT
BbINOMHATCA HacTpanBaemoe nNpasuno.

HonyckaeTtca ykasaHue |IP-agpecoB Tonbko B popmaTte IPv4.

(] Ecnu Bbl pa60TaeTe C npaBuIioM A514 nopTa, BblNOJIHUTE crneayruine DencTBus:

a.
b.

B none Umsa npaBumna ykaxmte nmMma peaaktupyemMmoro npasuna.

B none Homep nopra ykaxute HoMep nopTa, [AnA KOTOPOro nporpamma 6Gyget
paspeluaTtb coeanHEHUS.

Beibepute Tvn npotokona (TCP / UDP), ans kotoporo nporpamma 6ygeTt paspeliats COeAnHEHNS.

B none O6nactb npuMeHeHUA npaBuna yKaxXute ceTeBble ajpeca, B paMKax KOTOPbIX 6yp,eT
BbIMOJTHATCA HacTpanBaemMmoe npasuiio.

[onyckaeTtcs ykasaHue IP-agpecoB Tornbko B hopmate IPv4.

7. B okHe HacTpouTb npaBuno pansa npunoxeHuss wnv HacTtpouTb npaBuno ans nopra HaxumuTe
Ha kHonky OK.

8. B okHe MNpaBuna ceteBoro akpaHa HaXxxmute Ha kHormKky CoxpaHuTb.

HacTpoeHHble n3MeHeHWs napameTpoB 3agayn OyayT coxpaHeHbl. HoBble napameTpbl npasun 6yayTt
oTnpaeneHsl B 6paHamayap Windows.
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YpaneHue npaBun ceTeBOro aKkpaHa

Bbl MoXeTe yaansaTb TONbKO NpaBuna Ans NPUoXeHUn 1 NopToB. Bbl He MoXeTe ygansTb CylecTByloLmne
npaBuna ans rpynn.

» Umobhkl ydanums cyuiecmeyrowee npasusio hunbmpauuu exodsauje2o mpaghuka, 8birnosiHuUme
crnedyrouwjue deticmeusi:

1. B pepee KoHconu apgmunHuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bblbepute rpynny agMUHUCTPUMPOBAHWS, Ars CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmmbl.

2. B naHenu pesynbTaTtoB BblOpaHHON rpynnol aAMUHNCTPUPOBAHNS BbINONHUTE OAHO
13 cnegylowmnx 4encTBui:

e YT0ObLI HacTpoMTb NapameTpbl NPOrpaMMbl ANSA rpynnbl CepBepoB, BbibepuTe 3aknaaky Monutukm n
oTKkponTe okHO CBonctBa: <Umsa nonutukm> (cMm. pasgen "Hactponka nonutukn" Ha ctp. 101).

e UYrOoOblI HacTpouTb nNapameTpbl MporpaMMbl  AnNs OTAENBHOIO cepBepa, BblOepute 3aknagky
YcTtpowncTBa 1 oTkporite okHo MapameTpbl nporpammbl (CM. pa3gen "HacTtpovika nokanbHbIX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHveMm aktnsHon nonutukn Kaspersky Security Center u
B 9TON MNONWUTMKE HanOXeH 3anpeT Ha U3MEHeHVWe MapameTpoB MpOorpaMmbl, 3TV MapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbi.

3. B pasgene KoHTponb aKTMBHOCTM B CeTM HaxmuTe Ha kHonky HacTpoika B Grnioke YnpaBneHue
ceTeBbIM 3KPaHOM.

4. B OTKpbIBLUEMCSI OKHE HaX>XMUTe Ha KHOMKy CnMcok npaBun.
OTkpoeTcst okHo MpaBuna ceTeBOro akpaHa.

5. B 3aBucumocTu OT Tvna npasuna, KOTOPOE Bbl XOTUTE yaanutb, BbibepuTe 3aknaaky MNMpunoxeHus vnu
3aknagky MopTbl.

6. B cnucke npaeun BeibepuTe NpaBunio, KOTOPOE Bbl XOTUTE yAanNuUTb.
7. Haxmwute Ha KHOMKy YAaanuTb.

BbiGpaHHoe npaBuno 6ygeT yganeHo.
8. B okHe MpaBuna ceteBoro akpaHa HaXXmMuTe Ha kKHornky CoxpaHuTb.

HacTpoeHHble M3MEHEHUs MapaMeTpoB 3adauv YNpaBreHue ceTeBblM 3KpaHoM OyayT coxpaHeHbl. HoBble
napameTpbl Npasun 6yayT oTnpasneHbl B 6paHamayap Windows.
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3awmTta oT wudpoBaHus

OTOT pasgen codepXuT MHGopMauuio o 3adade 3almta OT WMEPOBAHNA U UHCTPYKLMKM O TOM, Kak HacTpouTb
napameTpbl 3TOi 3agauun.

B aTtom pasgene
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O 3apave 3awmTa oT WndpoBaHUsA

3apada 3awwmTa OT WMdpOoBaHMA NO3BONsET obHapyXuBaTb BPeAOHOCHOE LudpoBaHne ceTeBblX (hanrnoBbixX
pecypcoB 3alUMLLaeMoro cepBepa Co CTOPOHbI yAaneHHbIX KOMNbIOTEPOB CETU.

B xoge BbinonHeHus 3agaym 3awmTa ot wndpoBaHus, Kaspersky Security 10.1.1 ana Windows Server nposepsiet
obpalleHnst yaaneHHbIX KOMMNbIOTEPOB K dpannam, pacrnonoXeHHbIM B nankax obLliero goctyna Ha 3aluiiaemMom
cepeepe. Ecnu nporpamma pacueHvMBaeT OENCTBMS YOANEHHOro KOMMbTEepa Had CeTeBbIMU (HanNoBbIMMI
pecypcamMmn Kak BpeOOHOCHOE LUM(POBaHUE, TaKOW KOMMbHOTEP BHOCUTCH B CMMCOK 3abrOKMPOBaHHbIX Y3MOB U
TepsieT AOCTyN K Nankam obLuero gocTyna.

Kaspersky Security 10.1.1 gna Windows Server He pacueHMBaeT akTUBHOCTb LUMPOBAHUSA Kak BPEAOHOCHYIO,
ecnu obHapyXeHHas akTMBHOCTb LUMPOBaHMSA BEAETCA B KaTanorax, UCKNIoYeHHbIX 13 obnactn AencTeus 3agayu
3awwTa oT wudposaHus.

Mo ymonyaHuio nporpamma 6rokupyeT JOCTyN K ceTeBbiM (hannoBbiM pecypcam Ha 30 MUHYT.

3agava 3awmTa OT WNGPOBaHUS He No3BoNsieT GIOKMPOBaTh [OOCTYN YyAaneHHOro cepBepa K CeTeBbIM
dhannoBbIM pecypcamM A0 TeX Mop, Noka akTUBHOCTb 3TOrO CepBepa He NpusHaHa BPedoHOCHON. OTO MOXeT
3aHATb  HEKOTOPOE  BpeMs, B TeyeHWe  KOTOPOro  nporpamMMa-windgpoBanbliMk — MOXET  BEeCcTu
BPEAOHOCHYI0 aKTUBHOCTb.

Ecnu 3agava 3awmta oT wudpoBaHus 3anylwieHa B pexume Tonbko coobuwaTb, Kaspersky Security 10.1.1
ans Windows Server Tonbko pernctpupyeT MonbiTKM BPeOOHOCHOTO LINM(POBaHUSI CO CTOPOHbI  YAanEHHbIX
KOMMbIOTEPOB B XXYypHare BbIMOMTHEHUA 3a4auun.

Hactpouka napameTpoB 3agaum 3awmTa ot wncppoBaHus

3apava 3awmTa oT WKUdpPOoBaHMSA UMEET CreaytoLe NapaMeTpbl MO YMOIYaHUIO:

e Pexum paboTbl 3agaumn. 3agava 3awuta ot WNPOBAHNA MOXET ObITb 3anyLLeHa B pexrMe AKTUBHbIN
un ToNbKO CTaTUCTUKA. AKTUBHBLIN PEXUM NMPUMEHSAETCH MO YMOMNYaHMIO.

e O6nactb 3awuthbl. o ymonuyaHuio Kaspersky Security 10.1.1 gna Windows Server npumeHsieT 3agady
3awmTa OT WwudpoBaHMa KO BCeM OOLWMM CeTeBbiM Mankam cepsepa. Bbl moxeTe nM3mMeHUTb obnacTb
3awWwumThbl, ykasaB nanku obLwero AocTyna, K KOTopbiM OOMMKHA NPUMEHSITbCA 3agava.
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UckniroveHus. YkaxuTe obnactu, KOTOpbl€ Bbl XOTUTE UCKIMKOYNTb U3 obnactu 3awuTbl.

dBpuctuyeckun adanusatop. [lo ymonuaHuio Kaspersky Security 10.1.1 ana Windows Server
NPYMEHSIET ypoBeHb AeTanusaunn nposepkn CpegHun. Bel MoxeTe BKMOYaTh U BbIKMOYATL NPUMEHEHNE
9BPUCTUYECKOIO aHanu3aTopa, a Takke perynMpoBaTb ypOBEHb AeTanu3aumm npoBepKu.

MapameTpbl pacnucaHuA. [1o ymMOnyaHuio nepBbIN 3anyck 3ajadyn He onpegeneH. 3agaya 3awmra
OT WndpoBaHMs He 3anyckaetca aBTomartuyeckm npwu ctapte Kaspersky Security 10.1.1 gns Windows
Server. Bbl MOXeTe 3anycTuTb 3agadvy BPy4HYH UM HACTPOUTL 3amnyck 3aga4vum no pacrnmcaHuio.

» 4Ymobbl Hacmpoume napamemps! 3ad0adu 3awuma om wugpo8aHuUs, 8bINoIHUME
crnedyrouwjue deticmeusi:

1.

B nepeee KoHconu agmuHuctpupoBaHust Kaspersky Security Center passepHute y3en YnpaBnsieMmble
ycTponcTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUA, ANs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

B naHenm pes3ynbTatoB  BblOpaHHON rpynnel a4MVHUCTPUPOBaHUS BbIMNOMHUTE  OAHO
13 criefyoLmx enNcTBum:

e UYTOBbLI HACTPOUTL MapameTpbl NporpaMmbl AN rpynnbl cepBepoBs, BbibepuTe 3aknagky Monutukn u
oTKponTe okHo CBoucTBa: <Uma nonuTukm> (cM. pasgen "HacTtpowka nonutukn" Ha ctp. 101).

e Yrto6bl HacTpouTb napameTpbl NporpaMmmbl Ons OTAENbHOrO cepBepa, BbibepuTe  3aknagky
YcTtpounctBa 1 oTKporiTe okHO MapameTpbl nporpamMmmbl (CM. pasgen "HacTponka nokanbHbIX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHveMm aktusHon nonutukn Kaspersky Security Center u
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha M3MeHeHVWe napamMeTpoB MporpamMmMmbl, 3TWU NapameTpbl
HedOCTYNHbI ANS U3MeHeHus B okHe MapameTpbl nporpamMmmei.

B pasgene KoHTponb akTMBHOCTM B CeTW, HaxmuTe kHonky Hactpowka B 6noke 3awmTa
OoT wucpoBaHnA.

OTkpoeTcs OKHO 3awmTa oT WNPpPOBaHUA.
B oTKpbIBLLIEMCS OKHE HAcTpoWiTe crneayolime napaMmeTpsbil:

e Pexum paboTbl U McCnonb3oBaHWe 3IBPUCTUYECKOrO aHanusaTopa (cMm. pasgen "O6wwme napameTpbl
3agaun” Ha cTp. 262) Ha 3aknagke O6wme.

e O6nacte 3awmTbl (cM. pasgen "®opmupoBaHve obnactn 3awmuTtbl" Ha cTp. 263) Ha 3aknagke
O6nacTb 3alUThbI.

e VcknioveHus (cm.pasgen "[obaBneHune ncknoyeHnn" Ha cTp. 264) Ha 3aknagke Ucknro4veHus.

e 3anyck 3agaunm Mo pacnucaHuio (cm. pasgen "HacTtporka 3anycka 3agady no pacnucaHui” Ha cTp.
133) Ha 3aknagke YnpaBrieHue 3agaven.

5. Haxmute Ha kHonky OK.

Kaspersky Security 10.1.1 gna Windows Server HemMeOneHHO MNPUMEHWUT HOBblE 3HAYeHus MnapameTpoB
B BbINonHsowencs 3agade. [laHHble O BpeMeHW M3MEHEeHWs MapameTpoB, a TakkKe 3HauYeHus napameTposB
3ajayvm o 1 nocre nx u3ameHeHus 6yayT CoOXpaHeHbl B XXypHane BbINONIHEHWS 3aauln.
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O6wme napameTpbl 3agaumn
»  Umobbl Hacmpoums obwue napamempsl 3adayu, ebinoHUMe credyroujue delicmeus:

1. B pepee KoHconu apgmunuctpupoBaHusa Kaspersky Security Center pa3sepHuTe y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny agMUHUCTPUPOBAHWS, AMs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmsl.

2. B naHenu pe3ynbLTaTtoB BblOpaHHOM rpynnbl a4MVHUCTPUPOBaHUSI BbIMNOMNHUTE OAHO
13 cnegyowmx 4encTBui:

e YT0ObI HACTpOUTL MapameTpbl NporpaMmbl AN rpynnbl cepBepoB, BbibepuTe 3aknagky Monutukn u
oTkpownTe okHOo CBouncTBa: <Umsa nonuTukn> (cm. pasgen "Hacrporika nonutmnkun" Ha cTp. 101).

e UYrOoOblI HacTpouTb nNapameTpbl MporpaMMbl  ANs OTAENBHOIO cepBepa, Bblbepute  3aknagky
YcTponcTtBa 1 oTkporite okHo MapameTpbl nporpaMmmbl (CM. pa3gen "HacTtpovika nokanbHbIX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHuem aktusHon nonutukn Kaspersky Security Center u
B 9TON MNONWUTMKE HaNOXeH 3anpeT Ha M3MEeHeHVWe MnapameTpoB MpOorpaMmbl, 3TW MNapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B pasgene KoHTponb akTMBHOCTM B CeTW, HaxmuTe KkHonky Hactpowka B Onoke 3awmTa
oT wudpoBaHums.

OTKpoeTcst OKHO 3awmTa oT WK pPoBaHuUA.
4. B 6noke Pexum paboTbl ykaxuTte pexum paboTbl 3agaum:
e TonbKko cooOwaThb.

Ecnun BbIOpaH 3TOT pexum, BCe MOMNbITKM BPELOHOCHOrO LUM(POBaHWUS 3anvcCbiBalOTCA
B XKypHan coObiTun 3agauvM 3awmrta  OT WKUpOBaHWUs, W HUKaKNe [OEeNCTBuUSA
He MCKIoYatoTcAa. OTOT peXnmM BblOpaH MO YMOMYaHuIo.

e AKTUBHbIN.

Ecnu BbiGpaH aToT pexum, Kaspersky Security 10.1.1 ans Windows Server 6nokupyet
Joctyn knankam obwero goctyna AN CKOMNPOMETUMPOBAHHBLIX  KOMMbIOTEPOB
npu oBHapyXeHnn NonbITKU BPEAOHOCHOIO LUNPOBaHUS.

5. CHumunte nnu yCTaHOoBUTE (bﬂa)KOK Ucnonb3oBaTtb SBpMCTVI‘-IECKVIﬁ aHanuaartop.

dnaxoK BKMOYaeT WM BbIKMOYaeT WCMONb30BaHMe 3BPUCTMYECKOrO aHanusatopa
npu NpoBepke 0GBHEKTOB.

Ecnn dpnaxok ycTaHOBMEH, 3BPUCTUYECKUI aHanM3aTop BKIOYEH.
Ecnu cbnaxok CHAT, 3BPUCTUYECKUIA aHanNn3aTop BbIKITHOYEH.
Mo ymonyaHuio onaxok yCTaHOBIMEH.

6. Ecnun TpebyeTcs, OTperynmpyinTe ypoOBEHb aHanm3a ¢ NoMOLLbIO MON3yHKa.

Mon3yHoK MO3BOMSET perynMpoBaTh YPOBEHb 3BPUCTUYECKOrO aHanusa. YpoBeHb
AeTanusauuy nposepku obecneumBaeT GanaHc mexay TLLATeNbHOCTbIO MOMCKa Yrpos,
CTeneHbio 3arpysku pecypcoB onepaunoHHON CUCTEMbI U BpeMEHEM NPOBEPKU.

CyLuecTBYyIOT CcriefytoLive YpoBHY AeTanuaaumm npoBepKu:

e [MOBEpPXHOCTHbIA. OBPUCTUYECKUI aHanM3aTop BbINMOMHAET MeEHbLle AEeNCTBUN,
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cogepxawmxca B ucnonHaemom canne. [lpu Takom pexume BeEpPOSATHOCTb
0BHapyXuTb yrpo3y cHmxaeTcs. [lpoBepka TpebyeT MeHbLle pecypcoB CUCTEMbI U
BbINoOMHseTcs ObicTpee.

e CpeaHun. OBpPUCTUYECKMIA aHaNMU3aTop BbIMNOMHAET TO KOMMYECTBO MHCTPYKLMN
B UCMOSHsiEMOM (paline, KOTOpoe pekoMeHOOoBaHO chneuuanuctamm “JlabopaTtopum
Kacnepckoro".

OTOT ypoBeHb BbIGpaH MO yMON4aHuio.

e [nyGokuit. OBPUCTUYECKMIA aHanM3aTop BbINOMHAET Oonblue OeNCTBWIA, KoTopble
copepxaTtcs B ucnonHsemom dhavine. Mpu TakoM pexvMe BEpPOATHOCTb OBHApYXUTb
yrposy BospacTaeT. [lpoeepka TpebyeT Gosblle PEecypcoB CUCTEMbI, 3aHUMaeT
Gonblle  BpemeHu, a  Takke  BO3MOXHO  YyBenuMyeHuMe  Konu4yecTsa
NOXHbIX cpabaTbiBaHUNA.

|-|OJ'I3YHOK aKTUBEH, ecnm yCTaHOBJ1EH (*)J'Ia)KOK Ucnonb3oBaTtb
SBpVICTVI‘-IeCKVIFI aHanusartop.

7. Haxmwute Ha kHomnky OK, 4ToBbl MPpUMEHNTL HOBbIE MapameTpbl.

dopmupoBaHue obnacTu 3awmThbi

B 3agadve 3awuta oT WndpoBaHUs NPUMEHNAIOTCS Crieayowmne Tunbl 06nacTu 3aLnThbl;

e CraHpapTHaa. Bbl MoXeTe Wcnonb3oBaTb 06MacTb 3alUUTbl, YCTAHOBMEHHYIO [0 YMOMYaHuio WU
BKIIOYalOLLYI0 B NPOBepKy Bce obLume ceTeBble Nanku cepsepa. MpuMeHsieTcs, ecny BbiOpaH napameTp
Bce o6lme ceTeBble Nanku cepeepa.

e Monb3oBaTenbckas. Bbl MoxeTe camoCcToATENIbHO HACTPOUTL 06MacTb 3alMThI, BbIGPaB Nanku, koTopble
TpebyeTcs BKMOYMTL B OGnacTb 3aWuMTbl OT WKN@pPOBaHUs, BpydHyl. [MpumeHsieTcsl, ecnu BbiGpaH
napameTp TonbKo ykasaHHble nanky obwero gocryna.

[Ona HacTpovkn obnactm 3awmtbl 3agadn 3awmuTta  OT WKMEPOBaAHMS MOXHO WUCMOMb30BaTb TOJSbKO
noKarnbHbIV MyThb.

» Ymobbl Hacmpoums obnacme 3awumsi 0515 3adadu 3awuma om wWugposaHusi, 8bINOIHUME
cnedyrouwjue delicmeusi:

1. B pepee KoHconu agmunHucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsiemble
ycTponcTBa 1 Bbibepute rpynny agMUHUCTPUMPOBAHWS, Afsl CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTH
napamMeTpbl NporpamMmei.

2. B naHenu pesynbTaTtoB BblIGpaHHON rpynnbi aaMUHUCTPMPOBaHUSA BbIMOJTHUTE ogHo
13 cnegyowmnx AencTBui:

e YT106bl HAacTpouTb NapamMeTpbl NporpamMmmbl ANd rpynnbl CEPBEpPOB, BbibepuTe 3aknagky Monutukm u
oTkpownTe okHOo CBouncTBa: <Umsa nonuTukn> (cMm. pasgen "Hacrporika nonutukn" Ha cTp. 101).

e UT0oBblI HacTpouTb napameTpbl MporpaMMbl  ANs OTAENbHOrO cepBepa, Bblbepute 3aknagky
YcTpouncTBa 1 oTkponte okHO MapameTpbl nporpammbl (CM. pasgen "Hactporika nokanbHbIX 3agad
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).
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Ecnu ycTtponcteo paboTtaeTt nog ynpaBneHmem akTmuBHow nonutukmn Kaspersky Security Center n
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha U3MEeHeHue napamMeTpoB Mporpammbl, 3TW NapameTpbl
HeOOCTYNHbI ANS U3MeHeHusi B okHe MapameTpbl nporpamMmmei.

3. B pasgene KoHTponb akTMBHOCTM B CeTW, HaxmuTe kHonky Hactpowka B Onoke 3awmTa
oT wucpoBaHunA.

OTkpoeTca okHO 3awmTa OT WundpoBaHuUA.

4. B 6noke Obnactb 3awuTtbl Bbibepute nanku, kotopble Kaspersky Security 10.1.1 ana Windows Server
OyaeTt npoBepsTb B XoAe BbINONHEHUs 3a4a4n 3awmTta oT WnpoBaHus:

e Bce o6wue ceTeBble Nanku cepBepa.

Ecnu BbibpaH 3TOT BapuaHT, TO B XO4E BbINOMHEHUA 3agaun 3alumTta oT WndpoBaHUs
Kaspersky Security 10.1.1 gna Windows Server npoBepseT Bce nanku obuiero gocryna
Ha cepBepe.

OTOT BapmaHT BblGpaH No yMon4aHuio.
e TonbKo ykasaHHble Nanku obLero gocTyna.

Ecnu BbIOpaH 3TOT BapuaHT, TO B XOoAe BbIMONHEHNs 3agaun 3awmTa oT WndpoBaHNs
Kaspersky Security 10.1.1 ana Windows Server nposepsieT TONbKo Te nankui obuiero
AOCTyna Ha cepBepe, KOTopble Bbl YKasanu BPyYHY!O.

5. Ytob6bl YKa3aTb nanku obuwero AoCTyna Ha cepBepe, KOTopble Bbl XOTUTE BKITHOYUTL B obnacTb 3aluThbI
oT LUVICprBaHI/IFI, BbIMOJTHUTE clegytouine DEencTBus:

a. HaxwmuTe Ha kHONKy [lo6aBUTb.
OTkpoeTcs okHO BbiGepuTe nanky ansa go6aBneHus.
b. Haxmute Ha kHonky O630p, 4TOObI BIGPATL Nanky, UnNn BBEAUTE NyTb BPYYHYHO.
c. Haxmute Ha kHonky OK.
6. Haxmwute Ha kHonky OK B okHe 3awmTa oT wucpoBaHus.

HacTpoeHHble napameTpbl GyayT COXpaHeHb!.

[Hdob6aBneHne Uckn4vYeHnn

» 4Umobbl 0obasumb UCKIOYEHUS U3 obacmu 3awumel om WughpoeaHus, 8bIrnoIHUMe
cnedyrouwue Oelicmaus:

1. B pepeBe KoHconu agmunmucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUSA, ANsi CEPBEPOB KOTOPOW Bbl XOTUTE HAaCTPOUTb
napameTpbl NporpamMmmel.

2. B naHenu pe3ynbTaTtoB BblOpaHHOW rpynnbl agMWHUCTPUPOBAHUS BbIMNOMNHUTE OfHO
n3 criefyoLmx encTBum:

e Yrobbl HacTpouTb NMapamMeTpbl NporpaMMbl Ans rpynnbl cepBepoB, BolibepuTe 3aknagky Monutuku u
oTkponTe okHO CBoncTBa: <Umsa nonutukm> (cM. pasgen "Hactpownka nonutukn" Ha ctp. 101).

e UYrOoBGbl HacTpouTb nNapameTpbl MporpaMMbl  AnNs OTAENBHOIO cepBepa, Bblbepute  3aknagky
YcTpouncTtBa 1 oTkpoinTe okHO MapameTpbl nporpammbl (CM. pasgen "Hactporika nokanbHbIX 3agad
B okHe lNapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Konmpornb akmusHocmu e cemu
264



KASPER{KY3

Ecnu ycTtponcteo paboTtaeTt nog ynpaeneHmem aktvBHow nonutukn Kaspersky Security Center n
B 9TOW MOMNUTUKE HanoXeH 3anpeT Ha U3MEeHeHVWe napamMeTpoB MporpamMmMmbl, 3TWU NapameTpbl
HeOOCTYNHbI ANS U3MeHeHusi B okHe MapameTpbl nporpamMmmei.

3. B pasgene KoHTponb akTMBHOCTM B CeTW, HaxmuTe kHonky Hactpowka B Onoke 3awmTa
oT wudcpoBaHunA.

OTkpoeTca okHO 3awmTa OT WundpoBaHuUA.
4. Ha 3aknagke UckntouyeHus yctaHoBuTe pnaxok NpUMeHUTb CNMCOK UCKIMIOYEHUMN.

Ecnn dnaxok ycrtaHoBneH, To BO Bpems paboTbl 3agaun 3awmTta oOT WwudpoBaHus
Kaspersky Security 10.1.1 ansa Windows Server He oOHapyxuBaeT BpedoHOCHOe
WndpoBaHMe, OCYLLIECTBNAOLLEECS B YKa3aHHbIX o0bnacTsix.

Ecnn dnaxok cHaATt, Kaspersky Security 10.1.1 ans Windows Server obHapyxusaet
nonbITKN WNPPOBaHNS Ha BCEX CETEBbIX Narnkax cepeepa.

Mo ymon4aHuio pniaxkok CHAT, CMINCOK UCKIIOYEHUI NYCT.
5. HaxmuTe Ha kHonky [Jo6aBUTb.
OTKkpoeTcs OkHO BbiGepuTe nanky ona go6aBneHns.
6. Bsegute umsa nanku unm HaxxmuTe kHonky O63op, 4TOOLI BLIBpaTh HEOOX0AMMYIO MarnkKy.
7. Haxmwute Ha kHonky OK.

WckntodyeHHble obnactn gobasreHbl B CIINCOK.
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[InarHocTMkKa cucteMmMbl

JTOT pasgen coaepXuT MHGOPMaLUio O 3agadve KOHTPONs (DalfoBbIX OMepaunii U BO3MOXHOCTSIX aHanvsa
CMCTEMHOIO XXypHarna onepauvMoHHON CUCTEMBI.

B aTtom pasgene

MOHUTOPUHT (DANMOBBIX OMEPEALIMM ....vvveeeieeeeeiieteteeetaaessaaesteteeeeaeessaanbeseaeaeeasasasstseeeaaeeesaassbeseeaaeeesaaannsaseeaaaeesaansnes 266

N = T 0218 o] = =2 o )= PPNt 274

MoHuTopuHr cpannoBbIxX onepauun

OTOT pasgen coaepXnT nHopmauuio o 3anycke 1 HacTporike 3agavym MoHUTOPUHI dannoBbIX onepauui.

B aTtom pasgene

O 3agaye MOHUTOPUHT (DAMNOBDBIX OMEPALIMM ......ccuvrieereeeeeeiiiutateeeeeeesssastsseeeeeeessassraasseeaessasssntssseesesssanssssnsseeseens 266
O npaBunax MOHUTOPUHIA PANIOBBIX OMEPALINM ......uvereeeeeeiiiirteeeeeaesesittrtreseeeesaasstasereeeeasaassrreseesessssassrnnseeeeans 267
HacTpovika napameTpoB 3aga4ym MOHUTOPUHT (DANNOBBIX OMEPALIMM .....ceeiuvrreeeiiiieeeiiteeeessieeeeessinreeessabreeesanneeeess 270
HaCTPOMKA MPABUIT MOHUTOPMHIG .......ueveeeeeueeeeeeneeeeeeseeseeseesesesesssssssssssssssessssssssssssssssssssssssssssssssssnsssssnsssssssssssssssnnnes 272

O 3apgayvye MoHuTOpPUHr channoBbIX onepauumn

3apadya MoHWTOPUMHI (annoBbIX oOnepauni npegHasHayeHa AN OTCNEeXMBAHUSA OEWCTBUW, BbIMOSTHEHHbIX
C yKkasaHHbIMK hannamy nnu nankamu, B 06rnactax MOHUTOPWMHIA, 3adaHHbIX B napameTpax 3agayun. Bel moxeTe
ncrnonb3oBaTtb 3agady, 4ToObl OTCRexuBaTb M3MeHeHUs B pannax, KOTopble MOryT ykasblBaTb Ha HapylueHue
6Ge3onacHOCTM Ha 3awmwaemMoM cepsepe. Bbl Takke MoxeTe HaCTPOWUTb OTCreXMBaHWEe W3MeHeHUn dhannos
B neprofbl 06pbiBa MOHUTOPWHrA.

Obpbie MOHUMOPUH2a — 3TO Nepuod, korga obracTb MOHUTOPMHITa BPEMEHHO BbiNnagaeT W3 Nonst AeWCTBUS
3agayun, Hanpumep M3-3a MNPUOCTAHOBKM BbIMOMHEHUSA 3a4avyM UNu (U3NYECKOro OTCYTCTBUSA 3anOMMHAMLLETO
ycTponcTBa Ha 3awmwaemom cepBepe. Kaspersky Security 10.1.1  gns Windows Server coobwur
00 obHapyxeHumn harinoBbix onepauuin B 06racTM MOHUTOPMHIA, KaK TONbKO 3anoMuHalolee yCTpoOWCcTBO byaer
BHOBb MOAKMOYEHO.

[MprocTaHoBKa BLIMOMIHEHUS 3ajayvv B 3a4aHHOM 06riacTM MOHWUTOPMHIA, BbI3BaHHAs MepeyCcTaHOBKOM
KOMMOHeHTa MOHUTOPWHT halinoBbIX onepauuii, He SBnseTcs 00pbIBOM MOHMTOPUHra. B aTom crnyvae 3agjava
MOHUTOPUHT hanoBbIX Ornepaunin He BbIMONHAETCS.
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TpeboBaHus k cpeae

[Ona 3anycka 3agayn MoHUTOPUHT palinoBbiX onepaLunii 4oMmKHbI BbITb COGNIOAEHLI CrieayoLlne YyCnoBus:

e Ha 3awmuuwaemoMm cepBepe YCTAHOBIEHO 3anoMWHAalOLLEEe YCTPOWCTBO, NoadepuBatoliee annosble
cuctembl ReFS n NTFS.

e USN-xypHan Windows gomxeH 6biTb BkmtodeH. Ha ocHoBe onpoca USN >xypHana KOMMOHEHT nony4aet
AaHHble 0 hannoBbIX onepaunsx.

Ecnun Bbl Bkmtounnu USN-xypHan nocrie Toro, kak Obi10 co3gaHo npaBuiio 4fis ToMma M 3anylleHa
3agadYa MoHuTopuHra cainoBbix onepauui, TpebyeTcs nepesanycTuTb 3agady. B npoTvBHOM
cnyyae, gaHHOEe npaBuro He ByAeT y4nTbiBaTbCA NPY MOHUTOPUHTE.

WckntoueHns ans obnactn MOHUTOPUHra

Bbl mMoxeTe co3gatb WCKMOYeHMA M3 obnactu MOHWTOpuWHra (cM. pasgen "Hactpovika npaBun MOHWTOpMHra"
Ha cTp. 272). WcknioveHns 3agaloTcs AN KaXAoro OTAENbHOro npasuna v paboTalT TONbKO AN yka3aHHOW
obrnactn MoHMTOpUWHra. Bbl MoXxeTe 3agatb HEOrpaHMYEeHHOE KONMMYECTBO UCKITIOYEHUI AN Kaxgoro npasuna.

WcknoueHnsa nvetot 6onee BbICOKUN NPUOPUTET, YEM 06IAaCTb MOHUTOPUHIA, U HE KOHTPOSNUPYIOTCA 3agadven,
JaXe ecnu ykasaHHas nanka unu dgann Bxoadat B obracTb MoHuTOpuHra. Ecnu B napameTpax ogHOro
n3 NpaBun 3agaHa 00nacTb MOHUTOPMHra, KoTopas SABMSIETCS HWKHEYPOBHEBOW MO OTHOLUEHWUIO K Marike,
3aJaHHOW B VCKIMOYEHUSIX, Takas 0bnacTb MOHUTOPUHra He ByaeT yunTbiBaTbCSl NPU BbINONTHEHUN 3a4a4u.

[na 3agaHna NCKIOYEeHU Bbl MOXETE MCMNOSb30BaTh TE XKe Macku, YTo U Ans 3agaHunsd obnacTten MOHUTOPWUHra.

O npaBunax MOHUTOpPUHra hannoBbIX onepauumn

3apada MoHMTOPUWHT hannoBbIX onepauuin BbIMONHAETCA Ha OCHOBE NPaBuil MOHMTOPUHIa (annoBbiX Onepauuii.
Bbl MoxeTe HacTpamBaTb ycrnoBusi cpabaTtbiBaHuWs 3agaynm WM perynupoBaTb YpPOBEHb BaXHOCTU COOLITUN
Ans obHapyxeHHbIX (annoBbIxX onepauni, uKcMpyeMbiX B XXypHane BbIMOMHEHNs 3a4ayu, C MOMOLLBIO KpuTeprnes
cpabaTtbiBaHUS npasuna.

MpaBuno MoHUTOpPMHIra hannoBbix onepauun 3agaeTcsa s Kaaon ykazaHHON 06racTv MOHUTOPUHTa.
Bbl MOXeTe HacTpavBaTh cnefyroLimne kputepun cpabaTbiBaHUA NpaBus:

(] lD,OBepeHHble nonb30BaTesnn

e Mapkepsbl hainosbix onepauui

[loBepeHHble nonb3oBaTenu

Mo ymonuaHuio Ae’cTBUS BCeX Monb3oBaTteneil pacleHMBaloTCA MporpamMMoii Kak noTeHUuuanbHble HapylueHWs
6esonacHocTu. CNUCOK J0OBEPEHHbIX MoMb3oBaTenei nycT. Bbl MoXeTe HacTpauBaTb YPOBHU BaXKHOCTM COBLITUSA,
dhopMMpys CNMCOK A0BEPEHHbIX NoNb3oBaTenel B NapaMmeTpax npasuna MOHUTOPUHIa chaiinoBbIX onepauuii.

HedosepeHrHbili nonb3ogamens — NOON NOMb30BaTeNb, HE YKa3aHHbI B CMUCKE OOBEPEHHbIX B napameTpax
npaeuna obnactu moHuTopuHra. Ecnu Kaspersky Security 10.1.1 gns Windows Server o6HapyxuBaeT ¢halinoByto
ornepaumnto, BbIMOMHEHHYO HEJOBEPEHHbIM Monb3oBaTenem, 3agada MOHUTOPUHT hansoBbIX onepaunn ukcupyet
cobbITME C YPOBHEM BaXKHOCTU KpuTnyeckoe cobbiTe B XXypHarne BbIMONHEHUS 3a4aun.
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LosepeHHbili nonb308amesib — NONb30BaTENb UMK rpynna Monb3oBaTernie, KOTOPbIM pa3pelleHO BbINOJIHEHUE
dannoBbixX onepauuii B ykazaHHoM obnactn moHutopuHra. Ecnn Kaspersky Security 10.1.1 gna Windows Server
obHapyxvBaeT annoByl onepauuio, BbLIMOMHEHHYID [OOBEPEHHbIM Morb3oBaTterneM, 3agadya MOHWMTOPUHT
¢annosbix onepauun dukcupyet cobbiTue € ypoBHEM BaxHoCTU WHopMaLmoHHoe cobbiTne B XypHane
BbINONHEHNS 3a4a4u.

Kaspersky Security 10.1.1 gna Windows Server He MOXeT onpefenvTb NOonb30BaTerns, BbINOMHUBLLEIO onepauuun
B nepvop obpbiBa MOHUTOPUHIa. B aTom criyyae ctaTyc nonb3oBaTensi ONpeaenseTcsi Kak Hen3BeCTHbIN.

HeussecmHblil ronb3oeamersib — AaHHbIA CTaTyC MnpucBaMBaeTCsl Mnornb3oBaTento B criyyae, korga Kaspersky
Security 10.1.1 gnsa Windows Server He MOXeT MONyYnTb [aHHble O NoJfib3oBaTesfle BCNeacTBUE MNpepbiBaHMS
3agaun unm cbos pgpaviBepa CUHXpoHM3auuu paHHbix unu USN-xypHana. Ecnn Kaspersky Security 10.1.1
ana Windows Server obHapyxusaeT ¢annoByto onepauuto, BblNOSTHEHHYIO HEM3BECTHLIM NOMb30BaTeneM, 3agayva
MoHuTOpuHr pannoBbIx onepauuii (UKCUPYET COoBbITUE C YPOBHEM BaxHOCTU [IpedyrnpexdeHue B XypHane
BbINOMHEHNS 3a4a4u.

Mapkepbl hannosbix onepawmmn

B xoae BbinonHeHust 3agayn MoHUTOpuHr gannoBbix onepauuin Kaspersky Security 10.1.1 ansa Windows Server
onpegensieT, YTo Hag annom 6bino NPoM3BEAEHO AENCTBME, C MOMOLLLIO MapKepoB (hanroBbIX onepauuii.

Mapkep pannoBon onepaumm — 3TO €OUHWYHBIA MpU3HaK, KOTOpPbIM MOXET OblTb OxapakTepu3oBaHa
cannosaga onepauusi.

Kaxxgas darnnoBas onepaumsi MOXeT NpeAcTaBnaTb cOOOM OOHO AEWCTBUE UMW LENoYvKy OeNCTBUA C dhannamu.
Kaxgoe Takoe genctere npupaBHMBAETCA K Mapkepy dannosoun onepauuun. Ecnv B uenovke annoson onepauum
Obln oBHapykeH Mapkep, YyKasaHHbli BaMW B KayecTBe KpuTepusi cpabartbiBaHMs NpaBunia MOHUTOPUHIA,
nporpaMmma 3apermctTpmpyeT cobbiTue no dakTy COBepLUEHUS] Takol hanrnoBor onepaunmn.

YpoBeHb BaXHOCTU (PUKCUPYEMbIX COOBLITUI He 3aBUCUT OT BbIGpaHHbLIX MapKepoB aifoBbIX onepauvin unm
UX KonunyecTsa.

Mo ymonuaHuio Kaspersky Security 10.1.1 gna Windows Server yuuTbiBaeT BCe AOCTYMHbIE MapKepbl
hannoBbix onepaunii. Bl MoxeTe BbibpaTe MapKepbl halinoBbix onepauuMin BpyyHy B napameTpax npaBun
3agayn (cMm.Tabnuuy Huxe).

Tabnuuya 41. Mapkepbi ¢hatinosbix onepauyuli
ID channoBom onepauun Mapkep channoBomn onepauum MoppepxnBaemMble
¢hannoBsble cu-
CcTeMbl
BASIC_INFO_CHANGE N3MeHeHbl aTpubyThl UM METKM Bpe- NTFS, ReFS
MeHu charina unu nanku
COMPRESSION_CHANGE N3MEHEHO cxaTtue darnna unu nanku NTFS, ReFS
DATA_EXTEND pa3mep harina unu nanku ysenmyeH NTFS, ReFS
DATA_OVERWRITE nepesanucaHsbl AaHHble B haine nnu NTFS, ReFS
nanke
DATA_TRUNCATION dann unu nanka yceyeHsl NTFS, ReFS
EA_CHANGE M3MeHeHbl paclUMpeHHble aTpubyThl Tonbko NTES

danna nnu nankm
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ID dhannoBon onepavuumn

Mapkep channoson onepauum

MopaepxmBaemMble
c¢annoBbie cu-

CcTeMbl
ENCRYPTION_CHANGE N3MeHeH cTaTyc WwndposaHus cdanna NTFS, ReFS
Unu nanku
FILE_CREATE hann unu nanka co3gaHbl Bnepable NTFS, ReFS
FILE_DELETE $ann nnv nanka yganeHsl, MUHYs KOp- NTFS, ReFS

3MHY, € noMoLbto komaHabl SHIFT+DEL

HARD_LINK_CHANGE

XecTKas CBs3b CO34aHa unu yaaneHa
Ans davina unu nanku

Tonbko NTFS

INDEXABLE_CHANGE

N3MEHEH CTaTyC MHOEKCUPOBaHMS
darna nnu nankm

NTFS, ReFS

INTEGRITY_CHANGE

N3MeHeH aTpmbyT LIENIOCTHOCTH
AN MMeHOBaHHOro ¢hannoBoro NoToka

Tonbko ReFS

NAMED_DATA_EXTEND pasMep UMEHOBaHHOro HanmnoBoro no- NTFS, ReFS
TOKa yBenunyeH

NAMED_DATA OVERWRITE WMEHOBaHHbI annoBbI NOTOK Nepe- NTFS, ReFS
3anvcaH

NAMED_DATA_TRUNCATION UMEHOBaHHbIV harinoBbIN NOTOK yCeyeH NTFS, ReFS

OBJECT_ID_CHANGE n3MeHeH naeHTndukatop danna mnm NTFS, ReFS
nanku

RENAME_NEW_NAME NPUCBOEHO HOBOE UMSA Ans darna unm NTFS, ReFS
nanku

REPARSE_POINT_CHANGE cosflaHa HoBasi UM 3MeHeHa cyle- NTFS, ReFS
CTBYlOLLAsA TOYKa MOBTOPHOIO aHanusa
ans darna unu nanku

SECURITY_CHANGE n3MeHeHbl Npasa gocTyna K dpanny unm NTFS, ReFS
nanke

STREAM_CHANGE CO3/1aH HOBbIN UITM U3MEHEH CyLLe- NTFS, ReFS

CTBYHOLLUIN UMEHOBaHHbIN (hanosbIii
NoTOK

TRANSACTED_CHANGE

NMEHOBaHHbIN PannoBbIN MOTOK U3Me-
HeH TpaH3akuuen TxF

Tonbko ReFS
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Hactpouka napameTpoB 3agaum MoHUTopuHr chbannoBbIX onepauum

Bbl MoOXeTe W3MeHATb napamMmeTpbl 3aaadn MOHI/ITOpVIHI' (baVIHOBbIX OﬂepaLl,VIVI, 3agaHHble Nno ymMosn4aHuro

(cm.Tabnuuy Hmxe).

Tabnuua 42.

lNMapamempsbi 3a0aq4u MoHumopuHza ¢hbalinossix ornepayuli ro yMosa4aHuro

MapameTp

3HayeHue
no yMosn4yaHu1io

OnucaHue

O6nacTb MOHUTOPUHTa

He 3agaHo

Bbl MOXeTe 3agath nanku n annsl, 4eNCTBUS
Hag KoTopbiMK ByayT oTcnexuBaTtbes. [ns nanok
n channos 3agaHHOM 06NnacT MOHUTOpPUHra By-
ayT hopMnpoBaTbLCS COOLITUSE MOHUTOPUHTA.

Cnuncok AoBEepPEHHbIX NOsb-
3oBaTeneu

He 3agaHo

Bbl MOXeTe 3agaTb nonb3oBaTenen u/vnm rpyn-
Nbl Nonb3oBaTenen, 4eNCTBUS KOTOPbIX

B YKasaHHbIX katanorax 6yayT pacueHnBaTbCs
KOMMOHEHTOM kak 6e3onacHble.

KoHTponunpoBaTtb ¢ainoBbie
onepauumn Bo BpeMsi MpoCcTos
3agauu

MpumensieTca

Bbl MOXeTe BKkMoYaTb Uy BbikNioYaTb ydeT
harinoBbIX onepauuin, KoTopble BbiNK BbINOSHE-
Hbl B YKa3aHHbIX 061acTaX MOHUTOPUHra

B NepvoA NpocTos 3agaydu.

YyntbiBaTb UCKIHOYEHHYIO
obnacTtb MOHUTOPUHra

He npumeHseTca

Bbl MOXeTEe KOHTPONUPOBATbL MPUMEHEHUE UC-
KMoYeHMn Ang nanok, rae He TpebyeTcs BbINos-
HATb KOHTPOIb 32 (hannoBbIMK onepaunamu.
Mpwn BbINONHEHMM 3aga4m MOHUTOPUHT dhanno-
BbIX onepauui Kaspersky Security 10.1.1

ansa Windows Server 6ygeT nponyckatb o6nactu
MOHUTOPWHra, 3afaHHble B Ka4YecTBe UCKNoYe-
HURA.

PacuyeT KOHTPOMbHON CyMMbl

He npumeHseTca

Bbl MOXeTe HacTpoUTb pac4eT KOHTPOSbHOW
CyMMbI dhaina nocne nponssefeHHbIX B HEM
N3MEHEHWI.

YuntelBaTe Mapkepbl dpan-
NoBbIX onepauui

YuntbiBaOTCA BCE O0-
CTYMHbIE MapKepbl dan-
NoBbIX onepaumn

Bbl MmoxeTe 3agatb Habop Mapkepos

ONA XapakTepucTukn dannosbix onepauni. Ecnu
davinoBasi onepauusi, BbiNofiHeEHHasi B 06nacTu
MOHWTOPWHIa, XapakTepuayeTcsl XoTs Obl O4HUM
n3 yka3aHHbIX MapkepoB, Kaspersky Security
10.1.1 gna Windows Server oopmupyeT cobbi-
Tve ayguTa.

Pacnncanue 3anycka 3agayun

MepBbIV 3anyck
He onpegerneH

Bbl MmOXeTe HaCTpOUTb NapaMeTpbl 3anyCka 3agadun
Nno pacnnucaHuto.
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Ymobblr  Hacmpoumsb napamempsbl  3ada4u  MoHumopuHa  ¢hbalinosbix  onepauyud, 8bIMNOSIHUME
cnedyrouue delicmeusi:

1. B pepeBe KoHconu agmunucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny agMUHUCTPUPOBAHWS, AMs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmmsl.

2. B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHUS BbINOMHUTE 0[HO
13 cnegylowmnx 4encTBui:

e YT1o6bl HAacTpouTb NapamMeTpbl NporpamMmmbl ANd rpynnbl CEpBEpoB, BbibepuTe 3aknagky Monutukm u
oTKpownTe okHO CBouncTBa: <Uma nonuTukn> (cm. pasgen "Hacrtporika nonutmnkun" Ha cTp. 101).

e UYr06bl HacTpouTb nNapameTpbl MporpaMMbl  AnNs OTAENBHOIO cepBepa, Bblbepute 3aknagky
YcTtponctBa 1 oTkporite okHo MapameTpbl nporpaMmmbl (CM. pa3gen "HacTtpovika nokanbHbIX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

Ecnu yctporictBo paboTaeT nog ynpasneHueMm aktusHon nonutukn Kaspersky Security Center u
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha M3MEeHeHuWe napamMeTpoB MporpamMmbl, 3TW NapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

3. B pasgene OmnarHoctuka cuctembl B 65ioke MOHUTOPUHr  (havMnoBbIX  onepauum  Haxmute
Ha kHonky HacTtpoika.

OTtkpoeTcsa okHoO MOHUTOPUHT harnoBbIX onepauuvi.

4, B oOTKpblBLWEMCS OkHe Ha 3aknagke [lapameTpbl MOHUTOpUHra (palnoBbIX onepauumn
HacTpoiiTe NapaMeTpbl 0611acT MOHUTOPUHTa:

a. CHumuTe mnu yctaHoBuTe hnaxok PUKCUpoBaTb COGbITUA O (haNoOBbIX onepauusix 3a nepuos
o6pbiBa MOHMTOPUHrA.

®dnaxok BKMAKYAET WM BbIKMKYAET KOHTPOMb  Hag hannoBbiMM  onepaumsiMu,
BbIOpaHHbIMKM B NapaMeTpax 3agadn MOoHUTOpUHr annoBbiX onepauui, BO Bpems
npocTos 3agayv no nbor nNpuynHe (M3BMNEYEHME XKECTKOro AWCKA, OCTaHOBKa 3afadu
nonb3oBartenem, cbon NporpaMMHoOro obecneyeHus).

Ecnn ¢naxok yctaHoBneH, Kaspersky Security 10.1.1 pgna Windows Server 6yget
dukenpoBaTb COObITUS BO BCex 06nacTax MOHMTOpPWHra Mpw NpepbiBaHUM 3adaydu
MoHUTOPUHT halnoBbIX onepauun.

Ecnn dnaxok cHAT, npw npepbiBaHuM 3agaunm pannosble onepaumm B obnacTsx
MOHMTOpUHra He B6yayT dmMKCUpoBaTbCA NPOrpamMmon.

Mo ymonyaHuio raxok ycTaHOBMNEH.

b. [HOob6aBbTe obGractu MOHUTOpUHra (CM. pa3gen "HacTponka npaBun MOHUTOPWMHra" Ha CcTp. 272),
KoTopble GyaeT KOHTpONMpoBaTh 3ajava.

5. Ha 3aknagke YnpaBneHue 3agadvem 3anyctute 3agadvy Ha 6asze pacnucaHusa (cm. pasgen "Paborta
C pacnucaHvem 3agay” Ha cTp. 133).

6. Haxmute Ha kHornky OK, 4TOObl COXpaHUTb U3MEHEHWSI.
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HacTpoiika npaBun MOHUTOpPUHra

Mo ymonyaHuio obnactb MOHUTOPWHIa He 3aJaHa; 3aJadya He KOHTPONMPYET BbINOMHEHWE (danfoBbiX onepaumn Hx
B OAHOW ANPEKTOPUN.

» 4Ymobbl 0obasumb obriacmb MOHUMOPUH2a, 8bINoIHUME criedyroujue delicmaus:

1.

B nepeBe KoHconu agmuHuctpupoBaHust Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 Bbibepute rpynny agMUHUCTPUPOBAHWS, AMs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NPOrpaMmsl.

B naHenu pesynbTaTtoB BblGpaHHON rpynnbl aAMUHUCTPUPOBAHNSA BbINOMHUTE 0OHO
13 cnegyowmnx 4encTBui:

e YT0ObLI HacTpoMTb NapameTpbl NPOrpaMMbl ANSA rpynnbl CepBepoB, BbibepuTe 3aknaaky Monutukm n
oTkponTe okHO CBomnctBa: <Uma nonutukm> (cMm. pasgen "Hactponka nonutukn" Ha ctp. 101).

e Yrto6bl HacTpouTb napameTpbl MporpaMMmbl Ons OTOENbHOrO cepBepa, BbibepuTe 3aknagky
YcTtpouncTtBa 1 oTKporiTe okHO MapameTpbl nporpamMmbl (CM. pasgen "HacTponka nokaneHbIX 3agay
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpasneHnem aktusHon nonutukn Kaspersky Security Center u
B 9TOW MONUTUKE HamnoXeH 3anpeT Ha U3MEeHeHue napamMeTpoB MporpamMmbl, 3TW NapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbil.

B pasgene AuarHoctMka  cucteMbl B 6nioke MOHMTOPUHr  barMnoBbIX  onepauum  HaxmuTe
Ha kHonky HacTpoka.

OTtkpoeTtcs okHO CBoncTBa: MOHUTOPUHI hannoBbIX onepalmi.
B 6noke O6nactb MOHUTOPUHIa HaXXMUTE Ha KHOMKy [lo6aBUTb.
OTkpoeTcs okHO O6nacTb MOHUTOPUHra.
HobaBbTe 06r1acTb MOHUTOPMHIA OOHUM U3 CrieayoLwmx cnocobos:
e Ecnu Bbl X0TUTe BbIbpaTh Nanku Yyepes ctaHaapTHbIN ananor Microsoft Windows:
a. Haxmute Ha kHonky O630p.
OTkpoeTca craHaapTHoe okHO Microsoft Windows O630p nanok.

b. B oTkpbiBlweMcsi OkHe Bblbepute nanky, ¢annoBble onepauny B KOTOPOW Bbl XOTUTE
KOHTPONMpoBaTb, U HaxmnTe kHonky OK.

(] Ecnn Bbl x0TuUTe 3agatb ob6nactb MOHUTOPWUHIA BPYYHYHO, nobaBbTe nyTb C NOMOLUbK oAHoMn
M3 nogaepxnBaemMbiX MaCoOK:

e <*ext>- Bce (pannbl ¢ pacwmpeHnem <ext> BHe 3aBMCUMOCTU OT UX PACMNOSTOXKEHUS;

e <*name.ext>- Bce annbl CUMEHEM name U pacwupeHmem <ext> BHe 3aBUCUMOCTU
OT VX PacnosioXeHus;

o <\din\*> - Bce gannbl B anpekrtopun <\dir>;

o <\din*\name.ext> - Bce dannbl C UMEHEM hame 1 paclumpeHmnem <ext> B anpekropumn <\dir> n Bcex
ee NnoaanpeKTopusX.

Mpwn 3agaHum obnactn MOHUTOPUHIa Bpy4YHyt0 ybeamTech, YTo NyTb COOTBETCTBYET hopmaTy: <OGykBa
ToMa>:\<macka>. Ecnn Tom He ykasaH, Kaspersky Security 10.1.1 gna Windows Server He go6aBut
yKa3aHHy 06nactb MOHUTOPUHrA.
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6. Ha 3aknagke [JoBepeHHbIe NONb30BaTeNn, HAXKMUTE Ha KHOMKY [lo6aBUTb.
OTtkpoeTca craHaapTHoe okHO Microsoft Windows Bbei6op: "lMonb3oBatenu” unu "Mpynnbi”.

7. BbibepuTe nonb3oBaTener wnu rpynnbl  MOnb3oBaTenen, KOTopbiM OyadyT paspelleHbl onepauuun
¢ charinamn ans BbIbpaHHOW 001acT! MOHUTOPUHTA, U HaxkmuTe kHonky OK.

Mo ymonuaHuio Kaspersky Security 10.1.1 gns Windows Server cuMtaet HegoBepeHHbIMU BCEX
nonb3oBaTtenen, He yKkasaHHbIX B CMUCKe [JOBEpeHHbIX (cM. pasgen "O npaBunax MOHUTOPWUHra
annoBblx  onepauun”  HacTtp. 267), wn  dopmMupyeT AN HUX  COBbITUS  C YPOBHEM
BaXkHoCcTW Kpntmyeckui.

8. Bbibepute 3aknagky Mapkepbl ¢pannoBbIix onepauum.

9. Ecrm  TpebyeTcs, BblbepuTe  HECKOMbKO  MapkepoB  (hawWnoBbiXx  onepauun, BbIMOSTHUB
cnegywoLine oencTBus:

a. Bbibepute BapmaHT ObHapyxuBaTb thainoBble onepauun No crieayoLWmnM MapKepam.

b. B cnucke pocTynHbIX dannosbix onepauuin (cm. pasgen "O npaBunax MOHUTOPUHra annoBbiX
onepauun” HacTtp.267) ycTaHoBuTe naxkM HanNpoTMB Tex oOnepauun, KoTopble  Bbl
XOTUTE KOHTPONMPOBATb.

Mo ymonuaHuto Kaspersky Security 10.1.1 gnsa Windows Server KOHTponupyeT BCe AOCTYrMHble
annosble onepauun, BblbpaH BapuaHT O6HapyxuBaTb annoBble onepauuum No BCeM
pacno3HaBaeMbIM MapKepam.

10. Ecnm Bbl xoTWTe, 4TOGbLI Mporpamma Kaspersky Security 10.1.1 gna Windows Server paccuutbiBana
KOHTPOSTIbHYIO CYMMY (pbannosB nocrne uaMeHeHuin, BeliMOMHUTE crieaylolime 0enCTBuUS:

a. B 0Onoke KoHTponbHas cymma ycraHoBuTe ¢naxok PaccuuMTbiBaTb KOHTPOJIbHYKO CyMMYy
M3MeHeHHoro ¢aina, ecnm 3To BO3MOXHO.

Ecnn naxok yctaHoBneH, Kaspersky Security 10.1.1 gna Windows Server
paccunTbiBaeT KOHTPOMbHYIO CYMMY M3MeHEeHHoro dhanna, B KOTOpom Obina obHapyxeHa
dhannosas onepauus, COOTBETCTBYHOLLANA x0T Obl ogHOMY mMapkepy
hannosow onepauuu.

Ecnn dannosas onepaums ob6HapyxuMBaeTcsa cpasy MO HECKOMbKUM  Mapkepam,
paccyuTbiBaeTCs TOMbKO (puHanbHas KOHTporbHas cymma anna nocrne Bcex
nocriefoBaTernbHbIX U3MEHEHUN.

Ecnun dnaxok cHat, Kaspersky Security 10.1.1 gna Windows Server He paccyuTbiBaeTt
KOHTPOSbHYIO CYMMY M3MEHEHHbIX (halinos.

I'Iporpamma He BbINOJIHAET pacyeT KOHTpOﬂbHOVI CyMMbI B Clleayounx cryyasax:

e ecnu B pesynbrarte ¢annoBon onepauuu ann cran HepocTyneH (Hanpumep,
nU3MeHeHbl NpaBa goctyna kK danny);

e ecnu dannosas onepauus dukcupyeTcsa Ang damnna, KOTOpbIA BNOCHNeaCTBUU
ObIn yaaneH.

Mo ymonyaHuio onaxokK CHAT.
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b. B packpbiBatolemcsi cnicke PaccynTbiBaTb KOHTPOJIBHYIO CYMMY MO anropuTmy BbibepuTe oauH
13 BapuaHTOB:

e Xew MD5
e Xew SHA256

Ecnn Bbl xoTuTE KOHTpOJINpOBaTb HE BCe anVIHOBbIe onepauun, B CNUCKe AOCTYMNHbIX (Zt)aVIHOBbIX

onepauun (cm. pasgen "O npaBunax MOHUTOpUHra dannosbiX onepauun” Ha cTp. 267) ycTtaHoBuUTe
draxkn HaNPOTUB TEX Onepauunn, KOTOpble Bbl XOTUTE KOHTPONMPOBATh.

Ecnu TpebyeTca, AobaBbTe NCKNIOYEHNSA Ana 06nacTy MOHUTOPUWHIA, BbINOMHMB criegylowmne AencTBuUs:
a. Bbibepute 3aknagky UcknrouyeHus.
b. YcraHoBuTte hrnaxok YunTbiBaTbh UCKIIOYEHHbIE 0651IaCTU MOHUTOPUHTrA.

®Praxok BKMOYAET MMM BbIKIHOYAET MPUMMEHEHME WCKIIOYEHWUA ON1d ManoK, B KOTOPbIX
He TpebyeTcs MOHUTOPUHI (annoBbIX onepauui.

Ecnu dnaxok yctaHoBNEH, Npuy BbINONHEHNN 3aga4n MoOHUTOPUHT hannoBbiX onepaummn
Kaspersky Security 10.1.1 pgnaWindows Server ©6ygetr nponyckatb obnactu
MOHMWTOPWHra, 3aAaHHble B CMUCKE UCKITIOYEHMWI.

Ecnu dpnaxok cHat, Kaspersky Security 10.1.1 ana Windows Server 6yageT dukcmpoBaTb
cobbITHA And BCcex 3agaHHbIx obnacten MOHUTOPUHra.

Mo ymonyaHuio nakok CHAT, CINCOK UCKITIOYEHWIA MYCT.
c. Haxmute Ha kHONKy [lo6aBUTb.
OTKpoeTcs OkHO BbiGepuTe nanky onsa go6aBneHus.
d. B oTkpbiBLIEMCS OKHE BbiOepuTe namnky, KOTOPYy Bbl XOTUTE UCKITHOYUTBL U3 061acTh MOHUTOPUHTA.
e. Haxmure Ha kHonky OK.
YkasaHHas nanka obaBnTCcsa B CMMCOK UCKINOYEHHbIX obnacTen.
B okHe OBnacTb MOHUMTOPMHra HaxmnTe Ha kHorky OK.

YKasaHHble napaMeTpbl MpaBun OyayT NpUMEHATBCA K BbiOpaHHOM ob6nact MOHWTOPWUHIa 3agayu
MOHUTOPUHT channoBbIX onepauni.

AHanu3 XypHanos

3T10T pasgen cogepxuT MHopMaumio o 3aaade AHanu3 XXypHanoB 1 napaMmeTpax 3agayu.

B aTtom pasgene

O 388YE AHATINS HYPHATIOB ......tttettieeeiaittteeetaaeasaaaattteeeaaaassaaabeteeeeaaeaeaannbebeeeeaaeaaaaanbeaeeeeaeeaaaasnbbebeeeeeeaaasnbnneeaaaaasn 275
HacTporka CTaHAAPTHBIX MPABUIT BAZAUM ....eeeereeeeeeeeeeeeeeeanenesaneeeeeeesssnsssessssssssssssssssssssssssssssssssssnsssssnsmsssssssssssssnnnes 276
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O 3apaye AHanus XypHarnos

B xope BbinonHeHns 3agaun AHanms xypHanoB Kaspersky Security 10.1.1 ana Windows Server koHTponupyeT
LLeNIOCTHOCTb 3alluLLiaeMon cpeabl Ha OCHOBE pe3ynbTaToB aHanmsa xypHanoB cobbituii Windows. Mporpamma
WHopMUpyeT aaMUHUCTpaTopa Mpu oBHAPY>KEHUN MPU3HAKOB HETUMUYHOTO MNOBEOEHUA B CUCTEME, KOTOpble
MOTyT CBMOETEeNbCTBOBATL O MOMbITKAX CEPBEPHbIX aTak.

Kaspersky Security 10.1.1 ana Windows Server cuntbiBaeT gaHHble ypHanoB cobbituii Windows 1 onpegensiet
HapyLleHMsl B COOTBETCTBUM C NpaBuiiamu, 3agaHHbIMU MONb30OBaTeNeM WM napameTpamMu 3BPUCTUYECKOTO
aHanusaTopa, KOTOpbI NPUMEHSAETCA 3aadyen Ana aHanusa XypHanos.

CTaHﬂ,apTHble npasuna un SBpVICTI/NeCKI/IPI aHanma

Bbl MoOXeTe ucnonb3oBaTb 3agavy AHanus XypHanoB OnA KOHTPOJ1A COCTOAHUA 3awmuaemMon cuctemMsl
C MOMOLLbIKO CTaHAAPTHbIX MpaBusl, OCYLWECTBIIAKWNX aHalmln3 Ha OCHOBE BCTPOEHHbIX 3BPUCTUK. SBpVICTVIHeCKMVI
aHanmsaTop onpegendeT Hanun4dne aHoMarnbHOW akTMBHOCTM Ha 3allMLiaeMoM cepeepe, KoTopaa MOXeT ABINATbCA
NPU3HAKOM NOMbITKN aTakWn. LLlabnoHbl onpeneneHusa aHoMaIbHON aKTUBHOCTW 3anOXeHbl B OOCTYNHbIX NpaBunax
B MapamMeTpax 3aaadu.

Ona 3apgaun AHanua XypHanoB AOOCTYNMHO CeMb CTaHOAPTHbIX npaBwuil. Bbl mMoxeTe BKM4YaTb M BbIKOYATb
npuMmeHeHue noboro npasuna. Bbl He MoxeTe yaanAaTb CywecTByrowmne nnm co3gaBatb HOBbIE NpaBuiia.

Bbl  MOXeTe  HacTpouTb  KpuTepum  cpabaTblBaHMsi  NpaBUil  KOTOPbIE  KOHTPONMPYKT  coBbITUSA
AN AaHHbIX onepauuii:

e (O6paboTka nogbopa napons

e (OOpaboTka ceTeBoro Bxoaa

B napameTpax 3agauv Bbl TakkKe MOXETE HACTPOUTb UCKIHOYEHMS. OBPUCTUYECKMI aHanu3aTop He cpabaTbiBaeT,
€CInu BX0[ B CUCTEMY BbIMOSTHEH JOBEPEHHBIM NOMb30oBaTeNeM Unu ¢ 4oBepeHHoro IP-agpeca.

Kaspersky Security 10.1.1 gnsg Windows Server He npuMeHsieT 3BPUCTUKMN AN1s aHanmsa xypHanos Windows,
€Cnn  3BPUCTMYECKUI  aHanu3aTop  He ucnosnb3yetcsa  3agadven.  [1o ymonyaHuio  3BPUCTUYECKUI
aHanusaTop BKIOYEH.

Mpu cpabatbiBaHUM npaBuna, nporpamMma UKCUpyeT COObITME C YPOBHEM BaxHOCTU Kpumuuyeckoe B XypHarne
BbINOMHEHWS 3a4a4n AHanu3 XXypHaros.
Monb3oBaTenbCckue Npaeuna 3agaydn AHanms XypHanos

C nomolublo NapamMeTpoB MpaBwun 3agayv Bbl MOXeTe 3a4aBaTb UM U3MEHSTb KpUTepuu cpabaTbiBaHUs npaBuna
Npy oBHapYKeHUW BbIGpaHHbIX coBbITUIA B YkazaHHOM ypHane Windows. Mo yMonyaHuio cnncok npaeun 3agaqv
AHanus xypHanoB CoAepXuT YeTbipe npasuna. Bbl MoxeTe BKNoYaTb U BbIKMHOYATL NPUMEHEHWE AaHHbIX NpaBuil,
yOansaTh NpaBuna u pedakTMpoBaTh WX NapameTpsbi.

Bbl moxeTe HaCTpOUTb cneayruine Kputepmumn Cpa6aTbIBaHVIF| Kaxxaoro npasuna:

e Cnwncok ngeHtudmkaTopoB 3anmcen B xXypHane cobbitui Windows.

MpaBuno cpabaTbiBaeT Npu NOSIBIIEHUN HOBOW 3anucu B XypHane cobbitun Windows, ecnu B napameTtpax
CcoObITMA 0BHapyxeH naeHTMgmKkaTop cobbITUSA, yKasdaHHbIN Ans npasuna. Bl Takke MoxeTe 000aBNATb U
yaanaTe MAEHTUUKATOPDLI N1 KaXXA0ro 3aaHHoro npaeuna.

e /ICTOYHUK COOBITUN.

Ans Kaxxgoro npaeuna Bbl MOXeTe 3ajaTb NogKypHan >xypHana cobbituin Windows. MNporpamma 6yget
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BbIMNOMHATE NOUCK 3anucen C yKkasaHHbIMU naeHTurkaTopamm cobbiTUn TOMBKO B 9TOM NogKypHane. Bbl
MOXeTe BblOpaTb OOWH M3 CTaHOapTHbIX nomkypHanoB ([porpamma, besonacHocTb unm Cuctema), a
Takke ykasaTb Nonb30oBaTeNbCKUI NOXKYpPHAr, yka3aB ero MMsi B nose Bbibopa UCTOYHMKA.

lMporpammMa He BbINOMHSAET NPOBEPOK Ha hakTUyeckoe Hanuune 3agaHHOro NoaKypHana B XypHare
cobbiTun Windows.

Mpn cpabatbiBanun npaeuna Kaspersky Security 10.1.1 ana Windows Server cukcupyeT cobbiTe C ypoOBHEM
BaXXHOCTW KpuTuueckoe cobbiThe B XXypHarne BbIMONHEHMS 3a4aun AHanusa XypHaros.

Mo yMorsr4aHuio 3agada AHanus XypHarioB HE y4uUTbIBaeT NnoJyib3oBaTesIbCKMe npasuna.

Mepepn 3anyckom 3agayn AHanua xypHanoB ybeauTecb, YTO MONUTUKA ayguTa CUCTEMbI HaCTpOeHa BEpHO.
bonee noapo6Hyto NHdopMaLnio MOXHO HanTK B cTaTbe Microsoft
https://technet.microsoft.com/ru-ru/library/cc952128.aspx.

HacTpoiika ctaHgapTHbIX NpaBun 3agayum

» Ymobbl Hacmpoums napamempbi cmaHOapPMHbIX fpasus 01 3adaqyu AHaru3 XypHasos,
ebirnonHUmMe cnedyrouue delicmeusi:

1. B pepee KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUA, ANs CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NporpamMmmebl.

2. B naHenu pe3ynbTaTtoB BblOpaHHOWM rpynnbl agMVHUCTPUPOBaHUS BbINOSTHUTE OflHO
n3 criefyoLwmx encTBum:

e YT0ObLI HacTpoMTb NapameTpbl NPOrpaMMbl ANS rpynnbl cepBepoB, BbibepuTe 3aknaaky Monutukm n
oTkponTe okHO CBonctBa: <Umsa nonutukm> (cMm. pasgen "Hactponka nonutukn" Ha ctp. 101).

e UYTOoGblI HacTpouTb nNapameTpbl MporpaMMbl  AnNsl OTAENBHOIO cepBepa, Bblbepute 3aknagky
YcTponcTBa 1 oTkporite okHo MapameTpbl nporpammbl (CM. pa3gen "HacTtpovika nokanbHbIX 3agad
B okHe [MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

Ecnu yctporictBo paboTtaeT nog ynpaesneHvem aktusHon nonutukn Kaspersky Security Center u
B 9TON MNONWUTMKE HamnoXeH 3anpeT Ha M3MeHeHVWe MapameTpoB MporpaMmbl, 3TV MNapameTpbl
HeJOCTYNHbl AN n3MeHeHus B okHe MapameTpbl nporpaMmmbi.

3. B pasgene MOHMTOPMHr LENOCTHOCTU CUCTEMbI B Onoke AHanM3 JKypHanoB Haxmute
Ha kHonky HacTtpoika.

OTkpoeTcs okHO MapamMeTpbl aHanu3a XXypHarnos.
4. Tlepengute Ha 3aknagky CtaHgapTHble npaBuna.
CHumuTe nnm yctaHoBuTe dnaxok Mcnonb3oBaTb cTaHA4apTHbIE NpaBuUiia ANA aHanu3a XXypHarnoB.

Ecnn atot chnaxok ycrtaHoBneH, Kaspersky Security 10.1.1 gna Windows Server
npumMmeHdeT SBpI/ICTI/Il-IeCKI/IVI aHanusatop an4a 06Hapy>Keva aHOManbHOWM aKTUBHOCTMU
Ha 3alLMLLaeMOM cepBepe.
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Ecnn aT1O0T bnaxok He yCTaHOBMEH, TO 9BPUCTUYECKM aHanu3aTtop BbIKMOYEH,
Kaspersky Security 10.1.1 pgna Windows Server wucnonb3yeT cTaHZapTHble WUnu
nonb3oBaTenbCckne npasuna ansg obHapykeHus aHomanbHON akTUBHOCTMW.

Mo ymonyaHuio naxok yCTaHOBMEH.

,D,J'Iﬂ pa6OTbI 3agayn gormkKHO ObITb Bbl6paHO X0TS Obl OHO MNMpaBwWJ10 aHann3a XypHalrioB.

6. N3 cnucka cTaHOapTHbIX npaBwun, Bblbepute npaBwuna, KOTopble Bbl  XOTUTE  MPUMEHSTb
AN aHanMsa XXypHaros:

e OO6GHapyxeHa BO3MOXHas nornbiTka B3floMa napons ¢ NoMoLLbo noadopa.
o  OBGHapyxeHbl NPU3HaKM KoMnpomeTaumu xypHanos Windows.
e OO6HapyxeHa nogo3puTenbHast akTMBHOCTb CO CTOPOHbLI HOBOW YCTaHOBIIEHHOWN CIy>KObl.
e OBGHapyxeHa nogo3puTenbHas ayTeHTUMUNKaUNS C SBHbIM YKasaHNEM y4eTHbIX AaHHbIX.
e OO6HapyxeHbl NnpusHaku atakn Kerberos forged PAC (MS14-068).
o  OBGHapyxeHbl NoA03pUTENbHbIE N3MEHEHNS NMPUBUINErMPOBaHHON rpynnbl AOMUHUCTPATOPBbI.
e OO6HapyxeHa nogo3putenbHasi akTMBHOCTb BO BpeMs CETEBOro ceaHca BXoaa.
7. UYT06bI HACTPOWTL NapameTpbl BbIOpaHHbIX NPaBWI, HAXXMUTE Ha KHOMKY [lononHUTenbHble NapamMeTpbl.
OTKpoeTca OkHO AHaNU3 XXypHarnoB.

8. B 6Onoke OGpa6oTka nepeGopa Napons YKaXuWTe KOMMYECTBO TMOMbITOK U MPOMEXYTOK BPEMEHMU,
B KOTOPbIA  BBLIMOSIHANMCE ~ MOMbITKA,  KOTOpble  OyayT  SIBASTbCH  KpUTEepusiMM  cpabaTbiBaHus
3BPUCTMYECKOro aHanm3aTopa.

9. B 6noke O6paboTka aTNU4YHOW ayTeHTUUKALUM YKaXMTe Ha4varno M KOHeL, BPEMEHHOro MHTepBana,
npw BbINOMHEHUW MOMbITKM BXoAa B koTopbi Kaspersky Security 10.1.1 gna Windows Server pacueHnsaet
AaHHOe AeNCTBME Kak aHOMarbHY akTUBHOCTb.

10. BbibepuTe 3aknaagky UcknrouveHums.

11. Ytobbl pobaBuTb  nonb3oBaTenen, KoTopble  OyayT  cuuTaTtbhCsa  AOBEPEHHbIMW,  BbIMOMHUTE
cnegywowuve oencTeunsd:

a. Haxmure Ha kHonky O630p.
b. Bbibepute nonb3oBarens.
c. Haxmute Ha kHonky OK.
YkasaHHbIN nonb3oBaTtesb 406aBUTCA B CNMCOK AOBEPEHHbIX.
12. YTtobbl fobaBuTh IP-agpeca, koTopble OyayT cuMTaThCsA AOBEPEHHBIMM, BLINOMHUTE Crieaylolme 4eNCTBUS:
a. Bsepgute IP-agpec.
b. Haxmute Ha kHonky [lo6aBUTb.
13. YkasaHHbIln IP-agpec 0obaBuTcs B CNMCOK 4OBEPEHHbIX.

14. Ha 3aknagke YnpaBneHue 3agayen HacTpownTe napameTpbl 3anycka 3agadyum no pacnvmcaHuto (Cm. pasgen
"HacTpovika napameTpoB pacnucaHus 3anycka 3agay” Ha cTp. 133).

15. Haxxmute Ha kHorky OK.

MapameTpbl 3agayn AHanus xxypHanoe 6yayT coxpaHeHsbl.
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HacTtpoika npaBun aHanu3sa XypHarnos

» 4Ymobbi dobasumb U HaCMPOUMb HOBOE M0J1b308aMEIbCKOE MPasusio aHalu3a XypHaros,
gbirnonHuUme cnedyrouue delicmeus:

1. B pepee KoHconu agmunuctpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 BbibepuTe rpynny agMUHUCTPUPOBaHUSA, Afsi CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napamMeTpbl NporpamMmei.

2. B naHenu pe3ynbTatoB  BblOpaHHON rpynnbl aOMUHUCTPUPOBAHNS BbIMOMHUTE  OOHO
13 criefyoLmx encTBum:

e Yrobbl HacTpouTb NMapameTpbl NporpaMMbl Ans rpynnbl cepeepos, BblibepuTe 3aknagky Monutuku un
OoTKponTe okHO CBoncTBa: <UMsa nonuTukK> (cM. pasgen "Hactpoika nonutukm»  Ha ctp. 101).

e YTtoGbl HacTpouTb napameTpbl MporpaMMmbl Ons OTOENbHOrO cepBepa, BbibepuTe 3aknagky
YcTtpounctBa 1 oTKporiTe okHO MapameTpbl nporpamMmmbl (CM. pasgen "HacTponka nokanbHbIX 3agay
B okHe [MapameTpbl nporpammbl B Kaspersky Security Center" Ha cTp. 114).

Ecnu yctporictBo pabotaeTt nog ynpasneHnem aktusHon nonutukn Kaspersky Security Center u
B 9TON MNONWUTMKE HanOXeH 3anpeT Ha U3MEHeHVWe MapameTpoB MpOorpaMmbl, 3TV MapameTpbl
HedOCTYNHbI ANS 3MeHeHus B okHe MapameTpbl nporpamMmmei.

3. B pasgpene MOHMTOPUHr LENOCTHOCTU CUCTeMbl B Ofnoke AHanmuM3 JKypHanoB HaXmute
Ha kHonky HacTpoka.

OTKpoeTcsl OkHO AHanu3 XXypHanos.

4. Ha 3aknagke [paBuna aHanu3a XypHanoB CHUMWTE wunu yctaHoBuTe dnaxok [pumeHAaTb
nonb3oBaTenbCcKue Npasuna ans aHanusa XXypHarnos.

Ecnn aTtot dnaxok yctaHosneH, Kaspersky Security 10.1.1 gna Windows Server
npuMeHsieT nonb3oBaTenbCkMe MpaBuna Afs aHanusa >KypHanoB B COOTBETCTBUM
C HaCTPOEHHbIMW MapamMeTpamu Kaxaoro npasuna. Bel moxete fobaensaTte, yoanats Unim
N3MeHATb NpaBuna aHanunsa >xypHaros.

Ecnn dnaxok CHAT, Bbl He MOXeTe [00aBnATb UNU U3MEHATb MNONb30BaATENbCKME
npasuna. Kaspersky Security 10.1.1 ang Windows Server npumeHsieT napameTpbl
npaBumn No YMOM4YaHuio.

Mo ymon4yaHuio naxok YycTaHOBMEH. AKTMBHO ToOnbko npaBuno OBHapyxeHo
BCMIbIBAIOLLLEE OKHO MPUIOXEHNUS.

Bbl MoXeTe KOHTponupoBaTb MPUMEHEHWe CTaHgapTHbIX MpaBu B CKUCKe NpaBurl. YCTaHoBUTE
hnaxkkn HanPoOTMB MpaBuIl, KOTOPbIE Bbl XOTUTE NPUMEHSTL AN aHanmn3a >KypHaros.

5. Yt0o6bl 40OaBUTL HOBOE MOMbL30BATENBLCKOE NPABUIIO, HAXMUTE Ha KHOMNKY [lo6aBuUTb.
OTkpoeTcs okHO MpaBuno aHanusaTopa XXypHasnoB.

6. B 6roke O6wme BBEOMTE CreayoLLIMe AaHHble HOBOMO NpaBuna:
o HasBaHue
e WcTOYHMK

BbiGepute kypHan, cobbiTus KoToporo GyayT Wcrnofib3oBaThCs  ANs aHanusa.
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[ns Beibopa AOCTYNHbI cneayowmne Buabl XXypHanos cobbitun Windows:

o [lporpamma;

e besonacHocCTb;

e Cuctema.

Bbl mMoxeTe [O00aBWTb HOBBIM MOMb30BAaTENbCKUM XypHan, yka3aB WMsl >KypHana
B none UctouHuk.

7. B 6noke MapameTpbl cpaGaTbiBaHUA yKaxuTe MOeHTUUKATOPLI 3anucen, npu obHapyXeHUM KOTOpbIX
Oynet cpabaTtbiBaTh NpaBmmo:

a. BseauTe uncnosoe 3HauveHne naeHTUdmnkaTopa.
b. Haxmute Ha kHoMNKy [lo6aBUTL.

YKasaHHbIN naeHtudurkatop npasuna gobasutca B cnucok. Bel MmoxeTe gobaBnsaTb HEOrpaHM4YeHHoe
KONMYeCcTBO MAEHTUMUKATOPOB ANS KaXKA0ro npasmna.

c. Haxwmute Ha kHonky OK.

MpaBuno aHanusa xypHanoB 4o6aBuTcsa B 06LLMIA CIMCOK NpaBus.
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OT4yeTbl B Kaspersky Security Center

OtyeTbl B Kaspersky Security Center cogepxaT MHOPMALMIO O COCTOSIHAM YMpaBrseMblX YCTPOUCTB. OTYeTbl
hopMMpYIOTCS Ha OCHOBaHUM MHpbopMaLMK, XpaHsileics Ha CepBepe agMUHUCTPUPOBAHUS.

Hauunasa c Kaspersky Security Center 11, ans Kaspersky Security 10.1.1 ans Windows Server [oCTymnHbI
cregyoLwine Tunbl OTYETOB:

e OTYeT O CTaTyCe KOMMNOHEHTOB;
e OTYET O 3anpeLlleHHbIX 3anycKax;

e OTYEeT O TECTOBbIX 3anpeLlleHHbIX 3anyckax.

MogpobBHyo MHopmMaumo o HacTponke n pabote c otyetamm Kaspersky Security Center cm. B Cripaske
Kaspersky Security Center.

Otuet 0 cTtaTtyce KOMMOHEHTOB

Bbl MoxeTe KOHTpPONMMpoBaTb COCTOAHME 3allunTbl BCeX yCTpOI7ICTB B CeTn ”n nonyyvyatb OpraHM3oBaHHOE
npencrasneHne o Ha60pe KOMMNOHEHTOB Ha KaXXom yCTpOVICTBe.

B oTyeTe [Ons KaXxaoro KOMMOHEHTa MOXET oTobpaxaTbCsa OOHO W3 CNEeAyLWNX CoCTosHUA: Pabomaem,
lMpuocmaHoeneH, OcmaHosreH, HeucripaseH, He ycmaHoerneH, 3anyckaemcs.

CoctosiHne He ycmaHoerieH OTHOCUTCSl K KOMMOHEHTaM MporpaMMbl, a He kK camoi nporpamme. Ecnu
nporpamma He yctaHoBreHa, Kaspersky Security Center npucsansaet ctatyc N/A (HeAOCTYMHO).

MoxHo cosgaBaTb Bbl60pKVI KOMMNOHEHTOB U MUCNOJ1b30BaTb (*)VlﬂprbI, 4yTOObI 0T06pa)|(aTb ceTeBble yCTpOVICTBa
C onpeneneHHbIM Ha60pOM KOMMNOHEHTOB N NX COCTOAHUAMMN.

MoapobBHy MHopMaLMo O co34aHnn U UCNONb30BaHMK BbIGOPOK cM. B Cripaske Kaspersky Security Center.

» UYmobbI npocMompems cmamycbl KOMIIOHEHMOS8 8 napamempax rnpo2pamMmabi, 8bIrMoIHUMe
cnedyrouwue Oelicmaus:

1. B pepeBe KoHconu agmunmucTpupoBaHusa Kaspersky Security Center passepHute y3en YnpaBnsieMble
ycTponcTBa 1 BblibepuTe rpynny agMUHUCTPUPOBaHUSA, ANsi CEPBEPOB KOTOPOW Bbl XOTUTE HACTPOUTb
napameTpbl NporpamMmmel.

2. Bblbepute 3aknagky YcrtpomucTtBa n oTkponTe okHO lMapameTpbl nporpammbl (cM. pa3gen "Hacrtporika
nokanbHbIX 3a4a4 B okHe MapameTpbl Nnporpammbl B Kaspersky Security Center” Ha cTp. 114).

3. Bbibepute pasgen KoOMnoHeHTbI.

4. O3HakoMbTeCbh C Tabnuuen COCTOAHNSA KOMMOHEHTOB.

Omyemsl 8 Kaspersky Security Center
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» Umobki npocmMompems cmaHdapmHbit omyem Kaspersky Security Center, ebirnonHume
crnedyrouwjue deticmeusi:

1.

B pepeBe KoHconu agMuHUCTpUpoBaHusi BbiGepute y3en CepBep agMUHUCTpUpoBaHusa <Ums
cepBepa>.

Bbibepute 3aknagky OT4yeTbl.

OTtkponte OTYeT O cTaTyce KOMMNOHEHTOB NporpamMmmbl ABONHbBIM LLEMYKOM MbILUW.
byoeTt cdhopmmnpoBaH OTYeET.

O3HakombTECH CO CreaylLWUMN 3N1eMeHTamMmn oTyeTa:

e OMarpamma;

. uToroeasi Tabnuua c KOMMOHEHTaMn W CyMMapHbIM KOJTU4ECTBOM yCTpOVICTB B Ce€TN, Ha KOTOpPbIX
yCTaHOBJIEH KaXabl U3 KOMMOHEHTOB, a TaKkke rpynnbl, K KOTOPbIM OHU NpUHaOnexar,;

e [eTanbHas Tabnuua, nokasbiBaloLwas cTaTtyc, Bepcuio, yCTpOVICTBO n rpynny Ana Kaxaoro
M3 KOMMNOHEHTOB.

OtyeTbl 0 3anpeLleHHbIX 3anyCkax B akTUBHOM peXunme n B pexnme Tonbko cTaTucTmka

Mo pesynbTatam BbiNoONHeHMs 3agayn KoHTponb 3anycka nporpamm (CMm. pasgen "YnpaBreHue 3amnyckom
nporpamMmm wn3 Kaspersky Security Center" Ha cTp. 225) MOXHO cdopMMpoBaTb ABa Tuna OTYETOB: OTYeET
0 3anpeLLeHHbIX nporpaMmmax (ecnu 3agaya 3anylieHa B akTMBHOM PEXWME) U OTYET O TECTOBbIX 3amnpeLleHHbIX
3anyckax (ecnu 3agaya 3anywieHa B pexume Tonmbko cTaTuctuka). B aTux oTyeTax npuBegeHa uwHdopmaums
0 3abnoKMpoBaHHbIX NporpaMMax Ha 3allMiaemMbix cepBepax ceTu. Kaxaplh oTyeT popMupyeTca Ans BCeX rpynn
aAMVHUCTPUPOBaHUS 1 COOAEPXUT AaHHble 060 Bcex mporpammax "Jlabopatopun Kacnepckoro”, ycTaHOBMNEHHbIX
Ha 3alMLlaemMblX YCTPOMCTBAX.

» 4Ymobbi npocmompems om4yem 0 mecmosbiX 3arnpeweHHbIX 3arnycKkax, 8bInosHume
cnedyrouwue Oelicmaus:

1.

3anyctute 3agady KoHTpornb 3anycka nporpamm B pexmnme Tonbko ctaTtuctuka (CMm. pasgen "Hactpoiika
napameTpos 3aga4u KoHTporb 3anycka nporpamm” Ha cTp. 226).

B pepeBe KoHconu agMuHUCTpupoBaHusi BbiGepute y3en CepBep agMMHUCTpUpoBaHusa <Ums
cepBepa>.

Beibepute 3aknagky OTyeTsl.

OTkporiTe OTHeT O 3anpeLeHHbIX NporpaMmmMax B peXXmme TeCTUPOBaHWA ABOVHbIM LLENYKOM MbILLW.
ByoeT cdhopmupoBaH oT4er.

O3HakoMbTECH CO CreayloWmMMU 3ANIeMeHTamMu oT4eTa:

e [OuarpaMma, nokasblBalwLIMii AeCATb NPOrpaMMm C CambiM GOMbLIMM KONMUYECTBOM 3a6MOKMPOBaHHBIX
3anycKoB;

e uTOroBas Tabnuua GrOKMPOBOK MporpamMm, cogepXallas UMeHa WUCMOSHAEMbIX chalrnoB, NPUYMHY U
Bpemsi BrOKMPOBKM, a Takke KONMYEeCTBO YCTPOMCTB, Ha KOTOPLIX MMeNna MecTo GrOKMpPOBKa NPorpamMm;

e [eTanbHas Tabnuua, nokasbiBaloLwlas gaHHbIe yCTpOIZCTBa, nyTb K cba|7|ny N NpuyanHy 6J'IOKMpOBKM.
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Umobbl npocMompemb omyem O 3arnpeuweHHbIX rpogpaMmmMmax 8 akKmueHOM pexxume, 8bIrnoHuUme
crnedyrouwjue deticmeusi:

1. 3anyctute 3apady KoHTponb 3anycka nporpamm B pexume AkTuBHbIA (CM. pa3gen "HacTtponka
napameTpoB 3agayvn KoHTporb 3anycka nporpamm” Ha cTp. 226).

2. B pepeBe KoHconu agMuHMCTpupoBaHusi BbiGepute y3en CepBep agMMHUCTpUpoBaHusa <Ums
cepBepa>.

Beibepute 3aknagky OTyeTsl.
4. Otkponte OTYeT O 3anpeLleHHbIX NporpaMmmMax ABOVHbIM LLENYKOM MbILLN.
ByoeT cdopmupoBaH oT4eT.

OTtyert coaepXnT Te Ke pasfgesibl daHHbIX, 4TO W OT4YeT O 3anpelleHHbIX 3anyckax B pexunme
TonbKo cTaTUCTUKA.
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Pabota ¢ Kaspersky Security 10.1.1
ana Windows Server
N3 KOMaHOHOUN CTPOKU

OToT pasgen cogepxut onucaHue paboTbl ¢ Kaspersky Security 10.1.1 gns Windows Server n3 komMaHgHOM
CTPOKM.

B aTtom pasgene
KOMAHOB! KOMAHIHOM CTPOKM .eeeeeieiuitittieteeeesssuttaeeeetaesssaasstsaeeeaeeeasssstssaneeaeessasssseeeeeeeessasstesaneeaeessaannsssnneneessannsnes 283

KoObl BO3BPATA KOMAHLHOM CTPOKM .....uveeiieeessiaueteteeetaessssansteseesteeesssssssseeasesssssnsssssenesesesssnsssssseesesssnmnnssseneeeessannnes 309

KomaHAabl KOMaHOHOW CTPOKM

Bbl MOXeTe BbINOMHATL OCHOBHble KoMaHAbl ynpaeneHust Kaspersky Security 10.1.1 gna Windows Server
N3 KOMaHOHOM CTPOKKU 3aluMliaeMoro cepeepa, ecnu npu yctaHoBke Kaspersky Security 10.1.1 ans Windows
Server Bbl BKITHYUNN KOMMOHEHT YTUNUTa KOMaHOHOW CTPOKM B CMIMCOK YCTaHaBMIMBAEMbIX.

C nomowplo KOMaHZ KOMaHOHOW CTPOKM Bbl MOXETe YNpaBnATb TOMNbKO (YHKUMSAMU, OOCTYMHbIMW Bam
B COOTBETCTBMM C BawmmMu npasamu B Kaspersky Security 10.1.1 ans Windows Server.

HekoTopble 13 komaHg Kaspersky Security 10.1.1 ana Windows Server BbINONHAKTCA B CNEAYHOLLNX peXUMaX:

e CWHXPOHHbIA  pexum: ynpaBneHve Bo3BpawaeTcss Ha KoHconb Tonbko nocrie  3aBeplueHus
BbIMNONHEHNS KOMaHAbI.

e ACUHXPOHHbIV pexuM: ynpasneHue so3spallaetcs Ha KoHcomnb cpasy nocne 3anycka KoMaHabl.
» Ymobnki npepsampb 8bINONTHEHUE KOMaHObI 8 CUHXPOHHOM PEXUME,

HakmuTe Ha kombuHaumo knasmw CTRL+C.
Mpu BBOAE kOMaHA Kaspersky Security 10.1.1 ana Windows Server npumeHanTe criegyrollme npasuna:
e BBoante KN4 1 KOMaHAbl CUMBOSIAMN BEPXHETO UMM HUXKHETO perncTpa.

e PaspgensiTe knouM cuMBoONoMm npobena.

e Ecnu umsa cparina unu nanku, KOTOpoe Bbl YKa3blBaeTe B KAUYeCTBe 3HAYEHUs Knko4a, CoOepXUT CUMBON
npobena, 3aknounte NyTb K harny unu nanke B kaBblyku, Hanpumep: "C: \TEST\test cpp.exe"

e Ecnwn TpebyeTcd, B Mackax MMeH annoB nnv nyTen Ucnornb3ynte 3aMecTUTenbHble CUMBOJIbI, HAanpumep:
“C:\Temp\Temp*\”, “C: \Temp\Temp???.doc”, “C: \Temp\Temp* .doc”
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283



KASPER{KY3

Mpy nomowm KOMaHOHOM CTPOKM Bbl MOXETEe BbINOMHUTL MOMHbLIA CNEKTP onepauui No ynpaBneHuio u
agmuHucTpupoBaHuto Kaspersky Security 10.1.1 ana Windows Server (cMm. Tabnvuy Huxe).

Tabnuuya 43.

Hokymenmauyus Kaspersky Security 10.1.1 dri9 Windows Server

KomaHga

OnucaHune

KAVSHELL APPCONTROL (cm. pasgen "HanonHeHune
cnucka npaBui KOHTPOMSA 3anycka nporpaMm mn3 darna.
KAVSHELL APPCONTROL" Ha cTp. 296).

JononHsaeT cnncok cchopMMPOBaHHbBIX NPaBUI
KOHTpOMS 3anycka nporpaMm B COOTBETCTBUM
€ BblIbpaHHbIM NpUHLMNOM aobaBneHus.

KAVSHELL APPCONTROL /CONFIG (cm. pa3gen
"YnpasneHue 3agadvert KOHTponb 3anycka nporpamm.
KAVSHELL APPCONTROL /CONFIG" Ha cTp. 293).

YnpaBnseT pexumamu paboTbl 3agaym KoHTponb
3anycka nporpamm.

KAVSHELL APPCONTROL /GENERATE (cm. pasgen
"®opmMrpoBaHue NpaBuI KOHTPOMS 3anycka nporpamm.
KAVSHELL APPCONTROL /GENERATE" Ha cTp. 294).

3anyckaeT 3afavy aBToMaTu4eckoro hopMupo-
BaHWUSA paspeLuaoLmx NpaBun KOHTPOMS 3anycka
nporpamMm.

KAVSHELL VACUUM (cM. pasgen "OedparmeHtauus
davinos xypHana cobbitun Kaspersky Security 10.1.1
ana Windows Server. KAVSHELL VACUUM" Ha cTp.
309).

[edparmeHTUpyeT dansnbl XXypHana BbINOSHEHUS
Kaspersky Security 10.1.1 ans Windows Server.

KAVSHELL PASSWORD

lepaBnﬂeT napameTpamMmu 3alunTbl napofiem.

KAVSHELL HELP (cm. pasgen "Bbi3oB cnpaBku
o komaHgax Kaspersky Security 10.1.1 gna Windows
Server.KAVSHELL HELP" Ha cTp. 285).

BobisbiBaeT crnpaBky o komaHgax Kaspersky
Security 10.1.1 gns Windows Server.

KAVSHELL START (cm. pasgen "3anyck n octaHoBka
cnyx6bl Kaspersky Security. KAVSHELL START,
KAVSHELL STOP" Ha cTp. 286)

3anyckaeT cnyx0y Kaspersky Security 10.1.1
ans Windows Server.

KAVSHELL STOP (cm. pasgen "3anyck n octaHoBKa
cnyx6bl Kaspersky Security. KAVSHELL START,
KAVSHELL STOP" Ha cTp. 286).

OctaHaBnuBaeT cnyx6y Kaspersky Security
10.1.1 gna Windows Server.

KAVSHELL SCAN (cm. pasgen "lpoBepka BbiGpaHHOM
06nactn.KAVSHELL SCAN" Ha cTp. 286).

Cospaet u 3anyckaeT BpeMeHHyto 3adady npo-
BEpKM Nno TpeGoBaHMio ¢ 06N1acTbio NPOBEPKU 1
napameTtpamu 6e3onacHoCTH, 3a4aHHbIMU KMio-
Yyamu KoMaHgbl.

KAVSHELL SCANCRITICAL (cm. pasgen "3anyck 3aga-
un MpoBepka BaxHbIX obnacten. KAVSHELL
SCANCRITICAL" Ha cTp. 290).

3anyckaeT cucTeMHyto 3agady MNpoBepka BaXkHbIX
obnacTteln.

KAVSHELL TASK (cm. pasgen "YnpaBneHue ykasaHHON
3agadert B aCUHXpPOHHOM pexnme. KAVSHELL TASK"
Ha cTp. 291).

3anyckaeT / npuoctaHaBnmBaeT / BO30GHOBNSA-
eT / ocTaHaBNMBaET yKka3aHHyto 3agjavy

B aCMHXPOHHOM pexume / BO3BpallaeT Tekyllee
COCTOsIHME 3afayn / CTaTUCTUKY 3adaun.

KAVSHELL RTP (cm. pasgen "3anyck n ocTaHOBKa 3a-
nauum MNMocTtosHHasa 3awmuTta.KAVSHELL RTP" Ha cTp.
292).

3anyckaeT unv octaHaBnNMBaET BCE 3aaym Mno-
CTOSIHHOW 3aLM1Thbl.

KAVSHELL VACUUM (cMm. pa3gen "3anyck 3agaym O6-
HoBneHue 6a3 Kaspersky Security 10.1.1 gna Windows
Server.KAVSHELL UPDATE" Ha cTp. 297).

3anyckaeT 3agavy obHoBneHus 6a3 Kaspersky
Security 10.1.1 gnst Windows Server

C napamMeTpamu, yka3aHHbIMY C MOMOLLIbIO KITHOYEN
KOMaHAb!.
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KomaHpa OnucaHune

KAVSHELL ROLLBACK (cm. pasgen "OTtkaT obHOBMEe- OrtkaTbiBaeT 6a3bl 40 NpeabiayLen Bepcum.
Husa 6a3 Kaspersky Security 10.1.1 gna Windows
Server.KAVSHELL ROLLBACK" Ha cTp. 301).

KAVSHELL LICENSE (cm. pa3gen "Aktuaums npo- YnpaBnsieT Kno4amMmmn n Kogamm aktuBaunm.
rpammbl KAVSHELL LICENSE" Ha cTp. 302).

KAVSHELL TRACE (cm. pasgen "BkntoyeHne, HacTpon- BkritoyaeT nnu BbIKIOYaET 3anuchb XypHana

Ka 1 BblKoYeHue XypHana TpaccnpoBkn. KAVSHELL TpaccupoBKuW, yNpaBnaeT napamMmeTpamMmn xXypHana
TRACE" Ha cTp. 303). TpaccpOBKMU.

KAVSHELL DUMP (cm. pasgen "BkriodeHue 1 Bbikmto- BkriloyaeT unv BbIKNioYaeT cosaaque (aiinos gam-

YeHue panna gamna. KAVSHELL DUMP" Ha cTp. 306). noB namsitu npouieccos Kaspersky Security 10.1.1
ana Windows Server npy aBapyiHOM 3aBepLUEHNN

npoLLEeccoB.
KAVSHELL IMPORT (cwm. pasgen "MmnopT napamerT- MmnopTtupyet obwme napameTtpsl Kaspersky
poB.KAVSHELL IMPORT" Ha cTp. 308). Security 10.1.1 gns Windows Server, napameTpbl

ero oyHKUMIN 1 3agad 13 npeaBapuTenbHO Co-
3[aHHOro KOHMMrypaumoHHoro ganna.

KAVSHELL EXPORT (cm. pasgen "3kcnopT napamert- OkcnopTupyeT Bce napameTpbl Kaspersky Security

poB.KAVSHELL EXPORT" Ha cTp. 308). 10.1.1 ana Windows Server u cyLecTBylLINX 3a-
0ad B KOHUIrypaunoHHbIn dhans.

KAVSHELL DEVCONTROL (cm. pasgen "HanonHeHue JononHseT cnncok cchopMUPOBaHHbBIX NPaBUI

cnvcka npasun koHTpons yctponcts. KAVSHELL KOHTPOIIS YCTPOMCTB B COOTBETCTBUU

DEVCONTROL" Ha cTp. 296). C BbIOpaHHbLIM NPUHLMNOM gobaBrneHus.

OTob6paxeHue cnpaBku o komaHaax Kaspersky Security 10.1.1
ana Windows Server. KAVSHELL HELP

YTtobbl nonyumtb cnucok Bcex komaHa Kaspersky Security 10.1.1 gna Windows Server, BbINonHWTe OAHY
n3 cneayoLwmux KOMaHA:

KAVSHELL
KAVSHELL HELP
KAVSHELL /?
YT106bl NOMYYUTE ONMMCaHNE N CUHTAKCUC KOMaHAbl, BbIMONIHATE OAHY U3 CNeayloLwwmx KOMaHA:
KAVSHELL HELP <xomMaHIa>
KAVSHELL <xomaHzma> /?
Mpumepbl komaHabl KAVSHELL HELP
YTo6bl NpocmoTpeTb NoapobHyto nHdopmaumto o komaHae KAVSHELL SCAN, BbINONHUTE KOMaHay

KAVSHELL HELP SCAN
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285




KASPER{KY3

3anyck n octaHoBka cnyxo6bl Kaspersky Security. KAVSHELL START,
KAVSHELL STOP

YUT06bI 3anycTuTb cnyxby Kaspersky Security, BbinonHnutTe komaHay

KAVSHELL START

Mo ymonuaHuto npu 3anycke cnyx6bl Kaspersky Security 3anyckatotcs 3agaym MNocTtosHHas 3awmuTa annos
n MpoBepka Npu cTapTe CUCTEMEI, @ Takke Apyrve 3agayn, B pacnucaHnm KOTOpbIX ykazaHa YactoTa 3anycka
Mpwu 3anycke nporpaMmmbil.

UTtobbl ocTaHoBUTL cnyx0y Kaspersky Security, BbINONHUTE KOMaHAy

KAVSHELL STOP

[na BbINONHeHUs KOoMaHObl MOXeT noTpeboBaTbCs BBOA Mapons. [nd BBoga Tekyllero napons
ncrnonb3ynte kmtod [ /pwd: <password>].

lNpoBepka ykazaHHou oonactn. KAVSHELL SCAN

YUTobbl 3anycTuTb 3agady MNpPOBEepKM OTAerbHbIX ObracTen 3awuaemMoro cepsepa, WCMOoNb3yWTe KOoMaHay
KAVSHELL SCAN. Kntoun 31O KOMaHAbl 3adaloT napameTpbl 06nactv npoBepku v napameTpbl 6esonacHoCTU
BbIBpaHHOro y3na.

3apava nposepku no TpeboBaHMIo, 3anyLLeHHas ¢ NOMOLLbI0 KOMaHabl KAVSHELL SCAN, sBNseTcs BPeMEHHOMN.
OHa oTobpaxaeTcss B KoHconmu nporpaMmbl TOMbKO BO BpeMsi ee BbINonHeHusi (B KoHconu nporpammbl
He oTobpaxaloTcs nmapameTpbl 3afdauun). B 1o xe Bpems cosgaetcs KypHan BbIMonHeHus 3agjauu. XKypHan
oTobpaxkaeTcs B y3ne XypHanbi BbinonHeHus 3agay KoHconu nporpammbl.

YKkasbiBast nyTn B 3agade MNnpoBepKn OTAESIbHbIX obnacTen, Bbl MOXeTe MCMOMb30BaTb nepemMeHHbIe OKpPYXeHUA.
Ecnn Bbl ncnomnb3dyete nMnepeMeHHY OKPYXeHUdA, Ha3HaYeHHYK AO514 nofib3oBaTternd, BbINONHANTE KOMaHOy
KAVSHELL SCAN c npaBamu 3TOro nonb3oBaTtens.

KomaHaa KAVSHELL SCAN BbINOMHSAETCA B CUHXPOHHOM pEXUME.
UTobbl 3anycTuTb W3 KOMaHOHOW CTPOKM CYLLECTBYIOLYIO 3agady NpoBepku Mo TpeboBaHu, Wcnonb3ynTe

komaHay KAVSHELL TASK (cm. pasgen "YnpasneHwe ykasaHHOW 3ajadell B aCUHXPOHHOM pexunme.KAVSHELL
TASK Ha cTp. 291).

CunTakcuc komanabl KAVSHELL SCAN

KAVSHELL SCAN <objyacTtu IPOBEPKM>
[/MEMORY | /SHARED| /STARTUP | /REMDRIVES | /FIXDRIVES | /MYCOMP] [/L:<ums banmna
CO CIIMCKOM obnacTeinn IPOBEPKIM> ] [/F<A|CI|E>] [/NEWONLY]
[/AI:<DISINFECT|DISINFDEL|DELETE | REPORT | AUTO>]

[/AS:<QUARANTINE | DELETE | REPORT | AUTO>] [/DISINFECT|/DELETE] [/E:<ABMSPO>]
[/EM:<"mMackm'">] [/ES:<pazmep>] [/ET:<KOJIMYUECTBO CexKyHI>] [/TZOFF]
[/OF:<SKIP|RESIDENT | SCAN [=<pmH1>] [NORECALL]>]
[/NOICHECKER] [/NOISWIFT] [/ANALYZERLEVEL] [/W:<mMma  daria XypHaja  BHIIOJHEHUI
samaum>] [/ANSI] [/ALIAS:<aJbTepHATMBHOE Ha3BaHMEe 3amauu> ]

Paboma c Kaspersky Security 10.1.1 dnsa Windows Server uz komaHOHOU cmpoKu
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B coctaB komaHabl KAVSHELL SCAN BxoasaT kak obsa3aTenbHble, Tak U AONOMNHUTENBHbIE KITHO4YN, UCNOMb30BaHNe
KOTOpbIX He siBNAeTcs obsasaTtenbHbIM (CM. Tabnuuy Huxe).
Mpumepsbl komanabl KAVSHELL SCAN

KAVSHELL SCAN Folder56 D:\Folderl\Folder2\Folder3\ C:\Folderl\ C:\Folder2\3.exe
"\\another server\Shared\" F:\123\*.fgb /SHARED /AI:DISINFDEL /AS:QUARANTINE /FA
/E : ABM JEM:"* . xtx;*.fff;*.ggg; *.bbb;*.info" /NOICHECKER /ANALYZERLEVEL:1
/NOISWIFT /W:log.log

KAVSHELL SCAN /L:scan objects.lst /W:c:\log.log

Tabnuua 44. Krto4yu komaHObl KAVSHELL SCAN

Knoy OnucaHue

O6nactb npoBepku. Ob6sA3aTenbHbIN KoY.

<dpannbi> O6nacTb NpoBepkn — CNUCOK harnnos, Nanok, CeTeBbIX NyTen U cTaHaapT-

HbIX obnacTen.
<nanku>

YkasbiBanTte ceteble nytn B popmate UNC (Universal Naming Convention).

< " > o
ceTesomn nytb B cnepytowem npumepe nanka Folder4 ykasaHa 6e3 nyTu K HEM — OHa HaxoauTcs

B Manke, 3 KOTOpPOoK Bbl 3anyckaete komaHgy KAVSHELL:
KAVSHELL SCAN Folder4

Ecnu nms obbekTa, KOTOpbIv Bbl XOTUTE NPOBEPUTL, COAEePXUT npobens, Tpe-
ByeTcs 3aKNio4YUTb €ro B KaBbIYKU.

Ecnu BbI BbIGpanu nanky, To Kaspersky Security 10.1.1 gna Windows Server
MPOBEPUT Takxe BCe BIIOXEHHblE Nognankv Ans AaHHON narku.

[ns nposepku rpynnbl hannos Bbl MOXeETE UCMOMb30BaTb CUMBOMbI * nnn ?.

IMEMORY MpoBepsATb 06LEKTLI B ONEpaTUBHOM NaMATK.
/SHARED MpoBepATb Nanku obLLero AoCcTyna Ha cepBepe.
ISTARTUP MpoBepsATb 0OBLEKTLI aBTO3aMNycKa.
/REMDRIVES MpoBepsATb CbEMHbIE OUCKN.
/FIXDRIVES [MpoBepAThL KecTKne ANCKN.
/IMYCOMP MpoBepATb BCe obnactu 3awmiiaemMoro cepeepa.
/L: <ums cdanna Wms darina co cnnckoM obnacTten NpoBepku, BKNOYas NOMHbINA NyTb K hanny.
CO cnnckom obnacTeii Pa3zgensainTe obnacti npoBepku B daiine CMMBOIIOM Nepesoa CTPOKU. Bbl Mo-
nposepkn=> XeTe yKasblBaTb CTaHAapTHbIe 06nacTy NPOBEPKU, KAk NOKa3aHo B CrieayHoLeM
B NpMMepe aina co cnuckomM obnacTtei NpoBepKU:
c:A

D:\Docs\*.doc
E:\My Documents
/[STARTUP
/SHARED

MpoBepsiemble 06bekThI (File types). Ecnv Bbl He yKaxeTe HMKaKUX 3Ha4YeHun aToro knwya, Kaspersky
Security 10.1.1 ansa Windows Server 6ygeTt npoBepsiTb 060bekTbl N0 hopmary.
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Knrou OnucaHue

IFA MpoBepATb BCe 06bEKTDI

/[FC MpoBepATb 06bekTbI N0 dopmaTy (Mo ymonyanuio). Kaspersky Security 10.1.1
ana Windows Server npoBepsieT TOMnbko 06bekTbl, opMaTbl KOTOPbIX BXOOAT
B Cnncok doopmaToB, CBOMCTBEHHbLIX 3apakaeMbiM 06 bekTam.

/FE MpoBepATL 06beKTLI N0 paclmpernto. Kaspersky Security 10.1.1 gns Windows
Server npoBepsieT TONbKO 00BbEKTBI C pacLUMPEHNSIMU, KOTOPbIE BXOAAT B CMIUCOK
pacLUMpEeHniA, CBOMCTBEHHbIX 3apaxaemblM 0ObekTam.

/INEWONLY [MpoBepATb TONBKO HOBbIE U N3MEHEHHbIE (hannbl.

Ecnu Bbl He ykaxeTe aT10T KntoY, Kaspersky Security 10.1.1 gna Windows Server
OyoeT npoBepsiTb BCE OOBEKTHI.

/Al: OencTBMA HaA 3apaXXeHHbIMU U APYrMMU OOHapPY)XeHHbIMU 06 beKkTaMu. Ecnu Bbl HE 3agaguTe HUKaKNX
3Ha4eHun aToro knto4a, Kaspersky Security 10.1.1 gna Windows Server 6yaeT BbinonHsTb genctene Mponyc-

KaTb.
DISINFECT Jleuntb, ecnv HEBO3MOXHO, MPOMNYCKaTb.
DISINFDEL Jleuntb, ecnm HEBO3MOXHO, yaansaTb.
DELETE Ypanartb
MapameTpsbl DISINFECT n DELETE coxpaHneHbl B Tekylien Bepcun Kaspersky
Security 10.1.1 gns Windows Server ansi obecne4yeHnst COBMECTUMOCTM
C nNpeaplaywmmm BepcmsiMn. Bol MoXXeTe ncnonb3oBaTb 3TV NapaMeTpbl BMECTO
kntoyen komaHg /Al: n /AS: B atom cniyyae Kaspersky Security 10.1.1
ans Windows Server He 6yaeT obpabaTbiBaTb BO3MOXHO 3apaXkeHHbIe 0O bEeKTbI.
REPORT OTcbinatb OTYET (MO YMOMN4YaHuio)
AUTO BbINonHATbL pekomMeHaoBaHHOE AencTaue

/AS: lencTBMA Hag BO3MOXHO 3apa)XXeHHbIMU 06 beKTaMu. Ecnin Bbl He 3a4aanTe HUKaKNX 3HAaYeHU 3TOro
kntova, Kaspersky Security 10.1.1 gna Windows Server BbinonHuT genctaue MponyckaTb.

QUARANTINE KapaHTuH

DELETE Ypanartb

REPORT OTcbinatb OTYET (N0 YMOMN4YaHuio)

AUTO BbINonHATbL pekomMeH4oBaHHOE AencTaue

UcknioyeHus

/E:ABMSPO Kritou nckntovaeT cocTaBHble 00BHEKTLI CeAyLWNX TUMOB:

A — SFX-apxuBbl;

B — noytoBble 6a3bl;

M — dpannbl NOYTOBLIX POPMATOB;

S — apxuBbl (Bkntoyasa SFX-apxuBbl);
P — ynakoBaHHble 00BbEKTHI;

O — BnoxeHHble OLE-06bexThbI.

[EM:<"Mackm'">

WcknovaTb chanrbl no macke
MoxHoO ykasaTb HECKOMNbKO Macok, Hanpumep: EM:”*.txt; *.png; C\Videos\*.avi”.
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Kntou OnucaHue

/ET:<konvuecTBo cekyHa> | [pekpaluaTb 06paboTKy 06bekTa, ecrniv oHa NPoAoKaeTCs A0blUe YKasaHHOro
KONMYeCcTBa CEeKyHA.

Mo YMOJ14aHuio orpaqueHMVl B NPOAOOJTKUTESNTbHOCTU NMPOBEPKN HET.

/ES:<pa3mep> WckntoyaTb U3 NPOBEPKM COCTaBHbIe OGBLEKTHI, pasMep KOTOpbIX B Merabaiitax
npeBbllLAeT yKkasaHHbIA 3HaYeHnem <pasmep>.

Mo ymonuaHuto Kaspersky Security 10.1.1 gna Windows Server npoBepsieT
06bekThbl Ntoboro pasmepa.

ITZOFF OTMEHUTb NCKMNIOYEHUSA JOBEPEHHOW 30HbI.

[DononHutenbHble napameTpbl (Options)

/NOICHECKER BbikntounTb ncnons3oBaHne TexHonorun iChecker (No ymonyaHmio BKITOYEHO).

INOISWIFT BbikniounTb ncnonb3oBaHne TexHonoruu iSwift (no ymonyaHuio BKMOYEHO).

/ANALYZERLEVEL:<ypos BkntounTb ncnonb3oBaHne 3BPUCTUYECKOrO aHanm3aTopa, HaCTpOUTb Ypo-
€Hb aHann3a> BeHb aHanums3a.

JocTynHbl cneayoLwmne ypoBHN 3BPUCTUYECKOTO aHanmaa:

1 — NOBEPXHOCTHbIN;

2 — cpegHui;

3 — rny6okui.

Ecnu Bbl onyctuTe aToT Kkntod, Kaspersky Security 10.1.1 gna Windows Server
He OygeT ucnonb3oBaTb 3BPUCTUHECKMIA aHanNn3aTop.

/ALIAS:<anbTepHaTuUBHOE Kritou no3BonsieT NnpMcBouTb 3agade NpoBepku no TpeboBaHUIo BPEMEHHOE UMS,
Ha3BaHuve 3agaun> Mo KOTOPOMY K 3agayve MOXHO 06paLlaTbCs BO BPEMS €€ BbINOMHEHWs, Hanpu-
Mep, Y4TOObl MPOCMOTPETL €€ CTaTUCTMKY C noMoLbto koMmaHabl TASK. AnbTep-
HaTMBHOE Ha3BaHWe 3afa4M JOIPKHO OblTb YHUKANbHbLIM Cpean anbTepHATMBHBLIX
Ha3BaHWI 3aday Bcex PyHKUMOHanbHbIX komnoHeHToB Kaspersky Security 10.1.1
ana Windows Server.

Ecnu aToT kntoy He 3aaaH, 3agadve nprceBavBaeTCcs anbTepHaTUBHOE Ha3BaHme
scan_<kavshell_pid>, Hanpumep, scan_1234. B KoHconu nporpammel 3agave
npuceanBaeTcs Ha3BaHue [1poBepka 0OBLEKTOB (<AaTa U Bpems™>), HanpumMep,
MpoBepka o6bekToB 16.08.2007 17:13:14.

MapameTpbl XypHanoB BbiNonHeHns 3agad (Report settings)
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Kntou OnucaHue

/W:<ums carina xypHana Ecnu Bbl ykaxkeTe a10T Kktod, Kaspersky Security 10.1.1 ans Windows Server
BbINOMHEHNs 3agayn> COXpaHWT hann XXypHana BbIMONIHEHMS 3a4a4du; NPUCBOUT danny nvs, 3agaHHoe
3Ha4YeHMeM Kriova.

dann xXypHarna BbINOMHEHNS 3a4a4u COOEPXKMUT CTaTUCTUKY BbINONTHEHMS 3a4a4u,
BpeMs ee 3anycka u 3aBepLueHus (OCTaHOBKM), a Takke MHOopMaLUIo
0 COBbITHSAX B HEWN.

B xypHane permctpupyoTcs cobbiTus, 3agaHHble napamMeTpamu XypHaroB Bbl-
NnonHeHust 3agad n xypHana cobbiTui Kaspersky Security 10.1.1 ans Windows
Server B koHconu "MpocmoTp cobbiTun”.

Bbl MOXeTe yka3aTb kak abCOnOTHLIN, Tak U OTHOCUTENbHbLIV NYTb K dhanny
XypHana. Ecnu Bbl ykaxkeTe ToNbKo UMs doarina, He ykasaB nyTb K HeMy, chann
XypHana 6ygeT co3faH B TeKyLLen narke.

lMoBTOpPHbIN 3anycK KOMaHAbl C TEMW XXe napaMeTpaMu 3anvcum B XXypHar nepe-
3anvcbiBaeT CyLLECTBYIOLMIA dhan XypHarna.

Bbl MOXeTe npocMaTpuBaTh (haiin XypHana Bo BpeMsi BbINOMHEHWUS 3adaun.

XypHan otobpaxaeTcs B yane >KypHarbl BbinonHeHust 3agay KoHco-
N1 Nporpammbl.

Ecnun Kaspersky Security 10.1.1 gnsa Windows Server He yaaeTtca co3gaTtb dann
XXypHana, oH He npepbIBaeT BbINOSIHEHNE KOMaHAbl, HO BblaaeT cooblieHne
06 oLwmnbke.

/ANSI Knioy nossonsieT 3anucbiBaTtbh COBLITUS B XKypPHan BbINONHEHMs 3a4aq
B Kogmposke ANSI.

Kntouy ANSI He BygeT NpuUMeHSITbCS, ecnn He 3agaH krtod W.

Ecnu knoy ANSI He ykasaH, TO XXypHan BbINOMHeHWs 3agay BegeTcs
B koanposke UNICODE.

3anyck 3agaum lNMpoBepka BaXHbIX obnacren.
KAVSHELL SCANCRITICAL

WcnonbayiiTe komaHgy KAVSHELL SCANCRITICAL, 4ToBbl 3anycTWTb CUCTEMHYIO 3agady MpOBEPKM
no TpeboBaHuto MpoBepka BaxHbIX 06racTen ¢ napameTpamu, 3agaHHbIMu B KoHconu nporpaMmbl.

Cuntakcuc komanabl KAVSHELL SCANCRITICAL
KAVSHELL SCANCRITICAL [/W:<wmmsa daria xypHajia BHIIOJIHEHMS 3adaun> ]

Mpumepsbl komaHabl KAVSHELL SCANCRITICAL

YTtoObl BHLINOMHMTL 3agadvy npoBepku Mo TpeboBaHWio [lpoBepka BaHbIX OOMAcTeNn; COXPaHUTb >KypHan
BbINONHEHWs 3afaun B dpanne scancritical.log B TekyLlen nanke, BbINOMHUTE CNEAYIOLLYI0 KOMaHAay:

KAVSHELL SCANCRITICAL /W:scancritical.log

B 3aBucumocTu OT cvHTakcuca knova /W Bbl MOXeTe HacTpauBaTb MECTOMNONIOXKeHWe aina >xypHana
BbIMOSHEHWS! 3a4a4K (CM. Tabnumuy HUXe).
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Tabnuua 45. CuHmakcuc Krovya /W komaHObl KAVSHELL SCANCRITICAL

Knoy OnucaHue

/W:<nms cparina xypHana Ecnu Bbl ykaxeTe aTOT Kntod, Kaspersky Security 10.1.1 gns Windows Server
BbINOMHEHNs 3agayn> COXpaHWT hawin XXypHana BbIMONIHEHMS 3a4aun; NpUCBOUT dhanny uvs, 3agaHHoe
3Ha4YeHMEeM Krrova.

dann xypHana BbINOMHEHNS 3a4a4u COAEPXKMUT CTaTUCTUKY BbIMONTHEHMS 3ada4u,
BpeMs ee 3anycka u 3aBepLueHusi (OCTaHOBKM), a Takke nHopmaLmio

0 COObITUAX B HEW.

B xxypHane pernctpmpytotcs cobbiTusi, 3a4aHHbIe NnapaMmeTpamMu XypHaroB Bbl-
NMONHEHNs 3a4a4 U XXypHana cobbITuiA nporpambl B koHconu "lMpocmoTp cobbiTuin".
Bbl MOXeTe ykasaTb kak abCOnOTHBIN, Tak M OTHOCUTENbHbLIA NYTb K hanny Xyp-
Hana. Ecnun Bbl ykaxeTe TONbKO nms danna, He ykasas NyTb K HEMY, hainn xyp-
Hana 6yaeT co3faH B TEKYLLEN narke.

[MoBTOPHEIN 3anyck KOMaHAbl C TEMM e NapameTpamMm 3anucu B XXypHan nepe-
3anuncbiBaET CYLLECTBYIOLWNIA dann XKypHana.

Bbl MOXeTe npocmaTtpuBaTb ganin XXypHarna BO BPEMS BbINOMHEHNS 3a4ayu.
XKypHan otobpaxaeTtcs B yane XKypHanbl BbinonHeHus 3aga4y KoHco-

v nporpammbl.

Ecnn Kaspersky Security 10.1.1 ana Windows Server He yaaeTcsa co3gaTb hann
XXypHarna, OH He MpepbiBaeT BbINOMHEHWE KOMaHAbI, HO BblgaeT coobLueHne

06 oLwmnbke.

YnpaBneHune ykazaHHOU 3afavye B aCUHXPOHHOM pexunme.
KAVSHELL TASK

C nomowbio KOMaHabl KAVSHELL TASK Bbl MOXETe yMpaBnsATb YyKa3aHHOW 3ajaden: 3anyckatb,
npuocTaHaBnMBaTb, BO30GHOBMSATL U OCTaHaBMNMBaTb 3afadvy, a Takke NPOCMaTpuBaTh €e TeKyllee COCTOsIHME U
cTatucTuky. KomaHaa BbIMOMHAETCA B aCUHXPOHHOM pEXUME.

[1Ns BLINONHEHMS KOMaHbl MOXeT NoTpe6oBaThcs BBOA Napons. [ng BBoa TeKyLlero napons 1cnonb3yiiTe
kmod [ /pwd:<password>].

CunTtakcuc komanabl KAVSHELL TASK

KAVSHELL TASK [<aJlbTepHAaTMBHOE Ha3BaHue 3amaum> </START | /STOP | /PAUSE | /RESUME
| /STATE | /STATISTICS>]

Mpumepbl komaHabl KAVSHELL TASK
KAVSHELL TASK

KAVSHELL TASK on-access /START
KAVSHELL TASK user-task 1 /STOP

KAVSHELL TASK scan-computer /STATE
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KomaHga KAVSHELL TASK MOxeT OblTb BbIMOMHEHa Kak 6e3 knioyewn, Tak U C UCMoNb3oBaHMEM OOHOro nmbo
HECKONbKUX Krtoyewn (cMm. Tabnuuy Hmke).

Tabnuua 46. Krroyu komaHObl KAVSHELL TASK

Knoy OnucaHue

Bes kntoyen KomaHaa Bo3BpallaeT CnCoK BCex CyLLecTBYOLWMX 3agad Kaspersky Security
10.1.1 ana Windows Server. CnMcok COAEPXUT NONs: anbTepHaTMBHOE Ha3BaHNe
3apaun, kateropms 3agadun (CMCTeEMHas UM Nonb3oBaTenbckas) U TEKYLLMIA CTaTyC

3agaun.
<anbTepHaTMBHOE BmecTo HasBaHus 3agaym B komaHae SCAN TASK ucnonb3ynte ee anbTepHaTuB-
Ha3BaHWe 3agaun> Hoe Ha3BaHue (Task alias) — gononHuTenbHOE, KPaTkoe UMsi, KoTopoe Kaspersky

Security 10.1.1 ans Windows Server npucsansaeT 3agadam. Ytobbl npocMoTpeThb
anbTepHaTuBHbIe Ha3BaHus 3agad Kaspersky Security 10.1.1 gna Windows Server,
BBeauTe komaHgy KAVSHELL TASK 6e3 kntouen.

ISTART 3anycTutb yKkasaHHy0 3aga4vy B aCUHXPOHHOM pexume

ISTOP OcTaHOBUTL YyKa3aHHYI 3agavy

/PAUSE MprocTaHoBUTE yKkasaHHYO 3agavy

/RESUME B0306HOBUTL ykas3aHHYO 3a4ady B aCMHXPOHHOM peXume

ISTATE Monyuntb Tekywlee coctosHMe 3agadqn (Hanpumep, BoinonHsieTcs, 3aBeplueHa,
MpuocTtaHoBneHa, OctaHoBNeHa, 3aBepLlueHa ¢ ownbkon, 3anyckaetcs, Boc-
CTaHaBnuBaeTcs)

ISTATISTICS Mony4nTb CTAaTUCTUKY 3adayum — MHCpOpMaLMIO O KonmdecTBe 06bEKTOB, obpabo-

TaHHbIX C HA4Yana BbINOJIHEHUA 3a4a4u Nno TeKyLLWII7I MOMEHT.

Kogbl Bo3Bpata komaHabl KAVSHELL TASK (cm. pasgen "Koabl Bosspata komandbl KAVSHELL TASK" Ha cTp.
311).

3anyck n octaHoBKa 3agay noctossHHoun 3awmtbl. KAVSHELL RTP

C nomoLubio komaHabl KAVSHELL RTP Bbl MOXeTe 3anyCTUTb UMW OCTaHOBUTL BCE 3a4a4M NMOCTOSIHHOM 3aLUMThl.

[na BbINONMHEHUs KoMaHabl MOXeT noTpeGoBaTbCcs BBOA napond. [ns BBoAa TeKyLlero napons Ucnonb3yinte
kntod [ /pwd:<password>].

CunTakcuc komanabl KAVSHELL RTP
KAVSHELL RTP </START | /STOP>

Mpumepsbl komaHabl KAVSHELL RTP
YT006bI 3anycTUTb BCE 3aa4M NOCTOSAHHOM 3aL4uUThl, BLINOMHUTE CNEAYOLW Y0 KOMaHAy:

KAVSHELL RTP /START

KomanHga KAVSHELL RTP MOXeT BKIHOYaTh NH06ON U3 AByXx 06s3aTenbHbIX Kntovern (CM. Tabnuuy Huke).
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Tabrnuua 47. Krroyu komaHObl KAVSHELL RTP

Knoy OnucaHue

ISTART 3anycTutb BCe 3agayvv NOCTOSAHHOM 3awwnThl: [NocToaHHas 3awumTa dannos, po-
Bepka ckpuntoB u Mcnons3oBaHne KSN.

/ISTOP OcTaHoBUTb BCe 3aa41 NOCTOSAHHOW 3aLLUThI.

YnpaBneHue 3apgavyen KoHTponb 3anycka nporpamm. KAVSHELL
APPCONTROL /CONFIG

C nomoLubto komaHabl KAVSHELTL, APPCONTROL /CONFIG Bbl MOXeTe HacTpauBaTb pexum paboTbl 3agayu
KoHTpornb 3anycka nporpamm 1 KOHTpONMpoBaTh 3arpy3ky DLL-mogynei.

CunTakeuc komanabl KAVSHELL APPCONTROL /CONFIG

/config /mode:<applyrules|statistics> [/dll:<no|yes>] /config
/savetofile:<nosuelt nyTh k XML dainy>

Mpumepsbl komaHabl KAVSHELL APPCONTROL /CONFIG

» Umobnki ebinoniHIMb 3adaqyy KoHmporie 3arycka npozpamMmm 8 pexume AKmueHbIl 6e3 3a2py3Ku
DLL-m00dyris1 u coxpaHume napamempsl 3adayu o 3agepuieHuu, 8bInosIHUmMe KomaHoy:

KAVSHELL APPCONTROL /CONFIG /mode:applyrules /dll:<no>
/savetofile:c:\appcontrol\config.xml

Bbl MoxeTe HacTpavBaTb MapameTpbl 3agaunm KoHTponb 3anycka MporpaMm € NOMOLbIO  Khtouden
(cm.Tabnuuy Hmke).

Tabnuua 48. Kntoyu komaHObl KAVSHELL APPCONTROL /GENERATE

Knou OnucaHue
/mode:<applyrules|statistics> Pexxvm paboTbl 3aaa4m KoHTporb 3anycka nporpamm.
Bbl MOXeTe BbIGpaTh OAMH 13 CreayoLmnx pexumos pabo-
Thl 3adauu:

e active - AKTUBHBIW;
¢ statistics - Tonbko cTaTUCTUKA.

/dll:<no|yes> BbIKMIOUNTB MK BKINIOYUTL KOHTPONb 3arpy3kun DLL-moaynen.
/savetofile: <moyThb OKcnopTMpoBaTh 3ajaHHble NpaBunia B ykasaHHbIN dain

kK xml-dpanity> B popmaTte XML.

/savetofile: <mojHoOe uMHA CoxpaHunTb cnmMcok npasun B cawn.

xml-panmna>

/savetofile: <mnojHoOe uMSa CoxpaHnTb CMCOK NpaBu KOHTPOSS pacnpoCcTpaHeHns npo-
xml-danna> /sdc rpammHoro obecneveHust B carin.
/clearsdc Ypanutb Bce NpaBuna KOHTPOIS pacnpocTpaHeHus nporpaMm-

Horo obecneyeHus.
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PopmMmupoBaHMe npaBusl KOHTpons 3anycka nporpamm. KAVSHELL
APPCONTROL /GENERATE

C nomowblo KOMaHAbl KAVSHELL APPCONTROL /GENERATE Bbl MOXeTe (pOpMUpPOBaTb CNWUCKU MpaBuin
KOHTpOMS 3anycka nporpamm.

[1Ns BLINONHEHMS KOMaHbl MOXeT noTpe6osaThcs BBOA Napons. [ng BBoa TeKyllero napons 1cnonbayiiTe
Koy [ /pwd:<password>].

Cuntakcuc komanabl KAVSHELL APPCONTROL /GENERATE
KAVSHELL APPCONTROL /GENERATE <nyTh K rnanke> | /source:<nyThb K (Qaljly CO CIMCKOM

Iarok> [/masks:<edms>] [/runapp] [/rules:<ch|cp|h>] [/strong]
[/user:<moJsb30BaTesb WM TpyIlla [HoJib3oBaTesyien>] [/export:<mosiHent noyTh K XML
banny>] [/import:<a|r|m>] [/prefix:<mpebukc misa HasBauui npaewi>] [/unique]

Mpumepsbl komaHabl KAVSHELL APPCONTROL /GENERATE
» 4Ymobki cchopmuposame rpasurna 0ns halsios U3 yKalaHHbIX Marok, 8bINoIHUME KOMaHOy:

KAVSHELL APPCONTROL /GENERATE /source:c\folderslist.txt
/export:c:\rules\appctrlrules.xml

» 4Ymobki cchopmuposams ripasurna s UCMOHAEMbIX ¢halisios ecex A0CmyriHbIX pacluupeHul
8 yKa3aHHOU narike U o 3agepuweHuu 3adadqyu coxpaHume c¢hopMuposaHHbIe rpasursia 8 yka3aHHbIlU
patin gpopmama XML, ebinonHume KomaHdy:

KAVSHELL APPCONTROL /GENERATE c:\folder /masks:edms
/export:c\rules\appctrlrules.xml

B 3aBMCMMOCTM OT CMHTaKcuca Krden Bbl MOXEeTe HacTpauBaTb napamMeTpbl aBTOMAaTM4eckoro hopM1MpoBaHus
npaBun KOHTPONSA 3anycka nporpamm (cM. Tabnuuy Huxe).

Tabnuua 49. Knroyu komaHObl KAVSHELL APPCONTROL /GENERATE

Knoy OnucaHue

O6nacTb NpUMeHeHus paspeLuarowmx npasun

<nyTb K nanke> MyTb Kk Nanke, cogepxallen ncnonHaemele annel, Ans KOTopbix TpebyeTcs aBTo-
MaTUYeCcKU co3gaTth paspeLuaroLlme npasuna.

/source: <nyTb K cpanny |[lyTb k dhanny B popmate TXT, cogepxalLlmit CIMCOK NanoK ¢ UCMOMHAeMbIMU chaint-
CO CMMNCKOM Manok> namwu, Ans KoTopbix TpebyeTcss aBTOMaTUYECKM CO3haTh paspeLuarolme npasuna.
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Knoy

OnucaHue

/masks: <edms>

PaclunpeHusi ucrnosnHsiembix ainos, Ans KOTopbiX TpebyeTcsa cosaaTb paspeLlato-
LMe NpaBuia KOHTPOJSIA 3anycka NnporpaMm.

Bbl MOXeTe BKIOYMTL B 06nacTb cpabaTbiBaHWs co3gaBaeMblx NpaBun daiinbl cre-
AYIOLWUX paclUVpeHnii:

e € - dhalnbl C paclLMpeEHNEM EXE;
e d - cbannbl ¢ pacwumpermem dll;

e m - dbannbl ¢ pacluMpeHmem msi;
e S - CKPUMTHI.

/runapp

YuuntbiBaTh Npy GOPMMPOBAHUN paspeLLatoLLmX NpaBun NporpamMmbl, 3anyLleHHble
Ha 3almLaeMOM CEpBEPE B MOMEHT BbINOMHEHNS 3a4auun.

HencTBua npn aBTomaTnyeckom ¢popmmpoBaHum npaBusl

[rules: <ch|cp|h>

YkasaTb AeiicTBUSI, KOTOpble 3adada coBepluaeT BO BpeMsi (DOpMUPOBAHUSA paspe-
LUAKOLLMX NPaBU KOHTPOMS 3anycka nporpaMm:

e ch - ucnonbsoBaTb UndpoBon ceptudumkat. Ecnm ceptudukaT oTCYyTCTBYET, UC-
nonb3oBaTtb xew SHA256.

e Cp - ucnonb3oBaTb LndpoBon ceptudurkaT. Ecnm cepTudmnkat oTCcyTCTBYET, MUC-
nonb3oBaTb 3Ha4YeHne NyTu K UCNoNHAeMoMy danny.

¢ h - ncnonb3oBatb xewl SHA256.

/strong

Vcnonb3oBaTthk 3arofioBOK K OTNeYaToK LMdpoBOro ceptudukarta
npy aBTOMaTU4ECKOM (POPMMPOBAHNM MPABUI KOHTPOIS 3anycka nporpamm. Ko-
MaHa BbINONHAETCA, eCnu ykasaH napameTp /rules: <ch|cp>.

/user: <nonb3oBaTerb
Unu rpynna nonb3oBa-
Tenen>

YkaszaTb UMsi NONb30BaTENs UMK rpynnbl NoNb3oBaTenen, Ans KOTOPbIX AOMKHbI
npuMeHsATbCS nNpasuna. Mporpamma OyaeT KOHTPONMPOBATL 3anycku NPorpamMMm yka-
3aHHbIM Nonb3oBaTenem v / unv rpynmnon.

OdencTBUA No 3aBepLUeHMN aBTOMaTU4eckoro oopmMmpoBaHus npaBus

/export: <nyTb
K XML-chawnny>

CoxpaHsTb cchopmupoBaHHble nNpasuna B gann dopmata XML.

/unique

[o6aBnsTb MHOpMaLWIO O cepBepe, Mo NporpaMmam KoToporo (popMUpYyOTCS pas-
pelualoLLime npaBua KOHTPOMs 3anycka Nporpamm.

[prefix: <npedukc
ONs Ha3BaHW npasun>

Mpedmke ans HasBaHWUiA co3gaBaeMblix NPaBUI KOHTPOSIS 3anycka NporpamMmm.

/import: <a|r|m>

MmnopTtnpoBaTh ChoOpMUPOBaHHbIE NpaBuria B CMMCOK 3a4aHHbIX MPaBuil KOHTPOns 3a-
nycka NnporpaMm B COOTBETCTBUM C yKa3aHHbIM MPUMHLMMOM JOGaBNEHUst HOBbIX NpaBus: :
e a-[Jo6aBnATb K CylecTBYOLWMM NpaBunam (0AMHaKoBble NpaBu-
na pgyénupytotcs);
e I - 3amMeHATb cyllecTBYHOLWME NpaBuna (HoBble npaBuna 4o6aBNsTCS BMECTO
3agaHHbIX NpaBwn);

e m-06beauHATL C cyujeCTByrOWMMU npaBnnaMmum (ﬂ,06aBﬂﬂPOTCFI HOBbIE NpaBu-
na, napamMeTpbl KOTOPbIX HE COBMAaAalT C NapamMeTpamMmmn yxe 3aaHHbIX I'IpaBMﬂ).
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3anonHeHue cnucka npasun 3agayun KoHTponb 3anycka nporpamm.
KAVSHELL APPCONTROL

C nomowpo koMaHabl KAVSHELL APPCONTROL Bbl MOXeTe A00aBnsATb MpaBuia B CMMCOK NpaBui 3agayu
KoHTponb 3anycka nporpamm u3 danna c¢opmata XML B cOOTBETCTBUM C BbiOpPaHHbIM MPUHLIMMOM, a Takke
yAanaTb BCe 3afaHHble NMpaBuia u3 cnucka.

[nsa BbINOMHEHUSA KOMaHObl MOXeT noTpeboBaTbCsl BBOA Napons. [nsi BBOAA TEKyLLEro napons UCnosnb3ynTte
kntod [ /pwd:<password>].

CunTakcuc komanabl KAVSHELL APPCONTROL

KAVSHELL APPCONTROL /append <noJHeI NIy Th Kk XML barny> | /replace <moJHB Ny Th K XML
bary> | /merge <moJsiHBIA NyTh kK XML damnny> | /clear

Mpumep komaHabl KAVSHELL APPCONTROL

» Ymobbl 0obasumb k 3a0aHHbLIM ripasusiaM KOHMPOJIs 3arycka rnpoapamMm npasuna u3 gadna
opmama XML ro npuHyuny Jobasume K cywecmeyrouwum rpasusiam, 8bIosIHUmMe KomaHoy:

KAVSHELL APPCONTROL /append c:\rules\appctrlrules.xml

B 3aBucCUMOCTM OT CMHTaAKCKCa KNioYen Bbl MOXeTe BblbpaTbe NpuHUMN Ao6aBneHns HOBbIX NPpaBui M3 yKazaHHOro
anna copmata XML B cnmucok 3agaHHbIX npasun 3agadv KoHTponb 3anycka nporpaMmm (CM. Tabnuuy Huke).

Tabnuua 50. Knrovyu komaHObl KAVSHELL APPCONTROL

Knoy OnucaHue

/append <nonHbIn NyTb kK XML danny> [ononHUTL CNCOK NpaBun KOHTPOrA 3anycka nporpaMm npasuna-
MU 13 ykazaHHoro charna B oopmarte XML. MNpuHumn gobaeneHus -
[do6aBuThb K cyllecTBYHOLWMM NpaBunam (0aMHaKkoBble Npasuna
aybnupytoTcs).

Ireplace <nonHbin NyTb kK XML channy> [ononHUTL CNCOK NpaBun KOHTPOrA 3anycka nporpaMm npasuna-
MU 13 ykazaHHoro charna B oopmare XML. MNpuHumn gobaeneHus -
3ameHUTb cylwecTBYHOLWME NpaBuna (HoBble Npasunia gobasns-
I0TCS BMECTO 3a4aHHbIX npaswun).

/merge <nonHbIn NyTb K XML dhanny> [ononHWUTbL CNUCOK NpaBuI KOHTPOMS 3anycka nporpaMmm npasuna-
MU 13 ykazaHHoro darna B oopmarte XML. MprHuun gobaBneHms —
O6beauHNTL NpaBusia C CyLWecTBYHOLWMMHU (HOBbIE NpaBuna

He Oy6nupyloT yxxe 3adaHHble npasuna).

[clear OuncTnTb CNUCOK npaBuI1 KOHTPOIA 3anyCka nporpamMmm.

HanonHeHue cnucka npaBun KOHTPONs yCTPOUCTB 13 dpanna.
KAVSHELL DEVCONTROL

C nomouwpto KoMaHabl KAVSHELL DEVCONTROL Bbl MOXeTe A06aBnsATb npaBuna B CNMCOK MpaBun 3agayuu
KoHTponb yctponcTs 13 panna dpopmata XML B COOTBETCTBUM C BbIOPaHHLIM MPUHLUMOM, a Takke yaansTb Bce
3afjlaHHble rnpasuna us cnucka.
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[nsa BbINONMHEHUSA KOMaHObl MOXeT noTpeboBaTbCsl BBOA Napons. [ns BBOAA TEKYLLEro napons UCnosnb3ynTte
kntov [ /pwd:<password>].

CunTakcuc komanabl KAVSHELL DEVCONTROL

KAVSHELL DEVCONTROL /append <noJHeli Iy Tk k XML banny> | /replace <noJiHHM Ny Th K XML
bary> | /merge <nosHe nOyTh k XML damay> | /clear

Mpnmep komaHabl KAVSHELL DEVCONTROL

» Umobbl 0obasumb Kk 3adaHHbIM ripasusiaM KOHmMPOJS ycmpolcme rpasusia u3 ¢gatina gpopmama
XML no npuHyuny Jo6asumsb K cywsecmeyrowjumM rnpasusiaM, 8bIrnosiHUMe KoMaHoy:

KAVSHELL DEVCONTROL /append :c:\rules\devctrlrules.xml

B 3aBMCUMMOCTM OT CMHTaKCUCA KIHOYeN Bbl MOXeTE BblIbupaTe NpuHLMn gobaBneHns HOBbIX NpaBuil U3 ykazaHHOro
davina dpopmarta XML B cnMcoK 3afaHHbIX NpaBun 3agadv KoHTpornb yCTPOWCTB (CM. Tabnuuy HUXE).

Tabnuua 51. Knrowyu komaHObl KAVSHELL DEVCONTROL

Knrou OnucaHue

/append <nonHbi nyTb kK XML danny> [lononHWUTL CNMCOK NpaBun KOHTPONSA YCTPONCTB
npasunamu n3 ykasaHHoro ¢panna B coopmate XML.
MpuHumn go6aenexnus - lobaBUTb

K CYLLeCTBYIOLWMM npaBunam (ognHakoBble npasu-
na pyénupytoTcs).

Ireplace <nonHbin NyTb kK XML channy> [ononHWUTL CNCOK NpaBun KOHTPOrS YCTPOWCTB
npasunamMmu U3 ykasaHHoro danna s popmate XML.
MpuHumMn gobGaBneHns - 3aMeHUTb CyLIecTBYyKOLWMe
npaBuna (HoBble NpaBuna AobaBnsTCA BMECTO 3a-
OaHHbIX NpaBun).

/merge <nonHbIn NyTb K XML dhanny> [ononHWUTbL CNUCOK NpaBun KOHTPOrS YCTPOWUCTB
npasunamMmu U3 ykasaHHoro danna B popmate XML.
MpuHuun go6asneHuss — O6bLeANHNTL NpaBuna

C CcyllecTBYHOLWMMHM (HOBbIe NpaBuna He AyonvpyioTt
yXe 3afaHHble npaBuna).

[clear OumnCTUTBL CAUCOK NpaBu KOHTPONSA YCTPONCTB.

3anyck 3agayv obHoBneHusa 6a3 Kaspersky Security 10.1.1
ana Windows Server. KAVSHELL UPDATE

C nomoubto komaHabl KAVSHELL UPDATE Bbl MOXeTe 3anyckatb 3agady o6HoBneHust 6a3 Kaspersky Security
10.1.1 gna Windows Server B CUHXPOHHOM peXnme.

3apada obHoeneHus 6a3 Kaspersky Security 10.1.1 gna Windows Server, 3anyweHHas C MOMOLLbI KOMaHAbI
KAVSHELIL UPDATE, sBnsetca BpemeHHon. OHa oTobpaxaeTcss B KOHconu nporpaMmbl TOMbKO BO BPEMST €€
BbINOSIHEHWSI. B TO e Bpems co3gaeTtcs XypHan BbiNofnHeHus 3agayun. XKypHan otobpaxaeTcs B yane XXypHanbl
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BbinosiHeHusi 3aga4 KoHconu nporpammbl. K 3agayam OOHOBREHUS, CO3OaHHbIM WM 3aMyLIEHHbIM C MOMOLLbIO
komaHabl KAVSHELL UPDATE, M K3agadam OO6HOBMeHus, co3gaHHbiM B KoHconu nporpammbl, MOryTt
npumeHsiTbest nonutukn Kaspersky Security Center. O6 ynpaBneHun Kaspersky Security 10.1.1 ansa Windows
Server Ha koMmnbtoTepax ¢ nomowblo nporpammbl Kaspersky Security Center uitante B pasgene "YnpasrneHue
Kaspersky Security 10.1.1 ana Windows Server n3a Kaspersky Security Center".

YkasbiBas nyTb K UCTOYHUKY OOHOBNEHUN B 3TOM 3agade, Bbl MOXETE MCMNONb30BaTb nepemMeHHbIe OKPYXeHUA.
Ecnn Bbl ncnonb3dyete nepeMeHHY OKPYXeHUdA, Ha3Ha4YeHHYK O514 nonb3oBaTtend, BbINONHANTE KOMaHOy
KAVSHELL UPDATE c npaBaMu 3TOro nofi3oBaTens.

CunTakcuc komanabl KAVSHELL UPDATE

KAVSHELL UPDATE <JcTouHUK oBHOBJeHMda | /AK | /KL> [ /NOUSEKL] [/PROXY:<ampec>:<mnoptT>]
[/AUTHTYPE:<0-2>] [ /PROXYUSER: <muMsa [IOJIL30BATEJIA> ] [ /PROXYPWD: <mapoJib>]
[ /NOPROXYFORKL] [/USEPROXYFORCUSTOM] [/USEPROXYFORLOCAL] [/NOFTPPASSIVE]
[/TIMEOUT ::<koJmMuecTBO cekyHI>] [/REG:<kom 1s03166>] [/W:<uma odalia xypHala
BHIMTOJIHEHMA 3amaum>] [/ALIAS:<ajlbTEepHATMBHOE Ha3BaHME 3anaun>]

B coctaB komaHabl KAVSHELL UPDATE BxogsaT kak obs3aTenbHble, Tak W [OOMOMHUTENbHbIE KITHOYW,
NCMnonb30BaHne KOTOPbIX He ABnseTcs obsa3aTenbHbIM (CM. Tabnuuy Hke).

Mpumepbl komaHabl KAVSHELL UPDATE

» Umobki 3arycmums osib308amernbCcKyto 3adady obHoeneHus1 bas, 8bInoHUMe
crnedyrouyro KomaHoy:

KAVSHELL UPDATE

» 4Ymobki 3arnrycmumpb 3adady obHoeneHus bas, ghalinibl 06HOo8neHUU Ot KOMOpPOU XpPaHSMCcsi
8 cemesou narike \server\databases, 8birnonHume credyrouwyro KoMaHoy:

KAVSHELL UPDATE \\server\bases

» Umobnki 3arrycmums 3adady obHoeneHusi ¢ FTP-cepeepa ftp://dnl-rul.kaspersky-labs.com/ u 3anucams
8ce cobbimusi 3adadyu 6 ¢hatin c\update_report.log, ebinonHume KomaHoy:

KAVSHELL UPDATE ftp://dnl-rul.kaspersky-labs.com /W:c:\update report.log

» Umobnki 3acpy3umb obHosneHus bas Kaspersky Security 10.1.1 dns Windows Server ¢ cepsepa
obHosrneHut "llabopamopuu Kacriepcko2o", modKno4yumecs K UCMOYHUKY 06HO8MIEHUU Yepe3
MPOKcU-cepsep (adpec rnpokcu-cepsepa: proxy.company.com, nopm: 8080); dnsi docmyna K cepsepy
C rnoMouwibto ecmpoeHHoU npoesepku nodnuHHocmu Microsoft Windows (NTLM-authentication)

C UMeHeM rosib3oeameris netuser u naponem 123456, ebironHume credyrouwyo KomaHoy:

KAVSHELL UPDATE /KL /PROXY :proxy.company.com: 8080 /AUTHTYPE:1
/PROXYUSER:inetuser /PROXYPWD:123456

Paboma c Kaspersky Security 10.1.1 dnss Windows Server uz komaHOHOU cmpoKu
298


ftp://dnl-ru1.kaspersky-labs.com/

KASPER{KY3

Tabnuya 52. Knrouu komaHOobl KAVSHELL UPDATE

Knoy

OnucaHue

McTouHMKN OBGHOBIEHUA (06a3aTenbHbIi KitoY). YKaXKUTe oauH UM HECKONbKO UCTOYHMKOB. Kaspersky
Security 10.1.1 ans Windows Server 6yneT obpalatbcs kK UICTOYHMKaM B Nopsiake Ux nepedncreHus. Pasge-
NAWTE UCTOYHMKM CUMBOSOM npobena.

<nyTb B hopmarte
UNC>

Monb3oBaTensckMe NCTOYHKKN 0BHOBREHUS. [yTb K ceTeBow nanke
¢ obHoBneHunsamun B popmate UNC.

<URL>

Monb3oBaTenbCKkMe NCTOYHKKN OOHOBMNEHUS. [onb3oBaTeENbCKNA MCTOYHUK OOHOB-
neHun — agpec HTTP- unn FTP-cepeepa, Ha KOTOPOM NoMeLLaeTcs nanka
¢ oBHOBNEHNaAMMN.

<JlokanbHas nanka>

Monb3oBaTenbckue NCTOYHMKN OBHOBNEHUS. Nanka Ha 3aluLiaemMom cepBepe.

IAK

CepBep agmuHucTpupoBaHus Kaspersky Security Center B Ka4ecTBe UCTOYHMKA
0OHOBMNEHUN.

/KL CepBepbl 06HoBReHUI "[labopatopun Kacnepckoro" B kayecTBe UCTOYHMKA OOHOB-
neHumn
/INOUSEKL He ucnonb3osaTtb cepBepbl 06HoBNeHuN "flabopatopun Kacnepckoro", ecnu gpyrue

YKa3aHHbl€ NCTOYHUKN o6GHOBNEHNN HEeOOCTYNHbI (I'IO YMOJ14aHUIO VICﬂOJ'Ib3yPOTCF|).

MapameTpbl NpOKCcU-cepBepa

/PROXY:<agpec>:<no
pT>

CeteBoe umsa unu IP-agpec npokcu-cepeepa u ero nopT. Ecnu Bbl He ykaxeTe aT0T
knto4, Kaspersky Security 10.1.1 gna Windows Server 0yget aBTomaTuU4ecku pacro-
3HaBaTb NapaMeTpbl MPOKCU-CEpPBEPA, KOTOPbIA UCMOMb3YeTCs B JIOKarNbHON ceTu.

/AUTHTYPE:<0-2>

JTOT KMoy 3ag4aeT MeTo NPOBEPKM NOANMHHOCTM AN AOCTYNa K NPOKCU-CepBepY.
OH MOXeT NpUHMMaThL creayloLmne 3HaYeHus:

0 — BCTpoeHHas nposepka nognuHHocTn Microsoft Windows (NTLM-authentication);
Kaspersky Security 10.1.1 gna Windows Server 6yaet obpawartbcs
K NpoKcU-cepBepy nof yyeTHon 3anucbio JlokanbHasa cuctema (SYSTEM);

1 — BcTpoeHHada npoBepka nognmHHoctu Microsoft Windows (NTLM-authentication);
Kaspersky Security 10.1.1 ana Windows Server 6yaeTt obpawatbcs

K MPOKCU-cepBepy Nod y4eTHON 3annchbio, AaHHbIE KOTOPOW OMUCaHbl KnioYamm
/PROXYUSER 1 /PROXYPWD;

2 — npoBepKa NoAIMHHOCTMN MO UMEHW 1 Naporto Nonb3oBaTens, 3afaHHbIM Krova-
mn /PROXYUSER 1 /PROXYPWD (Basic authentication).

Ecnu gna 00CTyna K NpoKCu-cepBepy He Tpe6yeTc;| npoBepKa NoarIMHHOCTU, yKa-
3blBaTb 3TOT KMoY HET HEOOXOOUMOCTMW.

/PROXYUSER:<ums
nornb3oBaTtensa>

Mms nonb3oBaTtens, KOTopoe 6yaeT ncnonb3oBaTbCcs AN goctyna
K npokcu-cepsepy. Ecnu Bbl ykaxkeTe 3HauveHue knoyva /AUTHTYPE:O, To knoun
/PROXYUSER:<nmga nonb3osatena> 1 /PROXYPWD:<naponb> UrHOpUpyTCA.

/PROXYPWD:<naponb
>

Maponb nonb3oBaTens, KOTOPbIN OyAeT NCNonNb30BaTbCA AN 4OCTYyna

K npokcu-cepsepy. Ecnu Bbl ykaxkeTe 3HauveHune knoda /AUTHTYPE:O, To knoun
/PROXYUSER:<ums nons3oatens> 1 /PROXYPWD:<naponb> UrHopupyroTCs.
Ecnu Bbl ykaxeTe kntod /PROXYUSER, a knio4 /PROXYPWD onyctute, cuntaetca
YTO Maporib NycTon.

INOPROXYFORKL

He ncnonb3oBaTtb NapameTpbl NPOKCU-CepBepa ANs COeaUHEHUs ¢ cepeepamu 06-
HoBneHun "MlabopaTopum Kacnepckoro” (N0 yMOn4YaHUIo UCNONb3YTCA)
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Knrou OnucaHue
/USEPROXYFORCUS Mcnonb3oBaTb NapameTpbl NPOKCK-cepBepa Ansd CoeanHeHns
TOM C NONb30BaTENBCKUMWN UCTOYHMKaMW OBHOBIEHWI (MO YMOMYaH1Io
He MCnonb3yrTCH)
/JUSEPROXYFORLOC VMcnonb3oBaTtb NapaMeTpbl NPOKCU-CepBepa AN CoeAMHEHUS C NoKanbHbIMU UC-
AL TOYHMKaMu OBGHOBIEHWIA. Ecnin He yka3aHo, NPUMEHSAETCS 3HadYeHne

He ucnonb3oBaTb NPoKcU-cepeep AN NoKanbHbIX aapecos.

O6wume napameTpbl FTP- u HTTP-cepBepa

INOFTPPASSIVE

Ecnu Bbl ykaxeTe a10T Kkntod, Kaspersky Security 10.1.1 ans Windows Server 6yget
Ncnonb3oBaTb akTUBHbIN pexnm FTP-cepBepa Ansi coeuHeHUs ¢ 3almiaembiM
KoMnbloTepoMm. Ecnun Bbl He ykaxeTe 3TOT kntoy, Kaspersky Security 10.1.1

ana Windows Server 6yaeTt ncnone3oBatb naccusHbii pexxum FTP-cepsepa, ecnu
BO3MOXHO.

/ITIMEOUT :<konu4yecTtB
O CeKkyHa>

Bpemsa oxugaHus npu coegmHeHnn ¢ FTP- nnn HTTP-cepsepom. Ecnu Bbl

He ykaxkeTe aToT Krtod, Kaspersky Security 10.1.1 ans Windows Server ncnonb3syet
3HaveHue no ymonyanuto: 10 cekyHa. 3HavyeHue KnoYva SOMMKHO ObIThb LienbIM Ync-
nowm.

/REG:<kop is03166>

PernoHanbHble napameTpsbl. Kntoy "PermoHanbHble MCnonb3yeTcst Npy NonyyYeHnm
obHoBNeHU ¢ cepeepoB 0b6HoBNeHMI "NlabopaTopun Kacnepckoro”. Kaspersky
Security 10.1.1 gns Windows Server onTummanpyeT 3arpysky o6HOBNeH1n

Ha 3alMLlaemMbl cepBep, BblOnpas Grnmkanwni K HeMy cepBep 0OHOBINEHUIA.

B kauyecTBe 3HauYeHUs KIova yKaxXnTe BYKBEHHBIN KO CTpaHbl MECTOMOMOXEHMS
3almLLaemMoro cepeepa B COOTBETCTBUM co cTaHgapTom ISO 3166-1, Hanpumep,
/REG:gr unu /REG:RU. Ecnu kntoy He ykasaH Unn ykasaH HecyLecTBYHOLLNIA Ko
cTpaHbl, Kaspersky Security 10.1.1 gns Windows Server pacnosHaeT Mectonorso-
KeHune 3alumLaemMoro cepeepa B COOTBETCTBMM C PperMoHanbHbIMKU napaMmeTpamm
KOMMNblOTEPA, Ha KOTOPOM ycTaHoBreHa KoHconb nporpaMmbi.

/ALIAS:<anbTepHaTuB
HOe Ha3BaHwue 3agauyn>

OTOT KoY NO3BONSAET NPUCBOUTL 3aJade BpeMeHHOe NUMS, N0 KOTOPOMY K HeW
MOXHO obpallaTbCs BO BPEMS ee BbINoNHeHus. Hanpumep, Bbl MOXeTe NpOCMOT-
peTb CTAaTUCTMKY 3aga4yun ¢ nomoLLbio kKomanabel TASK. AnbTepHaTMBHOE Ha3BaHue
3a4a4m JOJMKHO ObITh YHUKAINbHbLIM CPean anbTepPHATMBHBLIX HAa3BaHWI 3a4ady BCeEX
dbyHKLMOHanbHbIX KoMnoHeHToB Kaspersky Security 10.1.1 ans Windows Server.

Ecnu aTOT KNtoY He 3afaH, 3agadve NpUCBanBaETCs anbTePHATUBHOE NUMS
update_<kavshell_pid>, Hanpumep, update_1234. B KoHconu nporpammbl 3agave
aBToMaTtmyeckun npucsameaetcs nmsa O6HoBneHe 6a3 nporpaMmbl (<gaTta u Bpe-
ms>), Hanpumep: OBHoBneHue 6a3 nporpammel 16.08.2007 17:41:02.
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Knrou OnucaHue

/W:<nms canna xyp- Ecnu Bbl ykaxkeTe aT0T kntod, Kaspersky Security 10.1.1 ansa Windows Server co-
Hana BbINOJIHEHMS 3a- XpaHuUT dann XXypHarna BbINOMHEHNs 3a4ayn; NpuceouT hanny ums, 3agaHHoe
naun> 3Ha4YeHMeM Kriova.

dann xXypHarna BbINOMHEHNs 3a4a4n COAEPXKUT CTaTUCTUKY BbINOSTHEHUS 3a4a4Mu,
BpEeMs ee 3anycka u 3aBepLueHus (OCTaHOBKM), a Takke MHAOpMaLMI0 O COBbITUSAX
B HEWn.

B ypHane permctpupytoTcsi cobbITUS, 3aaHHbIE MapameTpamMm KypHaroB BbIMosi-
HeHus1 3agad u XXypHana cobbiTnin Kaspersky Security 10.1.1 gnss Windows Server
B kOHconu "lMpocmoTp cobbITHiA".

Bbl MoXxeTe ykasaTb kak abComnOTHbBINA, Tak U OTHOCUTENbHbBI NyTb K painy XypHa-
na. Ecnu Bbl ykaxkuTe TONbko ums carina, He ykasae MyTb K HEMY, haiin XypHana
OyaeT cos3aaH B TeKyLLen nanke.

[MOBTOPHbIN 3anyCK KOMaHAbl C TEMU e napameTpamMm 3anucu B XypHan nepesa-
NMCbIBaET CYLLECTBYIOLLMI dhann xypHana.

Bbl MOXxeTe npocmaTtpmBath hann XypHarna BO BpeMsi BbINOMHEHNS 3agaqn.
KypHan otobpaxaeTcs B y3ne XKypHanbl BbinofiHeHus 3aga4 KoHco-

nn nporpamMmbl.

Ecnun Kaspersky Security 10.1.1 gna Windows Server He yaaeTca co3gaTth dann

XXypHarna, OH He npepbiBaeT BbINOMHEHNE KOMaHAbl U He oTobpakaeT coobLieHne
06 oLmnbke.

Kogbl Bo3BpaTta komaHabl KAVSHELL UPDATE (Ha cTp. 312).

OTtkaT o6HoBneHusn 6a3 Kaspersky Security 10.1.1 gana Windows
Server. KAVSHELL ROLLBACK

C nomoupto koMaHgpl KAVSHELL ROLLBACK Bbl MOXeTe BbINOMHUTb CUCTEMHYIO 3adady OTkaTt oOHoBneHus
6a3— oTkatutb 6asbl Kaspersky Security 10.1.1 gng Windows Server Ao npeablgylimx YCTaHOBNEHHbIX
0o6HoBMNeHW. KomaHaa BbINOMHAETCH CUHXPOHHO.

CuHTaKcmc KoMaHAabl

KAVSHELL ROLLBACK

Koab! Bo3BpaTta komaHabl KAVSHELL ROLLBACK (Ha cTp. 312).

YnpaBneHune aHanusom xypHanoB. KAVSHELL TASK LOG-INSPECTOR

KomaHga KAVSHELL TASK LOG-INSPECTOR MO3BOMAET HACTPOUTb KOHTPOMb LIENOCTHOCTU Cpedbl cepBepa,
OCHOBbIBasiCb Ha aHanuae XypHana cobbiTuii Windows.

CuHTaKkcmc KoMmaHabl

KAVSHELL TASK LOG-INSPECTOR

Mpumep kKomaHabl

KAVSHELL TASK LOG-INSPECTOR /stop
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Tabrnuua 53. Krroyu komarHObl KAVSHELL TASK LOG-INSPECTOR

Knou OnucaHue

ISTART 3anycTutb ykasaHHyto 3agadvy B aCHXPOHHOM pexume

/ISTOP OcTaHOBUTL YKa3aHHYI0 3agavy

ISTATE MonyunTb Tekyllee cocTosiHue 3agayuv (Hanpumep, BeinonHsemces, 3asepuweHa,
lMpuocmaHoeneHa, OcmaHoerneHa, 3asepuieHa ¢ owubkou, 3anyckaemcs, Boc-
cmaHasnueaemcs).

ISTATISTICS Mony4nTb CTaTUCTUKY 3adayum — MHpopMaLMo O KonmyecTBe 06beKTOB, obpabo-
TaHHbIX C Hayana BbIMOMTHEHMS 3a4a4y MO TEKYLUNA MOMEHT.

KomaHga "Kogpbl Bo3dspaTta komaHabl KAVSHELL TASK LOG-INSPECTOR" (cm. pasgen "Koabl Bo3BpaTa KOMaHabl
KAVSHELL TASK LOG-INSPECTOR" Ha cTp. 311).

AktuBauumsa nporpammbl KAVSHELL LICENSE

C nomoubto kKomaHabl KAVSHELL LICENSE Bbl MOXETe yNpaBnaTh Kno4amu u Kogamu aktueauum B Kaspersky
Security 10.1.1 gns Windows Server.

[1ns BLINONHEHMS KOMaHbl MOXeT NoTpe6oBaThcs BBOA Napons. [ng BBoaa TeKyllero napons 1cnonb3yiiTte
Koy [ /pwd:<password>].

CuHTtakcuc komanabl KAVSHELL LICENSE

KAVSHELL LICENSE |[/ADD:<¢pamn kJjwoda | xon axkTtusaumm> [/R] | /DEL:<kJwo4d | KOZI
AKTUBALUM> |

Mpumepbl komaHabl KAVSHELL LICENSE

» 4YmobbI akmusuposamsb ripoepamMmy, 8bINoIHUMEe KOMaHOy:

KAVSHELL.EXE LICENSE / ADD: <koI akTmBaluuy My Qani Kjmoua>

» UYmobnbi nonydums uHpopmayuro 0 006aseHHbIX KYax, 8biMnosIHUMe KoMaHoy:

KAVSHELL LICENSE

» 4Ymobnk! yOanumes dobasrneHHbIl K4 ¢ Homepom 0000-000000-00000001, ebirnoniHUMeE KomMaHoy:

KAVSHELL LICENSE /DEL:0000-000000-00000001
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KomaHga KAVSHELL LICENSE MoxeT OblTb BbINOnHeHa Kak 6e3 knw4yen, Tak M C WX WUCMONb3OBaHMEM
(cm. Tabnumuy Huxe).

Tabrnuua 54. Krroyu komaHObl KAVSHELL LICENSE

Kntou OnucaHue
Bbes knoven KomaHga Bo3BpallaeT cnegylowyto MHgopmaumnio o 4ob6aBnNeHHbIX Koyax:
o Knitou.

e Twun nuueH3un (KoMMepyeckas).
o Cpok OerCTBMSA CBA3AHHOW C KIKOYOM JIMLIEH3NN.

e CTaTyc kntoya (aKTMBHbIA UMW AONOMHUTENbLHEIN). Ecnn yka3aHo 3HaueHue *, krwod
Oo6aBreH B kKayecTBe AOMNOMHUTENBHOTO.

/ADD:<ums danna [obaBnsieT kN4 ¢ NOMOLLLIO YKa3aHHOro dharvina nnm koga akTueaLlmm.

Knio4a unu Ko ak- YkasbiBas nyTb K paiiny Knioya, Bbl MOXXETE UCMOMb30BaTh CUCTEMHbIE NEPEMEHHbIE

TusaLlmum> OKPY>KEHUSI; Bbl HE MOXETE UCMOSIb30BaTh MOfb30BaTeNIbCKME NEPEMEHHbIE OKpYXKe-
HUSI.

/R Kog aktmBauum unu kniod /R ABnseTcst 4ONOMHUTENBHBIM K KOAY akTUBaUUy UK Kito-
4y /ADD n ykasbiBaeT Ha TO, YTO KOA akTMBaLuMn Uinn Koy JobaBnaeTcs B KavyecTse
[ONOMHUTENBHOTO.

/DEL:<kntoy nnu koa YpanseT KoYy ¢ yKadaHHbIM HOMEPOM UIK yKa3aHHbIN KO4 akTuBauumn.

akTMBaumm>

Koabl BosBpaTta komaHabl KAVSHELL LICENSE (cwm. pasgen "Koabl Bo3spaTta komaHabl KAVSHELL LICENSE"
Ha cTp. 313).

BkrirouyeHne, HaCTPOMKa U BbIKITIOYEeHMEe CO34aHUA XypHana
TpaccupoBku. KAVSHELL TRACE

C nomoubto kKoMaHabl KAVSHELL TRACE Bbl MOXETE BKMKYATh UMK BbIKMOYATh BEAEHME XypHana TpacCUpoBKU
Bcex noacuctem Kaspersky Security 10.1.1 gna Windows Server, a Takke ycTaHaBnMBaTb YPOBEHb AeTanusauum
NHdOpMaLIMKM B XXypHarne.

Kaspersky Security 10.1.1 gns Windows Server 3anucbiBaeT nHdopMauuio B ansibl TpacCUpoBKM 1 doanin
Aamna B He3awndpoBaHHOM BUAE.

CunTakcuc komanabl KAVSHELL TRACE

KAVSHELL TRACE </ON /F:<manka c baryamm XypHajla TpacCupoBKM> [/S:<MaKCUMAJIbHLI
pasMep dania xypHaia B Merabanrax>] [/LVL:debug|info|warning|error|critical] |
/OFE>

Ecnu >xypHan TpaccupoBKM BeOeTCcsi M Bbl XOTUTE W3MEHWUTb €ro napameTpbl, BBeAuTe KoMaHay KAVSHELL
TRACE c kntoyom /ON 1 3aganite napameTpbl XXypHarna 3HadeHusamu knoven /S n /LVL (cM. Tabnuuy Huxe).
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Tabrnuua 55. Krroyu komaHObl KAVSHELL TRACE

Knou OnucaHue
/ON BkniounTb BeeHme xxypHana TpacCUpOBKN.
/F:<nanka c davinamu xxypHana Tpaccu- OTOT KMoy yKa3biBaeT NOMHbIN MyTb K Narnke, B KOTOpoun 6yayT
pOBKN> COXpaHeHbl hannbl XXypHana TpaccmpoBku (obs3aTenb-
HbIN KI10Y).

Ecnu Bbl yKaxkeTe NyTb K HECYLLLECTBYIOLLIEN Nanke, XXypHan
TpaccupoBku He ByaeT co3gaH. Bel MoxeTe ykasbiBaTb CETEBbLIE
nytn B doopmaTte UNC (Universal Naming Convention), Ho

He MOXeTe ykasbiBaTb MyTKW K Narnkam Ha CeTeBbIX AMCKax 3aLuu-
LLlaemoro cepaepa.

Ecnu nms nanku, nyTb K KOTOPOW Bbl YKa3blBaeTe B Ka4ecTBe
3HaYeHMUA KNkoYva, COAEPXKUT CMMBOM npobena, 3akni4vmTe aToT
nyTb B KaBblvku, Hanpumep: /F:" C\Trace Folder".

YkasbiBas nyTb K nanke ¢ hannamu xxypHana TpaccmMpoBKH, Bbl
MOXeTe UCMOMb30BaTh CUCTEMHbIE MEPEMEHHbIE OKPYXEHWS; Bbl
He MoXeTe MCNonb3oBaTb NOMb30BaTeNbCKUe NepeMeHHble

OKPY>KEHMS.
/S: <MakcumanbHbI pasmep danna xyp- OTOT KMoy ycTaHaBNMBaeT MakCuManbHbI pasmep O4HOro
Hana B merabavrtax> hanna xxypHana TpaccupoBku. Kak Tonbko dpan xxypHana go-

CTUrHeT MakcumarnbHoro pasmepa, Kaspersky Security 10.1.1
ans Windows Server Ha4yHeT 3anucbiBaTb MHGOPMaLUIO B HOBbIV
havin; npeablgyLni avn xXypHana coxpaHuTcs.

Ecnu Bbl He yKaXXeTe 3TOT KIH0Y, MakCUMarnbHbIN pa3mep O4HOro
panna xxypHana coctasut 50 Mb.

/LVL:debug|info|warning|error]critical OTOT KMoy ycTaHaBNMBaeT ypoOBEHb AeTannsaumnm xypHarna
OT MakcumarnsHoro (Bes otnagoyHas nHcdopmauums),

Npu KOTOPOM B >KypHan 3anuncbiBaloTcs Bce CobbITHS,

A0 MuHMmaneHoro (Kputnyeckne cobbiTust), Npy KOTOPOM
B >KypHarn 3anucbiBaloTCS TONbKO KpUTUYECKUE COBbITUS.

Ecnu Bbl He yKkaxxeTe STOT KIlo4, B XXypHarn TpacCMpoBKu 6yayT
3anucbiBaTbcs cobbITUSA ¢ YpoBHEM AeTanm3auun Bea otna-
AOYHas uHcopmaLms.

/OFF OTOT KoY BbIKIIOYaeT BeAeHWe XXypHana TpacCupoBKy.

Mpumepbl komaHabel KAVSHELL TRACE

» UYmobhbi sknouuMb 8€0EHUE XYypHarna mpaccuposKuU ¢ yposHeM demarnu3ayuu Bess omnadoyHas
UHghopmayusi u MakcumasibHbIM pa3mepom ¢hatna xypHana 200 ME u coxpaHums ¢balin xypHana
8 narnke CATrace Folder, ebinosiHume KkomaHoy:

KAVSHELL TRACE /ON /F:"C:\Trace Folder" /S:200

» UYmobhbi sknoHuMb 8€0EHUE XYypHana mpaccuposKuU ¢ yposHeM demarnu3ayuu BaxHbie cobbimus
u coxpaHumb ¢haln xypHana e narnke C:\Trace Folder, ebinonHume komaHdy:

KAVSHELL TRACE /ON /F:"C:\Trace Folder" /LVL:warning
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» Umobhki 8bikOYUMb 8€0EHUE XYypHara mpaccupo8KU, 8bINO/IHUME KOMaHJOy:

KAVSHELL TRACE /OFF

Kogbl Bo3BpaTa komaHabl KAVSHELL TRACE (cm. pasgen "Kogpbl Bo3BpaTta komaHabl KAVSHELL TRACE" Ha cTp.
313).

HedparmeHTaumsa annos xypHana coobiTun Kaspersky Security
10.1.1 gna Windows Server. KAVSHELL VACUUM

C nomoupto koMaHabl KAVSHELL VACUUM Bbl MOXeTe NpoBecTy aedparMeHTaumnio annos xypHana cobbitun
nporpaMmmbl. OTO nossonseT mu3bexatb ownbok B pabote cuctembl unu Kaspersky Security 10.1.1 gna Windows
Server, CBfi3aHHbIX C XpaHeHWem OOoMbLOro KonmmyecTBa (annoB OTYETOB, CHOPMUPOBAHHBLIX MO COBLITUAM
paboTbl NporpaMmbl.

[N BbINONMHEHUs KOMaHAbl MOXeT noTpeGoBaTbCcs BBOA napons. [ns BBoAa TekyLlero napons Ucnonb3ynte
knod [ /pwd:<password>].

PekomeHayeTcss NpuMeHATb komaHgy KAVSHELIL VACUUM Aanst onTMMM3auuyM XpaHeHusi (oanrnoB OTYETOB
npy YacTbIX 3anyckax 3agady npoBepku no TpeboBaHu mnu 3agad obHoBrneHud. [pu BbINONHEHUN KOMaHAbI
Kaspersky Security 10.1.1 gna Windows Server oOHOBRSIET NOMMYECKY0 CTPYKTYpY hainoB XXypHana coObiTui
NporpamMmbl, XpaHsLUXCS Ha 3alUMLLaeMOM CepBepe No ykazaHHOMY MyTW.

Mo ymonuaHuo dannbl XypHana cobbiTU nporpaMmbl coxpaHstoTes B nanky C:\ProgramData\Kaspersky
Lab\Kaspersky Security 10.1.1 for Windows Server\10.1.1\Reports. Ecnu Bbl Bpy4Hyl0 ykasanu Jpyron nyTb
ANnA xpaHeHus pannos, koManga KAVSHELL VACUUM BbINOMNHAET AedparmeHTaumio annos B nanke, ykasaHHon
B NapameTpax xypHana cobbitun Kaspersky Security 10.1.1 gna Windows Server.

bonblwon pasamep annoB XypHana cobbiTUM Npu gedparMeHTaunm yBennymMBaeT BPEMS BbIMOSHEHNUSA
komaHgbl KAVSHELL VACUUM.

Bo Bpemsi BbinonHeHuss koMaHabl KAVSHELL VACUUM HEBO3MOXHO BbIMOMHEHME 3aday MOCTOSIHHON
3aWmTbl M KOHTponsi cepBepa. [lpouenypa pedparmeHTauum OGNOKMpyeT AOCTYyN KKypHamy CobbiTui
Kaspersky Security 10.1.1 ana Windows Server n 3anpeljaeT 3anucb cobbiTuiA B XXypHan. Bo nabexaHune
CHWXXEHMSI YPOBHS 3allMTbl CepBepa pPEeKOMEHAYETCA 3apaHee MMaHUpoBaTb BhINOSIHEHUE KOMaHAbI
KAVSHELL VACUUM B Hepaboyee Bpemsi.

» 4Umobnki ebinoniHUMB OehpasmeHmauuro halinos xypHana cobbimuti Kaspersky Security 10.1.1
ons Windows Server, ebirnoslHume KomaHoy:

KAVSHELL VACUUM

BbinonHeHne KoMaHabl AOCTYMNHO MpK 3arnycke ¢ npaBamy Y4eTHON 3anmncuy NokanbHOro agMuUHUCTpaTopa.
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OuuweHune 6a3bl iISwift. KAVSHELL FBRESET

Kaspersky Security 10.1.1 gna Windows Server ucnonb3yeT TexHomnoruio iSwift, no3BonsioLLyio He NpoBepsATb
(pain  NOBTOPHO, €CMM  C MOMEHTa NocregHel MpoBeEpPKM OH He Obin  nM3meHeH (Mcnonb3oBaTb

TexHonoruto iSwift).

Kaspersky Security 10.1.1 pgnsaWindows Server cosgaet cbannsl  klamfb.dat wn  klamfb2.dat B nanke
%SYSTEMDRIVE%\System Volume Information. OHu cogepxaT uHdopMauuio 00 yke NpOoBepeHHbIX
He3apaxeHHbIX obbekTax. Pasmep danna klamfb.dat (klamfb2.dat) ysenuunaetcsa nponopunoHanbHO KONMYECTBY
¢annos, npoBepeHHbIXx Kaspersky Security 10.1.1 gna Windows Server. B gaHHOM cbarine XpaHWTCA TONbKO
aKTyanbHasi MHpopMaums O CyLLeCTBYOLWUX B cuctemMe parinax: ecnu kakom-nmbo danin yaaneH, To Kaspersky
Security 10.1.1 gns Windows Server ygansiet nicdopmanmto o HeM 13 ganna klamfb.dat.

[nsa ounweHns gaHHoro channa ncnonb3dymTte kKomaHgy KAVSHELL FBRESET.
YuuntbiBante crnegyoume ocodbeHHocTn paboTbl koMaHabl KAVSHELL FBRESET:

e [lpyn oumctke dhavna klamfb.dat ¢ nomowbto komaHael KAVSHELL FBRESET Kaspersky Security
10.1.1 pnaWindows Server He npuocTaHaBnvMBaeT 3awuTy (B OTNvuMe OT yganeHus danna
klamfb.dat Bpy4Hyto).

e [locne ounctkm gpanna klamfb.dat Kaspersky Security 10.1.1 ana Windows Server MOXeT yBenmuntb
Harpy3ky Ha cepBep. [lpu atom nocne ounctkn danna klamfb.dat aHTMBUpPYyCcHas nporpamma
npoBepsieT Bce (hannbl, kK KOTOpbIM 0bpalaeTcs Brnepsble. [ocne nposepkun Kaspersky Security 10.1.1
ana Windows Server BHOBb 3aHOCUT MHMpOpMauUMio O NpoBEpPeEHHbIX obbekTax B pavn klamfb.dat.
Mpn NoBTOpHOM OBpaLLEeHMN K 3TOMY XXe 0ObeKkTy TexHororunst iSwift no3BonuMT He ckaHupoBaTthb chann
MOBTOPHO, ECMNN OH HE ObIN N3MEHEH.

[nga BbiNnonHeHns komaHapl KAVSHELL FBRESET HeobOXoAumo 3anyckaTb KOMaHOHYH CTPOKY Nog y4eTHOM
3anucbto SYSTEM.

BknioyeHue 1 BbikniovyeHne co3gaHusa canna gamna.
KAVSHELL DUMP

C nomowbo kOMaHapl KAVSHELL DUMP Bbl MOXETE BKMNOYaTb WM BbIKMOYaTb co3gaHne obpas3oB namMaTu
(parina pamna) npoueccoB Kaspersky Security 10.1.1 gna Windows Server npu ux aBapumHOM 3aBepLUEHUM
(cm. Tabnmuy Huxke). Kpome aToro Bbl MOXETe B M0OOM MOMEHT CHATb 00pasbl NaMsiTU  BbIMOJHAKLMUXCS
npoueccoB Kaspersky Security 10.1.1 gns Windows Server.

[ns ycnewHoro co3ganus cdanna gamna, komaHga KAVSHELL DUMP gorkHa ObiTb 3anyLieHa nog y4eTHown
3anuncero nokarbHon cuctemsl (SYSTEM).
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CuHTakcuc komanabl KAVSHELL DUMP

KAVSHELL DUMP </ON /F:<namnka c oaninoMm mammna> | /SNAPSHOT /F:<mnamnka c ¢darjgoM mamia>
/ P:<pid> | /OFF>

Mpumepsbl komaHabl KAVSHELL DUMP

» Umobnki ekritodums coddaHue ¢hatina damra; coxpaHame ¢hatisn 0amna & rnarnky C\Dump Folder,
8bIMOSTHUME KOMaHOy:

KAVSHELL DUMP /ON /F:"C:\Dump Folder"

» Umobki cHaIMbB 0bpa3 namsmu ripouecca ¢ udeHmucpukamopom 1234 e narnky C:/Dumps,
8bIMOIHUME KOMaHOy:

KAVSHELL DUMP /SNAPSHOT /F: C:\Dumps /P:1234

» Umobnbi ebiknrodums co3daHue ¢halisia damna, 8bInoIHUMe KoMaHoy:

KAVSHELL DUMP /OFF

Tabnuua 56. Knroyu komaHObl KAVSHELL DUMP

Knrou OnucaHue
/ON BkritovaeT cos3gaHue danna gamna npolecca npy ero aBapunHom 3asBepLueHun.
/F:<nanka OT10 obs3aTenbHbIn kntod. Oba3aTenbHbIN KoY; yka3biBaeT NyTb K Nanke, B KOTOPOW

¢ thannamn gamnos> OyneT coxpaHeH chann gamna. Ecnuv Bbl ykaxeTe NyTb K HECYLLECTBYIOLLEN Narke,
darin gamna He 6ygeT co3aaH. Bel MoxeTe ncnonb3oBaTtb ceTeBble MyTU B hopmaTte
UNC (Universal Naming Convention), HO He MmoxeTe yka3blBaTb NyTW K nankam

Ha ceTeBbIX AMCKaXxX 3aliuLLaeMoro cepsepa.

YkasblBad NyTb K narke ¢ pannom gamna, Bbl MOXETE UCMOMb30BaTb CUCTEMHbIE Ne-
peMeHHbIE OKPY)XEHUS; Bbl HE MOXETe UCMNOMb30BaTh NOMNb3oBaTeNnbCcKkMe nepemMeHHble
OKPYXXEHUS.

ISNAPSHOT CHumaeT 06pa3 namMaTu yka3aHHOro BhINOMHSALLErocs npowuecca Kaspersky Security
10.1.1 ana Windows Server u coxpaHsieT ¢ann gamna B narnke, nyTb K KOTOPOW yKa3aH
kntoyom /F.

/P MaoeHTndgukatop PID npouecca; otobpaxaetcs B [ucnetdyepe 3agad Microsoft
Windows.

/OFF BobiknovaeT cosgaHve canna gamna npu asapumHOM 3aBepLUeHUN.

Kogkl Bo3Bpata komaHasl KAVSHELL DUMP (cm. pasgen "Koabl Bo3paTa komaHasl KAVSHELL DUMP" Ha cTp. 314).
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UmnopTt napametpoB. KAVSHELL IMPORT

C nomoubio KomaHabl KAVSHELL IMPORT Bbl MOXeETe MMNOPTMpOBaTh napameTtpbl Kaspersky Security 10.1.1
ans Windows Server, ero dyHKUuin u 3agav w3 koHdurypaumoHHoro dcanmna B Kaspersky Security 10.1.1
ana Windows Server Ha 3awmiiaeMoMm cepBepe. Bbl MoxeTe co3gaTb KOHUrypauuoOHHbIA dann € NOMOLLbIO
komaHabl KAVSHELL EXPORT.

[ns BbINOMHEHUS KOMaHObl MOXeT noTpeboBaTbCs BBOA Napons. [ns BBoAA TeKyLLero naponsi UCrnonb3ynTte
kntov [ /pwd:<password>].

CuHTakcuc komanabl KAVSHELL IMPORT

KAVSHELL IMPORT <mMAa KOHOUI'YPaLUMOHHOTO dalya ¥ OyThb kK OGanay>

Mpumepbl komaHabl KAVSHELL IMPORT
KAVSHELL IMPORT Hostl.xml

Tabrnuua 57. Krroyu komaHObl KAVSHELL IMPORT

Knrou OnucaHue

<uM$ KOHUrypa- Ums koHdurypaumoHHoro danna, u3 Kotoporo 6yayT MnopTUpoBaHbl napameTpbl.
LINOHHOTO fpamna n YKkasbiBas nyTb K paiiny, Bbl MOXETE UCMOMb30BaTh CUCTEMHbIE NEPEMEHHbIE OKpYXKe-
nyTb K cpaiiny> HUS1; Bbl HE MOXXETE WCMOMb30BaTh MOMb30BaTENbCKME NEPeMEHHbIE OKPYKEHUSI.

Koagbl Bo3BpaTta komaHabl KAVSHELL IMPORT (cm. pasgen "Kogbl BosspaTta komaHgbl KAVSHELL IMPORT"
Ha cTp. 314).

AkcnopTt napameTtpoB. KAVSHELL EXPORT

C nomouwbio koMaHabl KAVSHELI EXPORT Bbl MOXeTe 3KCMOpTUpoBaTb Bce napameTpbl Kaspersky Security
10.1.1 gna Windows Server u CyLlecTBYIOLMX 3a4a4 B KOHUIYPaAUUOHHbIA doaiis, YToObl MOTOM MMMOPTUPOBATb
nx B Kaspersky Security 10.1.1 ang Windows Server Ha gpyrux cepsepax.

CunTakcuc komanabl KAVSHELL EXPORT

KAVSHELL EXPORT <uMsa KOHOUI'YPALMOHHOTO Galjia M NyTb K OQanny>

Mpumepbl komanabl KAVSHELL EXPORT
KAVSHELL EXPORT Hostl.xml

Tabrnuua 58. Knrouu komaHObl KAVSHELL EXPORT

Kniou OnucaHue
<MMS KoHUrypaum- Nmsa koHUrypaumoHHoro daina, B KOTOpoM ByayT coxpaHeHbl napameTpsbi.
OHHOrO (paiina u nyTb Bbl MOXETE MPUCBOUTL KOHAUrypaLuroHHOMyY dainy noboe pacluMpeHue.
K cbanny> o
tpanny Yka3biBas nNyTb K daiiny, Bbl MOXETE UCMONMb30BaTh CUCTEMHbIE NEPEMEHHbIE OKpPY-
XXEHWSI, Bbl HE MOXETEe WUCMOMb30BaTh MOMb30BaTENbCKUE NEPEMEHHbBIE OKPYXXEHNS.

Koabl BosspaTta komaHabl KAVSHELL EXPORT (cM. pasgen "Kogbl Bo3sBpaTta komaHabl KAVSHELL EXPORT"
Ha cTp. 315).
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UHTerpauusa ¢ Microsoft Operations Management Suite.
KAVSHELL OMSINFO

C nomouwpto komaHabl KAVSHELL OMSINFO MoxHO npocmaTtpuBaTb CTaTyc nporpaMmmbl M UHEOPMaLniO
00 yrpo3ax, OOHapy)XeHHbIX aHTUBMPYCHbIMM 6aszamm u cnyxkbon KSN. [aHHble 00 yrpo3ax nocTynaroT
13 AOCTYMHbIX XXypHAaNoB COObITUN.

CunTakcuc komanabl KAVSHELL OMSINFO

KAVSHELL OMSINFO <HOOJIHBIM IIyTh K CIeHepMpOBaHHOMY OQaljy C muMeHeM OQanjia>
Mpumepsbl komaHabl KAVSHELL OMSINFO
KAVSHELL OMSINFO C:\Users\Admin\Desktop\omsinfo.json

Tabrnuua 59. Krroyu komaHObl KAVSHELL OMSINFO

Knrou OnucaHue

<nyTb Mmsa creHepupoBaHHOro dparina, kKoTopbli OyaeT cogepxaTb MHOPMaLUIO O cTaTyce
K CTeHepMpoBaHHOMY | MporpamMmbl U OGHAPYKEHHbIX Yrpo3ax.

danny ¢ nMeHeMm
danna>

Koabl Bo3BpaTa KOMaHAHOW CTPOKM

B aTtom pasgene

Kogpl BosspaTta komaHg KAVSHELL START 1 KAVSHELL STOP......coiiiii e a e 310
Koabl BosspaTta komaHa KAVSHELL SCAN n KAVSHELL SCANCRITICAL.......ovvviieiieiieiieeeeeeeeeevevevevevvvevevevaneens 310
Koabl BosspaTa KomaHabl KAVSHELL TASK LOG-INSPECTOR .......cuuiiiiiiiiiieiiiieieeseessesessssessesssssesssssssssesersrnnnn. 311
Kogpbl Bo3BpaTa KOMaHObl KAVSHELL TASK ...ttt e e e s ettt e e e e e e s e st eneaeeesennnes 311
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Koabl Bo3BpaTta komaHa KAVSHELL START n KAVSHELL STOP

Tabnuuya 60. Kodbi sozspama komaHO KAVSHELL START u KAVSHELL STOP

Kog BO3- OnucaHue

BpaTta

0 Onepauus BbINONHEHa ycneLwHo

-3 Owwubka npae goctyna

-5 HeBepHbI CUHTaKCHUC KoMaHAabl

-6 HeBepHas onepauus (Hanpumep, cnyxba Kaspersky Security 10.1.1 ansa Windows Server yxe
3anyLeHa Unm yxxe ocTaHoBIEeHa)

-7 Cnyx0a He 3apernctpupoBaHa

-8 ABTOMaTMYECKUIN 3anycK CNy>0Obl OTKMOYEH

-9 MonbiTka 3anycTUTb CNy0y Noa Apyron y4eTHOW 3anncbio He Bbina ycnewwHom (Mo yMonyaHuio
cnyx6a Kaspersky Security 10.1.1 ana Windows Server pabotaeT nog y4eTHon 3anucbio J1o-
KanbHas cuctema).

-99 HeunsBecTtHas owwmnbka

Koabl Bo3Bpata komaHa KAVSHELL SCAN um
KAVSHELL SCANCRITICAL

Tabnuua 61. Kodbi sozspama komaHd KAVSHELL SCAN u KAVSHELL SCANCRITICAL

Kopn BO3- OnucaHue

BpaTa

0 Onepauus BbiNoNHeHa ycnewHo (Yrpo3 He 06HapyXeHo)

1 Onepauus oTMeHeHa

-2 Cnyx6a He 3anyLieHa

-3 Owwubka npae gocTyna

-4 OBGbekT He HanaeH (He HavaeH aln co CNMCKOM obracTen NPoBepKM)
-5 HeBepHbI CMHTaKCUC KOMaHAbl NNy He onpegeneHa obnacTe NPOBEPKU
-80 3apaxeHHbIX 1 Apyrux obHapy>KeHHbIX 0O bEKTOB

-81 Bo3MOXHO 3apaXkeHHbIX 0O BHEKTOB

-82 O6HapyeHbl owmndkn 06paboTkm

-83 O6HapyXeHbl HenpoBepeHHbIE 0O BEKTHI

-84 O6HapyXeHbl NoBpeXaeHHble 0ObEKTHI

-85 He yganoch co3gaTh daiin xypHana BbIMONIHEHMS 3a4a4uum

-99 HeunsBecTHasi oumbka

-301 HepenctBuTenbHbIN KITOY
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Koabl Bo3BpaTta komaHabl KAVSHELL TASK LOG-INSPECTOR

Tabnuua 62. Kod eosepama komaHObl KAVSHELL TASK LOG-INSPECTOR
Kog BO3- OnucaHue
BpaTa
0 Onepaums BbINOMHEHA YCMNELLHO
-6 HeBepHas onepauusa (Hanpumep, cnyxba Kaspersky Security 10.1.1 ans Windows Server yxe
3arnylleHa WUnm yxxe ocTaHoBreHa)
402 3apgayva yxe 3anywieHa (ans kntoda /STATE)

Koabl Bo3BpaTta komaHabl KAVSHELL TASK

Tabrnuua 63. Kodbi sozspama komaHObl KAVSHELL TASK
Kopg BO3- OnucaHue
BpaTta
0 Onepauus BbINONHEHa ycneLHo
-2 Cnyx6a He 3anyLwieHa
-3 Owwubka npae goctyna
-4 OObeKT He HanaeH (3agava He HanaeHa)
-5 HeBepHbI CUHTaKCHUC KOMaHAabl
-6 HeBepHas onepauusa (Hanpumep, 3agada He 3anyLleHa, yKe 3anyLeHa Unm He MoXeT ObiTb
npuMoCcTaHoBNEHA)
-99 HeunsBecTHas owwmnbka
-301 HepenctBuTenbHbIN KIToY
401 3apayva He 3anyuleHa (anga knoya /STATE)
402 3apayva yxe 3anyleHa (ans kntoda /STATE)
403 3apayva yxe npuoctaHosneHa (ans kntodva /STATE)
-404 Owwbka BbINONHEHMS onepaunm (M3MeHeHne COCTOSHMA 3a4a4m NpyBeno ee K cboto)

Koabl Bo3BpaTta komaHabl KAVSHELL RTP

Tabnuua 64. Kodbi sosspama komaHObl KAVSHELL RTP
Kopg BO3- OnucaHue
BpaTta
0 Onepauus BbINOSIHEHA YCMNELLHO
-2 Cnyx0a He 3anyuieHa
-3 Owwnbka npas goctyna
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Kopg BO3- OnucaHue

BpaTa

-4 OO6bekT He HangeH (He HanmaeHa Kakas-nnMbo 13 3agad NOCTOSTHHOWM 3aLLMTbl UK BCE 3aa4u
NOCTOSAHHOW 3aLUMThbI)

-5 HeBepHbI CUHTaKCHUC KOMaHAabl

-6 HesepHasg onepauusa (Hanpumep, 3aada yxxe 3anylleHa unm yxe oCTaHOBIEHa)

-99 HewnsBecTHas owmnbka

-301 HepenctBuTenbHbIN KITOY

Koabl Bo3BpaTa komaHabl KAVSHELL UPDATE

Tabrnuua 65. Kodbi sozepama komaHObl KAVSHELL UPDATE

Kopg BO3- OnucaHue
BpaTa
0 Onepauus BbINONIHEHA YCNELLHO
200 Bce 0bbekTbl akTyanbHbl (6a3bl nnvM nporpammMHble KOMMOHEHTbI B aKTyarbHOM COCTOSIHMM)
-2 Cnyx6a He 3anyLieHa
-3 Owwubka npae gocTyna
-5 HeBepHbI CUHTaKCHUC KOMaHAabl
-99 HeunsBecTHasi oumbka
-206 darnbl 06HOBNEHWI OTCYTCTBYIOT B YKa3aHHOM UCTOYHUKE UMM MMEHT HEN3BECTHbIN hopmaT
-209 Owwnbka noaKNtoYeHNs K UICTOYHMKY OOHOBMNEHUN
-232 Owwnbka ayTeHTUdUKaLMn Npu NOAKMHOYEHUN K MPOKCU-CepBepy
-234 Owwubka nogkrntodeHus k nporpamme Kaspersky Security Center
-235 Kaspersky Security 10.1.1 ana Windows Server He npoLuen npoBepky NoANUHHOCTH

npy COeaUHEHUN C UCTOYHMKOM OOHOBMEHUN
-236 Bbasbl nporpaMmmbl NOBpeXaeHbI
-301 HepenctBuTenbHbIN KITOY

Koabl Bo3BpaTa komaHabl KAVSHELL ROLLBACK

Tabnuua 66. Kodbi so3spama komaHObl KAVSHELL ROLLBACK
Kopg BO3- OnucaHue
BpaTa
0 Onepauus BbINOSIHEHA YCMNELLHO
-2 Cnyx6a He 3anylueHa
-3 Owmwnbka npae goctyna
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Kopg BO3- OnucaHue

BpaTa

-99 HeunsBecTHas owwmbka

-221 PesepBHas konus 6a3 He HaliaeHa
-222 PesepBHas konusa 6a3 nospexaeHa

Koabl Bo3BpaTa komaHabl KAVSHELL LICENSE

Tabnuua 67. Kodbi eosspama komaHdObl KAVSHELL LICENSE
Kon BO3- OnucaHue
BpaTa
0 Onepaums BbINOMHEHA YCMNELLIHO
-2 Cnyx0a He 3anyLieHa
-3 HepocTtaTtoyHo npae ons ynpaBrneHns Knovamm
-4 Knto4 ¢ ykazaHHbIM HOMEPOM He HanaeH
-5 HeBepHbI CUHTaKCMC KOMaHAbI
-6 HeBepHasa onepauus (knoy yxxe gobasneH)
-99 HeunsBecTtHas owwmnbka
-301 HepenctBuTenbHbIN KITOY
-303 JInueHsmnsa pacnpocTpaHsaeTca Ha ApYrylo nporpammy

Koabl Bo3BpaTa komaHabl KAVSHELL TRACE

Tabnuua 68. Kodbi so3spama komaHObl KAVSHELL TRACE

Kopg BO3- OnucaHue

BpaTa

0 Onepauus BbINOMHEHA yCneLwHo

-2 Cnyx6a He 3anyuieHa

-3 Owwubka npae gocTyna

-4 OOGbekT He HanaeH (He HaaeH NyTb, YKa3aHHbIA B KAYeCTBe MyTUW K Nanke ¢ dannamm xypHa-
na TpaccupoBKK)

-5 HeBepHbI CUHTaKCKUC KOMaHAabl

-6 HeBepHas onepauus (nonbiTka BeinonHeHns komaHasl KAVSHELL TRACE /OFF, ecnu cosaa-
HMeE >XypHana TPacCUpPOBKM YXKe BbIKIHOYEHO)

-99 HeunsBecTHasi oumbka
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Koabl Bo3BpaTa komaHabl KAVSHELL FBRESET

Tabnuua 69. Kodbi sozspama komaHObl KAVSHELL FBRESET
Kog BO3- OnucaHue
BpaTa
0 Onepauus BbINOMHEHA yCNELIHO
-99 HemnsBecTHas owwmnbka

Koabl Bo3BpaTta komaHabl KAVSHELL DUMP

Tabnuua 70. Kookl eoszspama komaHObl KAVSHELL DUMP

Kon Bo3- OnucaHue

BpaTa

0 Onepauus BbINONIHEHA YCMNELLIHO

-2 Cnyx0a He 3anyLieHa

-3 Owwubka npae gocTyna

-4 O6bekT He HangeH (He HangeH NyTb, yKa3aHHbIM B KA4eCTBe NyTU K nanke ¢ annom gamna;
He HangeH npouecc ¢ ykasaHHbIM PID)

-5 HeBepHbI CUHTaKCUC KOMaHAabl

-6 HesepHas onepauusa (nonbiTka BbinonHeHus komaHasl KAVSHELL DUMP /OFF, ecnu co3pa-
HuWe parna gamna yxe BbIKMoYeHO)

-99 HewnsBecTtHas owmnbka

Koabl Bo3BpaTa komaHabl KAVSHELL IMPORT

Tabnuua 71. Kodbi sozepama komaHObl KAVSHELL IMPORT
Kopg BO3- OnucaHue
BpaTa
0 Onepaums BbINOMHEHa ycneLwHo
-2 Cnyx6a He 3anyuieHa
-3 Owwubka npaB goctyna
-4 OGbekT He HavaeH (He HaaeH UMNOPTUPYEMBbIN KOH(UIrypaumnoHHbI darn)
-5 HeBepHbI cnuHTakcuc
-99 HeussecTHas owwmnbka
501 Onepaums BbINOMHEHa yCneLwHo, 0gHako BO BPeMS BbINOMHEHNS KOMaH4bl BO3HMKMaA owmnbka /

3amMevaHwue, Hanpumep, Kaspersky Security 10.1.1 ana Windows Server He nmnoptupoBsan
napameTpbl Kakoro-nnmbo n3 pyHKLMOHaNbHbIX KOMMNOHEHTOB
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Kopg BO3- OnucaHue

BpaTa

-502 MmnopTupyembln chainn OTCyTCTBYET UM UMEET HEU3BECTHLIN dhopmat

-503 HecoBmecTnmble napameTpbl (KOHUIypaLMOHHbIA dhalin SKCNOPTMPOBaH N3 ApYrow npo-

rpammbl unu Kaspersky Security 10.1.1 ana Windows Server 6onee nosgHern nnm Hecosme-
CTMMOW Bepcumn)

Koabl Bo3BpaTta komaHabl KAVSHELL EXPORT

Tabrnuua 72. Kodbi eoszepama komaHObl KAVSHELL EXPORT

Kopg BO3- OnucaHue

BpaTa

0 Onepauus BbINONIHEHA YCNELLHO

-2 Cnyx0a He 3anyLieHa

-3 Owwubka npae gocTyna

-5 HeBepHbIVi CMHTaKCKC

-10 He ypanock cosgaTb KOHUrypaLmMoHHbIn dhann (Hanpumep, HeT AOCTyna K nanke, ykasaHHOW
B NyTU K cpanny)

-99 HeunsBecTHasi oumbka

501 Onepauus BbINONHEHAa YCNeLHo, OAHaKO BO BPEMS BbIMOMHEHMS KOMaHAbl BO3HUKNa olmnbka /

3amevaHue, Hanpumep, Kaspersky Security 10.1.1 gna Windows Server He akcnopTupoBan
napameTpbl Kakoro-nmbdo 13 PyHKUMOHANBbHBIX KOMNOHEHTOB
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UHTerpauusa
CO CTOPOHHMMMU CUCTEMaAMMU

B atom paspgene onucaHa wuHTerpaumsi Kaspersky Security 10.1.1 gna Windows Server ¢ yHKUMSMU 1
TEXHOMOrMsAMMU CTOPOHHUX NPOM3BoOaAUTENEN.

B aTtom pasgene
KoHTponb nponssogutenbHocTn. Cuetumkn Kaspersky Security 10.1.1 ana Windows Server.........cccccceeeeeinnes 316

VHTEMPALIMA C WMI Lottt e e e e ettt e e e e e s a ettt e e e e e e e e s a s bt eeeeeeeeasensnbeaeeeeeeesaansntannneeaeesannnnes 325

KoHTponb npounsBoauternibHOCTU. Cuetunkm Kaspersky
Security 10.1.1 ana Windows Server

OTOT pasgen coaepXxuT MHdopmaunio o cyetdnkax Kaspersky Security 10.1.1 gna Windows Server: cueTumkax
NPOU3BOAUTENBHOCTU CUCTEMHOIO MOHUTOPA, cHETYMKaX M noByLukax SNMP.

B aTtom pasgene
CueTumkn Npon3BoaMTENBHOCTU AN NPOrpaMMbl CUCTEMHBIN MOHUTOP ....cceeeeiiiirireeeeeeesseitntreeeeeessssnsnnnneeeseeens 316

CueTtunku n nosywkn SNMP Kaspersky Security 10.1.1 Ana WiNAOWS SEIVET .........ccoeiiiiiiiiiiiiiieeeeeiiiiieeeee e 322

CyeTumkmn NnponsBoAUTESNILHOCTU AN NPOrpamMmbl
CucTteMHbIN MOHUTOP

OTOT pasgen coaepXuT MHopMaLMo O CHETYMKAX NPOM3BOAMTENBHOCTU ANa nporpaMmbl "CUCTEMHBIN MOHUTOP"
Microsoft Windows, koTopble peructpupyet Kaspersky Security 10.1.1 ana Windows Server BO BpeMs yCTaHOBKM.

O cuyeTumukax npousBogutenbHocTu Kaspersky Security 10.1.1 gna Windows Server

B coctaB ycraHaBnmBaembix koMmrnoHeHToB Kaspersky Security 10.1.1 gna Windows Server no ymMomn4yaHuto
BKIIIOYEH KOMMOHEHT CueTuymkm npousBoauTenbHOCcTU. Bo Bpemsa yctaHoBkm Kaspersky Security 10.1.1
ana Windows Server peructpypyeTt CBOU CHETUUKM NPOU3BOAMUTENBHOCTU Ans nporpaMmbl "CUCTEMHbIA MOHUTOP"
Microsoft Windows.

C nomouwpbto cuyetunkoB Kaspersky Security 10.1.1 pgns Windows Server Bol MOXeTe KOHTPONMpPOBaTh
Npou3BOAUTENBHOCTb NPOrpamMmmbl BO BPEMS BbIMONHEHWS 3ag4ay MOCTOSHHOW 3awWwuThbl. Bel MoxeTe obHapyxuBaTb
y3Kkve MecTa Npuv ero COBMeCTHOM paboTe C ApyrMMu nporpammaMy U He4oCTaTOMHOCTb pecypcoB. Bbl moxeTte
ONarHocTnpoBaTb HeonTUMarbHyto HacTporky Kaspersky Security 10.1.1 agns Windows Servern cbowu
B ero paborTe.

Bbl moxeTe npocmartpuBaTbh cyeTuMku npowusBoguTenbHocTn Kaspersky Security 10.1.1 ana Windows Server,
OTKpbIB KOHCOmNb Mpon3BoAUTENbLHOCTL B aNieMeHTe AaAMUHUCTpPUpoBaHue NMaHenu ynpasneHusa Windows.
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B cnepywowmx pasgenax npuMBogATCA onpedeneHusi CYETYMKOB, PEKOMEHAYEMble WHTEepBasrbl CUYUTbIBAHUS
NMoKasaHu, NOPOroBble 3HAYEHUS U pekoMeHaaumm no Hactporike Kaspersky Security 10.1.1 gns Windows Server
B Cry4yae, ecrnv 3Ha4YeHnsi CYETUYMKOB MX NPEBbLILLAIOT.

O6Lee KONMMYECTBO OTBEPrHYThIX 3aNpoOCoB

Tabnuua 73. Obwee Konu4ecmeo omeepeHymbix 3arnpocos
Ha3BaHue Obuwee konn4yecTBo OTBEPrHYTLIX 3anpocoB (Total number of requests denied)
OnpepeneHuve O6bLee KonNnYecTBO 3anpoCcoB ApanBepa annoBbix NnepexsaToB Ha 06paboTky

006BbEeKTOB, KOTOPbIE He Obiny NPUHATLIX pabodnmu npoueccamu Kaspersky Security
10.1.1 gna Windows Server; paccu1TbiBaeTcs C MOMEHTa NocnegHero 3anycka
Kaspersky Security 10.1.1 ana Windows Server.

Mporpamma nponyckaet 06beKThI, 3anpockl Ha 06paboTKy KOTOPbIX OTBEpralTCcs
paboynmun npoueccamm Kaspersky Security 10.1.1 ansa Windows Server.

HasHauyeHue CueTuuk nossonsdeT obHapyxmMBaTb cnegyoLme cuTyauum:

e CHWXXEHME KayecTBa NOCTOSIHHOM 3alUWTbl U3-3a NOMHOW 3arpy3ku pabounx npo-
ueccoB Kaspersky Security 10.1.1 gna Windows Server;

e MpepbiBaHNe NOCTOSIHHOM 3aLUMThbl U3-3a OTKa3a gvcneTtyepa annosbix Nnepexea-

TOB.
HopmansHoe / noporo- | 0/1
BOe 3HaYeHue
PekomeHAayeMbIN UH- 1y
TepBan CYUTbIBaHUA
nokasaHum
PekomeHaauum KonunuyecTBo oTBEPrHyTbIX 3aMpocoB Ha 06paboTKy COOTBETCTBYET KONMYECTBY
Nno HacTpounke, ecnu NPONYLLLEHHBIX OOBHEKTOB.

3HaveHue npesblllaeT Bo3MOXHbI crieqytoliiMe CUTyaLun B 3aBUCUMOCTU OT MOBEAEHUA CUYEeTUMKA:

noporoBsoe
e CYETYUK NoKa3blBaeT HECKOJIbKO OTBEPIrHYTbIX 3anpocoB B Te4YeHne OANMnTeNibHOro

BpemeHu: Bce paboune npouecchl Kaspersky Security 10.1.1 ana Windows Server
ObINM NONHOCTLIO 3arpyXeHbl, NoaTomy Kaspersky Security 10.1.1 gna Windows
Server He yaanocb NpoBepuTb 06 bEKTHI.

YT106bI UCKMIOYNTL MPOMNYCK OOBEKTOB, YBENUYbLTE KONMYECTBO NPOLIECCOB NPO-
rpamMmmbl Ana 3agad NOCTOAHHOWN 3aWnThbl. Bbl moXxeTe ncnonb3oBaTtb napameTpbl
Kaspersky Security 10.1.1 ana Windows Server MakcumanbHoe KOnM4ecTBO
AKTUBHbIX NPOLIECCOB 1 Yncno npoueccoB Ans NOCTOAHHOM 3aLlMUThbI.

e KONMYECTBO OTBEPIHYTHIX 3aNpPOCOB 3HAYUTESNBHO MPEBLILAET KPUTUHECKMIA MOPOT
1 BbICTPO pacTeT: 0TKasan aucnetyep annosbix nepexsatoB. Kaspersky Security
10.1.1 ana Windows Server He npoBepseT 00bEKTLI Npu AOCTyne.

Mepesanyctute Kaspersky Security 10.1.1 ana Windows Server.
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O6wee KONMM4YECTBO NPONYLEHHbIX 3anpocoB

Tabnuua 74. Obuwee konu4ecmeo nponyu,eHHbIX 3arpocos

HasBaHue O6bLee konuyecTBo nponyLleHHbIX 3anpocos (Total number of requests skipped).

OnpepneneHune O6uee KoNMYeCTBO 3aMpoCcoB ApanBepa ansnoBbiX NepexBaToB Ha 00paboTKy
obbekToB, NpuHATbIX Kaspersky Security 10.1.1 ana Windows Server, HO

He OTnpaBMBLUNX COObLITUS O 3aBepLUeHUN 06paboTKM; pacCcunTbIBAETCS C MOMEHTA
nocrnegHero 3anycka nporpamMmmbl.

Ecnu 3anpoc Ha 06paboTky 06bekTa, NPUHATBLIN OOHUM M3 paboymx NpoLEeCcCoB,

He oTnpaBwn cobbITUA 0 3aBepLieHMn obpaboTkuM, ApariBep NepegaeT 3TOT 3anpoc
OpYyroMy npoueccy u sHavyeHue cyetynka ObLiee KONUYECTBO NPONYLLEHHbIX 3a-
npocoB yBenuumeaeTcs Ha 1. Ecnu gpariBep nepebpan Bce paboyne npouecchl 1
HV OAMH N3 HUX HE NPUHAN 3anpoc Ha 06paboTKy (ObiN 3aHAT) UK He oTNpaBun
cobbITus 0 3aBepLueHun obpaboTkun, Kaspersky Security 10.1.1 ans Windows
Server nponyckaeT Takon 06BHEKT 1 Ha 1 yBennuMBaeTcs 3HayeHne cyeTtymka O6-
Lee KOJIM4eCTBO OTBEPrHyThbIX 3arnpocoB.

HasHa4yeHune CueTunk no3BonsieT obHapyKMBaTb CHIDKEHUE NPOU3BOOUTENBHOCTY MU3-3a NPOCTOS
NMOTOKOB AncneTyepa ainoBbIX NEpPexBaToB.

HopmanbHoe / nopo- 0/1.

roBoe 3HayeHue

PekomeHAayeMbIN NH- 1u.

TepBasn CYUTbIBaHUA

nokasaHuu

PekomeHpauumn Ecnu 3HadeHMe cyeTumKa OTnNMYaeTcsa OT HYNEeBOro, 3T0 03HaAYaeT, YTO 3aBUCIU U

no HacTpouke, ecnu NpocTamBaloT OOUH NN HECKOSBbKO NOTOKOB AncneTyepa annoBbiX NepexBaToB.

3HayYeHue npeBbIilaeT 3HayveHne cyeTyMKa COOTBETCTBYET KONMYECTBY MOTOKOB, MPOCTanBatoLLnX

noporoBoe B TEKYLLMIA MOMEHT.

Ecnu ckopocTb NpoBepku He yaOBneTBOpuUTENbHA, Nepesanyctute Kaspersky
Security 10.1.1 gnsa Windows Server, 4To6bl BOCCTaHOBUTb NpoCTansBatoLme noTo-
KW.

KonunyecTtBo 3anpocoB, He 06paboTaHHbIX U3-3a HEXBATKU CUCTEMHbIX pecypcoB

Tabnuua 75. Konuwecmeo 3anpocos, He 06pabomaHHbIX U3-3a Hexeamku CUCMeMHbIX Pecypcos

Ha3BaHue KonunyecTtBo 3anpocoB, He 06paboTaHHbIX 13-3a HEXBATKN CUCTEMHbIX PECYPCOB
(Number of requests not processed due to lack of resources)

OnpepgeneHune Obuee KonNM4YecTBO 3anpocoB ApaiBepa annoBbiX NepexBaTos,

He 06paboTaHHbIX U3-3a HEXBATKN CUCTEMHbIX PECYPCOB (HanpuMep, ornepaTuBHOM
namsTh); paccunTbiBaeTCs C MOMeHTa nocregHero 3anycka Kaspersky Security
10.1.1 gna Windows Server.

Kaspersky Security 10.1.1 gna Windows Server nponyckaeT 06b€eKTbl, 3anpochl
Ha NPOBEPKY KOTOPbIX HE 06pabaTbiBaOTCs ApariBepom hannoBbIX NEPEXBATOB.

HasHauyeHue CyeTumk nossonseTr 06Hapy)KMBaTb N YCTPaHATbL BO3SMOXHOE CHWXXEeHNEe Ka4vecTBa
NOCTOSIHHOM 3aLUMThl, BO3HMKAOLEE M3-3a HEQOCTAaTOYHOCTN CUCTEMHbIX pecypcosB.

HopmanbHoe / nopo- 0/1
roBoe 3Ha4eHue

MHmeapaqu;i CO CMOPOHHUMU cucmemamu
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PekomeHAyeMbIn NH-
TepBan CYUTbIBAHUA
nokasaHuu

1y

PekomeHaauumn

no HacTpouke, ecnu
3HauYeHue npesBbiliaeT
noporoeoe

Ecnu 3HaveHne cyeTumKka oTnnyaeTcsa oT Hynesoro, paboune npouecchl Kaspersky
Security 10.1.1 gns Windows Server HyxgaroTcsa B yBennyeHun obbema onepaTtms-
HoW namsaTn ans od6paboTkn 3anpocos.

B03MOXHO, aKTUBHbIE npouecchbl Apyrnx nporpamMmm UCnosnb3yroT BCHO OOCTYMHYHO
onepaTtuBHYO NaMATb.

KonunyecTtBo 3anpocoB, oTAaHHbIX HAa 06paboTKy

Tabnuua 76. Konuyecmeo 3anpocos, omd@aHHbIX Ha 0bpabomky
Ha3BaHue KonunyecTtBo 3anpocoB, oTAaHHbIX Ha ob6paboTky (Number of requests sent to be
processed).
OnpepneneHune KonunyecTtBo 061bEKTOB, oXugamLwmx obpaboTkm paboumnmm npoueccamu.
HasHauyeHue CueTuuK No3BONSAET OTCNEXMBaTh 3arpysky pabounx npoueccoB Kaspersky Security

10.1.1 ana Windows Server n obLmii ypoBeHb hannioBo akTMBHOCTU Ha cepBepe.

HopmanbHoe / nopo-
roBoe 3Ha4YyeHue

3HaveHune cueTunka MoxeT konebaTbCca B 3aBUCMMOCTU OT YPOBHS (pannoson ak-
TMBHOCTW Ha cepBeepe.

PekomeHayembIn UH- 1 MUH.
TepBasn CYATbIBaHUA

rnokasaHuu

PekomeHpauumn Het

Nno HacTpounke, ecnu
3Ha4YeHue npesBbillaeT
noporoBoe

CpeaHee Konu4yecTBO NOTOKOB AucneTyYepa annoBbIx nepexsaToB (Average number of
file interception dispatcher streams).

Tabnuua 77. CpeldHee Konu4yecmaeo nomokos oucriemyepa ¢haunosnix nepexeamos (Average number
of file interception dispatcher streams).
HasBaHue CpenHee konn4yecTBO NOTOKOB Aucnetyepa dannoBbix nepexsaTos (Average num-
ber of file interception dispatcher streams).
OnpeneneHune KonnyecTtBo NOTOKOB gucneTyepa hannoBbix NepexBaTtoB B 04HOM pabodem npo-
uecce, cpegHee no Bcem npoueccam, 3aHATbIM B 3aia4ax NOCTOAHHOM 3alUnThI
B TEKYLLMN MOMEHT.
Ha3HauyeHue CueTunk no3BonsieT obHapyXMBATb U YCTPAHATH BO3MOXHOE CHWXKEHMNE KavyecTBa

NMOCTOSIHHOW 3aLUMUThbl N3-3a MNOSHOW 3arpy3ku npoueccoB Kaspersky Security 10.1.1
ana Windows Server.

HopmanbHoe / nopo-
roBoe 3Ha4yeHue

BapbupyeTtcs / 40.

MHmeapauu,q CO CMOPOHHUMU cucmemamu
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PekomeHayembIn UH-
TepBan CYMTbIBaHUSA
nokasaHum

1 MUH.

PekomeHaauumn

no HacTpouke, ecnu
3Ha4eHue npeBbillaeT
noporoeoe

B kaxxgom paboyem npouecce moxeT 6bITb co3gaHo Ao 60 NnOoTOKoB AncneTyepa
hannoBbIx NepexeaTtoB. Ecnn 3HadyeHne cyeTumka npnbnmxkaetca K 60, Bo3HMKaeT
PUCK TOrO, YTO HM OQHOMY M3 paboumnx NPOLLECCOB HE yOacTCsl NPUHATL

Ha 06paboTKy oyepeaHON 3anpoc oT ApanBepa hannosbix nepexsaTtoB u Kaspersky
Security 10.1.1 gns Windows Server nponycTuT o6bekT.

YBenuubTe konmyecTBo npoueccoB Kaspersky Security 10.1.1 gnsa Windows
Server ang 3agay NnocTosiHHOM 3awuThl. Bel MOXeTe ncnonb3oBaTb NapaMeTpbl
Kaspersky Security 10.1.1 ana Windows Server MakcMmanbHoOe KONM4ecTBO ak-
TUBHbIX NpoueccoB KonnyecTtBo npoueccoB AN NOCTOAHHOWN 3alUThI.

MakcumanbHoe Konm4ecTBO NOTOKOB AucrneTyepa ¢annoBbix nepexsatoB (Maximum
number of file interception dispatcher streams).

Tabnuua 78. MakcumanbHoe Konu4ecmeo nomokog oducriemyepa ¢halisiosbix nepexseamos (Maximum
number of file interception dispatcher streams).
HasBaHue MakcnmansHoe KonnM4ecTBo NOTOKOB AUcneTyepa pannoBbIX NnepexsaTtoB
(Maximum number of file interception dispatcher streams).
OnpepeneHuve KonnyecTtBo NoTokOB gucneTtyepa hannosbix NnepexsaToB B 04HOM pabodem npo-
uecce, Hanbonbllee U3 BCeX NPOLIECCOB, 3aHATLIX B 3afa4ax NOCTOSAHHOM 3aLLuThbl
B TEKYLLMN MOMEHT.
Ha3HauyeHue CueTunk No3BoNsieT OOHapPYKMBATb U YCTPAHATD CHDKEHME NPOU3BOAMTENBHOCTU

n3-3a HepaBHOMEPHOTO pacnpefeneHnst Harpy3kn B BbIMOHAIOLWMXCS pabounx
npoueccax.

HopmanbHoe / nopo- BapbupyeTtcs / 40.
roBoe 3Ha4eHue
PekomeHAayeMbIn NH- 1 MUH.

TepBasn CYUTbIBaHUA
nokasaHumn

PekomeHpauumn

no HacTpouke, ecnu
3HayYeHue npeBbIilaeT
noporoBoe

Ecnun 3HayeHne 3Toro cyeTymka 3Ha4nUTENbHO U NPOAOITKMNTENBHO NpeBbIlLaeT 3Ha-
YyeHue cyeTyMka CpeAHee KONMYeCTBO NOTOKOB AucneT4yepa ¢annoBbIiX nepe-
xBaToB, Kaspersky Security 10.1.1 ana Windows Server HepaBHOMepHO pacnpe-
OensieT Harpy3Ky Ha BbIMOMHAOLWMECH NPOLIECCHI.

Mepesanyctute Kaspersky Security 10.1.1 ana Windows Server.

MHmeapauu;i CO CMOPOHHUMU cucmemamu
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KonunuyecTBo anemMeHTOB B ouepenm 3apaXeHHbIX 06 beKTOB

Tabnuua 79. Konuyecmeo aniemeHmMos 8 o4epedu 3apaxxeHHbIX 06beKmMos
Ha3BaHue KonunyecTtBo anemeHTOB B ovepeam 3apaxeHHblx 06bekToB (Number of items in the
infected object queue).
OnpepneneHune KonunyecTBo 3apakeHHbIX 06 bEKTOB, OXMAAKLWMNX 00paboTKK (eyYeHns unu yaa-
NeHUs) B TEKYLLMN MOMEHT.
HasHaueHune CueTunk no3sonsieT obHapyKMBaTb creayoLmne cuTyauuu:

npepbiBaHWe NOCTOSAHHON 3almUThbl U3-3a BO3MOXHOMO OTKasa gucnetyepa gan-
NOBbIX NEepexBaTos.;

neperpyXeHHOCTb npoueccopa n3-3a HepaBHOMEPHOro pacnpeaenenns npowec-
COPHOro BpeMeHun Mexay Apyrumu paboTatowmmm nporpammamu n Kaspersky
Security 10.1.1 gns Windows Server;

BMPYCHYIO 3NUAEMMIO.

HopmanbHoe / noporo-
BOe 3HayeHue

3HaveHune cyeTunka MoXeT ObITb OTNMYHBIM OT Hyns, noka Kaspersky Security

10.1.1 ana Windows Server obpabaTtbiBaeT 0OHapyXeHHbIE 3apaXKeHHbIE UM BO3-
MOXHO 3apaxeHHble 06beKTbl, HO OHO BO3BpAaLLAETCs K HYr0 BCKOPE NOCie OKOH-
YaHusa 06paboTkmn / 3HaYeHMe cUHeTUMKa OCTaeTCs HEHYNEBbLIM ONIUTENBHOE BPEMSI.

PekomeHayembIn UH-
TepBan CYMTbIBaHUSA
nokasaHum

1 MUH.

PekomeHaauumn

Nno HacTpounke, ecnu
3HaYeHue npeBbIlaeT
noporoBoe

Ecnu 3HaveHne cyeTumnka octaeTcs HEeHyneBbIM OJNTUTEJNTIbHOE BPEMA:

Kaspersky Security 10.1.1 gna Windows Server He obpabaTbiBaeT 06beKThl (BO3-
MOXHO, OTKa3an gucnetyep gannosbix NnepexsaTos);

Mepesanyctute Kaspersky Security 10.1.1 ana Windows Server.
HepocTtaTouyHO NpoLeCcCopHOro BpemeHn anis o06paboTkM 06 BHEKTOB;

O6ecneubTe Bbigenexne Kaspersky Security 10.1.1 gna Windows Server gonon-
HUTEMNBHOIO NPOLLECCOPHOro BPEMEHU, HAaNpUMep, CHU3MB Harpy3Ky Ha cepeep
OpyrvMMuy nporpammamu.

BosHukna BupycHas annaemMus.

O BO3HMKHOBEHMMW BUPYCHOM 3MMOEMUM FTOBOPUT GONbLLIOE KONMMYeCcTBO OGHapy-
JKEHHbIX 3apaXX€HHbIX U BO3MOXHO 3apakeHHbIX 0GBbEKTOB B 3agaye MNocTosHHas
3awmTa painnos. Bbl MoxeTe NpocMoTpeTb MHGOPMaLMIO O KonuyecTse oGHapy-
)KEHHbIX OGBEKTOB B CTATUCTMKE 3a4auv UK )KypHare BbIMOSTHEHNUS 3a4auM.

KonuyectBo 06beKTOB, 06pabaTbiBaeMbIX 3a CEKyHAY

Tabnuya 80. Konuyecmeo o6bexkmos, obpabamsbigaeMbix 3a CeKyHOy

HassaHue KonunuecTtBo 06bekToB, o6pabaTtbiBaembix 3a cekyHay (Number of objects
processed per second).
OnpepgeneHue KonunyecTtBo 06paboTaHHbIX 06 BEKTOB, pa3feieHHOEe Ha KONMYECTBO BPEMEHH,

B T€YEHMEe KOTOPOro 3TN 00beKTbl BbIM 06paboTaHbl; paccuMTbIBAETCS 3a paBHbIE
NPOMEXYTKN BPEMEHM.

MHmeapauu;i CO CMOPOHHUMU cucmemamu
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Ha3HauyeHue CueTunk oTpaxkaeT cKopocTb 06paboTkM 06BHEKTOB; MO3BONSET OOHAPYXNTL U
YCTPaHUTb CHWXEHNE NMPON3BOANTENBHOCTU CEpBEpa, BO3HUKLLEE MU3-3a HeJOCTa-
TOYHOCTM Bblgensemoro paboynm npoueccam Kaspersky Security 10.1.1

ana Windows Server npoueccopHoro Bpemenu unu cbos B pabote Kaspersky
Security 10.1.1 gnst Windows Server.

HopmanbHoe / nopo- BapbupyeTcsa / Her.
roBoe 3HayeHue

PekomeHAyeMbIN MH- 1 MUH.

TepBan CYUTbIBaHUS

nokasaHumn

Pekxomerpauuu 3HayeHNs1 cYeTUMKa 3aBUCAT OT YCTAHOBIIEHHbIX 3HAYEHUIN NapaMeTpoB Kaspersky
D bt plelalite Gl Security 10.1.1 ana Windows Server n 3arpyaku cepsepa npoLeccamm apy-
3HaueHune NPeBbIWAeT | ryy nporpamm.

noporosoe

Habniogante cpegHuii ypoBeHb NoKasaHui cHeTyYmKa B TEHEHUE NPOAOIHKUTENBHOMO
BpemeHn. Ecnv obwmin ypoBeHb Noka3aHMm cHeTYMKa CHU3UICS, TO MOrna npo-
N30MTN OAHa M3 CNeayoLMX CUTyaumnn:

e Pabounm npoueccam Kaspersky Security 10.1.1 gns Windows Server He xBaTaeT
NpPOLIECCOPHOro BpeMeHu Anst o6paboTkn 0OHLEKTOB.

ObecneybTe BblaeneHne Kaspersky Security 10.1.1 gns Windows Server gonon-
HUTENbHOIO NPOLLECCOPHOro BPEMEHU, HANpPUMeEp, CHU3MB Harpy3Ky Ha cepBep
OpyrMMuy nporpammamu.

e BosHuk cbow B paboTe Kaspersky Security 10.1.1 ans Windows Server (npoctau-
BaeT HECKOMNbKO MOTOKOB).

Mepesanyctute Kaspersky Security 10.1.1 ana Windows Server.

Cuetuukn n nosywkmn SNMP Kaspersky Security 10.1.1
ana Windows Server

OTOT pasgen cooepXuT uHgopmaumo o cyeTdmkaxum nosywkax SNMP Kaspersky Security 10.1.1 gna Windows
Server.

B aTtom pasgene
O cuetunkax u nosywkax SNMP Kaspersky Security 10.1.1 4nsg WIiNdOWS SEIVer ........ooccvviiieieiiiiiiiiieeeeeeennn 322

CueTtumkn SNMP Kaspersky Security 10.1.1 A7 WINUOWS SEIVEF ......uuuuuiiiieciieeeeeieesee s 323

O cueTtumkax u nosywkax SNMP Kaspersky Security 10.1.1 ana Windows Server

Ecnu Bbl BKIIHOUMNM B COCTaB yCTaHaBnMBaeMbix KomnoHeHTOB Kaspersky Security 10.1.1 ana Windows Server
KOMMOHeHT CyeTumkn u nosywkn SNMP, Bbl MOXeTe npocmaTpuBaTb cHeTYMKM M noBylwkn Kaspersky Security
10.1.1 ana Windows Server no npotokonam Simple Network Management Protocol (SNMP).

YTt06bI NpOoCMaTpuBaTh cHeTUYMKM 1 NoByLkM Kaspersky Security 10.1.1 gna Windows Server Ha cepBepe-paboyem
MecTe agMuHUCTpaTopa, 3anycTute Ha 3awmwaemom cepepe Cnyx6y SNMP (SNMP Service), a Ha paboyem
MecTe agMuHucTpatopa — Cnyx6y SNMP (SNMP Service) n Cniyx6y nosywek SNMP (SNMP Trap Service).

MHmeeapayusi co cmopoHHUMU cucmemamu
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Cuyetumkm SNMP Kaspersky Security 10.1.1 ana Windows Server

OTO0T pasgen cogepxut Tabnuubl c onucaHnem napameTpoB cyetumkoB SNMP Kaspersky Security 10.1.1
ana Windows Server.

B aTtom pasgene

CUETUMKIN NMPOUBBOLMTETIBHOCTM ...t aaaaanaaaaaaanaaanaannaananaannnannnannn s nsnsnnnnnnnnnnns 323
IR LR e= T o T= 1 - PSP RP R PPRR 323
CUETUMKN PEIEPBHOTO XPAHMITULLLA ......eevevveeeeeeessantstaneseaesssassnsesssaaesssasssseseeasesssanssssesssesesssnnssssssseesesssannssssnseeeeenns 324
(@ TN LI e 1= S 17 T 324
CUBTUMK OOHOBITEHUIST ... vttt nn i annnnnannnnnnsnnnsnnnnnnnnnnnnnnnnnsnnnsnnnnns 324
CUETUMKN NMOCTOSHHOM BALLIMTBI ...veeeeeeiiiitteeeeeeeeesaststaseeesesssaassstsseeasesssaassssesseasesssamssssesssasesssasssssssseeesssanmssssseeseenns 324

CuyeTyukm npon3BoanNTEIIbHOCTH

Tabrnuuya 81. Cuemyuku rpoussodumeribHocmu
CyeTumK OnpepgeneHue
currentRequestsAmount KonunuecTtBo 3anpocoB, oTnpaBneHHbIX Ha 06paboTky (cM. cTp. 319).
currentinfectedQueuelLength KonmyecTBO anemMeHTOB B o4epeamn 3apaKeHHbIX 00 beKTOB

(cm. pasgen "KonmyecTBo aneMeHTOB B oYepean 3apaxeHHbIX 00b-
eKkToB" Ha cTp. 321).

currentObjectProcessingRate KonunuectBo 06bekTOB, 0OpabaTbiBaeMbIx 3a cekyHay (cm. cTp. 321).

currentWorkProcessesNumber KonunuecTtBo pabounx npoueccos Kaspersky Security 10.1.1
ana Windows Server B TEKYLLUA MOMEHT

CyeTyukmn KapaHTnHa

Tabnuuya 82. Cyemyuku KapaHmuHa
CueTuuk OnpepeneHne
totalObjects KonnuyectBo 06bEKTOB B Nanke kapaHTuHa B TEKYLLUMIA MOMEHT
totalSuspiciousObjects KonnyecTBo BO3MOXHO 3apaeHHbIX 0OBbEKTOB B Marnke KapaHTMHA B TEKYLLUIA
MOMEHT
currentStorageSize O61bem gaHHbIX B nanke kapaHTuHa (MB)

MHmeeapayusi co cmopoHHUMU cucmemamu
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CyeTumkn pe3epBHOro XxpaHunuiia

Tabnuua 83. CuemyuKu pe3eps8HO20 xpaHunuua

CyeTumk OnpepneneHue

currentBackupStorageSize O6beMm aaHHbIX B nanke pe3epBHoro xpaHunuia (MB)

ObLwme cHeTUYUKH

Tabnuua 84. Obuwue cyemyuku

CyeTumk OnpepeneHue

lastCriticalAreasScanAge Mepuoa ¢ MmomeHTa NpoBeAeHUs nocnegHern NPoBEPKN BaxkHbIX 06na-
CTel cepBepa (MPOMEXYTOK BPEMEHU B CEKyHAAX MeXAy AaTou 3aBep-
LeHMs 3agayuum, MetoLen ctaTyc 3adayva nposepKu 8axHbix obrnacmed,
N TEKYLLMM MOMEHTOM).

licenseExpirationDate [laTta okoH4YaHusa cpoka aencTeusa nuueHsun. Ecnv go6aeneHbl akTUBHLIN
N OOMONHUTENbHbIN KMHYM UNKU Koabl akTuBauuu, otobpaxaeTtcs gata
OKOHYaHUs cpoka AeNCTBUS NULEH3UN, CBA3AHHOW C AOMNONHUTENbHBLIM
KITFOYOM UIN KOJOM aKTUBaL UK.

currentApplicationUptime Bpewms paboTbl Kaspersky Security 10.1.1 ans Windows Server
C MOMEHTa ero nocrieHero 3anycka, B COTbIX ONSAX CEKYHAbI

currentFileMonitorTaskStatus Crartyc 3agaum NocTosHHas 3awmTta gannos: Bkn. — 3anyLieHa;
BbIkn. — ocTaHOBMEHA UMM NPUOCTAHOBIEHA.

CyeTuymk oOHOBMNEHMA

Tabnuua 85. Cyemyuk obHosneHul
CueTumK OnpepeneHue
avBasesAge "Bospact” 6a3 (MpOMeXyTOK BpeMEHU B COTbIX AONAX CEKYHAbl MeXay A4aTON Co-
3[aHuNs NocnegHUX yCTaHOBMEHHbIX OBHOBEHN Ba3 1 TeKyLLMM MOMEHTOM).

CyeTunKM NOCTOSAHHOW 3aLnThI

Tabnuua 86. Cyemyuku nocmosiHHoU 3auumal

CyeTyuk OnpepgeneHne

totalObjectsProcessed Obuee KonnM4ecTBo NPoBepPEeHHbIX 06 LEKTOB C MOMEHTa NocneaHero 3a-
nycka 3agayum [ocTosHHaga 3awwmta gannos

totallnfectedObjectsFound Obuwee konNnyecTBo OBHaPY>KEHHbIX 3apaXKeHHbIX U APYrMX 0OBbEKTOB
C MOMeHTa rnocrnefHero 3anycka 3agayu NoctosiHHan 3awuTta annos

totalSuspiciousObjectsFound O0uee konNnyecTBo 0BHaAPYKEHHBLIX BO3MOXHO 3apaXXeHHbIX 0OBHEKTOB
C MOMeHTa nocrnegHero 3anycka 3agauu NoctosHHas 3awmTa annos

MHmezpaqun CO CMOPOHHUMU cucmemamu
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CyeTuumK OnpepeneHue

totalVirusesFound Obuee konnyecTBo 0O6HAPYXEHHbIX 0OBLEKTOB C MOMEHTa NocneaHero
3anycka 3agayu NoctosiHHas 3awmTa annos

totalObjectsQuarantined O6bLee KONNMYECTBO 3apaXkeHHbIX, BO3MOXHO 3apaXKeHHbIX U ApYrux o6b-
ekToB, koTopble Kaspersky Security 10.1.1 ana Windows Server nome-
CTUIT Ha KapaHTWH; paccyMTbIBAETCsl C MOMEHTa NocregHero 3anycka 3a-
naun lNocTosiHHasa 3awmTa dannos

totalObjectsNotQuarantined O6bLee KONNMYECTBO 3apaXKeHHbIX UM BO3MOXHO 3apaXeHHbIX OOBbEKTOB,
koTopble Kaspersky Security 10.1.1 ana Windows Server nbitancs nome-
CTUTb Ha KapaHTUH, HO 3TO EMY HE YAAroCh; PacCYNTLIBAETCA C MOMEHTa
nocneaHero 3anycka 3agaym lNoctosHHasa 3awmTa cannos

totalObjectsDisinfected O6bLee KonNn4ecTBO 3apaXkeHHbIX 0O0BEKTOB, kKOTOpble Kaspersky Security
10.1.1 ana Windows Server Bbineyus; paccinTbiBaeTcs C MOMEHTa no-
cnepfHero 3anycka 3agaqu lNoctosiHHas 3awmTa dannos

totalObjectsNotDisinfected ObLee KoNNMYecTBO 3apaXKeHHbIX U ApYrMx 00 bEKTOB, KOTOpbIE
Kaspersky Security 10.1.1 gns Windows Server nbiTancs Bbifie4nTb, HO
3TO eMy He y[anocCh; pacCyMTbIBAaE€TCA C MOMEHTa NocrneaHero 3anycka
3agaym [NocTtoaHHaga 3awmTta annos

totalObjectsDeleted Obuee KoNMYecTBO 3apaXKeHHbIX, BO3MOXHO 3apa)XeHHbIX U ApYrnx oob-
ekToB, koTopble Kaspersky Security 10.1.1 ana Windows Server yoanun;
paccyMTbIBaeTCs C MOMEHTa NnocrnegHero 3anycka 3agaym NocTosiHHas
3awmTa hannos

totalObjectsNotDeleted O0Lee KONMYECTBO 3apaXKeHHbIX, BO3MOXHO 3apaXXeHHbIX U OPYTNX 00b-
ekToB, koTopble Kaspersky Security 10.1.1 ana Windows Server gormkeH
ObIn yaanuTb, HO 3TO eMy He YAanocb; PacCYUTLIBAETCA C MOMEHTA Mo-
cnepHero 3anycka 3agaqu NoctosiHHas 3awmTa dannos

totalObjectsBackedUp O0Lee KONMYECTBO 3apaXKeHHbIX U APYrMX 06BEKTOB, KOTOpbIEe
Kaspersky Security 10.1.1 ans Windows Server nomecTun B pe3epBHoe
XpaHUNuLLEe; paccunTbiBAaeTCS C MOMEHTAa NocneaHero 3anycka 3agaydv
lNocTosHHaA 3awuTa dannos

totalObjectsNotBackedUp O6Lee KONMYECTBO 3apaXKeHHbIX U APYrMX 06BEKTOB, KOTOpble
Kaspersky Security 10.1.1 ans Windows Server nblTancst NOMecTuUTb
B pe3epBHOE XpaHWmuLLe, HO 3TO eMy He YAanocb; paccyuTbiBaeTCs

C MOMeHTa nocrefHero 3anycka 3agauu [octosHHas 3awmTa annos

MHmeapauuﬂ CO CMOPOHHUMU cucmemamu
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MapameTpbl noBywek SNMP Kaspersky Security 10.1.1 gns Windows Server onvcaHbl B Tabnuue Huxe.

Tabnuua 87. Jlosywku SNMP Kaspersky Security 10.1.1 dn1s Windows Server
JNoBywka OnucaHue MapameTpbl
eventThreatDetected O6HapyxeH 06bekT. eventDateAndTime

eventSeverity
computerName
userName
objectName
threatName
detectType
detectCertainty

eventBackupStorageSizeExc
eeds

MpeBbIlEeH MakcMMarbHbIN pasmep pe3eps-
Horo xpaHunuiia. O6Lwmin 06bemM gaHHbIX

B narke pe3epBHOro XpaHunvLa npesbICUn
3HayeHue, ykaszaHHoe napameTpom Makcu-
MarbHbIA pa3Mep pe3epBHOro xpaHunuiia
(MB). Kaspersky Security 10.1.1 gana Windows
Server npogomnkaeT pesepBMpoBaTh 3apa-
)KEHHble 0OBbEKTbI.

eventDateAndTime
eventSeverity
eventSource

eventThresholdBackupStorag
eSizeExceeds

HocTurHyT nopor cBobogHoro mecra

B pe3epBHOM xpaHunuiie. Pasamep csobogHo-
ro NPOCTpaHCTBa B Marke pe3epBHOIO XpaHu-
nuuia, 3aagaHHbl napameTpom Mopor go-
cTynHoro npoctpaHctea (MB), ymeHbLunncs
00 yKasaHHOro 3HayeHusi. Kaspersky Security
10.1.1 gna Windows Server npogoskaeT pe-
3epBMPOBaTh 3apaKeHHblE OO BHEKTHI.

eventDateAndTime
eventSeverity
eventSource

eventQuarantineStorageSize
Exceeds

MpeBbileH MakcumarbHbIA pasmep KapaHTu-
Ha. O6Wwun ob6beM AaHHbIX B Nanke KapaHTUHa
NpeBbICUI 3Ha4YeHWe, YyKa3zaHHOe napamMeTpoMm
MakcumanbHbIN pa3mep kapaHTuHa (MB).
Kaspersky Security 10.1.1 ans Windows
Server npogormkaeT nomeLlaTb BO3MOXHO 3a-
pakeHHble OOBbEKTLI Ha KapaHTUH.

eventDateAndTime
eventSeverity
eventSource

eventThresholdQuarantineSto
rageSizeExceeds

HocturHyt nopor cBobogHoOro mecra

B kapaHTuHe. Paamep cBobogHOro npocTpaH-
CTBa B Nanke KapaHTWHa, 3aAaHHbIN napa-
meTpom Mopor AoCTynHOro NnpocTpaHcTBa
B kKapaHTuHe (MB), ymeHblMncA

[0 yKa3aHHoro 3HayeHus. Kaspersky Security
10.1.1 gna Windows Server npogosmkaeT no-
MeLLaTb BO3MOXHO 3apaKeHHble 00bEKThI

Ha KapaHTWH.

eventDateAndTime
eventSeverity
eventSource
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JNoBywika OnucaHune MapameTpbl
eventObjectNotQuarantined Owunbka kapaHTUHa. eventSeverity
eventDateAndTime
eventSource
userName
computerName
objectName
storageObjectNotAddedEv
entReason
eventObjectNotBackuped Owunbka coxpaHeHus Konum o6bekTa eventSeverity
eventSource
objectName
userName
computerName
storageObjectNotAddedEv
entReason
eventQuarantinelnternalError Owunbka kapaHTUHa. eventSeverity
eventDateAndTime
eventSource
eventReason
eventBackuplinternalError Owunbka pe3epBHOro XpaHunuuia. eventSeverity
eventDateAndTime
eventSource
eventReason
eventAVBasesOutdated Bbasbl nporpammbl yctapenu. PaccunteiBaeTtca eventSeverity
nocrnegHero 3aBepLleHnsl 3a4aqm 0OHOBIEHNS
- . . eventSource
©0a3 (nokanbHOW, rpynnoBON 3aJaden unu 3a-
aaven ans Habopos KOMMbIOTEPOB). days
eventAVBasesTotallyOutdate Basbl nporpammbl cunbHO yctapenu. Paccuu- eventSeverity
d TbIBAETCHA KONMYECTBO OHEW, NpOLIeaLLnx eventDateAndTime
C MOMEHTa MocrefHero 3aBepLUeHnst 3agaqm
o . eventSource
obHoBneHus1 6a3 (NokanbHON, rpynMnoBON 3a-
[adelt unu 3agadeii Ans Habopos KOMMbIOTe- days
poB).
eventApplicationStarted Kaspersky Security 10.1.1 ana Windows Serv- eventSeverity
€r 3anyLieH. eventDateAndTime
eventSource
eventApplicationShutdown Kaspersky Security 10.1.1 ansa Windows Serv- eventSeverity
€r oCTaHOBIEH. eventDateAndTime
eventSource

MHmeapauuﬂ CO CMOPOHHUMU cucmemamu
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JNoBywika OnucaHune MapameTpbl
eventCriticalAreasScanWasnt lMpoBepka BaxHbIX obnacTen He NpoBoAnach eventSeverity
PerformForALongTime AaBHO. PaccuntbiBaeTca KOnmM4ecTso aHen eventDateAndTime
C MOMEHTa NocneaHero 3aBepLUeHns 3agauu,
umetoLen cratyc 3adaqa rnpoeepKu 8axHbIX eventSource
obnacmedl. days
eventLicenseHasExpired CpoK gencTBUS NULLEH3UN UCTEK. eventSeverity
eventDateAndTime
eventSource
eventLicenseExpiresSoon Cpok geicTBUS NINLIEH3NN CKOPO UCTEYET. eventSeverity
PaccunTbiBaeTCst KONMMYECTBO OHEN, OCTaB- eventDateAndTime
;vzcn [0 OKOHYaHMs cpoka AeACTBUS NULEH- eventSource
days
eventTaskInternalError Owunbka BbINOMHEHUSA 3adauun. eventSeverity
eventDateAndTime
eventSource
errorCode
knowledgeBaseld
taskName
eventUpdateError Owwbka BbINONHEHMS 3a4a4y OGHOBEHNS. eventSeverity
eventDateAndTime
taskName
updaterErrorEventReason

B Tabnuue Huxe onucaHsbl napamMeTpbl NTOBYLLEK U BO3MOXHble 3Ha4YeHUA napamMmeTpoB.

Tabnuya 88. 3HaueHus napamempos riogywiek SNMP

MapameTp OnucaHne u BO3MOXHble 3Ha4YeHus
eventDateAndTime Bpemsi BO3HUKHOBEHUS CODbLITHS.
eventSeverity YpoBeHb BaXXHOCTU COObITUS. MapameTp NpyHMMaEeT cneayowmne 3HadeHus:

o critical (1) — KpuTU4ECKUNA,
e warning (2) — npegynpexaeHue,
e info (3) — MHOPMALMOHHBIN.

userName Nmsa nonb3oBartens (HanpvumMep, Nonb30BaTeris, KOTOPbIA NbITancs NoAy4YnTb OCTYN
K 3apaxeHHoMmy danny).

computerName Nms cepeepa (Hanpumep, cepBepa, C KOTOPOro Nosb3oBaTesb NbiTancsa Nony4nTb
OOCTYN K 3apaxxeHHOMY dhanny).

MHmeeapayusi co cmopoHHUMU cucmemamu
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MapameTp OnucaHne u BO3MOXHble 3Ha4YeHus
eventSource NcTouHMK cobbITHsA: hyHKUMOHAMBHBLIN KOMMOHEHT, B paboTe KOTOPOro BO3HMKIO0
cobbiTue. MNapameTp NpMHUMAaET crneayLlmne 3Ha4YeHNS:
e unknown (0) — pyHKLMOHAMNbHbLIA KOMMNOHEHT HE ONpPeaAeneH;
e quarantine (1) — KapaHTuH;
e backup (2) — Pe3epBHoOe xpaHunuiie;
e reporting (3) — XXypHanb! BbINONHEHUs 3a4ay;
¢ updates (4)— OBGHoOBNEHUKE;
o realTimeProtection (5) — NocTosiHHas 3awmuTa alinos;
e onDemandScanning (6) — lNpoBepka no TpeboBaHmto;
e product (7) — cobbiTne cBA3aHO He C paboToW OTAENbHbLIX KOMMOHEHTOB, a
c paboton Kaspersky Security 10.1.1 ana Windows Server B Lienom;
o systemAudit (8) — XKypHan cuctemHoro ayaura.
eventReason MpuymHa BO3HMKHOBEHMS CObbITUSA. [TapamMeTp NpUHMMAaET criegyrolme 3HaYeH s:
e reasonUnknown (0) — npuymHa He onpegeneHxa,
o reasonlnvalidSettings (1) — Tonbko Ans cobbITUIA Pe3epBHOro XpaHunuLia 1 Ka-
paHTUHa; oTobpaxkaeTcsl, eCnv HeAOCTYNHA nanka KapaHTUHa UMK nanka peseps-
HOro XpaHunvua (He4oCTaTOYHO NMpaB ANs OOCTyNa UM nanka HeBepHO ykasaHa
B MapameTpax KapaHTuHa, HanpuMep, yka3aH ceTeBor nyTb). B atom cnyyae
Kaspersky Security 10.1.1 ans Windows Server 6yaeT ncnonb3oBatb nanky pe-
3epBHOIr0 XpaHWnMLia unM narnky KapaHTWMHa, YCTaHOBIIEHHYHO MO YMOYaHWIO.
objectName Nmsa obbekTa (Hanpumep, umsa gaina, B KOTOpOM 0BGHapyXeHa yrposa).
threatName Nmsa obbekTa cornacHo knaccudgurkaunm BupycHon sHumknoneamm. 1o umsa BXxogut
B NONIHOe Ha3BaHue obHapyxeHHOro obbekTa, kotopoe Kaspersky Security 10.1.1
ans Windows Server Bo3BpallaeT npu obHapyxeHun obbekTa. MNonHoe umsa obHa-
PY>KEHHOro 06bEKTa MOXXHO NPOCMOTPETL B XXypHarne BbINOMHEHWS 3a4ad
(cMm. pasgen "HacTtpoiika napameTpoB XypHarnoB" Ha cTp. 158).
detectType Tun o6HapyxeHHoro obbekTa.
MapameTp NpMHUMAaET crneayLmne 3HavYeHus:
¢ undefined (0) — He onpegeneH;
e virware — Knaccu4eckue BUpYyCbl U CETEBbLIE YEPBY;
e trojware — TPOSIHCKME MPOrpaMmbl;
e malware — Nnpoyne BpeAoHOCHbIE NPOrpamMmel;
e adware — peknamHble NporpamMmel;
e pornware — nopHorpaduyeckme Nporpammel;
e riskware — neranbHble NPOrpamMMbl, KOTOPbIE MOTYT ObITb MCMOSIb30BaHbI 3110-
YMBILUSIEHHUKOM 1151 HAHECEHWS Bpeaa KOMMbIOTEPY UMW AaHHbIM.
detectCertainty CTteneHb yBepeHHOCTN OOHapyXeHus yrpo3bl. [apaMeTp npuHMMaeT crnegyto-

LMe 3HaYeHus:

e Suspicion (BO3MOXHO 3apaxkeHHbI) — Kaspersky Security 10.1.1 ans Windows
Server obHapyXun YacTMYHOe CoBMageHMe yyacTka koga obbekTa ¢ U3BECTHbLIM
BPEAOHOCHbIM KOOM;

o Sure (3apaxeHHbiln) — Kaspersky Security 10.1.1 gns Windows Server obHapy»xun
rnonHoe coBrnageHue yJyacTka kofa obbekTa ¢ U3BECTHLIM BPEAOHOCHbIM KOLAOM.

MHmeapauu,q CO CMOPOHHUMU cucmemamu
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MapameTp OnucaHne u BO3MOXHble 3Ha4YeHus

days KonunuyecTBo aHen (Hanpumep, KONMMYeCTBO AHEWN 40 OKOHYaHUsi cpoka AeNCTBUS
NNLEH3NN).

errorCode Kopg, owmnbku.

knowledgeBaseld Agpec ctaTbu B 6a3e 3HaHuI (Hanpumep, agpec cTaTby, ONUCHIBAKOLLEN KaKyo-nMbo
owmnbKy).

taskName HaseaHue 3agaun.

updaterErrorEventReas | Mpuyuna, no koTopoi oGHOBMEHME He BbiNo NpUMeHeHo. MapaMeTp NpUHUMAET crie-
on OyIoLmMe 3HaYeHNs:

e reasonUnknown (0) — npnymHa He onpeaenexa,

reasonAccessDenied — gocTyn 3anpeLyeH;

¢ reasonUrlsExhausted — cnncok MCTOYHMKOB OBOHOBNEHUI NCHEpPNaH;

¢ reasonlinvalidConfig — HenpaBunbHbIK hann KoHUrypaumm;

e reasonlnvalidSignature — HeBepHasa NoaNUCh;

¢ reasonCantCreateFolder — HEBO3MOXHO cOo3aaTh narky;

o reasonFileOperError — channosas ownbka;

o reasonDataCorrupted — 06EKT NOBpEXAEH;

¢ reasonConnectionReset — cbpoc coeguHeHNs;

e reasonTimeOut — UCTEKMNO BPEMS OXMOAHUSA NPU COEANHEHNN;

o reasonProxyAuthError — ounbka npoBepkun NOANIMHHOCTU Ha NPOKCU-CEPBEPE;
e reasonServerAuthError — oumbka npoBepkn NOASIMHHOCTU Ha CEPBEPE;
o reasonHostNotFound — komnblOTEP HE HanaeH;

e reasonServerBusy — cepBep HeOOCTYMeH;

e reasonConnectionError — ownbka coeguHeHUs;

¢ reasonModuleNotFound — 00bEeKT He HanaeH;

¢ reasonBlIstCheckFailed(16) — owumnbka npoBepkM YEPHOro cnucka knoven. Bos-
MOXHO, B MOMEHT 0OHOBNEHNA nybnukosanmcb 0O6HoBNeHusa 6a3; noBTopute 06-
HOBIEHWNE Yepe3 HECKOMbKO MUHYT.

MHmeapauyusi co cCmopoHHUMU cucmemamu
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MapameTp OnucaHne u BO3MOXHble 3Ha4YeHus
storageObjectNotAdde MprunHa HenomelleHNss 00bEKTa B pe3epBHOE XPaHUIULLIE UIN Ha KapaHTUH. [a-
dEventReason pamMeTp NpUHUMaEeT creayrwmne 3HaYeHUs:

¢ reasonUnknown (0) — npnynHa He onpepernexa,

e reasonStoragelnternalError — owmnbka 6a3bl gaHHLIX; BoccTaHoBuTe Kaspersky
Security 10.1.1 gna Windows Server.

o reasonStorageReadOnly — 6a3a gaHHbIX 4OCTYMHA TONbKO AN YTEHWS; BOCCTaHO-
BuTe Kaspersky Security 10.1.1 gna Windows Server.

e reasonStoragelOError — owmnbka BBoga-BbiBogda: a) Kaspersky Security 10.1.1
ansa Windows Server noBpexaeH, BocctaHoBuTe Kaspersky Security 10.1.1
ana Windows Server; 6) anck, Ha koTopoM xpaHatca cdannbl Kaspersky Security
10.1.1 gna Windows Server, noBpexaeH.

e reasonStorageCorrupted — xpaHunuiie NoBpexaeHo; BocCcTaHoBUTE Kaspersky
Security 10.1.1 ana Windows Server.

e reasonStorageFull — 6a3a gaHHbIX NOnHa; ocBoboauTE MECTO Ha AUCKE.

e reasonStorageOpenError — He yganock OTKpbITb hann 6a3bl 4aHHbIX; BOCCTaHO-
BuTe Kaspersky Security 10.1.1 gana Windows Server.

e reasonStorageOSFeatureError — HekOTOpble 0COBEHHOCTU OMNepaLMOHHON cucTe-
Mbl He oTBeuatoT TpeboBaHusaM Kaspersky Security 10.1.1 gna Windows Server.

¢ reasonObjectNotFound — nomeLaembii B XpaHunuiie ob6bekT OTCyTCTBYET
Ha gucke.

o reasonObjectAccessError — HegocTaTo4HO NpaB Ans ucnonb3osaHus Backup API:
y4YeTHas 3anvcb, C NpaBaMu KOTOPOW BbINOMHAETCS onepauus, He obnagaet npa-
Bamu Backup Operator.

¢ reasonDiskOutOfSpace — HegocTaToO4HO MecTa Ha Aucke.

MHmeapauu,q CO CMOPOHHUMU cucmemamu
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UHTerpaumna ¢ WMI

Kaspersky Security 10.1.1 ana Windows Server nogaoepuBaeT MHTErpaumio co CTaHAapPTHBIM MHCTPYMEHTapueMm
ynpaenenuns Windows - Windows Management Instrumentation (qanee «WMI»): Bbl MoOXeTe wucnonb3oBaTb
KNMEHTCKME CUCTEMBbI, KOTOpble MonydarT AaHHble no ctaHaapty Web-Based Enterprise Management (WBEM)
¢ nomowbto WMI, ansa cbopa gaHHbIX 0 ctaTtyce nporpammbl Kaspersky Security 10.1.1 gns Windows Server un ee
KOMMOHEHTOB.

B momeHT ycTtaHoBku Kaspersky Security 10.1.1 ans Windows Server pernctpupyeT B cucteme COBCTBEHHbIN
MoAynb, KOTOpbIA obecneymBaeT co3daHne npocTtpaHcTBa umeH Kaspersky Security 10.1.1 gns Windows Server
B KOpHEBOM npocTtpaHcTee umeH WMI Ha nokanbHOM KOMMblOTEpE.

MpoctpaHcTBo uMeH Kaspersky Security 10.1.1 gnsa Windows Server nossonsieT pabortatb C Krnaccamu,
aK3emnnsipamm Knaccos n ux ceonctsamm B Kaspersky Security 10.1.1 ans Windows Server.

3HaueHus HEKOTOPbIX CBOWCTB JK3eMnJiapa Knacca 3aBUCAT OT TUNa 3agadn.

HeuuknuyHble 3adayu — 37O 3agayv NpoOrpaMmbl, KOTOpble HEe MMEeKT OrpaHMYeHHOro cpoka AevcTBUSA U nmMbo
MOCTOSIHHO BbIMONHAOTCH, NMMOO OoCcTaHoBMeEHbI. [ns Taknx 3agay HEBO3MOXHO yKa3aTb MPOrpecc BbIMOSIHEHWS.
Pes3ynbTaTbl BbINOMHEHNS TakMx 3agad UKCUPYIOTCA HENPEpPbIBHO B Xo4e paboTbl 3agayun 1 npeactaBnstoT cobon
eAnHNYHble cobblTns (Hanpumep, cobbiTe 06 oBHapyxeHun BpedoHOCHOro obbekTa Ansd 3agad MoOCTOSIHHOM
3awumTbl). Bbl MOXeTe ynpaBnaTe 3agavamu Takoro Tvna Yepes nonutukn Kaspersky Security Center.

HuknuyHblie 3adaqu — 3TO 3agayvm nNporpamMMbl, CPOK BbIMOSIHEHWS KOTOPbLIX OFpaHWyeH, a Nporpecc BbINOMHEHUS
MOXeT ObITb OTOOpaxkeH B BuAe MpPOLEHTa BbINOMHEHUsS. Pe3dynbTaThl BbIMOMHEHMS Takux 3adady UKCUMpYOTCS
€[MHOXAbl NO 3aBepLleHUn 3adauvm W npeacTaBnsioT cobor eauHbln CHOPMUPOBAHHLIN apTedakt nnu dakr
N3MEHEHNs1 COCTOSIHUSA Nporpammbl (Hanpumep, yctaHoBreHHoe obHoBneHve 6a3 nporpammbl, CHOPMUPOBAHHbBIE
KOHUrypauuoHHele dannbl Ang 3agad opmupoBaHus npasun). Ha ogHOM KomnbioTepe B OOQHOBPEMEHHO
MOXET UCMONHATLCH HECKOMNBbKO LIMKINYHbBIX 3a4ad ogHoro Tuna (Hanpumep, Tpy 3agadv NpoBepkm no TpeboBaHuio
C pasHbiMK obnacTtamm NpoBepkn). Bbl MoxeTe ynpaBnaTb LUKIMYHBIMU 3a4ad4aMu Yepes 3anyck rpynnosbix 3agay
Kaspersky Security Center.

Ecnn B Bawen KOpﬂOpaTMBHOVI CeTn WUCNOJb3YyKTCA WHCTPYMEHTbI, KOTOpPble MOryTt (*)OpMVIpOBaTb 3anpochbl
K NPOCTPaHCTBY UMEH WMI n nony4yatb U3 HUX OUHaMU4YeCKne [LOaHHble, Bbl CMOXEeTe NoNnydnTb cregywuine
OaHHble O TeKylleM COCTOAHUN NporpamMmMbl:

Tabnuya 89.  [aHHble 0 cOCMOSHUU rpoepamMmabl

CBOMCTBO 3K3eMnnspa OnucaHue 3Ha4yeHusA

Knacca

ProductName The name of the MonHoe Ha3BaHMe NporpamMmmbl 6e3 HoMepa BEpPCUM.
application installed.

ProductVersion The full version of the [NonHbIN HOMEp BEpCUKN NporpamMmsbl, BKIoYasi HOMep
application installed cbopku.

InstalledPatches The array of patch lMepeyeHb KpUTUYECKNX NCMPaBAEHUA, YCTaHOBMEHHbIX
display names that Ans nporpamMmmbl.
are deployed for the
application.
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CBOMCTBO 3K3eMnnspa OnucaHue 3Ha4yeHusA

Knacca

IsLicenselnstalled The application CraTtyc knto4a, ¢ NOMOLLBI KOTOPOro akTMBMPOBa-
activation state. Ha nporpaMmma.

Bo3MoXxHble 3Ha4YeHus:

e False — B nporpamme He 3agaH Koy unm
KO aKTMBaUUW.

e True - B nporpamme gobaBneH KoY nnun Kog, ak-

TMBaLmK.
LicenseDaysLeft Shows how many KonunuecTtBo gHew, OCTaBLUMXCH A0 UCTEYEHUS CpoKa
days are left before a OEeNCTBUS TEKYLLEN NULEH3NN.
current license expira- | BogmosHble HEMONMOKUTENbHbIE 3HAUEHMS:
tion.
o 0 - Cpok oencTBuMS NULLEH3UN NCTEK
e -1-He yganocb NoOnNy4YnTb AaHHbIE O TEKYLLEM
KMoye UM yKasaHHbIN KoY He MOXeT ObITb 1c-
Monb30BaH AN akTMBauuy nporpamMmmbl (Hanpu-
mMep, 3abnoKMpoBaH N0 YEPHOMY CMNCKY KIHOYen).
AVBasesDatetime The timestamp for a Hata n Bpemsa hopMmnpoBaHmsa aHTUBMPYCHbIX 6a3, uc-
current anti-virus da- Nonb3yeMbiX B TEKYLLUUA MOMEHT.
tabase version. Ecnun ycTaHoBrneHHas nporpaMma He UCrosb3yeT aH-
TMBMPYCHbIE 6a3bl, None cogeput 3HaveHne “Not
installed”.
IsExploitPreventionEnabled The Exploit Preven- CTtaTtyc KomnoHeHTa 3almTa OT 3KCMNIONTOB.
tion component state. Bo3MOXHblE 3HaYeHUs:
e True - KoMNoHeHT 3aluuTta oT 3KCMIOMNTOB BKIHO-
YeH U BbINOMHAET OYHKLMN 3aLUThI.
e False - KomnoHeHT 3awmra oT 3KCNIoOMTOB
He BbINOMHAET YHKUUM 3aLmnTel. Hanpumep:
BbIKMIOYEH, HE YCTaHOBMEH, HapyLleHo JlnueHsun-
OHHOE cornatleHue.
ProtectionTasksRunning The array of protec- MepeyeHb 3agay 3aWmTbl, KOHTPOSSA N MOHUTOPUHIA,
tion tasks that are 3anyLeHHbIX B TeKyLWnin MOMeHT. B gaHHOM none
currently running. OOIMKHbI YYUTbIBATbCS BCE 3aMyLLEHHbIEe HELMKINY-

Hble 3aJa4u.

Ecnun Hn OAHa U3 HEUUKNNYHbIX 3ada4 He 3anylleHa,
none cogepxut aHaveHne «No».
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CBOMCTBO 3K3eMnnspa
Knacca

OnucaHue

3HauyeHudA

IsAppControlRunning The Applications CraTtyc BbINnoNHeHns 3aga4m KoHTpons 3anyc-
Launch Control task Ka nporpamm.
state.
e True - 3agaya KoHTponb 3anycka nporpamm Bbl-
MOMHAETCS B TEKYLLUMIA MOMEHT.
e False - 3apgaya KoHTponb 3anycka nporpamm
He BbIMOMHAETCA B TEKYLLUMIA MOMEHT UK KOMMO-
HeHT KoHTponb 3anycka nporpamm
He yCTaHOBIEH.
AppControlMode The Applications OnvicaHne TekyLlero CoCToAHNsA KOMNoHeHTa KoHTporb

Launch Control task
mode.

3anycka nporpamm, a Takke onucbiBaeT PEXUM, Bbl-
GpaHHbIN ANA COOTBETCTBYHOLLENR 3aaa4N.

B03MOXHble 3Ha4YEHNS:

e Active - B napameTpax 3aga4n ykasaH AKTUB-
HbIW PEXUM.

e Statistics Only - B napameTpax 3agayv ykasaH
pexum TonbKO cTaTUCTUKA.

e Not installed - KomnoHeHT KoHTponb 3anycka
NporpaMm He yCTaHOBMEH

AppControlRulesNumber

Total number of the
applications launch
control rules.

KonunyecTtso npasun, 3adaHHbIX B NapamMeTpax 3agaqu
KoHTpornb 3anycka nporpamm B TEKYLLIMIA MOMEHT.

AppControlLastBlocking

The timestamp for the
last application launch
blocking by the Appli-
cations Launch Con-

trol task in any mode.

HaTa v Bpems nocrnegHern 61MoKMpoBKM 3anycka npo-
rpammbl, BbIMOSIHEHHON KOMNOHEHTOM KoHTporsb 3a-
nycka nporpamm. Npwv 3anonHeHUn Nonst y4muTelBaOTCS
BCe BrOKMPOBKM NMPOrpamMmm, HE3aBUCMMO OT pPeXUMa
BbIMNOSIHEHWS 3afauMn.

Ecnu H1 ogHo BnokupoBaHue 3anycka He Obino 3ape-
rMMCTPUPOBAHO HA MOMEHT BbINONHEHNs 3anpoca WMI,
none 3anonHseTcsa 3HadeHnem “No”.

PeriodicTasksRunning

The array of periodic
tasks that are current-
ly running.

MepeyeHb 3agady npoBepkn no TpeboBaHuio, obHOBMNE-
HUS U MIHBEHTapU3aLun, 3anyLeHHbIX B TEKYLLMIA MO-
MeHT. B faHHOM none [oSKHbI y4UTbIBATLCS BCE 3a-
nyuweHHble 3aga4vun, KOTopble OTHOCATCA

K TNy UMUKIMN4YHbIX.

Ecnu HM ogHa uuknuyHasa 3agadva He 3anylleHa
B TEKYLUUIN MOMEHT, Nnone coaepxuT 3HavyeHune “No”.
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CBOMCTBO 3K3eMnnspa OnucaHue 3Ha4yeHusA
Knacca
ConnectionState The state of the con- MHdopmaumio o ctatyce coeguHeHus Mexay Moaynem
nection between WMI WMI Provider n cnyx6on Kaspersky Security.
Provider component B0O3MOXHbIe 3HaYeHMs:
and the Kaspersky
Security Service o Success - CoeﬂMHeHMe yCcnewHOo yCTaHOBJIIEHO:
knueHT WMI MmoxeT npuHumaTh AaHHble
(KAVFS).
0 cTaTyce nporpamMmmbi.
e Failed. Error Code: <code> - CoeaunHeHune
He yoanoch YCTaHOBUTb M3-3a OLUNOKK
C yKa3aHHbIM KOOO0M.

YKkasaHHble OaHHble ABNSOTCA CBOWICTBaMMU ak3emnnspa knacca
KasperskySecurity Productinfo.ProductName=Kaspersky Security for Windows Server, rge

e OH BxoauT B cocTaB 6a3 Kaspersky Security 10.1.1 ana Windows Server.

e .ProductName=Kaspersky Security for Windows Server sBnsetcsa kntodom napameTtpa Kaspersky Security
10.1.1 for Windows Server.

Ok3emnnsp knacca cosgaetcd B npoctpaHcTBe nmeH ROOT\Kaspersky\Security.

MHmeeapayusi co cmopoHHUMU cucmemamu
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O6paweHune B Cnyxoy
TEXHUYECKOU noanepPKKu

o707 pasnen coaepXKuTt Mchopmau,vno o crocobax n yCnoBUAX noJiyd4eHna TEXHNYECKOMn noaaepiKKu.

B aTtom pasgene

Crnocobbl NONYYEHUS TEXHNYECKOM MOALEPIKKM «...uvveeeeinieeeeesetteeesastteeesansteeesansteeesansteeesansseesssnsseesssassseessnnsseessnsens 336
TexHuueckas nogaepxka yepes Kaspersky CompanyACCOUNT ........ciiveeiiiiiiiiiiiee e e cictiire e e e e e e s ssrarre e e e e e s e s sneenneees 336
Ncnonb3oBaHue danna TPACCUPOBKU M CKPUMTA AVZ ....cooiuiiiii ittt ettt ee s 337

CnocoO6bI nony4yeHNsa TeEXHNYECKON noaaepKKu

Ecnn Bbl He Hawnu peweHus Bawen npobrnembl B AOKYMEHTauMu Wnu Opyrux WCTOYHMKaX MHopmauun
O nporpamme, pekomeHayetcs obpatutbesi B Cnyxby TexHudeckon nopaepxkn. CoTpyaHukm  CrnyxObl
TEXHUYECKOW NOOOEPXKKN OTBETAT Ha BaLUM BOMPOCHI 00 yCTaHOBKE M MCMONb30BaHUN NPOrpamMMbl.

TexHn4yeckas nogaepiKka npeaocrtaBnAaAeTCcA TOJIbKO MNOJib30OBaTeENAM, KOTOpPbIe r|p|/|o6penM KOMMep4eCKyto
NMUEH3NIK0  Ha ucnonb3oBaHuMe nporpamMmmbl. MNonb3oBaTtensm, KOTOpble nony4dyunu I'Ip06Hy}0 NNUEH3no,
TexXHn4eckasa nogaepxka He npenocTtaBrideTCca.

I'Iepep, o6paLueH|/|eM BCJ'Iy)K6y TEXHNYECKOM nogaepXkKnm O3HakKoOMbTECb C rnpaBunamMmn npeaoctaBlieHUd
TEXHMUYECKON noanep>Xxku.

Bbl MOxeTe cBsizaTbCsi co crneumnanuctamu Crnyxbbl TEXHUYECKON NOAAEPXKKM OOHUM U3 CReayoLmx cnocoboB:

e [lo3BoHWTL B Cnyxby TeXHUYECKON NOAAEPKKM NO TenedoHy.

¢ OrtnpaButb 3anpoc B Cnyx0by TexHu4eckon nogaepxku "lNabopatopumn Kacnepckoro" ¢ noptana Kaspersky
CompanyAccount (https://companyaccount.kaspersky.com).

TexHn4yeckasa nogaepKka yepes
Kaspersky CompanyAccount

Kaspersky CompanyAccount (https://companyaccount.kaspersky.com) — 3TO nopTan Ans opraHvMsauun,
ncnonb3yowmx nporpammel "flabopatopumn Kacnepckoro”. Moptan Kaspersky CompanyAccount npeaHasHayeH
Onsl B3aMMOAENCTBMSA nonb3oBaTtenen co cneuynanuctamm "flabopatopun Kacnepckoro” ¢ NOMOLLbI0 3NEKTPOHHbIX
3anpocoB. Ha noptane Kaspersky CompanyAccount MOXHO OTCRexuBaTb CTaTyC 0OpabOTKM SMEKTPOHHBIX
3anpocoB cneunannctamm "flabopatopumn Kacnepckoro" n XxpaHuTb UCTOPUIO 3NEKTPOHHbLIX 3anpoCcoB.

Bbl MoxeTe 3apeructpuvpoBaTb BCEX COTPYOHWKOB Ballel opraHuM3aumMmM B paMkax OAHOW Y4YeTHOMW 3anucu
Kaspersky CompanyAccount. OgHa y4yeTHas 3anucb NO3BOMSET BaM LEHTPannM30oBaHHO YNpPaBnsTh SM1EKTPOHHBbIMU
3anpocamu OT 3aperMcTpuMpoBaHHbIX COTpyaHMKOB B "JlabopaTtoputo Kacnepckoro”, a Takke ynpaBnaTb nNpaBamu
3TnX coTpyaHukoB B Kaspersky CompanyAccount.

ObpauweHue 8 Cryx6by mexHu4yeckol noddepxKu
336


https://companyaccount.kaspersky.com/
https://companyaccount.kaspersky.com/

KASPER{KY3

MopTtan Kaspersky CompanyAccount 4OCTYNeH Ha CrieayoLLmxX a3blkax:

e  AHIMMUINCKOM;

®  VICMAHCKOM;

e  UTanNbSHCKOM;

e  HEMeLUKOoM;

e  MONbCKOM;

e  OPTYyranbCKOM;
®  PYCCKOM;

e paHuUy3CKOM;
e  SAMNOHCKOM.

HononHutenbHyto UMHgopmauuio o Kaspersky CompanyAccount cMm. Ha Beb-cante Cnyxkbbl TexHU4eckom
nogaepxkun (http://support.kaspersky.ru/fag/companyaccount_help).

Ucnonb3oBaHue hanna TpaccupoBKU U ckpunta AVZ

Mocne Toro kak Bbl coobwmte cneywanuctam CnyxObl TexHuyeckon nogaepxxku "lNabopatopun Kacnepckoro”
0 BO3HUMKLIEN npobneme, Bac MOryT nonpocutb ccopmmpoBaTh OTYET C uHopmaumen o pabote Kaspersky
Security 10.1.1 gna Windows Server n otnpasBuTb ero B Cnyxby TexHudeckon noggepxku "Jlabopatopun
Kacnepckoro". Takke cneumanuctel Cnyxbbl TexHuyeckonm nogaepxku "JlabopaTtopum Kacnepckoro" moryt
nonpocuTb Bac cosgaTtb pavin TpaccupoBku. davin TPacCUpPOBKM MO3BOMSET OTCMeAuTb MpoLecc MnoLaroBoro
BbINOSIHEHWNST KOMaHL, NPOrpaMmbl M OOHaPYXNTb, HA KakoM 3Tane paboTbl NporpamMMbl BO3HMKAET olwmnbKa.

B pesynbTtate aHanu3a npucnaHHbiX BaMuM AdaHHbIX creumanuctbl  CrnyxObl  TEXHWUYECKON MNOoaOEepXKKM
"Ilabopatopun Kacnepckoro" MoryT co3gaTe M OTnpaBuTb BaMm ckpunT AVZ. BbinonHeHue ckpuntoB AVZ
no3BonsieT MPOBOAMTL aHanu3 3anyLleHHbIX MPOLIECCOB Ha Hanmuumne yrpos, MpoBEPATb KOMMbIOTEP Ha Hanuyune
yrpo3, NeYnTb Unu yaandatb 3apakeHHble daninbl U co34aBaTh OTYETHI O pesdynbTaTax NPOBEPKM KOMMbIOTEPA.

Ons Gonee 3aPEKTMBHOrO OKasaHWs MOAAEPXKKM B Criydae BO3HUKHOBEHMSI BOMPOCOB Mo paboTe nporpammel
cneumanuctel Criykbbl TEXHUYECKOW MoAAEepPXKKM MOryT MOMPOCUMTb BaC B OTNAfOYHbIX LENsX Ha Bpems
npoBeaeHusi paboT Mo AMarHOCTUKE W3MEHWTb napameTpbl nporpammbl. [Ons atoro moxeT noTpeboaTbes
BbINOMHEHWE CcreayloLmx 4EACTBUIA:

e AKTMBMpOBaTb YHKLMOHANBHOCTb 06paboTkM n COXpaHeHus pacLUMpeHHOM
AnarHocTuyeckon nHopmawmu.

e BbinonHuTb 6onee TOHKYO HAacTPOWKy paboTbl OTAEMbHLIX KOMNOHEHTOB NPOrpamMMbl, HEAOCTYMHYH Yepes
CTaHOapTHble cpeAcTBa Nosib30BaTeIbCKOro nHTepdenca.

e VIaMeHUTb NapameTpbl XpaHEeHNs 1 OTNPAaBKU COXPaHAEMOWN UarHOCTUYECKON MHopMaLnu.

e HactpouTb nepexeaTt n coxpaHeHue B dhain ceTeBoro Tpaduka.

ObpauweHue 8 Cryx6by mexHu4yeckol noddepxKu
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AO "JlabopaTtopusa Kacnepckoro"

"INTabopaTopusa Kacnepckoro" — M3BecTHbI B MMpe MPOM3BOAUTENb CUCTEM 3aLUUTbl KOMMBIOTEPOB OT LMAPOBLIX
yrpo3: BUPYCOB 1 OPYrMX BPEOOHOCHbIX MPOrpaMM, HexenaTenbHON NoYThl (Cnama), CETEBbIX M XakepCKMX aTak.

B 2008 rogy "Iabopatopus Kacnepckoro" BoLuna B HeTBEPKY BeOYLLUX MUPOBBLIX NMMAEPOB PbiHKA NPOrPaMMHbIX PELLEHNI
ansi obecrieveHns MHAOPMAaLMOHHON ©e30MacHOCTN KOHeYHbIX nonb3oBatenen (pentuHr "IDC Worldwide Endpoint
Security Revenue by Vendor"). B Poccun, no ganHbim IDC, "[Mlabopatopusa Kacnepckoro" — cambi npegnoyvntaemMbiii
NpOn3BOANTESNb CUCTEM KOMMBIOTEPHON 3aLUmMThbl ANs gomaluHux nonb3osaternen (IDC Endpoint Tracker 2014).

"NNabopaTopua Kacnepckoro" ocHoBaHa B Poccum B 1997 roagy. CerogHs “JlabopaTtopuss Kacnepckoro” — ato
MexayHapoagHas rpynna komnaHun c 38 odwmcamm B 33 cTpaHe Mupa. B komnaHum pabotaet Gonee 3 000
KBannuunpoBaHHbIX CNeLnanmcToB.

Mpoayktbl. [Mpoayktbl "Jlabopatopum Kacnepckoro" 3awuwiarT Kak [OOMallHWE KOMMbITEPbl, Tak U
KOMMbIOTEPHBbIE CETU OpraHmn3aLumm.

JInHenka nepcoHanbHbIX NPOOYKTOB BKMOYaeT nporpaMmbl, obecnevnBatolme MHPOPMaLMOHHY0 6e3onacHoCTb
HacTOMbHbIX ~ KOMMbIOTEPOB U HOYTOYKOB,  MMAHLWETHbIX  KOMMbIOTEPOB, CMapTOHOB U ApYruX
MOOMIbHBIX YCTPOWCTB.

KomnaHusi npegnaraeT pelleHust U TEXHONOorMmM Ans 3aWnTbl M KOHTpOns paboumx cTaHuMhn U MOBUMbHbLIX
YCTPOWCTB, BUPTyamnbHbIX MalUWH, annoBbix M Beb-cepBepoB, MOYTOBBLIX LUMIO30B, CETEBbLIX IKPAHOB. Takke
B NopTdene KOMMaHUM eCcTb ChneuManua3npoBaHHble NpPOAYKTbl Ans 3awmTel oT DDoS-atak, 3awutbl cpeg
noa ynpaenenvem ACYTIT n npegoTtBpalleHmMs (OUHAHCOBOro MOLLEHHWYecTBa. Vicnonb3oBaHne 3TUX peLueHui
B COMETaAHUM C LiEHTPanu3oBaHHbIMW CPEeACTBaMU  yNpaBrieHWst MO3BONSIeT MOCTPOUTbL W 3KCMfyaTupoBaTb
3(PPEKTUBHYIO aBTOMATM3NPOBAHHYIO 3aLUNTY OpraHu3aumn noboro pasamepa OT KOMMNbKTEPHbIX Yrpo3. MpoayKTbl
"NNabopatopum Kacnepckoro" cepTuduuupoBaHbl  KPYMnHbIMW  TECTOBbIMM  nabopaTtopusamMu, COBMECTUMBI
C NporpamMmmHbiM  obecrnevyeHnemM MHOMMX MOCTaBLUMKOB MpOrpaMMHOro obecrneyeHus U ONTUMU3UPOBaHbI
anst paboTbl Ha MHOMMX annapaTHbIX Nnatgopmax.

BupycHble aHanutuku “Jlabopatopun Kacnepckoro" paboTatoT KpyrnocyTodHo. Kaxabi AeHb OHU HaxodsaT COTHU
TbICAY HOBbIX KOMMbIOTEPHBIX YrPO3, CO30AI0T CPEACTBA MX OOHAPYXXEHMSA M NIEYEHMS 1 BKIOYAKOT CUrHaTypbl 3TUX
yrpo3 B 6a3bl, ucnonb3yemble nporpammamu "labopatopmm Kacnepckoro”.

TexHonorun. MHorve TexHonoruu, 6e3 KOTopbIX TPYAHO NPeAcTaBUTb cebe COBPEMEHHBLIN aHTUBUPYC, BNEpPBbIE
paspaboTaHbl umeHHo "flabopaTtopuen Kacnepckoro". He cnyyanHo nporpammHoe siopo AHTuBMpYyca Kacnepckoro
NCMNOMb3ylT B CBOMX MPOAYKTax MHOrMe Apyrue paspabotumku nporpamm: cpeam Hux Alcatel-Lucent, Alt-N, Asus,
BAE Systems, Blue Coat, Check Point, Cisco Meraki, Clearswift, D-Link, Facebook, General Dynamics, H3C,
Juniper Networks, Lenovo, Microsoft, NETGEAR, Openwave Messaging, Parallels, Qualcomm, Samsung,
Stormshield, Toshiba, Trustwave, Vertu u ZyXEL. MHOrMe wu3 MHHOBALMOHHbLIX TEXHOMOMMA KOMMaHUU
NoATBEPXKAEHbI NAaTeHTaMU.

HDoctuxeHna. 3arogbl 60pbObl ¢ KOMMNbIOTEPHBIMKU yrpo3amu "JlabopaTtopusa Kacnepckoro" 3aBoeBana COTHU
Harpag. Hanpumep, B 2014 rogy no utoram wucCnbiTaHUA W UCCNeOoBaHWWA, NPOBEOEHHbIX aBTOPUTETHOW
aBCTpUICKOW aHTUBMpYCcHoN nabopatopuen AV-Comparatives, "llabopaTtopusa Kacnepckoro" ctana ogHuUm u3 AByX
nnaepoB MO KONMMYECTBY MOMy4YeHHbIX cepTudmkatoB Advanced+, B pesynbTaTe komnaHus Obina ygoctoeHa
ceptudmkata Top Rated. Ho rnaBHas Harpaga "llabopaTopum Kacnepckoro" — 3TO MpUBEPXXEHHOCTb
nonb3oBarener no Bcemy Mupy. [1poaykTel M TExXHOMormm KomnaHum 3awmwarT 6onee 400 MunnmMoHoB
nons3oBarteneu, a KONM4YeCTBO OpraHn3aLmMi, SBNSALMNXCA ee KnMeHTamu, npesbiwaeT 270 000.

Cawt "NabopaTtopum Kacnepckoro™: https://www.kaspersky.ru
BupycHas aHuuknoneaus: https://securelist.ru
BupycHas nabopatopus: http://virusdesk.kaspersky.ru/ (ana npoBepkn Nogo3puTeNbHbIX

havinos n Beb-canToB)

Beb-dopym "lNMabopaTtopum Kacnepckoro": https://forum.kaspersky.ru

AQ "Ilabopamopusi Kacriepckoeo"
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NHpopmauua o CTOPpOHHEM Kofe

WHpopmaums o CTOpOHHEM  Koade coaepxutca B panne  legal_notices.txt, pacnonoxeHHoMm B nanke
YyCTaHOBKW MPOrpaMmei.

UHehopmayusi 0 cmopoHHeM Kode
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YBeaomMneHusa o ToBapHbIX 3HaKax

3aperncTpupoBaHHble  TOBapHble  3HaKM M 3HaKM  ODOCNyXMBaHUS  ABMSAOTCA  COBCTBEHHOCTbLIO
Ux NnpaBooGnanaTenei.

Citrix, XenApp wu XenDesktop— ToBapHble 3Haku Citrix Systems, Inc. wunu podepHMX KOMMaHUA,
3aperncTpupoBaHHble B nateHTHOM oduce CLUA v gpyrux ctpaH.

Dell n Dell Compellent — ToBapHble 3Haku Dell, Inc.

EMC, Celerra, Isilon, OneFS un VNX — 3apernctpupoBaHHble TOBapHble 3HakM WNu ToBapHble 3Haku EMC
Corporation B CLUA n/vunn gpyrux ctpaHax.

Hitachi — ToBapHbIn 3Hak Hitachi, Ltd.

IBM n System Storage — TtoBapHble 3Haku International Business Machines Corporation, 3apernctpmpoBaHHbie
BO MHOMUX HOPUCAUKLMSX MO BCEMY MUPY.

Microsoft, Active Directory, Internet Explorer, Excel, Hyper-V, JScript, MultiPoint, Outlook, PowerShell, Windows,
Server n Windows Vista — ToBapHble 3Haku Microsoft Corporation, 3aperncrpmpoBaHHblie B CoeamHeHHbIx LTtaTax
AMEPUKM 1 B Opyrmx CTpaHax.

Linux — ToBapHbIn 3Hak Linus Torvalds, 3apeructpupoBaHHbivi B CLUA v B gpyrux ctpaHax.

NetApp 1 Data ONTAP ToBapHble 3Haku Unu 3apernctpupoBaHHble B CLUA u/unu gpyrux ctpaHax ToBapHble 3HaKu
NetApp, Inc.

Oracle — 3aperncTpupoBaHHbIV TOBapHbIA 3HaK komnaHum Oracle n/vnun acpurnmpoBaHHbIX KOMMAHUNA.

YeedomieHus1 0 mogapHbIX 3HaKax
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Tnoccapum
K

Kaspersky Security Network (KSN)

MHdpacTpykTypa obnavHbix cnyxb, npegoctaBnsiowlas AOCTYN Kk onepaTtvBHOM 6ase paHHbIx "JlabopaTtopum
Kacnepckoro" ¢ nocTtosiHHO OOHOBMSIEMOW WHopMaumen o penytauum ¢annoB, WHTEPHET-PECYPCOB MU
nporpammHoro obecneveHus. Kaspersky Security Network oGecneunBaet ©ornee BbICOKYID CKOPOCTb peakLuu
nporpamm "JlabopaTtopun Kacnepckoro" Ha yrposbl, NoBbilwaeT 3PEKTUBHOCTb paboTbl HEKOTOPbLIX KOMMOHEHTOB
3aluThl, a TakKe CHMWXaeT BEPOATHOCTb JTIOXKHbIX cpabaTbiBaHMn.

O

OLE-obObekT

OO6bekT, NpuKpenneHHbl K Apyromy carny unm BROXeHHbIN B Apyron dann nyTem MCrnofb3oBaHMs TEXHOOoMu
Object Linking and Embedding (OLE). Hanpumep, OLE-o6bekTtom saBnsietca Ttabnuua Microsoft Office Excel®,
BCTPOEHHas B OKYMEHT buickuipiwae Waawcy Liwksto

S

SIEM

TexHonorusi, kotopas obecneumBaeT aHanm3 cobbiTuin 6e30MacHOCTM, UCXOOAWMX OT PasfnuyHbIX CeTeBbIX
YCTPOMWCTB U NPUNOXKEHUM.

A

AKTUBHbIW KoY

Knio4, ucnonb3dyemsbiii B TEKYLLMIA MOMEHT Ansi paboTbl NporpaMmbi.

AHTUBMpPYCHbIE 6a3bl

Basbl gaHHbIX, KOTOpble coAepXaT WHdopmaumio 06 yrpo3ax KOMMbIOTEPHON ©e30MacHOCTN, W3BECTHbIX
"IlabopaTopun Kacnepckoro” Ha MOMEHT BbiMycka aHTUBMPYCHbIX 6a3. 3anucu B aHTUBUPYCHbIX Ga3ax no3BonsitoT
oOHapyxnBaTb BPELOHOCHbIN KOA B MpoBepsieMbix obbekTax. AHTUBUPYCHble Ga3sbl co3dalTcsa cneunanuctamm
"INNabopaTopum Kacnepckoro" n 0GHOBMAKTCA Kaxabli vac.

ApxuB

OavH unu  Heckonbko annoB, YnakoBaHHbIX B OAWH dann B oxaToM Buae. [nd apxmBuMpoBaHuUs WU
pa3apxMBMpOBaHUs faHHbIX TpebyeTcsa cneynanbHas nporpaMmma — apxmeartop.

noccaputi
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3

3agava

dyHKuMK, BbiNONHAeMble nporpammon "flabopaTtopun Kacnepckoro", peanusoBaHbl B BUAe 3adad, Hanpumep:
MocTosiHHaga 3awmTa harinos, NonHas npoBepka komnbtoTepa n O6HoBNeHWe 6a3 nporpamMmmbl.

3apaxeHHbIn 06BbEeKT

OGbEKT, YacTb Koda KOTOPOro MOJIHOCTbI COBMagaeT C 4YacTbi Koda W3BECTHOW BPEeOoHOCHOW nporpamMmbl.
"ITabopaTtopusa Kacnepckoro" He pekomeHayeT obpabaTbiBaTh Takne 06beKThl.

K

KapaHTuH

Manka, B KoTOpYO Nporpamma "llabopaTtopun Kacnepckoro” nepemellaet obHapy>KeHHbIe BO3MOXHO 3apaXXeHHble
06bekTbl. OOBeKkTbl Ha KapaHTMHE XpaHATCA B 3aWwMpoOBaHHOM Buae BO M3bexaHue WX BO3AENCTBUSA
Ha KOMMbOTEP.

n

JleyeHne oObEKTOB

Cnocob 06pa60TKl/I 3apaXeHHbIX 00BHEKTOB, B pe3ynbTtate npuMeHeHuA KOTOPOro npoucxoauT noJiHoe win
YacTMYHOE BOCCTaHOBMeHMEe AaHHbIX. He Bce 3apaxeHHble 00BbEKTbI MOXKHO BbINIEYUTD.

JTloxxHoe cpabaTbiBaHune

CwuTyauusa, korga HesapaXeHHbIi OObekT onpegensieTca nporpammont  "Jlabopatopun Kacnepckoro" kak
3apaXkeHHbI U3-3a TOro, YTO ero Kog HanoMUHaEeT Kof BUpyca.

JlokanbHasa 3agava

3apauva, onpegeneHHas u paboTtaroLas Ha OTAENBbHOM KITMEHTCKOM KOMMbIOTEPE.

Macka cpanna

MpencTaBneHne MMeHn channa c NOMOLLBH cneunanbHbiX CMMBOSOB. CTaHA4APTHBIMY creynarnsHbIMUM CUMBOIaMK,
NCnonb3yembiMn B Mackax hannoB, SABNATCA * u ?, rae * npegcraendet noboe KONMYecTBO CMMBOSOB, a ?
npeacTaBnsieT nobor oTAeNbHbIA CUMBOI.

noccaputi
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O

O6HoBMeHne

Mpouenypa 3ameHbl/gobaBneHns HOBbIX pannos (6a3 unu NporpaMmmHbIX MOAYMen), NornyvyaemMblX C CEPBEPOB
obHoBnenun "JlabopaTtopun Kacnepckoro".

O6bekTbl aBTO3anycka

Habop nporpamm, HeobxoouMbIX AMs 3anyCcka W KOPPEKTHOW paboTbl YCTAHOBMEHHLIX Ha BallemM KOMMbloTepe
onepaunoHHOW cucTeMbl M nporpaMMmHoro obecnevyeHunsa. Kaxabll pa3 npu cTapTe oOnepauuoHHast cuctema
3anyckaeT 9T obbekTbl. CyLlecTBYOT BUPYCbl, CMNOCOOHbIE MOopaxaTb WMEHHO TakMe OOBbEKTbl, YTO MOXET
NpVBECTU, Hanpumep, Kk 6NIOKMPOBaHMIO 3anycka ornepaUyoHHOW CUCTEMbI.

Mn

MapameTpbl 3agayn

MapameTpbl NporpamMMel, cneumdunyeckme Ans Kaxgoro Tuna sagad.

Monutuka

MonuTtuka onpegenseT napameTpbl paboTbl MporpaMMbl M OOCTYMN K HACTPOWKE MpOrpamMMbl, YCTAaHOBMEHHOW
Ha ycTpomncTBax rpynnbl agMUHUCTPUPOBaHUS. Onsa kaxagon nporpaMmmbl TpebyeTcsa co3gatb CBOK MOMAUTUKY. Bebl
MOXeTe CO034aTb HEeOorpaHM4YyeHHOe KONMMYECTBO  pPasnWyHbiX MOMAWTUK AN NporpamMm,  YCTaHOBMEHHbIX
Ha yCTpOMCTBaxX B KaXA4OW rpynne agMUHUCTPUPOBaHWS, HO B Npedenax rpynnbl agMUHUCTPUPOBaHUS TONbKO OAHa
NONUTUKa MOXET NPUMEHATHCH eQNHOBPEMEHHO K KaXXaoMn nporpamme.

lNocTosiHHas 3awmnTa

Pexum paboTbl NporpaMmel, B KOTOPOM OCYLLECTBNAETCA NpoBepka 06 beKTOB Ha NpUCYTCTBUE BPeOHOCHOIo Koaa
B peXu1Me peasibHOro BpeMeHMU.

lMporpamma nepexBaTbiBaeT BCe MOMbITKA OTKPbITb KakOW-NMBO OOBLEKT (Ha YTeHue, 3anncb U MUCNOMNHEHUE) u
npoBepsieT OObEKT Ha Hanuuue yrpo3. HesapaxeHHble O0ObekTbl MpoMycKalwTca nofb3oBaTento, OObLeKThI,
copepXawime yrposbl, UM BO3MOXHO 3apaxkeHHble 0b6bekTbl obpabaTbiBalOTCA B COOTBETCTBUM C MapameTpamu
3agayu (neyarcs, ygansoTcs Unm nomMeLLaroTCa Ha KapaHTUH).

[MoTeHUmnanbHO 3apaxaemMbln pann

dann, KOTOpbIA B CUMY CBOEN CTPYKTypbl unn dopmata MoxeT ObiTb WCMNOMb30BaH 30YMbILLIEHHUKAMM
B KayecTBe "KOHTeMHepa" AOnd pasMeLleHnss U pacnpocTpaHeHuss BpeaoHocHoro koga. Kak npaBuno, 3To
ncnonHaemble annel, Hanpumep, c pacwumpeHnem com, exe n dll. PUCK NMPOHMKHOBEHUSA BPEOOHOCHOro Koaa
B Takme painsnbl BeCbMa BbICOK.

P

Pe3epBHOe xpaHunuLle

CneunanbHOe XpaHunuiie Ons pe3epBHbIX KONu ¢oarnnoB, KOTOpbIE CO3OAKTCA nepen MOMbITKOW Oe3nHpeKumm
UnNu yaaneHus.
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C

CepBep agMUHUCTPUPOBaHUS

KomnoHeHT nporpammbl Kaspersky Security Center, ocyLlecTBRsitOWLMNA DYHKUMM LEHTPANN30BaHHOIO XpaHeHUs
UHpopmaumm 06 yCTaHOBMEHHbIX B CETU OpraHmsauum nporpammax "labopatopum Kacnepckoro". Ero Takke
MOXHO MCnonb3oBaTh A1 yNpaBieHus 3TUMMU NporpaMMamMu.

Cpok AencTBMSA NULIEH3UK

Mepuoa, B TeYeHWe KOTOPOro YyBac ecTb [AOCTYn K YHKUMSM nporpamMmbl M MpaBO  WUCMOMb30BaTb
aononHutenbHble cnyxobl. Cnyx6bl, KOTOPbIE Bbl MOXETE UCMONb30BaTh, 3aBUCAT OT TUMa NULEH3UN.

CTtaTyc 3awwuThl

TeKYLLI,I/IIZ CTaTycC 3alnThl, xapaKTelesyrou.l,MVl CTeneHb 3alneHHOCTN KoMnboTepa.

y

YpoBeHb 6e30nacHoOCTH

YpoBeHb  Be3onacHoCTM  npeactaeBndetr  cobon  npegBapuTenbHO  3adaHHbin - Habop  mapameTpos
KOMMOHEHTOB NPOrpammbI.

YpOBEHb BaXXHOCTM COObITUSA

Xapaktepuctuka cobbiTvs, 3adhMKCMpoBaHHOro B pabote nporpammbl "llabopaTtopun Kacnepckoro". CyuiectsytoT
YeTbIpe YPOBHS BaXKHOCTU:

e Kputunueckoe cobbiTue.

e  Owwubka.

o [lpeaynpexaeHue.

e WNHdopmaumoHHoe coobLueHmne.

Co6bITMSI OOHOrO M TOrO Xe Tuna MOryT MMeTb pasfnyHble YPOBHWU BaXKHOCTW, B 3aBUCMMOCTU OT CUTyaLuMu,
npu KOTOPOW coBbITNE MPOU3OLLITO.

YAa3BMMOCTb

HepoctaTok B onepauvoHHON CUCTEME WX MporpaMme, KOTOpbIA MOXeT ObiTb MCMONb30BaH NMPOU3BOAMTENSMMU
BPEAOHOCHOIO MporpammHoro obecneyeHuss Ansi NPOHUKHOBEHUSI B OMEPALMOHHYIO CUCTEMY UMW Mporpammy wu
HapyLUeHWs1 ee LenocTHOCTU. BonblLuoe KOMMUYecTBO YS3BMMOCTEW B ONEpaLIMOHHON cucTeMe fenaet ee paboty
HEeHaOeXHON, TaK Kak BHEAPUBLUMECS B OMEPALMOHHYD CUCTEMY BMPYCbl MOTYT Bbi3biBaTb c6ou B paboTe kak
CaMoW onepaLnoHHON CUCTEMbI, TaK U YCTAHOBIEHHBIX NMPOrpamMm.
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3BpUCTMYECKUI aHann3aTop

TexHonornsa obHapyXeHusi yrpos, MHdopmauus 0 KOTOpbIX elle He 3aHeceHa B 6asbl "Jlabopatopun Kacnepckoro".
OBpuUCTMYECKNIA aHann3aTop no3sonseT obHapyxuBaTb 06bEKTbI, MOBEAEHNE KOTOPbIX B ONEPALMOHHON cucteme
MOXET npeacTaBnaTb yrpo3y 6e3onacHocTn. O6bekTbl, OBHapyXeHHble C MOMOLLBI0 3BPUCTUYECKOrO aHanmsaTopa,
MPU3HAKTCA BO3MOXHO 3apaXXeHHbIMW. Hanpumep, BO3MOXHO 3apaXeHHbIM MOXeT OblTb Mpu3HaH OObBEKT,
KOTOPbIN COAEPXUT MOCNeaoBaTenbHOCTU KOMaH, CBOWCTBEHHblIE BpPeOOHOCHbIM 0ObekTaM (OTKpbITME cbanna,
3anvck B dawn).
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