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Executive summary 

 

With our busy daily lives, it is important to find easier and faster ways to manage IT 

infrastructure. With CloudIQ, Dell Technologies seeks to simplify the user experience 

when it comes to proactively monitoring the Dell environment.  

With support for a large number of products, Dell Technologies provides a single interface 

to simplify the user experience in every possible way. 

CloudIQ is designed to deliver faster time to insights1 for customers, such as:  

¶ Up to 10x faster to predict capacity approaching or almost full1   

¶ Up to 16x faster to identify HA problems1 

¶ Up to 50% fewer steps to identify anomalies in system performance1 

¶ Up to 1.4x faster to identify a ñnoisy neighborò LUN1 

¶ Up to 42x faster to find reclaimable storage1 

This white paper describes the CloudIQ features that are available in a consolidated user 

interface through any HTML5 browser. Users can also access CloudIQ on their iOS or 

Android mobile device.  

As a Software-as-a-Service solution, CloudIQ delivers frequent, dynamic, nondisruptive 

content updates for the user. CloudIQ is built in a secure multitenant platform to ensure 

that each customer tenant is properly isolated and secure from other customers. 

 

This white paper is intended for Dell Technologies customers, partners, and employees 

who are interested in understanding CloudIQ features and how to monitor the following 

Dell systems:   

¶ PowerEdge 

¶ PowerStore 

¶ PowerMax (including VMAX) 

¶ PowerScale (including Isilon) 

¶ PowerVault 

¶ Unity XT family (including Dell Unity and Unity XT) 

¶ XtremIO 

¶ SC Series 

¶ PowerProtect DD 

¶ PowerProtect Data Manager 

 
1 *Based on an April 2020 Principled Technologies Report commissioned by Dell Technologies, "CloudIQ streamlined the user experience in five 

cloud-based storage preventive management tasks", compared to HPE InfoSight with an HPE Primera array vs. CloudIQ with a Dell Unity array. 

Actual results may vary. Full report: http://facts.pt/m8a5u3v 

Overview 

Audience 
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¶ VxBlock 

¶ VxRail 

¶ PowerFlex 

¶ PowerSwitch 

¶ Connectrix 

¶ APEX Data Storage Services 

 

Date Description 

December 2016 Initial release 

August 2017 Updated with additional functionality 

June 2019 Updated with support for PowerMax/VMAX, SC Series, XtremIO, 
Connectrix, and VMware 

June 2020 Updated with support for PowerStore, PowerScale, Isilon, PowerVault, 
and Converged Systems 

November 2020 ¶ Updated to reference support.dell.com and cloudiq.dell.com 

¶ Updated with details on enabling Dell Trusted Advisors and Partners 

¶ Updated with Lifecycle Management for Converged Systems 

May 2021 ¶ Updated with support for PowerProtect DD and PowerProtect Data 
Manager 

¶ Updated with support for VxRail 

¶ Updated with support for custom tags and custom reports 

July 2021 ¶ Updated with support for APEX Offerings 

¶ Updated with Cybersecurity 

January 2022 ¶ Updated with support for PowerFlex, PowerEdge, and PowerSwitch 

¶ Updated with support for Webhooks 

January 2022 Updated template 

July 2022 Updated with REST API 

Updated with Virtualization View 

Updated with VxRail multi-system update 

Updated with support for Secure Connect Gateway 

Updated with Cybersecurity support for PowerEdge and templates 

Updated with support for PowerProtect DD performance 

Updated with support for PowerSwich performance 

Deprecated Hosts from Inventory tab 

Deprecated Metrics Browser 

Updated with Report Browser metrics per device type 

Updated with Connectrix Optics support 

Converted CloudIQ Advanced role to CloudIQ DevOps 

 

Revisions 
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Dell Technologies and the authors of this document welcome your feedback on this 

document. Contact the Dell Technologies team by email. 

Author: Derek Barboza 

Contributors: Susan Sharpe, Frederic Meunier, David Hayward 

Note: For links to other documentation for this topic, see the Data Storage Essentials Info Hub. 

 

The following table provides definitions for some of the terms that are used in this 

document. 

Table 1. Terminology  

Term Definition 

CloudIQ Collector A small virtual machine distributed as a vApp that enables 
collection of VMware and Connectrix data. The Collector 
retrieves information from the target objects (vCenter or 
switches) and sends the collected data back to CloudIQ using 
Secure Remote Services Gateway. For VMware, the Collector 
communicates to vCenter using the VMware API and requires 
a user with read-only privileges. For Connectrix, the Collector 
communicates to the individual switches using REST API and 
uses a nonprivileged user. A single collector can be used for 
both VMware and Connectrix. 

Secure Remote Services Provides the remote connectivity that enables Dell storage 
platforms, Dell Converged and Hyperconverged systems, and 
the CloudIQ Collector to connect to CloudIQ. Secure Remote 
Services allows Dell to securely transfer files, such as logs and 
dumps, from the systems. There are two types of Secure 
Remote Services: Integrated and Centralized. 

Integrated Secure Remote 
Services 

Embedded in Unisphere for Unity XT family arrays. It is 
recommended for Unity XT customers who do not want to use 
a centralized gateway server. Secure Remote Services 
communication uses ports 443 and 8443 (HTTPS) and needs 
unrestricted access to the Global Access Servers (GAS).   

Centralized Secure Remote 
Services 

Connects the system to a Secure Remote Services gateway 
server installed on a customer site. It allows for HA capabilities 
when multiple Secure Remote Services VE servers are 
installed. Secure Remote Services Centralized communication 
uses ports 443 and 9443 (HTTPS) and needs unrestricted 
access to the Global Access Servers (GAS). 

SupportAssist Provides the remote connectivity that enables SC Series, 
PowerStore, PowerVault, and PowerSwitch systems to 
connect to CloudIQ and send associated data packets for 
performance, capacity, and health monitoring. SupportAssist 
allows Dell to securely transfer files, such as alerts, 
performance stats, capacity, and configuration information 
from the systems.   

Secure Connect Gateway New remote connectivity technology replacing Secure Remote 
Services. Allows Dell devices to securely transfer files such as 
logs and system telemetry to Dell Support and CloudIQ.  

We value your 

feedback 

Terminology 

mailto:tech.doc.feedback@dell.com?subject=Document:%20%3cTitle%3e%20%3cPart%20Number%3e
https://infohub.delltechnologies.com/t/data-storage-essentials/
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Term Definition 

Unisphere The graphical management interface that is built into Dell 
storage systems for configuring, provisioning, and managing 
the systemsô features. For Unity XT family, and 
PowerMax/VMAX, systems, Unisphere connects to CloudIQ 
using Secure Remote Services; for SC Series, it connects 
using SupportAssist. 

PowerVault Manager The graphical management interface for PowerVault storage 
systems. Connectivity to CloudIQ is established in the Settings 
section of PowerVault Manager using SupportAssist. 

PowerStore Manager The graphical management interface for PowerStore storage 
systems. Connectivity to CloudIQ is established in the Settings 
section of PowerStore Manager using SupportAssist 

Web UI The graphical management interface for XtremIO storage 
arrays. Web UI is part of XMS ï XtremIO Management Server, 
which connects to CloudIQ using Secure Remote Services. 

DD System Manager The graphical management interface for PowerProtect DD 
systems. Connectivity to CloudIQ is established in the 
Maintenance section of DD System Manager using Secure 
Remote Services. 

VxRail Manager A plug-in for VMware vCenter that enables users to manage 
VxRail clusters including life-cycle management and the 
hardware platform. Connectivity to Secure Connect Gateway 
and CloudIQ is established under the Support tab in VxRail 
Manager. 

 

CloudIQ overview 

 

CloudIQ is a cloud-based application that provides for simple and proactive monitoring 

and troubleshooting of your Dell IT infrastructure including integration with VMware. It 

leverages machine learning to proactively monitor and measure the overall health of 

servers, storage, and switches through intelligent, comprehensive, and predictive 

analytics. CloudIQ is available at no additional charge for products with a valid ProSupport 

(or higher) contract. CloudIQ is hosted on Dell Technologies Private Cloud, which is highly 

available, fault-tolerant, and guarantees a 4-hour Disaster Recovery SLO.   

CloudIQ provides each customer an independent, secure portal and ensures that 

customers will only be able to see their own environment. Each user can only see those 

systems in CloudIQ which are part of that userôs site access as defined in Dell Service 

Center. Customers register their systems with their Site ID. For SC Series and 

PowerVault systems, a new site ID is created, named after the system ID, for each 

system selected to be viewed in CloudIQ.  

The discussion below elaborates on the various features and functionality in CloudIQ. 

Some details will vary by product type. For specific details about the product type and the 

latest features, consult Online Help, which is updated with each new feature added into 

CloudIQ. 

Introduction 
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Reduce Risk ï CloudIQ makes daily IT administration tasks easier by helping you identify 

potential vulnerabilities before they impact your environment. Leveraging a suite of 

advanced analytics CloudIQ helps answer key questions IT Administrators deal with 

regularly, using features such as:  Proactive Health Scores, Performance Impact Analysis 

and Anomaly Detection, and Workload Contention Identification. It also identifies security 

risks by comparing system configurations to a configurable evaluation test plan. 

Plan Ahead ï CloudIQ helps you stay ahead of business needs with short-term Capacity 

Full Prediction, Capacity Anomaly Detection, and longer-term Capacity Forecasting. It 

allows users to leverage subject-matter expertise to identify potential risks before they 

impact the environment and machine learning to pinpoint deviations for faster resolution.  

Improve Productivity ï CloudIQ helps users improve productivity of your IT resources, 

staffing, and equipment by: 

¶ Providing a Single Pane-of-glass view of your environment that extends view into 

virtual infrastructure with our VMware integration 

¶ Enabling Trusted Advisor access for added oversight 

¶ Delivering immediate time-to-value with easy, web-based access and a mobile app 

¶ Integrating with existing IT tools and processes with Webhooks and REST API 

  

Key values of 

CloudIQ 
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CloudIQ is available to all customers with the following Dell Technologies systems under 

a ProSupport or higher contract: 

 

Type of data Product models Minimum code version 

Connectrix B-Series Connectrix Brocade FOS 8.2.1a and later 

Connectrix MDS 
Series 

Connectrix Cisco NX-OS 8.2(2) and later, 
except for NX-OS v8.3(1) 

Converged 
Infrastructure 

VBlock 340, 350, 540, 740 

VxBlock 340, 350, 540, 740, 1000 

VxBlock Central 2.5 and 
later 
VMware 6.5 and later 

Unity XT family XT, All Flash, Hybrid, and UnityVSA ï Professional Edition Dell Unity OE 4.1 and later 

PowerEdge C Series, FC Series sleds and chassis, R Series, T Series, 
XE Series, XR and XR2 Series, MX Modular sleds and 
chassis, M Modular compute sleds and chassis, VRTX 
Series sleds and chassis 

OpenManage Enterprise 3.7 
and later3 

PowerFlex PowerFlex software and Ready-Nodes 

PowerFlex Rack and PowerFlex Appliance 

V 3.6.x and later PowerFlex 
Manager 3.7 and later 

PowerMax/VMAX VMAX 10K, 20K, 40K, 100K, 200K, 400K, 250F, 450F, 850F, 
950F  

PowerMax 2000, 8000 

Unisphere 9.0.2.10 and 
later2 

PowerProtect Data 
Manager 

- PowerProtect Data Manager 
19.0 and later 

PowerProtect DD DD9900, DD9400, DD6900, DD3300, DD9800, DD9500, 
DD9300, DD6800, DD6300, DD7200, DD4500, DD4200, 
Data Domain Virtual Edition (DDVE) 

DDOS 7.4.0.5 and later 

PowerScale/Isilon Gen 5 and Gen 6 OneFS 8.2 and later 

PowerStore PowerStore X and PowerStore T PowerStoreOS 1.0 and 
later1 

PowerSwitch S3048-ON, S4048T, S4112F-ON, S4112T-ON, S4128F-ON, 
S4128T-ON, S4148F-ON, S4148T-ON, S4148U, S5296F-
ON, S5248F-ON, S5232F-ON, S5224F-ON S5212F-ON, 
S5448F-ON, Z9100, Z9264F-ON, Z9332F-ON, Z9432F-ON 

OS10 v10.5.3 and later4,5 

PowerVault PowerVault ME4 

PowerVault ME5 

Firmware GT280R004 and 
later for ME4 

All versions of ME5 

SC Series SC All Flash and SC Hybrid 7.3.1 and later 

VMware - ESXi 5.5 and higher (some 
metrics available at 6.0+) 

VxRail - 4.5.215 and later  
4.7.100 and later       
7.0 and later 

XtremIO X1 and X2 XMS 6.2.0 and later 

 
1 Cybersecurity requirements: PowerStoreOS 2.0 or higher. 

CloudIQ 

requirements 
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2 Cybersecurity requirements: For host-based Unisphere, v9.2.1 or higher is required. For embedded Unisphere, v9.2.1 or higher and 

operating system 5978.711.711 are required. 
3 OpenManage Enterprise 3.9 or higher required for Cybersecurity support and modular chassis support. 
4 OS10 v10.5.3.2 or later required for error, utilization, and CPU utilization metrics. 
5 OS10 v10.5.4 or later required for memory utilization metrics. 

 

Details on configuring Dell infrastructure, Connectrix, and VMware for CloudIQ can be 

found in Appendix A: Enabling CloudIQ at the system. After the Dell systems or 

Connectrix switches have established connection to CloudIQ, data will be collected and 

available to the user in the CloudIQ user interface. Dell systems are connected through 

Secure Connect Gateway, Secure Remote Services (SRS), or SupportAssist. CloudIQ 

receives Connectrix and VMware data through a local CloudIQ collector that sends the 

data through Secure Connect Gateway or SRS to CloudIQ. 

 

The frequency with which data is updated in CloudIQ varies based on the type of 

information and the type of system. The following table shows the types of data and the 

frequency with which CloudIQ updates this information for Unity XT family systems; 

collection for other systems is comparable: 

Type of data Sample update frequency 

Alerts 5 minutes 

Performance 5 minutes 

Capacity1 1 hour 

Configuration1 1 hour 

Data Collection2 Daily 

 
1. Connectrix and VMware collect at 5-minute intervals 
2. Daily ñall-inò collection 

CloudIQ maintains up to 2 years of historical data for systems that are being monitored. 

The details of the data retention are as follows: 

Alerts: 2 years 

Configuration: 2 years at hourly intervals 

 5 min interval Hourly interval Daily interval 

System level 100 days 2 years 2 years 

Object level 22 days 90 days 2 years 

 

 

CloudIQ makes it faster and easier to analyze and identify issues accurately and 

intelligently, by delivering: 

¶ Centralized monitoring of performance, capacity, system components, 

configuration, and data protection. CloudIQ also provides details about Storage 

Systems, Storage Pools, Block and File Storage Objects, Connectrix, PowerSwitch, 

CloudIQ data 

collection 

CloudIQ features 
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Converged, Hyperconverged, PowerEdge, Data Protection, and VMware 

environments. 

¶ Predictive Analytics that enable intelligent planning and optimization of capacity and 

performance utilization. 

¶ Proactive Health Scores for monitored storage systems, servers, and switches. 

CloudIQ identifies potential issues in the infrastructure and offers practical 

recommendations based on best practices and risk management. 

¶ Cybersecurity feature that monitors and implements security assessments for Dell 

systems by comparing configurations to a set of security-related evaluation criteria, 

notifying users when there are deviations from the configured plan. 

¶ Multi-system update feature implemented for VxRail, allowing users to run update 

pre-checks, code downloads, and system updates from CloudIQ. 

Centralized monitoring  

CloudIQ allows you to improve your system health by providing instant insight into your 

Dell IT environment without the maintenance of installed software. The Overview Page 

summarizes key aspects of the environment so that users can quickly see what needs to 

be addressed and provides hyperlinks to easily open more detailed views. Some 

examples of these summaries include Proactive Health Scores, Capacity Predictions, 

Performance Anomaly and Impact Detection, and Reclaimable Storage. These features 

and others are discussed in detail below. 

Predictive analytics 

CloudIQ advanced predictive analytics differentiate it from other monitoring and reporting 

tools. 

Performance anomaly and impact detection 

Using machine learning and analytics, CloudIQ identifies performance anomalies 

(supported across all storage platforms and Connectrix switches). It compares current 

performance metrics with historical values to determine when the current values deviate 

outside of normal ranges. This feature provides timely information about the risk level of 

the storage systems with insights into conditions and anomalies affecting performance. 

Besides detecting performance anomalies, CloudIQ goes one step further and identifies 

performance impacts (supported for APEX Block Data Storage Services, PowerMax or 

VMAX, PowerStore, VxRail, Unity XT family , and PowerFlex systems). CloudIQ analyzes 

increases in latency against other metrics such as IOPS and bandwidth to determine if an 

increase in latency is caused by a change in workload characteristics or competing 

resources. In the case where an impact is identified, CloudIQ also identifies the most 

likely storage objects causing the resource contention. By differentiating between changes 

in workloads characteristics and workload contention, CloudIQ enables users to narrow 

the focus of troubleshooting on when actual impacts to performance may have occurred. 
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Capacity trending and predictions 

CloudIQ provides historical trending and both short- and longer-term future predictions to 

provide intelligent insight on how capacity is being used, and what future needs may 

arise.  

¶ Short-term Capacity Full Prediction: CloudIQ uses a daily analysis of capacity 

usage to help users avoid short-term data unavailability events by starting to 

predict, within a quarter, when capacity is expected to reach full. 

¶ Capacity Anomaly Detection: CloudIQ uses an hourly analysis of capacity usage to 

identify a sudden surge of capacity utilization that could result in data unavailability. 

This anomaly detection helps to avoid the 2:00am phone call resulting from a 

sudden capacity utilization spike due to a potentially runaway query or rogue actor 

in the environment. 

¶ Longer-term Capacity Forecasting: CloudIQ helps users more intelligently project 

capacity utilization so that they can plan future capacity requirements and budget 

accordingly. 

 

Proactive Health Score 

The Proactive Health Score is another key differentiator for CloudIQ, relative to other 

monitoring and reporting tools. CloudIQ proactively monitors the critical areas of each 

system to quickly identify potential issues and provide recommended remediation 

solutions. The Health Score is a number ranging from 100 to 0, with 100 being a perfect 

Health Score.   

The Health Score is based on the five categories shown in the following table. Some 

examples of how Proactive Health mitigates risk are: 

 
 

Note: 

¶ The Components and Data Protection categories do not apply for PowerMax/VMAX systems.  

¶ The Performance and Data Protection categories do not apply for PowerVault ME4 and ME5 
Series systems. 

¶ The Data Protection category does not apply to VxRail systems. 

¶ Only the Components category is currently used for PowerEdge, Connectrix, and 
PowerSwitch. 

 

Cybersecurity 

Cybersecurity is a feature in CloudIQ that identifies potential security violations. System 

configurations are continuously monitored and compared to a user configurable 

evaluation plan at which point a risk level is assigned to each system. Users can quickly 

get a visual representation of system security risk by seeing the identified issues and can 

remediate security violations using the provided recommended remediations. 
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Multi-system updates 

The multi-system update feature pertains to VxRail clusters. Users can now initiate VxRail 

cluster update pre-checks, software downloads, and system updates from the CloudIQ UI. 

This feature provides more operational efficiency while maintaining security and 

consistency. 

 

This section discusses the layout of the user interface. 

Navigation pane 

The left navigation bar is designed to provide clear visibility into CloudIQ functionality to 

streamline access to information. The top-level menu selections are task-oriented, 

directing the user to the appropriate section of the user interface to access the necessary 

information.  

 
 

The navigation bar consists of the following selections: 

Overview ï Access the overview page that provides high-level summary information and 

some detailed information about the health of the environment, allowing users to quickly 

identify potential risks. This information includes the Proactive Health Score, predictions 

on when pools and clusters will reach full capacity and system performance impacts. 

Health ï View the multisystem System Health page for Storage, Networking, 

Hyperconverged, Server, and Data Protection showing the proactive health scores across 

the environment. View an aggregated list of all health issues, alerts, and available system 

updates and perform VxRail update pre-checks, software downloads, and cluster updates. 

Inventory ï View the multisystem Inventory page for Storage, Networking, Converged, 

Hyperconverged, Server, and Data Protection showing the system code versions, 

location, site, and contract status for systems in CloudIQ. The Virtualization View provides 

users a more traditional VMware tree style navigation similar to what administrators are 

familiar with in vCenter. 

CloudIQ UI 

layout 
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Capacity ï View the multisystem Capacity page for Storage, Networking, 

Hyperconverged, and Data Protection showing system level capacity information. This 

view includes the overall efficiencies to support the Dell all flash guarantee. For SAN 

switches, capacity is displayed in terms of ports. Also access the aggregate and detailed 

Pools listing as well as the Reclaimable Storage listing.  

Performance ï View the multisystem Performance page for Storage, Networking, 

Hyperconverged, and Server showing system level performance KPIs for all systems and 

switches. Also access the Metrics Browser for more detailed performance analysis. The 

Metrics Browser will be deprecated in the future. 

Cybersecurity ï View security risk levels, active and resolved security issues, and 

configure security evaluation policies for cybersecurity-enabled systems. This feature is 

supported for PowerMax, PowerStore, and PowerEdge systems. 

Reports ï Create and view custom reports. Reports can consist of both tables and line 

charts. They can be exported on demand or scheduled to be emailed to a specified list of 

recipients. 

Lifecycle ï View service contracts and life-cycle milestones for the components in 

VxBlock Converged Systems. This view includes timelines that display the following 

milestone dates: General Availability, End of Life, End of Support, End of Renewal, End of 

Service Life.  

Admin ï Includes links to various administrative tasks. The Customization section allows 

users to temporarily pause connectivity health checks for hosts connected to Unity XT 

family and SC Series systems and capacity health checks for Unity XT file systems. The 

Connectivity page shows the connectivity status of all CloudIQ capable systems and 

allows users to onboard SC Series, PowerVault, PowerSwitch, and VxBlock Converged 

systems. The Collectors section is where users can download the CloudIQ Collector for 

VMware and Connectrix and see the status of all installed Collectors. The Jobs page 

shows the status of VxRail tasks initiated from CloudIQ. The HCI Settings page allows 

users to enable access controls and enter credentials to vCenter for system updates. The 

Settings menu is used to configure access for User Community and Customer Support 

and email notification settings. The Settings section also allows users to set filters on 

which systems they want to see in both the CloudIQ user interface and the mobile app. 

The Integrations section provides access to Webhooks and REST API settings. The User 

Access section allows CloudIQ administrators to set access controls for standard CloudIQ 

users.  

Global Search 

The Global Search feature helps users quickly find Systems, Hosts, Pools, Storage 

Resource Pools, Storage Groups, LUNs/Volumes, File Systems, Virtual Machines, and 

MTrees/Storage Units. Users can specify a few keywords and get a summarized list of top 

matches. From there, users can click an item to access its details or go to an expanded 

view with all matches.  
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Online Chat, Feedback, and Dell Support 

Selecting the comment icon allows the user to open a chat session with Dell Customer 

Support, submit feedback to the CloudIQ product team, or open the Dell Support website.  

 
 

When opening a live chat session, the user will need to provide the serial number of the 

system in question. 

Help and Whatôs New in CloudIQ 

CloudIQ is updated frequently to deliver helpful new content to users. Use the CloudIQ 

Simulator (https://cloudiq.dell.com/simulator) to view the latest features which may not be 

documented in this paper. 

New features can be seen by clicking the icon on the top menu bar.  

 
 

The ñWhatôs New in CloudIQò window will appear showing recent changes and 

enhancements. Clicking ñView All Enhancementsò displays a historical list of all the 

updates. The most recent information is presented first, and users can scroll down the list 

to see the monthly evolution of CloudIQ since its introduction. This display can be turned 

off by sliding the ñDonôt show again until the next updateò button. 

Selecting the user icon allows the user to switch companies if they have access to 

multiple sites and sign out of the UI. 

Overview page 

The Overview page provides a consolidated view of the Dell environment. This page is 

the highest-level summary of the environment providing users with a roll-up of the key 

factors to understand the overall health and operation of the IT infrastructure.  

There are three tiles along the top of the Overview page (minimized in the above image, 

but shown below). 

Overview 

https://cloudiq.dell.com/simulator
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Connectivity to CloudIQ ï Shows the connectivity status for all systems registered in 

CloudIQ and the CloudIQ Collector. Systems are displayed in the following four 

categories: 

 
 

Connectivity to CloudIQ ï Shows the connectivity status for all systems registered in 

CloudIQ and the CloudIQ Collector. Systems are displayed in the following four 

categories: 

¶ Install Base Issues: CloudIQ cannot display due to Install Base configuration 

issues. 

¶ Lost Connection: Systems that have lost connection and are no longer sending 

data to CloudIQ. 

¶ Not Set Up: Systems that are not set up to send data through Secure Remote 

Services to CloudIQ. 

¶ Connected: Systems that are successfully sending data to CloudIQ. 

Selecting each category redirects the user to the Connectivity Page and displays a filtered 

list of systems and collectors corresponding to that connectivity status. 

Contract Expiration ï Shows the number of systems with contracts that are:  

¶ Expired 

¶ Expire within a month 

¶ Expire within a quarter 
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The user can select the number to open a window with the list of systems that meets the 

expiration criteria. Systems whose contracts have expired will be removed from other 

standard CloudIQ views. 

Collectors ï Displays number of CloudIQ Collectors that have 

¶ Issues that need to be resolved 

¶ Available Updates 

The user can select the number in each category to view a filtered list of collectors from 

the Collectors view. 

 
 

System Health ï Categorizes all monitored products into three ranges of health scores: 

¶ Poor: 0-70 

¶ Fair: 71-94 

¶ Good: 95-100 

¶ Unknown: List of systems whose health score cannot be calculated. This situation 

could indicate a connection issue.  

 
 

Selecting a rangeôs number along the top of the tile displays the system names and health 

scores for that range, sorted from low to high. The chart is interactive allowing the user to 

select a system in the list to display its Top Health Issue in the right pane. This window 

displays the most impactful issue affecting the health score. Selecting the system name 

hyperlink directs the user to the Health Score tab of the systems details page. There is 

also a filter that allows the user to filter this tile on the following product types: 

¶ Storage Systems 
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¶ Networking Systems 

¶ HCI Systems 

¶ Data Protection Systems 

¶ Servers 

Capacity Approaching Full ï Leverages predictive analytics to identify the storage 

pools, clusters, file systems, and subscriptions running out of space. The chart is 

interactive allowing the user to select each object to display a trend line of the historical 

capacities. For Unity XT family and PowerVault storage pools, PowerMax storage 

resource pools, PowerStore, VxRail, PowerScale/Isilon, and XtremIO clusters, Unity XT 

File Systems, and APEX subscriptions, a forecast capacity chart is also shown. The 

estimated time range until each pool, cluster, or file system will be full is shown as: 

¶ Imminent (predicted to run out of space within 24 hrs.) 

¶ Full 

¶ Within a week 

¶ Within a month 

¶ Within a quarter  

 
 

There is a drop-down menu that allows the user to filter the tile based on object type: 

Appliances, File Systems, Pools, Clusters, or Subscriptions.  

The Imminent risk category is supported for Unity XT family, PowerVault, 

PowerMax/VMAX, PowerScale, and VxRail systems. 

Selecting the object name hyperlink directs the user to the Capacity tab on the object 

details page. This could be the pool details page, file system details page or the cluster 

details page, depending on the object type. 

Performance Impacts ï Currently supported for APEX Block Services, PowerMax, 

PowerStore, PowerFlex, and Unity XT family systems. Utilizes CloudIQ analytics to 

identify when there are performance impacts on a system due to a possible workload 

contention. It will also identify the existence of performance anomalies where the current 

system workload is outside of expected boundaries based on historical workloads. The 

chart is interactive allowing the user to select an impacted system and see the block 
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latency of that system over the last 24 hours in the right pane. Both performance impacts 

and performance anomalies are highlighted in the chart. Selecting the system name 

hyperlink directs the user to the Performance tab of the system details page where the 

user can see more detailed performance information for the system. 

 
 

Optics Approaching Failure ï Uses predictive analytics to provide a list of Connectrix 

ports with impending optic failures. The measured and predicted Tx power is analyzed 

and charted along with the working and failure zones. The estimated time to failure is 

categorized in each of the following time frames: 

¶ Failed 

¶ Within a week 

¶ Within a month 

¶ Within a quarter 

 

 

 

Cybersecurity Risks ï Summarizes the active cybersecurity risks in the environment. 

The overall environment has an assigned risk level. A breakdown of the number of 
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systems per risk level is provided as well as total issues and issues identified in the last 

24 hours. Links to the System Risk page and the Cybersecurity Issues page are available. 

 
 

System Alerts ï Summarizes the alerts collected by CloudIQ over the last 24 hours 

across the Critical, Error, and Warning severity levels. Clicking a number opens a list of 

alerts in the Alerts window filtered by the selected severity level. Selecting the ñGO TO 

ALERTSò link navigates the user to a filtered list of alerts, across all severity levels, from 

the last 24 hours. 

 
 

Reclaimable Storage ï This tile summarizes PowerMax, Unity XT family , SC Series, 

and PowerVault ME4 systems that have reclaimable storage. Each system with 

reclaimable storage shows the total amount of used, reclaimable (of used), and free 

storage. Selecting the system name hyperlink directs the user to the Capacity tab on the 

system details page. 
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Systems Needing Updates ï This tile identifies systems that have either Urgent or 

Recommended system code, firmware, or management software updates available. It 

shows the system and the type of update. Selecting the ñGO TO UPDATESò link opens 

the System Updates page. This page shows all available code, firmware, and software 

updates across all systems and includes links to download the updates. Selecting the 

system name hyperlink directs the user to the Inventory tab on the system details page. 
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Health 

 

The System Health page displays the Proactive Health Score for all systems across all 

products in a consolidated view. There are up to five tabs: STORAGE, NETWORKING, 

HCI, SERVER, and DATA PROTECTION. These tabs organize the systems into 

individual views. Users can quickly identify the systems at highest risk along with the 

number of issues in each category that makes up the health score. 

CloudIQ uses up to five categories to determine the Proactive Health Score presented on 

the System Health page: Components ( ), Configuration ( ), Capacity ( ), 

Performance ( ), and Data Protection ( ).   

Note: 

¶ PowerMax and VMAX systems do not include health issues in the Components or Data 
Protection categories. CloudIQ will display a dash (ð) for these categories. 

¶ PowerVault ME4 systems do not include the Performance or Data Protection categories. 
CloudIQ will display a dash (ð) for these categories. 

¶ VxRail systems do not include the Data Protection category. 

¶ Connectrix, PowerSwitch, and PowerEdge currently use only the Components category. 

 

 
 

Each system has a health score displayed in the circle (ranging from 100 to 0) which is 

calculated as 100 minus the issue with the greatest impact. Each of the five categories 

has either a green check mark, a negative number, or a dash. The green check indicates 

no issues are present for that category. A negative number represents the deduction for 

the most impactful issue in the category. A dash indicates that the category is not 

supported for that system type. This approach is intended to help users focus on the most 

System Health 
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significant issue for the system, so that they can resolve the issue to improve the health 

score.  

The Health Score range is as follows: 

¶ Good = 95ï100 (Green) 

¶ Fair = 71ï94 (Yellow) 

¶ Poor = 0ï70 (Red) 

The System Health Score is displayed in the color that corresponds to the range. Blue 

coloring with a dash instead of a number indicates a system that has recently been added 

to CloudIQ and does not yet have a calculated health score. Gray coloring with a number 

indicates a connectivity issue which leads to an uncertain health score. In this case, the 

user should check the system connectivity. 

 
 

The Card view, shown previously for both Storage and Networking, is the default view for 

this page. Users can alternatively choose the List view, by selecting the List View Icon (

) in the upper right of the window. The list view is shown on the next page for Storage. 

This view may be more useful for larger environments because it allows for a more 

condensed view of the information and the ability to sort columns. Users can now view 

and edit custom tags from either the Card view or the List view. Custom tags are covered 

in detail in Custom tags and reports. 

Users can also export the data from many of the views in CloudIQ to a CSV file by 

selecting the Export CSV icon ( ) in the upper right of the view. Exporting the data from 

any of the multisystem views exports the data from all the multisystem views including the 

information displayed in the Health, Inventory, Performance, and Capacity views. The 
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exported information includes either the Storage, SAN, HCI, or Data Protection views 

depending on where the user initiates the export. 

Users can filter the systems in both the Card View and List View by selecting the Filter 

icon ( ) and entering in various criteria. The available criteria vary based on the view, 

but examples include System Name, Product Type, Heath Score, Custom Tag, Site 

Name, and Location. The filter settings stay in effect until the user clears the filter or logs 

out of the UI. 

Each view provides the following information: 

¶ Score ï CloudIQ Proactive Health Score for system 

¶ Name ï User-defined name of system 

¶ Model ï Specific model of system 

¶ Serial number ï Unique serial number or identifier for the system 

Selecting an individual system from either the card view or list view navigates the user to 

the system details page. These pages are discussed for each system type later in this 

paper.  

 
 

 

The Health Issues page displays a comprehensive view of all the current health issues 

across the environment. The user can click the Filter icon to show a subset of systems 

based on the system name or product type. When the user starts typing the name of the 

system, a prepopulated list of system names is displayed that contains the entered text.  

Health Issues 



Health  

 

26 Dell CloudIQ: A Detailed Review 
A Proactive Monitoring and Analytics Application for the Dell Environment 
 

 

 
 

 

The Alerts page displays all alerts associated with the monitored systems. The Filter icon 

allows the user to filter alerts based on the following criteria:  

¶ Date ï Date range 

¶ System ï System Name or ID 

¶ Product ï Product type 

Á APEX Block Storage Services 

Á APEX File Storage Services 

Á PowerEdge 

Á PowerMax 

Á PowerProtect Data Manager 

Á PowerProtect DD 

Á PowerScale 

Á PowerStore 

Á PowerSwitch 

Á SC Series 

Á Unity XT family 

Á VxRail 

Á XtremIO 

Alerts 
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¶ Severity 

Á Critical ï Event that has significant impact on the system and needs to be 

remedied immediately 

Á Error ï Event that has minor impact on the system and needs to be remedied 

Á Warning ï Event that administrators should be aware of but has no significant 

impact on the system 

Á Information ï Event that does not impact the system functions 

¶ Acknowledged 

Á Acknowledged ï Event that has been reviewed and acknowledged on the 

system  

Á Unacknowledged ï Event that has not been acknowledged on the system 

 
 

Note: 

¶ Alerts shown in CloudIQ originate from the system and can only be acknowledged, 
unacknowledged, and cleared on the system. 

¶ Alerts for PowerFlex, PowerVault, Connectrix, and VxBlock systems are not yet supported. 

 

The alerts are grouped in current and weekly sections. A checkmark on the right side of 

the alert row indicates that the alert has been acknowledged. More details pertaining to an 

alert can be seen by selecting the alert. 


















































































































































































































































































