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Summary of LuoYu campaign in 2021 ¢
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¢ The LuoYu Threat Group Overview
¢ Motivation: Why do we research LuoYu activity?
e Timeline of LuoYu campaign in 2021

¢ Target regions and industries
¢ Subsidiaries of Japanese organizations in China
¢ The users of private Chinese bank

EAMTS



The LuoYu Threat Group Overview
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(LuoYu)

The name

(LuoYu) a Chinese mythological creature
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When it

appears, floods always follow.
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Attack /;\\

Collecting information
NO from dissidents

Jililili] Japan

Chinese branches of
Japanese company
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Timeline of LuoYu Campaign in 2021
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Apr. 2021 : Dec. 2021

May. 2021 Sep. 2021

"= Another Chinese branch of
: Japanese company

= Chinese branch of
: Japanese company

Aug. 2021

%;:% The Linux variant of XDealer
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Malware profile: WinDealer %29 TEAMTS
Type Modular backdoor
Naming string prefix 0 D e anlit® export function
First seen 2008
function Getting victim label from non-exist URL or non -exist domain
c2 - C2 config

- IP address generation algorithm  (IPGA)

Linked APT LuoYu



Hardcoded version of WinDealer :
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¢ The hardcoded version of WinDealer probably comes from the built date.
¢ Version format: {Main_version }.{year}.{month+day }
¢ We observed four versions from collected samples

¢ 16.18.1030
e 17.19.0505
¢ 18.19.0628

FTCRECERY NEW

.data:
.data:
.data:
.data:
.data:
.data:
.data:0041C144 .
:0041C14F align 10h \\ month+day sub version
:0041C150 byte_41C150 db 1
.data:

.data
.data

0041C12C aSD db '\\.\%s%d',0
0041C135 align 4

0041C138 ; char aSSS_O[]
0041C138 aSSS_0 db '%s’', 7.9,'%s',0
0041C141 al1gn/4’?;:55::::::::::-_
0041C144 version db '18.20.1225',0 year

main version

0041C150
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¢ Before 2016, WinDealer used hardcoded development timestamp string as
mutex string

¢ We use the mutex string prefix to distinguish the backdoor version
¢ WORK_20080729400351362402— WinDealer 2008

¢ MANAGE_20130831175600761943— WinDealer 2013

if ( strstr(Filename, Buffer) || strstr(Filename, SubStr) )
1

vd = CreateMutexA(8, @, "WORK 20088729488351362482");

f ( vd )

i

1

if { GetlLastError() == 8xB7 )
goto LABEL 9;

4 = CreateMutexa(8@, @, "MANAGE 28896529488351362482");
if (e )

if { GetlastError() == @xBY )
1



Evolution of WinDealer
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Evolution of WinDealer '

WinDealer 2008

WinDealer 2013

WinDealer 16.18.1030

WinDealer 17.19.0505

WinDealer 18.19.0628

WinDealer 18.20.1225
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At first, the malware is designed to collect the sensitive data from
popular messaging application in China. (support 15 command)

In 2013, it support ed more spying function . (support 26 command)
The non-exist URL:"http://www.360.cn/status/ getsign.asp "

Since 2016, T h e r hmrdc®de version in WinDealer which
contains the feature to steal shadowsocks profile .

The non-exist URLwas changed to "http://www.360.cn/status/ getonefile.asp "

The non-exist URLwas changed to non-exist domain:
http:// www.microsoftcom /status/ getsign.asp , 48 command

The latest version of WinDealer



In-Depth Analysis of WinDealer
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In-Depth Analysis of WinDealer S TEAMTS

e Steganography Technique

¢ Embedded DLL

e Collecting host information

¢ C2communications

¢ WinDealer Related Component



Steganography Technique S TEAMTS

¢ The malware contains an additional modulein ther esour ce 0
using steganography technique to evade security products.

¢ The encrypted DLL inresID:129

Md5:76ba5272al7fdab7521ea21a57d23591



