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Executiveummary

Malwarebyte<X hreat Intelligencanalysts are continually researching and monitoring active malware campaigns
and actor groups as the prevalence and sophistication of targeted attacks rapidly evolves. In this paper, we
introduce a new APT group we have nani@ayScripterpresenting irdepth analysis of the tactics, techniques,
procedures, and infrastructure employed by this actor group.

Although the observed TTPs have commonality with known actor groups, there are many notable differences
settingLazyScripteapart from these groups; #se similarities and differences are discussed in the Attribution
section of this paper.

APT groups are traditionally tracked according to specific targets and tools or methodologies they employ. Many
actor groups use spam campaigns, attaching weapordpedments to phishing emails themed to target the

industry or demographic of interest. In this case, we initially discovered a number of malicious emails specifically
targeting individuals seekirgmployment which prompted a deeper investigation.

Digging deeper we uncovered a targeted spam campaign dating back as far as 2018 using phishing lures with
themes aimed not only at those seeking immigration to Canada for employment, but also at airlines.

In the following analysis, we walk through the tiline of observed TTPs from the initial phishing campaign to the
state of the current and ongoing activities of the actor. We take a deep dive into each of the tools used, including
the weaponized documents and the multiple variants of malware and explmité¢chniques employed. Finally,

we detail the infrastructure used and discuss the attribution comparisons with known actor groups such as APT28
and Muddy Water.

This indepth and detailed analysis has revealedexelopingcampaign by what we believe e a previously
unidentified APT actor. Not only has this campaign been active for several yeansgoingtracking shows this

actor is still maintaining the infrastructure used and is actively updating toolsets. For this reason, we continue to
track this new groug_azyScripteas the threat evolves.




INntroduction

In late December 2020 we observed a few malicious documents with embedded objects that were designed
to targetjob seekersThe embedded objects were eithéBSript or batch files that deployed two open

source multistage Remote Access Trojans (RATS): Octopus and Koadic. Interestingly, in some cases the
attacker managed to drop other RAJisch ad uminosityLink, RM®uasar njRat and Remcos

Thistriggered our interest to further investigate this threat actor to understand its activities over the past
few years. We were able to track them back to at least 2018 with a campaign targeting Voetking) to
immigrateto Canada. Over time they have aisdifferent file types as their initial lures, and they have
switched their main toolset from PowerShell Empire to double RAT (Koadic and Octopus).

This threatactor is targetinghe International Air Transport Associati¢iATA and airlines in which we

observed several different lures specifically designed to target airlines that aretbsiB$PLink software.

Most recently we observed that they have changed their lure to mimic a new feature recently introduced by
IATA calledATA ONE ID (Contactless Passenger Processing tool). This indicates that this actor is constantly
updating its toolsets to target new systems developed by IATA.




Phishing

In all thar phishing lures the actor has used its loadespawna combination ofOctopus and Koadic (there
were only a few casesvith Koadiconly). We were able to identify several different variants of this loader:
executable, batchyBS$ript, and registry file§in which persistence is achieved by writing a PowerShell script
into the AutoRun registry kg¢yWe named this new loader &CTOPUS

This group also has used another loader around 2018 and 2019 to load PowerShell Empire. We named this
loaderEmpodet

As a phishing lure they mainly used either |1A@ijob-related themes to target victims. However, we have
observed several other phishihgres that have been used by this actor. Here are some of them:

IATA security (International Air Transport Association security)

BSPlink Updatesr Upgradg(BSPlinks the global interface for travel agents and airlines to access the
IATA Billing and Settlement Plan (BSP)).

IATA ONE ID

User support kits for IATA users

Tourism(UNWTO)

COVIEL9

Microsoft Updates

Job information

Canada skill worker program

Canada Vis&OanadaVisa.com is the online presence of the Campbell Cohen Immigration Law Firm)

= =
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Another interest of this actor is targeting people that want to immigrate to Canada through government job
related programs. In one of the specific cases the actor hasthseldgitimate "Canadavisa.com" site as its
phishing lure. Canadavisa is a known Canadian immigration website associated with an immigration firm
based in Montreal, Canada.

This actor has mainly usepamemails weaponized with either archive or documeited as it is initial
infection vector. Both zip and document files contain a variant of either KOCTOPUS or Empoder and in some
cases they are password protected.

The actor has mainly used two Bitb accounts to host its toolsets. Both of themsounts were deleted on
Jan 12 and 14 2021, respectively.

1 https://github[.Jcom/Axella49
1 https://github[.Jcom/LIZySARA
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Figure 1: GHub account belonging to threat actor

The actor created a new Gitb accounton Feb &d 2021to host its payloads to operate its new spam campaign
@ 0B2021/PS-

<> Code Issues ) Pull requests ») Actions 1| Projects ) Security Insights

¥ main ~ ¥ 1branch © 0tags Go to file
0B2021 Add files via upload 556338 7 hoursago ‘® 12 commits

[ AdobeSD.exe Add files via upload 3 days ago

[ BANK TRANSFER CONFIRMATION... Add files via upload 7 hours ago

[ BSPlink Upgrade.zip Add files via upload 5 days ago

[ NEW DECISIONS.doc Add files via upload 6 days ago

M Qykexe Add files via upload 20 hours ago

[ Qykkexe Add files via upload 6 days ago

Figure 2: New Gitub repository

Timelineof activities and phishing lures

We were able to collect some of the spam emails used by this actoitlwweast two years. In these spam emails

the actor used several methods to redirect the user to download a variant of KOCTOPUS. The latest campaign was
spotted on Feb 5th202linwhik G KS | OG2NJ ¢ & RA&AGNAROdziAy3I | @GFINARFyG 27
'LIANI RSPSESE yR YIEyYylF3ISR (2 RNBCIOPUS@hdMBatig/ G 2F vdz al NJ w
Prior to that we have spotted another campaign on Jan 8621in which the actors wex distributing a variant of

Yh/ ¢ht! { LINBGIGSYRAYy3 (G2 6S aL! ¢! hb9 L5dPSES¢ &2Fdsél NBY
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2020-12-30T00:00:00.000Z

From

burhan-accts@jahratravels.com

burhan-accts@jahratravels.com

burhan-accts@jahratravels.com

burhan-accts@jahratravels.com

burhan-accts@jahratravels.com

burhan-accts@jahratravels.com

rehman@timestravel.com.pk

marketing@timestravel.com.pk

rehman@timestravel.com.pk

2021-01-06T21:11:02.000Z

2021-01-06T19:20:57.000Z

2021-01-06T13:58:55.000Z

2021-01-06T12:44:24.000Z

2021-01-06T11:09:01.000Z

2020-12-31703:02:46.000Z

2020-12-30T23:38:11.000Z

2020-12-30719:55:23.000Z

2020-12-307T18:33:57.000Z

2020-12-31T00:00:00.000Z

Subject

WG: VERY IMPORTANT

WG: VERY IMPORTANT

WG: VERY IMPORTANT

WG: VERY IMPORTANT

WG: VERY IMPORTANT

TR: URGENT // SALES PLATFORM SAFETY

TR: URGENT // SALES PLATFORM SAFETY

TR: URGENT // SALES PLATFORM SAFETY

TR: URGENT // SALES PLATFORM SAFETY

Here is the list of different lures used by this actor:

Figure 3: Latesgspamcampaign

Hash

sha256.69e81c0848ee8d@cd4cas
97ba18b692f59c3a993548f25d9%a
5c5e09330e9eae7

sha256.11d6a9c01f62f415752bc
0e24fce655fc1c91e88064225217
2fb512634801754

sha256.89b57247a8845090139b3
e173f494c58d0e8ef7277f44af50
Oce7fbe551faa24

sha256.b5dffbc967b8840f4cd2c
dbd84f2ce779c62a6bd98d5fc517
3f5cabadd99bf7f

sha256.0c0353b663ff2e76ff963
9cb69b0e21dab@bla26252e1ef96
4c30268b98c48b1

sha256.2ac@be88bald972005fbb
1bc35b4706e0911bda6810b590b9
€777991528bf7e0

sha256.a25b4e53059e0a610fbel
ac4d203f0e177894167e718d8b33
9fa9c2a7da32934

sha256.aa3e38dcaa65b3fabbe5e
1d20f17¢282187da632e53a8¢928
ebeelecc999%edc2

sha256.6e358529fe6ael2c8fd9d
4fe@9321778cb978aa59d892cda3
4465376e11f8ed3

Figure 4: Latestpamcampaign

T KOCTOPUS has been archived and distributed as anagtaaiiment to victims.

2021401-06T00:00:00.000Z




x 18 F2 Meeting || ¥ Create New V.. 5B OneNote Y | I’ a’%} DOFind

Actions = n ") Related * ®
Delete Reply Reply Forward =5 Move Mark Categorize Follow Translate Zoom
All - Unread = Up- - ¢ Select~
Delete Respond Quick Step 3 Tag: 3 Editing Zoom

WG: VERY IMPORTANT

v
u IATA ONE 1D.zip
K
Dear Customer,
To protect yourself from the many cyber attacks of which travel agencies are victims, please install this attached application.
Password attachment: JATA
Thank You,
IATA Security Service
Figure 5: Spam email variant 1
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Delete Reply Reply Forward Move Mark Categorize Follow Transiate oom
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Del Respond Quick Step 3 Move Tag: Edting ~
TA Noreg f@xvth.onmicrosoft.ci 2o
CIRCULAR / URGENT
© Ciick here to download pictures. To help ¢ rivacy, Outlook prevented automatic dow res in this message. v

SUPPORT_KITS_USER

oh

Note that this is a system generated message. Please do n=t respond to this email

Dear Partners,

To ensure a secure connection in the unique synergy of the sales platforms,=we
recommend that you install this attached KIT

Password attachment: IATA

Kind Regards,

IATA Customer Service

oT
Figure 6: Spam email variant 2
1 The spam email contains a PDFilth a link to download a variant of KOCTOPUS.
X QQQeml—= [Wi=a B F§2= [Q
Delete Reply Reply Forward Move Mark Categorize Follow Translate Zoom
All - Unread - Up- - Select~
TR FW: BSPlink E—ma‘ll Alert (Download l’nforma(lon) ) v

BSPlinkUpdate.pdf

Dear BSPlink user,

This is an automated message to inform you that you have new files for downloading :

az: Update files

This e-mail is generated automatically. Please do not reply.

Figure 7: Spam email variant 3
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Download BSPlinkUpdater
Password file: 123

Figure 8: Attached PDF file

1 The spam emadontains a link that redirestthe victim to download KOCTOPUSanaldoc that has an
embedded KOCTOPUS. The link usuallRlahortener link using shortener services such as bit.ly or
cutt.ly that redirects victims to eithethe | G ( I O1 S NXoSQitor drthedRiiRL atlirésk that hosts
the maldoc.

x < (& (5 RMeeing 4

Delete Reply Reply Forward Move
All ¥

TR: URGENT // SALES PLATFORM SAFETY
© Ciick here 1o download pictures. To help protect your privacy, Outlook prevented automatic downioad of some pictues i this message

] Rontcick o o s ekt e 0 dvins
B e et

Note that this is a system generated message.=Please do not respond to this email.
Dear&nbs=:Customer,

Please i=stall this patch immediately to protect your information.

Click here=/A> to download the patch.
Patch Password: IATA

Thank yo

1A=A Customer Service

on

Figure 9: Spam email variant 3

On March 1¢h 2020,SANS ISC InfoSec Forusported amultistageattackthat took advantage of the COVAID
pandemic to distribute its malware. This reported maldoc contains a variant of the KOCTOPUS malware we
uncovered in thipaper. In that phishing email the actor spooféte World Health Organization and pretends to
provide recanmendations.

We were able to identify multiple themes used by this actor and the time they have been used in spam campaigns.
The following image shows the time frames of the different lures used by the actor.



https://isc.sans.edu/forums/diary/COVID19+Themed+Multistage+Malware/25922/

Nov Dec

Sep 2020: 2020: 2020: Feb 2021:
Nov 2018: Jan 2020: Aug 2020: Support kits IATA IATA BSPLink

Job Job BSPLink users Secure ONE ID Upgrade

Aug 2018: Oct 2019: Mar 2020: Sep 2020: Oct 2020: Dec Jan 2021:
Canada visa Job Covid19 Covid19 Job 2020: IATA ONE ID
APPWE
BIATA

Figure 10: Luresmeline




Document analysis

Unlike most actors that are using macros in their documents to perform malicious activities, this actor has
embedded objects that are one of the KOCTOPUS or Empoder variants.

We identified 14 malicious documents that have been used by this actor since 2018

sha256 name

2d845bd6662e7449f4db7a922e67c665df70cd045af48e2ch3d689a5d0004b2f

2e016bca305b 1fd0c360d1e7334956a9674818fddf6ba272556959769919e24
240ed00d58e9d34bea58a29c8195d530a86d87c7575b3f699d7c512fd 1bc9233

7099cdd24bb1eb0dbe3ab1bc1995e3e5cf577b2d232e088d948¢8ff749b73795
| 87b1b71337ae7bc237d677fd655%a6432fach27252fcefcac24bb6 132ae8ac8
785c2845af631f33fda47b5a0feScch338389b15e028e 1ae7fad18d991e2c38f
| 64cdfecObe049dd92388b1e5d8a5ef130907c8eabazaf61564fd865892d24e8
eadae73398980c346f5783b2f1119cc8af3619ce405f32b943b56013¢27d597

| (3379¢83cd3e8763f80010176905f147fcc1 26b5e7ad9faa585d5520386bd659

| 46200110df685967fe3521360be46 1b1204f8f39a2aa785c4885fe3f142082b

| 51a631cf0940341f2682a84993b782e2¢015ff2181a4c8894e38617643c6adca
| 2d845bd6662€7449f4db72922e67665df70cd045af48e2ch3d689a5d0004b2f

| babcc16770dc67claf1a3e103c3fd19a854193e7cd1fechb 1cal 1c2c47cdi04c

905ef0ae8f5173b917a4f39063346825f4b23ae75ch4b3 190300cb064bd002b9

Detail.doc

canadavisa.doc
Fiche_de_renseignement_
25R9924N502567.docx.d
e

k.doc

| List of JOBS.doc
| LIST OF JOBS.doc
| Information All JOBS.doc

| Information All Jobs.doc

Recommendations Corona
Virus.doc

| Details of Offers.doc

| COVID-19 & Travelers.doc

| Job Details.Doc

Hiring and working
conditions.do

| COVID-19 & Travelers.doc

Creation
date
2018-09-16 |

| 2018-10-24 |

2018-11-28

| 2018-12-27 |
| 2019-11-18

| 2019-11-19 |
| 2020-01-28 |

| 2020-01-28 |

2020-03-04 |

| 2020-03-05 |

| 2020-09-17 |

| 2020-11-09 |

2020-12-10 |

| 2020-09-21 |

First seen on
VT

2019-01-01

2019-11-20

2019-12-13

2020-02-06

2020-02-19

2020-06-11

2020-03-05

2020-09-24

2020-11-17

2020-12-22

2020-09-21

Figure 11: List of maldocs used by this actor

Embedded objects

Information.vbs

| Canada Visa.exe

Fiche_de_renseignement_45R9
924N502567.pdf.vbe
Fiche_de_renseignement_25R9

| 924N502567.xis.vbs

Information.pdf.vbs

| LIST OF JOBS.PDF bat
| LIST OF JOBS.PDF bat

| TERM OF THE CONTRACT.PDF.bat

HIRING CONDITIONS.PDF.bat
TERM OF THE CONTRACT.PDF.bat

| HIRING CONDITIONS.PDF.bat
| Recommendations for your health

and travel.pdf.bat
Recommendations after
infection.pdf.bat
PRESENTATION AND
MISSIONS.PDF.bat

LIST CITY COUNTRY
WORKPL.XLS.bat

Security Measures.pdf.bat
Preventive Measures.pdf.bat

| TERM OF THE

CONTRACT.PDF.vbe
HIRING CONDITIONS.PDF.vbe

| TERMS & CONDITIONS OF THE

CONTRACT.PDF.bat
HIRING FORM.DOC.bat 41

| Security Measures.pdf.bat

Preventive Measures.pdf.bat

The malicious documents usually have one or two embedded objects with either PDF, Microsoft Word or Excel
icons to pretend they are another document embedded in the doc while in fact they are either batch, executable,

or VB&ript variants of KOCTOPUS orpder.




c3379e83cd3e8763f80010176905f147fcc126b5e7ad9faa585d5520386bd659.doc [Compatibility Mode] - Word

v |e=a= 8

=7 =3 2l T | pasbcede) AaBbcede AaBbC AaBbCi AaBbC AaBbCcD AaBbCcD« AaBbCcD( AaBbCcD: AaBh
S $=v }‘ Hoe T Normal | T NoSpac.. Headingl Heading2 Title Subtitle  Subtle Em.. Emphasis IntenseE... Strc
‘aragraph M Styles

"Activate Editing" first and then double-click on the PDF file to display the content.

Thank you.

Recommendations
for your healthand tr

Recommendations
I after infection pdf

Figure 12: Doc Template 1




babcc16770dc67 clafla3el03c3fd19a854193e7 cdlfecbbll call c2c47cdf04.doc [Compatibility Mode] - Word

AaBbCcDc AaBbCcDe AaBbC AaBbCi AaBbC AaBbCcD 4aBbCcDc AaBbCcDe
&, T Normal | TNo Spac... Headingl Heading2 Title

Subtitle  Subtle Em... Emphasis IntenseE.. Sty

Paragraph P Styles

Please first click on "Enable Editing"” then double click on the PDF and Word files to view the content

Thanks

TERMS &
CONDITIONS OF TH

g

HIRING FORM.DOC

Figure 13: Doc Template 2

Archive analys

The actor has not only relied on maldocs to deliver its loaders but also used archive files that have embedded a
variant of KOCTOPUS or Empodére following shows the list of@hive lures used by this actor since 2018:




File name

JOB_SEARCH_FORM.pdf.zip

IATA_Secure.zip
MS-CV2020X-Update.zip
Support_kits_for_users.zip

JOB_INFORMATION.zip

APPWEB_IATA.zip
Detail.zip
SSL_IATA_UPDATER.zip

BSPlinkUpdaterV4.zip

Embedded files

Federal_Skilled_Worker_Program_Eligible_Occupation
s__Canada_Immigration_and_Visa_Information._Cana

d.pdf.exe
JOB_SEARCH_FORM.pdf.exe

| IATA_Secure.bat

MS-CV2020X-Update.reg

Support kit for users.bat

Federal_Skilled_Worker_Program_Eligible_Occupation
s__Canada_Immigration_and_Visa_Information._Cana

d.pdf.exe
JOB_SEARCH_FORM.pdf.exe

APPWEB_IATA.exe
Detail.pdf.exe

SSL_IATA_UPDATER.reg

BSPlinkUpdaterV4.exe

Hash
a34a3b9c¢865580e7796795 1ea697d46f
2ec787a7dd3d6f53579a85e36febdd 1

7120011c0bba8282463c4586a0a6a25f
31a6af3f99d4218f4a924309bb5b12ca

| 3be1e0c20ffbda28df3eee1d4f998737

2a222778246b3d630d56¢4 17bfdcbfc5
633f9d355021b5e873b2f541103dafc2
abc12e0a2de0061ed81841853b3566ee

523a2291fa3f373263 1fe43d515a8af7

| e9bada4bad2c148bf6 12e36d5618eda?

N/A

N/A
9c2de58eb5c8d78a08da5d7563271630
f56e80ea%e01670963449ac451af7510
d9b54646f42e7e75b5ch55aea82cfecs
f3f4bf738c4403966e2f3bb6 12509d8d
633f9d355021b5e873b2f541103dafc2
367937a3899fb908ccf58103699f0c13
00451f35e5b4413dad48abccdacSae2e2

c80a20c22822d611988caed00fee828¢c

Creation
date
2020-11-05
2018-02-01

2018-02-01
2020-11-24

2020-11-23 |

2020-11-08
2020-11-02
2020-10-09

2020-10-09

2020-10-27

2020-12-29
2018-02-01
2018-09-17
2018-08-11

2020-11-03 |

2020-11-03
2020-12-17

2018-02-01

Figure 14: List of archive files and their embedded objects

First on VT

2020-12-23

2020-12-23

2020-12-30

2018-11-14

2020-12-22

2020-12-21

note

Multiple
variants
Multiple
variants

Multiple
variants
Multiple
variants




KOCTOPUS Analysis

The actor has used this loader to load Octopus and Koadic and in sons@ttaseRATS such as LuminosityLink
RMSand QuadaRAT This loader has four different variantghich we will describe below.

Batch Variant

The batch files used by this actor are highly obfuscatihl the BatchEncryption tool. BatchEncryption is an
advanced batch obfuscation tool that 1@ combinatiorof known and custom environment variable encoding
techniques.

N

) Disable Microsoft
Security Products
\—

)

KOCTOPUS UAC bypass > Deploy
Maldoc or zip file (batch, exe, vbs, (fodhelper or ! OCTOPUS agent
reg) event viewer) %

()
Make OCTOPUS

——»  and Koadic

persistent

( B
i i Download RMS or
.| Koadic Stager Koadic Stager

through Mshta >! through Rundli32 '-“m‘“gz"vl-'"k
\ J

Figure 15: Overall Process

In this section we provide the analysis of a batch file embedded wtiieimost recent maldocised by this actor.
The following shows the obfuscated version of KOCTOPUS:

Figure 16KOCTOPUWatch Variant Obfuscated

Figure ¥ shows the list of commands that will be executed by this loader aftestafascation.

Figure 17KOCTOPWatch Variant NoObfuscated





















































































