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Kaspersky ASAP: aBTomaTnanposaHHas
nnatdopma Anga NOBbILLEHNS
OCBeAOMJIEHHOCTM 0 KnbepbesonacHocTun

Bonee 80% Bcex nHUupeHTOB kKnbep6e3onacHOCTU CBS3aHbl ¢ YenioBevecknm pakTopom. M13-3a kaxxgoro
TaKoro NHLMAEHTa KOMMaHWS MOXXET MOHECTU MUANNOHHbIE YBbITKN. OAHAKO TPaAULIMOHHbIE TPEHUHIU, KOTOpble
AONMXXHbI NpefoTBpaLlaTh Npo6nembl, HeAOCTaTOUHO 3¢ PEKTUBHDI, MOCKO/bKY OHU HE BAOXHOBNSIIOT Y4aCTHUKOB
1 He no3BonsoT chopmMmnpoBaThb y HUX Tpebyemoe knbepbe3onacHoe NoBeaeHMe.

KnioueBblie oco6eHHOCTMN
nporpamMmmbi

Fny6okune 3HaHus B o6nactu
Kknb6ep6esonacHocTun

Bonee 20 neT onbiTa B 37O cdepe nernu
B OCHOBY HaLUNX KypCOB

O6yueHune, KOTOpoe MeHseT
noBeAeHNe COTPYAHUKOB Ha BCEX
YPOBHSIX OpraHusaumnm

NrpoBoii dopmaT TpeHHros nomoraeT
3anHTepecoBaTb U MOTUBMPOBATb
COTPYAHUKOB, a obyyvatoLive nnatdopmbl
MO3BOJIAOT 3aKpenndaTb NONy4YeHHble
HaBblKW

O deKTUBHDBIN 1 NPOCTON B yrnpaBieHnn
TPEHVHI A KoMmnaHuia ntoboro
pa3smepa

«JlabopaTopus Kacnepckoro» npencraBnseT aBToMaTU3MpOBaHHYto nnatdopmy
L5 NMOBbILLEHWS OCBEAOMNEHHOCTUN COTPYAHMKOB B 06nacTu knbepbesonacHocTH
Kaspersky Automated Security Awareness Platform (ASAP). Mnatdopma
npencTaBnsgeT coboi oHNalH-NHCTPYMEHT, MOMOraloLLMii MOCTENEHHO BblpaboTaTb
Y COTPYAHWKOB 9P beKTUBHBIE Y MPAKTUYHbIE HaBbIKMN KnBeprurmeHsl. 3anyck

1 ncnonb3osaHve NnaTtdopmMbl He TPeBYIOT crieLmanbHbIX PECYPCOB 1 MOATOTOBKY.

MpeumywecTea ansa 6usHeca

CokpalLeHrie KonnmyecTsa NHLUNAEHTOB 6€30MacHOCTY, BbI3BaHHbIX YETOBEYECKIM
dakTopom

ObecneyeHne HeNPepPLIBHOCTW BU3HECa U MUHUMW3aLUS yiepba oT MHUMAEHTOB
CTUMynsLmMs BOBNEYEHHOCTM U MOTUBALMN COTPYLHUKOB K OByYEHMIO Noanep>ka
Mep 1 MHULMAaTUB Knbepbe3onacHOCTH CO CTOPOHbI PYKOBOACTBA

MNoBbllLeHMe KynbTypbl KbepbesonacHoCTH

MpaxkTnuyeckoe npumeHeHne

Pa3B1Tre HaBbIKOB Ha OCHOBE pearbHbIX CLieHapreB
BblpaboTka NpaBuibHOro OTHOLLEHNS K Npobnemam knbepbesonacHocTu
Bonee 6e3onacHoe BbiNonHeHVe paBourx 0693aHHOCTEN Ha BCEX YPOBHSIX OpraH3aLmm

3anyck nporpamMmmbl B 4 wara

LLlar 1. YuyeT 6usHec-uHTEepecoB

YcTaHoBKa Lenel, onvpasicb Ha cpefHve rnobasbHble, permoHanbHble nnm
oTpacnesble nokasaTenu.

Onpepenerve TpebyeMoro BpeMeHu Ha MPOXOXAEHUS NPorpamMMbl A1 Pa3HbIX rpynmn
COTPYLHUNKOB.

Lar 2. PopmupoBaHue y Ka)xaoro coTpyaHuKa
HaBbIKOB A0 TPebyemoro ypoBHs

ABTOMaTnYeckoe pacnpeneneHie CoTPyAHMKOB Mo rpynnam B COOTBETCTBUM

C LieneBbIM YPOBHEM 3HaHMWIA.

OnTrManbHbIv rpaduk MPOXOXAEHUS MPOrpamMMbl, afanTauns K UHAMBUAYaNbHOMY
Temny oBy4eHns U CMOCOBHOCTAM KaXA0ro COTPyAHMKa.

KomdopTHbIV TeMn no3BonseT nsbexaTb nepey TOMIEHUS U HEXeNaHns NpoaosxXkaTh
3aHATIS.



Lar 3. OTyeTHOCTb M aHANUTUKA KaK UHCTPYMEHTbI
OTCNe)XMBaHUS nporpecca

OnepaTyBHbIA aHanM3 AUHaMUKK Pe3yNbTaToB.

MporHo3bl B pexvmMe peanbHOro BpeMeHu 0 BOCTVIXEHNUN LIS
Vlcnonb3oBaHue noackasok oT niaTPopMbl MO YNyULLIEHNIO Pe3ybTaToB.
3arpyska oTY4eTOB OLHUM LLENYKOM MbILLIN.

Lar 4. MoTuBauuns — 3anor a¢ppekTnBHOCTIU

WrpoBoii dopmaT 1 copeBHOBaTENbHbIV Ay X MOBbLILLAT NPUBAEKATENBHOCTb
nporpamMmbi.

B npouecce o6yyeHrs BMECTO HacaxXAeHNs 3anpeToB AaloTCs OTBETHI Ha BOMPOCHI
«3avYeM» N «Kak».

MNpenoTepalleHne neperpy3sku.

MeTopbl 06yueHus

KpuBasi 966uHray3sa (kpvsas NMocTeneHHoOe NoBbiLLEeHNE YPOBHS CNTOXXHOCTH
3abbiBaHNS) + [prHUMN «OT NPOCTOro K CIOXHOMY»: 3HaHUS PacTyT C KaX 0N HOBOW TEMOW
1 KaXAbIM HOBbIM YPOBHEM

MHorokpatHoe nosTopetie nomoraet - TNpvMeHeHVe 1 pa3BUTVE MNOyUEHHbIX PaHee 3HaHUI B HOBbIX CUTYaLMnax
Hagonro 3akpennTb HaBblKK.
100%
. Pa3Hbie BUAbI KOHTEHTa

2
80% - Ha kaxpoM ypoBHe ecTb MHTepaKTUBHbIN YPOK, YNpaxXHeHUs Ha 3akpenneHre

\ HaBbIKOB U NPOBEPKY 3HaHWI (TECT 1 MUTALMS GULIMHFOBON aTaku, eCv OHa

g TpebyeTcs)
60% - Bce anemeHTbl HanpasneHbl Ha PasBUTE KOHKPETHOrO HaBbika, KOTOPOMY MOCBALLEH

YPOK, MTO3TOMY HOBbIE 3HAHWNS XOPOLLO YCBaNBaIOTCS 1 CTAHOBSTCS YacTbio HOBOWA

50% MOZeNV NoBeaeHNs

20%

40% \
30% ~—_ NHTepBanbHoe o6yueHune

KpuriBas 3abbiBaHNs S66MHraysa: MeTodbl 06yUYeHNs yUnThiBAIOT OCOBEHHOCTH
10% YyenioBeYEeCKon NamaTu

MNMoBToOpeHne No3BonseT BblpaboTaTh NPUBbLIYKY 6E30MacHOro NoBeaeHNs

1 npefoTBpalLaeT 3abbiBaHne

@ 3a6uizanne - 3HaHWs 3aKpennsaTcs B KaXA0M MoAayne

0%

@ BcromuHanme nocne nosTopeHns

N Tembl TpeHVHroB
Kaxpas Tema fenmrcs Ha HeCKObKO ypoBHeN,

NOCBSLUEHHbIX onpenenieHHbIM rpynnam . I_Iapoﬂl/l 1 yYeTHbIE 3anmcu
HaBblKOB KI/I6ep6eBOI'|aCHOCTI/I. YPOBHI/I . SﬂeKTpoHHaﬂ nouTta

COOTBETCTBYIOT Yrpo3aM pasHoii CTeneH Pa6oTa B UHTEpHeTe
onacHocTwy. Hanprimep, nepBoro ypoBHs - CouManbHbIE CeTH I MECCeHaXEpb

AO0CTaTO4YHO A4 3alNTbl OT ﬂpOCTeI7ILIJI/IX 5
1 MaccoBbIX aTak, a 4n4 3alnTbl OT CJIOXHbIX €30MacHOCTb KOMMBbIOTEPOB

1 Lenesbix aTak HeOBXOANMO OCBOUTL * MobunbHble ycTpoiicTsa
cnepytoume ypoBHW. " KOH(bVI,D,eHLI,VIaJ‘IbeIe OaHHble

Mpo6Has Bepcus Kaspersky ASAP: k-asap.com/ru
Kaspersky Security Awareness: www.kaspersky.ru/awareness
CeasaTtbcs c Hamu: Awareness@kaspersky.com
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