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¶ Windows 10 IoT Enterprisê32 ᵝȁ64 ᵝ̃ 
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¶  Kaspersky Embedded Systems Security ᴆ ͠ 4 GBȂ 

¶ RAM̔2 GBȂ 

¶ ̔2.4 GHz Ȃ 

¶  Windows 7̂ 64 ᵝ ȁ̃Windows 8̂ 64 ᵝ ȁ̃Windows 10̂ 64 ᵝ ȁ̃Windows Embedded 

7  Windows Embedded 8 ᵬ ᴆ ̔ 

¶ ᵞ ̔ 

¶ ̔ 

¶ ľ ꜚ └Ŀ ᴆ ͠ 50 MBȂ 

¶  Kaspersky Embedded Systems Security ᴆ ͠ 2 GBȂ 

¶ RAM̔1 GBȂ 

¶ ̔ 

¶ ԍ 32 ᵝ Microsoft Windows ᵬ ̔1.4 GHz  Intel Pentium IIIȂ 

¶ ԍ 64 ᵝ Microsoft Windows ᵬ ̔1.4 GHz  Intel Pentium IVȂ 

¶  

¶ ̔ 

¶ ľ ꜚ └Ŀ ᴆ ͠ 2 GBȂ 

¶  Kaspersky Embedded Systems Security ᴆ ͠ 4 GBȂ 

¶ RAM̔2 GBȂ 

¶ ̔2.4 GHz Ȃ 
 

ⱳ └ 

׃  Kaspersky Embedded Systems Security ᴆ ⱴⱳ └Ȃ 
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ῤ  
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¶ Ҭ̆  Kaspersky Embedded Systems Security ᴆ

 150 ҩ ̆ ѿ Ȃ Ҍᴪ ̔Kaspersky Embedded Systems 

Security ⱳ Ȃ 

¶  SNMP ᴆ̆ ꜚ SNMP Ⱶ̂ ῒ ̃Ȃ 

¶ ῀ ᵬ ҉  Kaspersky Embedded Systems Security ᶏῒ ̆

ľ Ŀ ᴆȂ 

¶ Kaspersky Embedded Systems Security ΐҌ  Microsoft Active DirectoryЮ 

Ȃ 

¶ ᵬ ҉ ̆ Ҋץ ӥ̔

DigiCert Assured ID Root CAȁDigiCert_High_Assurance_EV_Root_CAȁ

DigiCertAssuredIDRootCAȂ ӥ Ȃ ᴋᵥץ

ӥȂ 

¶ Kaspersky Embedded Systems Security └ Ҍ ľ Ŀ Ȃ ᶏץ ľ ⱴ/

− Ŀ Ҭ  Kaspersky Embedded Systems Security └ Ȃ 
 

ᴆ  

’Ҋ̆ľ ᴆ ĿҌ ᴆ ᴆ ᴆ ץ̆ ῏ ᵬ

Ҍ ᶛ ᴆ Ḥ ῀ᴋⱵ Ȃ ꜚ Ҭ ᴆ Ȃ 

Ҋץ ᴆ / ᴆ׆ Ҭ ̔ 

¶ ᴆ id 33 ⌠ 0 ׆  NTFS ᴆ 

¶ "%SystemRoot%\\Prefetch\\"  

¶ "%SystemRoot%\\ServiceProfiles\\LocalService\\AppData\\Local\\"  
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¶ "%SystemRoot%\\System32\\LogFiles\\Scm\\"  

¶ "%SystemRoot%\\Microsoft.NET\\Framework\\v4.0.30319\\"  

¶ "%SystemRoot%\\Microsoft.NET\\Framework64\\v4.0.30319\\"  

¶ "%SystemRoot%\\Microsoft.NET\\"  

¶ "%SystemRoot%\\System32\\config\\"  

¶ "%SystemRoot%\\Temp\\"  

¶ "%SystemRoot%\\ServiceProfiles\\LocalService\\"  

¶ "%SystemRoot%\\System32\\winevt\\Logs\\"  

¶ "%SystemRoot%\\System32\\wbem\\repository\\"  

¶ "%SystemRoot%\\System32\\wbem\\Logs\\"  

¶ "%ProgramData%\\Microsoft\\Windows\\WER\\ReportQueue\\"  

¶ "%SystemRoot%\\SoftwareDistribution\\DataStore\\"  

¶ "%SystemRoot%\\SoftwareDistribution\\DataStore\\Logs\\"  

¶ "%ProgramData%\\Microsoft\\Windows\\AppRepository\\"  

¶ "%ProgramData%\\Microsoft\\Search\\Data\\Applications\\Windows\\"  

¶ "%SystemRoot%\\Logs\\SystemRestore\\"  

¶ "%SystemRoot%\\System32\\Tasks\\Microsoft\\Windows\\TaskScheduler\\"  

ᴪ ᴆ Ȃ 

ᴆҌ  ReFS/NTFS ᴆ ᴆ ̂  BIOSȁLiveCD ᴆ ̃Ȃ 

 

 

 

¶ ↕ ѿҩ ̆Ҍ ᶏ  IPv6  IP Ȃ 

¶ ᶫ ҍ Ⱶ ӊ ֜ԑ Ȃ ῃᶏ  

Kaspersky Security Center ⱳ ̆ ꜚ ↕Ȃ ῏ ȁ ῒⱳ Ḥ

 Kaspersky Security Center ̂  ID̔9297̃ҬȂ 

¶  Windows ↕ ↕ ⱴ⌠ ᴋⱵ Ҭ̆↕

ᴋⱵ № ̆ Ҍ ֓ ↕ ḱ └Ȃ ↕̆

ꜚ ᴋⱵȂ 
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¶ ꜚľ ĿᴋⱵ Ҋץ̆ ↕ᴪ ׆ꜚ ᵬ Ҭ− ̔ 

¶ ↕̕  

¶ ᴰ₮ ↕Ȃ 
 

ῒז └ 

̆ ᴆḠ ̔ 

¶  MTP Ҍ Ȃ 

¶  SFX ᴆ ̆ ᴆ Ҍ ̔  Kaspersky Embedded Systems 

Security Ḡ Ҭ ԅ ᴆ ̆ ᴪ ꜚ ᴆ  SFX ᴆҬ

Ȃ ᴆ ̆SFX ᴆ ׅ Ȃ 

̔ 

¶ Ữ ᶏ  SUBST פ⇔ ҉̆ ԅ ᴆ ̆↕

ᶏ Ȃ 

̔ 

¶  Kaspersky Embedded Systems Security ῏ ̆ Ȃ 

¶  Windows XP  Windows 2003 ᵬ Ҍ  KLRAMDISKȂ 

̔ 

¶ ľ Ŀȁľ ᴍĿȁľ Ŀ ľᴋⱵ ĿҬ̆ └ Ҭᶏ ̆

↕ Ḡ ΏȂ 

¶ └ Ҭ Ḡ ̆ ᶏ ѿҩ ғ ᶏ Ȃ

ᶏ ᶛ̔ľC:\Temp\Temp*Ŀ ľC:\Temp\Temp???.docĿ ľC:\Temp\Temp* .docĿȂ

└Ҍ Ḥᴋ Ȃ 

ῃ ̔ 

¶ ᵬ Ҭ ԅ └̆↕ ԍ KAVWSEE ̆

₯ᴋⱵ Ҭ └ Ȃ ῒז ’Ҋ̆ ץ ᾛ

 Microsoft └ ᾝ ᴍ Ȃ 

¶ ԅ └̆↕  Microsoft Windows ľ ⱳ Ŀ Ȃ 

ҍ Kaspersky Security Center ̔ 

¶ Ⱶ ⌠ ᴪᾢ ̆ ⌠ Ȃ

Ⱶ Ҍ ⌠ ᴆ Ȃ 
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¶ Ṣꜛ ↓ ̂ ȁ ᴍ̃ᶏ ꜚ ᴰ ⌠ Kaspersky Security Center ᴆ

̆ Ḡ ҍ Ⱶ ֜ԑҬ Ҭ Ȃ 

≠ ̔ 

¶ ╠ Ҭ ⱴ  apphelp.dll ̆↕ľ ≠ ĿҌ Ȃ 

¶ ľ ≠ Ŀ ᴆҍ  Microsoft Windows 10 ᵬ ҉  Microsoft EMET 

ҌῚ ̔ ԅ EMET ҉ ľ ≠ Ŀ ᴆ K̆aspersky Embedded 

Systems Security ᴪ  EMETȂ 
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ᶫ  Kaspersky Embedded Systems Security Ȃ 

ῤ  

ԍ Windows Installer Ⱶ  Kaspersky Embedded Systems Security ᴆ ᴆף .......  34 

Kaspersky Embedded Systems Security ................................ ..  37 

Kaspersky Embedded Systems Security  ................................ .............  41 

Windows Installer Ⱶ פ  ................................ ......  41 

Kaspersky Embedded Systems Security ................................ ....  44 

⅞ ................................ ................................ ...............  45 

ᶏ  ................................ .............................  48 

׆ פ  ................................ .............................  62 

ᶏ  Kaspersky Security Center  ................................ .......  67 

 Active Directory  ................................ ...................  72 

 Kaspersky Embedded Systems Security ⱳ Ȃᶏ  EICAR  ..................  75 

 

 

ԍ Windows Installer Ⱶ  Kaspersky Embedded 
Systems Security ᴆ ᴆף  

’Ҋ̆\product\ess_x86.msi  \product\ess_x64.msi ᴆᴪ  Kaspersky Embedded 

Systems Security ᴆȂ ӈ Ҭ ֓ ᴆ  Ȃױ

\console\esstools_x86.msi  \console\esstools_x64.msi ᴆ ľ ΐĿ ῤ ᴆ ᴆȂ 

Ҋץ ↓₮ԅ ԍ Windows Installer Ⱶ  Kaspersky Embedded Systems Security ᴆף Ȃ

ף֓ ץ ԍ ӈ׆ פ  Kaspersky Embedded Systems Security ᴆ↓ Ȃ 

ῤ  

Kaspersky Embedded Systems Security ᴆ ᴆ ................................ .........  35 

ᴆ ᴆ ľ ΐĿ  ................................ ...............................  36 
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Ҋ  Kaspersky Embedded Systems Security ᴆ ᴆ ף Ȃ 

 3. Kaspersky Embedded Systems Security ᴆ ᴆ  
 

ᴆ  ⱳ  

ⱳ  Core ᴆ ⱳ Ḡῒ ᵬȂ 

ꜚ └ AppCtrl ᴆ ̆

ꜚ └ ↕ ᾛ ֓ ꜚȂ 

ľ ꜚ └ĿᴋⱵҬ Ȃ 

└ DevCtrl ᴆ  USB Ữ ⌠ Ḡ

̆ └ ↕ ᾛ ֓

ᶏ Ȃ 

ᴆ ľ └ĿᴋⱵҬ Ȃ 

Ḡ  AVProtection ᴆ ᶫ Ḡ Ҋץ ᴆ̔ 

¶  

¶ ᴆḠ  

 Ods ᴆ  Kaspersky Embedded Systems Security 

ᴆ ᶫ ᴋⱵ̂ Ḡ

̃Ȃ 

׆ פ  Kaspersky Embedded Systems 

Security ԅῒז Kaspersky Embedded Systems 

Security ᴆ̆  Core ᴆ̆ ꜚ  Core 

ᴆȂ 

ᴆḠ  Oas ᴆ Ḡ ҉ ᴆ ֓ ᴆ

Ȃ 

ῒ ľ ᴆḠ ĿᴋⱵȂ 

ῃ ᶏ

 

Ksn ᴆ ԍ Kaspersky Lab Ԑ ᶫḠ Ȃ 

ľKSN ᶏ ĿᴋⱵ̂ ῃ Ⱶ

׆ Ⱶ ̃Ȃ 
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ᴆ  ⱳ  

ᴆ  Fim ᴆ ῤ ᴆ ᵬȂ 

ᴆ ᴆ ᴋⱵȂ 

≠  AntiExploit ᴆ ḂḠץ̆ Ḡ ῤ Ҭ

ᶏ ῤ Ȃ 

 Firewall ᴆ  Kaspersky Embedded Systems Security 

 Windows Ȃ 

ᴆ ᴋⱵȂ 

ҍ Kaspersky 

Security Center 

ף

 

AKIntegration ᴆ ᶫ Kaspersky Embedded Systems Security ҍ 

Kaspersky Security Center ף ӊ Ȃ 

 Kaspersky Security Center ̆

Ḡ ҉ ᴆȂ 

 LogInspector ᴆ  Windows Ԋᴆ ̆ Ḡ

Ȃ 

ľ Ŀ

 

PerfMonCounters ᴆ ѿ Ȃ

ᵀ Kaspersky Embedded Systems Security ̆  

Kaspersky Embedded Systems Security ῒז

ᶏ Ȃ 

SNMP 

 

SnmpSupport ᴆ  Microsoft Windows  

( SNMP)  Kaspersky Embedded Systems Security 

Ȃ Ḡ ҉ ԅ Microsoft 

SNMP Ⱶ ̆ ѿ ҉ ᴆȂ 

Ҭ  

Kaspersky 

Embedded 

Systems Security 

 

TrayApp ᴆ Ḡ ᴋⱵ  Kaspersky 

Embedded Systems Security ȂKaspersky 

Embedded Systems Security Ḡ

̆ ץ ԍ  Microsoft └ ̂ ̃

ľ῏ԍ Ŀ Ҭ  Kaspersky Embedded 

Systems Security └ Ȃ 

 

 

ᴆ ᴆ ľ ΐĿ  

Ҋ ᴆ ᴆ ľ ΐĿ ף Ȃ 



 

 

37 

 

 

 
 

 4. ľ ΐĿ ᴆ ᴆ  
 

ᴆ ף  ᴆⱳ  

Kaspersky 

Embedded 

Systems Security 

῀  

MmcSnapin ᴆ  Kaspersky Embedded Systems Security 

└  Microsoft └ ᾝȂ 

׆ פ ľ ΐĿ Ҭ ԅῒז ᴆ̆

 MmcSnapin ᴆ̆ ꜚ ᴆȂ 

ꜛ Help Ḡ  Kaspersky Embedded Systems Security 

ΐ ᴆ ᴆ Ҭ  .chm ꜛ ᴆȂ ᶏץ

ľ Ŀ └ ԍ

 F1 ̆ ꜛ ᴆȂ 

 Help Kaspersky Embedded Systems Security ⱴԅ 

Kaspersky Lab ̆ῒҬ ᶫԅ PDF 

ȇ ȈȂ ľ Ŀ Ҭ ᶫȂ 

 

 

 Kaspersky Embedded Systems Security  

 Kaspersky Embedded Systems Security ľ ΐĿ̂ └ ̃ W̆indows 

Installer Ⱶ Ḡ Ҋḱץ ̔ 

¶ Ḡ ԅ └ ҉⇔  Kaspersky Embedded Systems 

Security ᴆ Ȃ 

¶ Ύ Kaspersky Embedded Systems Security ⱵȂ 

¶ ⇔ ѿҩ Kaspersky Embedded Systems Security Ȃ 

¶ Ύ Ҭ Ύ Kaspersky Embedded Systems Security Ȃ 

Ҋ ׃ ԅ ֓ Ȃ 
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Ḡ ҉  Kaspersky Embedded Systems Security ᴆ  

 Kaspersky Embedded Systems Security ̆ Ḡ ҉⇔ Ҋץ ᴆ ̔ 

¶ Kaspersky Embedded Systems Security ᴆ ̆ῒҬ  Kaspersky Embedded 

Systems Security ᴆ̆ΐᵣ ‗ԍ ᵬ ᵝ Ȃ ̆ ᴆ Ҋ ̔ 

¶  32 ᵝ  Microsoft Windows Ҭ̔%ProgramFiles%\Kaspersky Lab\Kaspersky 

Embedded Systems Security\ 

¶  64 ᵝ  Microsoft Windows Ҭ̔%ProgramFiles( x86)%\Kaspersky Lab\Kaspersky 

Embedded Systems Security\ 

¶ Ḥ  ( MIB) ᴆ̆ῒҬ  Kaspersky Embedded Systems Security  SNMP 

̔ 

¶ %Kaspersky Embedded Systems Security%\mibs 

¶ 64 ᵝ  Kaspersky Embedded Systems Security ᴆ̂ ֽ  64 ᵝ  Microsoft 

Windows Ҭ  Kaspersky Embedded Systems Security Ҭ⇔ ᴆ ̃̔ 

¶ %Kaspersky Embedded Systems Security%\x64 

¶ Kaspersky Embedded Systems Security Ⱶ ᴆȂ 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Data\ 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Settings\ 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Dskm\ 

¶ ΐ ᴆ̔ 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Update\ 

¶ ᶏ ľ └ ĿᴋⱵҊ ᴆ ̂ ᴆ ѿ ᶏ ľ └ ĿᴋⱵ

Ҋ ⇔ ̃̔ 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Update\Distribution\ 

¶ ᴋⱵ ̔ 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Reports\ 
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¶ ╠ᶏ ̔ 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Bases\Current\ 

¶ ᴍ◐ ̕ ֓◐ ̔ 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Bases\Backup\ 

¶ ᴋⱵ Ҭ⇔ ҳ ᴆ̔ 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Bases\Temp\ 

¶ ̂ ᴆ ̃̔ 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Quarantine\ 

¶ ᴍ Ҭ ̂ ᴆ ̃̔ 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Backup\ 

׆ ¶ ᴍ ̂ ᴆ ̃̔ 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Restored\ 

└ Ҭ⇔ ᴆ  

└ ᴆ ̆ῒҬ ľ ΐĿ ᴆ̆ΐᵣ ‗ԍ ᵬ ᵝ Ȃ ̆

ᴆ Ҋ ̔ 

¶  32 ᵝ  Microsoft Windows Ҭ̔%ProgramFiles%\Kaspersky Lab\Kaspersky 

Embedded Systems Security Admins Tools\ 

¶  64 ᵝ  Microsoft Windows Ҭ̔%ProgramFiles( x86)%\Kaspersky Lab\Kaspersky 

Embedded Systems Security Admins Tools\ 

Kaspersky Embedded Systems Security Ⱶ 

Ҋ Kaspersky Embedded Systems Security Ⱶᶏץ  ( SYSTEM) ꜚ̔ 

¶ Kaspersky Security Ⱶ ( KAVFS) ͠ ԍ  Kaspersky Embedded Systems Security ᴋⱵ

ᵬ  Kaspersky Embedded Systems Security ⱵȂ 

¶ Kaspersky Security Ⱶ ( KAVFSGT) ͠ Ⱶ ԍ └  Kaspersky 

Embedded Systems Security Ȃ 

¶ Kaspersky Security ≠ Ⱶ ( KAVFSSLP) -  ᵬ ῃ ᴰ ῃף

῏ ῃԊᴆ ׃ ⱵȂ 
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Kaspersky Embedded Systems Security  

ľESS Ŀ Ḡ ҉ ̆ῒҬ  Kaspersky Security Ⱶ  Kaspersky 

Embedded Systems Security ⱳ ῃ Ȃ 

Ύ  

 Kaspersky Embedded Systems Security ̆ ⇔ Ҋץ Ύ ̔ 

¶ Kaspersky Embedded Systems Security ̔[HKEY_LOCAL_MACHINE\SYSTEM\ 

CurrentControlSet\Services\KAVFS] 

¶ Kaspersky Embedded Systems Security Ԋᴆ ̂Kaspersky Ԋᴆ ̃̔

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Kaspersky Security] 

¶ Kaspersky Embedded Systems Security Ⱶ ̔

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFSGT] 

¶ ̔ 

¶  32 ᵝ  Microsoft Windows Ҭ̔[HKEY_LOCAL_MACHINE\SYSTEM\ 

CurrentControlSet\Services\Kaspersky Security\Performance] 

¶  64 ᵝ  Microsoft Windows Ҭ̔[HKEY_LOCAL_MACHINE\SYSTEM\ 

CurrentControlSet\Services\Kaspersky Security x64\Performance] 

¶ SNMP ᴆ ̔  

¶  32 ᵝ  Microsoft Windows Ҭ̔[HKEY_LOCAL_MACHINE\SOFTWARE\ 

KasperskyLab\ESS\2.3\SnmpAgent] 

¶  64 ᵝ  Microsoft Windows Ҭ̔[HKEY_LOCAL_MACHINE\SOFTWARE\ 

Wow6432Node\KasperskyLab\ESS\2.3\SnmpAgent] 

¶ Dump ᴆ ̔  

¶  32 ᵝ  Microsoft Windows Ҭ̔[HKEY_LOCAL_MACHINE\SOFTWARE\ 

KasperskyLab\ESS\2.3\CrashDump] 

¶  64 ᵝ  Microsoft Windows Ҭ̔[HKEY_LOCAL_MACHINE\SOFTWARE\ 

Wow6432Node\KasperskyLab\ESS\2.3\CrashDump] 

¶ ᴆ ̔ 

¶  32 ᵝ  Microsoft Windows Ҭ̔[HKEY_LOCAL_MACHINE\SOFTWARE\ 

KasperskyLab\ESS\2.3\Trace] 

¶  64 ᵝ  Microsoft Windows Ҭ̔[HKEY_LOCAL_MACHINE\SOFTWARE\ 

Wow6432Node\KasperskyLab\ESS\2.3\Trace] 

¶ ᴋⱵ ⱳ ̔[HKEY_LOCAL_MACHINE\SOFTWARE\ 

Wow6432Node\KasperskyLab\ESS\2.3\Environment] 
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Kaspersky Embedded Systems Security  

Kaspersky Embedded Systems Security ꜚҊ Ҭ Ȃ 

 5. Kaspersky Embedded Systems Security  
 

ᴆ   

kavfswp.exe Kaspersky Embedded Systems Security ᵬ  

kavtray.exe  

kavfsmui.exe ᴆ  

kavshell.exe פ ΐ  

kavfsrcn.exe Kaspersky Embedded Systems Security  

kavfs.exe Kaspersky Security Ⱶ  

kavfsgt.exe Kaspersky Security Ⱶ  

kavfswh.exe Kaspersky Security ≠ Ⱶ  

 
 

Windows Installer Ⱶ פ  

 Kaspersky Embedded Systems Security ȁ ֓ ṿȁ ԍ

ץ̆ ֓ ṿȂ ׆ פ  Kaspersky Embedded Systems Security ̆

֓ ץ  Windows Installer Ⱶ  msiexec פ ‰ ѿ ᶏ Ȃ 

Windows Installer Ҭ פ  

¶ ̔  Kaspersky Embedded Systems 

SecurityȂ  

EULA=<ṿ> פ ṿ Ҋ̔ 

¶ 0 -  ̂ ṿ̃Ȃ 

¶ 1 -  Ȃ 

¶ ̔  Kaspersky Embedded Systems SecurityȂ  

PRIVACYPOLICY=<ṿ> פ ṿ Ҋ̔ 

¶ 0 ͠ ̂ ṿ̃Ȃ 

¶ 1 ͠ Ȃ 

¶  Kaspersky Embedded Systems Security ∆ ꜚ ꜚ Ȃ 
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PRESCAN=<ṿ> פ ṿ Ҋ̔ 

¶ 0 ͠ ҬҌ ꜚ ꜚ ∆ ̂ ṿ̃Ȃ 

¶ 1 ͠ Ҭ ꜚ ꜚ ∆ Ȃ 

¶ Ҭ Ḡ  Kaspersky Embedded Systems Security ᴆ ᴆ Ȃ ץ ῒז

ᴆ Ȃ 

INSTALLDIR=< ᴆ פ < ṿ Ҋ̔ 

¶ Kaspersky Embedded Systems Security̔%ProgramFiles%\Kaspersky Lab\Kaspersky Embedded 

Systems Security 

¶ ΐ̔%ProgramFiles%\Kaspersky Lab\Kaspersky Embedded Systems Security Admins 

Tools 

¶  x64 ᵝ  Microsoft Windows Ҭ̔%ProgramFiles( x86)% 

¶ ľ ᴆḠ ĿᴋⱵ  Kaspersky Embedded Systems Security ꜚ ꜚȂ

 Kaspersky Embedded Systems Security ꜚ ꜚľ ᴆḠ Ŀ̂ ̃Ȃ  

RUNRTP=<ṿ> פ ṿ Ҋ̔ 

¶ 1 ͠ ꜚ̂ ṿ̃Ȃ 

¶ 0 ͠ Ҍ ꜚȂ 

¶ Microsoft Corporation Ḡ Ȃľ ᴆḠ ĿᴋⱵҬ Ḡ׆̆ Ҭ  Microsoft 

Corporation ҉ Ȃ ḱ ҉ ֓ ᶏ

ᴆ ̆ ֓ Ҍ Ȃᶛ ̆Microsoft Corporation ֓ └

↓ ҬȂ  

ADDMSEXCLUSION=<ṿ> פ ṿ Ҋ̔ 

¶ 1 ͠ ̂ ṿ̃Ȃ 

¶ 0 ͠ Ҍ Ȃ 

¶  Kaspersky Lab ׆Ḡ Ҭ Ȃ ľ ᴆḠ ĿᴋⱵҬ̆׆Ḡ Ҭ

 Kaspersky Lab ҉ Ȃ  

ADDKLEXCLUSION=<ṿ> פ ṿ Ҋ̔ 

¶ 1 ͠ ̂ ṿ̃Ȃ 

¶ 0 ͠ Ҍ Ȃ 

¶ ᾛ ⌠ └ Ȃ ’Ҋ̆Ҍᾛ ⌠ Ḡ ҉

└ Ȃ Ҭ̆ ᾛ ȂKaspersky Embedded Systems Security ᶏ

 TCP ҹ  kavfsgt.exe ⇔ ᾛ ↕Ȃ 
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ALLOWREMOTECON=<ṿ> פ ṿ Ҋ̔ 

¶ 1 -  ᾛ Ȃ 

¶ 0 ͠ ̂ ṿ̃Ȃ 

¶ ᴆ Ȃ ’Ҋ̆Windows Installer ᴪ №  \product ᴆ Ҭ

ҹ .key ᴆȂ  \product ᴆ ҩ ᴆ̆Windows Installer 

ᴆȂ ץ ᾢ ᴆḠ ⌠ \product ᴆ Ҭ̆Ӟ ᶏץ ľ ⱴ Ŀ ҹ

ᴆ ῒז Ȃ ץ  Kaspersky Embedded Systems Security ᶏ

ΐ̂ᶛ ̆ └ ̃ ⱴ Ȃ ⱴ ̆Kaspersky 

Embedded Systems Security Ҍᴪ ⱳ Ȃ 

¶ ᴆ ȂKaspersky Embedded Systems Security ׆ Ҭ⇔ ᴆ

῀ ȂKaspersky Embedded Systems Security Ҍᴪ׆ ᴆ ῀ ̆ᶛ ԍ ꜚᴋ

Ⱶ ԍ ף Ⱶ Ȃѿ ῀ ̆ ꜚ ῀ Ȃ

ᴆ̆ ᶏ Ȃ 

CONFIGPATH=< ᴆ > ṿ Ȃ 

¶ ҹ └ Ȃᶏ ѿ ҉  Kaspersky Embedded 

Systems SecurityȂ ׆ץ ԅ Kaspersky Embedded Systems Security └ ѿ

Ḡ Ȃ  Microsoft Windows Ҭ  135 ( TCP)̆ᾛ

⌠ ᴆ kavfsrcn.exe ץ  Kaspersky Embedded Systems Security̆ ԇ  

DCOM Ȃ ̆ ľESS Ŀ ⱴ ᾛץ̆ ױז

̆ ᾛ ⌠ ҉  Kaspersky Security Ⱶ̂ kavfsgt.exe ᴆ Ȃ̃

ץ ῏ Kaspersky Embedded Systems Security └ ⌠ῒז ҉ ⱴ

Ḥ ̂  52 ҉ ľ ῒז ҉ └ ץ Ŀ № Ȃ̃ 

ADDWFEXCLUSION=<ṿ> פ ṿ Ҋ̔ 

¶ 1 -  ᾛ Ȃ 

¶ 0 ͠ ̂ ṿ̃Ȃ 

¶ ҌῚ ᴆ Ȃᶏ ҉ ҌῚ ᴆ

ȂҌ ṿ ᵥ̆  Kaspersky Embedded Systems Security ̆

ᴪ ҉ ῒז ₮ Ȃ 

SKIPINCOMPATIBLESW=<ṿ> פ ṿ Ҋ̔ 

¶ 0 -  ҌῚ ᴆ ̂ ṿ̃Ȃ 

¶ 1 -  Ҍ ҌῚ ᴆ Ȃ 

Windows Installer Ҭ פ  

¶ Ȃ 
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RESTOREQTN=<ṿ> פ ṿ Ҋ̔ 

¶ 0 ͠ − ῤ ̂ ṿ̃Ȃ 

¶ 1 ͠ ῤ ⌠ RESTOREPATH ᴆ  \Quarantine ᴆ ҬȂ 

¶ ᴍῤ Ȃ 

RESTOREBCK=<ṿ> פ ṿ Ҋ̔ 

¶ 0 ͠ − ᴍῤ ̂ ṿ̃Ȃ 

¶ 1 ͠ ᴍῤ ⌠ RESTOREPATH ᴆ  \Backup ᴆ ҬȂ 

¶ ῀ ╠ ץ ̂ Ḡ ̃Ȃ 

UNLOCK_PASSWORD=< > ṿ Ȃ 

¶ ᴆ Ȃ Ḡ ⌠ ᴆ Ȃ  

RESTOREPATH=< ᴆ פ < ṿ

ҹ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\RestoredȂ 

 
 

Kaspersky Embedded Systems Security  

ᶏ ̂ ̃ ̂ ̃Kaspersky Embedded Systems Security̆Windows Installer 

Ⱶᴪ⇔ ̂ ̃ Ȃѿҩ ҹ ess_install_<uid>.loĝῒҬ <uid> ѿ  8 ̃

ᴆ Ḡ ԍ ꜚ setup.exe ᴆ  %temp% ᴆ ҬȂ 

ľ׆ Ŀ └  Kaspersky Embedded Systems Security ľḱ −  

Kaspersky Embedded Systems Security 2.3 ΐĿ ̆  %temp% ᴆ Ҭ ꜚ⇔ ѿҩ

ҹ ess_2.3_maintenance.log ᴆȂ 

’Ҋ̆ ׆ פ  Kaspersky Embedded Systems Security̆ Ҍᴪ⇔

ᴆȂ 

Ʒ  Kaspersky Embedded Systems Security  C:\ ҉⇔ ᴆ̔ 

¶ msiexec /i ess_x86.msi /l*v C:\ess.log /qn EULA=1 PRIVACYPOLICY=1 

¶ msiexec /i ess_x64.msi /l*v C:\ess.log /qn EULA=1 PRIVACYPOLICY=1 
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⅞ 

׃  Kaspersky Embedded Systems Security ΐ ץ ᶏ ̂  48 ҉ ľᶏ

Ŀ №̃ȁ פ ̂  62 ҉ ľ׆ פ Ŀ

№̃ȁᶏ  Kaspersky Security Center̂  67 ҉ ľᶏ  Kaspersky Security Center 

Ŀ ץ̃№  Active Directory ̂  72 ҉ ľ  Active Directory 

Ŀ №̃  Kaspersky Embedded Systems Security Ȃ 

 Kaspersky Embedded Systems Security ╠̆ ⅞ Һ Ȃ 

1.   Kaspersky Embedded Systems Security ᶏ ΐȂ 

2.  ᴆ̂  34 ҉ ľ ԍ Windows Installer Ⱶ  

Kaspersky Embedded Systems Security ᴆ ᴆף Ŀ №̃Ȃ 

3.  Ȃ 

ῤ  

ΐ ................................ ................................ ...........  45 

 ................................ ................................ ...........  46 

 

 

ΐ 

ԍ  Kaspersky Embedded Systems Security ΐȂ ᶏץ

└ ȁ פ ΐ  Kaspersky Security Center └  Kaspersky Embedded 

Systems SecurityȂ 

Kaspersky Embedded Systems Security └  

Kaspersky Embedded Systems Security └ ⱴ⌠ Microsoft └ ᾝȂ

ץ Ḡ Ὲ Ҭῒז ҉ └  Kaspersky Embedded 

Systems SecurityȂ 

ץ ҩ Kaspersky Embedded Systems Security ᾝ ⱴ⌠ ᵬ Ҋ  Microsoft 

└ ҩ◐ Ҭ̆ץḂ  Kaspersky Embedded Systems Security 

Ḡ Ȃ 

└ ľ ΐĿ ᴆ ῤȂ 

פ ΐ 

׆ץ Ḡ פ  Kaspersky Embedded Systems SecurityȂ 
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פ ΐ  Kaspersky Embedded Systems Security ᴆ ᴆ ҬȂ 

Kaspersky Security Center 

 Kaspersky Security Center ԍῈ Ḡ Ҭ ̆ ץ  Kaspersky Security 

Center └  Kaspersky Embedded Systems SecurityȂ 

Ҋץ ᴆ̔ 

¶ ҍ Kaspersky Security Center ף Ȃ ᴆ  Kaspersky 

Embedded Systems Security ᴆ ᴆ ҬȂ ᾛ  Kaspersky Embedded Systems Security ҍ

ף ḤȂ ҍ Kaspersky Security Center ף ⌠ Ḡ

҉Ȃ 

¶ Kaspersky Security Center ף Ȃ Ḡ ҉ ᴆȂ ᴆ

҉  Kaspersky Embedded Systems Security ҍ Kaspersky Security Center └

ӊ ֜ԑȂ ף ᴆ  Kaspersky Security Center № ᴆ ҬȂ 

¶ Kaspersky Embedded Systems Security 2.3 ᴆȂ ̆ ᴆ̆ץ ԅ 

Kaspersky Security Center Ⱶ ҉ └  Kaspersky Embedded 

Systems SecurityȂ ᴆ ᶫԅ  Kaspersky Security Center Ȃ

ᴆ ᴆ \product\klcfginst.exe  Kaspersky Embedded Systems Security №

ҬȂ 
 

 

 Kaspersky Embedded Systems Security ᴆ ᴆ ̂  34 ҉ ľ ԍ Windows 

Installer Ⱶ  Kaspersky Embedded Systems Security ᴆ ᴆף Ŀ №̃̆

Ȃ 

ᵣ Ҋץ ’ ̔ 

¶  Kaspersky Embedded Systems Security ̆ ̂

 41 ҉ ľWindows Installer Ⱶ פ Ŀ №̃Ȃ 

¶ ̆ ᶏ Ȃ 

Kaspersky Embedded Systems Security ץᶏ ꜚԑץ ̆Ӟ ץ Ҋ̆

׆ פ ᴆ ̆ ҍȂᶏ  Active Directory 

ᶏ  Kaspersky Security Center ᴋⱵ  Kaspersky Embedded Systems Security Ҭ

Ȃ 

ץ ҉  Kaspersky Embedded Systems Security̆ῒ ᴪḠ ⌠ѿҩ

ᴆҬ̕ ᴆ ԍ ῒז ҉  Kaspersky Embedded Systems SecurityȂ ̆ᶏ  

Active Directory ̆ ⱳ Ҍ Ȃ 
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ꜚ  

ץ ԍ̔ 

¶  Kaspersky Embedded Systems Security ᴆ̂  35 ҉ ľKaspersky Embedded 

Systems Security ᴆ ᴆĿ №׆̃№ Ҭ  \product\setup.exe ᴆ ⌠ Ḡ

҉Ȃ 

¶  Kaspersky Embedded Systems Security └ ̂  51 ҉ ľKaspersky Embedded 

Systems Security └ Ŀ ׆̃№  \console\setup.exe ᴆ ⌠ Ḡ

ῒז LAN Һ ҉Ȃ 

׆ פ ץ ᴆ 

Ҍץᴋᵥ פ ꜚ ᴆ̆↕ Kaspersky Embedded Systems Security ץ

Ȃ ᶏץ  Kaspersky Embedded Systems Security ḱ Ȃ 

└ ץ Ḡ / ᵬ ҉Ȃ 

ᶏץ ᶛ פ  Kaspersky Embedded Systems Security └ ̂  62 

҉ ľ׆ פ Ŀ №̃Ȃ 

 Kaspersky Security Center Ҭ  

 Kaspersky Security Center Ҭ Ḡ ̆↕ ᶏץ

ᴋⱵ ҉  Kaspersky Embedded Systems SecurityȂ 

ᶏ  Kaspersky Security Center  Kaspersky Embedded Systems Securitŷ  67 

҉ ľᶏ  Kaspersky Security Center Ŀ №̃  ҍ Kaspersky Securityץ

Center ѿ Ҭ̆Ӟ ץ Ҍ Ҭ̆ ῃҌ ᴋᵥ ҬȂ 

ᶏ  Active Directory Ҭ  

ᶏץ  Active Directory Ḡ ҉  Kaspersky Embedded Systems SecurityȂ

└ ץ Ḡ ᵬ ҉Ȃ 

ᶏֽץ  Kaspersky Embedded Systems SecurityȂ 

ᶏ  Active Directory  Kaspersky Embedded Systems Security ̂  72 ҉ ľ

 Active Directory Ŀ №̃ ᵝԍ ᾝҬȂ  

Microsoft Windows ╠̆ ꜚ Ȃ 
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ᶏ  

׃  Kaspersky Embedded Systems Security └ ̆

῏ Kaspersky Embedded Systems Security ⱴ ץ ᵬ Ḥ Ȃ 

ῤ  

ᶏ  ................................ ................................ .......  48 

ḱ ᴆ ḱ  Kaspersky Embedded Systems Security ................................ ..  58 

ᶏ  ................................ ................................ .......  59 

 

 

ᶏ  

Ҋץ ῏  Kaspersky Embedded Systems Security └ Ḥ Ȃ 

Ʒ ᶏ  Kaspersky Embedded Systems Security̆ Ҋ↓ ̔ 

1.  Ḡ ҉  Kaspersky Embedded Systems SecurityȂ 

2.  Kaspersky Embedded Systems Security ҉ └ Ȃ 

3. └ Ҭ ῒז ҉̆ Ҍ Ḡ ҉̆

ⱴ ᾛץ └  Kaspersky Embedded Systems SecurityȂ 

4.  Kaspersky Embedded Systems Security ᵬȂ 

ῤ  

Kaspersky Embedded Systems Security  ................................ .............  48 

Kaspersky Embedded Systems Security └  ................................ .......  51 

ῒז ҉ └ ץ  ................................ .........  52 

 Kaspersky Embedded Systems Security ᵬ ...............................  55 

 

 

Kaspersky Embedded Systems Security  

 Kaspersky Embedded Systems Security ӊ╠̆ Ҋץ ̔ 

Ḡ ҉ ῒז Ȃ 
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¶ Ḡ ꜚ ԍ Ḡ ҉ Ȃ 

҉ ᵬ ̆ Ȃ ̆  Kaspersky Embedded Systems Security 

Ȃ ץ ᴋᵥѿҩ Ả  Kaspersky Embedded Systems Security Ȃ

Ả ̆ Ҭ ₯ľ Ŀ Ȃ 

ץ ῏ ̂ ̃ Ḥ ̂  41 ҉ ľWindows Installer Ⱶ

פ Ŀ №̃Ȃ 

Ʒ ᶏ  Kaspersky Embedded Systems Security̔ 

1. ҉ ꜚ setup.exe ᴆȂ 

2. Ҭ ľ Ŀ №̆ ₯ľ  EULA ᴆĿ Ȃ 

3.  Kaspersky Embedded Systems Security ̆ ₯ľҊѿ >Ŀ Ȃ 

ľEULA Ŀ Ȃ 

4. Ȃ 

5. ᴆ̆ Ҭľ  EULA ᴆĿ

ľ Ŀ ץ Ȃ  

Ҍ / ̆ Ҭ Ȃ 

6. ₯ľҊѿ >Ŀ Ȃ 

ľ ╠ Ŀ Ȃ 

7. ľ ╠ ĿҬ̆ Ҭľ Ŀ ץ ῤ

ꜚ Ȃ ₯ľҊѿ >Ŀ Ȃ ̆

Ȃ 

῏ Ḥ ̔ ̆ ⌠ ̆ ⌠

ᵌ ̆Kaspersky Embedded Systems Security ׆ῤ −

ץ̆ − Ȃ 

ԅ ֓ ̆ ₯ľ ↓ Ŀ Ȃ 

8. ₯ľ ╠ Ŀ Ҭ ľҊѿ >Ŀ Ȃ 

ľ ӈ Ŀ Ȃ 

9. ᴆȂ  

’Ҋ̆ ľ Ŀ ᴆ  Kaspersky Embedded Systems 

Security ᴆȂ 
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ֽ ҉  Microsoft Windows SNMP Ⱶ ̆Kaspersky Embedded Systems 

Security ľSNMP Ŀ ᴆ ᴪ₮ ᴆ↓ ҬȂ 

10. ̆ ľ ӈ Ŀ Ҭ ₯ľ Ŀ Ȃ ₯ľҊѿ >Ŀ Ȃ 

11. ľ ᴆ Ŀ Ҭ̔ 

¶ ̆  Kaspersky Embedded Systems Security ᴆ └⌠ ᴆ Ȃ 

¶ ̆ ₯ľ Ŀ ῏ ꜚ ҉ Ḥ Ȃ 

₯ľҊѿ >Ŀ Ȃ 

12. ľ Ŀ Ҭ̆ Ҋץ ̔ 

¶ Ḡ Ȃ 

¶  Microsoft ᴆ ⱴ⌠ ↓ Ȃ 

¶  Kaspersky Lab ᴆ ⱴ⌠ ↓ Ȃ 

₯ľҊѿ >Ŀ Ȃ 

13. ľ׆ ᴆ ῀ Ŀ Ҭ̔ 

a. ᴆ׆ץ ᴋᵥᾢ╠Ὶ Ҭ⇔ ᴆ ῀ Kaspersky 

Embedded Systems Security Ȃ  

b. ₯ľҊѿ >Ŀ Ȃ 

14. ľ Ŀ Ҭ̆ Ҋ↓ ᵬӊѿ̔ 

¶ ̆  Kaspersky Embedded Systems Security ᴆץ

Ȃ 

¶ ̆ ₯ľҊѿ >Ŀ Ȃ 

¶ ᴆᾢ╠ Ḡ №  \product ᴆ Ҭ̆ ᴆ ľ Ŀ

ҬȂ 

ᶏ Ữ ῒז ᴆ ᴆ ⱴ ̆ ᴆȂ 

ⱴ ᴆ ̆ Ҭ Ḥ ȂKaspersky Embedded Systems Security ᴪ

₮ ⌠ Ȃ ׆ ⱴ ̆ Ҍ ԍ ᴆ

╠ Ȃ 

₯ľҊѿ >Ŀ Ҭ ᴆȂ 

15. ľ ‰ Ŀ Ҭ ₯ľ Ŀ Ȃ  Kaspersky Embedded Systems 

Security ᴆȂ 
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16. ľ Ŀ Ȃ 

17. Ҭľ Ŀ ̆ ῏ Ḥ Ȃ 

18. ₯ľ ĿȂ 

῏ Ȃ ̆ ⱴ ̆ ᶏ  Kaspersky Embedded Systems SecurityȂ 

 

Kaspersky Embedded Systems Security └  

└ Ȃ ץ ᴋᵥѿҩ Ả Ȃ

Ả ̆ Ҭ ₯ľ Ŀ Ȃ 

Ʒ └ ̆ Ҋץ ̔ 

1.  Ḡ ԍ ҉ Ȃ 

2. ҉  setup.exe ᴆȂ 

Ȃ 

3. ₯ľ  Kaspersky Embedded Systems Security └ Ŀ Ȃ 

ľ Ŀ Ȃ  

4. ₯ľҊѿ >Ŀ Ȃ 

5. Ҭ ̆ Ҭľ ῃ ȁ

ᴆĿ ץ Ȃ  

6. ₯ľҊѿ >Ŀ Ȃ 

ľ Ŀ Ȃ 

7. ľ Ŀ Ҭ̔ 

¶ ᶏ └ ҉  Kaspersky Embedded Systems 

Security̆ Ҭľᾛ Ŀ Ȃ  

¶ ľ ӈ Ŀ ᴆ̔ 

a. ₯ľ Ŀ Ȃ  

ľ ӈ Ŀ Ȃ 

b. ׆↓ Ҭ ľ ΐĿ ᴆȂ 

’Ҋ̆ ᴆȂ 

c. ₯ľҊѿ >Ŀ Ȃ 
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ץ ⌠ ῏ Kaspersky Embedded Systems Security ᴆ Ḥ ̂  34 

҉ ľ ԍ Windows Installer Ⱶ  Kaspersky Embedded Systems Security ᴆ

ᴆף Ŀ №̃Ȃ 

8. ľ ᴆ Ŀ Ҭ̔ 

a.  ̆ ᴆ Ḡ ⌠ ῒז ᴆ Ȃ  

b. ₯ľҊѿ >Ŀ Ȃ 

9. ľ ‰ Ŀ Ҭ ₯ľ Ŀ Ȃ  

ᴆȂ 

10. ₯ľ ĿȂ 

῏ Ȃ Ḡ ҉ └ Ȃ 

ľ ΐĿ Ҭ ῒז ҉̆ Ҍ Ḡ ҉̆

̂  52 ҉ ľ ῒז ҉ └ ץ Ŀ №̃Ȃ 

 

ῒז ҉ └ ץ  

└ Ҭ ῒז ҉̆ Ҍ Ḡ ҉̆ Ҋץ ᵬ̆

ᾛץ  Kaspersky Embedded Systems Security̔ 

¶ Ḡ ҉  Kaspersky Embedded Systems Security ⱴ⌠ ESS ҬȂ 

¶ Ḡ ᶏ  Windows ҈ ̆↕ᾛ  Kaspersky Security Ⱶ 

( kavfsgt.exe)  ̂  234 ҉ ľ῏ԍ Kaspersky Security Ⱶ

Ŀ №̃Ȃ  

¶  Microsoft Windows ҉ └ Ҭľᾛ Ŀ

̆↕ ꜚᾛ └ Ȃ 

҉ └ ᶏ  DCOM ׆ Ḡ ҉  Kaspersky Security Ⱶ

῏ԍ Kaspersky Embedded Systems Security Ԋᴆ Ḥ ̂ ȁᴋⱵ ̃Ȃ ľWindows 

ĿҬᾛ └ ̆ └  Kaspersky Security Ⱶӊ

Ȃ  

ԅ └ ҉̆ Ҋץ ᵬ̔ 

¶ Ḡᾛ  COM ̂ᵖҌ ꜚ  COM ̃Ȃ 

¶  Windows Ҭ  TCP  135 ᾛ  Kaspersky Embedded Systems Security 

ᴆ kavfsrcn.exe Ȃ 
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└ ᶏ  TCP  135 Ḡ Ȃ 

¶  Windows ₮ ᾛץ↕ Ȃ  

ҍ ҩ ΐ ᴰ  TCP/IP  UDP/IP ⱵҌ D̆COM ᴪҹ  COM ꜚ

№ Ȃ ̂ῒҬ ԅ └ ̃ҍ DCOM ̂ Ḡ ̃ӊ

̆↕ Ȃ 

ᴋᵥῒז ᴆ ᴆ Ȃ 

Ʒ Ḡ ҍ ԅ └ ӊ ̆ └ ԍ  ̔

1.  ῏ └ Ȃ 

2.  Kaspersky Embedded Systems Security  kavfsrcn.exe Ȃ 

3. ꜚ └ Ȃ 

Ȃ 

ῤ  

ᾛ  COM  ................................ .........................  53 

ᾛ  Kaspersky Embedded Systems Security  .......................  54 

ⱴ Windows ₮ ↕ ................................ .........................  55 

 

 

ᾛ  COM  

Ҍ ̆ΐᵣ ‗ԍ  Windows ᵬ Ȃ 

Ʒ ҹԅᾛ  COM ̆ Ҋץ ̔ 

1.  ԅ Kaspersky Embedded Systems Security └ ҉̆ ᴆ Ⱶ └ Ȃ 

2. ľ  ŕ ĿȂ 

3. ῀  dcomcnfgȂ פ

4. ₯ľ ĿȂ 

5. ҉ ᴆ Ⱶ └ Ҭ ľ Ŀ Ȃ 

6. ľ Ŀ ҉Ҋ Ȃ 
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7. ľ ĿȂ 

8. ľ Ŀ ľCOM ῃĿ ҉̆ ₯ľ Ŀ Ҭ ľ └Ŀ Ȃ 

9. Ḡ ľᾛ Ŀ Ҭҹľ Ŀ Ҭľᾛ Ŀ Ȃ 

10. ₯ľ ĿȂ 
 

ᾛ  Kaspersky Embedded Systems Security  

Ҍ ̆ΐᵣ ‗ԍ  Windows ᵬ Ȃ 

Ʒ  Windows Ҭ  TCP  135 ᾛ  Kaspersky Embedded Systems Security 

̆ Ҋץ ̔ 

1.  ῏ ҉  Kaspersky Embedded Systems Security └ Ȃ 

Ҋץ .2 ӊѿ̔ 

¶  Microsoft Windows XP SP2 Ҭ̔ 

a.  ľ  > Windows ĿȂ 

b. ľWindows Ŀ ̂ ľWindows Ŀ̃Ҭ̆ ₯ľ Ŀ ҉

ľ ⱴ Ŀ Ȃ 

c. ľ Ŀ Ҭ  RPC ( TCP/135) ῀ῒז ̆ᶛ ľKaspersky 

Embedded Systems Security DCOMĿ̆ ľ Ŀ Ҭ  ( 135)Ȃ 

d. ľTCPĿ Ȃ 

e. ₯ľ ĿȂ 

f. ₯ľ Ŀ ҉ ľ ⱴĿ Ȃ 

¶  Microsoft Windows 7 Ҭ̔ 

a. ľ  > └  > Windows ĿȂ  

b. ľWindows Ŀ Ҭ̆ ľᾛ ⱳ  Windows ĿȂ 

c. ľᾛ  Windows ḤĿ Ҭ ₯ľᾛ ῒז ...Ŀ Ȃ 

3. ľ ⱴ Ŀ Ҭ  kavfsrcn.exe ᴆȂ ᴆᵝԍ ᶏ  Microsoft └  

Kaspersky Embedded Systems Security └ Ҭ ᴆ ҬȂ 

4. ₯ľ ĿȂ 

5. ľWindows ̂Windows ̃Ŀ Ҭ̆ ₯ľ Ŀ Ȃ 
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ⱴ Windows ₮ ↕ 

Ҍ ̆ΐᵣ ‗ԍ  Windows ᵬ Ȃ 

Ʒ ⱴ Windows ₮ ↕̆ Ҋץ ̔ 

1.  ľ  > └  > Windows ĿȂ  

2. ľWindows Ŀ Ҭ̆ ₯ľ Ŀ Ȃ 

ľ ῃ Windows Ŀ Ȃ 

3. ľ₮ ↕Ŀ Ȃ 

4. ľ ᵬĿ Ҭ ₯ľ ↕Ŀ Ȃ 

5. ľ ₮ ↕ Ŀ Ҭ̆ ľ Ŀ ̆ ₯ľҊѿ ĿȂ 

6. ľTCPĿ Ȃ 

7. ľ Ŀ Ҭ̆ Ҋᾛץ ᴰ₮ ̔1024- 65535Ȃ 

8. ľ ᵬĿ Ҭ̆ ľᾛ Ŀ Ȃ 

9. Ḡ ↕̆ ῏ ľ ῃ Windows Ŀ Ȃ 

Windows ᾛ └ ҍ Kaspersky Security Ⱶӊ Ȃ 

 

 Kaspersky Embedded Systems Security ᵬ 

 Kaspersky Embedded Systems Security̆ ᴪ ꜚḠ ᴋ

ⱵȂ  Kaspersky Embedded Systems Security Ҭľ Ḡ Ŀ̂

̃̆ ᴆ ̆ ᴪ ֓ ȂKaspersky Embedded Systems 

Security ҩ ԓ  20:00 ľ῏ ĿᴋⱵȂ 

 Kaspersky Embedded Systems Security Ҋ↓ ̔ 

¶ ꜚ ᴋⱵȂ  Kaspersky Embedded Systems Security ᶏ

№ Ҭ Ȃ  

ױ  Kaspersky Embedded Systems Security ̆ ҹ ױ Ȃ  

̆ ᴋⱵҬ ⅞ ѿ Ȃ 

¶  Kaspersky Embedded Systems Security ӊ╠ Ḡ ҉ ᴋᵥΐ ᴆ

Ḡ ᴆ̆ ҉ ľ῏ ĿȂ 
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¶ ῏ Kaspersky Embedded Systems Security Ԋᴆ Ȃ 

 

ῤ  

ꜚ  Kaspersky Embedded Systems Security ᴋⱵ .........................  56 

῏  ................................ ................................ ...........  58 

 

 

ꜚ  Kaspersky Embedded Systems Security ᴋⱵ 

Ʒ ̆ Ҋץ ᵬ̔ 

1.  ľ ĿᴋⱵ Ҭ̆ ҍ  ͠ Kaspersky Lab HTTP  FTP Ⱶ

Ȃ 

2. ꜚľ ĿᴋⱵȂ 

Ҭ  Web ף ꜚ  ( WPAD) ץ  LAN Ҭ ꜚ ף Ⱶ Ȃ

ғ̆ ף Ⱶ ̆ ᴍ Ȃ 

Ʒ ҹ ף Ⱶ ף Ⱶ ᴍ ̆ Ҋץ ᵬ̔ 

1.  ľKaspersky Embedded Systems SecurityĿ ҉Ҋ Ȃ 

2. ľ Ŀ Ȃ 

ľ Ŀ Ȃ 

3. ľ Ŀ Ȃ 

4. ľף Ⱶ Ŀ №Ҭ̆ Ҭľᶏ ף Ⱶ Ŀ Ȃ 

5. ľ Ŀ Ҭ ף῀ Ⱶ ̆ ľ Ŀ Ҭ ף῀ Ⱶ Ȃ 

6. ľף Ⱶ ᴍ Ŀ № Ҋ ↓ Ҭ ᴍ ̔ 

¶ ᶏ  NTLM ᴍ ̆ ף Ⱶ ῤ  Microsoft Windows NTLM ᴍ Ȃ

Kaspersky Embedded Systems Security ᶏ ᴋⱵ Ҭ ף Ⱶ

̂ ’Ҋ̆ ᴋⱵ  ( SYSTEM) Ҋ ̃Ȃ 

¶ ᶏ  NTLM ᴍ ̆ ף Ⱶ ῤ  Microsoft Windows 

NTLM ᴍ ȂKaspersky Embedded Systems Security ᶏ ף

Ⱶ Ȃ ῀ ̆ ↓׆ Ҭ Ȃ 
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ץ̆ ¶ ᴍ Ȃ ῀ ̆ ↓׆ Ҭ Ȃ 

7. ľ Ŀ Ҭ ₯ľ ĿȂ 

Ʒ ҍ Kaspersky Lab Ⱶ ̆ ľ ĿᴋⱵҬ̔ 

1. Ҋץ  ӊѿ ꜚ └ ̔ 

¶ Ḡ ҉ └ Ȃ ᵬ̆ ľ  >  > Kaspersky 

Embedded Systems Security > ΐ > Kaspersky Embedded Systems Security 2.3 

└ ĿȂ 

¶ └ Ҍ Ḡ ҉ ꜚ̆ ⌠ Ḡ ̔  

a.  └ Ҭ ľKaspersky Embedded Systems SecurityĿ ҉Ҋ

Ȃ 

b. ľ ῒז Ŀ Ȃ 

c. ľ Ŀ Ҭ̆ ľῒז Ŀ̆ Ҭ̆ Ḡ

Ȃ 

ԍ ⌠ Microsoft Windows  Kaspersky Security Ⱶ

̂  234 ҉ ľ῏ԍ Kaspersky Security Ⱶ Ŀ №̃̆

ΐ Ȃ 

└ Ȃ 

2. └ Ҭ̆ ľ Ŀ Ȃ 

3. ľ Ŀ Ȃ 

4. Ḥ Ҭ ₯ľ Ŀ Ȃ 

5. ľᴋⱵ Ŀ Ҭ̆ ľ Ŀ Ȃ 

6. Ҭľᶏ ף Ⱶ  Kaspersky Lab Ⱶ ĿȂ 

7. ľᴋⱵ Ŀ Ҭ ₯ľ ĿȂ 

Ḡ ľ ĿᴋⱵҬ Ȃ 

Ʒ ľ ĿᴋⱵ̆ Ҋ↓ ᵬ̔ 

1.  └ Ҭ̆ ľ Ŀ Ȃ 

2. ľ Ŀ ҉Ҋ Ҭ̆ ľ ꜚĿ Ȃ 

ľ ĿᴋⱵ ꜚȂ  
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ⱳ ᴋⱵ ̆ ץ  Kaspersky Embedded Systems Security Ḥ Ҭ

Ȃ 

 

῏  

 Kaspersky Embedded Systems Security ̆ᶏ ľ῏ ĿᴋⱵ

ᴆȂ 

Ʒ ľ῏ ĿᴋⱵ̆ Ҋץ ̔ 

1.  └ Ҭ ľ Ŀ Ȃ 

2. ľ῏ Ŀ ҉Ҋ Ҭ̆ ľ ꜚĿ  Ȃפ

ᴋⱵ ꜚ̕ Ḥ Ҭ ᴋⱵ ľ ĿȂ 

Ʒ ᴋⱵ ̆ Ҋ↓ ᵬ̔  

ľ῏ Ŀ Ḥ Ҭ̆ ₯ľ ᴋⱵ Ŀ Ȃ 

 

ḱ ᴆ ḱ  Kaspersky Embedded Systems Security 

ץ ⱴ −  Kaspersky Embedded Systems Security ᴆȂ ᾢẢ ľ ᴆḠ ĿᴋⱵ̆

− ľ ᴆḠ Ŀ ᴆȂῒז ’Ҋ̆ Ả ᴆḠ ᴋⱵ  Kaspersky Security ⱵȂ 

Ḡ ̆Kaspersky Embedded Systems Security ᴪ Ҭ

− ᴆ ḱ ᴆ Ȃ 

Ʒ ḱ  Kaspersky Embedded Systems Security ᴆ ̔ 

1.  ľ Ŀ Ҭ̆ ľ Ŀ>ľKaspersky Embedded Systems SecurityĿ>ľḱ −

 Kaspersky Embedded Systems SecurityĿȂ 

ľḱ ȁḱ − Ŀ Ȃ 

2. ľḱ ᴆ ĿȂ ₯ľҊѿ >Ŀ Ȃ 

ľ ӈ Ŀ Ȃ 

3. ľ ӈ Ŀ ᴆ↓ Ҭ̆  Kaspersky Embedded Systems Security ׆

ⱴ − ᴆȂҹ ̆ Ҋץ ᵬ̔ 

¶ ᴆ ̆ ₯ ᴆ Ȃ ҉Ҋ Ҭ ̔ 

¶ ľ ᴆ ҉Ŀ̂ ѿҩ ᴆ̃̕ 
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¶ ľ ҉ ᴆ ῒ ᴆĿ̂ ѿ ᴆ̃Ȃ 

¶ − ᾢ╠ ᴆ̆ ₯ ᴆ Ȃ ҉Ҋ Ҭ ľ ᴆ

ҹҌ ĿȂ 

₯ľҊѿ >Ŀ Ȃ 

4. ľ ‰ Ŀ Ҭ̆ ₯ľ Ŀ ᴆ ᴆ Ȃ 

5. Ҭ̆ ₯ľ Ŀ Ȃ 

ḱ  Kaspersky Embedded Systems Security ᴆ Ȃ 

 Kaspersky Embedded Systems Security ₮ ̂Kaspersky Embedded Systems Security 

̕ᴋⱵ ꜚ̃̆ ץ ḱ  Kaspersky Embedded Systems SecurityȂ Ḡ  

Kaspersky Embedded Systems Security ╠ ḱ ̆ ѿҩ ץ  Kaspersky 

Embedded Systems Security ҹ ṿȂ 

Ʒ ᴋⱵ ḱ  Kaspersky Embedded Systems Security̆ Ҋץ ̔ 

1.  ľ Ŀ Ҭ̆ ľ ĿȂ 

2. ľKaspersky Embedded Systems SecurityĿȂ  

3. ľḱ −  Kaspersky Embedded Systems SecurityĿȂ 

ľḱ ȁḱ − Ŀ Ȃ 

4. ľḱ ᴆĿȂ ₯ľҊѿ >Ŀ Ȃ 

ᴪ ľḱ ᴆĿ Ȃ 

5. ľḱ ᴆĿ Ҭ̆ ᶏ ῒ  Kaspersky 

Embedded Systems Security̆↕ Ҭľ Ŀ Ȃ ₯ľҊѿ >Ŀ

Ȃ 

6. ľ‰ ḱ Ŀ Ҭ̆ ₯ľ Ŀ ḱ ᵬȂ 

7. ḱ ᵬ Ҭ̆ ₯ľ Ŀ Ȃ 

ᶏ ḱ  Kaspersky Embedded Systems SecurityȂ 

 

ᶏ  

῏ᶏ / ׆ Ḡ ҉−  Kaspersky Embedded Systems Security 

└ Ȃ 
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ῤ  

Kaspersky Embedded Systems Security  ................................ .............  60 

Kaspersky Embedded Systems Security └  ................................ .......  61 

 

 

Kaspersky Embedded Systems Security  

Ҍ  Windows ᵬ Ҭ̆ Ҍ Ȃ 

ᶏץ / ׆ Ḡ  Kaspersky Embedded Systems SecurityȂ 

׆ Ḡ  Kaspersky Embedded Systems Security ̆ ꜚ Ȃ ץ

Ȃ 

ᵬ ᶏ  UAC ⱳ ̂ └̃ Ḡ ↕̆Ҍ  Windows 

└ ȁḱ Ȃ 

 

Ḡ ̆Kaspersky Embedded Systems Security ᴪ Ҭ

− ᴆ ḱ ᴆ Ȃ 

Ʒ  Kaspersky Embedded Systems Security̔ 

1.  ľ Ŀ Ҭ̆ ľ ĿȂ 

2. ľKaspersky Embedded Systems SecurityĿȂ 

3. ľḱ −  Kaspersky Embedded Systems SecurityĿȂ 

ľḱ ȁḱ − Ŀ Ȃ 

4. ľ− ᴆ ᴆĿȂ ₯ľҊѿ >Ŀ Ȃ 

ľ Ŀ Ȃ 

5. ̆ ľ Ŀ Ҭ̔ 

a.  Ҭľ ₮ Ŀ ₮ ᶏ Kaspersky Embedded Systems Securityץ

Ȃ Ҭ Ȃ 



 

 

61 

 

 

 
 

b. Ҭľ ₮ ᴍ Ŀ Kaspersky Embedded Systems Security ᴍ ׆ץ̆ ₮

Ȃ Ҭ Ȃ 

c. ₯ľḠ ⌠Ŀ ₮⌠ ᴆ Ȃ ’Ҋ̆ᴪ ₮

⌠ %ProgramData%\Kaspersky Lab\Kaspersky Embedded Systems Security\UninstallȂ 

₯ľҊѿ >Ŀ Ȃ 

6. ľ ‰ Ŀ Ҭ̆ ₯ľ Ŀ Ȃ 

7. Ҭ̆ ₯ľ Ŀ Ȃ 

Kaspersky Embedded Systems Security ׆ Ḡ Ȃ 

 

Kaspersky Embedded Systems Security └  

Ҍ  Windows ᵬ Ҭ̆ Ҍ Ȃ 

ᶏץ / ׆̆ └ Ȃ 

└ ̆ ꜚ Ȃ 

Ʒ └ ̆ Ҋ↓ ̔ 

1.  ľ Ŀ Ҭ̆ ľ ĿȂ 

2. ľKaspersky Embedded Systems SecurityĿȂ 

3. ľḱ −  Kaspersky Embedded Systems Security 2.3 ΐĿȂ 

ľḱ ȁḱ − Ŀ Ȃ 

4. ľ− ᴆ ᴆĿ ₯ľҊѿ >Ŀ Ȃ 

5. ľ ‰ Ŀ Ȃ ₯ľ Ŀ Ȃ 

ľ Ŀ Ȃ 

6. ₯ľ ĿȂ 

̆ ̆ғ ῏ Ȃ 
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׆ פ  

׃ ԅ׆ פ  Kaspersky Embedded Systems Security Ḥ ̆ ׆ פ

 Kaspersky Embedded Systems Security פ ᶛ̆ץ ׆ פ ⱴ  Kaspersky 

Embedded Systems Security ᴆ פ ᶛȂ 

ῤ  

῏ԍ׆ פ  Kaspersky Embedded Systems Security ............................  62 

 Kaspersky Embedded Systems Security פ ᶛ ................................ ...  62 

 Kaspersky Embedded Systems Security ᵬ ...............................  64 

ⱴ/− ᴆȂ פ ᶛ ................................ ................................ .  65 

Kaspersky Embedded Systems Security Ȃ פ ᶛ................................ ....  66 

ף  ................................ ................................ ...............  66 

 

 

῏ԍ׆ פ  Kaspersky Embedded Systems Security 

ᶏ ̆ ׆ץ פ  \product\ess_x86( x64) .msi ᴆ̆  

Kaspersky Embedded Systems Security̆ץ ⱴ − ῒ ᴆȂ 

ľ ΐĿ ץ Ḡ ҉ ῒז Ḃץ̆҉ ҍ └

ᶏ Ȃ ᵬ̆ ᶏ  \console\esstools.msi Ȃ 

ԅ ҉̆ᶏ Ҭ Ȃ 

ⱴ Ḡ ҉  \product\ess_x86.msi  \product\ess_x64.msi ᴆҬ ѿ

ҩ̆ ᶏ  Kaspersky Embedded Systems SecurityȂ 

ᶏץ  ADDLOCAL פ ̆ ↓₮ ᴆ ᴆ ף ̆ ᴆ Ȃ 

 

 Kaspersky Embedded Systems Security פ ᶛ 

ᶫ  Kaspersky Embedded Systems Security ᶏ פ ᶛȂ 
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 32 ᵝ  Microsoft Windows ҉̆ № Ҭ  x86 ᴆȂ  

64 ᵝ  Microsoft Windows ҉̆ № Ҭ  x64 ᴆȂ 

῏ᶏ  Windows Installer ‰ פ פ Ḥ ̆ ᶫ  Microsoft ᶫ ҬȂ 

setup.exe ᴆ ׆  Kaspersky Embedded Systems Security ᶛ 

Ʒ ҍ ԑꜚ ’Ҋᶏ  Kaspersky Embedded Systems Security̆

Ҋץ  ̔פ

\product\setup.exe /s/p EULA=1 PRIVACYPOLICY=1 

ᶏץ Ҋץ  Kaspersky Embedded Systems Security̔ 

¶ ֽ ľ ᴆḠ Ŀ ľ Ŀ ᴆ̕ 

¶ ꜚ Kaspersky Embedded Systems Security Ҍ ᴆḠ ̕ 

¶ Ҍ  Microsoft Corporation ׆ Ҭ ᴆ̕ 

ᵬ̆ Ҋץ  ̔פ

\product\setup.exe /p "ADDLOCAL=Oas RUNRTP=0 ADDMSEXCLUSION=0"  

ԍ פ ᶛ̔  .msi ᴆ 

Ʒ ҍ ԑꜚ ’Ҋᶏ  Kaspersky Embedded Systems Security̆

Ҋץ  ̔פ

msiexec /i ess.msi /qn EULA=1 PRIVACYPOLICY=1 

Ʒ ᶏ  Kaspersky Embedded Systems Security ̆ ץ

Ҋ  ̔פ

msiexec /i ess.msi /qf EULA=1 PRIVACYPOLICY=1 

Ʒ  Kaspersky Embedded Systems Security ᶏ ᴆ C:\0000000A.key ̔ 

msiexec /i ess.msi LICENSEKEYPATH=C:\0000000A.key /qn EULA=1 PRIVACYPOLICY=1 

Ʒ  Kaspersky Embedded Systems Security ∆ ꜚ ꜚ ̆

Ҋץ  ̔פ

msiexec /i ess.msi PRESCAN=1 /qn EULA=1 PRIVACYPOLICY=1 
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Ʒ  Kaspersky Embedded Systems Security ᴆ  C:\ESS Ҭ̆ Ҋץ  ̔פ

msiexec /i ess.msi INSTALLDIR=C:\ESS /qn EULA=1 PRIVACYPOLICY=1 

Ʒ  Kaspersky Embedded Systems Security ҹ ess.log ᴆḠ Ữ 

Kaspersky Embedded Systems Security msi ᴆ ᴆ Ҭ̆ Ҋץ  ̔פ

msiexec /i ess.msi /l*v ess.log /qn EULA=1 PRIVACYPOLICY=1 

Ʒ  Kaspersky Embedded Systems Security └ ̆ Ҋץ  ̔פ

msiexec /i esstools.msi /qn EULA=1 

Ʒ  Kaspersky Embedded Systems Security ᶏ ᴆ C:\0000000A.key ̆ ғ

ᴆ C:\settings.xml Ҭ  Kaspersky Embedded Systems Security̆ Ҋץ

 ̔פ

msiexec /i ess.msi LICENSEKEYPATH=C:\0000000A.key CONFIGPATH=C:\settings.xml /qn 

EULA=1 PRIVACYPOLICY=1 

Ʒ  Kaspersky Embedded Systems Security Ḡ ’Ҋ Ҁ̆ ץ

Ҋ  ̔פ

msiexec /p "<msp ᴆ >" UNLOCK_PASSWORD=< > 

 

 Kaspersky Embedded Systems Security ᵬ 

 Kaspersky Embedded Systems Security̆ ᴪ ꜚḠ ᴋ

ⱵȂ  Kaspersky Embedded Systems Security Ҭľ Ḡ Ŀ̆

ᴆ ̆ ᴪ ֓ ȂKaspersky Embedded Systems Security 

ҩ ԓ ҉ 8 ľ῏ ĿᴋⱵȂ  

 Kaspersky Embedded Systems Security Ҋ↓ ̔ 

¶ ꜚ Kaspersky Embedded Systems Security ᴋⱵȂ  Kaspersky Embedded 

Systems Security ᶏ ῒ№ Ҭ Ȃ ױ  Kaspersky Embedded 

Systems Security Ȃҹ ̆ ľ ĿᴋⱵȂ ⅞̆

ѿ Ȃ 
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ᶛ ̆ ץ Ҋץ פ ľ ĿᴋⱵ̔ 

KAVSHELL UPDATE /KL /PROXY:proxy.company.com:8080 /AUTHTYPE:1 

/PROXYUSER:inetuser /PROXYPWD:123456 

’Ҋ̆ Kaspersky Lab Ⱶ ׆ Ҋ  Kaspersky Embedded Systems Security 

Ȃ ף Ⱶ ף̂ Ⱶ p̔roxy.company.com̆ 8̔080 ҍ̃ ̆

ᶏ ῤ  Windows NTLM ᴍ Ⱶ ̂ i̔netuser̕ 1̔23456 Ȃ̃ 

¶  Kaspersky Embedded Systems Security ӊ╠ Ḡ ҉ ᴋᵥΐ ᴆ

Ḡ ᴆ̆ ľ῏ ĿȂ 

Ʒ ᶏ פ ꜚľ῏ ĿᴋⱵ̔ 

KAVSHELL SCANCRITICAL /W:scancritical.log 

פ ᴋⱵ Ḡ ╠ ᴆ ῤ ҹ scancritical.log ᴆҬȂ 

¶ ῏ Kaspersky Embedded Systems Security Ԋᴆ Ȃ 

 

 

ⱴ/− ᴆȂ פ ᶛ 

ľ Ŀ ᴆ ꜚ Ȃ ⱴ −  Kaspersky Embedded Systems Security ᴆ╠̆

 ADDLOCAL ṿ↓ Ҭ Ȃ 

Ʒ ľ ꜚ └Ŀ ᴆ ⱴ⌠ ᴆ̆ Ҋץ  ̔פ

msiexec /i ess.msi ADDLOCAL=Oas,AppCtrl /qn  

 

\product\setup.exe /s /p " ADDLOCAL=Oas,AppCtrl"  

ᴆҍ ᴆ↓ ѿ ̆↕ Kaspersky Embedded Systems Security 

ᴆȂ 

Ʒ − ᴆ̆ Ҋץ  ̔פ

msiexec /i ess.msi " ADDLOCAL=Oas,Ods,Ksn,AntiExploit,DevCtrl,Firewall,AntiCryptor, 

LogInspector,AKIntegration,PerfMonCounters,SnmpSupport,Shell,TrayApp,AVProtection,RamDisk 

REMOVE=AppCtrl,Fim" /qn 
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Kaspersky Embedded Systems Security Ȃ פ ᶛ 

Ʒ ׆ Ḡ  Kaspersky Embedded Systems Security̆ Ҋץ  ̔פ

msiexec /x ess.msi /qn  

 

¶ ԍ 32 ᵝ ᵬ ̔ 

msiexec /x { 51AACF7F- 421E- 40FA- B2B7- FCFE0BACF505} /qn 

¶ ԍ 64 ᵝ ᵬ ̔ 

msiexec /x { 673F3697- 9D6C- 4CF4- BB28- 478492F45DDC} /qn 

Ʒ  Kaspersky Embedded Systems Security └ ̆ Ҋץ  ̔פ

msiexec /x esstools.msi /qn  

 

¶ ԍ 32 ᵝ ᵬ ̔ 

 msiexec /x { 26E7C356- E535- 4434- 9AB1- F1EA4E8A70F4} /qn  

¶ ԍ 64 ᵝ ᵬ ̔ 

msiexec /x { 7EC1A40D- 52F4- 4F8F- 93BA- F6E68B152C26} /qn 

Ʒ ׆ Ḡ Ḡ ҉  Kaspersky Embedded Systems Security̆ Ҋץ

 ̔פ

¶ ԍ 32 ᵝ ᵬ ̔ 

msiexec /x { 51AACF7F- 421E- 40FA- B2B7- FCFE0BACF505} UNLOCK_PASSWORD=*** /qn 

¶ ԍ 64 ᵝ ᵬ ̔ 

msiexec /x { 673F3697- 9D6C- 4CF4- BB28- 478492F45DDC} UNLOCK_PASSWORD=*** /qn 

 

ף  

Ҋ ԅ פ ף ↓ Ȃ 

ף .6   
 

ף   
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ף   

1324 ᴆ Ȃ 

25001  Kaspersky Embedded Systems SecurityȂ ̆

ᶏ ꜚ Ȃ 

25003 Kaspersky Embedded Systems Security Ҍ  Microsoft 

Windows ҉Ȃ ꜚ ԍ 64 ᵝ  Microsoft Windows Ȃ 

25004 ⌠ҌῚ ᴆȂ ̆ Ҋץ ᴆ̔<ҌῚ ᴆ↓ >Ȃ 

25010 Ҍ ԍḠ Ȃ 

25011

  

ԍḠ ᴆ Ȃ 

26251

  

Ҋ  DLLȂ 

26252

  

Ҋ  DLLȂ 

27300

  

Ҍ ꜚ Ȃ 

27301

  

Ҍ ꜚ Ȃ 

27302

  

Ҍ ᴆȂ ⌠ Ȃ 

27303

  

⌠ Ȃ 

 

 

 

ᶏ  Kaspersky Security Center  

῏  Kaspersky Security Center  Kaspersky Embedded Systems Security Ḥ

Ȃ ׃ ԅ ᵥ  Kaspersky Security Center  Kaspersky Embedded Systems 

Security ץ  Kaspersky Embedded Systems Security ᵬȂ 
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ῤ  

῏  Kaspersky Security Center Ḥ  ................................ .......  68 

 Kaspersky Embedded Systems Security ................................ .  68 

 Kaspersky Security Center  Kaspersky Embedded Systems Security ...............  69 

 Kaspersky Embedded Systems Security ᵬ ...............................  71 

 Kaspersky Security Center └  ................................ .......  71 

 Kaspersky Security Center  Kaspersky Embedded Systems Security ...............  72 

 

 

῏  Kaspersky Security Center Ḥ  

ץ  Kaspersky Security Center̆ᶏ ᴋⱵ  Kaspersky Embedded Systems 

SecurityȂ 

ᴋⱵ ̆ ҉ᶏ  Kaspersky Embedded Systems SecurityȂ 

ץ ⌠ѿҩ Ҭ̆ ғ ⇔ץ ᴋⱵ ҉  Kaspersky 

Embedded Systems SecurityȂ 

⇔ץ ѿҩᴋⱵ̆ Ҍ ԍ ѿ ҉  Kaspersky Embedded Systems 

SecurityȂ⇔ ᴋⱵ ̆  Kaspersky Embedded Systems Security ҩ

↓ Ȃ 

῏ ᴋⱵ Ḥ ̆  Kaspersky Security Center ꜛȂ 

 

 Kaspersky Embedded Systems Security  

Ҋ ץ ’Ҋ̆ ̂− ̃ᴋⱵҬ ҩ Ḡ

Ҭ̔ 

¶  Kaspersky Security Center ף  Kaspersky Embedded Systems 

Security ҉̂Ҍ ֓ ᵝԍ ҩ ̆ ױ ԍᴋᵥ ̃Ȃ 

ף ҉̆ ᶏץ ᴋⱵ  Kaspersky Embedded 

Systems SecurityȂ ף ӊ╠̆ Ḡ ᴋⱵҬ

ҬȂ 
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¶  Kaspersky Embedded Systems Security Ⱶ ѿҩ Ҭ̆ғ

Ⱶ ľץ Ŀ ᴍ Ύ̂ ҉ΐ Ȃ̃ 

’Ҋ̆ ᶏ ľ └ Ŀ ̆ ᴋⱵ׆ Ⱶ Ȃ 

└ ̂ ̃ Ҋ ᴋⱵ ῒזᴋⱵ ̆ ҉ ΐ Ҋץ

̔ 

¶ Ȃ 

¶ Admin$ ῍֣ Ȃ 

¶ ᵬҹ Ⱶ Ȃ 
 

 Kaspersky Security Center  Kaspersky Embedded Systems 
Security 

῏ ⇔ ᴋⱵ Ḥ ̆ ȇKaspersky Security Center ȈȂ 

ץ  Kaspersky Security Center  Kaspersky Embedded Systems Security̆ Ḡ

Ҋץ ᴆ̔ 

¶ ԅ Kaspersky Security Center Ⱶ ҉ ԅ ᴆ̂Kaspersky 

Embedded Systems Security № Ҭ  \product\klcfginst.exe ᴆ̃Ȃ 

¶ Kaspersky Security Center ף Ḡ ҉Ȃ  Kaspersky Security Center 

ף Ḡ ҉̆ ᶏץ ᴋⱵ  Kaspersky Embedded 

Systems SecurityȂ 

Ӟ ץ ⌠ѿҩ Ҭ̆ץḂץ ᶏ  Kaspersky Security Center ᴋⱵ

Ḡ Ȃ 

Ʒ ᶏ ᴋⱵ  Kaspersky Embedded Systems Security̔ 

1.  ꜚ Kaspersky Security Center └ Ȃ 

2.  Kaspersky Security Center Ҭ̆ ľ Ŀ Ȃ 

3. ľ Ŀ Ȃ  

4. ľ Ŀ Ḥ Ҭ̆ ₯ľ⇔ Ŀ Ȃ 

5. ľ⇔  Kaspersky Lab Ŀ Ȃ 

6. ῀ Ȃ 

7.  Kaspersky Embedded Systems Security № Ҭ  ess.kud ᴆҹ ᴆȂ 
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ľ Ŀ Ȃ 

8. ᴆ̆ Ҭľ

ᴆĿ ľ Ŀ ץ Ȃ 

Ȃ 

9.  Kaspersky Embedded Systems Security ᴆ ̂  58 ҉ ľḱ

ᴆ ḱ  Kaspersky Embedded Systems SecurityĿ ץ̃№ Ҭ ̂

 41 ҉ ľWindows Installer Ⱶ פ Ŀ №̃̔ 

a.   Kaspersky Security Center Ҭ̆ ľ Ŀ Ȃ 

b. ľ Ŀ Ḥ Ҭ̆ ⇔  Kaspersky Embedded Systems Security 

҉Ҋ ̆ ľ ĿȂ  

c. ľ Ŀ № ľ : < >Ŀ ̆ Ҋץ ᵬ̔ 

a.  ľ ᴆĿ Ҭ̆ Ҭ  Kaspersky Embedded Systems Security 

ᴆ Ȃ 

b. ᴆ ץ ᴆ ̆ ľ ᴆ Ŀ ᴆ Ȃ 

ᴆ ץ Ȃ ᴆ ҉Ҍ ̆ ⇔ Ȃ 

c. ľ Ŀ Ҭ̆ Ҋץ ̔ 

¶ ӊ╠ Ȃ 

¶ Ḡ Ȃ 

¶  Microsoft ᴆ ⱴ⌠ ↓ Ȃ 

d.  Kaspersky Lab ᴆ ⱴ⌠ ↓ Ȃ 

d. ľ : < >Ŀ Ҭ̆ ₯ľ ĿȂ 

10. ľ Ŀ Ҭ ⇔̆ ѿҩᴋⱵ̆ ̂ ҉̃  Kaspersky Embedded 

Systems SecurityȂ ᴋⱵ Ȃ 

ԅ ⇔ ᴋⱵ Ḥ ̆  Kaspersky Security Center ꜛȂ 

11.  Kaspersky Embedded Systems Security ᴋⱵȂ 

Kaspersky Embedded Systems Security ԍ ᴋⱵҬ ҉Ȃ 
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 Kaspersky Embedded Systems Security ᵬ 

 Kaspersky Embedded Systems Security ̆ ҉  Kaspersky Embedded Systems 

Security ̆  Kaspersky Embedded Systems Security ӊ╠̆ ҉

Ḡ ⱳ ̆↕ ῏ Ȃ 

ԅ Kaspersky Embedded Systems Security  Kaspersky Security Center Ҭ ԍ

ѿҩ ̆ ᶏץ Ҋץ ֓ᴋⱵ̔ 

1.  ҹ ԅ Kaspersky Embedded Systems Security ⇔ ľ ĿᴋⱵȂ  

Kaspersky Security Center Ⱶ ҹ Ȃ 

2. ⇔ ҹľ῏ Ŀ ľ Ŀ ᴋⱵȂKaspersky Security Center ᴋⱵ

̂ Ҍ ľ῏ ĿᴋⱵ ̃ ᵀ Ҭ ῃ Ȃ 

3. ҹ ⇔ Ȃ ľ Ŀ №Ҭ̆Ả ᴋⱵ ⅞

ꜚ̆ ľ ᴋⱵĿ № ҬẢ ᴋⱵȂ 

ץ ῏ Kaspersky Embedded Systems Security Ԋᴆ Ȃ 

 

 Kaspersky Security Center └  

῏⇔ ᴋⱵ Ḥ ̆ ȇKaspersky Security Center ȈȂ 

Ʒ ᶏ ᴋⱵ └ ̆ Ҋ↓ ᵬ̔ 

1.   Kaspersky Security Center └ Ҭ̆ ľ Ŀ Ȃ  

2. ľ Ŀ Ȃ 

3. ľ Ŀ Ḥ Ҭ̆ ₯ľ⇔ Ŀ Ȃ ⇔ ̔ 

a.  ľ Ŀ Ҭ̆ ľ⇔ ᴆ Ŀᵬҹ Ȃ 

b. ῀ Ȃ 

c.  Kaspersky Embedded Systems Security № ᴆ Ҭ  \console\setup.exe ᴆ̆

Ҭľ ҩ ᴆ └⌠ Ŀ Ȃ 

d. ̆ ᶏץ  ADDLOCAL פ ḱ ľ ᴆ ꜚ ̂ ̃Ŀ

Ҭ ᴆ ̆ ḱ ᴆ Ȃ 
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ᶛ ̆ └ ᴆ  C:\KasperskyConsole Ҭ̆ Ҍ ꜛ ᴆ

̆ ᶏ Ҋץ פ ̔ 

/s /p " ADDLOCAL=MmcSnapin INSTALLDIR=C:\KasperskyConsole EULA=1"  

4. ľ Ŀ Ҭ̆⇔ ѿҩᴋⱵ̆ ̂ ̃҉ └ Ȃ

ᴋⱵ Ȃ 

ԅ ⇔ ᴋⱵ Ḥ ̆  Kaspersky Security Center ꜛȂ 

5. ᴋⱵȂ 

└ ⌠ ᴋⱵ ҉Ȃ 

 

 Kaspersky Security Center  Kaspersky Embedded Systems 
Security 

҉  Kaspersky Embedded Systems Security Ḡ ̆ ⇔ ԍ

ҩ ᴋⱵ ῀ Ȃ  Kaspersky Security Center Ҭ Ḡ ̆

Kaspersky Embedded Systems Security ׆ Ḡ ⱳ ̆ ҉ ῀ ҍ

ṿ ȂҌᴪ׆ῒז  Kaspersky Embedded Systems SecurityȂ 

Ʒ  Kaspersky Embedded Systems Security̆  Kaspersky Security Center └ Ҭ

Ҋ↓ ̔ 

1.   Kaspersky Security Center └ Ҭ̆⇔ ꜚ − ᴋⱵȂ 

2. ᴋⱵҬ̆ ̂ҍ ᵌ̆ ҉ѿ ̃ Ⱶ

Ȃ ᶏֽץ  Kaspersky Embedded Systems Securitŷ

 41 ҉ ľWindows Installer Ⱶ פ Ŀ №̃Ȃ 

 

 

 Active Directory  

׃ ԅ  Active Directory  Kaspersky Embedded Systems SecurityȂ

῏  Kaspersky Embedded Systems Security ᵬ Ḥ Ȃ 
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ῤ  

 Active Directory  Kaspersky Embedded Systems Security ...................  73 

 Kaspersky Embedded Systems Security ᵬ ...............................  74 

 Active Directory  Kaspersky Embedded Systems Security ...................  74 

 

 

 Active Directory  Kaspersky Embedded Systems 
Security 

ץ  Active Directory ҉  Kaspersky Embedded Systems SecurityȂ

ץ └ Ȃ 

 Kaspersky Embedded Systems Security └ ѿҩ Ҭ ѿҩ

ᾝҬȂ 

ᶏ  Kaspersky Embedded Systems Security ᵬ ҹ ᵝ ̂32 ᵝ  

64 ᵝ̃Ȃ 

ΐ Ȃ 

 Kaspersky Embedded Systems Security̆ ᶏ  ess_x86( x64) .msi Ȃ

└ ̆ ᶏ  esstools.msi Ȃ 

῏ᶏ  Active Directory Ḥ ̆ ᶫ  Microsoft ᶫ ҬȂ 

Ʒ  Kaspersky Embedded Systems Security ̂ └ ̃̔ 

1.  ԍ  Microsoft Windows ᵬ ᵝ ̂32 ᵝ  64 ᵝ̃  msi ᴆḠ ⌠

└ ҉ Ὲ῍ ᴆ ҬȂ 

2. ᴆ̂  82 ҉ ľ῏ԍ ᴆĿ № Ḡ̃ └ ҉ ѿῈ῍ ᴆ ҬȂ 

3. └ ҉ Ὲ῍ ᴆ Ҭ̆⇔ ѿҩ Ҋῤץ  install_props.json ᴆ̆

Ȃ 

{  

" EULA" : " 1" , 

" PRIVACYPOLICY" : " 1"  

}  
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4. └ ҉̆ҹ ⇔ Ȃ 

5. ᶏ ľ Ŀ̆ ľ Ŀ Ҭ⇔ Ȃץ UNC ̂

̃  Kaspersky Embedded Systems Securitŷ └ ̃ msi ᴆ Ȃ 

6. ľ Ŀ ľ Ŀ Ҭ̆ Ҭ Windows Installer ľ ᶏ

Ŀ Ȃ 

7. ᶏ  gpupdate /force פ Ȃ 

Kaspersky Embedded Systems Security ꜚ ⌠ ֓ ҉Ȃ 

 

 Kaspersky Embedded Systems Security ᵬ 

Ḡ ҉  Kaspersky Embedded Systems Security ̆

῏ Ȃ ׆ץ └ ֓ ᵬ̂  55 ҉ ľ  Kaspersky 

Embedded Systems Security ᵬĿ №̃Ȃ 

ץ ῏ Kaspersky Embedded Systems Security Ԋᴆ Ȃ 

 

 Active Directory  Kaspersky Embedded Systems 
Security 

Ҭᶏ ԅ Active Directory  Kaspersky Embedded Systems Securitŷ

└ ̃̆ ↕ ᶏץ  Kaspersky Embedded Systems Securitŷ └ Ȃ̃ 

ᶏֽץ Ȃ 

῏ᶏ  Active Directory Ḥ ̆ ᶫ  Microsoft ᶫ ҬȂ 

 

Ḡ ̆↕ ᶏ  Active Directory  Kaspersky Embedded 

Systems SecurityȂ 

Ʒ  Kaspersky Embedded Systems Securitŷ └ ̃̔ 

1.  └ ׆̆҉  Kaspersky Embedded Systems Security └ Ҭ

ᾝȂ 

2. ľ ĿҬ ҹ  Kaspersky Embedded Systems Security ⇔ ̆ ľ

ᴆ Ŀ ̂ľ  > ᴆ  > ᴆ Ŀ̃Ҭ  Kaspersky Embedded Systems 

Security ̂ └ ̃ ҉Ҋ ̆ ľ ᴋⱵ > − Ŀ  Ȃפ
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3. ľ ׆ Ҭ ᴆĿȂ 

4. ᶏ  gpupdate /force פ Ȃ 

Kaspersky Embedded Systems Security  Microsoft Windows ╠׆ Ҭ

− Ȃ 

 

 

 Kaspersky Embedded Systems Security ⱳ Ȃᶏ  
EICAR  

׃  EICAR ץ ᵥᶏ  EICAR  Kaspersky Embedded Systems Security 

Ḡ ⱳ Ȃ 

ῤ  

῏ԍ EICAR  ................................ ................................ ...  75 

Ḡ ⱳ  ................................ .............................  76 

 

 

῏ԍ EICAR  

’Ȃ ᴪ ( EICAR) Ȃ 

Ҍ ̆Ҍ ף ̆ᵖ №ᶫ

≢ҹ Ȃ 

ᴆ ҹ eicar.comȂ   EICAR ׆ץ

http://www.eicar.org/anti_virus_test_file.htm Ҋ ᴆȂ 

ᴆḠ ꜚ ҉ ᴆ ӊ╠̆ Ḡ ꜚ ҉ ᴆḠ Ȃ 

eicar.com ᴆ ѿҩ Ȃ ᴆ ̆Kaspersky Embedded Systems Security ᴪ

Ҭ ̆ ᴆ№ ľ Ŀ − Ȃ ῏ ᴆҬ ⌠ Ḥ ̆

└ ᴋⱵ ҬȂ 

http://www.eicar.org/anti_virus_test_file.htm
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ᶏץ  eicar.com ᴆ  Kaspersky Embedded Systems Security ᵥ ᵥ

ᵌ Ȃ ᵬ̆ᶏ ᴆ̆ Ҋץ Ҭ↓₮ ῒҬѿҩ╠ ⱴ⌠

ᴆҬ ̆ ᴆḠ ҹ ̆ᶛ  eicar_cure.comȂ 

ҹ Ḡ Kaspersky Embedded Systems Security ╠  eicar.com ᴆ̆ ľ Ḡ Ŀ

ῃ №Ҭ̆ҹ Kaspersky Embedded Systems Security ľ ᴆḠ ĿᴋⱵ ľ

ĿᴋⱵ ľ ĿṿȂ 

 7. EICAR ᴆҬ ╠  
 

╠  ᴆ  Kaspersky Embedded Systems Security ᵬ 

╠  Kaspersky Embedded Systems Security № ľ Ŀ − Ȃ 

SUSP-  Kaspersky Embedded Systems Security № ⌠ № ľ ᵌ Ŀ

− ̆ ҹҌᴪ ᵌ Ȃ 

WARN-  Kaspersky Embedded Systems Security ̂ ף ҍ ף № ̃

№ ľ ᵌ Ŀ − ̆ ҹҌᴪ ᵌ Ȃ 

CURE-  Kaspersky Embedded Systems Security № ľ Ŀ Ȃ ⱳ

̆↕ ᴆҬ ῃ ľCUREĿѿ ף Ȃ 

 

 

Ḡ ⱳ  

 Kaspersky Embedded Systems Security ̆ ץ  Kaspersky Embedded Systems Security 

ף Ȃ ̆ ᶏץ  EICAR ̂  75 ҉ ľ῏ԍ EICAR 

Ŀ №̃Ȃ 

Ʒ ľ Ḡ Ŀⱳ ̆ Ҋ↓ ̔ 

1. EICAR  http://www.eicar.org/anti_virus_test_file.htm Ҋ ׆   eicar.com ᴆȂ Ḡ ⌠

Ҭᴋѿ ꜚ ҉ Ὲ῍ ᴆ ҬȂ 

ᴆḠ ⌠ ᴆ ӊ╠̆ Ḡ ᴆ ᴆḠ Ȃ 

2. ᵬ̆ Ḡ Ḡ Ḡ  eicar.com ᴆ

ԅ Microsoft Windows Messenger ⱵȂ 

3. └ Ȃ 

http://www.eicar.org/anti_virus_test_file.htm


 

 

77 

 

 

 
 

4. ᶏ ҊῒҬѿץ ̆ Ḡ  eicar.com ᴆ └⌠ Ḡ ꜚ ҉̔ 

¶ ľ ⱵĿ ̆ ᶏ ⌠ ̆  

eicar.com ᴆ └⌠ Ȃ 

¶ ľMicrosoft Windows Messenger ⱵĿ ̆ ᶏ ᵝ ׆

Ḡ  eicar.com ᴆ └ Ȃ 

Ҋץ ᴆ̆↕ľ ᴆḠ Ŀ ᵬ̔ 

¶ eicar.com ᴆ ׆ Ḡ − Ȃ 

¶ └ Ҭ̆ᴋⱵ ҹľ῏ ĿȂ ѿ ̆ῒҬ  eicar.com 

ᴆҬ Ḥ Ȃ̂ ᴋⱵ ̆ └ Ҭ̆ ľ Ḡ Ŀ ̆

ľ ᴆḠ ĿᴋⱵ̆ Ḥ Ҭ ₯ľ ᴋⱵ Ŀ ̃Ȃ 

Ҭ׆ ¶ └ ᴆ ҉ᴪ Ҋ Microsoft Windows Messenger Ⱶץ ̔

Kaspersky Embedded Systems Security  <Ԋᴆ >  <

> ҉  < ҉ ᴆ >\eicar.com Ȃ ̔ ⌠ Ȃ ̔

EICAR- Test- FileȂ ̔< >Ȃ Ҭ׆>̔ └ ᴆ >Ȃ 

Ḡ Microsoft Windows Messenger Ⱶ Ҭ׆ └ eicar.com ᴆ ҉ Ȃ 

Ʒ ľ Ŀⱳ ̆ Ҋץ ̔ 

1. EICAR  http://www.eicar.org/anti_virus_test_file.htm Ҋ ׆   eicar.com ᴆȂ Ḡ ⌠

Ҭᴋѿ ꜚ ҉ Ὲ῍ ᴆ ҬȂ 

ᴆḠ ⌠ ᴆ ӊ╠̆ Ḡ ᴆ ᴆḠ Ȃ 

2. └ Ȃ 

Ҋץ .3 ᵬ̔ 

a.  └ Ҭ ľ Ŀ Ȃ 

b. ľ῏ Ŀ Ȃ 

c. ľ Ŀ ҉̆ ľ Ŀ ҉Ҋ ̆ ľ ⱴ ᴆĿȂ 

d. ץ UNĈ ᶛ̃ ῀ eicar.com ᴆ ҉ Ȃ 

e. ̆ ⱴ ῤȂ 

f. ľ῏ ĿᴋⱵȂ 

http://www.eicar.org/anti_virus_test_file.htm
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Ҋץ ᴆ̆↕ ̔ 

¶ eicar.com ᴆ ׆ ꜚ Ҭ− Ȃ 

¶ └ Ҭ̆ᴋⱵ ҹľ῏ ĿȂľ῏ ĿᴋⱵ ѿ ̆

ῒҬ  eicar.com ᴆҬ Ḥ Ȃ̂ ᴋⱵ ̆ └ Ҭ ľ

Ŀ ̆ ľ῏ ĿᴋⱵ̆ Ḥ Ҭ ₯ľ ᴋⱵ Ŀ Ȃ̃ 
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ᶏץ ᴆ └ └ Kaspersky Embedded Systems SecurityȂ  

ľᶏ └ Ŀ №Ҭ׃ ԅ └ Ҭ ᵬ̂  138 ҉ ľᶏ  

Kaspersky Embedded Systems Security └ Ŀ №̃Ȃ  

Kaspersky Security Center └ ԍᶏ ᴆ ᵬȂ ῏ Kaspersky Security Center 

Ḥ ̆  Kaspersky Security Center ꜛȂ  
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ᶫԅҍ ῏ Һ Ḥ Ȃ 

ῤ  

῏ԍ  ................................ ...............................  80 

῏ԍ  ................................ ................................ ...........  81 

῏ԍ ӥ ................................ ................................ .......  81 

῏ԍ  ................................ ................................ ...............  82 

῏ԍ ᴆ ................................ ................................ ...........  82 

῏ԍ  ................................ ................................ .............  83 

῏ԍ ᶫ ................................ ................................ ...........  83 

ᶏ  ................................ ...........................  85 

ᶏ  ................................ ................................ .  86 

῏ ╠ Ḥ  ................................ .............................  87 

⌠ ⱳ └ ................................ ...............................  89 

 ................................ ................................ ...........  89 

−  ................................ ................................ ...............  90 

 

 

῏ԍ  

ҍ AO Kaspersky Lab ӊ ̆ῒҬ ԅᶏ

Ȃ 

ה ̆ Ῥ ᶏ Ȃ 

ץ Ҋץ ̔ 

¶  Kaspersky Embedded Systems Security  

¶  license.txt ᴆȂ № Ҭ 
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ѿ ̆ Ȃ

Ҍ ̆↕ Ҭ ̆ғҌ ᶏ Ȃ 

 

῏ԍ  

ῤᶏ ̆ ҹ ԇ Ȃ 

ᶏ Ҋץ Ⱶ̔ 

¶ ᶭ ᶏ  

¶  

Ⱶ ᶏ ‗ԍ Ȃ 

ᶏ ӯ ҙ ᴆ Ȃ 

ҙ ӯ ԇ ט Ȃ 

Kaspersky Embedded Systems Security ץҊ ҙ ̔ 

¶ Kaspersky Embedded Systems Security ‰ Ȃ 

¶ Kaspersky Embedded Systems Security Compliance Edition ̆ ңҩ

ᴆ̔ľ ᴆ Ŀ ľ ĿȂ 

ҙ ⌠ ̆ ̆ᵖῒ ֓ⱳ ᴪ ҹҌ ̂ᶛ ̆  Kaspersky 

Embedded Systems Security ̃Ȃ ᶏ  Kaspersky Embedded Systems Security 

ⱳ ̆ ҙ Ȃ 

ҹ Ḡ Ḡ ᾧ ῃ ̆ ױ ⌠ ӊ╠ Ȃ 

Ḡ ⱴ ⱴ ⌠ ԍ ꜚ Ȃ  

 

῏ԍ ӥ 

ӥ ҍ ᴆ ̂ ̃ѿ ⌠ Ȃ 

ӥ ῏ ᶫ ҊḤץ ̔ 

¶  

¶ ῏ ԇ Ḥ  
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¶ ῏ ᶏץ ᶫ Ḥ  

¶ ᾝ └̂ᶛ ̆ ᶏץ ᶫ ̃ 

¶  

¶ ⌠  

¶  
 

῏ԍ  

ѿұᵝ ̆ ᶭץ ᶏ Ȃ

 Kaspersky Lab Ȃ 

ץ ᴆ Ҭ ⱴ Ȃ Ҭ ⱴ ̆ Ҭץ ѿ

↓ Ȃ 

Kaspersky Lab ᴪ ԍ ҩ ῒ ⱴ⌠ ҬȂ ԅ ̆

↕ ⱴῒז ᶏץ ᵬȂ 

ץ ľ ꜚ Ŀ ľ ⱴ ĿȂ 

ꜚ ╠ ᶏ ᴆץᶏ ᵬȂ ץ ҙ

ⱴҹ ꜚ Ȃ ѿҩ ꜚ Ȃ 

ⱴ ᶏ ᵖ ╠ ᶏ Ȃ ҍ ╠ ꜚ ῏ ̆

ⱴ ꜚ ҹ ꜚ Ȃ ΐ ꜚ ̆ ⱴ ⱴ Ȃ 

 

 

῏ԍ ᴆ 

ᴆ  Kaspersky Lab ᶫ  .key ᴆȂ ᴆ ⱴ

Ȃ 

ӯ Kaspersky Embedded Systems Security  Kaspersky Embedded Systems Security 

ᶫ ᴆ ⌠ ᴆȂ 

Ҍ ⌠ Kaspersky Lab Ⱶ ̆ ᶏ ᴆ Ȃ 

− ԅ ᴆ̆ ץ ῒ Ȃᶛ ̆ ᴆ Ύ Kaspersky 

CompanyAccountȂ 
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ᴆ̆ Ҋᴋѿץ ᵬ̔ 

¶ Ȃ 

¶ ᶏ  Kaspersky Lab  ( https://keyfile.kaspersky.com/en/) ᴆȂ 
 

 

῏ԍ  

 20 ҩ ѿ ↓Ȃ ῀ ⱴ ԍ  Kaspersky 

Embedded Systems Security Ȃ ӯ Kaspersky Embedded Systems Security ᶫ

ᴆ ᴪ ⌠ Ȃ 

ᶏ ̆  Internet ץ ⌠ Kaspersky Lab Ⱶ Ȃ 

ҡ ԅ ̆ ץ ῒ Ȃᶛ ̆ Ύ Kaspersky 

CompanyAccountȂ ̆  Kaspersky Lab Ȃ  

 

῏ԍ ᶫ 

Kaspersky Embedded Systems Security ̂ ≢ ľ Ŀ №̃ ԅ

Ҭ ȁ ᴋ Ȃ ╠̆ ה ῒ ץ

⌠ Ȃ 

Kaspersky Lab ᶏ ⌠ ⌠Ḡ  

www.kaspersky.com/Products- and- Services- Privacy- Policy Ȃ 

̆ ꜚ Ҋץ ⌠ Kaspersky Lab̔  

¶ ҹ └ -  ῏ ῒ Ḥ ̔ ῒ ῃ

̆ ῤ ȁ ץ ȁ ȁ ᴋⱵ Ȃ 

¶ ҹ ₮ ᶏ ⌠ ⱳ ̂ Ⱶ̃-  ῏

Ḥ ̆ΐᵣҹ̔ ȁ ץ ῃ ȁ Ȃ 

¶ ҹ  -  ῏ ԅ ᴰ ῒז Ḥ ̔

ῒז ̂ ᵬҹῒѿ № ̃ ̕

ᵬ̂ ̃ ̕ Ȃ 

ץ Ҋץ ̔ 

¶ Ҭ̆Kaspersky Embedded Systems Security 

Ҭ ῃ Ȃ 

https://keyfile.kaspersky.com/en/
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¶  TXT ᴆ ( license.txt)̆ῒҬ ῃ Ȃ ᴆ ᴆѿ

 Kaspersky Embedded Systems Security № ҬȂ 

 

Һ ⱳ ̆Kaspersky Embedded Systems Security ᴪ Ḡ

҉ Ữѿ ↓ Ȃ Ҍᴪ ꜚ ⌠ Kaspersky Lab ῒז ҈

Ȃ 

Kaspersky Embedded Systems Security ỮץҊ ̔ 

¶ ῏ ᴆ Ḥ ̆ᶛ ̆ ᴆ ץ ױ ׃ ҉

ȁ ᴆ ᵬȁ Ḡ Ḡ ᴋᵥ ᵬ ȁ

῏ ȁ ῏ ҉ Ḥ ȁ ̂MD5ȁSHA- 256̃ȁ

ȁ ӥ ȁ῏ԍ Ȃ 

¶ ῏ ᵬ ꜚ Ḥ ̆ᶛ ̆Windows ȁWindows Ԋᴆ ȁ

ȁ ᴆ ꜚȁ ֓ ᴆ ץ Ȃ 

ᵬҹ ⱳ ѿ №̆Kaspersky Embedded Systems Security Ữ ̆

Ԋᴆ Ȃ Ḡ Ȃ 

Kaspersky Embedded Systems Security ᾛ ҹ Ḡ ≢̔ ץ

̆ Ḡ ̆ ῃ № ⱳ ץ̆ ׃ ҉

ԍ ᴆ Ȃ 

῏ ⱳ ץ Ữ Ḥ ̆

Ȃ 

’Ҋ̆׆ −  Kaspersky Embedded Systems Security ̆ −

Ȃ 

Ḥ ᴆ̂  dump ᴆ̃ץ  Windows Ԋᴆ Ҭ Ԋᴆ  -  ꜚ−

֓ ᴆȂ 

῏ ᴆ Ḥ ̆ Ȃ 

ץ ᵬ ‰ −  Kaspersky Embedded Systems Security Ԋᴆ  Windows 

Ԋᴆ ᴆȂ 
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ꜛ ᴆ  

Kaspersky Embedded Systems Security ꜛ ᴆ̆ ֓ ꜛ ᴆ ץ Ⱶ

҉̆ ᶏ Ⱶ  Kaspersky Embedded Systems SecurityȂ ֓ ꜛ ᴆ

ҹ̔ 

¶ └ Ȃ ᴆ  Kaspersky Embedded Systems Security ΐ Ҭ̆  

Microsoft └ ᾝ Ȃ 

¶ ᴆȂ ᴆ ᶫҍ Kaspersky Security Center ῃ Ȃ 

Һ ⱳ ̆ ꜛ ᴆ ѿ Ữ ԅ

֓ ᴆ ҉̆ ᶏ № ҍ Kaspersky Embedded Systems Securityױ Ӟ Ȃ 

֓ ᴆ ỮץҊ ̔ 

¶ └ ̔ └ ҉ ⌠ ԅ Kaspersky Embedded Systems 

Security ̂IP ̃̕  Microsoft └ ᾝҬ ̕

҉ └ ῒҬ ԅ ̂ᶏ ₯ľ Ŀ ̃

ᴆ ῏ Ȃ └ ᴆ Ҋץ ̔ ԅ ԅ 

Kaspersky Embedded Systems Security ̆ץ ԍ

Ȃ 

¶ ᴆ ץ Ữ Kaspersky Embedded Systems Security ̕ᶛ ̆

ᴋⱵ ᴆ ȁKaspersky Security Center ȁ ↓ Ҭ Ȃ 

ꜛ ᴆ Ҍᴪ ꜚ ⌠ Kaspersky Lab ῒז ҈ Ȃ 

’Ҋ̆ ֓ ꜛ ᴆ ̆ ֓ ᴆ − Ȃ  

ꜛ ᴆ ᴆ ᶛ ̆ ꜚ− ֓ ᴆȂ 

῏ ꜛ ᴆ ᴆ Ḥ ̆ Ȃ 

 

ᶏ  

ץ ᴆ  Kaspersky Embedded Systems SecurityȂ 

ҹ Kaspersky Embedded Systems Security ⱴԅ ꜚ ̆ ғ ⱴ ѿҩ ᵬҹ ꜚ

̆↕ ᴪ ӊ╠ ⱴ Ȃӊ╠ ⱴ − Ȃ 

ҹ Kaspersky Embedded Systems Security ⱴԅ ⱴ ̆ ғ ⱴ ѿҩ ᵬҹ ⱴ

̆↕ ᴪ ӊ╠ ⱴ Ȃӊ╠ ⱴ ⱴ − Ȃ 
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ҹ Kaspersky Embedded Systems Security ⱴԅ ꜚ ⱴ ̆ ғ ⱴ ᵬ

ҹ ꜚ ̆↕ ᴪ ӊ╠ ⱴ ꜚ ̕ ⱴ Ҍᴪ − Ȃ 

Ʒ ᶏ ᴆ  Kaspersky Embedded Systems Security̆ Ҋץ ̔ 

1.  └ Ҭ̆ ľ Ŀ Ȃ 

2. ľ Ŀ Ḥ Ҭ̆ ₯ľ ⱴ Ŀ Ȃ 

3. Ҭ̆ ₯ľ Ŀ ΐ  .key ᴆȂ 

ץ ⱴ ᵬҹ ⱴ Ȃ ⱴ ᵬҹ ⱴ ̆ Ҭľᵬҹ ⱴ ᶏ Ŀ

Ȃ 

4. ₯ľ ĿȂ 

ᴪ ᴆȂľ Ŀ ᶫ ῏ ⱴ Ḥ Ȃ 

 

ᶏ  

ᶏ ̆ ⌠ InternetȂ 

ץ ᶏ  Kaspersky Embedded Systems SecurityȂ 

ᶏ ̆Kaspersky Embedded Systems Security ᴪ ⌠ Ⱶ

῀ ף ̔ 

¶ ⱳ̆ Ȃ 

¶ ̆ Ȃ ’Ҋ̆ ῒ ӯ Kaspersky 

Embedded Systems Security ᴆᶫ Ȃ 

¶ ԅ ̆ Ȃ Ҭ ̆ ᴪ

 Kaspersky Lab Ȃ 

Ʒ ץᶏ  Kaspersky Embedded Systems Security̆ Ҋץ ̔ 

1.  └ Ҭ̆ ľ Ŀ Ȃ 

2. ľ Ŀ Ḥ Ҭ̆ ₯ľ ⱴ Ŀ Ȃ 

3. ľ Ŀ Ҭ̆ ῀ Ȃ 

¶ ᵬҹ ⱴ ᶏ ̆ ľᵬҹ ⱴ ᶏ Ŀ Ȃ 
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¶ Ḥ ̆ ₯ľ Ḥ Ŀ ̕ Ḥ ľ

Ḥ Ŀ ҬȂ 

4. ₯ľ ĿȂ 

Kaspersky Embedded Systems Security ᴪ ῏ Ḥ ⌠ Ⱶ Ȃ 
 

῏ ╠ Ḥ  

Ḥ  

῏ ╠ Ḥ └  Kaspersky Embedded Systems Security 

Ḥ ҬȂ ΐץ Ҋץ ̔ 

¶  ͠ Kaspersky Embedded Systems Security ᴆ ̆

῏ ╠ Ȃ 

¶  ͠ Kaspersky Embedded Systems Security ̆ғ ӊ

╠ Ȃ Ҋץ ’Ҋ̆ ץ ₮ ̔ 

¶  14 ̆ ғ ᴋᵥ ⱴ Ȃ 

¶ ⱴ ↓῀ ғ Ȃ 

¶  ͠ ԍ ̆Kaspersky Embedded Systems Security Ȃ

֦ Ȃ 

¶  ͠ ԍ ԅ ̂  80 ҉ ľ῏ԍ

Ŀ №̃ ̆Kaspersky Embedded Systems Security Ȃ

֦ Ȃ 

¶ ↓῀  ͠ ⱴ  Kaspersky Lab ↓῀ ̆ᶛ ̆ ҈

Ȃ ֦ Ȃ 

῏ ╠ Ḥ  

Ʒ ῏ ╠ Ḥ ̆ 

└ Ҭ̆ ľ Ŀ Ȃ 

῏ ╠ Ḥ ľ Ŀ Ḥ Ҭ̂ Ҋ ̃Ȃ 

 8. ľ Ŀ Ҭ ῏ Ḥ  
 

 

  

 Ȃ ᶏ ̆↕ Ώ Ȃ 
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 ῏ Ḥ Ȃľ Ŀ Ḥ ľ Ŀ↓

ΐ Ҋץ ̔ 

¶  ͠ ᶏ ᴆ Ȃ 

 ͠ ̆ᵖ Ȃ

ғ Ḥ ῤ ┘ ̆ ҹľ ĿȂ 

¶  ͠ Ȃ ᴋⱵ Ҭ Ҍ ⱳ

Ȃ 

 ԍ Ȃ 

 ̔ Ȃ 

 ҍ ꜚ ῏ ⌠ Ȃ 

 

̔ ꜚ ⱴȂ 

 

Ʒ ῏ Ḥ ̆ 

ľ Ŀ ҉̆ ҉Ҋ ̆ ľ ĿȂ 

ľ ̔< >Ŀ Ҭ̆ľ Ŀ ῏ ╠ Ḥ ̆ľ

Ŀ ῏ Ḥ ץ  Kaspersky Lab ₮  Kaspersky Embedded Systems Security 

ֲ Ḥ ̂ Ҋ ̃Ȃ 

 9. ľ ̔< >Ŀ Ҭ Ḥ  
 

 

 

 

  

ľ Ŀ  

 ԍ Ȃ 

ⱴ  ⱴ⌠ Ȃ 

 ̔ Ȃ 

⌠ ╠  ҍ ꜚ ῏ ⌠ ╠ ▼ Ȃ 

 ҍ ꜚ ῏ ⌠ Ȃ Ҋ

̆ ṿҹ Ȃ  Kaspersky Embedded Systems Security 

⌠ ̆↕ ṿ ҹ Ȃ 

 ᶏ ᴆ Ȃ 

ᶏ └ ᶏ └̂ ̃Ȃ 
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ᴆ ῏ Kaspersky Lab ῒ ᵬᴩᵄӊѿ Ҋ ᶫ

Ḥ Ȃ 

ľ Ŀ  

῏ԍ Ḥ  ╠ Ȃ 

Ḥ  Kaspersky Lab ῒ ᶫ ᵬᴩᵄ ֲ Ḥ Ȃ Ҍ ᶫ

̆↕ ҹ Ȃ 

Ḥ  ῏ Ḥ ̔ Ȃ 

 

 

⌠ ⱳ └ 

⌠ Ҋץ̆ └ ԍⱳ ᴆ̔ 

¶ ԅľ ᴆḠ Ŀȁľ Ŀ ľ └ĿᴋⱵץ ̆ ᴋⱵ Ả Ȃ 

¶ ꜚ ԅľ ᴆḠ Ŀȁľ Ŀ ľ └Ŀץ ᴋⱵȂ ֓

ᴋⱵ ᶏ Ȃ 

¶ ≠ ⱳ └̔ 

¶ Ḡ ꜚҹ Ȃ 

¶ ⱴ⌠Ḡ ҬȂ 

ῒזⱳ ̂ Ữ ȁ ȁ Ḥ ׅ̃ Ȃ 

 

 

’Ҋ̆  14 ⌠ ̆Kaspersky Embedded Systems Security ᴪ

⌠ ’Ȃ ’Ҋ̆ľKaspersky Embedded Systems SecurityĿ Ḥ Ҭ

ץ ₮ ľ Ŀ Ȃ 

ץ ⌠ ╠ᶏ ⱴ ᴆ Ȃ Ḡ ╠ ⌠ ᶏ

ӊ╠ Ḡ Ȃ 

Ʒ ̆ Ҋץ ̔ 

1.  ᴆȂ 
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2. └ Ҭ̆ ľ Ŀ Ȃ 

3. ľ Ŀ Ḥ Ҭ Ҋץ ᵬӊѿ̔ 

¶ ᶏ ⱴ ̔ 

a.  ₯ľ ⱴĿ Ȃ 

b. Ҭ̆ ₯ľ Ŀ ᶏ  .key ᴆȂ 

c. Ҭľᵬҹ ⱴ ᶏ Ŀ Ȃ 

¶ ᶏ ̔ 

a.  ₯ľ ⱴ Ŀ Ȃ 

b. Ҭ ῀ ӯ Ȃ 

c. Ҭľᵬҹ ⱴ ᶏ Ŀ Ȃ 

 Internet Ȃ 

4. ₯ľ ĿȂ 

╠ Kaspersky Embedded Systems Security ⌠ ̆ᴪ ⱴ ꜚ ⱴ Ȃ 

 

−  

−ץ ⱴ Ȃ 

 Kaspersky Embedded Systems Security ⱴԅ ⱴ ̆ ғ − ԅ ꜚ ̆↕ ⱴ

ᴪ ꜚ ҹ ꜚ Ȃ 

− ⱴ ̆↕ ץ ᴆ ῒ Ȃ 

Ʒ − ⱴ ̔ 

1.  └ Ҭ̆ ľ Ŀ Ȃ 

2. ῏ ⱴ Ḥ Ҭ ľ Ŀ Ḥ Ҭ̆ − Ȃ 

3. ῏ Ḥ ҉Ҋ Ҭ̆ ľ− ĿȂ 

4. Ҭ ₯ľ Ŀ ץ − Ȃ 

− Ȃ 
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ᶏ ᴆ 
ᶫ ῏ Kaspersky Embedded Systems Security ᴆ Ḥ ̆ ׃ ᵥ Ḡ

҉ Ȃ 

ῤ  

................. Kaspersky Security Center  Kaspersky Embedded Systems Security ׆  92 
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 Kaspersky Security Center  Kaspersky Embedded ׆
Systems Security 

 Kaspersky Embedded Systems Security ᴆ ץ Ҭ  Kaspersky Embedded 

Systems Security Ҭ ȂKaspersky Security Center ץ

Ҭ ᵬ Ȃ 

ľ Ŀ  Kaspersky Security Center ꜚ⇔ ҹῒ └ Ḡ

 Kaspersky Embedded Systems Security Ȃ ῏ᶏ Ḥ ̆  

Kaspersky Security Center ꜛȂ 

 Kaspersky Embedded Systems Security ҉ ꜚ Kaspersky Security 

Center └̆↕ Ҍ Ȃ 

Ҋץ  Kaspersky Security Center  Kaspersky Embedded Systems Security̔ 

¶ ᶏ  Kaspersky Security Center Ȃ ᶏ  Kaspersky Security Center ҹѿ

Ḡ Ȃ ꜚ Ҭ ᴋⱵ ᴨᾢ ԍ └ Ҭ

 Kaspersky Security Center ľ ̔< >Ŀ Ҭ ᴋⱵ Ȃ 

ᶏ ȁ Ḡ ᴋⱵ ȁ ꜚ └ᴋⱵ ȁ ⅞ ᴋ

Ⱶ ꜚ ᴆᶏ Ȃ 
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¶ ᶏ  Kaspersky Security Center ᴋⱵȂKaspersky Security Center ᴋⱵᾛ ҹѿ

ΐ ᴋⱵ Ȃ 

¶ ᶏ ᴋⱵ ̆ ľ ĿᴋⱵ ̆ ᴋⱵ ץ̆ ľ ꜚ

└ ↕ ĿᴋⱵ Ȃ 

¶ ᶏ ѿ ᴋⱵȂ ѿ ᴋⱵᾛ ҹҌ ԍᴋᵥѿҩ ΐ

ᴋⱵ Ȃ 

¶ ᶏ ҩ Ȃ ľ ̔< >Ŀ Ҭ̆ Ҭ

ҩ ᴋⱵ Ȃ Ҍ ꜚ Kaspersky Security Center └̆

 Kaspersky Embedded Systems Security ᴋⱵ Ȃ 

Kaspersky Security Center ץ ȁ ⱳ ̆ ᾛ ᶏ Ȃ ҹѿץ

Ӟ ҹץ ֓ Ȃ 

 

 

῏  Kaspersky Security Center Ҭ  Kaspersky Embedded Systems Security 

Ḥ Ȃ 

ῤ  

................. Kaspersky Security Center  Kaspersky Embedded Systems Security ׆  93 
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 Kaspersky Security Center  Kaspersky Embedded Systems ׆
Security 

 Kaspersky Embedded Systems Security ᴆ ץ Ҭ  Kaspersky Embedded 

Systems Security Ҭ ȂKaspersky Security Center ץ

Ҭ ᵬ Ȃ 
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ľ Ŀ  Kaspersky Security Center ꜚ⇔ ҹῒ └ Ḡ

 Kaspersky Embedded Systems Security Ȃ ῏ᶏ Ḥ ̆  

Kaspersky Security Center ꜛȂ 

 Kaspersky Embedded Systems Security ҉ ꜚ Kaspersky Security 

Center └̆↕ Ҍ Ȃ 

Ҋץ  Kaspersky Security Center  Kaspersky Embedded Systems Security̔ 

¶ ᶏ  Kaspersky Security Center Ȃ ᶏ  Kaspersky Security Center ҹѿ

Ḡ Ȃ ꜚ Ҭ ᴋⱵ ᴨᾢ ԍ └ Ҭ

 Kaspersky Security Center ľ ̔< >Ŀ Ҭ ᴋⱵ Ȃ 

ᶏ ȁ Ḡ ᴋⱵ ȁ ꜚ └ᴋⱵ ȁ ⅞ ᴋ

Ⱶ ꜚ ᴆᶏ Ȃ 

¶ ᶏ  Kaspersky Security Center ᴋⱵȂKaspersky Security Center ᴋⱵᾛ ҹѿ

ΐ ᴋⱵ Ȃ 

¶ ᶏ ᴋⱵ ̆ ľ ĿᴋⱵ ̆ ᴋⱵ ץ̆ ľ ꜚ

└ ↕ ĿᴋⱵ Ȃ 

¶ ᶏ ѿ ᴋⱵȂ ѿ ᴋⱵᾛ ҹҌ ԍᴋᵥѿҩ ΐ

ᴋⱵ Ȃ 

¶ ᶏ ҩ Ȃ ľ ̔< >Ŀ Ҭ̆ Ҭ

ҩ ᴋⱵ Ȃ Ҍ ꜚ Kaspersky Security Center └̆

 Kaspersky Embedded Systems Security ᴋⱵ Ȃ 

Kaspersky Security Center ץ ȁ ⱳ ̆ ᾛ ᶏ Ȃ ҹѿץ

Ӟ ҹץ ֓ Ȃ 

 

 

ӟ ᵥ ⌠ ᴋⱵ Ȃ 

ῤ  
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Ʒ  Kaspersky Embedded Systems Security ̔ 

1.   Kaspersky Security Center └ Ҭ ľ Ŀ Ȃ 

2. ҹῒ ᴋⱵ Ȃ 

3. ľ Ŀ Ȃ 

4. ₯ Ȃ 

5. ľ ̔< >Ŀ Ҭ̆ ľ Ŀ №Ȃ 

6. №Ҭ ₯ľ Ŀ Ȃ 
 

Ҭ  

Ʒ  Kaspersky Embedded Systems Security ̔ 

1.   Kaspersky Security Center └ Ҭ ľ Ŀ Ȃ 

2. ҹῒ ᴋⱵ Ȃ 

3. ľ Ŀ Ȃ 

Ҋץ .4 ӊѿ ľ ̔< >Ŀ ̔ 

¶ ₯ Ḡ Ȃ 

¶ Ḡ ҉Ҋ Ҭ ľ Ŀ Ȃ 

ľ ̔< >Ŀ Ȃ 

5. ľ Ŀ №Ҭ̆ ľKaspersky Embedded Systems SecurityĿȂ 

6. ₯ľ Ŀ Ȃ 

ľļKaspersky Embedded Systems SecurityĽ Ŀ Ȃ 

7. ľ Ŀ №Ȃ 
 

 Kaspersky Security Center Ҭ  

ץ  Kaspersky Security Center ҹѿ ѿҩ  Kaspersky Embedded Systems 

Security Ȃ 
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ῤ  

 Kaspersky Security Center Ҭ  ................................ .........  96 
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 Kaspersky Security Center Ҭ  

Ʒ ̔ 

1.   Kaspersky Security Center └ Ҭ ľ Ŀ Ȃ 

2. ҹῒ Ȃ 

3. Ҭ Ҋץ ᵬӊѿ̔ 

¶ ҹѿ ̆ ľ Ŀ ̆ ľ ̔< >Ŀ

̂  117 ҉ ľ Ŀ №̃Ȃ 

¶ ҹ ̆ ľ Ŀ ̆ ľ Ŀ ̂

 121 ҉ ľ  Kaspersky Security Center Ҭ ᴋⱵĿ № Ȃ̃ 

ҩ ꜚ Kaspersky Security Center ԍ ̆ ғ

̆↕ ľ Ŀ Ҭ ֓ Ȃ 

4. ľ Ŀ № ľ Ŀ №̆ ₯ľ ĿȂ 

5. ľ Ŀ ľ Ŀ ҉̆ Ҋץ ̔ 

¶ ľ Ŀ №Ҭ̆ ԍ ӈ Kaspersky Embedded Systems Security ᶏ

̔ 

¶ ꜚ Ȃ 

Kaspersky Embedded Systems Security ꜚ └ᶏ Ȃ  

ṿȂ 

¶ ꜚ ᵬ Ȃ 

Kaspersky Embedded Systems Security ṿ └ ᵬ Ȃ 

¶ ꜚ Ȃ 

Kaspersky Embedded Systems Security ᶏ Ȃ ԅľ ꜚ

ᵬ Ŀ ̆ ῀ Ȃ 
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¶ ԍ Ḡ Ȃ 

Ḡ ᴋⱵ ᴆᶏ Ȃ ԅľ ꜚ ᵬ Ŀ ̆

῀ Ȃ 

¶ ᴋⱵ Ȃ 

Ҋ ľ ĿᴋⱵ ľ Ŀ ᴆᶏ Ȃ

ԅľ ꜚ ᵬ Ŀ ̆ ῀ Ȃ 

¶ ľ ֜ԑĿ №Ҭ̆ Ҭ ̔ Ҭľ ᴋⱵ

Ҭ Ŀ Ȃ 

6. ľ№ ỮĿ ҉̆ № Ữ Ȃ 

7. ₯ľ ĿȂ 

Ḡ Ȃ 

 

 Kaspersky Security Center Ҭ ῃ  

Ʒ ꜚ ῃ ̆ Ҋץ ̔ 

1.   Kaspersky Security Center └ Ҭ ľ Ŀ Ȃ 

2. ҹῒ Ȃ 

3. Ҭ Ҋץ ᵬӊѿ̔ 

¶ ҹѿ ̆ ľ Ŀ ̆ ľ ̔< >Ŀ

̂  117 ҉ ľ Ŀ №̃Ȃ 

¶ ҹ ̆ ľ Ŀ ̆ ľ Ŀ ̂

 121 ҉ ľ  Kaspersky Security Center Ҭ ᴋⱵĿ № Ȃ̃ 

ҩ ꜚ Kaspersky Security Center ԍ ̆ ғ

̆↕ ľ Ŀ Ҭ ֓ Ȃ 

4. ľ Ŀ №Ҭ̆ ₯ľ ῃĿ Ҋ ľ Ŀ Ȃ 

5. ľ ῃ Ŀ Ҭ̆ Ҋץ ̔ 

¶ ľ Ŀ №̆ ץ  Kaspersky Embedded 

Systems Security ᴋⱵ Ȃ 

¶ ᴋⱵ  

ԍᾛ  Kaspersky Embedded 

Systems Security ᴋⱵ Ȃ  
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Ҭ ̆↕ ̆Kaspersky Embedded 

Systems Security ᴪ ꜚ  Kaspersky Embedded Systems Security ᴋⱵȂ  

̆↕ ̆Kaspersky Embedded 

Systems Security Ҍᴪ  Kaspersky Embedded Systems Security ᴋⱵȂ  

Ҭ Ȃ 

¶ ᴋⱵ Ҍ ̂ ̃ 

Kaspersky Embedded Systems Security ľ ĿᴋⱵ

Ȃ Ҭľ ᴋⱵ Ŀ ̆↕ ῀ Ȃ 

¶ ľ℗ ⌠ UPS ᵬĿ №̆ ℗ ҹ UPS ᴍ  Kaspersky 

Embedded Systems Security ֟ └̔ 

¶ Ҍ ꜚ ⅞ ᴋⱵ 

ԍ ℗ ҹ UPS ȁ ‰ ╠ ꜚ

⅞ ᴋⱵȂ  

Ҭ ̆ ℗ ҹ UPS ȁ ‰ ╠ 

Kaspersky Embedded Systems Security Ҍᴪ ꜚ ⅞ ᴋⱵȂ  

̆Ҍ ᵥ̆Kaspersky Embedded Systems Security 

ᴪ ꜚ ⅞ ᴋⱵȂ  

Ҭ Ȃ 

¶ Ả ╠ ᴋⱵ 

ԍ ℗ ҹ UPS ᴋⱵ Ȃ  

Ҭ ̆Kaspersky Embedded Systems Security ᴪ ℗ ҹ 

UPS Ả ᴋⱵȂ  

̆Kaspersky Embedded Systems Security ᴪ ℗ ҹ 

UPS ᴋⱵȂ  

Ҭ Ȃ 

¶ ľ Ḡ Ŀ №Ҭ̆ ԍḠ  Kaspersky Embedded Systems Security ⱳ

Ȃ 

6. ₯ľ ĿȂ 

Ḡ Ȃ 
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ᶏ  Kaspersky Security Center  

ԍ  Kaspersky Embedded Systems Security ⌠ Ⱶ ץ̆

ҍ KSN Ⱶ ᶏ Ȃ 

Ʒ ̆ Ҋץ ̔ 

1.   Kaspersky Security Center └ Ҭ ľ Ŀ Ȃ 

2. ҹῒ Ȃ 

3. Ҭ Ҋץ ᵬӊѿ̔ 

¶ ҹѿ ̆ ľ Ŀ ̆ ľ ̔< >Ŀ

̂  117 ҉ ľ Ŀ №̃Ȃ 

¶ ҹ ̆ ľ Ŀ ̆ ľ Ŀ ̂

 121 ҉ ľ  Kaspersky Security Center Ҭ ᴋⱵĿ № Ȃ̃ 

ҩ ꜚ Kaspersky Security Center ԍ ̆ ғ

̆↕ ľ Ŀ Ҭ ֓ Ȃ 

4. ľ Ŀ №Ҭ̆ ₯ľ Ŀ Ҭ ľ Ŀ Ȃ 

ľ Ŀ Ȃ 

5. ľ Ŀ Ҭ̆ Ҋץ ̔ 

¶ ľף Ⱶ Ŀ №Ҭ̆ ף Ⱶ ᶏ ̔ 

¶ Ҍᶏ ף Ⱶ Ȃ 

K̆aspersky Embedded Systems Security ᴪ ⌠ KSN 

Ⱶ̆ Ҍᶏ ᴋᵥף Ⱶ Ȃ 

¶ ᶏ ף Ⱶ Ȃ 

̆Kaspersky Embedded Systems Security ᴪᶏ ꜚ ף

Ⱶ ⌠ KSNȂ 

ף ¶ Ⱶ  IP Ȃ 

¶ ԍ Ҍᶏ ף Ⱶ Ȃ 

ԍ ҍ ԅ Kaspersky Embedded Systems Security 

ᵝԍ ѿ ҉ ף Ⱶ Ȃ 

Ҭ ̆↕ᴪ ԅ Kaspersky Embedded Systems 

Security Ȃ Ҍᶏ ף Ⱶ Ȃ 

Ҭ ̆ ף Ⱶ ץ ⌠ Ȃ 
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Ҭ Ȃ 

¶ ľף Ⱶ ᴍ Ŀ №Ҭ̆ ᴍ ̔ 

¶ Ҋ ↓ Ҭ ᴍ Ȃ 

¶ Ҍᶏ ᴍ  -  Ҍ ᴍ Ȃ Ȃ  

¶ ᶏ  NTLM ᴍ  -  ᶏ  Microsoft  NTLM ᴍ ᴍ

Ȃ  

¶ ᶏ  NTLM ᴍ  -   Microsoft  NTLM ᴍ

̆ᶏ ᴍ Ȃ  

¶  -  ᶏ ᴍ Ȃ 

¶ ̆ ῀ Ȃ 

¶ ľ Ŀ Ҭ̆ Ҭľ ᶏ  Kaspersky Security Center ᵬҹף

Ⱶ ĿȂ 

6. ₯ľ ĿȂ 

Ḡ Ȃ 

 

ᴋⱵ ⅞ ꜚ 

ᶏץ ̆ Ҭ ҉ Ҋץ ⅞̆ᾛ ꜚ

ᴋⱵ ᴋⱵ̔ 

¶ ᴋⱵ ⅞ ꜚ ⌠ ̆↕ ֓ᴋⱵ Ҍᴪ ⅞

҉ Ȃ ץ ꜚ ꜚ ᴋⱵȂ 

¶ ᴋⱵ ⅞ ꜚ ᾛ ̆↕ ֓ᴋⱵ ҹ ᴋⱵ

⅞ Ȃ 

’Ҋ̆ ᴪ ᴋⱵ ꜚȂ 

 Kaspersky Security Center ᴋⱵ ̆ ױ Ҍ ᾛ ᴋⱵ

ꜚȂ 
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Ҍᶏ ᴋⱵ̆↕ Ҭᾛ ᴋⱵ ꜚ̔Kaspersky Embedded Systems 

Security ̆ ⅞ ꜚ ᴋⱵȂ 

ᶏ ᾛ Ҋץ ᴋⱵ ⅞ ꜚ̔ 

¶ ᴋⱵ̔῏ ȁ ȁ ᵬ ꜚ ȁ └Ȃ 

¶ ᴋⱵ̔ ȁ ᴆ └ Ȃ 

Ḡ ׆ Ҭ ̆ ꜚ ᴋⱵ ⅞Ȃ 

Ʒ Ҭᾛ  Kaspersky Embedded Systems Security ᴋⱵ ⅞ ꜚ̆ Ҋץ ̔ 

1.  └ ľ ⱵĿ Ҭ̆ ľ Ŀ Ȃ 

2. ľ Ŀ ҉̆ ԍ ҉  Kaspersky Embedded Systems Security ᴋ

Ⱶ ⅞ ꜚ ҉Ҋ Ҭ̆ ľ Ŀ  

3. ľ ̔< >Ŀ Ҭ̆ ľ Ŀ №Ȃ ľ ᴋⱵĿ №Ҭ̆ ₯

ľ Ŀ Ҋץ ᵬ̔ 

¶ Ҭľᾛ ꜚ ᴋⱵĿ ľᾛ ꜚ ᴋⱵ └ ᴋⱵĿ ᾛץ ↓ᴋ

Ⱶ ⅞ ꜚȂ 

¶ ľᾛ ꜚ ᴋⱵĿ ľᾛ ꜚ ᴋⱵ └ ᴋⱵĿ ץ ↓ᴋ

Ⱶ ⅞ ꜚȂ 

Ҍᴪ ᴋᵥ ӈᴋⱵ ꜚ Ȃ 

4. Ḡ ҹ ꜚ ғ ԍ Ȃ 

5. ₯ľ ĿȂ 

ҹ ᴋⱵ ⅞ᴋⱵ ꜚ Ȃ 

 

 Kaspersky Security Center Ҭ ᴍ  

Ʒ  Kaspersky Security Center Ҭ ᴍ ̔ 

1.   Kaspersky Security Center └ Ҭ ľ Ŀ Ȃ 

2. ҹῒ Ȃ 
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3. Ҭ Ҋץ ᵬӊѿ̔ 

¶ ҹѿ ̆ ľ Ŀ ̆ ľ ̔< >Ŀ

̂  117 ҉ ľ Ŀ №̃Ȃ 

¶ ҹ ̆ ľ Ŀ ̆ ľ Ŀ ̂

 121 ҉ ľ  Kaspersky Security Center Ҭ ᴋⱵĿ № Ȃ̃ 

ҩ ꜚ Kaspersky Security Center ԍ ̆ ғ

̆↕ ľ Ŀ Ҭ ֓ Ȃ 

4. ľ ᾟĿ №Ҭ̆ ₯ľ ỮĿ №Ҭ ľ Ŀ Ȃ 

5. ᶏ ľ ỮĿ ľ ᴍĿ Ҋץ ᴍ ̔ 

¶ ᴍ ᴆ ̆ ᶏ ľ ᴍ ᴆ Ŀ Ḡ ꜚ ҉

ᴆ ̆ ῀ ᴆ Ȃ 

¶ ᴍ ̆ Ҭľ ᴍ ( MB)Ŀ ̆ ῀ Ҭ ῏ṿ

̂ ᵝҹ MB̃Ȃ 

¶ ᴍҬ ṿ̆ ӈľ ᴍ ( MB)Ŀ ṿ̆ Ҭľ

ṿ( MB)Ŀ ̆ ᴍ ᴆ Ҭ ṿ̂ ᵝҹ MB̃Ȃ 

¶ ҹ ᴆ ̆ ľ Ŀ №Ҭ Ḡ ꜚ ҉

῏ ᴆ ̆ ľ ԍ ᴆ Ŀ Ҭ ῀ ᴆ ῒ Ȃ 

6. ľ ỮĿ ľ Ŀ ҉̆ Ҋץ ̔ 

¶ ᴆ ̆ ľ ᴆ Ŀ ῀ Ҭ ᴆ Ḡ ꜚ ҉

Ȃ 

¶ ̆ Ҭľ ( MB)Ŀ ̆ ῀ Ҭ

ṿ̂ ᵝҹ MB̃Ȃ 

¶ Ҭ ̆ Ҭľ ( MB)Ŀ ľ ṿ

( MB)Ŀ ̆ ῀ Ҭ ṿ̂ ᵝҹ MB̃Ȃ 

¶ Ҭ ⌠ ᴆ ̆ ľ ԍ ᴆ Ŀ ῀ Ҭ

ᴆ Ḡ ꜚ ҉ Ȃ 

7. ₯ľ ĿȂ 

Ḡ ᴍ Ȃ 
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ᶏץ  Kaspersky Security Center └ ҹ ᶏῒԅץ̆ Ҋ↓ҍ 

Kaspersky Embedded Systems Security Ḡ ҉ Ḡ ῏ Ԋᴆ̔ 

ץ ¶ ⌠ ῏ Ԋᴆ Ḥ ̕ 

¶ Ḡ  LAN ץ ⌠ ῏ ⌠ ԊᴆḤ Ȃ 

ᶏ ľ :< >Ŀ ҹ ҩ ̆ ᶏ ľ <̔ >Ŀ

ҹѿ ῏ Kaspersky Embedded Systems Security Ԋᴆ Ȃ 

ľԊᴆ Ŀ ҉ ľ Ŀ Ҭ̆ ץ Ҋץ ̔ 

ᶏץ ¶ ľԊᴆ Ŀ ̂Kaspersky Security Center ‰ ̃ ῏

Ԋᴆ Ȃ ῏ Ḥ ̆  Kaspersky Security Center ꜛȂ 

¶ ľ Ŀ Ҭ̆ ץ Ȃ 

Ҭ ֽ ҉ ֓Ԋᴆ ̕ ᶏ ῒזԊᴆ Ȃ 

ľԊᴆ Ŀ ҉ ľ Ŀ Ҭᶏ ῏ԍ ѿ Ԋᴆ ̆

ץ ⌠ң ֓Ԋᴆ Ȃ 

ῤ  

 ................................ ................................ ..........  103 

ῃ  ................................ ................................ ..............  104 

 SIEM  ................................ ................................ ...  105 

 ................................ ................................ ..........  108 

ҍ Ⱶ ֜ԑ ................................ ................................  109 

 

 

 

Ʒ  Kaspersky Embedded Systems Security ̆ Ҋ↓ ̔ 

1.   Kaspersky Security Center └ Ҭ ľ Ŀ Ȃ 

2. ҹῒ Ȃ 
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3. Ҭ Ҋץ ᵬӊѿ̔ 

¶ ҹѿ ̆ ľ Ŀ ̆ ľ ̔< >Ŀ

̂  117 ҉ ľ Ŀ №̃Ȃ 

¶ ҹ ̆ ľ Ŀ ̆ ľ Ŀ ̂

 121 ҉ ľ  Kaspersky Security Center Ҭ ᴋⱵĿ № Ȃ̃ 

ҩ ꜚ Kaspersky Security Center ԍ ̆ ғ

̆↕ ľ Ŀ Ҭ ֓ Ȃ 

4. ľ Ŀ №Ҭ̆ ₯ľᴋⱵ Ŀ Ҭ ľ Ŀ Ȃ 

5. ľ Ŀ Ҭ̆ ӈץҊ Kaspersky Embedded Systems Security  ̔

¶ Ҭ Ԋᴆ ≢Ȃҹ ̆ Ҋץ ᵬ̔ 

a.  ľ ᴆĿ↓ Ҭ̆ ῒ ≢  Kaspersky Embedded Systems Security 

ᴆȂ 

b. ӈ ᴆ ᴋⱵ Ҭ ≢̆ ľ׆ ≢ĿҬ

≢Ȃ 

¶ ᵝ ̆ ᴆ ̆ ₯ľ Ŀ Ȃ 

¶ ᴋⱵ Ữ Ȃ 

¶ ľ Ŀ Ҭ Ḥ Ữ Ȃ 

6. ₯ľ ĿȂ 

Ḡ Ȃ 

 

ῃ  

Kaspersky Embedded Systems Security Ḡ ҍ Ḡ ҉ ῃ῀᷅ ῃ῀᷅ ῏

Ԋᴆ Ȃ Ҭ  ҊԊᴆ̔ץ

¶ ≠ ԊᴆȂ 

¶ ῏ ԊᴆȂ 

¶ ῃ῀᷅ Ҥ Ԋᴆ̂ ԍľ Ḡ Ŀȁľ Ŀȁľ ᴆ Ŀȁ

ľ ꜚ └Ŀ ľ └ĿᴋⱵ̃Ȃ 

ץ ῃ ץ ̂  208 ҉ ľ− Ҭ ԊᴆĿ №̃Ȃ

̆Kaspersky Embedded Systems Security ҍ ῃ ῏ ԊᴆȂ 

 



 

ᶏ ᴆ 

105 

 

 

 
 

 SIEM  

ҹԅ⁞ ᵞ ҉ ᵞ ԍ ̆ ץ  

Syslog Ԋᴆ ᴋⱵ Ԋᴆ ⌠ syslog Ⱶ Ȃ 

syslog Ⱶ ԍ Ԋᴆ ( SIEM) Ⱶ Ȃ ץ № ⌠ Ԋᴆ̆ ץ

ῒז ᵬȂ 

ץ ң Ҭᶏ  SIEM ̔ 

¶ syslog Ⱶ ҉ Ԋᴆ̔ ῒ Ҭ ᴋⱵ Ԋᴆ̆ץ

ᶏ ⌠ SIEM ׅ Ḡ ⌠ ҉ ԊᴆȂ 

ᶏ Ḃץ̆ ⁞ Ḡ ҉ Ȃ 

¶ − Ԋᴆ ◐ ̔ ׆ ҉− Ҭ Ύ ⌠ 

SIEM ԊᴆȂ 

Ҍᴪ− ῃ Ȃ 

Kaspersky Embedded Systems Security ץ Ҭ Ԋᴆ ҹ syslog Ⱶ ̆

Ḃץ ֓Ԋᴆ ᴰ  SIEM ⱳ ≢Ȃ ҹ  JSON Ȃ 

ҹԅ ᵞ Ԋᴆᴰ ⌠ SIEM Ҍ ⱳ ̆ ץ ӈ ⌠ Ἕ syslog Ⱶ Ȃ 

Ἕ syslog Ⱶ ѿҩ  syslog Ⱶ ̆ ҍҺ syslog Ⱶ Ҍ Ҍ ᶏ Һ

Ⱶ ̆ ᴪ ꜚ℗ ⌠ Ⱶ Ȃ 

’Ҋ̆Ҍᶏ  SIEM Ȃ ץ  SIEM ̆ ⱳ ̂ Ҋץ ̃Ȃ 

 10. SIEM  

 ṿ  

 syslog 

Ԋᴆ⌠  

syslog Ⱶ  

≢№ץ   SIEM 

Ȃ 

− ⌠

 syslog Ⱶ

Ԋᴆ ◐  

ҹḠץ  ◐ ̂

ױ ⌠ SIEM ̃Ȃ 

Ԋᴆ ץ   Ҋңץ ӊѿ̆ Ԋᴆ ⌠ 

syslog Ⱶ ̆╠Ḃ SIEM ≢ӊץ ῒԊ

ᴆ ҹ Ȃ 
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 ṿ  

 TCP ץᶏ Ҋ ↓  UDP  TCP ҍҺ 

syslog Ⱶ ץ̆  TCP ҍ Ἕ syslog 

Ⱶ Ȃ 

Һ syslog Ⱶ

 

IP ̔

127.0.0.1 

̔514 

ᶏץ ԍ ⌠Һ syslog Ⱶ  

IP Ȃ 

ץ  IP ֽҹ IPv4 Ȃ 

Һ

Ⱶ ↕ᶏ Ἕ 

syslog Ⱶ  

ᶏץ  Ἕ syslog Ⱶ Ȃ 

Ἕ syslog Ⱶ

 

IP ̔

127.0.0.1 

̔514 

ᶏץ ԍ ⌠ Ἕ syslog Ⱶ

 IP Ȃ 

ץ  IP ֽҹ IPv4 Ȃ 

Ʒ  SIEM ̔ 

1.   Kaspersky Security Center └ Ҭ ľ Ŀ Ȃ 

2. ҹῒ Ȃ 

3. Ҭ Ҋץ ᵬӊѿ̔ 

¶ ҹѿ ̆ ľ Ŀ ̆ ľ ̔< >Ŀ

̂  117 ҉ ľ Ŀ №̃Ȃ 

¶ ҹ ̆ ľ Ŀ ̆ ľ Ŀ ̂

 121 ҉ ľ  Kaspersky Security Center Ҭ ᴋⱵĿ № Ȃ̃ 

ҩ ꜚ Kaspersky Security Center ԍ ̆ ғ

̆↕ ľ Ŀ Ҭ ֓ Ȃ 

4. ľ Ŀ №Ҭ̆ ₯ľᴋⱵ Ŀ Ҭ ľ Ŀ Ȃ 

ľ Ŀ Ȃ 

5. ľSIEM Ŀ Ȃ 

6. ľ Ŀ №Ҭ̆ ľ  syslog Ԋᴆ⌠  syslog Ⱶ Ŀ Ȃ 

Ԋᴆ ⌠  syslog Ⱶ ⱳ Ȃ 

Ҭ ↕̆  SIEM Ԋᴆ

⌠ SIEMȂ 
















































































































































































































































































































































































































































































































































































































































































































































































































































































































