
© Copyright 2019. All rights Reserved.

Cathal Mc Daid 
CTO

3rd October 2019
#VB2019



© Copyright 2019. All rights Reserved. 2

2018



© Copyright 2019. All rights Reserved. 3

ÅLarge scale espionage attack on mobile network subscribers from multiple countries: primarily Mexico, 
also Colombia & Peru

ÅTens of thousands of subscribers having location (Cell-ID) and device information obtained over at least 
1->2 year(s)

ÅExploits vulnerability in SIM Card that allowed mobile devices in targeted operators to be open to allow 
specific remotely executed commands, many without any user interaction

ÅVulnerability believed exploited by professional surveillance company on behalf of a nation-state

ÅSurveillance company actively testing new variants of the attack and new attacks + very complex efforts 
to avoid protection in place

ÅSimjacker is arguably the most sophisticated attack ever seen over mobile core 
networks. 

Introducing 
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ÅThis presentation is final stage of disclosure process within the Mobile 
Industry

ÅBrief Timeline:
ïFirst Observed related Simjacker Message (retrospective analysis) Q4 2017

ïFirst Detection of Potential Simjacker Activity Q4 2018/Q1 2019

ïGSMA CVD Submitted: Late June 2019
Å Sharing of information within the wider Mobile Community: Late June-> Ongoing

ïPublic Release: September 12th 2019

ïTechnical Public Release: October 3rd 2019

ÅSafety first: Staggered release of information publicly so Mobile Operators have 
ï Chance to confirm if vulnerable

ï Put in safeguards if so

Setting the Scene
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2 Stages: 

1. Attack Stage: Ψ!ǘǘŀŎƪ aŜǎǎŀƎŜΩ ƛǎ ǎŜƴǘ ŦǊƻƳ aŀƭƛŎƛƻǳǎ IŀƴŘǎŜǘ ǘƻ ǾƛŎǘƛƳ ǇƘƻƴŜǎ
ïΨ!ǘǘŀŎƪ aŜǎǎŀƎŜΩ ŀǊŜ {La h¢! ό{La ¢ƻƻƭƪƛǘύ aŜǎǎŀƎŜǎ

2. Exfiltration Stage: The Attack Message executable instructs the SIM Card to 
request Location (Serving Cell ID)  and IMEI from the Handset, and send the 
Location and IMEI from the Handset in a SMS
ï¢Ƙƛǎ ƛǎ ŎŀƭƭŜŘ ǘƘŜ Ψ5ŀǘŀ aŜǎǎŀƎŜΩ

ÅΨ5ŀǘŀ aŜǎǎŀƎŜΩ ƛǎ ǎŜƴǘ ŦǊƻƳ ǘƘŜ ±ƛŎǘƛƳ IŀƴŘǎŜǘ ǘƻ ŀ 9ȄŦƛƭǘǊŀǘƛƻƴ bǳƳōŜǊΣ 

ÅThis activity is not noticeable by the Victim ςno indication on the handset

High-level view of typical SimjackerAttack



© Copyright 2019. All rights Reserved. 6

Step 1: Attack Stage: How the Attack Happens 

SMSC

SS7

Attacker Handset

ôAttack Messageõ is sent to Victim Handset, 

Victim Handset

SS7

(a)
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Step 2: Exfiltration Stage: How the data is sent back 

SMSC

SS7

Attacker Handset

ôData Messageõ is sent from Victim Handset, 

to Attacker Handset 

Victim Handset

SS7
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Demo of the attack: Location Tracking ςNote, ~5 second delay removed
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Location

72f210 0bd5 b73f 000c

272 : MCC Ireland

01 : Vodafone Ireland

0bd5 : LAC (3029)

b73f : CellId (46911)

Note: VF Ireland are the roamed -to 
operator for the vulnerable SIM, they 
are not the vulnerable operator :




























