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How to use the Emsisoft Decrypter
for NemucodAES

IMPORTANT! Make sure you remove the malware from your system first. Otherwise, it will
repeatedly lock your system or encrypt files. Any reliable antivirus solution can do this for you. If
your system was compromised through the Windows Remote Desktop feature, we also
recommend changing all passwords of all users that are allowed to login remotely and check the
local user accounts for additional accounts the attacker might have added.

The decrypter requires access to a database file located inside your %TEMP% directory in order to
restore your files. It is therefore important to pause any system optimisers and cleaner software you
have installed to avoid them removing said database file. If the database file is removed, recovery is
unfortunately impossible even by paying the ransom.

How to decrypt your files

1. Download the decrypter from the same site that provided this "How To"” document.

2. Run the decrypter executable. It will start looking for the NemucodAES file database on your
system and attempt to decrypt the data it contains.

EF C\Users\Fabian\Downloads\decrypt_MemucodAES.exe — [m| X

Attempting to recover file database. This will take a while ...
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Depending on the speed of your system, this process can take a significant amount of time.

3. The decrypter will display a message as soon as the reconstruction has finished:

Memucod file database recovered ot

o The decrypter successfully recovered the file database on your systerm.

0K

4. The license terms will show up next, which you have to agree to by clicking the “Yes" button:

License terms

THIS SOFTWARE IS PROVIDED "AS 5", WITHOUT WARRANTY OF ANY
0 KIMD, EXPRESS OR IMPLIED, INCLUDIMNG BUT MOT LIMITED TO THE
WARRANTIES OF MERCHAMNTABILITY, FITMESS FOR A PARTICULAR
PURPOSE AND MOMIMFRINGEMEMNT. 1N MO EVENT SHALL FABLAMN
WOSAR OR EMSISOFT LTD BE LIABLE FOR ANY CLAIM, DAMAGES OR
OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT QR
OTHERWISE, ARISING FROM, OUT OF OR IN COMMECTION WITH THE
SOFTWARE OR THE USE OR OTHER DEALIMGS N THE SOFTWARE.

Do you agree to these terms?

5. Once the license terms are accepted, the primary decrypter user interface opens:
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Y Emsisoft Decrypter for NemucodAES — O >

E M S I S OFT Decrypter

Decrypter Results Options  About

For NemucodAES - Version 1.0.0.50

C:\IDNE\10000000.doc A
C:\IDNE\1016539.doc

C:\IDNE\1029108.doc

C:\IDNE\1039098.doc

C:\IDNE\105122.doc

C:\IDNE\1051440.doc

C:\IDNE\1076282.doc

C:\IDNE\1089314.doc

C:\IDNE\1158252.doc

C:\IDNE\1180706.doc

C:\IDNE\1200532.doc

C:\IDNE\1206227.doc

C:\IDNE\1208755.doc

C:\IDNE\1210662.doc

C:\IDNE\1213187.doc

C:\IDNE\12356938.doc

C:\IDNE\1243743.doc v

| Decrypt
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6. By default, the decrypter will pre-populate the list of files to decrypt using the information from
the restored file database.

7. Decrypters typically offer various options depending on the particular malware family. The
available options are located in the Options tab and can be enabled or disabled there. You can
find a detailed list of the available Options below.

8. Click "Decrypt” to start the decryption process. The screen will switch to a status view, informing
you about the current process and decryption status of your files:
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E M S I S OFT Decrypter

Decrypter  Results  Options  About

For NemucodAES - Version 1.0.0.50

Backup file: C:\DMEY1200532.doc, dechak s
Status: Successfully decrypted!

Encrypted file: C:\DMEY1206227.doc
Backup file: C:\IDNEV1206227. doc.decbak
Status: Successfully decrypted!

Encrypted file: C:\IDMEY1208755.doc
Backup file: C:\\DMEY1208755.doc, dechak
Status: Successfully decrypted!

Encrypted file: C:YDMEY1210662.doc
Backup file: C:\IDNEV1210662. doc. decbak
Status: Successfully decrypted!

Encrypted file: C:\IDMEY1213187.doc

Abort
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9. The decrypter will inform you once the decryption process is finished:
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E M S I S OFT Decrypter

Decrypter  Results  Options  About

For NemucodAES - Version 1.0.0.50

Backup file: C:\DME\Wwallpaper-44969.jpg. dechak s
Status: Successfully decrypted!

Encrypted file: C:\DMEwallpaper_1680x1050_dean.jpa
Backup file: C:\DNE\Wwallpaper_1680x1050_dean.jpg.decbak
Status: Successfully decrypted!

Encrypted file: C:\DMNEWwallpaper_1680:x1050_santorin.jpg
Backup file: C:\DMEWwallpaper_1680x 1050_santorin, jpg.dechak
Status: Successfully decrypted!

Encrypted file: C:YDMEWomb of Consdousness Searing Lapis 1920x1030.jpg
Backup file: C:\DNEYWomb of Consdousness Searing Lapis 1920x1080.jpg.decbak
Status: Successfully decrypted!

Finished!
W
Save log | | Copy log to dipboard Abort
© 2017 Emsisoft Ltd http:f fwww. emsisoft.com

If you require the report for your personal records, you can save it by clicking the “Save log”
button. You can also copy it straight to your clipboard to paste it into emails or forum posts if
you are asked to.

Available decrypter options

The decrypter currently implements the following options:

e Backup old encrypted files
It is unfortunately not possible for the decrypter to know for sure that a file has been decrypted
correctly. If this option is enabled, the decrypter will therefore keep the encrypted version of the
file around. If something goes wrong, the user can always restore the encrypted state of the
system to allow for an additional recovery attempt.
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