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1.06wme ycnoBus

HacTosiwasn nporpamma noagepxku onpegensiet nepeyeHb U NopsagoK oKazaHUs yCryr TEXHUYECKOW
noadepXku Bnagenbuy cepTudukata paclumpeHHon TexHudeckon nogaepxkn Kaspersky Industrial
CyberSecurity Maintenance Service Agreement (KICS MSA), Executive.

HacTtoswas nporpamma noaaepKku HanpasneHa Ha npegoctaBneHne lNonb3oBaTento pacMpeHHoro
nepeyHs ycnyr, a Takke Ha NpegoCcTaBlieHME MOBbILLEHHOIO KayecTBa 00CNy>KMBaHMWS, NO CPABHEHMIO C
YCNOBMSIMU CTaHOAPTHON NOAAEPXKKM, OKasbiBaeMon B pamkax JlmyeHsnoHHoro cornaweruna AO
«JTabopaTopus Kacnepckoro», onpeaensitowero ycroBusa UCNonb3oBaHusa nporpaMmmMHoro Npogykra
Monb3oBartenem.

2.0npepeneHunsn

«Company Account» — web-cuctema 06paboTkun nHuugeHto Cnyx6on TexHnyeckon Mogaepxkm JNlabopaTtopum
Kacnepckoro (https://companyaccount.kaspersky.com)

«lMpopykT» — nporpamma ana 3BM, paspabotanHasa AO «JlabopaTtopusa Kacnepckoro».

«Monb3oBaTenkb» — OPUANYECKOE NNLO, UMeloLLee AENCTBYIOLLYIO MULLEH3NI0 Ha UCMOMb30BaHUE NMUHEKN
npoaykTtoB Kaspersky Industrial CyberSecurity (KICS).

«MHumpeHT» — nioboe cobbiTne, cooblieHHoe Monb3oBaTenem, KOTOpPoe He ABNSETCH YacTblo CTaH4APTHOrO
yHKLUMOHMpOBaHUS [poayKTa, 1 KOTOPOe BbI3bIBAET UMM MOXET BbI3BaTb MPepbliBaHME UMW CHIDKEHME KayecTBa
ycnyru, npoussogunmon Npogyktom.

«l'lpoGnema» — OCHOBHada Hen3BeCTHad npuydnHa o4HOro nunum oonee MHUMAOEHTOB.

«M3BecTHas owmbka» — Nnpobnema, KopHeBasl NPMYMHA KOTOPOI CTana U3BeCcTHa 1 HaldeHo BpeMeHHoe
o6xoQHOEe peLleHne Unu NocTosHHaa anbTepHaTMBa.

«Owwnbka npoaykTa» — He AeKnapupyemoe noeBeaeHue NpoaykTa.

«3anpoc Ha obcnyxuBaHue» — 3anpoc MNMonb3oBaTtens Ha NPegOCTaBNEHNE TEXHUYECKOW NOAAEPXKKY,
uHpopMaLmMK, CoBETA UMW JOKYMEHTALMUM B CIyyasiX, HE KacatoLLMXCA HEKOPPEKTHOIO (PYHKLMOHMPOBaHWS U
npepbiBaHWs HopMmanbHou paboTel MNpoaykTa.

«BupycHas anugemusa» — KpusucHasi cutyauus y Nonb3oBaTensi, BO3HUKLIASA B Clyvae, ecn BUPYC He MOXeT
ObITb 06HapyXeH MNpPoAYKTOM NPW NPUMEHEHMMN aKTyarbHbIX aHTUBUPYCHBLIX 6a3 AaHHbIX, U UCNONHAEMblE MOAYIM
BMpYCa HEraTMBHO BO3OENCTBYIOT Ha HEMPepPbIBHOCTL TEXHOMOrMYeckoro npouecca Monb3oBaTtens.

«BupycHbIn MHUMAEHT /| UHUMAOEHT, cBA3aHHbIM ¢ BpeAOHOCHbLIM MO» — MHUMOEHT, HE CBA3aHHbIN C
MpoaykToM, HO CBAI3aHHbIN C HEOOX0ANMOCTBIO NpefocTaBneHus MNonb3oBaTento cneumguyecknx yTumT,
yaanstowmx spegoHocHoe MO, n/vunu pekomeHgaumi no yaaneHuio n onncaHmn spegoHocHoro MoO.

«KpVITI/I‘-IHOCTb MHUMOeHTa» — O3Ha4YaeT Mmepy 6I/|3HeC-KpV|TVI‘-IHOCTVI MHUMOEeHTa, OCHOBAHHYHO Ha I'IOTpe6HOCTFIX
OnsHeca UM TeXHONOrM4YecKoro npouecca MNonb3oBarens.

«Bpewms peakuunmn» — Bpemsi, npoLuejliee ¢ MOMeHTa nonyyeHus «Jlabopatopuein Kacnepckoro» nHgopmawmm o
noboM nHUMaeHTe A0 MOMeHTa npedocTasneHns Nonb3oBaTento KBannduuupoBaHHOIo oTBeTa (NOCPeACTBOM
Company Account lNonb3oBatensa Ha UHTEPHeT-NopTasne TEXHNYECKON NoAAEPXKKN, ANEKTPOHHOM NOYThI UK
TenedoHa).

«OBbHoBNeHue» — BbiNyck «JlabopaTopuein Kacnepckoro» aHTMBMPYCHOM 6a3bl 4aHHbIX C HOBbIMY CUTHATYypamu
BMpYcoB unu moaudukaumsmm Mpoaykra, oGecneyvsaroLlent ynydeHne gyHKUNOHaNbEHOCTA U
npovasoanTensHocTy MpoayKTa u/vnu cogepskallein HoBY PYHKUMOHaNbHOCTL UK ynydweHns MpoaykTa.

«O6xonHOe pelueHue» — npoueanypa, NOCPeAcTBOM NPUMEHEHUs koTopolt MNonb3oBaTenb MOXeT BPEMEHHO
PeLUnTb MHLUOEHT.

«JloxHas TpeBora» — cutyaums, korga NpoaykT owmnboYHO BOCNPUHUMAET HEMHDPULMPOBAHHbBIN dalr, Kak
MHULMPOBAHHbIN.
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3.0nucaHue nporpamMmmbl TEXHUYECKOU NoaaepKKu

TexHU4yeckoe KOHCYINbTUpoOBaHue
TexHnyeckoe KOHCYNbTUPOBaHWE MO BOMpocam aKcnnyatauun nuHenku npoayktos Kaspersky Industrial
CyberSecurity (KICS) n npvém 3anpocoB Ha YCTpaHEeHMEe HeEraTMBHbIX NOCNeaCTBUA NHUMOEHTOB NOCPEACTBOM:

e [lpepocTtaBneHusi goctyna Nonb3oBaTento Kk MiHTepHeT-INopTany TexHuveckon nogaepxkun AO
«JlabopaTtopusa Kacnepckoro» ¢ BO3MOXHOCTbIO pa3dMeLLEHNS 3aMpOCoB B pexume 24x7x365
(KkpyrnocyTo4Ho, BKMOYas BbIXOAHbIE U MPa3gHMYHbIE OHW)

e [Ipmnéma 3anpocoB no TenegoHy NPUOPUTETHOM BbIAENEHHON NIMHUM B PEXUME:

e 24x7x365 onsa 3anpocoB yPOBHS KPUTUHHOCTU 1-2;
e 1o pabounm gHsm ¢ 10:00 no 18:30 (Bpemss MockoBCkoe) A5 3anpoCcoB YPOBHA CPOYHOCTU 3-4.

¢ [Ipuéma 3anpocoB MO INEKTPOHHOM NoYTe B pexmme 24x7x365 (KpyrnocyTOYHO, BKMOYasi BbIXOAHbBIE U
npasgHuYHble AHW) B ClyYae HEBO3MOXXHOCTM co3aaHuns 3anpoca yepe3 VHTtepHeT-MNopTan

o [lpuém 3anpocos NMepcoHaneHbIM TexHnyeckum MeHegxepom (MTM) B paboume vacel ¢ 10:00 no 18:30
(Bpemsi MockoBckoe) no paboynm gHAM.

OGpaboTka MHUMAEHTOB
O6paboTka nHUMaeHTOB Yepes3 web

Web cuctema obpaboTtkm 3anpocoB LieHTpa TexHnyeckon nogaepxkm «Jlabopatopun Kacnepckoro» goctynHa no
ccbiike https://companyaccount.kaspersky.com.

MocpeacTesom aaHHoM cuctembl «JlabopaTtopust Kacnepckoro» npegoctasnsieT lNonb3oBaTtento:

L] BO3MOXHOCTb UCMNOJ1b30BaHUNA I'IepCOHaJ'IbHOVI yquH0|7| 3anucu MNMonb3oBaTtens Ans co3gaHusi, 0OHOBMNEHNS
N MOHUTOPUHIAa MHUMNOEHTOB;

e  TEXHWYECKYH NOAAEPXKY U KOHCYMbTaLUWUM MO PELLEHNIO MHLMOEHTOB B NPOLIECCe YCTAHOBKM,
KOHUIyp1poBaHus U yHKUMOHUPpoBaHus MpoaykTa;

o TEXHUYECKYIO NoaAEepPXKY U KOHCYNbTauumn no re4vyeHunto cbaﬁnos, 3apaxeHHbIX BpeagOHOCHbIM |-|O, n
CaMOCTOATENTIbHOMY yaaneHuto BpeaoHOCHOro MO c nporpamMmMHO-annapaTHbIX KOMMNJIEKCOB, 3allULLEHHbIX
npO,El,yKTOM C yCTaHOBJTIEHHbIMU HOBeWLW MU OOHOBNEHUAMU I'Ipop,yKTa N aHTUBUPYCHbIX b6a3 AOaHHbIX.

O6paboTka MHUMOEHTOB: NogaepKKa nNo TenedoHy

e [lopaepxka no TenedgoHy npegocTtaensetcs «Jlabopatopuelt Kacnepckoro» Tonbko aBTOPU30BaHHbLIM
coTpyaHukam Monb3oBaTensi.

Bpemsi peakuum Ha UHUUAEHTDI

«JlabopaTopusa Kacnepckoro» rapaHTMpyeT Bpemsi peakuumn Ha obpalleHus Monb3oBaTtens B COOTBETCTBUM C
BPEMEHHbIMWU paMKaMK, COOTBETCTBYHOLLIMMM YPOBHAM CPOYHOCTU UHUMAEHTA:

YpoBeHb KPUTUYHOCTU Bpemsa peakuumn

YpoBeHb KpUTUYHOCTH 1 30 MUHyT*
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YpoBeHb KPUTUYHOCTU 2 4 yaca*
YpoBeHb KpUTUHHOCTH 3 6 pabouunx yacos
YpoBeHb KpUTUYHOCTU 4 8 pabouunx yacos

* B Hepaboyee Bpems, B T. 4. BO BPEMS BbIXOAHbIX U Npa3gHuKoB, Heobxoanmo obpalueHne no tenedoHy

YpOBEHb KpUTUYHOCTW MHLUMAEHTA ONpeaenseTcs ero kateropmew, BbibpaHHon [Nonb3osaTtenem npu
nepeoHa4vanbLHOM obpalleHnn (Yepes Beibop NpeaycTaHOBNEHHbIX ypoBHen B Company Account).

AO «JlabopaTtopusa Kacnepckoro» nmeeT npaBo BNOCNEeACTBMU NEPECMOTPETb YPOBEHb KPUTUYHOCTM MHUMAEHTA,
ecnu ero onncaHme byget COOTBETCTBOBATL APYroMy YPOBHIO. [lepedeHb ypoBHEN KPUTUYHOCTU U UX ONUCaHUS
npveeaeHsbl B [punoxeHun.

NMepcoHanbHbIN TexHnyeckun MeHepxep (MTM)

MepcoHanbHbIN TexHMYeckun meHemkep (MTM) HasHavaeTcst AO «JlabopaTopus Kacnepckoro» ¢ uenbto
opraHusaumvM eanHOro KaHana B3anmMogemncTeua ¢ nons3osarenem. NTM aBnsaeTcst COTPYAHUKOM KOMMNAaHUK-
npoussoauTens u ynpaenseTt obpaboTkon Bcex nHuugeHTos [Nonb3oBaTtens. B 06493aHHOCTM TEXHUYECKOrO
MeHeXepa BXOAUT:

e opraHusauus pabot no TexHudeckon nogaepxke cneunanuctamu AO «Jlabopatopus Kacnepckoro» ans
peweHna TeXxHM4eCKX MHUNOEHTOB;

e unHdopMupoBaHue lNonb3oBaTens O TeKyLeM COCTOSHMU peLLeHns 3anpocoB, NpeaocTaBneHne
eXXeKBapTanbHON OTYETHOCTY;

e KOHTPOIb BbINOSHEHMS 3a4ad U obecrnedveHme CBOEBPEMEHHBIX acKanauun npu o6paboTke UHUMAEHTOB B
npoLecce okasaHus YCnyr;

L] nogaepXka I/IT-p,enapTameHTa lNonb3oBaTensi B NOHUMaHUM n npaBuIbHOM MUCMNOJ1b30OBaHUN
peKOMeH}J,aLI,VIIZ, npeaocTtaBfieHHbIX B Npouecce OKa3aHUA yCIyr;

e MpoBeAeHWe COBMeCTHO ¢ lMNonb3oBaTtenem perynspHoro aHanvsa u cornacosaHue OencTBUi
HeobXoAUMbIX OS5 PeLUEeHUs] TEXHUYECKUX U OnepaLMOHHbIX MHLMOEHTOB.

MTM rapaHTupoBaHHO gocTtyneH no paboynm gHsam ¢ 10:00 go 18:30 (Bpemsi MockoBckoe) no TenedoHy,
3NEKTPOHHOW NnoYTe 1 MobunbHoMy TenedoHy. B cnyyae HegoctynHocTu MNTM (B HOYHOE Bpems 1 Hepaboune
OHun), 3anpochkl [Monb3oBaTens nepeagpecyoTcs 3aMeHSIWEeMY Ha NIMHUIO TEXHUYECKON NOAAEPKKM.

Monb3oBatenb AomkeH coobwmts AO «JlabopaTopusi Kacnepckoro» nMeHa n KOHTaKTHY0 uHdopmMaumio
COTPYOHWKOB, Ha3HaYeHHbIX Ans B3aumogencteus ¢ NTM (KoHTakTHOe NLO) 1 NPegoCTaBUTb €r0 KOHTaKTHYIO
WHpopmMaLmio (B YAaCTHOCTMW, afpec SNEKTPOHHON NOYThl U HOMep TenedoHa), NocpeaCcTBOM KOTOPOM C
KOHTaKTHbIM SIMLOM UM MNONTIHOMOYHBLIM NPeAcTaBuTenemM JaHHOIo nuua MOXHO B3auMoencTBoBaTb BO BPEMS
paboT Haa MHUMAEHTaMK.

YnpaBrieHMe Ka4yeCTBOM
SCKaJ'IaLJ,VIFI MHUMOEHTOB U ynpaBJieHne NpeTeH3nAaAMun

I'Ipe,u,bﬂBneHme npeTeH3m71 1 anob Ha Ka4ecTBo 06Cﬂy)KI/IBaHMF| ocyLlecTBndeTCca cornacHo me(ecnep,ylomeﬁ
cxewme:

YpoBeHb lNepcoHanbHbIN PykoBoauTenb cnyxbbl TEXHUYECKOW
ackanauuu TexHu4eckumn noaaepXKn permoHarnbHoro oguca

MeHnenmxep «Jlabopartopumn Kacnepckoro» KMMeHTaMm (6U3HEC-KOHTaKT)

MeHenxep no pabote ¢
KOprnopaTUBHLIMU
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[Monb3oBaTenb MOXET 3CKanMpoBaTb HEPELUEHHbIE MHUWOEHTHI B Criydae, eCrim MHUMAEHT HaXoauTcs «Ha
cTopoHe» «Jlabopatopumn Kacnepckoroy.

KOHTpOﬂb peweHnAa MHUMOEHTOB

B nto6oi MOMEHT BpeMeHU MHUMOEHT MOXeET ObiTb, kKak B paboTe y Nonb3oBaTens (T.e. [Nonb3oBaTtens
npeanpvHMMaeT OenCcTBUS, CnocobCTByOLLME peLlennto nHumnaeHTa «Jflabopatopuen Kacnepckoro»), Tak 1 B
pabote B «JlabopaTtopum Kacnepckoroy.

MHumpeHT cuntaeTtca Haxogawmmea B paboTte y MNonek3oBatens, koraa «Jlabopatopua Kacnepckoro» nponssogut
3anpoc gononHutensHon nHpopmaumm y Nonb3osatens. MNMocne Toro, kak Nonb3oBaTens npegocTaBnNsaeT
3anpOoLLEHHYI0 MHCpOPMaLNIO, MHUMAEHT cuMTaeTcs nepeaaHHbiM B paboTy «Jlabopatopumn Kacnepckoro». Bpemsi
HaXOXAEeHWS MHUMOEHTA Ha CTOPOHE KINMeHTa He JOIMKHO NpeBbiwaTth 1 Mmecsiua. B cnyyae npeBbilIeHNst 3TOro
nokasaTens, TeKyLMN UHLUNOEHT aBTOMaTMYEeCKM 3aKpbiBaeTCs.

«JNaBopaTopust Kacnepckoro» HeceT OTBETCTBEHHOCTb TOMNLKO 3@ BPeMS], B TEYEHWE KOTOPOro UHLMAEHT
Haxoauncs B paboTe B «JlabopaTopun Kacnepckoro».

OGHoBnNeHne dHTUBUPYCHbIX 6a3 no 3anpocCy nonb3oBaTensd npu
BO3HUKHOBEHUUN BUPYCHOIro UHUMAEHTa Unun JI0OXKHOWM TpeBorn

Mpun owmnboyHoM geTekTnpoBaHum MNpoaykToM MHULMPOBAHHOIO (haina kak HeMHPULNPOBAHHOIO, NN B
obpaTHoM criyyae, npu ycnosun, 4To [Nonb3oBaTenem ycTaHOBMEHbI HOBeWLINE OBHOBNEHNS U aHTUBUPYCHbIE
6a3bl gaHHbIX, [Monb3oBaTens MoXeT noTpeboBaTb BHECEHNS U3MEHEHW B 6a3bl aHTUBMPYCHBIX ONUCaHuin
Mpoaykta. AO «JlabopaTopus Kacnepckoro» obecneunBaeT npeaoctasneHme MNonb3osartento O6HoBneHus bas, B
KOTOPOM JaHHbI dhaiin 6yaeT BEpHO AeTEKTMPOBATLCS.

AO «JlabopaTopusa Kacnepckoro» opraHusyet paboTbl Mo:

o (O6paboTke 3anpocoB, CBA3aAHHLIX C BbIMYCKOM aHTUBMPYCHbIX 6a3, BblAeNEHHON rpynnow cneunanicTos,
OENCTBYIOLWNX B pexmme 24X7x365

e [lproputeTHoMy (YCKOPEHHOMY) BbiNycKy OGHOBNEHNs ANS BnagernbLes cepTudurKaTa pacLlUMpeHHON
TexHuyeckon nogaepxkn KICS MSA Executive.

e VIHdopmupoBaHuio [Nornb3oBaTerns 0 NPOMEXYTOYHbIX pe3yrnbTatax NepcoHarnbHbIM TexHUYecknm
MeHepxepom.

NMpepocTtaBneHve KOAOB NporpaMMHbIX Koppekuumn (patches) npoaykra

B npouecce ncnpasBneHna n3BecTHbIX olunBok komnaHuein AO «JlaBopaTopusi Kacnepckoro» Monb3osaTento
npeaocTaBnsAloTcs o6LLeoCTyNHble KOAbl NPOrpaMMHbIX KOPPEKLIMIA MO Mepe MX Bbinycka.

Mpu oOHapyXeHUM HecTaHgAPTHOM Npobnemsl, AN KOTOPOM OTCYTCTBYET 0bLLefOCTYMNHLIN Ko NporpamMmmHoOn
koppekuun, MNMonb3oBartens Bnpase 3anpocuTtb AO «JlabopaTopus Kacnepckoro» o0 BbIMyCKe YaCTHOTO pPeLleHnst —
Kofa nporpaMMHON KOppeKLmm, cneumdunyHoro Ans cutyaumm (KoHdurypauum, Bepcum, yCrosuin UCNosnb30BaHUs
npoaykrta) Nonb3oBaTtens.

AO «JlabopaTtopus Kacnepckoro» opraHuayeT paboTbl no:

¢ (O6paboTke 3aNpoCOB Ha BbIMYCK KOAOB YaCTHbIX KOPPEKLUMIA BblAENIEHHON FPYMNOW MHXEHEPOB,
3aKpenneHHown 3a 3anpocamu lNonb3oBaTenen pacluMpeHHoOM TexXHuYeckon nogaepxkn KICS MSA
Executive.

e VIHpopMupoBaHus Nonb3oBaTensa 0 MPOMEXYTOUHbIX pe3ynbTatax [NepcoHanbHbIM TexHUYecKnm
MeHemxepom
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AO «JlabopaTopusa Kacnepckoro» npunoxuT KOMMepYeCckn 0O0CHOBaHHbIE YCUIUSA ANst BblMycKa YacTHOMO
Kofa nporpammHon koppekumu. Kogbl NporpaMmMHbIX KOPPEKLUUIA BbIMYCKAOTCS COrNAacHO NONUTHKE

NoAAEPKKN NPOAYKTOB Ha pa3HbIX CTaAMSAX XKU3HEHHOIO LMKIIa NPUITOXEHWS (aKTyarnbHasi Bepcus AOCTyMHa

no ccbinike http://support.kaspersky.ru/support/rules)

YcnoBusi UICNOMb30BaHWsA KOAOB MPOrpaMMHbIX KOPPEKLUIA ABNSTCA NPeAMETOM JINLLEH3UOHHOMO COrnalleHus,
3akntoveHHoro mexay AO «Jlabopatopus Kacnepckoro» u Nonb3oBaTtenem

NpoBepka COCTOAHUA CUCTEMbI 3aLUUTDI.

Monb3oBaTtenb MOXET OAMH pa3s B rof BOCMOMb30BaTbLCS YCIYron NPpOBEPKM COCTOAHMSA CUCTEMBI 3aLLUThI
npeanpusaTtusa (Health Check) B TeueHne cpoka gencTensi ceptudmnkata pacLUMpeHHON TEXHUYECKOM NOOAEPXKKN
Kaspersky Industrial Cybersecurity Executive. lNepeyb npoBepok, BXOAALWMUX B YCNYTY, MOXHO NONy4nTb Yy
MepcoHanbHoro TexHnyeckoro MeHempxepa. B pesynbtaTte npoBegeHHoro ayamTa lNMonb3oBaTtens nonyyaeT oTyeT
0 NpOBepKe C yka3aHWeM HEODXOAMMbIX KOPPEKTUPOBOK. YCIOBUSA 1 CPOKN OKa3aHUs ycnyrn obcyxaarTcs
OOMONHUTENBHO, HO HE MEeHee YeM 3a 2(ABe) HeJenu A0 CPOoKa OKa3aHus YCryru.

MocelweHne KnNueHTa

[Baxxabl B rog B Te4eHMe cpoka AeNCTBMSA cepTudmkaTa paclumpeHHon TexHndeckon nogaepxkm KICS MSA
Executive lNonb3oBaTenb MOXET 3anNpoCUTb COTPYAHMKA TEXHUYECKON NOAAEPKKN NpUexaTb Ha CTOPOHY KMMEHTa.
[OnnTenbHOCTb KaXXaoro NoceLLeHns pasHa ogHomy pabodemy gHio. NepeyveHb paboT 1 gatel npuesga
oroBapuvBalTCs JOMNOMHUTENBHO, HE MEeHee YeM 3a 2(ABe) Hegenu o BU3uTa. TpaHCMOPTHbIE U UHbIE pacxoabl
nayT 3a cyet Nonb3oBaTens.

dononHuTtenbHble ycnoBusa noganepixku

lMonb3oBaTenb UMeeT NpaBo Ha3HauYUTb A0 8 (BOCbMMU) KOHTaKTHbIX NAL, MMEILWNX NPaBo OTKPbIBATb 3as8BKN Ha
oKasaHwue ycnyr TexHu4eckon nogaepku. CnnMcok KOHTaKTHbIX NWL, CO CTOPOHbI Nonb3oBaTtens AomkeH bbiTb
onpefeneH JONONHUTENbHO. [1na n3aMeHeHNs cnmMcka KOHTaKTHbIX nuy Mone3oBaTtenks JOMmMKeH 0hOpMUTL 3anpoc
yepe3 Company Account. B oTBeT Ha 3anpoc 06 nameHeHMM cnmcka KoHTakTHbIX nuu, AO «JlabopaTopus
Kacnepckoro» npegoctaBuT NOnb30BaTento O6HOBNEHHYIO MHGOPMaLKIO.

lMonb3oBaTtenb MOXET 3aperMcTpupoBaTb HEOrpaHNYEHHOE KONMMYeCTBO NHUWAEHTOB 3a BECb CPOK AENCTBUS
cepTumkaTa pacLUMpeHHON TEXHNYECKON NoaOEPXKKN.

HekoTopble MHUMAEHTLI MOTYT NOTpeboBaTh BOCCO3AaHUS YCIOBUIA BOZHUKHOBEHUS MHUMAeHTa B AO
«JlabopaTopusa Kacnepckoro» ¢ Liesbio NpoBeaeH sl TECTUPOBAHUSA 1 BepUdrKaLMN BUPYCHOTO 3apaXKeHNUs Unu
Hanuunsa NPoayKTOBOM OLLUNGKN.

Monb3oBatens 0b6a3aH npegoctaButb AO «JlabopaTopusi Kacnepckoro» BClo He06XoaMMYo MHpopMaLmio 1
cneumduryeckoe nporpammHoe Unm annapatHoe obecneyeHne Heobxoanmoe Ansi BOCNPOU3BEAEeHNS YyCnoBui
BO3HWKHOBEHWSI MHUMAEHTA B CriyYae, ecrnvm HeobxoavMmoe nporpaMMHoe u/vnu annapatHoe obecneveHne
otcytcTBYeT Yy AO «JlabopaTopus Kacnepckoroy.

«JlabopaTopusa Kacnepckoro» npunoxuT Bce HeobXoanMble YCUNUS ANst BOCNPOW3BEAEeHUS HUMAEHTA, Kak
TonbKo GyOeT AOCTYNHa BCA HeoBXxoaMmas MHopMaLUs, a Takke NporpamMmMHoe u/unu annapaTHoe obecnevyeHue.
B crnyyae HEBO3MOXHOCTV BOCMPOU3BEAEHMUS YCNOBUIA BO3HUKHOBEHUS UHLMAeHTa Monb3osaTens o6asaH
npefgocTaBuTb coTpyaHukam AO «JlabopaTopusa Kacnepckoro» OocTyn K MHUUMPOBAHHLIM cUCTeMaM yaarneHHo.

B cnyyae ecnv MHUMAEHT He MOXKeT OblTb BOCNPOU3BEAEH HU OAHOWN N3 CTOPOH, UMK KIMMEHT He NpeaocTaBun
OOCTYN K paboyeMy OKpYXEeHUI0, FAe MHLUUOEHT MOXET OblTb BOCNPOU3BEAEH, UMK YCTAaHOBEHO, YTO [poayKT He
ABMNSAETCSH MCTOYHUKOM MHLUMAEHTA, MHLUMAEHT HEe MOXeT ObITb KnaccupuumMpoBaH B pamMkax AaHHOW NporpamMMbl
NOAAEPXKKN.
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OrpaHuyeHua nporpaMmMbl TEXHUYECKOU NoaaepKKu

Mporpamma npemuanbHon nogaepxkn KICS MSA Executive He BkntoyaeT B cebs cneaylowime nyHKTbI:

Pa3paboTtky HOBoro cyHkLmMOHana npoaykra no 3anpocy lNMons3oBarens.
YnyylieHve nponsBoOANTENBHOCTM U KOHUIypUpoBaHue ycTpoicTea Monb3oBaTens.

NeyeHne KOMMbLIOTEPOB, 3apaXeHHbIX BPeAOHOCHBIMM NMPorpaMmamMu (BKoYas ycTpaHeHue nocneacTeumi
TaKoro 3apaxeHus).

3anpochkl Ha onucaHue BPeAOHOCHbIX MporpamMm.
Mopnepxky B Hepaboyee Bpems, KpOMe MHLMAEHTOB 1 1 2 YPOBHSA KPUTUYHOCTU.
Bonpocbkl 0 paboTe CTOPOHHUX MPUMOXEHMI U/UNN ONEPALIMOHHBIX CUCTEM.

[MprMeHeHne CTOPOHHNX NaTyen K onepaumoHHbLIM CUCTEMAM U NPUITOXEHUAM OIS YCTPaHeHUs
YA3BMMOCTEN.

WHTerpauuto npoaykros Jlabopatopun Kacnepckoro co CTOPOHHMM NporpammHbiM obecneyeHmem.
CoBeTbl N0 06LLen HAaCTPONKe MHPOPMaLMOHHOW Be3onacHOCTH.

O6yyeHune pabote c NMpogykramu.

JemoHcTpaumio, passepTbiBaHune MpoayKToB.

M3meHeHne HacTpoek 1 npoBepky paboTocnocobHocTu MpoayKToB.

HeKOTOpre CepBUCHbI, HE BXOoAsALlMe nporpamMmmMmy nogaepKkm, MOryT npegnaratbCa Kak otaesibHble niaTtHble

YCnyru.

YCJ'IyFI/I, BXoadume B nporpamMmmy TEXHNYECKON noaaepXXky, He OkasblBakTCA B Cllydae BO3SHUKHOBEHUA
nepeyvyncrneHHbIX HWxe MHUNOEeHTOB:

WHUMAEHTI, Y>Ke pelleHHble ans Monb3oeatens (T.e., eCrnv BO3HUKNM UHLUMAEHTbI Ha YCTaHOBINEHHOW
konuu MNpoaykTa nocne Toro, Kak aHanorMyHble MHUMAEHTbI Obln peLueHbl Ans apyro konum MpoaykTa);

MOWCK U yCTpaHeHue Npobnem aHanormyHbIX UMM UOEHTUYHBIX YXKe pelleHHbIM (T.e. UHUMAEHTOB, ANns
peLLEHUNsI KOTOPbIX MOXeT ObITb NMPUMEHEHO pelleHne NpeablayLMX UHUMAEHTOB ¢ NpedocTaBeHneM
[OMNOSHATENBHBIX MHCTPYKUMI «JlaBopaTopumn Kacnepckoro»);

WHLUMAEHTLI, Bbi3BaHHbIE Henonaakamu annapatHoro obecneyeHus MNonb3oBaTens;

WHUMAEHTBI, BO3HUKLLME Ha HEMOAAEPXKUBAEMbIX BEPCUSAX MPOrpaMMHbIX nnatdopM (Hanpumep, Ha beTa-
Bepcuax nporpaMmmMHbIX nnachopM, BepCUAX HOBbIX NakeToB oBHOBREHUI UNK LI,OI'IOJ'IHeHI/IVI, He
opobpeHHbIx «JlabopaTopuen Kacnepckoro» B kKa4ecTBe coBMECTUMbIX € [pogykramm);

MHUMOEHTDI, Bbi3BaHHbIE yCTaHOBKOVI M 3anyCKOM CTOPOHHUX ﬂpMﬂO)KeHVIVI (BKJ'IPO‘-IaFI, HO HEe
orpaHun4mBasdCb, CNMCKOM HenogaepXxmesaemoro ninm HecoBMeCTMmMoro nporpamMmmMHoOro obecneyeHuns,
YKa3aHHOro B JOKyMmeHTauum nnm Ha cante «J'Ia6opaTopV|M KacnepCKoro»);

MHLIMOEHTbI, O KOTOPLIX [Monb3oBaTenb He MOXET NPeAoCTaBUTh TOUYHYIO MHAopMaLMo, 0GOCHOBaHHO
3anpolueHHylo «Jlabopatopuein Kacnepckoro» ¢ Lienbio BOCNPOU3BEAEHUSA, PacCcrefjoBaHNs U peLleHnst
WHUNOEHTa;

WHUMOEHTbI, BO3HUKLLME B pe3ynbTaTe HenpuMeHeHUs Ui HenpaBuiibHOrO NPUMEHEHMUS MHCTPYKLMIA
«Jlabopatopumn Kacnepckoro» nnm gokymeHntaumm «Jlabopatopum Kacnepckoroy», B criydae npaBuUIibHOro
NCMONb30BaHUS KOTOPbIX BO3HUKHOBEHUE MHUMAEHTA BblNo Gbl HEBO3MOXHO.
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4.MpunoxeHune

YpPOBHU KPUTUYHOCTU MHLUAEHTOB, OTHOCALMNXCS K NPOOYKTY.

«YpoBeHb KpUTUYHOCTU 1» (KPUTUYECKMIA) 03HaAYaeT KpUTUYECKYto Npobnemy ¢ MNpoayKToM, BIMSIIOLLYIO Ha
HenpepbIBHOCTb TEXHOMOMMYeckoro npotecca Monb3oBaTens nocpeAcTBOM npepbiBaHWs paboTocnocobHoCTH
I'Ipo,quTa nnn onepaunmoHHbIX CUCTEM |-|OJ'Ib3OBaTeJ'IF|, I Bbi3blBaKOLLYHO NOTEPKO AaHHbIX, YCTAHOBKY
CTaHOapTHbIX HacTpoek Monb3oBaTens B He6e3onacHbIA PeXxnM UM BO3HUKHOBEHUE ApYyrnx npobnem ¢
BesonacHoCcTbIo, NpU 3TOM 06X04HOE peLleHne OTCYTCTBYET.

[MepeveHb HUMOEHTOB, CBA3AHHbIX C [1POAYKTOM U COOTBETCTBYIOLLUX YPOBHIO KPUTUYHOCTM 1, BKNOYaET B cebs
cnegyroLmne NHUMOEHTbI:

e  BCH NoKanbHasi ceTb (UK KPUTUYHAs YacTb CeTK) He paboTaeT, YTO NpepbIBaeT OCHOBHbIE
TEXHOSOrMYecKMe NpoLeCChI.

«YpoBeHb KPUTUHHOCTU 2» (BbICOKMIA) O3Ha4YaeT Npobnemy BbICOKOrO YPOBHS KPUTUHHOCTU, BbI3blBAIOLLYHO
BO3JENCTBME Ha PyHKUMOHANbLHOCTL [poaykTa, HO He BbI3biBalOLLYO NOBPEXAEHME/ NOTEPIO AAHHbLIX UMK
npepbiBaHne paboTocnocobHOCTM NPOrpamMmmMHOro obecneyeHns. YpoBeHb KpUTUYHOCTU 1 paccMaTpuBaeTcs, Kak
YpoBEHb KPUTUYHOCTHU 2, KOrga n3BecTHO 06X0OHOE peLLeHueE.

MepeyeHb UHUMOEHTOB, CBSA3aHHbIX C [PpOAYKTOM 1 COOTBETCTBYHOLLMX YPOBHIO KPUTUYHOCTU 2, BKMNoYaeT B cebs
crnenyoLlme MHUMAEHTBI:

e  MPOAYKT MONHOCTbIO BbIBEAEH U3 CTPOSI, HO HENPEPLIBHOCTb OCHOBHbBIX TEXHOMOMMYECKMX MPOLLECCOB HE
HapyLuaeTcs.

«YpoBeHb KpUTUHYHOCTU 3» (CpegHui) o3HavyaeT HEKPUTUYHYIO Npobremy unu 3anpoc Ha obcnyxmeaHue, He
3aTparmsatome yHKUMOHanbLHOCTb NpoaykTa.

MepeyeHb NHLUMAEHTOB, COOTBETCTBYIOLNX YPOBHIO KPUTUYHOCTM 3, BKIloYaeT B ceGsl crieayome UHUMAEHTbI:

e MPOAYKT YaCTUYHO BbiBEEH M3 CTpost (paGoTaeT HECOOTBETCTBYIOLWMM 06pa3oM), HO Apyroe NporpaMmmHoe
obecneyeHune 3aka3urka He BbIBEEHO 13 CTPOS B pe3ynbTaTte paboTel MpoaykTa.

«YpoBeHb KpUTUYHOCTHU 4» (HU3KWIA) O3HAYaET ApYyrie HeKPUTUYHbIE 3anpockl Ha obcnyxueaHue. Bee
WHUMUAEHTbI, HE YNOMSHYTbIE Bbille, OTHOCSATCS K 3TOMY YPOBHIO KPUTUYHOCTH.

ypOBHVI KPUTUYHOCTU BUPYCHbLIX MHUUNAEHTOB

«YpoBeHb KpUTUYHOCTHU 1» (KPUTUYECKMIA) 03HAYaeT BUPYCHYIO 3NUAEMUIO, BIIUSIOLLYIO Ha HEMpepbIBHOCTb
TEXHOMOrM4Yeckoro npowecca 3akasymka nocpeAcTBoOM NpepbiBaHua paéoTocnocoGHocTu MpoaykTa unm
onepauMoHHbIX CUCTEM 3akasyumKa, U Bbi3bIBaIOLLLYH MNOTEPIO AaHHbIX, NPV 3TOM 06XodHoe pelleHne
OTCYTCTBYET.

MepeyeHb MHUMAEHTOB, CBA3aAHHbIX C BPEAOHOCHBLIM NPOrpaMMHbLIM 06ecrne4YeHMEM U COOTBETCTBYHOLLMX YPOBHIO
KpUTMYHOCTM 1, BKIOYaeT B cebs (HO He orpaHMYMBaeTCs) cneayowme MHUMOEHTDI:

e  BCHA NOKanbHas ceTb (MNN KpUTUYHAs YacTb ceTu) He paboTaer;
e  BUpYCHas anuaemus;
e OXHad TpeBora Ans annos, BXOAALWMX B KPUTUYHbBIE NS MPON3BOACTBA CUCTEMBI.

«YpoBeHb KpUTUHHOCTU 2» (CpeaHuii) o3HavaeT npobnemy cpeaHero ypoBHsSl KPUTUHHOCTU, HE Bbi3bIBAOLLYHO
noBpexaeHne/ NoTepro AaHHbIX UK NpepbiBaHMe paboTocnocoBHOCTH NporpaMmMHoOro obecneyeHmns. YpoBeHb
KPUTUYHOCTK 1 paccMaTpuBaeTCs, kak YPOBEHb KPUTUYHOCTU 2, KOT4a M3BECTHO 0OXOOHOE peLleHune.
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I'Iepequb WHUNOEHTOB, CBA3aHHbIX C BP€OOHOCHbIM NporpaMMHbIM obecrneyeHnem n COOTBETCTBYHOLLNX ypOBHIO
KPUTUYHOCTK 2, BKIto4yaeT B cebs (HO HE OrpaHI/I‘-IVIBaeTCFI) cnegywuwime NHUMOEHTbI:

. VIHd)VILI,VIpOBaHVIe HECKOJIbKMX HEKPUTUYHbIX Y3J10B CEeTU;

e OXHas TpeBora Ans annos, BXOAALINX B CUCTEMbI, HEKPUTUYHBIE ANl NPOU3BOACTRA.
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