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1.06wme ycnoBus

HacToswasa nporpamma nogaepXkn onpegensiet nepevyeHb M NopsiAoK OKasaHnsa yCrnyr TEXHNYECKON
nogaepxku Bnagensuy Ceptndpukata PacwmpeHHon TexHuueckon MNogaepxkn ans Kaspersky Fraud
Prevention (MSA ansa Kaspersky Fraud Prevention).

HacTtosawas nporpamma nogaepku HanpaeneHa Ha npegoctasrneHne Nonb3oBaTento paclMpeHHoro
nepeyHs ycnyr, a Takke Ha NpegoCcTaBlieHME MOBbILLEHHOIO KayecTBa 00Cy>KMBaHMSA NO CPaBHEHMIO C
YCNOBMSIMW CTaHAAPTHON NOAAEpP KKM, OKa3dbiBaeMoK B pamkax JlnueHsnoHHoro cornatwieHus AO
«JTabopaTopus Kacnepckoro», onpeaensaioLLero ycnoBusa Mcnonb3oBaHus nporpammHoro MNpogykra
Monb3oBartenem.

2.0npepeneHunsn

«Company Account» — web-cuctema 06paboTkun nHuugeHto Cnyx6on TexHnyeckon Mogaepxkm JNlabopaTtopum
Kacnepckoro (https://companyaccount.kaspersky.com)

«MpoagykT» — nporpamma ansa 3BM, paspabortaHHas AO «JlabopaTtopusa Kacnepckoro».

«Monb3oBaTenb» — PUAMYECKOE NULO, UMetoLLiee AeNCTBYIOLLYIO NMULIEH3NI0 Ha ucnonb3osaHue Mpoaykra, ans
KOToporo 6yaeT okasblBaTbCA TeXHUYecKas noaaepxka B COOTBETCTBMM C HACTOSALLER NporpaMMoit.

«HumaeHT» — noboe cobbiTne, coobLleHHoe Nonb3oBaTenem, KOTOpPOE He ABNAEeTCA YacCcTbio

CTaHOapTHOro yHKUMoHMpoBaHus NpoaykTa, 1 KOTOPOe Bbi3biBAET UM MOXKET BbI3BaTb NpepbliBaHne Unu
CHWXEHWe KayecTBa ycnyru, nponssogumon NpoayKkrom.

«Mpobnema» — oOCHOBHasi HEU3BECTHas NpUYMHA o0aHOro Unu bonee MHUMAEHTOB. CTAaHOBUTCS M3BECTHOWN
OLUMGKOW B cnyvae, ecnun KopHeBasi NpUYnHa U3BECTHa U HadeHO BpeMeHHoe 06xoHoe peLleHme unm
NoCTOsIHHasA anbTepHaTuBa.

«M3BecTHas owmbka» — Nnpobrema, KopHeBasi NpPMYMHA KOTOPOI CTana U3BeCcTHa 1 HaldeHo BpeMeHHoe
06xoaHOE peLLeHre U NOCTOsIHHAA anbTepHaTuBa.

«Owmnbka npoayKTa» — He AeknapvpyemMoe noBegeHne npogykra.

«3anpoc Ha obecnyxuBaHue» — 3anpoc Nons3oBaTens Ha NpefoCTaBleHNe TEXHNYECKOW NoaaepXkKu,
nHdopmaLmm, coBeTa N AoKyMEHTaLmMmn B Cryyasx, He KacaloLLMXCs HEKOPPEKTHOro PyHKLNOHMPOBAHUSA UM
npepbiBaHUa HopManbHon paboTsl [poaykTa.

((BVIpyCHaﬂ anuaeMusa» — KpusncHaa cutyauma 'y Monb3oBaTtens, BO3HUKLLIAA B cny4vae, ecnu Bnupyc He MOXeT
ObITb 06Hapy>KeH npOD,yKTOM npn NpuMeHeHnn akTyalibHbIX aHTUBUPYCHbIX 0a3 JaHHbIX, U UCMOSTHAEMblE moaynu
BMpyca HeratmBHo BO3}J,eI7ICTByI'OT Ha HENPEepbIBHOCTb OusHeca lMNonb3oBaTtens.

«BupycHbi nHunaeHT /| UHUMOeHT, cBA3aHHbIN ¢ BpeAoHOCHbIM NMO» — MHUMAEHT, HE CBSA3aHHbIN C
MpoayKTOM, HO CBA3aHHbIA C HEOBXOAMMOCTbLIO NpeaocTaBneHus Monb3oBaTento cneLnPUIECKNX yTUINUT,
yaansiowmx spegoHocHoe N0, n/unu pekomeHgaumin No yaaneHuno n onucaHumn spegoHocHoro MO.

«KpuTnyHOCTL MHUMOEHTa» — 0O3Ha4YaeT Mepy BM3HEC-KPUTUHHOCTU MHUMOEHTA, OCHOBAHHYIO Ha NOTPEBHOCTAX
6usHeca MNonb3oBaTens.

«Ycnyra(u)» — MeponpusiTusi U AesTeNbHOCTb MO CONPOBOXAEHWIO, TEXHUYECKOW NOAAEPKKE U KOHCYNbTaUmMM,
npenocTaensiemble «JlabopaTtopuei Kacnepckoro» B paMmkax nporpamMmmbl pacLUMPEHHON NOAAEPKKU OIS
Kaspersky Fraud Prevention.

«Bpewms peakuuun» — BpeMs, npoLlesliee ¢ MOMeHTa nony4venust «flabopatopuen Kacnepckoro» nHgopmawmm o
noboM MHUMAEHTE OO0 MOMEHTa npefocTaBneHus MNonb3oBaTento KBannduunmpoBaHHOIo oTeBeTa (NOCPEACTBOM
Company Account lNonb3oBaTensa Ha UHTEPHeT-NopTasne TEXHNYECKON NoAAEPXKKN, ANEKTPOHHOM NOYThI Un
TenedoHa).
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«O6HoBRNeHMe» — BbiNyck «Jlabopatopuen Kacnepckoro» aHTUBMPYCHOWM 6a3bl aHHbIX C HOBbIMU CUrHaTypamu
BMPYCOB nnu Mmogudukaumsamm MNMpoaykTa, obecneynBatoLLen ynydweHne QyHKUNOHaNbHOCTN Nn
nponssoguTensHocTh MNpoaykta n/mnun cogepallen HOBYHO YHKLMOHANbHOCTb UNnu ynydlleHus MNpoaykra.

«MopepHuzauus» — obHoBneHue MNpoaykTa, naeHTudnunpoBaHHoe n3aMeHeHneM Homepa Bepcumn MpogykTa.

«O6xogHoe pelueHne» — npoueaypa, NoCPeAcTBOM NPUMEHEHUS KOTOPOIA MMonb3oBaTeNb MOXET BPEMEHHO
PeLUnTb MHLWOEHT.

«JloxkHasa TpeBora» — cutyaums, korga NpoaykT olwMBoYHO BOCMPUHUMAET HEMHULMPOBAHHbLIN haiin, kak
MHULMPOBAHHbIN.

«KoHconb Kaspersky Fraud Prevention (KFP)» - nnyHbI kabuHeT nonb3oBaTens KFP. KoHconb gocTtynHa no
ceoblinke: https://dashboard-ru.fp.kaspersky-labs.com/login

“KFP Cloud Frontend” — cuctembl, oTBevawLwwme 3a goctyn B KoHconbe KFP 1 nHterpaumio ¢ BHyTpeHHUMMA
cuctemMamu nonb3oBaTens.

“Risk-based Authentication” - dpyHKUMOHanN, NO3BONALNIA cucTeMe ayTeHTudmkaumm NMonb3osBatens BoibpaTth
NoaxXo4ALLNIA CueHapui Ansa ayTeHTUdukaumm KoHeyHoro nonb3oBaTens Ha OCHOBE aHanm3a CTaTUCTUYECKMX
Mozenen, penytauun ycTponucTea, penytaumm KoHeuHoro nonb3oBaTens. B cuctemy ayteHtudukaumnm
nonb3oBaTtens nepenaéTcs BEPAUKT HACKONBbKO NErMTUMHBIM siBnisieTcst KoHeYHbIn nonb3oBaTenb.

3.0nucaHune nporpammbl nogaepxku ana Kaspersky
Fraud Prevention

TexHU4yeckoe KOHCYINbTUPpOBaHMWe no Bonpocam aKcniayataumm
npoAYKTa U anéM 3anpocoB Ha yCTpaHeHUe HeratTuBHbIX
I'IOCJ19,C|,CTBVII7I MHUMOEHTOB nocpeacTBOM.

o [IpepocTtaBneHus goctyna Nonb3osaTento Kk MHTepHeT-MNopTany TexHuyeckon nogaepxku AO

«JTabopaTtopusa Kacnepckoro» ¢ BO3MOXHOCTbIO pa3MeLLEHMs 3anpoCcoB B pexume 24x7x365
(KpyrnocyTo4HO, BKMOYas BbIXOAHbBIE U MPa3gHUYHbIE OHW)

e [Ipnéma 3anpocos no TenedoHy NPUOPUTETHON BblAENEHHON FIMHUUN B PEXUME:
e 24x7x365 ons 3anpocoB ypOBHS KpUTUYHOCTU 1 1 2;
e o pabounm gHam ¢ 10:00 no 18:30 (Bpems MockoBCKkoe) 411 3anpoCoB YPOBHSA CPOYHOCTM 3-4.

e [Ipuéma 3anpocoB MO INEKTPOHHOM NoYTe B pexmme 24x7x365 (KpyrnocyTo4YHO, BKMOYasi BbIXOAHbIE U
npasgHuYHble AHW) B ClyYae HEBO3MOXHOCTM co3aaHuns 3anpoca yepe3 NHTepHeT-MNopTan

e [lpuéma 3anpocos NepcoHanbHbiM TexHundeckum MeHemkepom (MTM) B paboumne yacsl ¢ 10:00 no 18:30
(Bpemsi MockoBckoe) no paboymm gHAM

OGpaboTka MHUMAEHTOB

Ob6paboTka MHUNOEHTOB Yepe3 web

Web cuctema obpaboTtkm 3anpocoB LieHTpa TexHn4yeckon nogaepxkn «Jlabopatopum Kacnepckoro» gocTynHa no
ccbinke https://companyaccount.kaspersky.com.

MocpeacTBom AaHHoN cucTeMbl «JlabopaTtopua Kacnepckoro» npegoctasnseT MNonb3osaternto:

. BO3MOXHOCTb 1UCMNOJ1b30BaHNA ﬂepCOHaﬂbHOVI yquH0|7| 3anucu Monb3oBartens Ans co3gaHusi, 0OHOBMNEHMS
N MOHUTOPUHIa NMHUNOEHTOB,


https://dashboard-ru.fp.kaspersky-labs.com/login
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e TEXHUYECKYIO MOAAEPXKKY M KOHCYNbTaLMW NO PELUEHUIO MHLMOEHTOB B NPOLECCe YCTaHOBKN,
KOHUrypupoBaHus u pyHKUMoHMpoBaHus Mpoaykra;

®  TEeXHUYECKy NOAAEPXKKY M KOHCYMNbTaLMM NO NeYeHUIo hannos, 3apaxeHHblX BpegoHOCHbIM MO, n
CaMOCTOSATENbHOMY yAaneHuto BpegoHocHoro N0 ¢ nporpamMmHo-annapaTHbIX KOMMIEKCOB, 3aLUMLLEHHbIX
MpoayKkToM ¢ ycTaHOBNEHHBIMU HOBENLLMMY OBHOBNEHUAMU MNMpoayKTa n aHTUBMPYCHbIX 6a3 AaHHbIX.

Ob6paboTka MHUMOEHTOB: NogaepXka no tTenedoHy

e [lopgoepxka no TenedoHy npepoctasnsieTca «Jlabopatopment Kacnepckoro» TonNbko aBTOPM30BaHHbIM
COTpyAHUKaM Nonb3oBaTtens.

BpemMsa peakuum Ha MHUMAOEHTbI

«JlabopaTtopusa Kacnepckoro» rapaHTupyeT BpeMsi peakumm Ha obpalleHuns Nonb3oBaTtensa B COOTBETCTBUM C
BPEMEHHbLIMU paMKaMu, COOTBETCTBYIOLLIMMW YPOBHAM CPOYHOCTU MHLMAEHTA:

YpoBeHb KPUTUYHOCTHU Bpemsi peakuuu

2 yaca (30 MMHYT Ha NoATBEPXAEHUE MPUHATUS

YpoBeHb KpUTUYHOCTY 1 MHUMAGHTA B paBoTy®)

YpoBeHb KpUTUYHOCTY 2 4 yaca*
YpoBeHb KpUTUYHOCTN 3 6 pabounx yacos
YpoBeHb KpUTUYHOCTN 4 8 pabounx yacos

* B Hepaboyee Bpems, B T. 4. BO BPEMS BbIXOAHbLIX U Npa3gHMKoB, Heobxoamnmo obpalueHne no tenedoHy

3anpocam lNonb3oBaTenen pacluMpeHHon TexHmdeckor nogaepxku ansa Kaspersky Fraud Prevention
npuceanBaeTcsa 6onee BbICOKUI MPUOPUTET OTHOCUTENBHO CTaHOAPTHBLIX 3aNpPOCOB.

YpoBeHb KpUTUYHOCTW MHUUAEHTA onpegenseTcs ero kareropmen, BblopaHHon MNonb3oBatenem npum
nepBoHavanbHOM obpalleHun (Yepes BbIGOP NpeaycTaHOBMEHHbIX ypoBHer B Company Account).

AO «JlabopaTopus Kacnepckoro» nmeeT npaBo BMOCEACTBMN NEPECMOTPETb YPOBEHb KPUTUYHOCTU MHUMAEHTA,
€cnu ero onucaHue GyaeT COOTBETCTBOBATb APYroMy YpOBHH. [lepeyeHb ypoBHEWN KPUTUYHOCTU U UX ONUCaHNS
npueefeHbl B MpunoxeHunu.

NMepcoHanbHbIN TexHn4yeckun MeHepxep (MTM)

MepcoHanbHbIM TexHuyecknin meHemxkep (MTM) HasHavaeTest AO «JlabopaTtopusa Kacnepckoro» ¢ Lenbto
opraHusaumm eguHOro kaHana B3aMMoAencTeus ¢ nonb3oBateneM. NTM ABnseTcss COTPYAHUKOM KOMNaHWM-
npou3BoauTens u ynpaensaeT obpaboTkon Bcex nHunaeHToB MNonb3oBaTtens. B 0693aHHOCTM TEXHUYECKOTO
MeHepKepa BXoauT:

e OpraHusauusi paboT No TexHn4eckon nogaepxke cneunanuctamm AO «JabopaTopus Kacnepckoro» ans
peLLeHNst TEXHUYECKNX UHLIMOEHTOB;

e  UWHopmupoBaHue NMNonb3oBaTens 0 TEKYLLEM COCTOSIHUM PELLEHNsT 3anpoCcoB, NpeLoCTaBeHne
eXeKBapTanbHON OTYETHOCTMU;

L] KOHTPOI1b BbIMOJIHEHNA 3a4a4y U obecneyeHne CBOEBpPEMEHHbIX ackanauyum npu 06p360TKe WHUMNOEHTOB B
npouecce okasaHusa ycnyr,
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e nopaepxka UT-aenaptamenTa MNonb3oBatens B NOHMMaHUN U NPaBUNIbHOM UCMOMb30BaHUM
pekomMeHZaLmMi, NpegocTaBneHHbIX B MPOLLECCE OKa3aHUsl YCNyr;

e MpoBeaeHWe COBMeCTHO ¢ MNonb3oBaTtenem perynspHoro aHanvsa u cornacosaHue OencTBU
HeobXOAUMBIX AN peLleHUs TEXHUYECKUX U ONepaLNOHHbIX UHLUUOEHTOB.

MTM rapaHTupoBaHHO gocTyneH no paboyum aHam ¢ 10:00 go 18:30 (Bpemsa MockoBckoe) no TenedoHy,
3NEKTPOHHOW noYTe 1 MobunbHoMy TenedoHy. B cnyyae HegoctynHocTu MNTM (B HOYHOE Bpems 1 Hepaboune
AOHK), 3anpockl [Nonb3oBaTens nepeagpecyoTcs 3aMeHSALEMY Ha FIMHUIO TEXHUYECKOW NOAAEPXKKN.

Monb3oBatens AomkeH coobwmtbe AO «JlTabopaTopus Kacnepckoro» nMeHa u KOHTaKTHY0 uHdopMaumio
COTPYOHWKOB, Ha3HaYeHHbIX Ans B3aumogencTeus ¢ NTM (koHTakTHOe nNuLo) 1 NPegoCcTaBUTb €ro KOHTaKTHYIO
nHdOPMaUMIO (B YaCTHOCTU, aapec 3MEKTPOHHOW NOYTLl U HOMep TenedoHa), NocpeaCcTBOM KOTOPOM C
KOHTaKTHbIM NIULLOM UK NOMTHOMOYHBIM NPeACTaBUTENeM AaHHOMO Mua MOXHO B3aMMOAENCTBOBaTb BO BPEMS
paboT Haa NHUMAEHTaMM.

YnpaBneHue Ka4eCTBOM

Jckanaumsa MHUMOEHTOB U ynpasJrieHne rnpeTeH3namm

I'Ipenb;aneHme FIpeTeH3VIl7I 1 xanob Ha Ka4ecTBO 060ﬂy)KI/IBaHVIFI ocyullecTBdAeTCA corfiacHo HM)l(eCﬂe[J,YIOU.J,eVI
cxeme:

YpoBeHb lMepcoHanbHbI PykoBoauTtenb crnyx6bl MeHepxep no paboTe ¢
ackanaumu TEXHUYECKUN TEXHUYECKOW NOAAEPXKKN KoprnopaTuBHbIMU
MeHexep pervoHarnbHoro oguca knueHTamu (6usHec-
«Jlabopatopumn Kacnepckoro» KOHTaKT)

Monb3oBaTenb MOXET 3CKanMpoBaTb HEPELUEHHbIE MHUWOEHTLI B Criydae, ecrim MHUMAEHT HaXoauTcs «Ha
cTopoHe» «Jlabopatopuun Kacnepckoroy.

KoHTponb pelleHns nHuMaeHToB

B nio6ori MOMEHT BpemMeHM UHUMAEHT MOXET bbiThb, kak B paboTe y [Nonb3oaTens (7.e. lNMNonb3oBaTtens
npeanpvHMMaeT OENCTBUS, CNOCOBCTBYHOLLIME peLleHnto nHumnaeHTa «Jflabopatopuen Kacnepckoro»), Tak n B
paboTe B «JlabopaTtopun Kacnepckoro».

MHuunpaeHT cuntaetcs HaxogsawmMmes B paboTe y Nonb3oBaTtens, korga «Jlabopatopusi Kacnepckoro» nponssognt
3anpoc gonosHuTensHon nHpopmaumm y MNMons3osatens. MNocne Toro, kak [Nonb3oBaTenb npegocTasnseT
3anpoLLEHHY0 MHAOPMaLMIO, MHUMOEHT cunTaeTcs nepefaHHbiM B padoTy «J1labopatopumn Kacnepckoro». Bpems
HaXOXAEeHWSA NHUMOEHTa Ha CTOPOHE KNMeHTa He JOSMKHO npeBbiwaTth 1 mecsaua. B cnydae npeBbllleHnst 3TOro
nokasartens, TekyLmmn MHUNOEeHT aBTOMaTMYeCKn 3aKkpbiBaeTCs.

«JlabopaTopusa Kacnepckoro» HeceT OTBETCTBEHHOCTb TOMbKO 33 BPEMsl, B TeUYEeHNEe KOTOPOro MHLIMOEHT
Haxoawuncs B paboTe B «JlaGopatopun Kacnepckoro».

rlpe,El,OCTaBJ'IeHI/Ie OTYEeTOB NO OTKPbLITbIM MHUMOEHTAM

B npouecce pelueHns nHUMaeHToB «JlabopaTopus Kacnepckoro» caenaeT Bce BO3MOXHOE A1 CBOEBPEMEHHOIO
npefocTaBneHnst MHpopMaLUmmn 0 cTaTyce OTKPbIThIX MHUMAEHTOB Monb3oBaTernto B COOTBETCTBUM C rpadoMKoMm,
yKa3aHHOM B HUXecneaytoLlei Tabnuue.
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YpoaeHb KPUTUYHOCTHU Fpacbm( npenocTaBrieHUA oT4eTOB

Mo 4OroBOpeHHOCTH, HO He Yalle, YeM pa3 B AeHb (MO AMEKTPOHHOM

YpoBeHb KPUTUYHOCTH 1
noyTte unu no TenegoHy)

YpoBeHb KpUTUYHOCTH 2

YpOBEHb KPUTUMHOCTY 3 B pamkax perynspHoro otyeTa

YpoBeHb KPUTUYHOCTU 4

OGHoBnNeHne dHTUBUPYCHDbIX 6as3 no 3anpocCy nonb3oBaTensd npu
BO3HUKHOBEHUUN BUPYCHOIro uHUMAEHTa unun JIOXKHOM TpeBorun

Mpun owmnboyHoM geTekTupoBaHum MNpoaykToM MHULMPOBaAHHOIO danna kak HeMHPUUNMPOBaAHHOIO, NN B
obpaTtHoM criyyae, npu ycnoBuu, 4To Nonb3oBaTenem ycTaHOBMEHbI HOBEWLINE OOHOBIEHNS U aHTUBUPYCHBIE
6a3bl gaHHbIX, [Monb3oBaTens MoXeT NnoTpeboBaTb BHECEHNS 3MEHEHW B 6a3bl aHTUBMPYCHBIX ONUCaHWi
Mpoaykta. AO «JlabopaTopus Kacnepckoro» obecneudnBaeT npegoctasneHme MNonb3osartento O6HoBneHus bas, B
KOTOPOM JaHHbI dhaiin 6yaeT BEPHO AeTEKTMPOBATLCS.

AO «JlabopaTtopusi Kacnepckoro» opraHusyeTt paboTbl no:

e (OOpaboTke 3anpocoB, CBSA3aHHbIX C BbIMYCKOM aHTMBUPYCHbIX 6a3, BblAENEHHON rpynnov cneumnanncros,
OENCTBYIOLLNX B peXMMe 24X7x365

e [lpuoputeTHomy (yCKOpEHHOMY) BbiNycKy oOHOoBNeHus ansi [Nonb3oBaTenen pacluMpeHHOn TEXHUYECKON
nogaepxku ana Kaspersky Fraud Prevention

e VIHopMumpoBaHuio [Nonb3oBaTens 0 NPOMEXYTOUYHbIX pe3yrnbTaTax U Xoe BbINOMIHEHWST ero 3anpoca
MNepcoHanbHbIM TexHn4yecknum MeHeaxepom.

lNMpenocTtaBrneHue KOAOB NporpaMMHbIX Koppekuun (patches) npoaykra

B npouecce vcnpaBneHns n3BecTHbIX olmbok komnaHuein AO «JlabopaTtopusi Kacnepckoro» Monb3oBaTtento
NpefocTaBnsoTCst 06LLeA0CTYNHbIE KOAbI MPOrpaMMHbIX KOPPEKLIMIA MO Mepe MX Bbinycka.

Mpw obHapyXeHnn HecTaHAapPTHOW NPOGneMbl, A4S KOTOPOW OTCYTCTBYeT 0OLEeA0CTYNHbIA KOA4 NPOrpamMMHON
koppekumu, Nonb3oBaTenb Bnpase 3anpocutb AO «JlabopaTopusi Kacnepckoro» o Bblnycke YacTHOrO peLleHust —
Kofa nporpaMmMHOM KOppeKLmm, cneumdnyHoro Ans cutyaumm (KoHdurypauum, Bepcum, yCrioBuin NCNosnb30BaHUs
npoaykTa) Monb3osaTtens.

AO «JlabopaTtopusa Kacnepckoro» opraHusyeTt paboTbl no:

e (O6paboTke 3aNpoOCOB Ha BbIMYCK KOAOB YaCTHbIX KOPPEKLUMIA BblAENIEHHON FPYMNOW MHXEHEPOB,
3aKkpenneHHou 3a 3anpocamu [Nonb3oBaTenen pacluMpeHHon TeXHUYeckon nogaepxku ana Kaspersky
Fraud Prevention

e VIHdopmupoBaHus Nonb3oBaTensa 0 NPOMEXYTOYHbIX pe3ynbTaTax U Xo4e BbINOMHEHUs ero 3anpoca
MNepcoHanbHbIM TexHu4ecknm MeHeaxepom

AO «JlabopaTopusa Kacnepckoro» npunoXxuT KOMMepPYECKn 0O0CHOBaHHLIE YCUIUS Ansl Bbinycka YacTHOrO
Kofa nporpammHon koppekumm. Kogbl nporpamMmMHbIX KOPPEKLMIA BbINMYCKAOTCA COrMacHo NonnTuke

NOAAEPXKKM NPOAYKTOB Ha pasHbIX CTaAMSAX XU3HEHHOTO LIMKIa NPUIoXeHWs (akTyanbHas Bepcus 4OCTyNHa

no ccbinke http://support.kaspersky.ru/support/rules)

YcnoBusi UICNOMb30BaHNSA KOAOB NMPOrpaMMHbIX KOPPEKLMIA SBNAOTCA NPeAMETOM JIMLLEH3UOHHOTO COrMnaLleHus,
3akntoveHHoro mexay AO «Jlabopatopusa Kacnepckoro» u lNonb3oBatenem.
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PernameHTHble paboThbl

AO «JlabopaTopusa Kacnepckoro» npegynpexaaeT nonb3oBaTensi 0 BpeMeHu NpoBeAeHNs PENM30B B CUCTEME
Kaspersky Fraud Prevention 3a 3 kaneHgapHbIx gHS. [poBeaeHne pennsoB MOXET Bbl3bliBaTb KPAaTKOBPEMEHHYHO
HepgocTynHocTb KFP Frontend.

HdononHuTenbHbIe YCNOBUA NOAAEPXKKN

Monb3oBaTtenb MMeeT NpaBo Ha3Ha4YMTb A0 8 (BOCbMM) KOHTaKTHbIX NUL, UMEIOLLMX NPaBO OTKPbIBATb 3asBKN Ha
OKasaHue ycnyr TexHu4eckon nogaepku. Cnmcok KOHTaKTHbIX MWL, CO CTOPOHbI [onb3oBaTens 4omkeH ObiTh
onpegerneH B cepTudukaTte Ha PaclumpeHHyto TexHu4eckyo noaaepkky. [Ons naMmeHeHns cnmcka KOHTaKTHbIX Niny
Monb3oBaTtenb gomkeH oopmnTb 3anpoc Yepes Company Account. B oTBeT Ha 3anpoc 06 n3ameHeHun cnmcka
KoHTakTHbIX nny, AO Jlabopatopusa Kacnepckoro npegoctaBuT nonb3oBaTento 06HOBMNEHHYIO BEPCUIO
cepTudumkata PaclumpeHHon TexHNn4eCcKon noaaepxku.

Monb3oBaTenb MOXET 3aperncTpmpoBaTh HEOrPaHUYEHHOE KONMYECTBO MHUUOEHTOB 3a BECb CPOK AENCTBUS
ceptudukata PacumpeHHom TexHUYecKon NogaepxKi.

HekoTopble MHUMAEHTLI MOryT noTpeboBaTb BOCCO34aHUs YCIIOBUI BO3HWKHOBEHUS MHUMAeHTa B AO
«JlabopaTopus Kacnepckoro» ¢ Lienbio NpoBeAeHWs TECTUPOBAHUS 1 BepudMKaLMM BUPYCHOTO 3apaXkeHust unm
Hanuyns NPoayKTOBOM OLLNOKN.

Monb3oBatenb 06a3aH npenoctaButb AO «JlabopaTopusi Kacnepckoro» Bcto HE06X0AMMY0 MHpopMaLmto 1
cneumgmryeckoe nporpammHoe Unu annapatHoe obecneyeHne HeoGxoanMoe At BOCNPOU3BEAEHNS YCIOBUIA
BO3HWKHOBEHUSI MHUMAEHTA B Cry4Yae, ecrniv HeobxoamMmoe nporpaMmmHoe u/unu annapatHoe obecrneveHne
otcytcTByeT y AO «JlabopaTtopusa Kacnepckoro».

«J1abopaTtopust Kacnepckoro» npunoXxuT Bce Heobxoaumble YCuUnus Ans BocnpousseneHnst MHUMAEeHTa, Kak
ToNbko ByaeT AOCTYNHa Bes HeobxoamnMast MHdopMauusi, a Takke NporpamMMHOe U/unu annapaTHoe obecneveHme.
B cnyyae HEBO3MOXXHOCTM BOCNPOM3BEAEHUS YCIOBUI BO3HUKHOBEHUS MHLMAEeHTa [Nonb3oBaTernb 06s3aH
npepocTtaBuTb coTpyaHukam AO «J1labopaTtopust Kacnepckoro» 4octyn K MHULMPOBaHHLIM CUCTEMaM YAaneHHo.

B cny4ae ecnun MHUMAEHT He MOXET ObITb BOCNPOWU3BEAEH HN O4HOWM N3 CTOPOH, UMW KITMEHT He NpeaocTaBun
OOCTYN K paboyemMy OKpYXEHUIO, FAe UHUMOEHT MOXET OblTb BOCNPOU3BELEH, UMW YCTAaHOBMNEHO, YTO MpoayKT He
ABMNAETCH UCTOYHUKOM MHLUMOEHTA, UHUMOEHT HEe MOXEeT OblTb KraccuduuMpoBaH B pamkax AaHHOW NporpaMmbl
NOAAEPXKKN.

OrpaHnyeHus nporpamMmmbl paclumpeHHon noaaepxku ana Kaspersky
Fraud Prevention

Ycnyru, Bxogsime B NporpaMMy paclumpeHHon nogaepxku ana Kaspersky Fraud Prevention, He oka3sbiBaloTCs B
crnyyae BO3HUKHOBEHUS MEePEYUCTIEHHBIX HXKE MHLNOEHTOB:

e MHUMAOEHTHI, Y>Ke pelleHHble ans Monb3oBatens (T.e., €Crn BO3HUKNN UHUMAEHTbI Ha YCTaHOBNEHHOM
konuu MNpoaykTa nocne Toro, Kak aHanornyHble NHUMAEHThI Obliv pelleHbl Ans apyron konum MNpoaykra);

o NMOUCK U yCTpaHeHne npoGneM aHanorn4yHbIX NN NOEeHTUYHbIX yXXKe pelleHHbIM (T.e. MHUMOEeHTOoB, Ansd
peLUeHns KOTOPbIX MOXEeT OblTb MPUMEHEHO peLleHre NpeablayLmMX UHUMAEHTOB C NpeaocTaBneHnemM
OOMONHUTENBHBLIX HCTPYKUUA «JlabopaTtopun Kacnepckoroy);

e  VHUMAOEHTbI, Bbi3BaHHbIE HeMonagkamu annapaTHoro obecneyveHus Monb3oBaTens;

®  VHUMOEHTbI, BO3HUKLLME HA HEMOOAEPKNBAEMbIX BEPCUSIX NPOrpaMMHbIX nnaTdgopm (Hanpumep, Ha beTa-
BEPCUSIX MPOrpamMMHbIX NIaTtdopm, BEPCUSIX HOBbIX NMAKETOB OOHOBIEHUIM UM JOMNOSNHEHWIA, HE
opobpeHHbIX «JlabopaTopuelt Kacnepckoro» B kayecTBe COBMECTUMbIX € poaykTamu);
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e  VHUMAOEHTbI, BbI3BaHHbIE YCTAHOBKOW U 3aMyCKOM CTOPOHHUX NPUNOXEHWUI (BKNoYasi, HO He
orpaHun4mBadcb, CNMMCKOM Henoaaep>xxmneaemoro nim HeCoBMeCTMMoro nporpaMmmMHoro oﬁecnequvm,
YKa3aHHOro B JOKyMeHTauuun unu Ha cante «Jlabopatopun Kacnepckoro»);

e MHUMAOEHTHI, 0 KOTOPLIX Monb3oBaTenb HE MOXET NPEAOCTaBUTL TOYHYHO MHGpopMaLMio, 060CHOBaAHHO
3anpoLueHHyto «JlabopaTopuert Kacnepckoro» ¢ Lenbio BOCNPOM3BEAEHWS, paccnefoBaHWs U peLleHus
MHUMOEHTa;

e MHUMOEHTbI, BO3HMKLINE B PE3YNbTaTe HENPUMEHEHWUSI UMM HENPABWUILHOTO NPUMEHEHNST UHCTPYKLWIA
«Jlabopartopuu Kacnepckoro» nnu gokymeHtaumm «Jlabopatopumu Kacnepckoro», B criydyae npaBurbHOMO
MCNoNb30BaHNA KOTOPbIX BO3HMKHOBEHNE NHUMNOEHTA Obl10 Obl HEBO3MOXHO.

NMpunoxeHune

YPOBHVI KPUTUHYHOCTU MHUMNAOEHTOB, OTHOCALLUUXCA K NPOAYKTY.

«YpoBeHb KPUTUHHOCTU 1» (KPUTUYECKUIA) O3HaAYaeT KpUTUYECKYo Nnpobnemy ¢ MpoaykTom, BAUSIOLLYIO Ha
HenpepbIBHOCTb bM3Heca [onb3oBaTens NoCpeacTBOM npepbiBaHMsA paboTocnocobHocTy MNpoaykTa nnm
onepaumnoHHbIX cucTem lNonb3oBaTens, U Bbi3bIBaOLLY NOTEPHO AaHHbIX, YCTAHOBKY CTaHAaPTHbIX HACTPOEK
Monb3oBaTtens B He6e30nacHbIN peXnm NN BO3HUKHOBEHMWE Apyrux npobrnem ¢ 6e30nacHOCTLIO, NPy 3TOM
06xogHOe pelleHne OTCyTCTBYeT.

MepeyeHb NHUMAEHTOB, CBA3aHHbIX C [TpoaYyKTOM M COOTBETCTBYHIOLUMX YPOBHIO KPUTUYHOCTM 1, BKNtoYaeT B cebs
crnegyowme MHUMAEHTDI:

e  BCA NOKanbHas ceTb (UMK KPUTMYHAsA YacTb CeTU) He paboTaeT, YTo NpepbiBaeT OCHOBHbIE GK3Hec-
npoueccs.

«YpoBeHb KPUTUYHOCTU 2» (BbICOKUIA) O3HAYaeT Npobremy BbICOKOro YPOBHS KPUTUYHOCTU, BbI3bIBAIOLLYIO
BO3AeiCTBME Ha (PyHKUMOHaNbHOCTL MNpoaykTa, HO He Bbi3bIBAIOLLYO NOBpEXAeHWe/ NOTePH AaHHbIX UMK
npepbiBaHne paboTocnocoGHOCTU NporpaMMHOro obecneyeHuns. YpoBeHb KPUTUYHOCTU 1 paccmaTtpuBaeTcs, kak
YpoBEHb KPUTUYHOCTYM 2, KOrAa U3BECTHO 06XOAHOE peLleHMe.

MepeyeHb NHUMOEHTOB, CBSA3aHHbIX C [TpOaYKTOM M COOTBETCTBYHOLLMX YPOBHIO KPUTUYHOCTH 2, BKItOYaeT B cebs
crnegyoLwmne MHUNOEHTbI:

. NPOAYKT NOJTHOCTbLIO BbiBE€EH N3 CTPOA, HO HEMNMPEepPbIBHOCTb OCHOBHbLIX ounsHec npoueccoB He HapyLwlaeTca.

«YpoBeHb KpUTUHYHOCTU 3» (CpegHui) O3HavYaeT HEKPUTUYHYIO Mpobnemy unm 3anpoc Ha obecnyxmeaHue, He
3aTparmsatowme yHKUMOHanbLHOCTb NpoaykTa.

MepeyeHb NHUMAEHTOB, COOTBETCTBYIOLMX YPOBHIO KPUTUYHOCTM 3, BKItoYaeT B cebs criedyolmne HUMAEHTbI:

® TNPOAYKT YaCTUYHO BbiBEOEH U3 CTPOA (pa60TaeT HEeCOOTBETCTBYHOLNM 06pa:soM), HO Jpyroe nporpamMmmMmHoe
obecneyeHne 3akas4ynka He BbIBEJEHO 13 CTpOA B pesynbTaTte pa6OTbI I'Ipop,yKTa.

«YpoBeHb KpUTUYHOCTHU 4» (HU3KWIA) O3HAYaEeT Apyrne HeKpUTUYHbIEe 3anpockl Ha obenyxuesaHue. Bee

MHUMOEHTLI, HE YNOMAHYTbIEe Bbille, OTHOCATCA K 3TOMY YPOBHIO KDUTUYHOCTW.

yr)OBHI/I KPUTUYHOCTU BUPYCHbLIX THUNAEHTOB

«YpoBeHb KPUTUYHOCTU 1» (KPUTUYECKUIA) O3HAYaET BUPYCHYHO 3NMAEMUIO, BIIUSIIOLLYIO Ha HENPEPLIBHOCTb
OusHeca 3akas4ymka NnocpencTBOM npepbiBaHNst paboTocnocobHocTu MpoayKTa nnm onepaunoHHbIX CUCTEM
3akasuuka, Unu Bbi3bIBaIOLLYO NOTEPHO AaHHbLIX, MPU 3TOM 0B6XO4HOE peLleHNe OTCYTCTBYET.
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I'Iepequb MHUMOEHTOB, CBA3aHHbIX C Bp€AOHOCHbIM NpOorpaMmMHbIM obecrneyeHnem n COOTBETCTBYHOLLNX ypOBHIO
KPUTUYHOCTK 1, BKNtOYaeT B cebs (HO HE OrpaHI/I‘-IVIBaeTCFI) cnegywuwime NHUMOEHTbI:

e  BCS NOKanbHas ceTb (MNW KpUTUYHAs YacTb ceTh) He paboTaerT;
e  BUPYCHasi aNuaemus;
e JOXHas TpeBora Ans anrnoe, BXOASALMX B KpUTUYHbIE NS 6U3Heca CUCTEMBI.

«YpoBeHb KPpUTUYHOCTU 2» (CpeaHuit) o3HayaeT Nnpobnemy cpeiHero ypoBHs KPUTUYHOCTU, HE BbI3bIBAOLLYHO
noBpexaeHne/ NoTepto AaHHbIX UK NpepbiBaHe paboToCNOCOGHOCTY NPOrpaMMHOro obecrneyeHusi. YpoBeHb
KPUTUYHOCTM 1 paccMaTpuBaeTcsl, kak YpoBeHb KPUTUYHOCTU 2, Koraa M3BeCTHO 06XO4HOe peLueHue.

lMepeyeHb MHLUNOEHTOB, CBA3AHHbLIX C BPEAOHOCHbIM NPOrpaMMHbIM 06ecrneyeHnemM U COOTBETCTBYHOLMX YPOBHIO
KPUTUYHOCTM 2, BKNIOYAET B ceb5 (HO HE orpaHMuMBaEeTCs) crnegyowme UHUNOEHTI:

e MHPUUMPOBAHME HECKONBbKNX HEKPUTUYHBIX Y3I10B CETY;

e JIOXHasA TpeBora and (baVIHOB, BXOOALWNX B HEKPUTUYHbIE OnA Oun3Heca cUCTeMbI.
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