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1.06wme ycnoBus

HacTtoswaa nporpamma noadepXxky onpegenser nepedyeHb W MOPSIAOK OKa3aHUs YCryr TeXHWYECKON
noaaepxkun snagenesly ceptudukata PacwmpeHHon TexHuyeckon MNopaepxkn Kaspersky Anti Targeted Attack
(oanee MSA gna KATA).

HacTosuias nporpaMmma Nnoaaepku HanpaeneHa Ha npegocTasneHune MNonb3oBaTento paclUMPeHHOro nepeyHs
YCIyT, a TakkKe NMOBbILEHHOIO Ka4yecTBa 0GCMyXMBaHNS MO CPABHEHUIO C YCIIOBUSIMU CTaHAAPTHOM NOAAEPXKKU,
OKasblBaemon B pamkax JlnueHsnoHHoro cornatuermsa AO «JlaBopaTtopus Kacnepckoro», onpeaensioLero
yCNoBUs UCNOMb30BaHUA nporpammHoro MNpoaykTa Monb3oBatenem.

2.0npepeneHunsn

«Company Account» — web-cuctema o6paboTkn nHumaeHtoB Cnyxbon TexHuyeckon Moaaepxkn JNlabopaTtopum
Kacnepckoro (https://companyaccount.kaspersky.com)

«lMpogykT» — nporpamma ansa 3BM, paspabotaHHas AO «JlabopaTtopus Kacnepckoroy.

«lMonb3oBartenkb» — OPUANYECKOE NULIO, UMEIOLLIEE AEACTBYIOLLYIO NULIEH3NIO HA ncnonb3oBaHue MNpoaykta, ans
KOTOporo 6yaeT okasblBaTbCsH TEXHUYECKas NOAAEP)KKa B COOTBETCTBUM C HACTOSILLEN NPOrpaMMON.

«HumpeHT» — noboe cobeiTne, cooblieHHoe MNonb3oBaTenem, KOTOPOE He SABMAETCS YacTbio CTaHAApPTHOroO
dyHKLMOHMpOoBaHUA [poayKTa, 1 KOTOpoe BbI3bIBAET UMM MOXET Bbi3BaTb NPEPbIBAHNE UMNN CHKEHNE KavyecTBa
ycnyru, npomssoammon MNpogykrom.

«lMpobnema» — OCHOBHasA HEM3BECTHasi NpuU4MHa ogHoro unu 6onee nHUMAeHToB. CTaHOBUTCSA N3BECTHON
ownbkon B criyvae, ecriv KOpHeBasi NpUYNHA U3BECTHA U HaMOEHO BpeMeHHOe 00X0AHOe peLleHme Unm
NnocTosiHHas anbTepHaTUBa.

«M3BecTHas owmnbka» — Nnpobrnema, KOPHEBas NPUYNHA KOTOPOW CTarna U3BecTHa U HageHoO BpeMeHHoe
06Xx0QHOE peLLeHne Unu NoCTOAHHAasA anbTepHaTMBa.

«Owwnbka npoaykTa» — He AeKnapupyemoe noeBeaeHue NpoaykTa.

«3anpoc Ha obcnykuBaHue» — 3anpoc Monb3oBaTens Ha NpefoCcTaBreHne TEXHUYECKON NOAAEPXKKY,
uHpopMaLmK, CoBETa UNN JOKYMEHTALUM B CyyasiX, HE KaCatloLLMXCS HEKOPPEKTHOIO (PYHKLMOHMPOBaHWS Unn
npepbiBaHWs HopMmanbHou paboTel MNpoaykTa.

«Bwpycnaﬂ anunaeMunsa» — KpusancHaa cutyauma 'y Monb3oBaTens, BO3HUKLLAS B cny4ae, eCiin BUpyC HE MOXeT
ObITb 06Hapy>KeH rlpO,lJ,yKTOM npun npuMeHeHnn akTyarnbHbIX aHTUBUPYCHbIX 0a3 gaHHbIX, U UCNONHAEMbIe moaynu
BMpyca HeratmBHo BO3D,eIZCTBYIOT Ha HeNnpepbiBHOCTb 6usHeca lNonb3oBartens.

«BupycHbIn MHUMAEHT | UHUMAOEHT, cBA3aHHbIN ¢ BpeAOHOCHbLIM MO» — MHUMOEHT, HE CBA3aHHbIN C
MpoayKToM, HO CBA3aHHbINM C HEOBXOAMMOCTLIO NpeAocTaBneHns MNMonb3oBaTento cneLUnPUYECcKNX yTUNuT,
yaansoLwmx spegoHocHoe N0, n/unu pekomeHgaumi no yaaneHuo 1 onucanun spegoHocHoro MO.

«KpVITVI‘-IHOCTb MHUMOeHTa» — O3HavYaeT Mmepy 6M3HeC-Kpl/|TM‘-IHOCTM MHUMOEeHTa, OCHOBAHHYHO Ha I'IOTpeGHOCTﬂX
busHeca MNonb3oBaTtens.

«Yenyra(u)» — MeponpusitTus u 4eaTenbHOCTb MO COMPOBOXAEHMIO, TEXHUYECKOW NOAAEPKKE MU KOHCYIbTaLuu,
npegocTaBnseMble «Jlabopatopueit Kacnepckoro» B paMmkax nporpammbl noaaepxkm « MSA ans KATA».

«Bpewms peakuuun» — BpeMs, npoLuejliee ¢ MOMeHTa nony4veHust «Jlabopatopuen Kacnepckoro» nHgopmawmm o
noboM nHUMaeHTe 4O MOMeHTa npegocTasneHms Nonb3oBaTento KBannduuupoBaHHOIo oTBeTa (NOCPEeACTBOM
Company Account lNonb3oBaTensa Ha UHTEPHeT-NopTasnie TEXHNYECKON NOOAEPXKKN, ANEKTPOHHOM MOYThI Un
TenedoHa).

«OBHoBRNeHue» — BbiNyck «JlabopaTtopuen Kacnepckoro» aHTUBMPYCHOWM 6a3bl AaHHbIX C HOBbIMW CUTHaTypamu
BMPYCOB nnu mogmdukaunsamm MNMpoaykra, obecneunsatoLlen yryyweHne MyHKLMOHANbHOCTH Um
npoussoauTensHocTH MNpoaykTa n/unu cogepxatlen HoBy OYHKUMOHANBbHOCTbL UNK yny4exus MNpogykra.



lkaspersky

«MopepHusaumna» — obHoBneHue MpoaykTa, MAeHTUULMPOBaHHOE N3MEHEHNEM HoMepa Bepcum MpoaykTa.

«O6xogHoe pelueHue» — npoueaypa, NOCPeACTBOM NPUMEHEHUS KOTOPOIA MMonb3oBaTeNb MOXET BPEMEHHO
PeLUnTb MHLNOEHT.

«JloxkHasa TpeBora» — cutyaums, korga NpoaykT olwMBOYHO BOCNPUHUMAET HEMHULMPOBAHHbLIN halin, kak
MHULMPOBAHHbIN.

3.0nucaHue nporpammbl nogaepxkn « MSA ana KATA»

KaHanbl npeaocTaBneHnst TeXHUYECKOU NoanepPxKKu.

TexHun4yeckoe KOHCYJ1IbTUPOBaAHME NO BOMpocCaM 3aKkcniyataunn npoaykrta n FIpI/IéM 3arnpocoB Ha yCTpaHeHune
HeraTMBHbIX NOCNEACTBUA NHLUNOEHTOB nocpencTeBoM:

e T[lpepocTtaBneHust goctyna Nonb3oBaTento k MIHTepHeT-IMNopTany TexHuveckorn nogaepxku AO
«JTabopaTtopusa Kacnepckoro» ¢ BO3MOXHOCTbIO pa3MeLLeHMs 3anpoCcoB B pexnme 24x7x365
(KpyrnocyTo4HO, BKMoYas BbIXOAHbIE U NPa3aHUYHbIE OHW)

o [lpmnéma 3anpocoB no TenegoHy NPUOPUTETHOM BbIAENEHHON NIMHUM B pPEXUME:

e  24x7x365 ons 3anpocoB YPOBHS KPUTUHHOCTH 1;

e o pabounm gHam ¢ 10:00 no 18:30 (Bpems MockoBCKOe) 411 3anpoCOB YPOBHSA KPUTUYHOCTY 2-4.
o [Ipuéma 3anpocoB MO INEKTPOHHOM NoYTe B pexmme 24x7x365 (KpyrnocyToYHO, BKMOYasi BbIXOAHbIE U

npasgHun4HbIe ,EI,HVI) B Cltyd4ae HEBO3MOXHOCTK CO3aHUA 3anpoca 4yepes l/IHTepHeT-I'IopTan

O6paboTka MHUNAEHTOB
Ob6paboTka MHUNOEHTOB Yepe3 web

Web cuctema o6paboTku 3anpocos LieHTpa TexHnuyeckon nogaepxkn «Jlabopatopum Kacnepckoro» focTynHa no
ccbinke https://companyaccount.kaspersky.com.

MocpeacTsom aaHHoM cuctembl «JlabopaTtopust Kacnepckoro» npegoctasnsieT lNonb3oBartento:

L] BO3MOXHOCTb UCMNOJ1b30BaHUA I'IepCOHaJ'IbHOVI yHeTHOVI 3anucu MNMonb3oBaTtens ons co3gaHns, obHOBNEeHUs
N MOHUTOPUHIAa MHUMOEHTOB;

e  TEXHWYECKYH NOAAEPXKY U KOHCYMbTaLUWUM MO PELEHNIO MHLMOEHTOB B NPOLIeCCe YCTAHOBKM,
KOHUIyp1poBaHus U yHKUMOHUPpOoBaHUs MpoaykTa;

e BO3MOXHOCTb CO000OLaTb O JOXHbIX cpabaTbiBaHWsX NpPOAyKTa W 3anpawuvBaTb W3MEHEHUS B
aHTUBMPYCHbIX 6a3ax NpoaykTa Anst obecneyeHnst NpaBUnbHOIO OBGHapyXXeHus.

O6paboTka MHUMOEHTOB: NogaepXka no tTenedoHy

Moaaepxka no TenedoHy npegocTasnseTcs «JlabopaTopuen Kacnepckoro» Tonbko aBTOPM30BaHHbIM
coTpyaHukam Monb3oBaTens.

Ob6paboTka MHUMOEHTOB: NoAAEpPKKa MO 3NEKTPOHHON noyTe

Mopoaepxka MO 3MEKTPOHHOM MOYTe MpefoCTaBnsAeTcs B Crliydae HEeBO3MOXHOCTU CO3[aHus 3anpoca vepes
Company Account Ha nHTepHeT-nopTane. MNogaepxka npegoctaensieTcs «JlabopaTopmern Kacnepckoroy» TOMbKO
aBTOPU30BaHHLIM COTPYAHMKaM Nonb3oBaTens.
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BpemMsa peakuum Ha MHUUAEHTbI

«JlabopaTtopusa Kacnepckoro» rapaHTupyeT BpeMsi peakumm Ha obpalleHus Nonb3oBaTtensa B COOTBETCTBUM C
BPEMEHHbIMW paMKaMu, COOTBETCTBYIOLLIMMWN YPOBHAM CPOYHOCTU UHLMAEHTA:

YpoBeHb KPUTUYHOCTU Bpems peakuun ‘

YpoBeHb

2 vaca*
KpUTU4HOCTY 1

YpoBeHb

6 pabo4nx yacoe
KPUTUYHOCTH 2

YpoBeHb

8 paboumx yacos
KpUTUYHOCTM 3

YpoBeHb

10 paboumx yacos
KPUTUYHOCTK 4

* B Hepaboyee Bpems, B T. 4. BO BPEMS BbIXOAHbIX U Npa3gHuKoB, Heobxoanmo obpalueHne no tenedoHy

3anpocam lNonb3oBaTenen pacluMpeHHon TexHmudeckon nogaepxkn « MSA ans KATA» npuceanBaeTca bonee
BbICOKWI NMPUOPUTET OTHOCMTENBHO CTaHO4APTHbIX 3aNpPOCoB. YPOBEHb KPUTUYHOCTU MHUMAEHTA onpedenseTcs ero
KaTeropuewn, BbibpaHHou NMonb3oBaTenemM npy nepBoHavYansHOM obpalueHnn (Yepes BblI6op NpeayCcTaHOBMEHHbIX
ypoBHen B Company Account).

AO «JlabopaTopus Kacnepckoro» umeeT npaso BNOCNEACTBMU NEPECMOTPETb YPOBEHb KPUTUYHOCTN UHLIMAEHTA,
ecnu ero onncaHme byget COOTBETCTBOBATL APYroMy YPOBHIO. [lepedeHb ypoBHEN KPUTUYHOCTU U UX ONUCaHUS
npusegeHbl B [NpunoxeHun.

KoHTponb pelleHnst UHUMAEHTOB

B no6ow MOMEHT BpEMEHN MHUMAEHT MOXeT ObiTb, kak B paboTe y Monb3oBaTtens (7.e. Nonb3oBartenb
npeanpvHMMaeT AenCcTBUs, cnocobCTByOLWME peLleHnto nHumaeHTa «JlabopaTtopuen Kacnepckoro»), Tak u B
pabote B «JlabopaTtopun Kacnepckoro.

MHumnpaeHT cuntaetcs HaxogsawmMmes B paboTe y Nonb3oBaTtens, korga «Jlabopatopusi Kacnepckoro» nponssognt
3anpoc gonosiHuTensHon nHpopmaumm y MNMons3osatens. MNocne Toro, kak [Nonb3oBaTenb npegocTasnseT
3anNpOLUEHHYIO MHCpOPMALIMIO, MHUMAEHT cYMTaeTcsa nepefaHHbiM B paboty «JlabopaTtopun Kacnepckoro».

BpeMFI HaxoXxaeHunAa nHunaeHTa Ha CTOpOHe KiineHTa He JOJIKHO NnpeBbIllaTh 1 mecqaua. B Ccny4dae npesbllUeHnsA
3TOro nokKkasaTtend, TeKyLIJ,I/Il7I MHUMOEHT aBTOMaTU4YeCKN 3aKpblBaeTCA.

«JlaBopaTopusa Kacnepckoro» HeceT OTBETCTBEHHOCTb TOMbKO 33 BPEMsl, B TeYeHMe KOTOPOro MHLUMOEHT
Haxoawuncs B paboTe B «JlaGopatopun Kacnepckoro».

YnpaBrneHue Ka4yeCTBOM

3CKaJ'IaLI,I/IFI MHUMOEHTOB U yrnpaBJieHNE NPEeTEH3INAMU

MpeabaBneHve NpeTeH3uii 1 xanob Ha kayecTBo 06CMYKMBaAHUA OCYLLECTBIIIETCS COMMacHO HbKecneaytoLlei
cxeme:

YpoBeHb PykoBoanTenb cnyx6bl TEXHNYECKON MeHepxep no paboTe ¢ KopnopaTUBHLIMMU
ackanauun  |NogaepKku pernoHanbHoro odwmca KnueHtamy (G6M3HEC-KOHTaKT)
«JlabopaTtopum Kacnepckoro»
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[Monb3oBaTenb MOXET 3CKanMpoBaTb HEPELUEHHbIE MHUWOEHTHI B Criydae, eCrim MHUMAEHT HaXoauTcs «Ha
cTopoHe» «Jlabopatopumn Kacnepckoroy.

O6GHoBNEeHMe aHTUBUPYCHbLIX 6a3 No 3anpocy Nnonb3oBaTens Npu
BO3HUKHOBEHUM BUPYCHOIO MHLMAEHTA UMK JTIOXKHOMW TpeBoru

Mpun owmnboyHom geTtekTnpoBaHum MNpogykToM MHULMPOBaAHHOTO hbarna Kak HEMHAULMPOBAHHOTO, UM B
obpaTHOM cny4yae, npu ycnosuwu, 4to MNonb3oBaTtenem yCTaHOBMEHbI HOBENLLIME OOHOBNEHNSI U aHTUBUPYCHbIE
6a3bl gaHHbIX, [Monb3oBaTenb MOXeT NoTpeboBaTbh BHECEHNS U3MEHEHW B 6a3bl aHTUBMPYCHBIX ONUCaHni
Mpoaykta. AO «JlabopaTopus Kacnepckoro» obecneumBaet npegocrasneHue MNons3osatento O6HoBneHus bas, B
KOTOPOM AaHHbIN hann 6yaeT BepHO AeTEKTUPOBATHLCA.

AO «JlabopaTtopusa Kacnepckoro» opraHusyeTt paboTbl no:

o O6paboTke 3anpocoB, CBA3aHHbIX C BbIMYCKOM aHTMBUPYCHbIX 6a3, BblAENEHHON rpynmnov cneumnanncTos,
OENCTBYIOLNX B pexmme 24X7x365

¢ [lpuoputeTHomy (ycKOpeHHOMY) Bbinycky obHoBneHus and MNonb3oBaTenen pacluMpeHHON TEXHNYECKON
nogaepxkn « MSA ana KATA»

e WHdopmupoBaHuio MNonb3oBaTens 0 NPOMEXYTOUHbIX pe3ynbTaTax U Xo[e BbINONHEHUS ero 3anpoca
MEeHe)XePOM TEXHUYECKON NOAAEPXKKN.

dononHuTtenbHbIe ycnoBusa noaaepixku

Monb3oBaTtenb MMeeT NpaBO Ha3Ha4YMTb A0 4 (YeTbIpex) KOHTaKTHbIX N1L, UMEKLLMX NPaBo OTKPbIBaTb 3as8BKM Ha
oKasaHwue ycnyr TexHudeckon nogaepxku. Cnmncok KOHTaKTHbIX 1L, CO CTOPOHbI [onb3oBaTens AomKeH ObiTb
onpegerneH B cepTudukaTte Ha PaclumpeHHyto TexHu4eckyo noaaepkky. [Onsa nameHeHusl Cnmcka KOHTaKTHbIX Nny
Monb3oBatenb OomkeH odopMnTb 3anpoc Yepe3 Company Account. B oTBeT Ha 3anpoc 06 M3MeHeHMn cnmcka
KoHTakTHbIX nny, AO Jlabopatopusa Kacnepckoro npegoctaBuT nonb3oBaTento 06HOBNEHHYIO BEPCUIO
cepTudumkata PaclumpeHHon TexHn4eckon noaaepxku.

Monb3oBaTenb MOXeT 3aperncTpupoBaTb A0 36 MHUMOEHTOB 3a rofl B TeYEHMe Cpoka AencTBUS cepTudmkara
PacwunpeHHon TexHuyeckon noanepXku, ecrnv nHoe He ykasaHo B cepTudukaTe Ha PaclumpeHHyto TexHNn4Yeckyto

NOAAEPXKKY.

HekoTopble MHUMAEHTLI MOryT NoTpeboBaTb BOCCO34aHUS YCIOBUI BO3HUKHOBEHUS MHUuAeHTa B AO
«JlabopaTtopusi Kacnepckoro» ¢ Lienbto NnpoBeeHUst TECTUPOBaHUSt U BEpUMKALMN BUPYCHOIO 3apaxXeHns 1nm
HanMums NPOAYKTOBOW OLUMGKK.

Monb3oBatenb 06a3aH npenoctaButb AO «JlabopaTopusi Kacnepckoro» BCto HE06X0AMMYIO MHpopMaLmto 1
cneumdmryeckoe NporpamMmmHoe Unun annapaTtHoe obecneveHne HeoGxoauMoe At BOCNPOU3BEAEHNSA YCIOBUIA
BO3HWKHOBEHUSI MHUMAEHTA B Criy4ae, ecrniv HeoGxo4MmMoe nporpaMmHoe u/vnu annapatHoe obecneveHne
otcytctByeT y AO «JlabopaTtopus Kacnepckoro».

«JlabopaTopusa Kacnepckoro» npunoxuT Bce HeobxoaumMble YCUNUS AN BOCNPOU3BEAEHUS MHLMOEHTA, Kak
TOMbKO ByOeT AOCTyNHa BCA HeoBXxoamman nHopmaLus, a Takke nporpamMmHoe u/unu annapaTtHoe obecrneveHue.
B cnyyae HeBO3MOXHOCTM BOCMPOU3BEAEHUS YCIOBUIN BO3HUKHOBEHUA MHUMAeHTa Monb3osaTtenb 0653aH
npegoctaBuTb coTpyaHukam AO «JlabopaTopusa Kacnepckoro» AocTyn K MHUUMPOBAHHLIM CUCTEMaM yaarneHHo.

B cnyyae ecnu MHUMAEHT He MOXET BbITb BOCNPOU3BEAEH HN OAQHON U3 CTOPOH, UMW KITMEHT HE NPeaoCcTaBusl
[OCTYN K paboyeMy OKPYXXEHUI0, FAe MHLUUOEHT MOXET OblTb BOCNPOU3BEAEH, UMW YCTaHOBEHO, YTo MpoaykT He
ABMNAETCA UCTOYHNKOM MHUMAEHTA, MHUMAEHT HEe MOXET OblTb KnaccudmumpoBaH B pamkax AaHHOW nporpamMmbl
NoAAEPXKKM.

Ecnu MNonb3oBaTens nveet nuueHsmnm Ha Kaspersky Private Security Network n Kaspersky Anti Targeted Attack,
YCIOBUS HaCTOSLLEN NporpaMmbl pacluMpeHHon TexHudeckon nogaepxkn « MSA ana KATA» npumeHsaoTcs Ans
06onx NPOAYKTOB.
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OrpaHuyeHusa nporpammbl nogaepxkm «MSA ana KATA»

Ycnyru, Bxogswme B nporpammy nogaepxkm « MSA ans KATA», He okasblBaloTCA B Criydae BO3HUKHOBEHUS
NnepeYnCcrneHHbIX HUXKe NHLMOEHTOB:

®  VHUMAOEHThI, yXXe pelleHHble and None3oBaTtens (T.€., €Cnuv BO3HWKIN MHUMOEHTbI HA YCTaHOBMEHHOMN
konuu MpoaykTa nocne Toro, Kak aHanornyHble NHUMAEHTbI ObiNK peLleHbl Ang apyron konum MNMpoaykra);

° NOUCK U yCTpaHeHne np06neM aHanorn4HbIX NN NOEeHTUYHbIX yXXe peLleHHbIM (T.e. MHUMOEeHTOoB, And
PELLUEHNS KOTOPbLIX MOXET BblTb MPUMEHEHO peLLEeHMe NpeablayLWmMX UHUMAEHTOB C NpefocTaBleHnemM
OOoNOMNHUTENbHBIX MHCTPYKUMIA «JTaBopaTopun Kacnepckoro»);

e  WHUWAOEHTHI, Bbl3BaHHbIE HeNonaakamu annapaTHoro obecneyeHus MNonb3oBatens;

®  VHUMOEHTbI, BO3HMKLLME HA HEMOAAEPKNBAEMbIX BEPCUSIX NPOrpaMMHbIX nnaTdgopm (Hanpumep, Ha beTa-
BEPCUSIX MPOrpamMMHbIX NaTdopm, BEPCUSIX HOBbIX MAKETOB OOHOBMEHUN UM JONOMHEHWI, HE
o0po6peHHbIx «JlabopaTtopueit Kacnepckoro» B kauecTse COBMECTUMbIX C [poaykTamu);

®  WHUMAEHTbI, BbI3BaHHbLIE YCTAaHOBKOW U 3aMyCKOM CTOPOHHUX MPUMNOXKEHWI (BKMoYasi, HO He
orpaHu4YmnBasCh, CMCKOM HernoaaepXMBaeMoro UM HeCOBMECTMOrO NPOrpamMMHOro oGecneyeHus,
yKa3aHHOro B AOKYMeHTaLuy Unn Ha caite «Jlabopatopum Kacnepckoro»);

e  MHUMAOEHTbI, 0 KOTOPbIX Monb3oBaTens He MOXET NPeaoCTaBUTb TOYHYIO MHOpMaLIMI0, 060CHOBaHHO
3anpolueHHyto «JlaGopaTopueit Kacnepckoro» ¢ Lienbio BOCNPOU3BEAEHNSs, paccreoBaHus 1 peLleHns
WHUMAEHTa;

*  VHUMAEHTbI, BO3HUKLIME B pe3ynbTaTe HEeMpUMeHeHUs NN HenpaBUIbHOTO NMPUMEHEHWS MHCTPYKLINIA
«JaBopaTopun Kacrnepckoro» unu aokymeHtauum «flabopaTtopum Kacnepckoro», B criyyae npaeumnbHOro
UCNOMb30BaHUS KOTOPbIX BO3HUKHOBEHME MHLMOEHTA ObINo O6bl HEBO3MOXHO.

Twvnbl 3anpocos, He noanajaLue nog gencrane nporpaMmmel PaclumpeHHon TexHudeckon Mogaepxkmn «MSA ans
KATA», BkNtovatoT cneaytoLlee (HO He orpaHUYMBaloTCA 3TUM):

e BepudurKauua n npuopuTnsauns yseaoMneHun ot npunoxeHnin KATA,;

e npoBedeHVe paccrnefoBaHWa uHumaeHTa GesonacHocTu (ycryra npefocTaBnseTcs 3a OTAEeNbHYH
nnary);

e [poBegeHune pa60T no yCTpaHeHuto NnocrneacTBUIA MHLUNOEHTOB Ge30nacHOCTU



lkaspersky

4.MpunoxeHune

ypOBHVI KPUTUYHOCTU MHUMNAEHTOB, OTHOCALLUNXCA K NPOAYKTY.

«YpoBeHb KpUTUHHOCTU 1» (KPUTUYECKNIA) O3HaAYaeT KpUTUYECKYo Nnpobnemy ¢ MNpoayKTom, BAMSAIOLLYIO Ha
HenpepbIBHOCTb BM3Heca NMonb3oBaTens nocpeacTBOM nNpepbiBaHnsa pabotocnocobHocTu MNpoaykra nnm
onepaumnoHHbIX cucTem lNonb3oBaTens, Un Bbi3biBatOLLYO NOTEPHO AAHHbIX, YCTAHOBKY CTaHAAPTHbIX HACTPOEK
Monb3oBaTtens B Hebe3onacHbIN PeXxMM uUnv BO3HUKHOBEHWE ApYyrux Nnpobnem ¢ 6€30NacHOCTbLIO, NPU 3TOM
06xoaHoe peLleHne OTCYTCTBYeT.

[MepeyeHb HUMOEHTOB, CBA3aHHbIX C [1POAYKTOM M COOTBETCTBYIOLLMX YPOBHIO KPUTUYHOCTK 1, BKNOYAET B cebs
cnegyroLne NHUMOEHTbI:

e BCs NlOKanbHas ceTb (MM KpUTUYHAS YacTb ceTn) He paboTaeT, YTO npepbiBaeT OCHOBHbIE Bu3Hec-
npouecchbl.

«YpoBeHb KPUTUHHOCTU 2» (BbICOKMIA) 03Ha4YaeT Npobnemy BbICOKOrO YPOBHSI KPUTUHHOCTH, BbI3bIBaOLLLYIO
BO3[ENCTBME Ha PyHKUMOHANbLHOCTL [poaykTa, HO He BbI3blBaOLL YO NOBpEXAEHE/ NOTEP0 AAHHbLIX UMK
npepbiBaHne paboTocnocobHOCTM NPOorpamMmmMHoOro obecneyeHns. YpoBeHb KpUTUYHOCTU 1 paccmaTpuBaeTcs, Kak
YpoBEHb KPUTUYHOCTHU 2, KOrga n3BecTHO 06X0OHOE peLLeHueE.

MepeyeHb NHUMOEHTOB, CBA3aHHbIX C [TpoayKTOM M COOTBETCTBYIOLLUMUX YPOBHIO KPUTUYHOCTY 2, BKIIOYaEeT B cebs
crnegyowmne MHUNOEHTbI:

e [POAYKT NOJIHOCTbI BbiBE€AEH N3 CTPOA, HO HENPEPbIBHOCTb OCHOBHbIX O6un3Hec npoueccoB HE HapyLlaeTcA.

«YpoBeHb KpUTUHHOCTU 3» (CpeaHuUi) O3Ha4YaeT HEKPUTUYHYIO MpoBnemy unm 3anpoc Ha obcnyxneaHue, He
3aTparusatowme PyHKUMoHanbHocTb MNpoaykra.

MepeyeHb NHLMAEHTOB, COOTBETCTBYIOLLMX YPOBHIO KPUTUYHOCTKU 3, BKMOYaeT B cebs crnegyroime MHUMAEHTLI:

e MPOAYKT YaCTUYHO BbiBEEH M3 CTpost (paGoTaeT HECOOTBETCTBYIOLWMM 06pa3om), HO Apyroe NporpammHoe
obecneyeHune 3akasurka He BbIBEEHO 13 CTPOS B pe3ynbTaTte paboTel MpoaykTa.

«YpoBeHb KpUTUYHOCTHU 4» (HU3KWIA) O3HAYaeT ApYyrie HeKPUTUYHbIE 3anpockl Ha obcnyxueaHue. Bee
WHUMUAEHTbI, HE YNOMSAHYTbIE BbllLE, OTHOCATCS K 3TOMY YPOBHIO KPUTUYHOCTH.

ypOBHVI KPUTUYHOCTU BUPYCHbLIX UHUNOEHTOB

«YpoBeHb KpUTUYHOCTHU 1» (KPUTUYECKMIA) O3HAYaET BUPYCHYIO ANMOEMUIO, BIIUAIOLLYIO Ha HEMPEpPbIBHOCTbL
GusHeca 3akasuvka NocpeacTBoM npepbiBaHua paboTtocnocobHocTu MpoaykTa Unm onepauroHHbIX CUCTEM
3akasuuvka, Unu Bbi3bIBAIOLLLYIO NOTEPH AaHHbIX, NPY 3TOM 06X0OHOE pelleHne OTCYTCTBYeT.

I'Iepequb MHUNOEHTOB, CBA3aHHbLIX C BPe4OHOCHbIM NporpaMmmMmHbIM obecneyeHnem un COOTBETCTBYHOLNX ypOBHIO
KPUTUYHOCTK 1, BKNtoYaeT B cebs (HO He OrpaHI/I‘-II/IBaeTCFI) cneagywwme NHUMOEHTbI:

e  BCH NMokarnbHasi CETb (MNM KPUTUYHAS YacTb ceTu) He paboTaer;
e BUpYCHas anuaemus;
e OXHas TpeBora Ans annos, BXOAALMX B KPUTUYHBIE Ans BU3Heca CUCTEMDI.

«YpoBeHb KpUTUHHOCTU 2» (CpegHui) o3HavaeT npobnemy cpeaHero ypoBHSI KPUTUHHOCTU, HE Bbi3bIBaOLLYHO
noBpexaeHne/ NOTep AaHHbIX UK NpepbiBaHNe paboToCcnocoBHOCTM NPOrpaMMHOro obecneveHusi. YpoBeHb
KPUTUYHOCTM 1 paccMaTpuBaeTcs, Kak YpOBEHb KPUTUYHOCTU 2, KOrda M3BECTHO OOXO4HOE peLLeHme.

I'Iepequb MHUMOEHTOB, CBA3aHHbIX C Bp€AOHOCHbIM NporpaMmMHbIM obecrneyeHnem n COOTBETCTBYHOLNX ypOBHPO
KPUTUYHOCTK 2, BKnto4vaeT B cebs (HO He OFpaHI/I‘-II/IBaeTCﬂ) cneagywwme NHUNMOEeHTbI:
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e VH(PUUMPOBaHME HECKONBbKUX HEKPUTUYHBIX Y3OB CETY;

e JIOXHaga TpeBora Ansd (baﬁnos, BXOOALWNX B HEKPUTUYHbIE ONA Oun3Heca CUCTEMbI.
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