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Introduction

AV-Comparatives’ 2017 business software review looks at managed security products suitable for a
company with a Microsoft Windows network. The review looks at some everyday tasks needed in
networks. Full details of the points we have looked at for each program are given below.

Test System
Server: Windows Server 2016, Version 1607
Client: Windows 10, Version 1607

EDR features

Here we mention Endpoint Detection and Response features included in the product. EDR is defined
by Gartner as “the tools primarily focused on detecting and investigating suspicious activities (and traces
of such) other problems on hosts/endpoints.”*

Management Console

Setup

A brief look at installing/configuring the management console so that the administrator can proceed
with deploying endpoint protection software to clients.

Layout
Console design, with emphasis on finding major features.

Deployment methods for endpoint protection software
Deployment methods available, e.g. remote push, emailing a link to users, local installation on the
client itself.

Monitoring the network

Status and alerts

How does the console show overall security status of the network, and warn of anything that the
administrator should take action on, such as malware detections or outdated signatures?

Program version
Which version of the client software is currently installed on each device?

Managing the network
Scanning
How to run on-demand malware scans on protected devices.

Scheduling Scans
How to set up a regular scheduled scan.

Updates
How to run a manual update of malware definitions on managed clients.

! http://blogs.gartner.com/anton-chuvakin/2013/07/26 /named-endpoint-threat-detection-response/
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Removing devices from the console
If a device is lost, stolen or becomes unusable, how can its entry be deleted?

Controlling user access to the endpoint protection software
Options for making program features and configuration available to users.

Windows client protection software

A brief description of the user interface, i.e. whether it is a full GUI, limited GUI, or does not provide
any interface for the user.

Tasks available to users

Whether the user can e.g. run updates and scans or change settings

Windows Security Center/Windows Defender
Whether the program registers as antivirus, antispyware and firewall (where appropriate) in Windows
Security Center, and whether Windows Defender is disabled by the setup process.

Alerts
How does the program react if the EICAR test file is downloaded? How does it warn the user if real-
time protection is disabled?

Windows server protection software
A brief guide to the user interface of the malware protection software for the server.
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Console types
There are two main types of management console covered in this review.

Cloud-based consoles run on the manufacturer’s servers. They can be accessed from any web browser
on any Internet-connected device, by going to the URL provided by the manufacturer and logging in
with the appropriate credentials. They have the advantages that no installation of the console is
required, and that deployment of the client software is very straightforward for non-expert
administrators. Additionally, a device can be monitored and managed easily wherever it is in the
world, as long as it is connected to the Internet; this is obviously very useful for businesses with staff
who frequently work outside of the office and are thus not connected to the company LAN.

Server-based consoles run on the company’s own internal server on the LAN. Businesses are likely to
need an IT professional to install the product. The user interface component of the program may be
integrated into the program that runs on the server, available as a separate component that can be
installed on the administrator’s desktop or laptop PC, or accessible by web browser if a suitable HTTP
server-function has been set up by the server component. Client-software deployment options may
include those available for cloud-based consoles, with an additional option of remote push installation
for devices connected to the company LAN. In this case, some configuration of client devices is usually
necessary (such as enabling file sharing), after which the endpoint protection software can be sent
out to multiple clients at once from the administration console. Server-based consoles may offer
greater functionality than cloud-based ones, and some admins may prefer to have the system
completely under their own control. Management of devices outside the LAN would require e.g. a VPN
to be set up, however.



Business Security Report 2017

Products reviewed

The following manufacturers participated in this review:
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The manufacturers either provided us with the newest versions of their respective products at time of
testing, or confirmed that the latest version was available from their website. The products tested for

the review are listed below:

Avast Business Antivirus Pro Plus 17.6
Barracuda NextGen Firewall 7.1
Bitdefender GravityZone Advanced Business Security 6.2
CrowdStrike Falcon Endpoint Protection 3.5
Emsisoft Enterprise Console 2017.7
Endgame Protection Platform 2.4
ESET Remote Administrator 6.5
FortiClient Enterprise Management Server 1.2
F-Secure Protection Service for Business 12.10
. G DATA Business Security 14.0
. Kaspersky Endpoint Security for Business Advanced 10.3
. Palo Alto Networks Traps 4.0
. Panda Adaptive Defense 360 7.70
. SentinelOne Endpoint and Server Protection 1.8.5
. Trend Micro Office Scan XG 12.0
. VIPRE Endpoint Security Cloud 10.0

OW 00 N O U1 N W N -

T T T A Y
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The reviews have been done using VMs, as a lot of companies are using virtualization, even on the
clients. As those are all business products, vendors had the possibility to configure their products.
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Management Summary

This report includes a wide variety of products. The question as to whether a product provides effective
malware protection is answered by the certification test; a product can use any or all of its protection
features to protect the test client, but the test result indicates only if the system was protected, not
how. With regard to the management of each product, we note that some products require a new
approach on the part of the administrator. For example, a firewall-based product that does not install
any client software will require a different form of analysis from that used with a more conventional
client-based endpoint protection product.

Avast for Business Premium Endpoint Protection is an endpoint security product with a cloud-
based and on-premise console. We would say it is particularly suitable for small businesses without
full-time IT staff. The well-designed console makes essential functions very easy to find, and the
client software is familiar and equally easy to use.

Barracuda NextGen Firewall functions as an appliance that monitors and controls traffic to and from
a company LAN. For larger companies with mostly office-based staff, it provides a whole new layer of
protection, and can be used in conjunction with a client-based endpoint security product for maximum
protection.

Bitdefender GravityZone Advanced Business Security is available in two different configurations.
We have reviewed its cloud-based console (although an on-premises version in the form of a
preconfigured virtual machine is available). Its clear design and customisation options make it very
easy to use, and only minimal training would be required for non-expert administrators.

CrowdStrike Falcon Endpoint Protection requires some learning of new management techniques, but
uses a well-designed cloud console that makes it easy to access features. It is probably better suited
to larger businesses.

Emsisoft Enterprise Console is administered by an easy-to-install, server-based management
console. Both this and the endpoint protection software are clearly designed and easy to navigate,
making everyday administration an easy task for all administrators.

Endgame Protection Platform is available as an on-premises or cloud-based console. Whilst it
requires learning some new management techniques, its console is well designed and easy to navigate,
making it straightforward to discover the product’s functionality. We feel it is better suited to larger
companies with their own IT departments.

ESET Remote Administrator is administered using a console that can be installed on a local server,
or run as a virtual machine locally or on Microsoft Azure. Clear design of both console and client
software, along with excellent help features, make everyday management very straightforward.

Fortinet Enterprise Management Console is a very well-designed, server-based modern
administration tool for managing endpoint protection software. Good documentation makes
deployment easy, and non-expert administrators would be able to perform day-to-day administration
tasks with minimal training.
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F-Secure Protection Service for Business uses a cloud-based console for the management of
endpoint security software. The very clean, simple and modern design of both console and client
software make essential features very easy to find, and consequently we feel the product is especially
suitable for small businesses without full-time IT staff.

G Data Business Security provides an endpoint security product with a server-based console.
Experienced administrators will feel very much at home with installation and deployment, and non-
expert administrators will have no difficulty with everyday management tasks.

Kaspersky Endpoint Security for Business Advanced has a server-based console. It uses Microsoft’s
MMC console as a foundation, making it very familiar and easy to navigate for Windows administrators.
It is a fully scalable solution, facilitating comprehensive management and easy separation of
administrator responsibilities, all from a single, unified console.

Palo Alto Networks Traps is typically supplied as an on-premises server solution, and is probably
best suited to larger companies with their own IT staff. Although some new management techniques
are required, the console design makes it easy to discover and use the product’s features.

Panda Adaptive Defense 360 is managed by a well-designed, clearly laid-out cloud-based console,
which would be very straightforward for less-experienced administrators to use. This makes it
particularly suitable for small businesses, while its EDR features will make it appealing to corporations
too.

SentinelOne Endpoint and Server Protection provides a choice of server-based or cloud-based
consoles. Whilst the nature of the product means that the admin will have to learn some new
management techniques, the console is very well designed and easily navigated. Comprehensive
information on threats and activities is provided.

Trend Micro OfficeScan uses a server-based console to manage endpoint security software. Whilst it
is capable of managing larger networks, we found it very simple and unproblematic to install and use,
meaning that it would be suitable for smaller companies too.

VIPRE Endpoint Security Cloud uses a cloud-based console to manage endpoint security software for
Windows clients and servers. We found it extremely simple to use for all deployment and management
tasks, and it thus stands out as an ideal solution for smaller businesses without permanent IT staff.
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AV-Comparatives Approved Business Product Award 2017

As part of the certification of business security products, we ran a Real-World Protection Test using
our Real-World Testing Framework.

To get the Approved Business Product Award, the reviewed business products had to achieve at least
a 90% protection rate, with no false positives on business-related software.

This year, we are once again pleased to report a very high overall standard, and that all the products
reviewed receive our Approved Business Product award.

Approved

Business Product

2017
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Avast Business Antivirus Pro Plus

Overview

Product version reviewed

Avast Business console 3.2.34

Avast Business Security for Windows clients and servers 17.6.2525

Windows operating systems supported

Clients: Windows XP, Vista, 7, 8, 8.1, 10

Servers: Windows Server 2008 R2, 2012 R2, 2016

Avast Business Antivirus Pro Plus uses either a server-based or a cloud-based console to manage
Windows and Mac OS clients, and Windows Servers. We have reviewed the cloud-based console here.

EDR features
Avast Business Antivirus Pro Plus does not currently include EDR features.

Product information on vendor’s website
https://www.avast.com/business-antivirus-pro-plus

Online support
https://www.avast.com/business-support

Summary

We feel that Avast Business Antivirus Pro Plus is exceptionally well suited to small business
environments, especially those without full-time IT staff. We found the console very easy to navigate,
with all the important functions very straightforward to find and use. Installing and using the client
software will be very familiar to anyone used to consumer antivirus programs. We were also impressed
at how fast the console updated to show changes made on the client, and vice versa.

Tips for administrators

We suggest that administrators make use of the password-protection feature, to prevent users from
changing program settings.

-10 -
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Management Console
Installation and configuration
The console is cloud-based, so no installation is required.

Layout

d avast

Dashboard

ALL DEVICES ARE PROTECTED

Everything is up to date

Notifications

Devices

Tasks
DEVICES ACTIVATION LATEST SCAN THREATS FOUND

Device settings 2 O _ 4

Lo Gevices in your network devices awaiting activation during this week

Licenses Download antivirus Start new scan See reports

NETWORK SECURITY - OPERATING SYSTEM &’ THREAT DETECTION STATISTICS &
WEEK | 2 WEEKS | MONTH

Windows Server —Uﬂ

Windows Workstation 1’;,,{\\] 4.

threats detected

Mac 0OS X

Submit a ticket

General settings

The console can be navigated very easily using the menu panel on the left-hand side.

Dashboard provides an overall status display, shown above.

Notifications shows malware alerts and other notifications.

Devices lists devices on the network and allows tasks to be carried out (see screenshot further down).
Tasks shows tasks (such as scans and updates) already created and lets the admin create new ones.

Device Settings displays settings templates (policies) and allows these to be edited (see screenshot
further below).

Deployment methods for endpoint protection software

* Download from console and install directly on local computer
* Email installation link to users

-11 -
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Monitoring the network

Status and alerts

The Dashboard page has a simple overall status display at the top, which is green if all is well, but
turns red to show alerts:

ﬁ 1 DEVICE IS IN DANGER
VIEW DEVICE

In our test, we found that the status display responded very quickly - within a few seconds - if e.g.
protection was switched on or off.

Program version
Clicking on an individual PC on the Devices page provides detailed information for that device,
including the endpoint protection program version:

(©) Device is safe Create a task

clientone

Overview Components Tasks Threats detected
Alias | WORKGROUP\clientone
Name clientone
IP address 192.168.
Update mirror (@) Other devices will download updates via this mirror.
Domain WORKGROUP
Operating system Microsoft Windows 10 Pro
Program version 17.6 (2525) :’, Up to date
Virus definitions version 170927-0 &) Up to date

. - Antivirus Pro Plus
License edition

Change license edition

-12 -
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Managing the network

Scanning, scheduling scans, updates and removing devices from the console

All these actions can be performed by selecting computers on the Devices page, then clicking the

Actions menu. Scans can be run by clicking Create a task in this menu. The following page opens:
Create new task

You are creating a task for 3 selected devices

< ~
I </
Send a message to
can device e Update device Shutdown device
the device

Choose the type of scan Quick Scan (0
for your devices Full System Scan @

Removable Media Scan

Custom Scan (@

Boot-time Scan (MS Windows only) (&
Create scan schedule () Schedule the scan
Custom name (0 Quick Scan 7/22/17 09:18

The page can also be used to send a message for the user, and restart/shut down the device. All the
tasks can be scheduled.

Controlling user access to the endpoint protection software

By default, all users have full control over the client software. However, settings can be password
protected by clicking Settings, then the relevant settings template (policy); this opens the settings
page shown below:

. Windows Workstation == Windows Server ‘ Mac 0S5 X
Select your preferred configuration for the following areas to control how the Avast software interacts with your network and devices.
Active protection General settings Antivirus settings Troubleshooting
Password protection = A Enabie
‘i}
[ ] The end user can't open the Avast program and can't uninstall it

[ ] The end user can’t open the Avast settings and cannot uninstall Avast. The user is able to access the rest of the u:

Silent mode - [ ] use silent mode

We note that the administrator can create different settings for Windows workstations, Windows
servers, and Mac 0S workstations (in addition to different device groups).

-13 -
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Windows client endpoint protection software
There is a full GUI, similar to a consumer antivirus program:

@ Avast Business Antivirus Pro Plus

9

Status

Protection

Privacy

A one-click, all-inclusiy

Settings

Tasks available to users

If password protection has not been set up, users have access to all the functionality, including
settings, updates and quarantine. If the admin does enable password protection, he/she can choose
between letting users access the GUI and run scans, and completely blocking user access to the GUI.

Windows Security Center/Windows Defender
Avast Business Antivirus registers in Windows Security Center as the antivirus and firewall programs.
Windows Firewall and Windows Defender are disabled.

Alerts
If the EICAR test file is downloaded, the alert below is shown:

@ avast

Threat blocked

Object

httprifvawweicar.org/download/eicar.com

Infection
EICAR Test-NOT virus!!

Process
ChiProgram Files x86&iGoogletChromel
Application'chrome.exe

This checks your entire PC for issues.

No user action is required. The alert disappears after about 10 seconds.

- 14 -
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If real-time protection is disabled, the main program window shows an alert:

U

Status

Protection

File Shield is now off

Your files are not protected against possible attacks.
Privacy

TURN ON

The user can reactivate the protection by clicking Turn on.

Windows Server endpoint protection software
This can be regarded as identical to the client software, although it is automatically configured during
installation so that components not relevant to a server, such as the Avast firewall, are not installed.

- 15 -
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Barracuda NextGen Firewall

Overview

Product version reviewed

Barracuda NextGen Firewall F-Series 7.1.0 Build 371

on VMware ESXi managed by NG Admin Application 7.1.0 Build 491

Supported virtualization platforms and Windows operating systems

Firewall: The Barracuda NextGen Firewall can be supplied as a preconfigured virtual machine for
VMware ESXi version 3.5 or higher, Citrix XenServer 6.2 or higher, open-source Linux XenServer 4.x or
higher, KVM 5.4.2 or higher, and Microsoft Hyper-V. Hardware appliances and cloud-based appliances
for Amazon AWS, Microsoft Azure, and Google Cloud Platform are also available.

Administration console: This runs as a standalone executable on Windows 7, 8/8.1, 10

About the product

As its name suggests, the product includes a next-generation firewall with application and user
awareness. As the product is network-based rather than client-based, there is no client software to
install on workstations or Windows servers. Consequently, the functionality described in this review
differs from that of traditional antivirus products. Product features include Avira’s signature-based
antivirus engine, and Barracuda’s own Advanced Threat Protection (ATP) feature. ATP is a cloud-based
sandboxing service specialized in real-time malware-analysis by running suspicious files on various
operating systems. In the absence of any client software, a third-party endpoint antimalware product
can and should be deployed on clients as additional protection layer; this would be essential for any
devices that are used outside of the company LAN. For VPN / SSL-VPN remote access Barracuda
Networks provides free full VPN client software for Windows, macOS, and Linux as well as i0S and
Android.

EDR features

With regard to EDR features, Barracuda state the following: “As part of the optional Advanced Threat
Protection capability, the Barracuda NextGen Firewalls detect botnet command & control traffic, block
the traffic to prevent data exfiltration, and can automatically move the affected clients into a quarantine
network. Barracuda NextGen Firewall is a network-based security and traffic-optimization device and
offers no other EDR features by itself. However, Barracuda NextGen Firewall provides a REST-based API
interface for integrating the SIEM or EDR tool of choice to block traffic to/from an infected device or
deviate traffic from a detected device. Barracuda NextGen Firewalls F-Series are integrated to the Splunk
SIEM system”.

Product information on vendor’s website
https://www.barracuda.com/products/ngfirewall

Online support
https://www.barracuda.com/support

-16 -
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Summary

Barracuda NextGen Firewall provides protection for all the devices within a company LAN. By its
nature, it's less suited to smaller companies with limited infrastructure or to companies with a high
percentage of staff members working outside the company office. However, for larger companies, it
provides an entire layer of additional protection that supplements rather than replaces traditional
endpoint protection software.

Management Console

Installation and configuration

The functionality of the firewall is provided by the preconfigured virtual machine, which needs to be
incorporated into the company virtualisation platform. The network then needs to be configured so
that the firewall functions as a gateway for the LAN. A Barracuda technician assisted us with the
configuration of the firewall, as is their standard practice for customers. The administration software
is a standalone executable and does not need to be installed. After starting the software,
administrators only need to enter the IP address of the firewall and their login credentials to access
the management console.

Layout
Barracuda NextGen Admin 7.1 - root @ Barracuda - Dashboard
1
OPTIONS S
Barracuda
DASHBOARD  CONFIGURATION ~ CONTROL  FIREWALL  ATP  PROXY  LDGS  STATISTICS  EVENTS  SSH <
() Generd B Frowal B, Add Bemert
%
T Y P o
Avalable Installed
~ _sthD__ethi
Scope Type Release Date  Name
O Securty Package 030820117 Hotfix 835 - Seourty lssue !0 n.
A, Maintenance  Package  06.07.2017 Hotfix 830 - Azure
4 SERVICES o 3
BB Box Services []
4 = vVitual Server Qs ®
- (@ Vius-Scamner AV
4 @& STATUS 3 = 4 ®
@ HTTP-Proxy @ urTe @
£ Server/Services oK
= @ @ B2 Frewal @ nerw ®
a'a Network @ ok @ € URLAler © URL @
@ License @ ok @
A Admin Tasks £ Check Everts @ 4 OVERALL THROUGHPUT LAST24H v 3
il Resources & ok [©)
4 RECENT SEVERE EVENTS ol
A 15092017 02:0315 Time Discontinuity Detected ®
A\ 26082017 20:58:40 Virus Scan file blocked )
) 26.082017 17:29:18 IPS Log Alert (O]
A\ 26082017 13.00.08 Virus Scan file blocked ® ”
€ 26.08.2017 01:5448 License Limit Bxceeded @
SSL Secured (AES256-GCM-SHA384) | Certificate: <NOT LOADED> Box Time: 12:44 (Europe/Vienna)

The console opens on the General tab of the Dashboard page, providing mostly status information, as
well as a list of recently detected threats. Administrators may also choose to hide some sections from
the Dashboard page, allowing them to concentrate on the most important items for them. The menu
at the top of the console window allows navigation to the other main pages: Configuration, Control,
Firewall, ATP, Proxy, Logs, Statistics, Events, and SSH. The content of each page is further divided into
multiple tabs.

Deployment methods for endpoint protection software
In keeping with the nature of the product, there is no endpoint software to be deploy.

-17 -
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Monitoring the network

Status and alerts

Apart from the status overview and a short list of recent threats on the General tab, the main page
also provides the Firewall Dashboard that list threats encountered by the system. More details about
detected threats can be retrieved from the Firewall main page of the console. The ATP (Advanced
Threat Protection) tab provides a list of detected threats. Administrators can download a report for
each threat, including detailed static and dynamic analysis.

Program version

The major program version of the administration software is displayed in the title bar of the console
window. More detailed information about the software version running can be obtained from the
Options menu.

Managing the network

Scanning, scheduling scans, updates and removing devices from the console

The firewall automatically scans incoming and outgoing Web, FTP and Mail traffic for threats. Built-
in deep SSL-Inspection extends this to encrypted communications (HTTPS/SMTPS) via a sanctioned
man-in-the-middle approach. Additionally, administrators can manually upload malicious files for
analysis in the sandbox.

-18 -
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Bitdefender GravityZone Advanced Business Security

Overview
Product version reviewed
Bitdefender Endpoint Security 6.2.22.923

Windows operating systems supported

Clients: Windows XP, Vista, 7, 8/8.1, 10

Servers: Windows Server 2003/R2, 2008/R2, 2012/R2; Windows Small Business Server 2003, 2008,
2011. In our test, Bitdefender Endpoint Security worked flawlessly with Windows Server 2016.

About the product

Bitdefender GravityZone uses a cloud-based console to manage security software for Windows, Mac
and Linux operating systems. Bitdefender GravityZone console comes also in an on-premise version,
but for this test the cloud-based version was used.

EDR features

With regard to EDR features, Bitdefender state the following: “In the last quarter of 2017, Bitdefender
will introduce “Bitdefender xDR” that amalgamates threat prevention, threat detection and threat
response capabilities into a single solution. “Bitdefender xDR” will prevent known and unknown attacks,
detect suspicious activities on the device, investigate the activities to understand impact and confirm
presence of indicators of compromise. Attacks are validated by Bitdefender Sandbox Analyzer and
Bitdefender Global Protective Network. Incident response actions include: deleting I0C’s, quarantining
affected systems and tuning protection policies to automatically prevent future attacks”.

Product information on vendor’s website
https://www.bitdefender.com/business/elite-security. html

Online support
https://www.bitdefender.com/support/business/

Summary

Bitdefender GravityZone's console requires no installation or configuration, and we found its design
to be very clean, simple and easy to navigate. We liked the fact that the Dashboard page can easily
be customised to show different alerts or status items, and the installation options dialog that is
(optionally) displayed after logging in makes deploying client software very simple. The client
software is also very clearly designed, and allows users to perform essential everyday tasks.

Whilst having the functionality needed to cope with larger networks, we feel the simplicity and ease
of use make Bitdefender GravityZone particularly suitable for companies without full-time IT staff.

-19 -
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Management Console
Installation and configuration
The console is cloud-based, so no setup is necessary.

Layout

Bitdefender 1
GravityZone: @ AddPortiet () Move Portlets Welcome, ) 7 'S
Dashboard i = : -
Computers - HyperDetect Activity G 2 X Sandbox Analyzer Results G 2 b s
Network
)
Packages A 2 o
°
Tasks A
- Threat(s) detected
.
Policies 4,000 L3 * 4 e~ No Threal(s) detected
08— ° .
’ . 'y
Assignment Rules 0® ° ° ° Py
b4 S - - . . .
Reports g 8 o © e 5
Quarantine - : d : : g g g 3
< Exploits - Grayware -~ Suspicious files and network fraffic -+ Ransomvare -s- Targeted attack s = = = = = s =
Companies ) N ) N
Accounts
User Activity
Computers - Malware Activity G 2 X Computers - Blocked Websites G 2 %
200 80 .
6,000 @ 50 2
8 2p . .
43800 py -o- Detected %0 §
. - Still Infected )
" 4 ~+ Resolved
. .
) [ * ¥ Gl 5 S 3
ik : . o ° 3 3 S g
5 g 5 5 5 5 -+ Blocked Websites
Page1of 1 = = Jump to page: | 1

The console has a very simple and familiar design, with a menu column on the left-hand side allowing
the admin to switch between Dashboard, Network, Policies, Reports, Quarantine and Accounts.

Bitdefender 1
GravityZone Welcome, v (2] h
Dashboard £ General + HyperDetect
Network @ Antimalware
Packages On-Access Protection Level
Tasks
On-Demand
Permissive  © Normal Aggressive
I
Policies HyperDetect Targeted Attack o
Assignment Rules settings Suspicious files and network traffic o]
fepatts . - Exploits (o]
curit vers
Ity Ransomware o
Quarantine
@ sandbox Analyzer  + Grayware o
Companies
%3 Firewall + Actions
Accounts
£ Content Control y
i Files Report Only . Extend reporting on higher levels
¥ Device Control Netvork traffic: Report Only . Extend reporting on higher levels

) Relay

£3 Exchange Protection

© Encryption

... [

Deployment methods for endpoint protection software
* Download and install locally from client
* Email installation link to users
* Remote push installation from first preinstalled client
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Monitoring the network

Status and alerts

These are shown on the Dashboard (home) page of the console, and consist of Malware Activity,
Malware Status, Top 10 Detected Malware, and Endpoint Protection Status.

Program version
This is displayed on each client’s Information page, found by clicking its entry on the Network page:

Information
General  Protection  Policy  ScanlLogs

Virtual Machine Protection Layers

Name TENTWO Endpaint: Active
FQDN. tentwo Sandbox Analyzer: Active
P 192.168.

08s: Windows 10 Pro

Label

Infrastructure: Computers and Groups

Group: Custom Groups

State: Online

Last seen Online

Managing the network

Scanning, scheduling scans, updates and removing devices from the console

On the Network page, the admin can select computers, assign tasks such as updates and scans, or
policies:

B) Tasks €) Reports T Assign Policy Go 1o container ") Delete (&) Refresh 1]
Name as P Last Seen Label
-
(el BIZCLIENT14 Windows 10 Pro 1.1 05 August 2017, 19:.. N/A
SRVONE Windows Server 201... 192, Online N/A
TENTWO Windows 10 Pro 192, Online /A

Controlling user access to the endpoint protection software
By default, all users are prevented from disabling protection components.
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Windows client endpoint protection software
The client software has a GUI with a prominent status display, and controls for functions and
settings:

Bitdefender Endpoint Security Tools

F= Y
([ « ) You are protected ®
\‘\ / This systemn is safe

@ Sandbox Analysis i p

Sandbox analysis is ongoing for one suspicous object. Results will be available shorthy.

@ Antimalware

Hyper Detect has detected a threat. There was no-action taken on the file, C\Users\admin\Desktop
\paranoia.0.1.exe is malware of type Gen:lllusion.)azz. 1010100, To take an action on the threat,
please contact your system administrator.

Update :s

An update process has been completed successfully. Product version: £.2.24.938. Engines version:
7.72975 (9960892)

| L]

@ Sandbox Analyzer s cepe 10

Tasks available to users
Users can run quick, full or custom scans, and check for updates.

Windows Security Center/Windows Defender
Bitdefender Endpoint Security Tools registers as the antivirus and firewall programs in Windows
Security Center. Windows Defender and Windows Firewall are disabled.

Alerts
If the EICAR test file is downloaded, the file is blocked and the alert below is shown in the browser

window:

7~ 7\ Bitdefender Endpoint Security Tools
'\_x__/' blocked this page

The page you are trying to access contains malwars.

Detected malware: EICAR-Test-File (not a virus)
Access from your browser has been blocked.

No user action is required.
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If real-time protection is disabled, a warning is shown in the status area of the main program window:

7N .
[ % ) You are at risk

I‘\, /F 1 Issue found

By default, components can only be activated or deactivated from the console.

Windows Server endpoint protection software
This can be regarded as identical to the client software, although some components (firewall, content
control) are not installed.
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CrowdStrike Falcon Endpoint Protection

Overview
Product version reviewed
CrowdStrike Falcon Sensor 3.5.5606

Windows operating systems supported

Clients: Windows 7, 8/8.1, 10, all 32 and 64-bit)

Servers: Windows Server 2008 R2, 2012/R2, 2016

CrowdStrike Falcon also supports Mac and Linux operating systems.

About the product
CrowdStrike Falcon uses a cloud-based console to manage protection for all clients. Please note that
the prevention features need to be turned on for the product to automatically block threats.

EDR features

With regard to EDR features, CrowdStrike states the following: “CrowdStrike simplifies endpoint
detection and response (EDR) for business users. The product records all endpoint activity and does three
things with the data to enhance protection. First, it uses the data to paint a complete picture of activities
surrounding an attempt to run malware, enabling security teams to work smarter and faster by
understanding the attack. Second it uses behavioral analytics to automatically identify and block file-
less and malware-free attacks. Third it stores the data in the CrowdStrike ThreatGraph(TM) so that
businesses can quickly hunt for threats or investigate incidents; the Falcon Overwatch team also works
24x7 to hunt for threat activity in this data set, acting as a partner to provide proactive protection for
all organizations.”

Product information on vendor’s website
https://www.CrowdStrike.com/products/

Online support
https://supportportal.CrowdStrike.com

Summary

The management console is well designed and easy to navigate, allowing administrators to explore
the functionality with ease. A wealth of detailed information on threats etc. is provided. The product
is probably better suited to businesses that have their own IT department.
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Management Console
Installation and configuration
The console is cloud-based and so no installation is necessary.

Layout and functionality

3 ’I Malwars prevented by Host (Last 7 days) Newast Datections
Malwara pravented by User (Last 7 days) Top Hashes in Preventions @
Detactions by Scenario (Last 30 days) Latest Product News
° CrowdStrike Release Notes - Intel - 08-29-2017
° Falcon Host Release Notes - Intel - 08-15-2017
° CrowdStrike Release Notes - Intel 07-24-2017
° CrowdStrike Release Notes - Intel 07-17-2017
Tech Alert Update: CrowdStrike Alert for Self-Propagating Ransomware Outbreak
III -II.I-III__ = _ mEml :

The console is navigated by means of a left-hand menu bar, with the main items Activity, Investigate,
Hosts, Configuration, Dashboards, Intelligence and Support. This can be expanded by clicking the red
Falcon graphic in the top left-hand corner, thus displaying the names and sub-pages for each of the
items:

3, 195

Malware prevented by User (Last 7

days)

The Activity Dashboard (home) page of the console shows a variety of detection statistics, including
New Detections, Malware prevented by Host, Newest Detections and Detections by Scenario.
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The Investigations page allows the admin to search for any item collected by the Falcon agent,
including hosts, hashes, users and source IP.

The Hosts Dashboard displays statistics relating to clients:

00T i O abb

‘-—- N Last Online
HhH SO0
L S
1439
Platform Windows Mac Linux
661 1
Applied policy (Last 80 days) Deployment Group Agent Version Machine Domain

Q Type to filter 5061 Hosts

Deployment Group Platform 08 Version 0oL Site Name Status

Hostname <  Last Seen First Seen Deployment Group | OS Version ou Applied Policy Status Agent Version

BIZCLIENT% Aug. 2, 2017 20:4..  Aug. 2, 2017 20:3..  Default Windows 10 Normal 3.4.5506.0

R

Default Policy

Precedence Palicy Name Created Last Modified Assigned Hosts Pending Hosts

Default platiorm_defauit Dec. 7, 2018 02:43:45 Aug, 2, 2017 10;15:48 5048 16

0 Custom Policies

Precedence Status Policy Name Created Last Modified Assignment Meth... Assigned Hosts Pending Hosts Actions
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Under Dashboards, Executive Summary the admin can display a detailed breakdown of detections by
scenario, severity, host or user:

406 406 0 0 406 0

Total Sensors Windows Sensors Mac Sensors: Linux Sensors Workstations Servers

0

Domain Controliers

0 0 1,231

Sensors with duplicate AID Sensors w/ Reduced Functionality Sensors inactive more than 14 days
Detections by Scenario Detections by Severity
500 500
W Activity Pray
i Attacker Mat
400 400
B slockud sk M Critical
M st Detection B High
W cnowen Malw 1
2 B Process Ter 200 ::
- Ransomware Ae am
I social engin werhge
| mEE N =millm . _ B suspicious 4 B S . _ [rt—
Tue Aug & Tue Aug 15 Tue Aug 22 Tue Aug 29 " e rag Tue Aug 8 ue Aug 15 Tue Aug 22 Tue Aug 29
2017 a7
Top 10 Hosts with most Detections (last 30 days) Top 10 Users with most Detections (last 30 days) Top 10 Files with most Detections (last 30 days)

vazadmin exe

Srfpltow.exe
explorer exe

35350,

1exe

senver.exs

fm.exe

setup.exe

svchost exe

o
=3
=1
a8
2
a8

) 500 1,000 1.500 2,000

Other Dashboards pages include Detection Resolutions and Detection Activity (shown below):

Detection Activity

Detections might-be up to 15 min delayed

Scenario: Severity: Company Time range
[ A | [ A= Al 0. Last3 days v | HideFitters
Detection Count by Scenario Device Count by Scenario Detection Count by Severity Device Count by Severity
SR LR suspicio._ctivity Gritical Critical
activit’_evented Medium Mediln
social_...zering High
blocked_hash High
blacked_sxploit process_inated N blocked_exploit
activit..evented inta!_detaction et s Low Low
Detections by Country Detections by Country
- = Country count
=5 Austria 1661
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The Intelligence Dashboard provides information on the latest threats:

Latest Intelligence by Target Country Latest Intelligence Reports

Latest Alerts Latest Actor Updates Latest Intelligence Detections

Controlling user access to the endpoint protection software
No GUI options for uninstall, command line uninstall can be setup to require administrator password.

Deployment methods for endpoint protection software

* Download the installer from console

* Use deployment and management tools like Microsoft SCCM to deploy the sensor

» Various command line parameter options allow for customized installation

* Once deployed, the product updates directly from the cloud and can be controlled via sensor
groups

Windows client endpoint protection software
The client protection software registers in Windows Security Center as antivirus and antispyware.

The sensor can be configured from the Falcon Management Console to enable end user notifications,
such as the malware alert shown below:

CrowdStrike Falcon Sensor

Malicious behavior was detected.

A process was prevented from executing.
9/8/2017 3:22 PM
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Emsisoft Enterprise Console

Overview

Product version reviewed

Emsisoft Enterprise Console 2017.7.0.3153
Emsisoft Anti-Malware 2017.7.0.7838

Windows operating systems supported
Management Console
Windows 7, 8.1, 10; Windows Server 2008/R2, 2012/R2

Endpoint Protection Software
Clients: Windows 7, 8, 10
Servers: Windows Server 2008 R2, 2012, 2012 R2

In our test, Emsisoft Anti-Malware endpoint protection software worked flawlessly on Windows Server
2016. The Emsisoft Enterprise Console can be run on a variety of other Windows Server and Windows
client systems, and a version compatible with Server 2016 is expected in a future release.

About the product
Emsisoft Enterprise Console is a server-based management console that can be used to manage
Windows client and server computers in a business network.

EDR features
Emsisoft Anti-Malware does not include EDR as such, but has a behaviour blocker with forensic

logging.

Product information on vendor’s website
https://www.emsisoft.com/en/software/enterprise/

Online support
https://www.emsisoft.com/en/support/contact/

Summary

The console has a very clean modern design, and the sensibly organised tabs along the top of the
window make navigation very straightforward. In our test, we noted that commands are relayed from
the console to the clients in a matter of seconds. With a little help from the excellent manual, the
endpoint protection software is quick and easy to deploy, and provides a familiar GUI that lets users
carry out everyday tasks.

Tips for administrators

Emsisoft provide configuration scripts for client and server machines that make it very easy to prepare
computers for remote installation. Details of where to find these scripts and how to use them can be
found in the deployment section of the user guide.
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Management Console

Installation and configuration
The console is installed by running a simple installer file on the server.

| - o x
EMSISOFT tnterprise Console Clients Policies Reparts Settings 2 -
All clients. ‘ Clients with issues ‘ ‘ New, unmanaged dients | | + Create new view |
Computer name Managed Protection Last scan Last alert Computer policy Last user User permissions Findings in the last 24h  Issues
SRVONE Connected Protected 13/08/2017 11:15  Never Mew computers [edited] Default for admins 0
TENTWO Connected Protected 13/08/2017 11:05  Never Mew computers Default for admins ]

Group action for selected clients: Add computers

The console is navigated by a row of tabs along the top of the window, these being Clients, Policies,
Reports, and Settings. Each page has a number of sub-tabs.

Deployment methods for endpoint protection software
* Push installation from console
* Running installation package from network share/USB device
* Via the Emsisoft Anti-Malware client software
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Monitoring the network
Status and alerts
These are shown on the Clients (home) page of the console, as in the screenshot above.

Program version
This can be found on the Reports tab, Clients overview sub-tab:

EMSISOFT Clients Policies Reports Settings
| Issues | | Quarantine | | Surf Protection | [
| File Guard | | Behavior Blocker | | Update |

Clients overview

Clients, grouped by Computer name

Computer name P Domain Operation system Managed Version License Protection
SRVONE 192.168 WORKGROUP Windows 2016x64 Connected 2017.7.0.7838 PAM-ZEK-BIF-723 Protected
TENTWO 192,158, WORKGROUP Windows 10x64 Connected 2017.7.0.7333 FAP-TAR-RIN-344 Partially protected

Managing the network

Scanning, scheduling scans, updates and removing devices from the console

Selecting one or more computers from the Clients page and right-clicking displays a context menu,
from which the admin can run scans and updates, or disconnect/uninstall the endpoint protection
software:

Computer name | Managed Protection Last scan

SRVOMNE Connected  Protected 13/08/2017 112

TENTWCO  Connecded Protecdied  13M8/2017 11:
Scan

View Cuarantine

View forensics log

Update

Change License

Disconnnect Ernsiscft Anti-Malware
Uninstall Emsisoft Anti-Malware
Show settings

Reset settings te group policy defaults

Best fit columns

Select columns 3

Controlling user access to the endpoint protection software

By default, users with Windows standard user accounts cannot reconfigure the product or disable
protection. Custom user permissions can be configured in Policies in groups or based on AD
permissions.
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Windows client endpoint protection software
This is identical to the consumer version of Emsisoft Anti-Malware, the modern GUI included:

- O x
EMSISOFT Overview Protection Scan Quarantine Logs Settings

Anti-Malware Your computer is protected!

Protection Quarantine Logs

+" SURF PROTECTION 3
W S 0 MALWARE OBJECTS
d . DETECTED 50 FAR

Updates Trial period Support Follow us
LAST UPDATE 12 MIN AGO 18 DAYS LEFT Buy now NEED ASSISTANCE?
Software is up-to-date Version 2017.7.0.7838 Ask our experts!
EMSISOFT NEWS: New in 2017.7: Forensic Log and Auto-resolve mode for Behavior Blocker alerts P 12 days ago

Tasks available to users
Users can run scans and updates from the user interface.

Windows Security Center/Windows Defender

Emsisoft Anti-Malware registers as the antivirus program in Windows Security Center. Windows
Defender is disabled.

Alerts
If the EICAR test file is downloaded, the alert below is shown:

EMSISOFT X

EICAR-Test-File (not a virus) (B)
chusersy  \downloads\eicar.com
was detected and quarantined.

Settings

No user action is required. The alert closes after about 10 seconds.
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If real-time protection is disabled, the Protection tile in the main window changes to show an alert:

Partial Protection!

»* SURF PROTECTION
€ FILE GUARD

»* BEHAVIOR BLOCKER
w ANTI-RANSOMWARE

Clicking on the disabled component allows the user to reactivate it.

Windows Server endpoint protection software
This can be regarded as identical to the client software.
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Endgame Protection Platform

Overview

Product version reviewed

Endgame Protection Platform release version 2.4.2 which contains:
- Endgame Management Platform (cloud hosted) version 2.4.2
- Endgame sensor version 2.4.6

Windows operating systems supported
Clients: Windows 7, 8.1, 10 (32 and 64-bit)
Servers: Windows Server 2008 R2, 2012/R2, 2016 (32 and 64-bit)

About the product

Endgame uses an on-premise or cloud-based console and a single agent to manage prevention,
detection and response, and threat hunting for Windows and Linux servers and clients. Support for
Mac 0S and Solaris is scheduled to be added to the product in Q1 2018.

EDR features

With regard to EDR features, Endgame state the following: “Endgame’s EDR capability continuously
collects, enriches, encrypts, and stores endpoint telemetry data called ThreatFlow™. ThreatFlow™ collects
event data for process execution, network communication including Netflow, DNS, File, Registry, various
logon and other security events. Endgame Artemis®, powered by natural language understanding (NLU)
technology, allows for access to ThreatFlow™ and facilitates root-cause analysis, triage, and response
actions for every alert. A flexible two-way API can also be used to access data and respond. Threat
hunting allows users to execute investigations across endpoints and identify threats, including embedded
malware, injected code, malicious persistence, and other indicators of breach”.

Product information on vendor’s website
https://www.endgame.com/

Online support
https://www.endgame.com/company/customer-support

Summary

The nature of the product and its investigative capabilities mean that it will require some learning
on the part of the administrator. However, we feel that the console design makes this as easy as
possible, being very clean and well laid out, with familiar items such as status display and list of
endpoints made very accessible. Easy navigation assists with the exploration of new features. The
product is probably better suited to businesses large enough to have their own IT department.
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Management Console

Installation and configuration

We used a cloud-based console in our test, so no installation was required. An on-premises deployment
of the console is also available.

Layout and functionality

Welcome,

ENDGAME. L Aug 23,2017 2:27 PM UTC (GMT+2-2)
DASHBOARD
Total enterprise visibility

Welcome

Current Alerts Endpoint Status Endpoint 0S
0
613 1
Preventions Detections Windows 0S
Endpoint Dashboard (1 Total) ¥
Alert Dashboard (625 Total) »
Top Alerts Top Exploit Alerts Top Malware Alerts Top Fileless Alerts
bizelient11 bizclienti] 618 bizclient?1 7

The console is navigated via a left-hand menu column, with the items Dashboard, Endpoints, Alerts,
Investigations, Search and Administration.

Dashboard provides an overview of the system security status, as shown in the screenshot above. This
displays the number of current alerts, along with Endpoint Status (active, inactive and unmonitored),
as doughnut charts in the upper half of the page. The lower part of the page provides a breakdown
of endpoints with the most alerts under Top Exploit Alerts, Top Malware Alerts and Top Fileless Alerts.
Clicking on any of the doughnut charts opens an appropriate details page; for example, clicking on
the hostname of the client at the top of the Top Fileless Alerts box opens a search query page
displaying all the alerts of that type affecting the client in question.

currently selected v

= ALERT TYPE PROTECTION TYPE EVENT TYPE ASSIGNEE £ HOSTNAME SOURCE PROCESS TARGET PROCESS DATE

* Process Injection Prevention Shellcode Injection Unassigned bizclient11 .exe .exe Aug 26,2017 9:34:28 AM UTC
* Process Injection Prevention Shellcode Injection Unassigned bizclient11 .exe .exe Aug 26, 2017 3:29:26 AM UTC
* Process Injection Prevention Shellcode Injection Unassigned bizclient11 Lexe Lexe Aug 25, 2017 6:06:55 PM UTC
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Clicking Endpoints in the console menu column displays a list of clients, which can are grouped by 0S
(currently Windows or Linux with Mac and Solaris support planned for Q1 2018):
Endpaint Dashboard

Ask Scan
1 0 Artemis Endpoints.

Windows 0S Linux OS

|

Active
Lod

0 endpoints currently selected ¥

] ENDPOINT NAME IP ADDRESS 0s ALERTS TAGS STATUS
s e i = = & Active
bizclient11 10.1 Windows 10 736 Manage Tags h As of yeeterday

The main menu bar at the top of the page contains a number of buttons for tasks that can be carried
out on selected clients. Ask Artemis allows the admin to ask simple questions in plain English. For
example, “Show me process lineage for evil.exe”. Other questions include searches for process
executions, network connections, DNS Queries or user events for groups of clients or specific clients.
Create Investigation starts collection and analytics for specific items such as applications, firewall
rules, loaded drivers, persistent software, which can then be easily inspected via the console:

START INVESTIGATION

o o PRt § T 1 Y
Configure your profile and launch your hunts.

Selecting Hunt(s)

Selact the hunt type(s) you want to task on the endpoints selected.

HUNT TYPE

Applications
File System ADVANCED

Firewall Rules

I0C Search ADVANCED
Loaded Drivers

Network ADVANCED
Persistence ADVANCED
Process ADVANCED

CANCEL
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Clicking on the hostname of an individual client (Endpoint Name) displays the details for that client.
The View Sensor Properties link displays additional information about the sensor (Endgame agent):

bizclient11
Return to Endpoints

=

@ Active

Ca Q H

Status: . Asof 11 daysiage View Sensor Properties
PID 1748
o= HiewE10 PROCESS NAME esensorexe
Tags: rd SENSOR PERSISTENCE  Persistent
VERSION 246
Activity Timeline Filter By: | AL = i MACHINE ID D0579c7h-8931- s i i

Expand &Activity Feed

Scan Endpoints should be regarded as a means of discovering clients prior to installing the Endgame
agent on them, as opposed to a malware scan. Clicking Miscellaneous Actions opens a submenu of
further tasks:

Configure » Tag P
Deploy P Uninstall »

Respond P Delete b

Respond lets the admin choose a variety of reactions to an alert:

ENDPOINT RESPONSE

Select endpoint responses and configurations below,

Select and Configure Response(s)

You have currently selected 1 Endpoint . Once configured, select Create Response to launch your response.

RESPONSE TYPE
Delete File ADVANCED
Execute File ADVANCED
GetFile ADVANCED
Kill Process ADVANCED
Suspend Thread ADVANCED
Upload File ADVANCED hao advanced configuration has currently been

expandsd.
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Tag allows the administrator to add any kind of text description to allow the client(s) concerned to
be found and sorted in search queries.

The Alerts tab shows current alerts from all clients. These can be sorted according to Alert Type,
Protection Type, Event Type, Assignee, IP Address, Hostname or Date:

ALERT TYPE
* Malicious File
= Malicious File
= Malicious File
= Malicious File
* Malicious File
= Malicious File
= Malicious File
= Malicious File
* Malicious File

* Process Injection

PROTECTION TYPE EVENT TYPE
Prevention Execution
Prevention Execution
Prevention Execution
Prevention Execution
Prevention Execution
Prevention Execution
Prevention Execution
Prevention Execution
Prevention Execution
Prevention Shellcode Injection

ASSIGNEE

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

Unassigned

IP ADDRESS

10.1.

10.1.

10.1.

10.1.

10.1.

10.1.

10.1.

10.1.

10.1.

10.1.

HOSTNAME

bizclient11

bizclient1

bizclient11

bizclient1

bizclient11

bizclient1

bizclient11

bizclient1

bizclient11

bizclient1

+ DATE

Aug 26, 2017 4:53:36 PM UTC

Aug 26, 2017 4:04:28 PMUTC

Aug 26, 2017 3:30:05 PM UTC

Aug 26, 2017 2:50:13 PMUTC

Aug 26, 2017 1:08:26 PM UTC

Aug 26, 2017 12:29:49 PM UTC

Aug 26, 2017 10:41:40 AM UTC

Aug 26, 2017 10:01:06 AM UTC

Aug 26, 2017 9:44:21 AMUTC

Aug 26, 2017 9:34:28 AMUTC

Selecting an alert type provides details most commonly used for rapid triage of each alert of that
type. Columns can be clicked for further sorting, search, or aggregation of alerts.

The Investigations page of the console shows data searches that have been
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The Administration page allows users, alerts, whitelists etc. to be managed.

Deployment methods for endpoint agent
Download installer from console and run

Remote push installation via the console using domain credentials
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Windows client endpoint protection software

There is no visible interface to the client software, although an Endgame alert is shown when a
malicious file is blocked. In the screenshot below, the Endgame alert is partially covered by a Windows
alert.

This app has been blocked by your system

administrator.

Contact your sys i or for more info.

Windows Server endpoint protection software
This can be regarded as identical to the client software.
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ESET Remote Administrator

Overview

Product version reviewed

ESET Remote Administrator Server 6.5.522.0

ESET Remote Administrator Console 6.5.388.0

ESET File Security for Microsoft Windows Server 6.5.12010.0
ESET Endpoint Security 6.5.2107.1

Windows operating systems supported
Administration console
Windows Server 2003 x64, 2008/R2, 2012/R2, 2016; Windows 7, 8, 8.1, 10

Endpoint protection software

ESET Endpoint Security: Windows XP, Vista, 7, 8, 8.1, 10

ESET File Security: Windows Server 2003, 2008/R2, 2012/R2, 2016; Windows Small Business Server
2003/R2, 2008, 2011

About the product

ESET Remote Administrator is available as a server-based console for Windows and Linux 0S, as a
virtual appliance for VMware, Oracle and Microsoft Hyper-V virtualisation systems, or as a
preconfigured VM in Microsoft Azure.

EDR features

With regard to EDR features, ESET state the following: “ESET make a standalone EDR product called
ESET Enterprise Inspector’, with an independent agent integrated with ESET Remote Administrator. It
collects endpoint data in real time, and matches it against a rule set to automatically detect suspicious
activities. The admin can see and inspect every program being executed in the company network and
check its characteristics and operations performed by it. He/she can then decide whether or not to allow
the process to run in the company network. Analysis of the parent process can how determine how a
suspicious process started.”

Product information on vendor’s website
https://www.eset.com/int/business/remote-management/remote-administrator/

Online support
http://support.eset.com/?segment=business

Summary

ESET Remote Administrator is a powerful console that can easily cope with large-scale corporate
networks. Its design and layout make basic everyday tasks easy to find. This, combined with very
familiar client software and a range of excellent help features, means it could be employed
successfully in small businesses too.

2 https://www.eset.com/int/business/remote-management/enterprise-inspector/
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Management Console

Installation and configuration

There are two components to ESET Remote Administrator, the server (functionality) and console (user
interface). These can be installed separately - the console can connect to a server running on a
different machine - or together with an all-in-one installer. The setup wizard notifies the admin of
any additional components required, with convenient links to download them from:

Missing system requirement

On Windows Server operating systems, please install NET Framework 3.5 from
the Server Manager Features section. Otherwise download and install .NET
Framework 3.5 from: http://www.microsoft.com/en-us/downloa Etails.as

Diownload and install .NET v2.0 SP2 from: fitt

Minimum supported version is Java Runtime Environment Tug5, but it is

recommended to install the latest available version. Download and install Java
Runtime Environment from: hitpe//java.com/en/downlioad

Antivirus threats Firewall threats ESET applications

£t 2 [EI= % Topcomputer problems 2 EI= L % 2 EI= % lastupdate Foae

a
]
b
%
~
a
]
b
%
~

The console is navigated by means of a menu bar on the left-hand side. This can be expanded to
display the names of the links, or collapsed to save space.
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REMOTE ADMINISTRATOR

:: DASHBOARD Dashboard f-"

Computers 43} Remote Administrator Server

EE e  Computer statuses overview

The Dashboard (home) page shows an overview of the state of the network, while Admin allows items
such as users, installation packages, licences and certificates to be managed.

Deployment methods for endpoint protection software
» Sharing installation package via network share or removable device
* Remote push installation
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Monitoring the network

Status and alerts

These are shown on the Dashboard page, with various items including Computer Status, Computer
Problems, Operating Systems and Rogue Computers, in the form of doughnut charts. The page can be
customised by changing the items shown, size of the tile, and type of chart, among other things.

Program version
This is shown along with numerous other properties on the Computers page:

| SHOW SUBGROUPS ‘ ADD FILTER

v STATUS MODULES LAST CONNECTED UNRESOLVED...  SECURITY PRODUCT SECURITY PRODUCT VERSION 05 NAME 05 VERSION

Windows computers (2)

192.168.146.5 Updsted ESET File Security 65120100

192.168.146.130 Updated ESET Endpoint Security 6521071

Managing the network
Scanning, scheduling scans, updates and removing devices from the console
A default scan can be run by selecting devices from the Computers page and selecting Scan from the

Actions menu:

« L3 AMID i showDetsis STATUS MODULES ko]
T Show Alerds
all Windows comg Ky

Update Modules

Mobile ¥
Reboot b
Run Task..

MNew Task.

L
«@
@+ vy QOO0 L

Last used tasks b

Assign User..,

Manage Poiicies...

® F e

Send Wake-Up Ca
=g Deploy Agent..
() Deac

>< Connect

e Products

=1 Rename multiple tems

[# Move to Group..,

B Remove.
ONE ITEM SELECTED. i

The same menu can be used to remove a device from the console, run an update (Update Modules) or
run a scheduled scan by means of creating a task.

Controlling user access to the endpoint protection software
By default, users with standard user accounts cannot disable any protection features.
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Windows client endpoint protection software
There is a full GUI, similar to a consumer antivirus program:

ENDPOINT SECURITY

V PROTECTION STATUS

Last update: 16/08/2017 20:17:32

E o

Quick links  Q, Run Smart scan @ Protection statistics

Tasks available to users
Users can run updates and a full range of scans from the GUI.

Windows Security Center/Windows Defender
ESET Endpoint Security registers in Windows Security Center as the antivirus and firewall programs.
Windows Defender and Windows Firewall are disabled.

Alerts
If the EICAR test file is downloaded, the alert below is shown:
ENDPOINT SECURITY v X
A Threat found
Object:
Ch\Users\ YDownloads\3707f03c-6847-4042-b%8d-d
634d531f12ba.tmp
Threat:
Eicar test file

Information:
cleaned by deleting

No user interaction is required. The alert closes after a few seconds.
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If real-time protection is disabled, the alert below is shown in the status section of the main program
window:

A Security alert

A Real-time file system protection is paused
Real-time protection was disabled by the user. Your computer is not protected against threats.

Enable Real-time protection

The protection can be instantly reactivated by clicking Enable Real-time protection.

Windows Server endpoint protection software
This is very similar to the client software,although there are some differences on account of its server-
based role. For example, the program relies on the Windows Server Firewall rather than installing the
ESET firewall, and the interface includes an additional menu item for log files and a product
information section at the bottom of the window.

FILE SECURITY

MONITORING

e System Protec ota
ected: 0
cane 0
3 5.900
5.900

Product version 6.5.1201

Server name

System Windows Server 2016 Sta
Computer :
Server uptime
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FortiClient Enterprise Management Server

Overview

Product version reviewed

FortiClient Enterprise Management Server 1.2.1.0394
FortiClient endpoint protection 5.6.0.1075

Windows operating systems supported
Management console
Windows Server 2008 R2, 2012, 2012 R2, 2016

Endpoint protection
Clients: Windows 7, 8.1, 10
Servers: Windows Server 2008 R2, 2012, 2012 R2, 2016

About the product
FortiClient Enterprise Management Server is a server-based console used to manage endpoint
protection software for Windows and Mac 0S clients and Windows servers.

EDR features

With regard to EDR features, Fortinet state the following: “A combination of Fortinet products may be
used in concert to provide this functionality: FortiAnalyzer provides centralized network security logging
and reporting for the Fortinet Security Fabric, for example collecting and providing analysis of logs for
Jjudgement from both FortiClient endpoints and FortiSandbox.”

Product information on vendor’s website
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiClient.pdf

Online support
https://support.fortinet.com/

Summary

FortiClient Enterprise Management Server is easy to install and very straightforward to navigate.
It has the ability to manage multiple domains/workgroups, making it suitable for larger
networks, although the simplicity of its layout means it could work well for smaller networks
too. A comprehensive and detailed user manual is provided.?

We would advise administrators to consult the manual before undertaking deployment or other
operations, as we did not always find using the console to be completely intuitive. For example, when
creating an installation package, the admin has to deliberately add the antivirus and firewall
components, which are not included by default. It is also necessary to ensure that these components
are included in the default policy, and that this is assigned to all clients/client groups. To uninstall
FortiClient endpoint protection software, the client computer has to be disconnected from the
management console before the Uninstall option appears in its Control Panel.

3 http://docs.fortinet.com/uploaded /files/3269 /forticlient-ems-v1.0.2-admin-guide.pdf
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Management Console
Installation and configuration
The console is installed by running the installer and completing a straightforward setup wizard.

Layout

(4 FortiCiient Enterprise Management Server

8
FortiClient Enterprise Management Server Enter License Py View v Help v & admin ¥

& Auto-refresh -~ @ Refresh every [IRIEMN minutes

Vuinerability Scan

System Information Event summary
Endpoints Hostname SRVONE Endpoints with Out-of-date Protection 0
i N Serial Numbs FCTEMS0033001334
20N SR Endpoints with Qut-of-sync Profiles 0
No Domains License Status Trial
Used Licenses - 20110 Bt [iares Endpoints with Pending Sofiware Updates 0
Workgroups
» 3 All Groups System Time 21:20:1, 81132017 Errors or Warnings (last 7 days) 0
System Database Backup Restore
Inactive Endpoints (last 30 days) 0
C t Admil i
Endpoint Profiles S i admin
Uptime 2 hours, 30 minutes, 37 seconds Unprotected Clients 2
« EMS Profiles
Client Stats Installed FortiClient Version Summary - Windows
Gateway IP Lists
M Managed M Online M On-Net

No Lists

5.6.0.1075

FortiGate Managed Endpoints

The left-hand menu panel allows the admin to access network computers from Endpoints; these are
grouped into Domains (Active Directory) and Workgroups. The same panel also shows Endpoint Profiles,
i.e. configuration policies to be applied to managed computers. The View menu in the top right-hand
corner of the window provides access to other important functions, such as logs, settings, and the

Software Manager:

8
<) View~  Help = & admin ~

% Upgrade License efresh every minutes
& Software Manager

EVENLSUM & {ser hianagement

Endpoinis| @ CA Certificate Management 0
£ Database Management
Enapoinis View Logs 0
Endpoints |
P £ Settings 0
Errors or \Warnings (last 7 days) 15

Deployment methods for endpoint protection software
» Distributing installer file via network share or removable device
* Download from server via http
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Monitoring the network
Status and alerts
These are shown on the Dashboard (home) page of the console.

Program version

Percentages of computers using specific program versions are shown in the Installed FortiClient Version
Summary pie chart on the Dashboard page. The version running on any individual device can be seen
in that computer’s details under Endpoint Profiles:

Summary

Antivirus Events  Vulnerability Events ~ System Events

Connection Compliance

R Managed by EMS (1] Feat
[p Other Endpoints eatures

Configuration 4F AntiVirus enabled ~

Device tentwo Profile Defauit = 1, sandbox Detection installed
os == Microsoft Windows 10 Professional Installer Not Assigned (57 Web Filter installed

P 192.168. IP List Not Assigned & Application Firewall installed
MAC 00-0c- FortiClient Version 5.6.0.1075 O Remote Access configured
Last Seen  8/15/2017, 2:09:36 PM @ Vulnerability Scan enabled ~
Location On-Net J» SSOMA installed

Managing the network

Scanning, scheduling scans, updates and removing devices from the console

To run a scan, the admin selects the relevant computer(s) from the appropriate group under Endpoints,
clicks Scan, and the appropriate scan type from the drop-down menu:

Q Scan - & Paich = ¥ Action + 3 endpoints selected

o Quick AV Scan 192.168.
o ¢ = Full AV Scan

U &5 vuinerability Scan Q 192.168.
o S

Yar 192 168

(% Other Endpoints

Updates can be run in similar fashion from the Action menu, which can also be used to remove devices
from the console.

Controlling user access to the endpoint protection software

By design, client settings may only be changed from the console, so as to prevent accidental changes
by end users.
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Windows client endpoint protection software
The Antivirus page of the FortiClient console shows endpoint status details:
FortiClient —

File Help

FortiClient Console

Compliance
Gonnedied to EMS vD Realtime Protection Enabled
w# File-based malware scanning
‘ Antivirus B Block malicious websites
R Fesltime Protection Enabled

B Block known attack communication channels

B Using sandbox signatures

@ Status

Vulnerability Scan +« Databaseis Up To Date
Sl ulnerability Scan Enabled
« Last Update: 14/08/2017

J__:I_ Remote Access
El Mo VPN Connected

+ 23 Threats Detected

+ 3can on the 1st day of each month at 18:30

@ Settings are locked by EMS Q Last Scan: Never Scanned | Scan Now~ |

Tasks available to users
Users can initiate a Quick, Full, Custom, or Removable Media scan from the program window, or scan

drives, folders or files by right-clicking them and clicking Scan with FortiClient AntiVirus in the context
menu:

- Local Disk () «  DVD Drive (Dv)
(] | Ve
Wy 31,0 GB free of 9 Open B

Open in new window
Pin to Cuick access

Ha Scan with Windows Defender...

Share with >

Configure Shadow Copies...
Restore previous versions

[Z) Scan with FortiClient AntiVirus
Pin to Start
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Windows Security Center/Windows Defender

FortiClient registers in Windows Security Center as the antivirus program, and Windows Defender is
disabled. Fortinet describes the FortiClient Firewall module as an application layer firewall; that is to
say, it monitors network traffic generated by applications. It is to be regarded as a supplement to
Windows Firewall, not as a replacement for it. If it is installed and enabled, it does not deactivate
Windows Firewall nor register in Windows Security Center as a system firewall.

Alerts
If the EICAR test file is downloaded, the alert below is shown:
Virus Alert X
@ Process C:\Program Files («86)\GooglehChrome'\Applicationchrome. exe
Item, C:hlzershy ...\d00fedd5-Fabe-df7f-9ec0-4a627560d1 b3 .tmp
Wirus: EIC&R_TEST_FILE
Status: Guarantined
[ Do not show me this alert for 1 hour
¢ View recently detected viuzles|
Wirug Name Item Location Status Last Seen
EICAR_TEST_FILE C:\Usersh Quarantined MonAug 14 20:2...

Clear Al Restore

No user action is required. The alert persists until closed.

If Realtime Protection is disabled by changing the profile being applied to the endpoint from within
the EMS console, the text and graphic of the status display change to show this:

¢, Realtime Protection Disabled &

File-based malware scanning

Protection using antivirus signatures can only be reactivated by enabling Realtime Protection the EMS
console. Similarly, for other security features such as webfiltering and application firewall, if the
feature is disabled in the profile, the FortiClient console will reflect this change as soon as the updated
profile is received and applied from EMS.

Windows Server endpoint protection software
This is identical to the client software.
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F-Secure Protection Service for Business

Overview

Product version reviewed

F-Secure PSB Workstation Security 12.0.1
F-Secure PSB Server Security 12.10

Windows operating systems supported

Clients: At the time of writing, system requirements for Workstation Security were shown on the F-
Secure website as Windows Vista, 7, and 8/8.1, although the software worked flawlessly under
Windows 10 in our test.*

Servers: Windows Server 2008/R2, 2012/R2, 2016; Windows Small Business Server 2008, 2011

About the product
F-Secure Protection Service for Business uses a cloud-based console to manage Windows and Mac 0S
clients, and Windows Servers.

EDR features
With regard to EDR, F-Secure say they are to release an EDR product during 2018.

Product information on vendor’s website
https://www.f-secure.com/en/web/business global/protection-service-for-business

Online support
https://emea.psb.f-secure.com/#/c273764/support

Summary

F-Secure Protection Service for Business impressed us with its very clear and intuitive console design,
which makes finding and using everyday functions very straightforward. Client software is easy to
install and use. Overall, the package is very user-friendly and consequently ideal for small businesses
that do not have a full-time IT administrator.

Suggestions for improvement
We feel that a simple and effective means of preventing users disabling protection would be a valuable
addition.

* https://community.f-secure.com/t5/Business/What-are-the-system-requirements/ta-p/71601
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Management Console
Setup
The console is cloud-based and so does not require installation.

Layout

Sl Company status

updates

E] Protection status

3 computers

r

o
=

o

Downloads
==Y - Amotnt _
Suj
‘ :

3 subscriptions will expire within 14 days . Critica

Feedback Critical security updates are missing on 2 computers . Critical 2
3 subscriptions will expire within 60 days Impertant .
APNs certificate has not been created . Informative
Total issues . 5 critical 3 impartant . 1 informative

There is a single menu bar down the left-hand side of the page, allowing the admin to navigate the
console’s functions easily.

Home provides a detailed status display

Devices displays the computers on the network and allows management functions such as scans,
updates and policy management

Reports provides logs of malware detections etc.
Profiles lets the admin create and apply configuration policies
Downloads provides installation packages for the different operating systems supported

Deployment methods for endpoint protection software
* Download from console and install directly on local computer
* Email installation link to users
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Monitoring the network

Status and alerts

These are shown on the home page of the console, with separate displays for protection status,
software updates, subscriptions due to expire, and critical security updates.

Program version
This can be found by clicking on Devices in the menu column, and selecting Installed software from
the Category menu:

Product type: Show all - Category: Installed software ~

Overview
12,01 9.52 7.50 9.02 Firewsll
12.01 052 750 0.02 Automatic updates
Software updates
Central management

Computer information

+ Installed software

Managing the network

Scanning, scheduling scans, updates and removing devices from the console

The administrator can run scans and updates, and remove devices from the console, by selecting the
checkboxes of the relevant computers on the Devices page. A menu panel is then displayed at the
bottom of the page, with various relevant commands:

3 devices selected

Controlling user access to the endpoint protection software
By default, all users have full control over the client software. Despite creating and applying a policy
with the Allow users to unload products function disabled, we were not able to change this in our test.
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Windows client endpoint protection software
There is a full GUI, similar to a consumer antivirus program:

Your computer is
protected

Updating virus and spyware protection...

STATUS TASKS STATISTICS == Seings
See how you are See what you can See what the - )

currently do with the program has done.

protected. prograrm.

Tasks available to users
By default, users can access the full range of functionality and settings in the program.

Windows Security Center/Windows Defender
F-Secure Workstation Security registers in Windows Security Center as antivirus and firewall. Windows
Defender and Windows Firewall are disabled.

Alerts
If the EICAR test file is downloaded, the alert below is shown in the browser window:

Harmful web site blocked

http://eicar.org/download/eicar.com

This web site has been reported as harmful.
We recommend that you do not visit this web site.

If the user ignores the warning and clicks Allow web site, the file will be intercepted by F-Secure’s
download protection, which displays a pop-up alert:

‘Web traffic scanning

Wirus was removed. ..
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Clicking on this shows a third and final alert:

What happened?

Web traffic scanning detected EICAR_Test_File. The content of the item was
wiped automatically.

What causes this?
This can happen, for example, if you browse to a web site that fries to intrude
your computer through a known vulnerability.

What should | do?
You do not have to do anything. If you were downloading a file, try from
another location.

Details >> Close

The user does not need to take any action. The alert persists until Close is clicked.

If real-time protection is disabled, the status display in the main program window shows an alert:

Your computer is not
protected

Turn on real-time scanning

The user has to go into the program settings to reactivate the protection.

Windows Server endpoint protection software
The server protection software has a minimalist interface. Right-clicking the System Tray icon displays
a context menu which allows the administrator to run malware scans:

Choose what to scan...

Scan hard drives

Virus and spyware scan Show flyer history...

Virus and spyware scanning

Full computer scan
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G DATA Business Security

Overview

Product version reviewed

G DATA Administrator console 14.0.1.122
G DATA Security Client 14.0.1.122

Windows operating systems supported (for management console and endpoint security)
Clients: XP, Windows Vista, 7, 8/8.1, 10
Servers: Windows Server 2003, 2008/R2, 2012/R2, 2016

About the product
G DATA Business Security uses a server-based console to manage Windows, Mac and Linux clients,
Windows Servers and mobile devices.

EDR features
G DATA Business Security does not currently include EDR.

Product information on vendor’s website
https://www.gdatasoftware.com/business

Online support
https://www.gdatasoftware.com/support

Summary

G DATA Business Security provides a sophisticated management console that could be used to manage
larger networks with multiple servers. It offers a wide range of functions, but its design - similar to
the Microsoft Management Console in Windows - will make it familiar and easy to navigate for
professional system administrators. The endpoint protection software has a minimalist interface,
although admins can allow users to carry out simple everyday tasks such as updates and scans.

Tips for administrators

The user manual for the product comes conveniently packaged with the installation files. The section
Installing G DATA Security Client includes valuable information on preparing client PCs for remote
installation (amongst other things).
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Management Console

Installation and configuration

The management console is installed on the server by running a single installer file; this includes
Microsoft SQL Server 2014 Express, which can be seamlessly installed by the wizard, unless the admin
chooses to use an existing SQL Server instance.

Layout

U9 G Data Administrator - [m] »

Admin  Organization  View

WNRE]| Clients Client settings Android settings Tesks PolicyManager Firewall PatthManager Logs Statistics

| Find... el G Dsta Security Status L] Client connections "

o4 =k All ManagementServers = @) G Data Security Client "
g
5| 4 B SRVONE =) O Virus sigpatives &+
g 4 davc = @ Monitor 272
4 2
g &l srvoNE ~ (@ Email checking n
] & TeNzZERD = (@ Outbreskshield 2

- @ i
H b £ New clients &) Web protection 2
= = @ BankGuard o2

= (@ USE Keyboard Guard w2

* @ ExploitProtection o2

= (@ Firewall o2

7 <= 24 hours
= (@ PatchManagement 22
No connection
Top 10 clients - Neutralized infections (7/13/2017-7/27/2017) [ Report status (7/13/2017-7/27/2017) (|

Infections

n° &° |
" = SRVONE_

a =

R ST T T S R R R

Requasts Patches
Clentlogs  Serverlogs & T T T T -
Connected SRYONE - SRVONE\atsizh01 Last signature update: 9/17/2016 12:00:00 AM

The left-hand menu column allows the admin to select individual computers or computer groups,
details of which are shown in the main right-hand pane. The default Dashboard view provides an
overview of the security status, including details of individual components, and malware detections
and scan reports. A row of tabs along the top of the main pane displays other views, including details
of clients, client settings (please see screenshot further below), tasks and logs (shown below).

Dashboard Clients Chient settings  Android settings Tasks PolicyManager Firewall PatchManager [f0d Statistics

\ Security events %:]'Errlmstmthlre logs

5 B & B 7m0 -1zim007

f@lxlaa]«@aln

Drag a column header to this area to group by that column,

@ Client reboot required SRVONE  7/27/2017 9:32:32 AM  Information

Status ¥ | Client T | Date/Time ¥ | Reported by T | Virus ¥ | File / Mail / Content ¥ | User ¥ | Details T
! E Virus found SRVONE 7/27/2017 12:4T7:26 PM HTTP check EICAR-Test-File SRVONE\atslah01 Address: http://www.eicar.org/download
i O' Client was rebooted  SRVONE  7/27/2017 12:04:59 PM Information G DATA Security Client ‘G DATA Security Client
I 0 Client was rebooted  SRVONE  7/27/2017 9:40:25 AM  Information G DATA Security Client ‘G DATA Security Client
: O Client was rebooted  SRVONE  7/27/2017 9:32:54 AM  Information G DATA Security Client G DATA Security Client
|
i

Deployment methods for endpoint protection software
* Remote push installation
* Putting installer file in network share
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Monitoring the network

Status and alerts

These are shown in the G Data Security Status box in the Dashboard. Clicking the arrow symbol to the
left of each item displays details of the computers affected:

G Data Security Status [
~ | @ G Data Security Client 12 3
& f.'l}" Virus signatures a2

The virus signatures are ocutdated on the following clients:

Drag a column header to this area to group by that column, dpdate virus signatures

Mame T | Connection T

SEVOME ' in the last 24 hours

TENZERO . Mo connection

hd I.'.,";l' Monitor 22
b "‘@_f‘ Email checking 22
(@ QutbreakShield 2/2
b I.g..ﬁil Web protection 2z |

Program version
This is displayed on the Clients tab of the main window pane.
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Managing the network

Scanning, scheduling scans, updates and removing devices from the console

One-off and scheduled scans can be run from their respective buttons in the toolbar on the Tasks
pane. A dialog box provides a number of options:

H Add single scan job -
LR TL TG Scanner  Analysis scope
Group: AVC

Job mame: | <new scan job>

Time
[ ] Start at

Settings

[] Allow the user to halt or cancel the scan job

Motify the user when a virus has been found

Report scan progress to the ManagementServer (every 2 minutes)

[] Shut down client after scan job, if no user is logged on

User context (optional)

User name:

Password:

[ ] Show password

OK Cancel
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Client computers can be updated or removed from the console by right-clicking them in the Clients
tab of the main window pane:

Drag a column header to this area to group by that column.

—. SRVO Reiresh 17.09.2016) GD 25.7755 (17.09.2016) 9/17/2016 12:00:00 AM 14.0.1.122 (31.10.2016)

Il TEnzZER
Install G Data Security Client...

Install G Data Security Client for Linux/Mac..
Uninstall G Data Security Client...

Installation overview
Reset to default
Move clients...
Edit assigned EULA..
Remove assigned EULA
EULA rmanagement
Assign G Data server...
Update virus signatures now
¥ Update virus signatures automatically
Update program files now

¥ Update program files automatically

Reboot after program update »

Controlling user access to the endpoint protection software
This can be set on the Client Settings tab of the main window pane - please see screenshot in the
“Tasks available to users” section below.

Windows client endpoint protection software
There is a minimal interface, consisting of a System Tray icon, which displays a shortcut menu when
right-clicked:
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Tasks available to users
By default, the only thing users can do is run a signature update. However, the admin can make
additional tasks available from the Client Settings page in the console:

Client functions

[] sllow the user to run virus checks

Allow the user to download signature updates

[] Allow the user to change monitor options

[ ] Allow the user to change email options

[] Allow the user ta change web options

[ ] Allow the user to display the local guarantine

[] Protect client settings with a password

This then extends the shortcut menu with the items shown below:

3

Check computer Virus check »

Check removable data carrier

Check COD-ROM

Disabkle monitor

Options...

Check memory and startup Cuarantine

Check directornes/files Updates/Patches...

Internet update...

Windows Security Center/Windows Defender
G DATA Security Client registers as the antivirus program in Windows Security Center. Windows
Defender is disabled.
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Alerts
If the EICAR test file is downloaded, the alert below is shown in the browser window:

Website blocked!

G Data Security has denied access to this website.
The site contains infected code: EICAR-Test-File (not a virus) (Engine A), EICAR_TEST_FILE (Engine B).

GDATA

No user action is required.

If real-time protection is disabled, a small warning triangle appears over the System Tray icon, and
the shortcut menu displays the item Enable monitor, clicking which reactivates the protection.

Windows Server endpoint protection software
This can be regarded as being identical to the client protection software.
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Kaspersky Endpoint Security for Business Advanced

Overview

Product version reviewed

Kaspersky Security Center 10.4.343

Kaspersky Endpoint Security 10.3.0.6294 AES256

Windows operating systems supported

Endpoint protection software and management console

Clients: Pro and Enterprise editions of Windows 7, 8, 8.1, 10 (32- and 64-bit)
Servers: Windows Server 2008 (32- and 64-bit), 2008 R2, 2012, 2012 R2, 2016

About the product
Kaspersky Endpoint Security for Business Advanced uses a server-based console to manage software
for devices with Windows, Mac, Linux, Android, i0S and Windows Phone operating systems.

EDR features

With regard to EDR features, Kaspersky Lab tell us that “KES becomes available by the end of the year
as an integral part of combined Kaspersky Endpoint Detection and Response solution to protect against
targeted attacks, as well as a standalone Kaspersky Endpoint Security 11. Kaspersky EDR provides security
teams and Security Operations Centers with: enhanced incident mitigation, better visibility over
endpoints, endpoint protection and investigative capabilities. The customers benefit from Kaspersky Lab’s
experience in threat intelligence, advanced protection technologies and a long history of discovering the
world's most high-profile APTs, all embedded into the solution’s threat hunting functionality.”

Product information on vendor’s website
https://www.kaspersky.com/small-to-medium-business-security/endpoint-advanced

Online support
http://support.kaspersky.com/#s tab4

Summary

Kaspersky Endpoint Security for Business Advanced allows a very comprehensive range of devices to
be supported. The design of the MMC-based console will prove very familiar and easy to navigate for
Windows administrators. We particularly liked the opening page, Kaspersky Security Center 10, which
is essentially an illustrated FAQ page (please see screenshot further below). Consideration has been
shown for less-experienced administrators new to AV management consoles, by explaining things such
as policies and group tasks.
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Management Console

Installation and configuration

The installer file runs a fairly standard Windows installation wizard. This points out that .NET
Framework 3.5 is required; the admin can install pause the wizard, install the component, and
continue with the installation afterwards.

Layout

P& Kaspersky Security Center 10 = im| X
File Action View Help
= |m HE
. Kaspersky Security Center 10
~ [F Administration Server SRVONE =
> I Managed devices Kaspersky Security Center 10
' Device selections
L1 Unassigned devices

Add Administration Server
= Policies

; Eik:nced First steps: devices, tasks, policies, and reports. Configuring the interface

Howr to find your devices?

Why do I need policies?

What are group tasks good for?

What are device selections and tasks for device selections?

Where to view reports?

Where to view summary information about the Administration Server operation?

How to configure nodes?

How to configure network poling?

Where to view the list of all tasks?

Where to view the list of all policies?

How to change the location of a folder in the Console tree?

I [F [ [F =] [+
¥ =] =] [7] [*

Devices

AtmInistration Sere

Client computers

Carnpunens Pobeies Taska|

PUTPEUATE | Create group
* Mo filter specified
Encuding subgroups: [ Cribcal=1 | [ W

Hame Type of opessti- Do
WIDSKIOR-RAE.  ER Mecrosoft.

Kaspersky Security Center uses the Microsoft Management Console framework, with the left-hand pane
used to show the menu items Managed devices, Device selections (used to group together devices in
order to perform a particular action such as updating), Unmanaged devices, Policies, Tasks and
Advanced (various items including Remote Installation and Mobile Device Management).

Deployment methods for endpoint protection software
e Distributing installer file by network share/removable device
* Remote push installation

- 64 -




Business Security Report 2017 www.av-comparatives.org

Monitoring the network

Status and alerts

These are most easily viewed by clicking on the management server in the left-hand pane of the
console, then Statistics, Protection status. This displays the overall security status, real-time
protection status and devices with vulnerabilities in the form of pie charts:

Administration Server CLIENTONE (CLIENTONEY )

Manitaring Statistics Reports Events Server settings

Protection status #% | Deployment Update  Statistics of threats  General information  Undates for applications 3 Customize view | | ) Print page

= Current statuses of devices =K -] = History of device statuses = -
Displays the current status of networked devices Displays time chart reflecting changes in the statuses of devices
L
%
'§ U
| £
| / 8
i
4
‘5
1 5% =3 2% =23
~ Real-time protection status [=R-] E g5 £g g Hg
58 2 5
%% Rg %8 %3
Displays the real-time protection status of networked devices
= Distribution of devices by severity level of vulnerabilities = R-]

Displays how devices are distributed by severity level of software vulnerabiiities detected

Program version
This can be seen in the properties pane of a device on the Managed devices page:

The above numbers indude the number of devices with the specified status, which are in the selected aroup and in any of its nested subaroups.
The list below orly indludes devices from the selected group.

Nome Type of operati.. Wind.. Agentinstalled  Agentrunning  Real-timeprot.. Connectingto.. Lastupdate Status Status description

Properties
SRVONE Microsoft .. WOR.. / Yes o Ves o Yes 2minutesago 1 hourago. +/ OKVisible ..  Last connection to Admin e — vone

1P address: 127.0.0.1
Protection status: Running
Spam protaction status: Unknown
Data Leakage Prevention status: Unknown
Protection status for Unknown
collaboration:
Anti-Virus protection status of  Unknown
mail servers:
Last update: 1 hour aga
Viruses found: 0
Connaction to Server: 3 minutes ago
Operating system: Microsoft Windows Server 2016
Network Agent version: 10.4.342
Security application version: 10.3.0.6204
Encryption status: No encryption policy specified
Last vishle time: 3 minutes ago
05 bit type: AMDE4
Actions

»| Install application
*| Create 3 task
*| Perform task

Managing the network

Scanning, scheduling scans, updates and removing devices from the console

Updates and scans, including scheduled scans, can be run by selecting devices on the Managed devices
page and clicking Perform action, Create a task and running the task wizard.

Controlling user access to the endpoint protection software

By default, all users are able to disable the endpoint protection software. However, this can be
prevented by creating and applying a policy with password protection.
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Windows client endpoint protection software
There is a full GUI, although this differs somewhat from a consumer antivirus program, with the
emphasis on a detailed status display:

- X
Kaspershky Kaspersky Security Netwark

Endpoint Security 10 il Reports €9 Quarantine
for Windows

Protection and Control ™

@ Endpoint control

—

@ Application Control Application Monitor

@ Applicaton Startup Contral =ahled

&  Application Privilege Control spplications started from the "Trusted

& vulnerability Monitar

£ . : ,
Device Control erations with devices alowed: 0; blodked: 0

@ Web Control sttempts to access web resources allowed: 8, blocked: 0

I..| Protection enabled

objects scanned: 947, threats detected:

! Tasks - 3 out of 6 tasks are scheduled

Mext tash: Update =tarcs 06f08/2017 at 22:11

Tasks available to users
Users can run updates and a variety of scans from the Tasks section at the bottom of the program
window:

|| Tasks [A]
ﬁ Integrity check Manually Statistics for the previous startup is unavailable

E Full Scan 07/08/2017 at 19:00 Statistics for the previous startup is unavailable

E‘\L] Custom Scan Manually Statistics for the previous startup is unavailable

(71 Critical Areas Scan 06/08/2017 at 22: 16 Statistics for the previous startup is unavailable

ﬂ Update Automatically 03/08/2017: Databases are up to date, signature count: 10272436

[ﬁ] Yulmerability Scan Manually Statistics for the previous startup is unavailable

Windows Security Center/Windows Defender
Kaspersky Endpoint Security registers as the antivirus and firewall programs in Windows Security
Center. Windows Defender and Windows Firewall are disabled.
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Alerts
If the EICAR test file is downloaded, the alert below is shown in the browser window:

Kaspersky

Endpoint Security 10 for
Windows

ACCESS DENIED

The requested web address cannot be provided
Object web address:

http:/ fervew.eicar.org/download) eicar.com
Reason:

object is infected by EICAR-Test-File

Message generated on: 06/08/2017 22:13:10

No user action is required.

If real-time protection is disabled, this is shown in the Protection section of the program window,
under File Anti-Virus. Clicking on this entry displays a menu from which the protection can be
reactivated:

[Q Protection
B _Hleaning | =
&% Mail Anti-Virus {3 start
@ Web Anti-Virus 1 22:;'1?;
@ M Anti-Virus _ Quarantine
&8 System Watcher = Backup
&3 Firewall 19 !
% Metwork Attack Blocker

Windows Server endpoint protection software
This can be regarded as identical to the client software, except that some components not relevant
to a server, such as instant messenger protection, are not installed.
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Palo Alto Networks Traps

Overview

Product version reviewed

Palo Alto Networks Traps client software version 4.0.1.25216

Palo Alto Networks Endpoint Security Manager version 4.0.1.25216

Windows operating systems supported
Clients: Windows XP (SP3 and later), Vista (SP1 and later), 7, 8, 8.1, 10
Servers: Windows Server 2003 (SP2 and later), 2008/R2, 2012/R2, 2016

About the product

Palo Alto Networks Traps advanced endpoint protection uses a multi-method prevention approach
that secures endpoints against known and unknown malware and exploits and pre-emptively blocks
these cyber threats from compromising endpoints.

EDR features

Palo Alto Networks Traps does not contain EDR features as such. However, the vendor states the
following: “Traps currently can collect and display information around all executed process and office
documents. This is visible from the Hash Control screen within the Endpoint Security Manager. Traps can
also perform queries against the deployed agents. These queries include the ability to look up a registry
key, a file or a folder path. Traps, via the WildFire integration, can provides a detailed report for every
file executed in the environment. This report includes all information around the behaviours a file
exhibited when launched. Lastly, Palo Alto Networks has a separate product that came through the

” 5

acquisition of the company LightCyber”.

Product information on vendor’s website
https://www.paloaltonetworks.com/products/secure-the-endpoint/traps

Online support
https://live.paloaltonetworks.com/t5/custom/page/page-id/Support

Summary

Whilst the functionality of Palo Alto Networks Traps differs from that of conventional endpoint
security products, the Palo Alto Networks Traps Endpoint Security Manager console makes discovering
the new features very intuitive. We found the console very well designed and easy to navigate. The
product is probably best suited to businesses large enough to have their own IT department.

5 Palo Alto Networks Completes Acquisition of LightCyber -
https://www.paloaltonetworks.com/company/press/2017/palo-alto-networks-completes-acquisition-of-
lightcyber

Palo Alto Networks Announces Availability of New Cloud-Based Logging Service -
https://www.paloaltonetworks.com/company/press/2017 /palo-alto-networks-announces-availability-of-new-
cloud-based-logging-service
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Management Console
Layout and functionality

SERVICE STATUS COMPUTER DISTRIBUTION AND VERSION UICENSE CAPACITY

-
Whurnng 1
' %04
304
e Weorkstatons |

150

Wedows Aoty

MOST TARGETID APPLICATIONS MOST TARGLETED COMPUTIRS MOSY TARGETID USIRS

Courz

“

00+
o4
m-
204
m-
4 194
. 1004 1004
g | | [ [T T !
: Rl ‘] . —

The Endpoint Security Manager console can be navigated using a neat row of tabs at the top of the
console (Dashboard, Security Events, Policies, Monitor, and Settings).

The console opens on the Dashboard page. This provides version and licensing information, as well as
the connection status of managed clients. It also provides statistics about which users, computers
and applications have been most frequently targeted by threats.

The Summary section of the Security Events page displays an overview of threats encountered on the
network. Threats are organized into groups according to their detection status (Prevention,
Notification, and Post Detection) and further divided according to the type of threat encountered.

SHHHY THREATS
Threats Preventions | ‘Today ‘Week Month
Exploits 0 0 0
v Preventions
Restrictions 0 0 0
Exploits
Restrictions Malware Modules 0 0 1
Malware Modules WildFire / Hash Control 0 1 310
WildFire/Hash Control oo Today Week iow
w Notifications Exploits 9 2 0
Edploits Restrictions 0 0 0
Restricti
SR Malware Modules 0 0 0
Malware Modules
WildFire/Hash Control WildFire / Hash Control 0 0 0
e Weeic. ‘Month
v Post Detections 5 " = L
WildFire / Hash Control 0 0 5
Malware Post Detected
SECURITY ERROR LOG
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Threat details can be obtained by first selecting the relevant threat category and then selecting the
relevant threat from the list displayed:

T, Time T Computer A T User Y oS T Agent T Process T Module T
L] £ '8/18/2017,9:09:02PM  bizclient LUER ‘BIZCLIENTSY Windows 10 40125216 .exe~gpow.. Child process Prot..
Event Type: Malware (MPM) Computer. bizclientd Source Process: exe Target Process: powershell exe

Module: Child process Protection User: BIZCLIENTS Source Path: Target Path:

Module Details: 0S: Windows 10.x64 CAWindows\System32y exe CAWiIndows\SysWowe4\WindowsPowerSh_
Suspicious process creation detected Agent Version: 4.0.1 25216 Source Version: 11.0.15063.0 Target Version: 6.2 15063.0

Action: Prevention Content Version: 16-1148 Source Triggered By N/A Target Triggered By: N/A

Prevention Key: 1P 1001 File Quarantine: No Target Signers: Microsoft Windows

a7132084-0155-4cc0-a187-a23e57f19256 Source Signers: Microsoft Windows

.2 Additional Information

Process Hash: c162abe51a047275 WildFire Report Hash Control
Target Hash: 024342607451 a4d29¢ WildFire Report Hash Control

Create an exclusion rule from this prevention: Create Rule

The Policies tab allows configuration settings for clients etc. to be modified:

4 Exploit R Windows & macos
Aqplicaipn Proieeio =- Rows i« « Page[ 0 Jofo » w
odules
Kernel Pratection Modules wy . D Name Y Description T Date Modified Y
Process Management E] 1 tCernel Exploit protection default policy Default policy rules are enabled (3 rules)
v Malware

The Agent Health section of the Monitor page lists clients in the network:

4 Agert =v Ruws- o Page@oﬂ ]
- G DI -~ v v 7 mtier poesm  ye 7 o 5

Logs r @ 0 9/12/2017,11:27:07 AM  bizclient Windows 10 Workstation 4.0 25216 101 WORKGROUP

Information about a specific device can be obtained by clicking on its entry:
4 Agent =- PRows(2s v| 4 4 page[ 1 Jofl » w

Health (=4 I Computer T 05 Y Type Y LastUser Y Version Y IP Y Domain b
Logs | {1 9/12/2017,11:27:07T AM  bizclient9 Windows 10 Workstation ——- 4.01.25216 TOT: - WORKGROUP

¥ ESM Computer: bizclientd Type: Warkstation Age;n Policy and Service Status | Agent P v
Heatth 0S: Windows 10 IP- 10.1.¢

Architecture: x64 Domain: WORKGROUP Time Source Rule Name Description Status
o G ity T12/2017,6:5829.. R

Status: £1 Running ,6:98:29 .. Remote Default settings for... WildFire is configur.. Active
Data Retrieval Last User T/12/2017,6:58:29 .. Remote  Child Protectionfor.. Child process Prote.. #ctive
2 T/12/2017,6:58:29 . Remote Child Protection for..  Child Process Prote... Active

Security Error Log Last Heartheat (Agent Local Time): 9/12/2017, 11:27:06 AM - i
Last Heartheat (Server Local Time): 9/12/2017, 112707 AM 7/12/2017,6:58:29 . Remote Child Protection for.  Child Process Prote.  Active
License Expiration Date: 12/1/2017 7/12/2017,6:58:29 .. Remote  Child Protectionfor.  Child Process Prote..  Active
7/12/2017,6:58:29 . Remote Child Protection for..  Child process Prote..  Active
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The Settings page allows the console itself to be configured:

w Administration
Users
T ESM Server Configuration ESM Console Configuration Tech support File- [[EENE
Last created file: 9/7/2017 2:06:54 PM
4 ESM Quarantine Network Path: Dashboard Display Period (Days): i
|30 Download Tech Support File (7.86MB)
Settings
WildFire Inventory Interval (Minutes): User Authentication Mode:
Syslog |284 Machine b
Email
Heartbeatl Grace Period (Seconds)
Panorama |300 [_| Proxy
Multi ESM Proxy Host/IP
Content Updates |Furemsic Folder URL
htips. %
v Agent ng;g oL
Settings Keep-alive Timeout (Minuies)
AR |ﬂ Proxy Authentication
Installation Package Update From Server Packaqe Address. Usemarne
Conditions
Password
Licensing [##] Use DNS For Address Resolution
[# Automatic License Revocation
License Revocation Period (days)
90

Deployment methods for endpoint protection software
* Download and run installer directly
» Share installer via network share or removeable device

Windows client endpoint protection software
The client software has a GUI with a status display, and provides information on malware protection
events, running processes and applicable policies:

Traps

Version 4.0.1

alto

NETWORKS

Advanced Endpoint Protection is Enabled

&) Anti-Exploit Protectic
O Anti-Malware Protection

& Forensic Data Collection

Connection: Connected to avcomp.trapspoc.paloaltonetworks. com Open Log File...
Last Check-in: 9/7/2017 3:27:12 PM [ Check In Now ] Send Support File

Tasks available to users
There are no malware-protection tasks that can be carried out by the user, although it is possible to
change the interface language under Settings.
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Windows Security Center/Windows Defender
Palo Alto Networks Traps registers with Windows Security Center as the antivirus program. Windows
Defender is disabled.

Administrators have the option of disabling the registration and allowing both Microsoft Windows
Defender and Palo Alto Networks Traps to run together on an endpoint.

Alerts
In our test, the EICAR test file was not recognised by Traps, but the AMTSO Potentially Unwanted test
file was blocked, and the following alert was shown:

'Ei Traps Prevention Alert

Traps has detected a malicious
activity!
Application name: FotentiallvUnwanted.exe

Application publizher: Unknown
Frevention description: Suspicious process detected

o

For additional information contact your system administrator

No user action is required. The alert persists until closed by the user.

Windows Server endpoint protection software
This can be regarded as identical to the client software.
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Panda Adaptive Defense 360

Overview
Product version reviewed
Panda Adaptive Defense 360 endpoint protection client 7.70.0

Windows operating systems supported
Clients: Windows XP, Vista, 7, 8, 8.1, 10
Servers: Windows Server 2003, 2008/R2, 2012/R2, 2016

About the product
Panda Adaptive Defense 360 uses a cloud-based console to manage security software for Windows
clients and servers.

EDR features

With regard to EDR features, Panda state the following: “The solution classifies all programs and
applications running on endpoints through machine learning techniques and the supervision of Panda
Security's malware experts. As a result, only those items that are classified as trusted are allowed to
run. The endpoint telemetry is the input for the Threat Hunting and Investigation Service (THIS) that
searches and notifies customers, when anomalies in applications usage are found. It is also available in
real time through applications specifically designed for internal SOCs, MSSPs and MDR providers.”

Product information on vendor’s website
http://www.pandasecurity.com/usa/intelligence-platform/solutions.htm

Online support
http://www.pandasecurity.com/support/adaptive-defense-360.htm

Summary

We found Panda Adaptive Defense 360 to be very simple to use. Due to the cloud-based console and
easy installation, getting protection up and running is a quick and simple task. The design of the
console is very clean and easy to navigate, making it particularly suitable for smaller businesses
without permanent IT staff. Bigger companies will appreciate its EDR features too.
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Management Console
Installation and configuration
The console is cloud-based, so no setup is required.

Cr € Qo

ses: 10 Contracted 10 expire on 12/31/2018  Details

NOT CONNECTED TO THE SERVER

Noerrors o ) Pending restart

CORRECTLY PROTECTED

Activity
CLASSIFICATION OF ALL PROGRAMS RUN AND SCANNED

WD 221 (688%)

93 (29%)

— 7 (22%)

MALICIOUS PROGRAMS AND EXPLOITS CURRENTLY BLOCKED ITEMS BEING CLASSIFIED

O

The console opens on the Status page. A slim, neat menu bar along the top of the console provides
access to the pages Computers, Installation, Settings, Quarantine, Reports and Other Services.

Deployment methods for endpoint protection software
e Share installer file via network share or removable device
e Access installation URL from browser
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Monitoring the network

Status and alerts

These are shown on the Status (home) page of the console. In addition to the basic status information
shown at the top of the page (number of computers with any sort of problem), more detailed items
are shown below, including Classification of all programs run and scanned, malicious programs and
exploits, currently blocked items being classified, potentially unwanted programs, detection origin and
web access.

Program version
This, along with other key data, is shown on the details page of each client under Computers:

Computer details

Name: TENTWO
IP address: 192158,
Domain: WORKGROUP

Active Directory path:

Group: AINDEFAULT
Installation date: 8/15/2017 61014 PM
Protection version: 770000001

Agent version: 771000000
Knowledge update: 8/15/2017 9:58:55 AM
Last connection: 8/15/2017 105405 PM
Operating system: Windows 10 Pro &4
Mail server: Not installed
Comment: Er comment

Protection

Status:

Advanced protection O Enabled (in "Hardening" mode)
File pratection © Enabled
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Managing the network

Scanning, scheduling scans, updates and removing devices from the console

Scans can be run by clicking Settings in the console menu bar, then Default, Windows and Linux,
Scheduled scans, New. The scan can be run straight away by setting the Scan type to Immediate scan,
or scheduled by selecting Scheduled scan:

STATUS | COMPUTERS | INSTALLATION ES3gilfleiSll QUARANTINE | REPORTS | OTHER SERVICES

> Settings > Windows and Linux > Edit scan jobs

Edit "DEFAULT" profile

General =
New scan job

Windows and Linux

Advanced protection Scan job details

Antivirus

Firewall Name: :'New Windows and Linux scheduled scan

s Scan type: Scheduled scan v

Exchange Servers

Scan: The whole computer v

Web access control
05 X Start date:
Android Start time: [ J Local v

Antivirus

Anti-Theft

Updates are run on a schedule, details of which can be edited under Settings\Default\Windows and
Linux\Updates. A computer can be removed from the console by clicking Computers, selecting the
device in question, and clicking Delete.

Controlling user access to the endpoint protection software

The user interface of the client software does not allow users to disable any protection components,
this can only be done from the console.
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Windows client endpoint protection software
There is a full GUI, similar to a consumer antivirus program:

Panda Adaptive Defense 360

Start \~

Antivirus and advanced protection Firewall

(©) Protected (%) Disabled

"Hardening" mode

0 0

Files in Programs
guarantine blocked

Last updated: 15/08/2017

Tasks available to users
Users can run full, custom or quick (Critical areas) scans by clicking Start, Antivirus and advanced
protection, Scan now:

Panda Adaptive Defense 360 -

Full scan

Carries out an in-depth scan of your PC. It may take several

@® Critical areas (Reco
Scans the memory, ©

Custom scan

U Pﬂl'ldﬂ Start scan

Windows Security Center/Windows Defender
Panda Adaptive Defense 360 registers as the antivirus program in Windows Security Center, and
Windows Defender is disabled.
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Alerts
If the EICAR test file is downloaded, the alert below is shown:

1 threat deleted

Malware was detected in the following file and it has
been removed.

File name: eicar.com

File path: C:\Users), Downloads

Panda Adaptive Defense 360

The user does not need to take any action. The alert closes after a few seconds.

If real-time protection is disabled, a warning is shown in the program window:

Start \v

Antivirus and advanced protection

® Not protected

X The advanced protection is disabled

X The antivirus has been disabled by the administrator

The protection has to be reactivated from the console.

Windows Server endpoint protection software
This can be regarded as identical to the client software. However, in our test, we found that Windows
Defender in Windows Server 2016 was not disabled by the Panda installer, and continued to run.
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SentinelOne Endpoint and Server Protection

Overview
Product version reviewed
SentinelOne Agent 1.8.5.8029

Windows operating systems supported
Clients: Windows XP, 7, 8, 8.1, 10
Servers: Windows Server 2008 R2, 2012/R2, 2016

About the product
SentinelOne uses either a server-based or a cloud-based console to manage Windows, Mac 0S and
Linux clients, plus Windows and Linux servers.

EDR features

With regard to EDR features, SentinelOne state the following: “SentinelOne offers several key EDR
capabilities: a) detect security incidents at runtime using behavioural AI to monitor processes, files,
registries, network etc; b) contain incidents at the endpoint to minimize impact; c) investigate incidents
to understand execution characteristics and respond holistically; d) automate remediation and rollback
of the endpoint to a pre-infection state to help organizations swiftly recover from any incidents.
SentinelOne also enables organizations to drive I0C search and threat hunting, including visibility into
encrypted traffic, with the Deep Visibility module. Customers can also augment their security teams with
remote monitoring and response services via SentinelOne Vigilance”.

Product information on vendor’s website
https://sentinelone.com/platform/

Online support
https://sentinelone.com/support/

Summary
Once the admin has grasped the basics of how the protection works, the product is very
straightforward to use. Although much detailed information for e.g. threats and actions is provided,
the clean, uncluttered and modern layout makes the console very easy to navigate. We particularly
liked the information page for each threat, with its convenient links to Google and VirusTotal:
—
Setup.exe

ACTIONS
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Management Console

Installation and configuration

We tested the cloud-based version of SentinelOne’s console, so no installation or configuration was
required.

Layout

RENEIOREE DASHBOAR - - @

651 3 18.2K 1.8K 143

Settings

The console can be navigated using the menu panel on the left-hand side. This provides links to
Dashboard (system status overview), Activity (actions taken by the software), Analyze (analysis of
suspected malware), Network (list of protected devices), Black/White (blacklist/whitelist), Reports,
and Settings.

Deployment methods for endpoint protection software
* Download installer from console
* Share installer via LAN or use a third-party deployment tool like SCCM or GPO
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Monitoring the network

Status and alerts

The Threats section on the Dashboard page lists all threats monitored on the network. Threats are
divided into four categories: Active, Mitigated, Blocked, and Suspicious. Threats in the Active category
are always displayed first in the threat list. The other categories can be added and removed from the
threat list by clicking the respective icon in the management console.

izclient Tup.g
bizclient1? i Setup.exe

bizclient19 ) 050 exe

bizclient19 re1608.exe

@ =

19 :
: izclient1? (2}
BLOCKED b b_'- lient19 {2 & days ago Setup.exe
-

bizclient12 {2

1d exe
-

]
i }
(%]

& day o) a

wy
o
[ls]

Furthermore, the Network Health section on the Dashboard page provides a status summary for
connected endpoints. The section displays the number of endpoints with detected infections or out-
of-date protection software, as well as the number of endpoints currently online.

Overall Health Status Endpoint Summary

/

Windows

Online
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More detailed information about specific connected endpoints can be retrieved from the Network
page:
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If the endpoint was configured in alert-only mode, an administrator can select a manual mitigation
action such as Remediate or Rollback from the More menu and mark the threat as resolved. However,
according to the vendor, manual intervention should rarely be needed. Although not set by default,
SentinelOne recommends a kill or quarantine mode which automates the mitigation process.

Program version

The version of the installed endpoint protection software can be accessed by opening the details
window of the relevant client from the Network page or by clicking on any device name from
everywhere in the console.

Managing the network

Scanning, scheduling scans, updates and removing devices from the console

Scans can be run by selecting client devices on the Network page, then clicking the Actions button,
Initiate Scan. There is a switch for the installer program (/schedulefullScan) that runs a full scan after
installation. The scan is being done by its Deep File Inspection feature. Updates to endpoint software
or the management console can be performed in the Updates section of the Settings page.
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Using the Actions menu on the Network page, an administrator can uninstall the endpoint software
of connected clients, thereby removing those devices from the console.

Controlling user access to the endpoint protection software

There is no means of disabling or reconfiguring the software from the client GUL.
Windows client endpoint protection software

There is a minimal GUI, which shows status and some log items:

- X

NO THREATS DETECTED @

122 1 89

Tasks available to users
There are no tasks available to users from the GUI.

Windows Security Center/Windows Defender
The Sentinel Agent registers as virus protection in Windows Security Center. Windows Defender is
disabled.

Alerts
If the EICAR test file is downloaded, it is blocked silently, i.e. there is no pop-up warning. However,
the last item blocked is shown in the main program window:

THREAT DETECTED e

Malicious activity detected

®

1o
]

No user action is required.

Windows Server endpoint protection software
This can be regarded as identical to the client software. However, we found that in our test, Windows
Defender on Windows Server 2016 was not disabled by the SentinelOne Agent installation.
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Trend Micro OfficeScan

Overview

Product version reviewed

Trend Micro OfficeScan Agent for Windows clients and servers 12.0.1315
Trend Micro OfficeScan Server XG Build 1315

Windows operating systems supported
Management Console
Windows Server 2008/R2, 2012/R2, 2016

Endpoint Protection Software
Clients: Windows XP, 7, 8/8.1, 10, all 32- and 64-bit
Servers: Windows Server 2003/R2, 2008/R2, 2012/R2, 2016

About the product
Trend Micro OfficeScan uses a server-based console to manage Windows clients and servers.

EDR features

Trend Micro OfficeScan does not include the full discovery and investigation features often associated
with EDR products, although these are included in another product, Trend Micro Endpoint Sensor®
which can be centrally managed with OfficeScan via the Trend Micro Control Manager. Endpoint Sensor
is an investigation tool designed to speed the discovery, investigation and response to security
incidents.

Product information on vendor’s website
https://www.trendmicro.com/en us/business/products/user-
protection/sps/endpoint/officescan.html

Online support
https://success.trendmicro.com/product-support/officescan-xg

Summary

Trend Micro OfficeScan provides a sophisticated management console that could be used to manage
larger corporate networks, but which nonetheless provides a straightforward interface that makes
essential tasks and information easy to access. In our test, we found the process of installing the
console and deploying client software to be very efficient and unproblematic, and we were impressed
with the speed at which client computers reacted to commands from the console.

5 https://www.trendmicro.com/en us/business/products/network/deep-discovery/endpoint-sensor.html
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Management Console

Installation and configuration

To install the management console server on the server, the admin runs the installer file and
completes a straightforward setup wizard.

¥ OfficeScan xc = 2 o
9 Dashboard Assessment Agents Logs Updates Administration Plug-ins Help
Somenary
Known Threats Unknown Threats Policy Violations @ Managed Agents Outdated Agents Unmanaged Endpoints
Ransomware Summary Top Ransomware Detections
Last 7 days - Ransomware Types - Last 7 days
(O Ransomware attempts detected Threat Name Detections
@ Web 0
A Eman 0
@ AutoRun fles 0
Local or netwark drive 0
vt ackon b Rl it
Security Risk Detections Over Time
Affected Endpoints. Threat Types Last 7 days

100

The console can be navigated by a row of drop-down menus along the top of the console.

Deployment methods for endpoint protection software
* Remote push installation
» Deployment via Active Directory
» Deployment via login script
* Local installation from network share

-85 -

)‘

&



Business Security Report 2017 www.av-comparatives.org

Monitoring the network

Status and alerts

These are shown on the Dashboard (home page of the console. Items shown include the status of
managed computers, threats discovered, and details of ransomware detections.

Program version

This can be seen by clicking on Agents, Agent Management and the workgroup/domain name under
OfficeScan Server. A wide variety of information is shown for each client, and the order of the columns
can be rearranged by drag and drop.

(] Dashboard Assessment Agents Logs Updales Administration Plug-ins Help
Agent Management W@
Select domains or endpoints from the agent tree_ and then select one of the tasks provided above the agent free.

Search for endpoints: | O, Advanced search

Agent free view: | View all A Server GUID: 1d0790de-8ace-4944-9fh2-bfbacti317fc

b4 staus | [ Tasks = | {fiSetings v [Logs v [EManage Agent Tree v | [£]Export

@ OfficeScan Server Domain/Endpoint = Logon User IP Address Lizstening ... Domain H... Connecti.. Agent Program GU
Waorkgroup SRVONE SRVONE'\atslah01 192.168.146.5 19577 Workgroupt  Online 12.0.1315 gof
TENTWO TENTWO\atslah01 192.168.146.130 19577 Workgroup'  Online 12.0.1315 24(

Managing the network

Scanning, scheduling scans, updates and removing devices from the console

Scans can be run by selecting a computer or group on the Agent Management page, and clicking Tasks,
Scan Now. The admin can leave scan settings at their defaults, or change them before starting the
scan. Scheduled scans, along with a wide range of other tasks, can be run by right-clicking the
computer/group on the same page, and selecting the task required from the appropriate sub-menu:

c;"-}_%l OfficeScan Server Domain/Endpoint & Logon User IP Address Listening ...

Warkgrpoe = ONE SRVOMNE\atslah01 192.168.146.5 19577

LI'AEI Status

TWO TENTWO\atslah01 192.168.146.130 19577

[] Tasks b

{@} Settings » | Scan Seftings ¢ | Scan Methods

E Logs ¥ | Web Reputation Settings Manual Scan Settings

Manage Agent Tree v | Predictive Machine Learning Settings Real-time Scan Settings

[ Export Suspicious Connection Settings Scheduled Scan Settings

: Behavior Monitoring Settings Scan Mow Settings

Device Control Settings
Sample Submission

Update Agent Settings
Privileges and Other Settings

Additional Service Settings

Spyware/Grayware Approved List

Trusted Program List

Controlling user access to the endpoint protection software
By default, users cannot change protection settings without entering the password for the
administration console.
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Windows client endpoint protection software
There is a full GUI, similar to a consumer antivirus program:

oy

END | OfficeScan

Protection Enabled

You are protected and your software is up to date

Virus / Malware 0
Since 712812017 (Fri) 17:11

Spyware [ Grayware 0
) ) Scan
Since 712812017 (Fri) 17:11
Scheduled Scan Disabled f
Scheduled scan is disabled
Update

Smart Scan Agent Pattern 13.589.00
Last update: 8122017

a i &

Tasks available to users
Users can run updates and scans from the user interface.

Windows Security Center/Windows Defender
Trend Micro OfficeScan registers with Windows Security Center as the antivirus and firewall programs.
Windows Defender is disabled, but Windows Firewall is not.

Alerts
If the EICAR test file is downloaded, the alert below is shown:
x

Threats/Violations Found

The following threats or security policy violations have been found.

Malicious URLs 1 |

OfficeScan detected a Web Reputation policy violation. Websites
(LURLs) that triggered the violation have been blocked.

Last threat found: 8M12/2017 17:29 Close

(3 IREND | Alerts - OfficeScan

The alert persists until the user closes it. No user action is necessary.
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If real-time protection is disabled, an alert is shown in the status section of the program window:

Protection at Risk

Contact your administrator

Protection can only be enabled/disabled from the console.
Windows Server endpoint protection software

This can be regarded as identical to the client software, although by default the Trend Micro Firewall
is not installed.
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VIPRE Endpoint Security Cloud

Overview
Product version reviewed
VIPRE Business Agent for Windows servers and workstations 10.0.7110

Windows operating systems supported
Clients: Windows Vista, 7, 8.1, 10
Servers: Windows Server 2008/R2, 2012/R2, 2016; Windows Small Business Server 2003, 2008, 2011

About the product
VIPRE Endpoint Security Cloud uses a cloud-based console to manage endpoint protection software
for Windows clients and servers.

EDR features
VIPRE Cloud does not currently include any EDR features.

Product information on vendor’s website
https://www.vipre.com/products/business-protection/cloud/

Online support
https://www.vipre.com/support/business/

Summary

VIPRE Endpoint Security Cloud provides a very simple, easy-to-use console that makes deployment
and everyday management of endpoint security software quick and straightforward. Even less-
experienced administrators will find both the management console and the endpoint software very
clear and intuitive, making the product an ideal choice for smaller businesses without full-time IT
support.
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Management Console

Installation and configuration

The console is cloud-based, so no installation or configuration is required. When the admin first logs
on to the console, the Deploy Agents page is displayed, making it easy to start deployment:

Download Agent Installer

Download Windows Create Policy Installer
Agent Installer

Version 10,0.7110

Regenerate Installer

. Click the appropriate agent installer above.

. If prompted, select Save.

. Select Run or double-click on the downloaded M5l file to launch the InstallShield Wizard.
. If prompted, select Yes to give VIPRE permission to install.

. Follow all on-screen installation instructions.

. When the InstallShield Wizard is complete, VIPRE is installed.

f L2 P2 —

o LA

% Invite Users

View Invitations
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The console can be navigated from a left-hand menu column, with links to the pages Dashboard,
Quarantine, Reports, Devices, Policies, Exclusions, System, Deploy Agents, and Help. The menu panel
can be collapsed to show just the icons, or expanded to include text.

Deployment methods for endpoint protection software

e Download and run installer from console
e Email installation link to users
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Monitoring the network

Status and alerts

These are shown on the Dashboard (home) page of the console. Various panels show Quarantine,
Devices Needing Attention, Detection Sources, Top 10 Threats, Top 10 Devices with Threats, Severity
Breakdown, Protection Summary, and Agent Version Spread.

Program version
This can be seen by opening the Devices page and clicking on an individual client to see its properties:

CLIENTONE  ocrvienterpise &

Summary Lz r CLIENTONE 05 Windows 10 WS
WORKGROUP T <R
P 192,168, XU
@
Quarantine
Thraats
Timeline
2 0
AP Email
0

Managing the network

Scanning, scheduling scans, updates and removing devices from the console

These tasks can all be carried out from the Devices page, by selecting clients’ check boxes, then
clicking the Action menu:

Devices Al

Assign Policy
ALL DEVICES 2 ¥ HOSTNAME « STATUS POLICY
Full Scan -
¥l CLIENTONE Protected Default Enterprise  '=d Workstation Windows 10 3 hours ago 3 ho Quick Scan
2 ¥ WIN-OPFKTHF5031 Protected Default Windows S == Server Windows Server 2 5 minutes ago 2 hof Update Defintions
ervers 016
Schedule Agent Update
Disconnected Devices Update Agent Now
Outdated Definitions Reboot Device
Outdated Agents Stop Agent
Uninstall Agent
05 Delete Device
Windows 10

Windows Server 2016

Controlling user access to the endpoint protection software
By default, users cannot disable protection features on the endpoint protection software.
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Windows client endpoint protection software

There is a full GUI, similar to a consumer antivirus program:
% VIPRE Business Agent

File  View Help

IPRE

EndpointSecurity
SCAN STATUS  &F Settings VIPRE proticted
Last Scan: 29/06/2017 09:48:34 you from:
Next Scheduled Scan: 29/0%/2007 12:04:14 1
RISKS
PROTECTION Restl Couiite
Active Protection: Enabled
Email Protection: Enabled
Malicious URL Blocking: Enabled
UPDATES
Threat Definitions: Current

Tasks available to users
Users can see status, and run scans and updates.

Windows Security Center/Windows Defender
VIPRE Business Agent registers in Windows Security Center as the antivirus program. Windows
Defender is disabled.

Alerts
If the EICAR test file is downloaded, the alert below is shown:

VIPRE Motification: On File Access

/1 Attention!

A known bad file was blocked from opening

Program: Show Details. ..
Unconfirmed 146533, crdownload ) ]
View history...

No user action is required. The alert persists until closed by the user.
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If real-time protection is disabled, the status display in the main program window changes to show
a warning:

PROTECTION
Active Protection: Disabled
Email Protection: Enabled
Malicious URL Blocking: Enabled

Protection can only be reactivated from the console.

Windows Server endpoint protection software
This can be regarded as identical to the client software.
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Features (as of September 2017) Avast Business Antivirus Barracuda NextGen Firewall Bitdefender GravityZone Cloud Business server Business Advanced

Panda Adaptive Defense 360 Palo Alto Networks Traps SentinelOne Endpoint Protection Trend Micro OfficeScan XG VIPRE Cloud

Console type and features

Cloud-based console
|on-premise Windows-based console
On-premise virtual appliance

Minimum hardware requirements for Windows-based console

Supported virtualisation systems for virtual appliances

VMware vsphere 0 0 0 0 D 0 0 0

VMware ESXi 0 0 0 0 0 . 0 0 0 .
VMware Workstation 0 . D 0 0 D 0 0 D
VMware Player 0 0 D 0 . . 0

Oracle Virtual Box 0 . 0 0 0 0 0 0

Microsoft Hyper-V 0 0 0 D 0 . . . 0 0 .
Citrix Xen Server 0 . 0 D 0 0 D 0 0 0
Citrix Xen Desktop ° ° ° ° ° ° D ° ° D

Client software deployment methods

Push installation from the console [ [ [ o [ [ [ [ [ [ [
Email a link to remote users to install the software themselves L L L L L L L L L L] L
Creation of .exe or .msi installer package o o ° ° ° o ° o ° L3 ° (J [ (J

Client management actions that can be run from the console

Update product modules / detection engine / definitions o o o o o o [ o Ld ° ° ° o °
Reboot computer [ [ o [ [ [ [
Scan computer o o o o o o Ld o LJ ° ° o °
Enable/Disable On-Access Scan and/or Firewall o [ [ [ o [ o [ [ [ [ [

Supported Server 05
Management e Management e Management e Management e Management e Management e Management e Management e Management e Management e Management e Management e Management  Protection client  Management e Management e Management
Protection client Protection client Protection client Protection client Protection client Protection client Protection client Protection client Protection client Protection client Protection client Protection client Protection client Protection client

Microsoft Windows servers
Console Console Console Console Console Console Console Console Console Console Console Console Console Console Console Console

Protection client

Windows Server 2008 32-bit

Windows Server 2008 64-bit/2008 R2/2012/R2/2016 64-bit
Std/Essentials

Windows Small Business Server 2008/2011 64-bit
Supported Desktop OS

Management S Management
Protection client

Microsoft Windows clients
Console Console

Protection client Protection client Protection client Protection client

Management S Management S Management S
- Protection client Protection client Protection client

Management L Management
Protection client
Console Console Console o

Management Management Management Management Management Man: ment Pro ion client Management Management
e e s Protection client 8 Protection client 8 Protection client 8 Protection client 8 Protection client "2r28ement  Protection client 8 Protection client 8

Management
Console Console Console Console Console Console Console Console o

Console
Windows XP $P3

[Home/professional/wedia Centerbaon32-o /oo | @ | o | | wa_ | wa | e [ wa | | T 1 wa [ ] e | e [ wa | [ [ 1 T e 1 ] e [ w» | e [ | e | ] e [ 1 e [ wa | |
Windows 7/8/8.1/10

Home Premium/Consumer 32-bit / 64-bit

Pro/Ultimate/Education/Enterprise 32-bit / 64-bit

Management . Management . Management Management . Management . . Management  Protection client ~Management . Management
Protection client & Protection client Protection client Protection client Protection client Protection client Protection client

Apple Mac OS clients
o5 Console nsol Console Console Console Console Console Console Console Console Console Console Console Console Console

05 X 10.7 and higher
Supported Mobile 05

Google Android clients

¢sa0dbigher [ [ _______________[ [ [ [ ____________[_ .o [ o | ____________[ o | . | | [ _______________| ___° [ |
Apple i0S clients

9.0 and higher ° D D D D

Client-Software Features

Microsoft Windows clients

Antimalware . . . . . . . . . . . . . .

Antispam . . ° ° ° ° ° ° °

Data backup ° ° 0

Data or Email encryption . 0 ° 0

Device control . ° ° ° . 0 .

Firewall . ° 0 ° ° ° 0 . 0

Phishing protection . . ° 0 . ° ° ° ° D ° °

Settings & Uninstall protection . . 0 . . . . . . . . . . . .
) ) available in separate product available in separate product (ESET available in separate product available in next version available in separate product (Trend

EDR (Endpoint Detection and Response) (Bitdefender x’;R R qz/zom ° ° Enterp:se Ins:ector) (Fortinet FopmAnawtzer) (KES 11 - Q4/2017) ° ° Micro E:dpointp Sensor)

Web access control ° ° ° ° ° ° ° 0 ° .

Antimalware . . ° ° ° ° ° ° . ° ° °

Device control [ [

Firewall °

Phishing protection . . . . 0 0 .

Settings & Uninstall protection . . ° ° ° ° . ° D D

Web access control 0 ° ° °

Google Android clients

Antimalware [ [ [ [ [ [ [
App control o o o o °
Call/text-message blocker D ° ° °
Phishing protection ° ° ° °

Settings & Uninstall protection [ ° [ [
| Theft protection o [ o o Ld °

v [
£H
s H
2 H
SE

Telephone & Email support . . . . . . . . . . 0 0 . . . .
Remote control by support staff available o ° ° ° ° ° ° ° ° ° ° ° ° ° ] ]
Support forum . . D . D D . D . ° ° . ° ° °
Chat support (J (J (J (J (J (J (J (J (J (J (J ° ] ]

Languages:

English, Russian, German, French,

Spanish, Italian, Portuguese,

English, Spanish, French, German, English, Spanish, Italian, French, | English, French, German, Italian,

English, German, French, Italian, English, Spanish, German, English, German, French, Russian, English, J , Finnish, Swedish, | English, French, German, ) , | German, English, Italian, Spanish, | J , Polish, Dutch, Danish, ° : ’
Which languages can be used to contact support? Italian, Portuguese, Russian, nelish, German, French, ftalian, nB ST Spanish, German nelish, German, french, Russtan, Al "B, Japanese, Finnish, SWeclsn, | English French, Serman, Japanese, | German, Engish, Ifalian, Spanisl apanese, Polish, Dutch, Danish, | g\ oy, German, Polish, Dutch, | Japanese, Korean, Portuguese, English
5 Spanish Romanian, French Italian German, French, Danish, Norwegian Chinese French Finnish, Norvegian, Swedish, N :
Norwegian " 2 Portuguese, Russian Chinese, Spanish
Turkish, Arabic, Chinese, Korean,
Hindi, Malay
English English, German, French, Russian, English ) ) English, C"‘"Z“’ Hebrew, French, English
Italian, Spanish, Arabic, Catalan, English, Chinese, Czech, Danish, " English, Arabic, Polish, Korean, ’ ) erman
persian, Finnish, Greek, Hungarian, English, German, Spanish, Spanish | Dutch, Estonian, Finnish, French, | English, Chinese, French, German, | oL o 181l Arabic, Polsh, 1o0ean, | English, Spanish, French, Italian,
Which interface languages is the product available in? i i i i . » Oreeks Hungarian, ; i ‘o, tali Japanese, Korean, Portuguese, : English, talian, Spanish, | italian, German, French,Chinese, | - portuguese, Swedish, German i i
guag p ? English, Spanish, French, German, English, Spanish, German, " Latin, French Canadian, Greek, | German, Greek, Hungarian, Italian, |  Japanese, , Portuguese, : : ° guese, . ., " S English, German, Spanish, French,
Japanese, Korean, Dutch, Polish, " French, Polish, Portuguese, Chinese Turkish, Spanish, Russian, X N English, French, Spanish, Chinese,
Italian, Portuguese, Russian, English Romanian, French, Italian, Portuguese, Slovenian, Swedish Turkish, French, Russian, Polish, Japanese, Korean, Norwegian, Spanish Romanian, Purtugu'ese Dutch, Hungarian, Russian 'Japane;e German ’ Italian, Japanese, Korean, Polish,
Norwegian Portuguese, Polish, Russian Thai, Turkish, Vietnamese, Chinese Ialian, Japanese, Chinese, Arabic, | Polish, Portuguese, Romanian, ol Homgarian ietoameds, g Russian, Chinese
Slovak, Czech, Croatian, Korean Russian, Slovenian, Spanish, o
Swedish, Turkish S PET————
erman, English, French, Spanish, !
Which languages are the manuals available in? English English 8 P English, Spanish

Polish, Chinese

Pricing (approximate prices s of September 2017)
25 clients

1 year $ US 800 700 900 450 785 845 175 800 1.425 1.700 950 750
3 years $ US 1.440 2.100 1.790 1.080 1.570 2.110 525 1.600 2.849 4.075 2.100 2.250
1 year € DE 670 700 765 /A 450 /A 665 845 175 800 1.430 1.700 /A /A 950 650
3 iears € DE 1.210 2.100 1.530 1.080 1.330 2.110 525 1.600 3.220 4.075 2.100 1.950
lyear$US 8.995 3.500 11.200 32.065 5.975 12.500 10.210 7.855 5.300 10.000 17.520 22.000 20.000 32.500 16.875 9.500
3 years S US 16.190 10.500 22.400 86.575 14.375 37.500 20.425 19.635 15.900 20.000 35.035 52.800 48.000 73.000 50.625 28.500
1year € DE 7.555 3.500 8410 27.255 5.975 12.500 8.650 7.855 4.750 10.000 16.705 22.000 19.595 32.500 16.875 8000
3 years € DE 13.600 10.500 16.820 73.590 14.375 37.500 17.300 19.635 12.500 20.000 37.585 52.800 47.035 73.000 50.635 24.000
1000 clients

1 year $ US 17.970 5.000 21350 51.955 9.950 25.000 18.655 15710 10.600 17.500 31.570 37.000 37.000 55.000 33.750 19.000
3 years $ US 32.350 15.000 42.700 140.260 23.950 75.000 37.305 39.270 31.800 35.000 63.140 88.000 81.600 124.000 101.250 57.000
1 year € DE 15.095 5.000 15980 44.160 9.950 25.000 15.800 15710 9.500 17.500 30.000 37.000 36.655 55.000 33.750 16.000
3 years € DE 27.175 15.000 31.960 119.220 23.950 75.000 31.600 39.270 25.000 35.000 67.510 88.000 79.960 124.000 101.250 48.000

Minimum number of seats to get the product
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Copyright and Disclaimer

This publication is Copyright © 2017 by AV-Comparatives®. Any use of the results, etc. in whole orin
part, is ONLY permitted after the explicit written agreement of the management board of AV-
Comparatives, prior to any publication. AV-Comparatives and its testers cannot be held liable for any
damage or loss, which might occur as result of, or in connection with, the use of the information
provided in this paper. We take every possible care to ensure the correctness of the basic data, but a
liability for the correctness of the test results cannot be taken by any representative of AV-
Comparatives. We do not give any guarantee of the correctness, completeness, or suitability for a
specific purpose of any of the information/content provided at any given time. No one else involved
in creating, producing or delivering test results shall be liable for any indirect, special or
consequential damage, or loss of profits, arising out of, or related to, the use or inability to use, the
services provided by the website, test documents or any related data.

For more information about AV-Comparatives and the testing methodologies, please visit our website.

(October 2017)
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