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Introduction

Both malware and artinalware solutions have been around for a long time. Accordingly, individuals
and organizations have been using an esfeanging mix of arinalware software on endpoints. The
earliest antivirus programs were designed to combatfilased malware, often delivered via floppy
disks. With the widespread adoption of email, it became the primary vector for spreading computer
viruses. Network worms were (and still are) created by malicious actors to distribute malware across
networks withaut needing users to open files or email attachments. Worms jump from host to host
by compromising services listening to wiellown TCP or UDP ports. Malefactors also found that

users could be easily infected by placing their malware on heavily used wslsiteupting

commonly used applications, packaging malicious executables in otherwise inndouokimngy data,

using macros in Office documents, etc.

In recent years, the ransomware phenomenon has risen to prominence. Ransomware is a type of
malware thatencrypts user files and directs the user to pay the malware author a ransom for the
decryption keys, usually in Bitcoin. These types of attacks often arrive in Office docs with malicious
macros. The best advice for end users and organizations is to ndh@agnsom, as the authors
R2yQi Ftolda RSEAOSNI (KS RSONBLIIAZY 1884z FyR 2y
compensating the programmers for their fraudulent efforts.

At the time of publishing this report in 2017, we are witnessing anothese@liathe evolution of
malware. The perpetrators are innovating by employing the worm delivery technique for
ransomware. With the Petya/NotPetya attack, we have seen a type of malware that mimics
ransomware, but seems to be intended for mostly destruefurposes rather than for financial gain.
Suffice it to say that the variations in malware types has increased exponentially over the last few
decades and will continue to be a significant threat for the foreseeable future.

Who are the malefactors behirall these attacks? At a high level, the major malware creators are

hacktivists, fraudsters, and state sponsors. Each group has different motivations for making

malware, and often different intended targets. But as with their biological analogs, compuiees

2F0Sy AYyFSOU dzyAyiliSyidAazylt dGFNBSGa la -aStto al t
ASNIAOSE Y2RSt X YR y2g YlchléddaBwebanydegoged bydzNOK I & S R
those who are not proficient at coding. This increasesftbguency of attacks, as the ability to

launch them now does not require technical skills, just malicious intent.

In the early days, antiirus vendors gathered virus samples and created signature files that could
recognize the more limited number of virpatterns. The vendors delivered the signature file

updates to their customers; at first infrequently, but as the volume of viruses grew, updates grew
more frequent. For vendors using signature files today, their clients typically receive updates several
times a day.

Signaturebased scanning alone is an ineffective malware prevention measure today. Malware has
become far more sophisticated, often using polymorphic techniques to change their appearance to
fool signaturebased scanners. In the endposecurity market, most vendors have added new
detection capabilities to more efficiently and effectively prevent malware infections. These new
approaches to malware detection will be discussed in more detail later in this report.
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Malware detection and preantion can happen in many places within a computing environment: at
the network perimeter, email gateways, web proxies, application firewalls, desktop, virtual desktop,
etc. Contemporary security researchers and analysts describe the potential pointsrogpt in an
Faalr ol Fa 0K @& O oddpth dipriach@rlivdysrecommended, thus anti
malware and related security solutions should be deployed at each possible point in the cyber Kill
chain™and physical architecture to maximize detection/prevention and minimize risks.

Endpoint security products may contain more features than-araiware, such as URL filtering,
application whitelisting, backup, configuration management, patch managemehtaditfile

encryption, etc. The focus of this report is on anilware solutions at the endpoint, specifically
desktops and laptops running Microsoft Windows, Mac OS, and Linux variants. Most of the vendors
considered herein provide solutions for sersgvirtual desktops, and mobile devices. Mobile anti
malware solutions will be the subject of another report.

This KuppingerCole Leadership Compass provides an overview of the leading vendors in this market
segment. Picking solutions always requires adhgh analysis of customer requirements and a
comparison with product features. Leadership does not always mean that a product is the best fit for
a customer and his requirements. However, this Leadership Compass will help identify those vendors
that custaners should look at more closely.

1.1 Market Segment

The antimalware market is steady, with more than 1 billion devices deployed in the world. Mobile
platforms are on the rise, and have overtakenlizSed hardware systems in popularity in recent
years. Dedkps and laptops and the concomitant need for protecting them against malware will
persist into the foreseeable future, especially given the increasing frequency and complexity of
malware attacks.

There are many vendors in the amtialware market. Therare quite a few that have been long
established in the space, dating back decades and providing the first sigiatsee antivirus

programs. In the last few years, new startups have emerged with new techniques to discover and
prevent malware infectionsin some cases, the small companies have been acquired by the major

LX F@SNAR Ay GKS aLl OS: gAGK (GKSANI G6§SOKy2f23ASa

1.2 Delivery models

Anti-malware solutions are made of two primary components: agents on the éndaod one or

more management consoles. Endpoint agents are designed per operating system, such as Microsoft
Windows versions 7, 8, 10; Mac OSX; the various flavors of Linux, Virtual Desktops, and maobile
devices. Management consoles are used by admaists to deploy, monitor, activate/deactivate

certain features, push updates, review status, and start investigations. Management consoles for on
premises deployment are usually Windows Server based. Many vendors now offer management
consoles in their mprietary clouds as SaaS. Licensing is generally per managed node.
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1.3 Required Capabilities

Various technologies support all the different requirements customers are facing today. The
requirements are

Detect and prevent infection by

- Viruses

- Worms

- Polymorphic malware

- Botnet malware

- Ransomware

- JIT/Fileless malware

- Rootkits

- Unknown types of malware / Zeway exploits

Remove infections if discovered

Agents selprotect by process obfuscation, kernel mode driver implementation

Agents operate autonomously if disconnected from network

Report telemetry to management console and SIEM or other security intelligence systems
Deployment options for management console: -@emises or cloud.

Multi-factor authentication for management nsole administrators: SmartCards, tokens, OTP,
Biometrics, Mobile apps, etc.

Delegated and rokased administration
Activity dashboards and customizable reporting

Many organizations are feeling and responding to the pressure to provide a more aefesse

against an increasing number of malware attacks, particularly ransomware. The criteria evaluated in
this Leadership Compass reflect the varieties of use cases, experiences, business rules, and technical
capabilities required by KuppingerCole clettiday, and what we anticipate clients will need in the
future. The products examined meet many of the requirements described above, although they
sometimes take different approaches in solving the business problems.

When evaluating these products andrgees, besides looking at the aspects of

9 overall functionality i partner ecosystem

i size of the company i licensing models

1 number of customers 1 core features of AntMalware
1 number of developers technology

KuppingerCole Leadership Compass
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We considered a series of specific features. These functional areas, which are reflected in the spider
charts for each company in Chapter 5 include:

EnterpriseMgmt

Admin Security

Test Results

Pre-executionanalysis

KuppingerCole Leadership Compass

Theability to deploy, update, assign policies, and collect telemetry from
all nodes in an organization constitutes enterprise management. This also
distinguishes enterprise solutions from consunrgeade solutions.
Organizations need to be able to remotely deploy endpainti-malware
agents, push updates, and define groups of nodes and apply different
protection policies per group. Administrators also need to be able to
collect information from covered nodes automatically. Typically, solutions
in the space provide dashbhads and reports foSecurity Operations

Center §O¢personnel. The best products have full integration with in
suite patch managementiully automated Endpoint Detection/Response
(EDR, SIEM, and investigative analysis tools.

Admin secuty encompasses two primary factors: authentication options
for administrators and authorization models. Given the sensitivity and
importance of enterprise arnalware admin consoles, we believe that
they should be protected by strong authentication metlsp such as

Smart Cards, USB keys, mobile-ofiband apps, or federated via SAML.
Enterprise antimalware solutions should also support rdlased or
delegated access controls, so that large organizations can delegate areas
of responsibility to appropria personnel without giving them more

control than necessary to do their jobs.

Consolidation and analysis of multiple, independent-amalware testing
programs.Detection rates false positive ratesand successful removal

ratesare considered hereRates for effectivenegmayvary widely

between when agents caor cannotO2 Yy SOG (2 GKSANI @Sy
analytics servicedost threats argresentwhile users ar@nline, but

simply being internetonnectedis not enougho increase protectiorvia

the antifmalware solutionbecause there are occasions when malicious

I OG2NAR o0f201 | O0Saa G2 aSOmNkiGE OSy
important to note that not all vendors submit their products for

independent testilg. Participations key: not participating leaves a low or

zero score.

Examinatiorof files and code prior to runtime executiasing machine
learning techniques Scanner looks for potential malware based on
known patterns otypical malware behavior, includirgpecificAPI calls,
memory allocation, testing for antnalware,testing to determine if it is in
a sandbox or virtual machinetc.

Enterprise Endpoirecurity: AntMalware Solutions
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Runtime analysis Includes several technical components, including sandboxing, micro
virtualization, and memory analysis

Sandboxing is a malware detection technigue that executes possible

malware in a somewhat isolated environment to examine what its effects

are and to determine whether or not the subject code is malicious.

Sandboxes gabe as simple as separate browser tabs, separate memory
spaces governed by distinct threads or processes, or in many cases today,
NEY2idSte aAy (GKS Oft2dzR¢é Ay GKS @SyR
emulate many environments or features within computing
AYFNF a0 NHzOGdzNBax adzOK a O2YY2y az2¥
(providing expected feedback to the suspected malware as if it is on the
Internet, contacting its command and control servers).

Micro-virtualization:Malware detection technique thagxecutes possible
malware in a virtual machine iretce for greater containment. This
technique is gnerallyamore securenethod butcan result in usability
concerns for users who need to download or upload content.

Memory analysis looks for pattertasd attack signatures in memory,
particularlyfor thosefunction call sequence$at may have no
corresponding filer disk image

Fileless Malware Detection requires runtime analysis.-léiés malware,
code or scripts, can be injected into RAM fronmpomomised sites
unbeknownst to the user. Governments and companies in the finance
industry have been primary targets of this type of attack. This malware
can use tools such as PowerShell, SC, and netsh to assemble additional
functions, modify registry enigs, move laterally around a network, and
capture and transmit data, all without being written as a file on a hard
drive. This method evades all sighatdr@sedscanners andan only be
detected by comprehensive runtime analysis: looking for memory
resideii 2yfeé O2RS SESOdziAy3d GKIG KIFEayQ
code that attempts to inject other processes, and potential exfiltration
attempts. In addition to detection, limiting the use of admin privileges
helps thwart this technique.

Other runtimetechniques involve looking for known explpdtterns and
process injection attempts.

Ransomwargrotection ¢KS Y2ad LINBOIfSyld FT2Nyxa 2F Niti-yazvYs
malware programganuse a humber of different functions to detect, shut
down, and in some cases, roll back changes made by ransomvigyre.
monitoring for suspiciowooking calls to cryptographic functions via
native APIs or in thirgbarty libraries, security programs camerrupt
potential ransomware attack&or ransomware variants that bring their
own crypto, other detection methods are needed, suchids System
Monitoring.

KuppingerCole Leadership Compass

Enterprise Endpoirecurity: AntMalware Solutions

R No.: 71172
eportNo Paged of 50



sKUppingercoie

ANALYSTS

Ransomware generates a large number of predictable read,-oopyrite

(COW), and/or filenamex¢ension change requests on the filesystem. For
example, many ransomware packages will attempt to read, encrypt, and
NEYlYS SOSN&EEFAORYIWi AIKSTHt RSN aza
by enumerating all files of a certain type, such as .docx, .jgaf,.etc.
Anti-malware agents can monitor for these types of actions and shut

down the offending process to lessen the damage, even for unknown
ransomware variants.

Almost all ransomware types also attempt to delete the volume shadow

copy of data files froni KS dza SNEQ KIFNR RNAZSad ¢K
copies of user data. If the user could simply restore these, there would be

no need to pay the ransom. However, there is no reason a user or

program should ever attempt to quietly delete the volume staccopy,

so antimalware programs also look for programmatic calls to delete it

and terminate the request.

Rootkitprevention Rootkits are lowlevel programs, usually implemented like device drivers,
that can take over a system surreptitiously and allow the bad actor
complete control over it. Rootkits can be used for keylogging, collecting
user data and credentials, or for botnattivities.To protect against
rootkits, anttmalware agents are usually implemented at the kernel level,
mediating which device driverload and when.

Node OSSupport Thisis a measure of the variety of node operating systems supported. We
consider Windws 10, 8, 7, Vista, XP, and Windows Server versions; Mac
OSXPebian,Red Hatand SuSe Linux.

We believe that the use of multiple detection, prevention, and removal techniques increases the

likelihood of malware detection, overall effectiveness afficiency of the solution. For example, there is

still value in signaturdased scanning, though it is not effective at picking up polymorphic or other
advanced malware types, as it usually less CPU intensive and can still detect certain types of threats
9FOK 2F (GKS OFiS32NASa 020S gAft 06S O2yaAiARSNBR
specific USPs (Unique Selling Propositions) and innovative features of products which distinguish them
from other offerings available in the market.

Pkase note that we only listed major features, but also considered other capabilities as well when
evaluating and rating the various endpoint antalware products.
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Leadership

Selecting a vendor of a product or service must not be only based aothparison provided by a
KuppingerCole Leadership Compass. The Leadership Compass provides a comparison based on
standardized criteria and can help identifying vendors that shall be further evaluated. However, a
thorough selection includes a subsequent aitdd analysis and a Proof of Concept of pilot phase, based
on the specific criteria of the customer.

Based on our rating, we created the various Leadership ratings. The Overall Leadership rating provides a
combined view of the ratings for

Product Leadersh
Innovation Leadership

Market Leadership

KuppingerCole Leadership Compass
Enterprise EndpoirBecurity: AntMalware Solutions
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2.1 Overall Leadership
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Figurel: The Overall Leadership rating for ttendpoint AntiMalware market segment

Several companies topped the Leader section. McAfee leads the field, showing sitings in all
Leadership categories.

Kaspersky Lab, Symantec, ESET, é8wthre also appear in the top of the spectrum. Each company has
decades of experience fighting malware for their customers, bringing innovation where needed, and
capturing a gnificant customer base. Microsoft also appears in the Overall Leader segment due to the
strength of their Defender artinalware product on Windows 10.

In the Challenger segment, Bitdefender, and Sentinel One approach the boundary of Overall Leaders.
These companies have pursued somewhat different technical trajectories, as will be detailed below. In

this side of the Challenger block we see companies with innovative features and growing market share.
Next up, Carbon Black and Sophos are at the centéreo€hallenger area. Carbon Black brings full

fledged EDR to bear, and Sophos is integrating the recent Invincea acquisition. Digital Guardian also made
it into the Challenger section.

Overall Leaders are (in alphabetical order):

ESET McAfee
FSecure Microsoft
Kaspersky Symantec

KuppingerCole Leadership Compass
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2.2 Product Leadership

Product Leadership is the first specific category examined below. This view is basedhnaltsés of the
completeness and quality of the product/service features.

PRODUCT
-
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Figure2: Product leaders in th&ndpoint AntiMalware market segment

Product Leadershipor in some cases Service Leadership, is where we examifienitteonal strength

and completeness of products. McAfee is in front, with their comprehensiveraitvare solution

addressing a wide range of Endpoint Axialware business requirements, including strong

authentication for administrators. Theyare g @8 F2f f 26SR o0& Yl ALISNE]l&d ¢
currently have strong admin authentication, it is on their roadmap for 2018. Symantec, EX{eTlird;

and Sentinel One also place very highly in Product Leadership. Each of these offers strovajane
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capabilities in each of the defined areas, plus offers strong admin authentication, security infrastructure
integration, and excellent reporting.

In the Challenger section, we see a close clustering of vendors near the top of the range, including (in
alphabetical order) Bitdefender, Carbon Black, Digital Guardian, Microsoft, and Sophos. All of them have
their specific strengths, but commonly lack some features we expect to see. In almost all independently
tested cases, each is highly effective.

Prodwct Leaders (in alphabetical order):

ESET McAfee
FSecure Sentinel One
Kaspersky Symantec

KuppingerCole Leadership Compass
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2.3 Innovation Leadership

Next, we examinénnovationin the marketplace. Innovation is, from our perspective, a key
capability in all IT market segments. Customers require innovation to meet evolving and even
emergingbusiness requirements. Innovation in analware means:

Developing new techniques to detect and remove eviagreasingly sophisticated
malware

Presenting a wide array of detection and removal methods, rather than relying on a single
technology

Integrating with patch management, EDR, SIEM, and investigative tools

Creating, consuming, and sharing cyber threat intelligence research, including IOCs in
standard formats such as STIX, TAXII, CyBox, or OpenlOC

Protecting the endpoint security system itself, asaguiring strong admin authentication
and rolebased / delegated authorization.

KuppingerCole Leadership Compass
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Figure3: Innovation leaders in the&Endpoint AntiMalware market segment

When looking at Innovation Leadership, McAfee is slightly ahead®filalkKk SNRA X ol aSR 2y (K
advanced malware and ransomware detection functions, multifactor authentication options, and

integration with the McAfee Global Threat Intelligence network. Kaspersky is next, also with comparably
strong malware and ransomwautdetection capabilities, and excellent history of publishing leading edge
security research. ESET, with excellent rootkit detectig®e&ure with comprehensive Mac OS support

via XFENCE; Symantec, with configurable anomaly sensitivity; and Sentinieglaeéng SAML

authentication and STIX/OpenlOC standards support, finish out the Innovation Leaders.

Ly GKS /KFffSyaSNI aS3avySydax 6S FAYR [/ Nb2y .t O
continuous risk evaluation and trust learning modeve it an edge. In the remainder of the Challenger
block, in alphabetical order, we find Bitdefender, Digital Guardian, Microsoft, and Sophos. Each product is
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progressing along its own feature roadmap, in response to evolving threats and customesteeque
particularly in terms of enterprise management.

Innovation Leaders (in alphabetical order):

ESET McAfee
FSecure Sentinel One
Kaspersky Symantec
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2.4 Market Leadership

Lastly, we analyzklarket Leadership. This is an amalgamation of the number of customers, the
geographic distribution of customers, the size of deployments and services, the size and geographic
distribution of the partner ecosystem, and financial health of the participating conegaMarket
Leadership, from our point of view, requires global reach.

MARKET

¥3AVY3AT

® SYMANTEC
MICROSOF® ® MCAFEE

KASPERSK®@

BITDEFENDE®

« FSECURE

o SOPHO®

|
dIONITTIVHO

CARBON BLAG\& ® SENTINEL ONE

. DIGITAL GUARDIAN

suppingercoie OVERALL

Figure4: Market leaders in theEndpoint AnttMalware market segment

Bitdefender, ESET, Kaspersky, McAfee, Microsoft, and Symantec share the top ddeikédr

Leadership. All Windows systems ship with Microsoft security tools, so it is not surprising to find them at
the high point for Market Leadership. McAfee and Symantec arelwellvn security suite vendors that

have been providing antivirus servides customers for decades. Kaspersky and Bitdefender also

KuppingerCole Leadership Compass
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command significant market share, protecting hundreds of millions of endpoints around the world.
Rapid, global growth on top of a large customer base puts ESET into the Market Leader section also.

FSecure is the top market ChallengersSdeure has captured large numbersatomers andhas a very

good support ecosystem. Sentinel One, and Sophos complete the Challenger section of the Market
Leadership.

Finally, we see Carbon Black and Digitalr@aa in the Followers section. Carbon Black and Digital
Guardian have good North American markehetration andare looking to expand.

Market Leaders (in alphabetical order):

Bitdefender McAfee
ESET Microsoft
Kaspersky Symantec

KuppingerCole Leadership Compass
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Correlated View

While the Leadership charts identify leading vendors in certain categories, many customers are looking
not only for a product leader, but for a vendor that is delive@ngplution that is both featureich and
continuously improved, which would be indicated by a strong position in both the Product Leadership
ranking and the Innovation Leadership ranking. Therefore, we provide the following analysis that
correlates varioa Leadership categories and delivers an additional level of information and insight.
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The first of these correlated views contrasts Product Leadership and Market Leadership

1IMAVIN

MICROSOF®

BITDEFENDE®

’
,
,
SOPHOJ

CARBON BLAG

~

DIGITAL GUARDIAN

MARKET

d3aav3a’

® SYMANTEC
® MCAFEE

.

KASPERSKY

7’
,’ ® ESET

FSECURE

® SENTINEL ONE

SKUPPINgercoie
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PRODUCT

Figure5: The Market/Product Matrix. Vendors below the line have a weaker market position than expected according to their product

YIEddNAGed +SyR2NAR | 0208
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In this compaéison, it becomes clear which vendors are better positioned in our analysis of Product
Leadership compared to their position in the Market Leadership analysis. Vendors above the line are sort
Ay (K Snaily thelv8yilatge Ledidors, awhileNd (A 2 y I
vendors below the line frequently are innovative but focused on specific regions.

2F G2OPSNLISNF2NYAyIE

The matrix shows a picture that is typical for evolving market segments, with a rather broad distribution
of the various players acroise quadrants and a weak correlation between Market Leadership and

Product Leadership.
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In the upper right box, we find ESET, Kaspersky, McAfee, and Symantec. These vendors are leading in bott
the product and market ratings.

Below these, we find-Becure ad Sentinel One, which are product leaders but not (yet) in the Market

[ SFRSNR& &aS3YSyliod ¢KS aA0dNRy3I FSIGdz2NBE aSid AyRAOL
On the other hand, in the center top box, we see Bitdefender and Microsoft, both having a significant
market shae while not being counted amongst the Product Leaders.

In the center of the graphic, we find CarbonBlack and Sophos just below the line. This is a respectable
position in both the Product Leadership and Market Leadership ratings and thus are interggtongs do
the leading vendors.

Digital Guardian is right below the center square, having a smaller market share.
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3.2 The Product/Innovation Matrix

This view shows how Product Leadership and Innovation Leadership are correlated. It is not surprising
that thereis a pretty good correlation between the two views with few exceptions. This distribution and
correlation is mostly constrained to the line, with a significant number of established vendors plus some
smaller vendors.

SENTINEL ONE

ESET
[[ MCAFEE

FSECURE — KASPERSKY
v

/// SYMANTEC

4
7
d
/

BITDEFENDER
MICROSOF—'F\‘ S~

®—_ CARBONBLACK
DIGITAL GUARDIA® . A

7
e

10NAaodd

SKuUppingercoie INNOVATION

Figure6: The Product/Innovation Matrix. Vendors below the line are more innovative, vendors above the line are, compared to the ¢urren
Product Leadership positioning, less innovative.
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This chart shows a quite interesting picture. Most vendors are near theslmaying a balanced ratio of

product capabilities and innovation. This also demonstrates that innovation is market driven. ESET, F
Secure, Kaspersky, McAfee, Sentinel One, and Symantec are the Technology Leaders, with many advancec
features in line with whiacustomers need.

The spaces below and to the left of technology leaders are empty. In the central square, we find
Bitdefender, Carbon Black, Digital Guardian, Microsoft, and Sophos with strong products containing many
innovative features.

KuppingerCole Leadership Compass
Enterprise Endpoint Security: Aialware Solutions
Report No.: 71172



sKuppingercole

ANALYSTS

3.3 The Innovaton/Market Matrix

The third matrix shows how Innovation Leadership and Market Leadership are related. Some vendors
might perform well in the market without being Innovation Leaders. This might impose a risk for their
future position in the market, dependingn how they improve their Innovation Leadership position. On
the other hand, vendors which are highly innovative have a good chance for improving their market
position. However, they might also fail, especially in the case of smaller vendors.

BIG

S3ANO

& — SYMANTEC
MICROSOF® ©&— MICAFEE

e— KASPERSKY

/
/

/7
BITDEFENDE® / ® ESET

1IMHVIN

/ SOPHOS

/7
4

7
// CARBON BLAG . @ SENTINEL ONE

DIGITAL GUARDIAN

HUppPINgarcore INNOVATION

ANALYST

Figure7: The Innovation/Market Matrix

Vendors above the line are performing well in the market compared to their relatively weak position in
the Innovation Leadership rating; while vendors below the line show an ability to innovat¢hasithe
biggest potential for improving their market position.
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ESET, Kaspersky, McAfee, and Symantec occupy the top right sector, having both an excellent position in
the market and delivering innovative astialware capabilities to their customers3eure, on the top of

the center right, is almost a Big One. Sentinel One appears on the right side also, indicating very strong
innovation, but having less market share.

Bitdefender and Microsoft are also on top of the market, and are distributed acrogspheenter box
according to their relative innovation.

Carbon Black and Sophos are in the center of the chart, with room to innovate and grow.

Digital Guardian is slightly below the center, about to move into the main sequence.
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Products and Vendors at glance

This section provides an overview of the various products we have analyzed within this KuppingerCole
Leadership Compass on Endpoint Aviilware. Aside from the rating overview, we provide additional
comparisons that put Product Leadership, InnavatLeadership, and Market Leadership in relation to

each other. These allow identifying, for instance, highly innovative but specialized vendors or local players
that provide strong product features but do not have a global presence and large custoreeydias

4.1 Ratings at a glance

Based on our evaluation, a comparative overview of the functional ratings of all the products covered in
this document is shown in table 1.

Product Security Functionality Integration Interoperability Usability
BITDEFENDER positive positive positive positive positive
CARBON BLACK positive positive positive strong positive positive
DIGITAL GUARDIAN positive neutral positive strong positive positive

ESET positive strong positive  strong positive  positive strong positive
FSECURE positive strong positive  strong positive  positive positive
KASPERSKY positive strong positive  strong positive  positive strong positive
MCAFEE strong positive  strong positive  strong positive  positive strong positive
MICROSOFT strong positive  positive strong positive  neutral positive
SENTINEL ONE strong positive  positive strong positive  strong positive positive
SOPHOS neutral positive positive strong positive positive
SYMANTEC positive positive strong positive  positive strong positive

Tablel: Comparative overview of théunctional ratings for the product capabilities

KuppingerCole Leadership Compass
Enterprise Endpoint Security: Aialware Solutions

Page27 of 50
Report No.: 71172




zKuUppingercoie

ANALYSTS

Furthermore, table 2 shows an overview which contains four additionakfaoctional ratings for the
vendor. While the rating for Financial Stggth applies to the vendor, the other ratings apply to the

product.

Vendor Innovativeness Market Position Financial Strength Ecosystem
BITDEFENDER positive strong positive positive positive
CARBON BLACK positive weak weak neutral
DIGITAL GUARDIAN neutral weak weak neutral

ESET strong positive strong positive positive positive
FSECURE positive positive positive positive
KASPERSKY strong positive strong positive strong positive strong positive
MCAFEE strong positive strong positive strongpositive strong positive
MICROSOFT positive strong positive strong positive strong positive

SENTINEL ONE

SOPHOS

SYMANTEC

strong positive
positive

positive

weak
neutral

strong positive

neutral
positive

strong positive

neutral
neutral

strong positive

Table2: Comparative overview of th@on-functional ratings for vendors

Product/service evaluation

CKAa aSOGA2Yy O2ydGlAya | 1jdzAiO1l NYXaGAy3a F2N) SOSNE L
Leadership Compass document. Rany of the products there are additional KuppingerCole Product
Reports and Executive Views available, providing more detailed information
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5.1 Bitdefender GravityZone

Bitdefender is a private company, and was founded in 2001 in Bucharest, Romania. Theyompa
specializes in cybersecurity technologies for Windows PCs, Macs, iOS, Android, and virtual environments.
Related products in their suite handle APT protection, laaS and SaaS security, disk encryption, application
whitelisting, patch management, emailstgm security, etc. The company reports over 500 million

endpoints are covered by their aftialware solutions.

Strengths Challenges
Large installed user base Incompatible with some other security tools
Advanced hypervisor support for better No 2FA or MFA for administrators
malware detection and resource efficiency i No local sandbox or micrartualization

virtual environments
Strong preexecution ML engine
Free ransomware protection download

Table3: BitdefendeIQ @ajor strergths and challenges

Bitdefender uses a layered defense against malware: signature scannirgxgmetion file scanning using
ML techniques such as neural net, binary decision tree, etc.; dynamic analysis at execution monitors
process behavior; agesmtegrated cloud sandboxing; rootkit prevention driver; and JIT/ei#s malware
detection capabilities. It includes also EDR capabilities, providing insights into suspicious activities to
enable organizations to react quickly on emerging threats. Their RamamVaccine was released last
year, and stops encryption by common forms of ransomware. Bitdefender offers the Ransomware
Vaccine for free on its website.

Bitdefenderagents function autonomously if separated from the network. Enterprise deploymentisecan
managed from orpremises or cloudhased consoleg heon-premiseconsole can also be deployed as a
virtual appliance.Rolebased and delegated administration are possible. Strong and-factir
authentication are not yet supported. The console candsevent data viayslog with iqproduct filtering

for SIEM integration. BITDEFENDER

Enterprise Mgmt

Security Positive
Functionality Positive R S
Integration Positive
Interoperability  Positive
Usability Positive

Node OS Support Pre-exec analysis

Table4: Bitdefenderrating

Bitdefender has a large user base and
good relationships with OEM vendors,
and therefore have many enterprise and
consumer users. The product has strong Ransomuare protection

anti-malware features, and consistently performs well in independentweald tests. The JIT/Filess

malware detection feature is new and improving. Like many other solutions, it lacks strong administrative
authentication. Bitdefender is a solid contender and should be considered as an enterprise endpoint
security/antirmalware solution for RFPs.

Rootkit prevention Runtime analysis
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5.2 Carbon Black Cb Defense

Carbon Black, was founded in the Boston area as Bit9 back in 2002. Bit9 was long known for its strong
application whitelisting capabilities. Bit9 purchased Confer, anraativare maker, and changed their
name in 2016. The ventuieacked endpoint security company is reportedly moving toward IPO. Cb
Defense is their cloudelivered endpoint solution, and it contains not only ami&lware functionality,

but also streaming prevention technology and robust EDR features. Carbon BtaoKexls Cb

Protection, application control for servers; and Cb Response, threat hunting and incident response for
SOC teams. Cb Defense works with Microsoft Windows and Mac machines.

Strengths Challenges
Some 2FA options for administrators Coarsegrained admin model; no delegation
Interoperable with many dter agentbased In-network threat intelligence only
security tools Cloudbased console only
Advanced behavioral analysis techniques Cloudbased sandbox/detonation only

Auto-quarantine of untrusted apps

Table5: Carbon Black major strengths and challenges

Cb Defense employs both pexecution and runtime malware scanning. Before execution, it performs
signaturebased scanning, Yara rules evaluation, and file/URL/praegessation analysis. Runtime

protection is based on ongoing behavioral analysis of all running processes against historical patterns. Cbh
Defense constantly risk scores all activities and can terminate processes if suspicious. It can detect and
prevent poymorphic, JIT, and filkess malware. New or unknown applications are quarantined
automatically until they become trusted.

/ F Nb2y . f l-basedaly. k éan S8rid 2\dzit data to SIEMs and responds to REST API queries as
well. The console providesashboard andeports. One such builin report provides detail on sequences
leading up to a potential breadhcluding theattackchainshowing techniqueslhe console allows

admins to create device groups and apply different risk sensitivity policies per @atipon Black

recently announced Cb Defense for VMware, which provides advanced threat prevention and detection
for that virtual platform.Carbon Blek supports Duo Security and Google Authenticator for mobile and
stronger authentication options.

CARBON BLACK

Security Positive .
Functionality Positive

Integration Positive i securit B
Interoperability  Strong positive

Usability Positive

Table6: CarbonBlacks rating

Node OS Support Pre-exec analysis

Cb Defense has advanced behavioral

analysis techniques which give it

advantages over traditional signature

based antimalware products. The

ability to require 2FA for administrative Ransomuare protection

access is a plus. The company has a smaller market slomeentrated in North America, but is growing.
Carbon Black takes a different approach to anélware and endpoint security, and thus is worth
consideration at RFP time.

Rootkit prevention Runtime analysis
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5.3 Digital Guardian

Digital Guardian, based in Boston, provides a number of endpoint security solutions beyentbwdie,
including data discovery and classification, data loss prevention, and cloud data protection. Digital

D dzI NR A l-mal@are clhpahilifies are builtio their client agents, and run on Windows 10/8/7,

Windows Server 2016/2012/2008, Mac OS, Red Hat, CentOS, Debian, Ubuntu, Suse Linux, and VDIs. The
management console can be run either-premises or in the cloud.

Strengths Challenges
Tested to work with othesecurity agent Digital Guardian does not delete/remove
software malware by default

Free antiransomware upgrade for customer Does not perform prexecutionheuristics,
Feature parity across Mac, Windows, Linux local sandboxing, or micrairtualization
and VDIs No recent independent test results
Bundled DLP and EDR capabilities

Table7: Digital Guardia® & Y| 22 NJ aiNBy3iGKa yR OKIffSy3sa

Digital Guardian deploys multiple techniques: signatbesed scanning, and runtime process and

memory analysis. Ruleased behavioral analysis can detect and stopéis based attacks such as those

that leverage PowerShell or WMI. Other features ofitstime analysis include monitoring process

executions, DLL loads, network operations, registry modifications, etc. Digital Guardian works in
conjunction with FireEye and Blue Coat (how Symantec) for netsariiboxing butloes not perform

endpoint sandbging. Agent components are obfuscated for g@iftection and it is implemented at

kerneHevel for better rootkit detection. For ransomware discovery and damage prevention, Digital

Guardian monitors crypto APl/library calls and attempts to change filestgmd extensions en masse.

lf GK2dzaAK Al R2SayQid NBY2@S YIfglrNBE o6& RSTFrdz Gz I

Digital Guardian provides advanced reporting and analytics through their SaaS or standard reports
through the console and allowsP| access to log data as well. It can send event information over syslog

for SIEM and provides connectors for ArcSight, QRadar, and Splunk. Digital Guardian supports integration
of 39 party threat intelligence feeds.

Differing levels of administrativaccessan bedefined.The solution does allow LDAP authentication to
the consolettherefore, Smart Carar other strong authentication mechanisms could be configurad
LDAP. It is possible to ugsevw.authy.comfor 2FA as well, though it is not a default choice.

Security Positive D\G\'EI'AL GVU:?RwD\AN
FunCtlonallty Neutral nterprise Mgmt

Integration Positive T o
Interoperability  Strong positive

Usability Positive

Table8: Digital Guardiarrating

Node OS Support Pre-exec analysis

5A3AG1 D doalWdredatyr€sa
are part of an overall suite designed for
data protection and general EDR. It work
best as part of that solution rather than
as a standalone anthalware product.

Rootkit prevention Runtime analysis

Ransomware protection

KuppingerCole Leadership Compass

Enterprise Endpoint Security: Aialware Solutions
Report No.: 71172


http://www.authy.com/

zKuUppingercoie

ANALYSTS

5.4 ESET Endpoint Security

ESET, headquartered in Bratislava, was founded in 1992, and has been in the security business since. ESE
covers all Windows endpoints and servers, Mac OS, all commercially supported Linux variants, mobile
devices, and VDIs. The endpoints can be managed &ither onpremises or cloudbased consoles. In

addition to endpoint security products, ESET makes full EDR software, security for Microsoft SharePoint
and a variety of email gateways.

Strengths Challenges
Global customer base and support ecosystt Some discovered malware may require

Uses internahnd external threat intelligence specialized tools for removalyailable at

2FA for administrators is configurable ESET
Hierarchical/ delegated administration Not tested for compatibility with other
Local and clouwthased sandboxing endpoint security solutions

Sophisticated rootkit detector

Table9: ESES major strengths and challenges

ESET has a mufticeted detection regime, which includes signatased scanning, machine leargi

pattern analysis prior to execution, advanced memory scanning for runtime analysis, and both cloud and
local sandboxing. The sandboxing function supports browser, VM, and internet emulation. The product
can detect and prevent polymorphism, JIT/Hdesmalware, and ransomware. ESET has a sophisticated,
low-level rootkit detector that even works for Mac OS.

ESET permits 2FA for administrators either through integration with Microsoft Active Directory or via the
ESET mobile app. The enterprise versiopports different administrative levels and hierarchical
administration. ESET console can send event data to ArcSight and QRadar or any SIEM via syslog. The
console provides granular and customizable reports, plus an API for access by other analyt@eagrog
Agents function autonomously if unable to contact the console.

Security Positive ESET
Functionality Strong positive Frrerprise tgmt
Integration Strong positive

Admin Security Test Results

Interoperability  Positive
Usability Strong positive

Tablel0: ESEDA NJ G Ay 3

Node OS Support Pre-exec analysis

ESETas strong antmalware
functionality, covering all techniques
except micrevirtualization. Full EDR
and HIDS/HIPS features are bundled ol prevention
with the product. ESET provides a larg

number of predefined reports, and

more can be customized. The fact that thadusion is one of the few reviewed that can support 2FA for
administrators is a definite plus for internal security. The delegated administrative model is also useful
for large organizations. Given the good features for both-arglware and manageabilityand the global

reach of customers and support, ESET should be on the shortlist for consideration in enterprise RFPs for
anti-malware solutions.

Runtime analysis

Ransomware protection
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55 FSecure Business Suitd’rotection Service for Business

Founded in 1988 in HelsinkiFecure has beegproviding antivirus and other security tools for nearly 3
decades. fSecure provides support for all versions of Windows, Mac, Red Hat and Suse Linux, mobile, and
VDIs. In addition to broad client support, they offer network scanning appliances, elteailaya,

vulnerability scanning and management products, and a managed detection and response service (Rapid

Detection Service).

Strengths
Excellent regional/language support

Strong malware removal and
guarantine capabilities
Multi-engine scanning

Challenges

Removes other antinalware
products, upcoming EDR product
can coexist

2FA/MFA ability coming in 2018

Strong sales in EU, growing
elsewhere

Tablell: FSecures major strengths and challenges

FSecure employs 5 typed malware detection: web content, file signatures, system scanner, eloud
based sandbox, and a pexecution heuristics scanner. Additionally, the Deep Guard heuristics scanner
can monitor executables at runtime. The agents can detect and prevent polyinapt Powershell

based JIT and Filess malware. The system scanner continuously examines memory to look for dormant
malware. Kernel mode drivers in the agent can detect and remove rootkits. The solution detects and
stops malware by both signatudgasedscans and monitoring for common ransomware technigues such
as shadow file deletion. DataGuard module provides-iMeFunctionality for additional layer of
ransomware protection. XFENCE for Mac delivers comprehensive security for that platform, including
defenses against ransomware, rootkit, and webcam/microphone snooping.

~{ S O dzNPréise @nsole supports syslog and CEF for data transfer to SIEMs. The cloud portal allows
qguery via REST APIs. The console providedgdmeed, noncustomizable reports for administrators.
Agents function on their own if disconnected frahe console.

Stonaliy  Pesiive S
Functionality ~ Positive :
Integration Strong positive U e
Interoperability Positive
Usability Positive

Tablel2 FSecur€@@a NI G Ay 3 T S

FSecure is wekstablished amongst the
leading products in th&ndpoint Anti
Malware market, particularly in Europe. Rootkit prevention
The company is growing in other parts o

the world. FSecure is adding 2FA/MFA

for the administrative console in 2018. The solution is strong in terms of malware discovery techniques
and removal capalties. This makes it worth considering when looking for Endpointativare

solutions.

Runtime analysis

Ransomware protection

KuppingerCole Leadership Compass
Enterprise Endpoint Security: Aialware Solutions
Report No.: 71172



zKuUppingercoie

ANALYSTS

5.6 KasperskyabEndpoint Security

Kaspersky Lab, headquartered in Moscow, was founded as axiargicompany in 1997. Kaspersky Lab
provides antimalware andother security software, such as Kaspersky Aatigeted Attack and Industrial
Control Solutions. For endpoint ammtialware, Kaspersky provides agents for all Windows endpoints and
servers, Mac OS, all commercially supported Linux variants, mobile deatice¥DIs. The endpoints can
be managed from either opremises or cloudbased consoles.

Strengths Challenges
Global customer base and partner ecosyste 2FA/MFA not available for admins yet
Leading cyber threat research publisher Some incompatibilities with similar endpoin

Advanced Disinfection technology removes security tools
sophisticated malware anaotkits

Threat intelligence provider

Free antiransomware tool available

Tablel3: Kasperskis major strengths and challenges

YI AL NE1&eQa alOlyyAy3d Sy3arayS SyYLX-Baded scahdifgfiphelt S (SO
execution heuristics, system monitoring, reéahe behavioral analysis, and sandboxing. The System

Watcher function, for example, maintains lists of all pracastivities and evaluates them for indirect
AYRAOFG2NE 2F YIfAOA2dAayS&aad YIH&aALISNBER|1&Qa &l yROZ2E
including VM, Browser, Internet, and Application emulation. The engine can also usevirticabization

for the maximum separation of malware from production environments. The product can detect and
prevent polymorphism, JIT and Fiéss malware, and ransomware. The aatisomware feature can roll

files back to a fresh state prior to encryption attempts.

KatJSNE 1 &8Qa SYyRLIRAY(H aSOdzNRGE az2fdziAzya &dzlJJ2 NI &
a2NB | ROFYOSR ljdzSNASE INB Ll2aarotsS QAL wo{¢ !'tLa
does permit rolebased administration. The console pides up to 50 different reports and 25 different
dashboard configurations for excellent visualization.

Security Positive CASPERSKY
Functionality Strong positive Enterprise Mgt

Integration Strong positive

Interoperability  Positive Admin Security Test Results
Usability Strong positive

Tablel4: KasperskQ iting

Kaspersky Lab is a webltablished Node 05 support
security vendor with a wideange of

strongly integrated tools. Their anti

malware capabilities are topotch. The Rootkit prevention
solution provides detailed reports.

Kaspersky Lab contrites much leading

cyber threat intelligence to the research community. Adding MFA for administrators would strengthen
the solution. Kaspersky Lab should be on the shortlist for endpointaaitivare RFPs.

Pre-exec analysis

Runtime analysis

Ransomware protection
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5.7 McAfee Endpoint Protection

Silicon Vallepased McAfee was an early pioneer in the afitiis business. McAfee was founded in 1987,
acquired by Intel in 2011, then spun off from Intel in early 2017. Their endpoint protection product

provides agents for all Windows endpoints and servers, Mac O®naimercially supported Linux

variants, Unix, mobile devices, and VDIs. McAfee makes a full set of related products, such as DLP, Threat
Intelligence, SIEM, network and email scanners, etc. Endpoints can be managed from efihem@es

or cloudbasedconsoles.

Strengths Challenges
Global customer base and partner ecosyste May remove similar endpoint security tools
Leading cyber threat research publisher Does not use micrwirtualization for
Integration with McAfee Global Threat quarantining suspicious processes
intelligence

2FA/MFA to console via Windows AD or
SecureAuth integration
Advanced antransomware detection

Tablel5: McAfeds major strengths and challenges

a0l ¥S$SSQa RSGSOlA2Y I yR Lid&ssaniing,dexedtibmeyfiSicsdza Sa a A
system monitoring, runtime behavioral analysis, and both local and dédasdd sandboxing. Dynamic
application control (DAC), the local sandbox function aiesl untrusted apps and processes for analysis.

The product can detect and prevent polymorphism, JIT anddsgemalware, and ransomware. Itis

AYLX SYSYGSR Fd GKS {SNySt tS@St (G2 RSGSOO IyR NB
module provies the antiransomware functions, is now enabled by default upon installation. It uses both
major categories of techniques to identify potential ransomware: crypto APl/library monitoring and

filesystem monitoring.

McAfeeQd SYRLIZ A Yy (G &abidiegiie with thé &vh SEEM, éhg support syslog for sending
data to other SIEMdVore advanced queries are possible via RESTMeEAdee console can be integrated
with Microsoft Active Directory for administrative user authentication and authorizatMoAfee has

also partnered with SecureAuth for additional strong and rdfaltior authentication optionsThe console
providesdashboards for reaime visualizatiorand a number of pralefined yet customizable reports

Security Strong positive

Functionality =~ Strong positive EtMFCAFngt

Integration Strong positive

Interoperability  Positive R e
Usability Strong positive

Tablel6: McAfeeQa NI G Ay 3

McAfee is a top tier cybersecurity
vendor. Their antmalware capabilities
are very strongparticularly in methods
used to detect ransomware. Integration
with McAfee Global Threat Intelligence i
a definite plus. The ability to require Ransomuare protection

strong authentication via Microsoft AD or SecureAuth is distinctive advantage. McAfee should be on the
shortlist for endpoint antimalware RFPs.

Node OS Support Pre-exec analysis

Rootkit prevention Runtime analysis
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5.8 Microsoft Windows Defender

Redmondbased Microsoft began offering Defender as an-aptiware program more than a decade ago.
Defender has evolved considerably since then, becoming a full endpoint sesnlutyon working in
conjunction with other security functions within the Windows operating system. For the purposes of this
report, we consider Defender along with the antalware features components in the OS across all
extant versions. Defender runs ®indows only, with standard support back to Vista and Server 2012.

Strengths Challengs
Large innetwork threat intelligence that is Versions for older operating systems are le
shared externally effective
Cooperation with thireparty threat Primarily Windows coverage, though some
intelligence providers components such as Advanced Threat
Administrator MFA and roleased access Protection are available for Android, iOS,
controls Mac, and Linux

Tablel7: Microsoft's major strengthsand challenges

Defender uses several detection methods, including signatased scanningare-execution heuristics,
runtime memory analysigocal andcloud-based sandboxing he sandbox can emulate the filesystem, full
OS, browser, and applications, mdt internet emulation.Windows 10 itself now provides virtualization
based security, and can create separate virtual environments for applications and system processes.
Defender can detect and stop illegal crgmecess injection techniques which ardeof used by Fildess
malware typesUnified Extensible Firmware Interface (UEFI) Securet®obhology helps prevent

rootkits and kernelevel malware at bootupDefender on Windows 10 along with the Edge browser are
far more effective at detecting andoataining malware than previous versions.

The enterprise console supports 2FA/MFA for administrators, including Smart Cards, mobile apps, SMS
OTP, etc., via Active Directory. Fgmained access controls and delegated administration models are also
possilte. The console can integrate with a variety of SIEM tdddsy report are available to

administrators, and more can be configur&kfender agents function autonomously outside of the

home domain.

Security Strong positive MICROSOFT
Functionality ~ Positive e

Integration Strong positive O S
Interoperability  Neutral

Usability Positive

Tablel8: MicrosoftQ @ting
Node OS Support Pre-exec analysis

The spider chart reflects an average of
Microsoft Defender capabilities across
all Windows versions from XP to 10.
PreWindows10 versions are not as
robust. But the combination of Ransomuware protection

Windows 10 OS controls, Defender, ATP, and Edge provide excellent protection against ransomware and
rootkits. All Windows 10 systems have it installed by default. But many organizations run oldenyeifsi
Windows. If your organization has pwindows 10 machines, consider the features that Defender has for
each version when performing antialware RFPs.

Rootkit prevention Runtime analysis
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5.9 Sentinel One

Sentinel One, headquartered in Mountain View, CA, is/ads old security startup focused on delivering

tightly integrated antimalware, EDR, and autemediation capabilities. The solution also includes lateral
movement detection, credential theft protéion, and is agnostic to the attack vector. Their platform

covers all versions of Windows, all the way back to XP, Macs, Debian/Red Hat/Suse Linux, and VDIs. They
offer customers a warranty in the event that any customer data is irretrievably encryptaddstected

malware. Sentinel One can be managed from eithepmmises or cloudased consoles.

Strengths Challenges
2FA authentication for administrators No sandboxing or micruirtualization
SAML federation for administrators Smaller but growing presence outside of
Advanced ransomware detection technique North America
Ransomware prevention warranty No recent independent test results

STIX and OpenlOC standards support

Tablel9: Sentinel Onés major strengths and challenges

Sentinel One uses advanced machine learning techniques for static file analysis instead of signatures. The
agent monitors all processes and associated memory spaces by direct injection via asynchronous
procedure calls into all running processes. Thigegqgh allows Sentinel One to detect and stop many

forms of malware, including JIT/Flkess and polymorphic malware. The solution does not use sandboxing

for runtime evaluation or micrevirtualization for investigative isolation. The agent has a kel

component for detecting and blocking rootkits. To protect against ransomware, Sentinel One looks for
typical ransomware methods such as large numbers of reads;@opyrites, mass file extension changes

and deleting volume shadow copies.

Sentinel Onesupports CEF for communication wBhEMs. The console allovede-basedadministration,
as well as 2Ffor administrators with Duo Security or Google Authenticafagents function
autonomously ifi KS& O y Qi .Nie pl&férm dak i®cei@eftr@edaRRlligence in STIX and
OpenlOC formats.

Security Strong positive
Functionality Positive
Integration Strong positive
Interoperability  Strong positive
Usability Positive

Table20: Sentinel OneR & NJ G Ay 3

Sentinel One has sonienovative

techniques in the fight against malware.

The wide range of endpoints it can

protect make it a good candidate for

environments with a lot of variety,

including older OSes. The inclusion of

sandboxing or micreirtualization strategies may makke product stronger. Sentinel One earns bonus
points for allowing 2FA and SAML federation for administrator console authentication. Organizations
looking for strong administrative security and advanced malware detection techniques should consider
this slution.
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