February 9, 2022

Chairman Dick Durbin
Committee on the Judiciary
United States Senate

711 Hart Senate Building
Washington, D.C. 20510

Ranking Member Chuck Grassley
Committee on the Judiciary
United States Senate

135 Hart Senate Office Building
Washington, DC 20510

Re: Opposition to the Eliminating Abusive and Rampant Neglect of Interactive Technologies Act of 2022
(EARN IT Act)

Dear Chairman Durbin, Ranking Member Grassley, and members of the Committee:

The undersigned organizations write to express our strong opposition to the Eliminating Abusive and
Rampant Neglect of Interactive Technologies Act of 2022 (EARN IT, S.3538). We support curbing the
scourge of child exploitation online. However, EARN IT will actually make it harder for law enforcement
to protect children. It will also result in online censorship that will disproportionately impact marginalized
communities and will jeopardize access to encrypted services. Dozens of organizations and experts'
warned this committee of these risks when this bill was previously considered, and all of those same risks
remain. We urge you to oppose this bill.

Section 230 of the Communications Act of 1934 (as amended, 47 U.S.C. § 230) generally shields online
intermediaries from liability for the content users convey on their platforms. This helps to promote free
expression online, which is further supported by the use of strong end-to-end encryption. Section 230 has
never been a bar to federal criminal prosecution of intermediaries and current federal law imposes
criminal liability on service providers who have knowledge that they are distributing child sexual abuse
material (CSAM).?> And current law requiring providers to report these images results in millions of
reports to the National Center for Missing and Exploited Children every year.” EARN IT would vastly
expand the liability risk of hosting or facilitating user-generated content by permitting states to impose
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criminal liability when providers are “reckless” or “negligent” in keeping CSAM off their platforms;
EARN IT also exposes them to civil liability under state laws with similar mens rea requirements but
subject to much lower standards of proof. These changes will threaten our ability to speak freely and
securely online, and threaten the very prosecutions the bill seeks to enable.

The EARN IT Act Threatens Free Expression

EARN IT would repeal platforms’ Section 230 liability shield for any state criminal and civil law
prohibiting the “distribution” or “presentation” of CSAM.* EARN IT places no mens rea limitation on
these laws, which means states will be free to impose any liability standard they please on platforms,
including holding platforms liable for CSAM they did not actually know was present on their services.’
Nothing in the bill would prevent a state from passing a law in the future holding a provider criminally
responsible under a “reckless” or “negligence” standard. At least one state, Florida, already imposes a
lower standard for liability on CSAM distribution than the federal standard, allowing liability for
distributors that did not have actual knowledge.® By opening providers up to significantly expanded
liability, the bill would make it far riskier for platforms to host user-generated content. Facing potential
liability under dozens of laws regulating conduct at different standards, providers may simply choose to
forgo hosting user content. For those who forge on, in order to mitigate the legal risks inherent in the
massive expansion of liability under state law enabled by EARN IT, providers will engage in overbroad
censorship of online speech, especially content created by diverse communities, including LGBTQ
individuals, whose posts are disproportionately labeled erroneously as sexually explicit,” and content
carried on platforms ranging from social media apps to video game websites designed for minors and
young adults.®

Looking to the past as prelude to the future, the only time that Congress has limited Section 230
protections was in the Allow States and Victims to Fight Online Sex Trafficking Act of 2017
(SESTA/FOSTA). That law purported to protect victims of sex trafficking by eliminating providers’
Section 230 liability shield for “facilitating” sex trafficking by users. According to a 2021 study by the
US Government Accountability Office, however, the law has been rarely used to combat sex trafficking.’

* Indeed, EARN IT opens providers up to lawsuits and criminal charges beyond distribution of CSAM. The bill would permit
liability for state criminal and civil law “regarding the advertisement, promotion, presentation, distribution, or solicitation of child
sexual abuse material” as defined in federal law, with disastrous consequences. See Ben Horton, EARN It’s State-law Exemption
Would Create Bewildering Set of Conflicting Standards for Online Speech, Center for Democracy & Technology (Aug. 11,
2020), https://cdt.org/insights/earn-its-state-law-exemption-would-create-bewildering-set-of-conflicting-standards-for-online-
speech.
> EARN IT would allow state laws to hold services liable for user content even when it cannot be shown that they should have
known of specific content (constructive knowledge). Recklessness is an even lower standard, requiring only that a defendant
consciously disregarded a substantial and unjustified risk.
€ Florida law broadly criminalizes the transmission of CSAM. Fla. Stat. § 847.0137(2) (stating that “any person in this state who
knew or reasonably should have known that he or she was transmitting child pornography...commits a felony of the third
degree”).
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? Government Accountability Office. (2021). Sex Trafficking: Online Platforms and Federal Prosecutions. (GAO Publication No.
21-385), https://www.gao.gov/assets/gao-21-385.pdf (reporting that the Department of Justice had brought just one case under
FOSTA, which at the time of the report remained in court with no restitution sought, and that only one individual had pursued
civil damages, in a case that was dismissed).
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Instead, it has forced sex workers, whether voluntarily engaging in sex work or forced into sex trafficking
against their will, offline and into harm’s way.'® It has also chilled their online expression generally,
including the sharing of health and safety information, and speech wholly unrelated to sex work."
Moreover, these burdens fell most heavily on smaller platforms that either served as allies and created
spaces for the LGBTQ and sex worker communities or simply could not withstand the legal risks and
compliance costs of SESTA/FOSTA."? Congress risks repeating this mistake by rushing to pass this
misguided legislation, which also limits Section 230 protections.

The EARN IT Act Jeopardizes the Security of Our Communications

End-to-end encryption ensures the privacy and security of sensitive communications such that

only the sender and receiver can view them. This security is relied upon by journalists, "

Congress,'* the military,'* domestic violence survivors,'® union organizers,'” and anyone who seeks to
keep their communications secure from malicious hackers. Everyone who communicates with others on
the internet should be able to do so privately. But by opening the door to sweeping liability under state
laws, the EARN IT Act would strongly disincentivize providers from providing strong encryption.
Section 5(7)(A) of EARN IT states that provision of encrypted services shall not “serve as an independent
basis for liability of a provider” under the expanded set of state criminal and civil laws for which
providers would face liability under EARN IT. Further, Section 5(7)(B) specifies that courts will remain
able to consider information about whether and how a provider employs end-to-end encryption as
evidence in cases brought under EARN IT. This language, originally proposed in last session’s House
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of-damaging-anti-trafficking-law-fosta-sesta/Content?0id=19226930 (quoting a researcher at the University of Pittsburgh
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companion bill," takes the form of a protection for encryption, but in practice it will do the opposite:
courts could consider the offering of end-to-end encrypted services as evidence to prove that a provider is
complicit in child exploitation crimes. While prosecutors and plaintiffs could not claim that providing
encryption, alone, was enough to constitute a violation of state CSAM laws, they would be able to point
to the use of encryption as evidence in support of claims that providers were acting recklessly or
negligently. Even the mere threat that use of encryption could be used as evidence against a provider in a
criminal prosecution will serve as a strong disincentive to deploying encrypted services in the first place.

Additionally, EARN IT sets up a law enforcement-heavy and Attorney General-led Commission charged
with producing a list of voluntary “best practices” that providers should adopt to address CSAM on their
services. The Commission is free to, and likely will, recommend against the offering of end-to-end
encryption, and recommend providers adopt techniques that ultimately weaken the cybersecurity of their
products. While these “best practices” would be voluntary, they could result in reputational harm to
providers if they choose not to comply. There is also a risk that refusal to comply could be considered as
evidence in support of a provider’s liability, and inform how judges evaluate these cases. States may even
amend their laws to mandate the adoption of these supposed best practices. For many companies, the lack
of clarity and fear of liability, in addition to potential public shaming, will likely disincentivize them from
offering strong encryption, at a time when we should be encouraging the opposite.

The EARN IT Act Risks Undermining Child Abuse Prosecutions

The EARN IT Act risks transforming providers into agents of the government for purposes of the
Fourth Amendment." If a state law has the effect of compelling providers to monitor or filter
their users’ content so it can be turned over to the government for criminal prosecution, the
provider becomes an agent of the government and any CSAM it finds could become the fruit of
an unconstitutional warrantless search.” In that case, the CSAM would properly be suppressed
as evidence in a prosecution and the purveyor of it could go free. At least two state laws—those
of Illinois and South Carolina—would have that effect.”’
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The EARN IT Act would have devastating consequences for everyone’s ability to share and access
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inspection).
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information online, and to do so in a secure manner. We urge you to oppose this bill. Congress
should instead consider more tailored approaches to deal with the real harms of CSAM online.

Please direct any questions about this letter to the Center for Democracy & Technology’s Emma
Llansé, Director of the Free Expression Project at ellanso@cdt.org or Greg Nojeim, Director of
the Freedom, Security & Technology Project at gnojeim(@cdt.org.

Sincerely,
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