KASPER§KY#$

=k

Kaspersky Security Bulletin 2017
2018 YA /N—BEH DT A

Part 1 APT I(E0DOF I




Kaspersky Security Bulletin 2017
2018 EH A N\—EZH DO F A

BRX

= > ST 2
PART 1 2018 8 APT HEEM T ..ottt e ste et steaeeeneans 3
Y e R - SRR 4
2017 FEDFTRNZEIRYIRD ..ottt ettt 4
2018 ZEM T ..ottt ettt ettt ettt ettt ettt n et en et es 5
L BT SAF I TN ..ottt 5

PR VA 014 [ Vi b iy () Y AN s s O R RURRRTRT 6

3. Web TAT7A4) T (2&%D . BeEF ERUZRBE DM ..o 6

4. BT UEFI T E BIOSTRZE ..ottt 8

IR g iU g dapF T 8

(=R [ e Ay < T 9

VA= o RO N D NS e 1L 7. ] (OSSR PR PSRRPR 9

8. IL—B—EETLDINYT T DEEN .o et 10

I = O RO L 51 o SRR 10

F e DT I =t USRS 10

[FLHIC

2017 FEIFIRTEICEIEHRN T, BELRYAN—ILET IIL—TICKIBCANEHEICE DU - KBTI E L
KIFEBLBENBESNELZD., FADEATDEBEATATDEBEBUVELz, HoWDRED
TEEENICLT. EEMNLGRETHIT S50 LAV T7 T .5 AL 6 AO—EDHIER TV Y L
DITFHEIZE ST, XYM I—0vFX T4, VIR IIT7I\VF HAWIREED X)) TEHE
W= HICEIT5 X vy T HARDTEELELS:,

TRTHFBIF. Kaspersky Lab DEFARM 2017 EL&BEL TERLIZARE, TIHhLBLN-BER

BFIPRRICAEDINTVET . BERBELTVSEREA—RICSROREEZTRELGRYERICFRIL
ELDOTHY. REDADIREGEL. BHESO. (THERET I —MELDIILEBO>TVET,

* YL R— &, Kaspersky Security Bulletin: Threat Predictions for 2018 (F:E) ICEDEERLE=ED T,



https://securelist.com/ksb-threat-predictions-for-2018/83169/

PART 1

Part 1
2018 &£ APT D%l

CREAT




2018 FEH A /N—EH O F B

Kaspersky Security Bulletin 2017 ]'T

APT WE D T A=

BEENS, SELEL APT O FRETITEITHYELZ, 2017 E—EREFRYIRS L. BRO LK
BEIEEBELETNIERSBENEF )T —Fr—THAHEITODVWTHEDIEENELDZ DD T,
LALEAIT2ERIIRBN T, BHEISHEDIVY—FABNTVET, DFVER LD FRMAEREIC
WMEHESTHRELTLSDTT , 0. EEOKRBRAU M EZTNITH T IHBE DEHiEERET S
CET.BBNYTAVT ERHMDEENESSIZES . HILLWKBITH DT 5 EMNTREEL>TVET,
ZD—AT., BLDA—HF—DEF 1) TARRIZBSEBANLNEZ TOSIZEh b T FEL
EENENDEX L TAARURDEEIESHITEBIIZHE>TOET , B TE. BEDREHDOEH
D—DEFEEZALNLEVFHLWLWAARUIAREELTEY ., — iR —H—, EFEEE|. SRR, BATH
BLREN—HRIC. EHRLERIEENITHEVE T RBRAREICERLTOSEEZTLET,

L DOFAEIL. 2017 FEBL-RAEDHERE. 2018 FITE—VZ WA AHN UREVWSIB A TEET S,
ELSHEITEINTLET,

2017 EDFAZFIRYIRS

FHlIE S =207
Kaspersky Lab [2&5 2017 EDFRIORNEE . TNLICEET HEFEFIELET,

RINAiEEIE APT
o BEDORKEMNFEAERONTG SBIHGIEORAABTILIITNRITTS
I https://securelist.com/unraveling-the-lamberts-toolkit/77990/
o T7AILR/FTUARYBTILIITICED— @D REE
B https://securelist.com/fileless-attacks-against-enterprise-networks/77403/
o RNAFEMNENAILEZHNIC
B https://android-developers.googleblog.com/2017/04/an-investigation-of-chrysaor-
malware-on.html

SRR T LADBE
o HAN—IRITIHRZDEM
B — https://securelist.com/lazarus-under-the-hood/77908/

oY LoxT7
o BETIEOELIUH LT
B — https://securelist.com/schroedingers-petya/78870/

EEXE~NDBR

o ML M o1z (LEGSTEM oF2) - EEFIES X T LIRS KIRE
M. Industroyer YL 7 [C&DMEFE -
https://www.welivesecurity.com/2017/06/12/industroyer-biggest-threat-industrial-control-
systems-since-stuxnet/



https://securelist.com/unraveling-the-lamberts-toolkit/77990/
https://securelist.com/fileless-attacks-against-enterprise-networks/77403/
https://android-developers.googleblog.com/2017/04/an-investigation-of-chrysaor-malware-on.html
https://android-developers.googleblog.com/2017/04/an-investigation-of-chrysaor-malware-on.html
https://securelist.com/lazarus-under-the-hood/77908/
https://securelist.com/schroedingers-petya/78870/
https://www.welivesecurity.com/2017/06/12/industroyer-biggest-threat-industrial-control-systems-since-stuxnet/
https://www.welivesecurity.com/2017/06/12/industroyer-biggest-threat-industrial-control-systems-since-stuxnet/

Kaspersky Security Bulletin 2017
2018 EH A N\—EZH DO F A

loT

o RlOEBDOLUA
#9e - BrickerBot — https://arstechnica.com/information-technoloqy/2017/04/brickerbot-the-
permanent-denial-of-service-botnet-is-back-with-a-vengeance/

1R E S DN
o MM - FEEDHI — https://citizenlab.ca/2017/05/tainted-leaks-disinformation-phish/

2018 DT Al

1. 4 TS5A4F— BN IEM

Kaspersky Lab @4 O0— /N LEABE ST F—L (GReAT) &, 100 2# % % APT (Advanced Persistent
Threat) S IL—TEZFDFEBFEBIHLTOET . ChoDUOMN I EGEZBZZIFESETHY. EAT
ATHYRTAMCROTFAIL AREY— LG EDIRBIELNIL YAV EFE>TREE O /N F U TR ES
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Unified Extensible Firmware Interface (UEFI) [&, R#TD PC L TIO7— L™ 7& OS O &L THE
BET BV IR IITFTAUA—TIARTY, 2005 FICAUTIERKRETDEERYINIITA—H—&
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WEFTH ZEMEICRITS BIOS DERICITFELEN I FH- LB EADELHAINTVET, 1=
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2016 4 11 A#14). Kaspersky Lab [T RDEHRDFHIHTEHLN—ED T/ /N\—HEZERIL
FLfzo CORBIZFERASINT=TILITTIE. 2012 &2 Saudi Aramco & Rasgas Z1Z2MICLI-B4 5
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DAREWIEEFBMICLTOEL ., HHITLERBORAERIC. YOO TIETHNOMABEZMIZLIZE
HoNDRHMDITAIR—BIZ)L Iz 7EHBRELEL=, BHIFZDHLNTA/8—% StoneDrill &L T,
EUWVEELE>T Newsbeef APT 4 )L—FIZB8E T TLET,
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BRTESIRIAHRIZFEAEGL TRTHNIFWIZBESNII SO Y LD 7R IA/N— | TLz. HF
YEISN TULVELEZED 1 DI, 2016 £EIZ CloudAtlas APT [Z&K 2RO —EDKENEAEINTH
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2017 £ 9 AIZ. BEELDEMRICEIERES IL—TIZE-T. NSA [FEBEZELERIFFLTLV=CD 2D
DHFLVWESIE7ILT) X LERE RS 5585 GYELT,
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T2V DFREENHREGNFELz, COFESFERMTIIEGN o2& TIT N, AX—FH—F, £
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[ERELOMNEVITEBMNELELT-, 2018 FIZIE, KYRZLZES L DMEHEMEIARE S (FEH )
INYFHERAIN, TNLITIEELLTEENSIMNMERIZERESINSEFAILTLET,

7. EFAEWEI0 ID AAEHRRIC

CIHE. FTTFETERMICHSEAEEER (PI; Personally Identifiable Information) M KiRiE# 2
ENBI-TVET . B TIE, KE 118 4,550 FAICEEFRIFLI-EBLONIHEEERERS
#t Equifax ~\OBRENHYFET ChoBREDEEHITHL TELD AR [EREITHRECHE>TVET
AP OXRMRELGARIZEY . EFEIMSIOEB O, EEEHONE(ICAU2—RybEERTHELS
EBEELORNEENENINDZLITODVWTEETIIENEETY . bLAA. FFR© ID DERAIE
RAITOH->THBLEGS>TOETHA EXRML ID FHROZAN QBT HLESLEHTLLIMN, EEEI
EBUAFHERE (BFITKED £, EFICTA U 2—2vbERRATHEVSEARRORBSDEHEEHDHDIDH,
HEIWKENIDEZERYV) 21— 3> DIRAICETLIONDEREEONDSZEIZEYET, TDHE
5<, ApplePay & DE WL EZEF DR B OFIRERA ID LG RETIEELOFERELLTRE
LTEETH. ZO—A T, ERLBEELEBEDNRIELTCEFIRNEEIR T 210 9—r O EEM
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http://www.reuters.com/article/us-cyber-standards-insight/distrustful-u-s-allies-force-spy-agency-to-back-down-in-encryption-fight-idUSKCN1BW0GV
https://www.wired.com/2016/01/new-discovery-around-juniper-backdoor-raises-more-questions-about-the-company/
https://www.wired.com/2016/01/new-discovery-around-juniper-backdoor-raises-more-questions-about-the-company/
https://www.theverge.com/2013/12/20/5231006/nsa-paid-10-million-for-a-back-door-into-rsa-encryption-according-to
https://www.reuters.com/article/us-cyber-standards-insight/distrustful-u-s-allies-force-spy-agency-to-back-down-in-encryption-fight-idUSKCN1BW0GV
https://arstechnica.com/information-technology/2017/10/crypto-failure-cripples-millions-of-high-security-keys-750k-estonian-ids/
https://arstechnica.com/information-technology/2017/10/crypto-failure-cripples-millions-of-high-security-keys-750k-estonian-ids/
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