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State of 911 Webinar Series

 Designed to provide useful information about Federal and State participation
in the planning, design, and implementation of Next Generation 911 (NG911)
coupled with real experiences from leaders overseeing these transitions
throughout the country

e Webinars are typically held every other month and include presentations from
a Federal-level 911 stakeholder and State-level 911 stakeholder, each followed
by a 10-minute Q&A period

* For closed captioning, please copy and paste the URL link in the chat window
to an additional web browser

 For more information on future webinars, to access archived recordings and to
learn more about the National 911 Program, please visit 911.gov

 Feedback or questions can be sent to: National911Team@mcp91l.com
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http://www.911.gov/
mailto:National911Team@mcp911.com

Questions?

To ask a question, please use During the Q&A portion of the
GoToWebinar’s “Chat” feature webinar, please click on “Raise
located on the right-hand side of Hand" and your phone line will be
your screen. unmuted.

» Chat X * Attendees: 1 of 1001 (max)

Staff (1)
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Joint SAFECOM-NCSWIC

Next Generation 9-1-1 (NG911) Working Group
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Introductions

Tyrell Morris

Executive Director, Orleans Parish Communication District
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SAFECOM

More than 15 years of success leading operations within high profile
diverse public, private and non-profit organizations

Experienced repeated success driving and leading large-scale operations
to ensure standards of excellence and business prosperity

Highly accomplished in emergency and crisis management
Driver of regional and national NG911 and cybersecurity initiatives

Recently lead successful campaign to protect OPCD from cyber-attack in
New Orleans with no impact to the agency

NCSWIC



SAFECOM-NCSWIC NG911 Working

» The SAFECOM-National Council of Statewide Interoperability

Coordinators (NCSWIC) NG911 Working Group was established ,
September 2017 Xy v SAFECOM NCSWIC

e The Cybersecurity Security and Infrastructure Security Agency (CISA)
provides support for SAFECOM and NCSWIC

» Goal: Utilize stakeholder feedback from multiple levels of government
and associations to identify, document, and develop work products that
will facilitate the transition to NG911

> Diverse membership from:
¢ Government CYBER RISKS

e Academia ;?1l_“1EXT GENERATION

e Trade Associations

MBER 2019

» Working Group Initiatives
e Published Cyber Risks to Next Generation 911 white paper (Nov 2019)
e Published the N911 Maturity State Self-Assessment Tool (Dec 2019)
* Developing other guidance and resources

SAFECOM 6 NCSWIC


https://www.dhs.gov/safecom/next-generation-911
https://www.911.gov/project_ng911tool.html

NG911 Self-Assessment Tool Background

» Across the nation, the emergency communications community is looking to upgrade 911 systems
to Next Generation 911 (NG911) to capitalize on new capabilities

» As state offices, 911 authorities, emergency

communications centers (ECC), and public NG911 Maturity States NATIONAL
safety answering points (PSAP) work toward o
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» To address this challenge, the SAFECOM-
NCSWIC NG911 Working Group collaborated
with government, industry, trade , _ — _

Source: Task Force on Optimal Public Safety Answering Point Architecture

associations, and academic stakeholders to (TFOPA) Working Group 2 Phase Il Supplemental Report:
NG9-1-1 Readiness Scorecard
develop the NG911 Self-Assessment Tool

SAFECOM NCSWIC


https://transition.fcc.gov/pshs/911/TFOPA/TFOPA_WG2_Supplemental_Report-120216.pdf

NG911 Self-Assessment Tool Background

» Helps ECC/PSAPs evaluate their NG911 maturity
state

» Provides 911 authority stakeholders with a more
granular understanding of essential NG911 system
elements

e Assists ECC/PSAPs to plan for the multi-year
NG911 implementation process and identify
next steps for deployment

» Provides the 911 community with consistent
terminology regarding NG911 maturity

SAFECOM

“This tool is
critical for the
community”

“Easy to use”

911

Community
Feedback

"We are going
“Overall, the to continue to
questions were use the
good” assessment
tool.”

NCSWIC



Accessing the Tool

Need to call or text 911
1=

911 System Resources
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About the Program

» The Tool is available at 911.gov
https://www.911.gov/project ng911tool.html

Current Projects National 911 Coordination

» The website includes:

NG911 Self-Assessment Tool
e Fact Sheet

e |nstructional Video

SAFECOM

Next Generation 911 Self-Assessment Tool

f-Assexsment Tool

Assessing progress ovard full Next Generation 911 (NG311) implementation can be = challenge as state officss, 511
authorities, emerzency communications centers (BCC), and public ssfty answerins points (PEAPs) strive to identify and
commmumicats key milestomes in the multi-year transition process.

ity CSWIC) NEa11
sessment Tocl for use by state, regional and

local PSAP and emergency communication center leadership.

Download the NG211 Self-Assessment

What iz the Self-Aasessment Tool?

The Tool is 2 dtailed. sasy-to-uss NGI11 readiness chacklist fhat is intendsd to help ECC/PSAP administrators and cversisht
perscrme] evaluate a syster’s NG91 | maturity state and understand the nexc staps necessary to continne NG311 deploymant
progress.

Wiy should 911 system leaders ue the Taol to assess NG911 progress?

ECC/PSAP leadarship can use the Toal to sirengihen their mdarstanding of G311 slements, increase awaraness of the NG11
maturify confimnm — a mods] utilized as part of the national dy — to assist in plarming NGS11 transition steps
and enable a consistent terminology for NGS11 maturity.

How does it worl? What information does it require?

After identifying whether the $11 agency using fhe Tool s an ECCPSAR, 2 state, regional, or local antity, the user answers
sti ing the functions md ies of their 911 system. The Tool translates the amswers to thess qusstions info

ome of six maturity states: Lagacy Tori Exd State or National End State

Hor is the information gathered in the Taol shared or used?

Because the Tool is dovmloadsd and results ave niot collectsd onlins or in a sharad databass, it is solely for 811 ageney
Ieadership to use for their own interal purposes. Adepting and sharing the Tool's terminslogy will allow for improved
cormumamication — with vendars, industry colleaguss, elected officials and ofhers — 3t the user's discretion.

Current Projects
Next Generation 911 Self Assessment
Tool

Next Generation 211 for Public Safety
Leaders

Next Generation 911 Cost Study
911 Grant Program

NGO11 Roadmap: Comnecting Systems
Nationwide

Strategic Planning for Collecting and
Use of Nationwide 911 Data

CPR Lifel inks

Get 911 Program News and
Updates

State of 911 Webinar Series
911.gov Connects Newsletter

Documents & Tools

NCSWIC


https://www.911.gov/project_ng911tool.html

Using the Tool

> Download the Microsoft Excel-based Tool

e Select “Enable Content” to use all of
the features of the Tool

» Select the option that best characterizes
your ECC/PSAP system

* Local, State, or Regional

» Answer a series of questions about the

governance, architecture, and security of
your ECC/PSAP

» Collaborate with leadership, technical,

staff and/or vendors to answer technical
guestions

» Takes approximately 60-90 minutes to
complete

SAFECOM

B
Next Generation 911 Maturity State Self-Assessment Tool

= ——
1 Plense choose the description that best characterizes your ECC/PSAKOther (e g.. Federal)

Overall Maturity State
Foundational

Dropdown Options

Governance

CHARACTERIZE IF YOUR ORGANLIATION HAS

Click To Clear
Dropdown Options

ed n

Maturity State |

Foundational

Transitional

Intermediate

Intermediate

Transitional
Transitional

10
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Resources Available:

The Self-Assessment Includes:

SAFECOM

> Instructions

Demo Video

» Element Descriptions
» Acronyms List

» Pop-up definitions
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Additional Resources:

Salf-Assessment Tab Instructions
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> Self-Assessment Fact Sheet

= State: Al state, ¢ arwealth, and teil

> Self-Assessment Tool Video Demo kA

1, For each section (Gevernance, Architecture, Securify):
= Click oa subsection headings for hyperlinked d

* vermance subsections:

's implementation
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arishy. tribal. and wmicipal orpanizations

edback from multiple levels of government to identify, do
b NGO11. For additional information on the group and its NG!
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operability Coordinators (NCSWIC)
pif-Assessment Tool Fact Sheet

NG911 TOPICS COVERED

Governance
Structure Design &
Framework
Strategic Planning
Coordination
Funding & Resources

Architecture
Routing & Location
Geographic Information
Systems Data
Next Generation Core
Service Elements
Network
PSAP Call Handling System
and Applications
Operational Planning
Optional Interfaces

Security
Identification & Discovery
Assessment &
Prioritization
Implementation &
Operation
Monitoring & Evaluation
Testing & Analysis
Improvement & Evalution

Industry, and academiz, the tool embodies the
Federal Communications Commission (FCC)
911 Program

.dhs.gov

State Self-Assessment Tool
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Benefits for the 911 Community

» Help states and ECCs/PSAPs assess progress of NG911
» Establish common terminology

» ldentify key milestones to help ECC/PSAPs understand
the multi-year NG911 implementation process

» Improve awareness of where others are in the process
» Improve collaboration and coordination across agencies

» Inform leadership on status (and importance) of NG911
planning

» Inform long-term planning to transition systems into a
fully integrated NG911 network

» Improve cybersecurity posture of ECC/PSAPs

SAFECOM : NCSWIC



Questions?

SAFECOM NCSWIC



Contact Information

Next Generation 911 Working
Group Inbox
ng911lwg@hg.dhs.gov

SAFECOM NCSWIC


mailto:Gerald.Jaskulski@hq.dhs.gov

Q& A Period

GoToWebinar’s “Chat” Click on “Raise Hand” and
feature located on the right- ~ Your phone line will be
hand side of your screen. unmuted.

¥ Chat ] X

v Attendees: 1 of 1007 (max)

Atten (0 Staff (1)
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North Carolina
NMAC for NG911

Concept to Reality Overview

Pokey Harris

Executive Director
911 Board

Gerry Means

Network Engineer
911 Board Staff

2020




NC NG911: Project Progress

Highlights

e Goal to achieve migration goal of 92 PSAPS in production on the NG911
network by EoY 2020

e 100% Project participation rate among approved PSAPs
e Project goal is 100% migration to ESINet by EoY 2021

NC NG911 Deployment Map
https://it.nc.gov/next-generation-911-gis-services

Live status of project updated frequently on website that will include GIS i3
migration as the project matures

NC


https://nconemap.maps.arcgis.com/apps/opsdashboard/index.html#/ca70ca087c084a35ab644ea0b693ffcb
https://it.nc.gov/next-generation-911-gis-services

State of NC-NG911 Network Monitoring &
Assistance Center (NMAC)

* NMAC is a State run and managed Network Operations center for all NG911 PSAP
support. The center is housed in State Owned Class 3 data center facilities and
enables all IT management procedures and processes to be leveraged across the
statewide 911 environment

* Key benefits:

» 24/7 facility staffed by certified network specialist who also have significant PSAP operational
experience

* Site acts a data repository for the IP configuration database for the ESInet and all the PSAPs in
the State.

* Provides a centralized monitoring and data analysis site to provided extensive network
performance analytics to drive enhanced NG oriented operations and policy management.

* Provides an aggregation for all service monitoring of vendors to ensure SLA compliance.

* Provides another key element in enhancing the State’s emergency response capabilities by
integrating with the State’s extensive emergency management assets

DIT



Next Generation 911
Network Management Assistance Center (NMAC)

NMAC Overview: The NMAC serves as a customer (PSAP) focused support and service center.
The NMAC provides many essential services including:
* Overseeing the network and service performance of the ESInetand Hosted CPE
* Providing a Help Desk function to support PSAPs experiencing technical issues (NG and Legacy)
* Serving as a single point of contact for all vendor provided services and systems
* Monitoring (in Real Time) vendor provided core services
* Providing a Security Operations Center (SOC) Function
* Analytics development and data repository

NMAC Project Planning: The planning, design and activation of the NMAC involved multiple project tracts including:
* Development of strategicservice support plan to mesh with the State’s NG911 goals
* Technical Committee reviews and subsequent Board tactical plan approvals to bring the NMAC to fruition
* Execution of the tactical plan to include:
* Physical construction and upfit of a new NOC facility
* Planning and provisioning of network connectivity
* Planning and provisioning of network monitoring tools and ticketing system
* Development of NMAC Policies and Procedures
* Recruitmentand Hiring of NMAC technical personnel

NC



NMAC Touch Points

=)

~
- : ‘
| ~
. ~

i S o g e
et

e




Managing the NMAC Development Process

July Aug Sept Oct Noy Dec
ESI/Hosted CPE PSAPS

V

Lumberton () 2? Lumberton (8) 2? Durham9/13  Gaston 10/1
Cumberland 10/23

NMAC Physical Space

Order Equipment 7/1 §
Space Buildout 7/1 1o 8/3] m——
Space Complete 8/31 +

NMAC g""lfr. ng

Supervisor Hired 8/15 Il

T1/T2 Head Count Approval 9/1 ¢
Tech Solutions Resourcing 9/15t0 11/30

NMAC Process Development and Documentation
_————————

Process Development 10/1to 11/1 e

Documentation Development 11/1t0 12/1 [==

NMAC Tools

_
ATAT Setup for Reporting: AVPN/MRS Complete &

ATAY Setup for Customized Reporting: HCH 9/1 I

ECATS Deployment 8/15t09/15 =

CRM Deployment
—_—



Process and N~ NMAC HELPDESK OPERATION

Documentation v

Complete
PSAP call to NMAC Review with PSAP _,[ T Ak

* NMAC Operations Policy and Procedures 4

Framework
* NMAC Operations Support Plan (Joint — gaton” —PE:&"““'
with AT&T) Y |

* NMAC service relationships diagrams | A ouon

* PASP Handbook for NMAC Services

E e

y 3

* Root Cause Analysis guide and forms lr >
| . crste M |
* NMAC Helpdesk Operations Overview Hrouble ekt mitigation

* Tier 1/Tier 2 Checklists
* |ITIL Mapped to NG911 support

Request referral
to AT&T

* Service Management Operations
Processes

\
ATAT trouble NMAC trouble ATAT corrective
Y
ATAT analysis and
troubleshooting Close ticket




NMAC Summary

* Concept is new to the 911 universe but gaining traction

* NMAC is ideal for a managed service arrangement where a singular
touchpoint facilitates the ability to monitor and manage to SLA
service objectives

* Creation of CRM ticketing will provide one source for CMDB and
trouble ticket data analytics over time

* Creates simpler comms interface for vendors by dealing with
PSAP/Tech savvy personnel

* Can serve to identify user base demographics and therefore enable
the delivery of more sharply focused training and service planning

NC
DIT



Q& A Period

GoToWebinar’s “Chat” Click on “Raise Hand” and
feature located on the right- ~ Your phone line will be
hand side of your screen. unmuted.

¥ Chat ] X

v Attendees: 1 of 1007 (max)

Atten (0 Staff (1)
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Future Webinars

e Tuesday, March 10, 2020

e Tuesday, May 12, 2020

e Tuesday, July 14, 2020

e Tuesday, September 8, 2020
e Tuesday, November 10, 2020

e To register, visit: coming soon

 Previous State of 911 webinars are available at:
www.911.gov/webinars.html
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http://www.911.gov/webinars.html

National 911 Program

e Laurie Flaherty
Program Coordinator

202-366-2705
laurie.flaherty@dot.gov

 Feedback or questions can be sent to:
National911Team@mcp91l.com
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