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ʋʚʘʞʘʝʤʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ!  

ʉʧʘʩʠʙʦ, ʯʪʦ ʜʦʚʝʨʷʝʪʝ ʥʘʤ. ʄʳ ʥʘʜʝʝʤʩʷ, ʯʪʦ ʵʪʦʪ ʜʦʢʫʤʝʥʪ ʧʦʤʦʞʝʪ ʚʘʤ ʚ ʨʘʙʦʪʝ ʠ ʦʪʚʝʪʠʪ 

ʥʘ ʙʦʣʴʰʠʥʩʪʚʦ ʚʦʟʥʠʢʘʶʱʠʭ ʚʦʧʨʦʩʦʚ. 

ɺʥʠʤʘʥʠʝ! ʇʨʘʚʘ ʥʘ ʵʪʦʪ ʜʦʢʫʤʝʥʪ ʷʚʣʷʶʪʩʷ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ɸʆ "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" (ʜʘʣʝʝ ʪʘʢʞʝ 

"ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ") ʠ ʟʘʱʠʱʝʥʳ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʦʙ ʘʚʪʦʨʩʢʦʤ ʧʨʘʚʝ ʠ 

ʤʝʞʜʫʥʘʨʦʜʥʳʤʠ ʜʦʛʦʚʦʨʘʤʠ. ɿʘ ʥʝʟʘʢʦʥʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʜʦʢʫʤʝʥʪʘ ʠ ʝʛʦ ʦʪʜʝʣʴʥʳʭ 

ʯʘʩʪʝʡ ʥʘʨʫʰʠʪʝʣʴ ʥʝʩʝʪ ʛʨʘʞʜʘʥʩʢʫʶ, ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʫʶ ʠʣʠ ʫʛʦʣʦʚʥʫʶ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ 

ʩ ʧʨʠʤʝʥʠʤʳʤ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ.  

ʂʦʧʠʨʦʚʘʥʠʝ ʚ ʣʶʙʦʡ ʬʦʨʤʝ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ, ʚ ʪʦʤ ʯʠʩʣʝ ʚ ʧʝʨʝʚʦʜʝ, ʣʶʙʳʭ ʤʘʪʝʨʠʘʣʦʚ ʚʦʟʤʦʞʥʳ 

ʪʦʣʴʢʦ ʩ ʧʠʩʴʤʝʥʥʦʛʦ ʨʘʟʨʝʰʝʥʠʷ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ɼʦʢʫʤʝʥʪ ʠ ʩʚʷʟʘʥʥʳʝ ʩ ʥʠʤ ʛʨʘʬʠʯʝʩʢʠʝ ʠʟʦʙʨʘʞʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʪʦʣʴʢʦ 

ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ, ʥʝʢʦʤʤʝʨʯʝʩʢʠʭ ʠʣʠ ʣʠʯʥʳʭ ʮʝʣʷʭ. 

ɼʦʢʫʤʝʥʪ ʤʦʞʝʪ ʙʳʪʴ ʠʟʤʝʥʝʥ ʙʝʟ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʫʚʝʜʦʤʣʝʥʠʷ. 

ɿʘ ʩʦʜʝʨʞʘʥʠʝ, ʢʘʯʝʩʪʚʦ, ʘʢʪʫʘʣʴʥʦʩʪʴ ʠ ʜʦʩʪʦʚʝʨʥʦʩʪʴ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʜʦʢʫʤʝʥʪʝ ʤʘʪʝʨʠʘʣʦʚ, ʧʨʘʚʘ 

ʥʘ ʢʦʪʦʨʳʝ ʧʨʠʥʘʜʣʝʞʘʪ ʜʨʫʛʠʤ ʧʨʘʚʦʦʙʣʘʜʘʪʝʣʷʤ, ʘ ʪʘʢʞʝ ʟʘ ʚʦʟʤʦʞʥʳʡ ʫʱʝʨʙ, ʩʚʷʟʘʥʥʳʡ 

ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʵʪʠʭ ʤʘʪʝʨʠʘʣʦʚ, "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʥʝ ʥʝʩʝʪ. 

ɺ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʝ ʪʦʚʘʨʥʳʝ ʟʥʘʢʠ ʠ ʟʥʘʢʠ ʦʙʩʣʫʞʠʚʘʥʠʷ, ʢʦʪʦʨʳʝ 

ʷʚʣʷʶʪʩʷ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʨʘʚʦʦʙʣʘʜʘʪʝʣʝʡ. 

ɼʘʪʘ ʨʝʜʘʢʮʠʠ ʜʦʢʫʤʝʥʪʘ: 29.10.2018 

É ɸʆ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè, 2018.  
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ʆʙ ʵʪʦʤ ʨʫʢʦʚʦʜʩʪʚʝ  
Kaspersky Embedded Systems Security 2.2.*** (ʜʘʣʝʝ ʪʘʢʞʝ "Kaspersky Embedded Systems Security 2.2", 

"ʧʨʦʛʨʘʤʤʘ") ʘʜʨʝʩʦʚʘʥʦ ʩʧʝʮʠʘʣʠʩʪʘʤ, ʢʦʪʦʨʳʝ ʦʩʫʱʝʩʪʚʣʷʶʪ ʫʩʪʘʥʦʚʢʫ ʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ Kaspersky 

Embedded Systems Security 2.2 ʥʘ ʚʩʝʭ ʟʘʱʠʱʘʝʤʳʭ ʫʩʪʨʦʡʩʪʚʘʭ, ʠ ʩʧʝʮʠʘʣʠʩʪʘʤ, ʢʦʪʦʨʳʝ ʦʩʫʱʝʩʪʚʣʷʶʪ 

ʪʝʭʥʠʯʝʩʢʫʶ ʧʦʜʜʝʨʞʢʫ ʦʨʛʘʥʠʟʘʮʠʡ, ʠʩʧʦʣʴʟʫʶʱʠʭ Kaspersky Embedded Systems Security 2.2. 

ɺ ʵʪʦʤ ʨʫʢʦʚʦʜʩʪʚʝ ʚʳ ʤʦʞʝʪʝ ʥʘʡʪʠ ʠʥʬʦʨʤʘʮʠʶ ʦ ʥʘʩʪʨʦʡʢʝ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ Kaspersky Embedded 

Systems Security 2.2. 

ʊʘʢʞʝ ʠʟ ʵʪʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ ʚʳ ʤʦʞʝʪʝ ʫʟʥʘʪʴ ʦʙ ʠʩʪʦʯʥʠʢʘʭ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʨʦʛʨʘʤʤʝ ʠ ʩʧʦʩʦʙʘʭ 

ʧʦʣʫʯʝʥʠʷ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. 

 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ɺ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ .................................................................................................................................................. 10 

ʋʩʣʦʚʥʳʝ ʦʙʦʟʥʘʯʝʥʠʷ ......................................................................................................................................... 12 

 

 

ɺ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ  

ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ Kaspersky Embedded Systems Security 2.2 ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʨʘʟʜʝʣʳ: 

ʀʩʪʦʯʥʠʢʠ ʠʥʬʦʨʤʘʮʠʠ ʦ Kaspersky Embedded Systems Security 2.2 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʠʩʪʦʯʥʠʢʦʚ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʨʦʛʨʘʤʤʝ. 

Kaspersky Embedded Systems Security 2.2 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʬʫʥʢʮʠʡ, ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ Kaspersky Embedded Systems 

Security 2.2, ʧʝʨʝʯʝʥʴ ʘʧʧʘʨʘʪʥʳʭ ʠ ʧʨʦʛʨʘʤʤʥʳʭ ʪʨʝʙʦʚʘʥʠʡ Kaspersky Embedded Systems Security 2.2. 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʧʦʰʘʛʦʚʳʝ ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʫʩʪʘʥʦʚʢʝ ʠ ʫʜʘʣʝʥʠʶ Kaspersky Embedded Systems 

Security 2.2. 

ʀʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʤʳ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʵʣʝʤʝʥʪʘʭ ʠʥʪʝʨʬʝʡʩʘ Kaspersky Embedded Systems Security 2.2. 

ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʩʥʦʚʥʳʭ ʧʦʥʷʪʠʷʭ, ʩʚʷʟʘʥʥʳʭ ʩ ʣʠʮʝʥʟʠʨʦʚʘʥʠʝʤ ʧʨʦʛʨʘʤʤʳ. 

ɿʘʧʫʩʢ ʠ ʦʩʪʘʥʦʚʢʘ Kaspersky Embedded Systems Security 2.2 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʧʫʩʢʝ ʠ ʦʩʪʘʥʦʚʢʝ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded 

Systems Security 2.2 (ʜʘʣʝʝ ʪʘʢʞʝ "ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ") ʠ ʩʣʫʞʙʳ Kaspersky Security. 
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ʇʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems Security 2.2 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʘʚʘʭ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Embedded Systems Security 2.2 ʠ 

ʩʣʫʞʙʘʤʠ WindowsÈ, ʢʦʪʦʨʳʝ ʨʝʛʠʩʪʨʠʨʫʝʪ ʧʨʦʛʨʘʤʤʘ, ʘ ʪʘʢʞʝ ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʥʘʩʪʨʦʡʢʝ ʵʪʠʭ ʧʨʘʚ. 

ʉʦʟʜʘʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʧʦʣʠʪʠʢ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʩʦʜʝʨʞʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʨʠʤʝʥʝʥʠʠ ʧʦʣʠʪʠʢ Kaspersky Security Center ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

ʟʘʜʘʯʘʤʠ Kaspersky Embedded Systems Security 2.2 ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ. 

ʉʦʟʜʘʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʟʘʜʘʯ ʚ Kaspersky Security Center 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʜʘʯʘʭ Kaspersky Embedded Systems Security 2.2, ʠʭ ʩʦʟʜʘʥʠʠ, 

ʥʘʩʪʨʦʡʢʝ ʧʘʨʘʤʝʪʨʦʚ ʚʳʧʦʣʥʝʥʠʷ, ʟʘʧʫʩʢʝ ʠ ʦʩʪʘʥʦʚʢʝ. 

ʋʧʨʘʚʣʝʥʠʝ ʧʘʨʘʤʝʪʨʘʤʠ ʧʨʦʛʨʘʤʤʳ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʥʘʩʪʨʦʡʢʝ ʦʙʱʠʭ ʧʘʨʘʤʝʪʨʦʚ ʨʘʙʦʪʳ Kaspersky Embedded Systems 

Security 2.2 ʚ Kaspersky Security Center. 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʢʦʤʧʴʶʪʝʨʘ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠ ʁ ʦ ʟʘʜʘʯʘʭ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ: ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ 

ʬʘʡʣʦʚ, ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN, ɿʘʱʠʪʘ ʦʪ ʰʠʬʨʦʚʘʥʠʷ, ʘ ʪʘʢʞʝ ʦ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ. 

ʊʘʢʞʝ ʵʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʥʘʩʪʨʦʡʢʝ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʠ ʧʘʨʘʤʝʪʨʦʚ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ʂʦʥʪʨʦʣʴ ʘʢʪʠʚʥʦʩʪʠ ʥʘ ʩʝʨʚʝʨʘʭ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ Kaspersky Embedded Systems Security 2.2, ʢʦʪʦʨʘʷ 

ʧʦʟʚʦʣʷʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʟʘʧʫʩʢʠ ʧʨʦʛʨʘʤʤ ʠ ʧʦʜʢʣʶʯʝʥʠʷ ʬʣʝʰ-ʥʘʢʦʧʠʪʝʣʝʡ ʜʨʫʛʠʭ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ 

ʧʦ USB. 

ʂʦʥʪʨʦʣʴ ʘʢʪʠʚʥʦʩʪʠ ʚ ʩʝʪʠ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʜʘʯʝ ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ. 

ɼʠʘʛʥʦʩʪʠʢʘ ʩʠʩʪʝʤʳ  

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʜʘʯʝ ʢʦʥʪʨʦʣʷ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ ʠ ʚʦʟʤʦʞʥʦʩʪʷʭ ʘʥʘʣʠʟʘ 

ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

ʀʥʪʝʛʨʘʮʠʷ ʩʦ ʩʪʦʨʦʥʥʠʤʠ ʩʠʩʪʝʤʘʤʠ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʘʥʘ ʠʥʪʝʛʨʘʮʠʷ Kaspersky Embedded Systems Security 2.2 ʩ ʬʫʥʢʮʠʷʤʠ ʠ ʪʝʭʥʦʣʦʛʠʷʤʠ 

ʩʪʦʨʦʥʥʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ. 

ʈʘʙʦʪʘ ʩ Kaspersky Embedded Systems Security 2.2 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʨʘʙʦʪʳ ʩ Kaspersky Embedded Systems Security 2.2 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

ʆʙʨʘʱʝʥʠʝ ʚ ʉʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʧʦʩʦʙʘʭ ʠ ʫʩʣʦʚʠʷʭ ʧʦʣʫʯʝʥʠʷ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. 

ɻʣʦʩʩʘʨʠʡ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʪʝʨʤʠʥʦʚ, ʢʦʪʦʨʳʝ ʚʩʪʨʝʯʘʶʪʩʷ ʚ ʪʝʢʩʪʝ ʜʦʢʫʤʝʥʪʘ, ʘ ʪʘʢʞʝ ʦʧʨʝʜʝʣʝʥʠʷ 

ʵʪʠʭ ʪʝʨʤʠʥʦʚ. 
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ɸʆ "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ɸʆ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʩʪʦʨʦʥʥʝʤ ʢʦʜʝ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʪʦʨʦʥʥʝʤ ʢʦʜʝ, ʠʩʧʦʣʴʟʫʝʤʦʤ ʚ ʧʨʦʛʨʘʤʤʝ. 

ʋʚʝʜʦʤʣʝʥʠʷ ʦ ʪʦʚʘʨʥʳʭ ʟʥʘʢʘʭ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʧʝʨʝʯʠʩʣʝʥʳ ʪʦʚʘʨʥʳʝ ʟʥʘʢʠ ʩʪʦʨʦʥʥʠʭ ʧʨʘʚʦʦʙʣʘʜʘʪʝʣʝʡ, ʠʩʧʦʣʴʟʦʚʘʥʥʳʝ ʚ ʜʦʢʫʤʝʥʪʝ. 

ʇʨʝʜʤʝʪʥʳʡ ʫʢʘʟʘʪʝʣʴ 

ʕʪʦʪ ʨʘʟʜʝʣ ʧʦʟʚʦʣʷʝʪ ʙʳʩʪʨʦ ʥʘʡʪʠ ʥʝʦʙʭʦʜʠʤʳʝ ʩʚʝʜʝʥʠʷ ʚ ʜʦʢʫʤʝʥʪʝ. 

 

ʋʩʣʦʚʥʳʝ ʦʙʦʟʥʘʯʝʥʠʷ 

ɺ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʫʩʣʦʚʥʳʝ ʦʙʦʟʥʘʯʝʥʠʷ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

ʊʘʙʣʠʮʘ 1. ʋʩʣʦʚʥʳʝ ʦʙʦʟʥʘʯʝʥʠʷ 
 

ʇʨʠʤʝʨ ʪʝʢʩʪʘ ʆʧʠʩʘʥʠʝ ʫʩʣʦʚʥʦʛʦ ʦʙʦʟʥʘʯʝʥʠʷ 

ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ ʥʘ ʪʦ, 

ʯʪʦ... 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʷ ʚʳʜʝʣʝʥʳ ʢʨʘʩʥʳʤ ʮʚʝʪʦʤ ʠ ʟʘʢʣʶʯʝʥʳ ʚ ʨʘʤʢʫ. 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʷ ʩʦʜʝʨʞʘʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʝʡʩʪʚʠʷʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʠʤʝʪʴ ʥʝʞʝʣʘʪʝʣʴʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ. 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦ-

ʚʘʪʴ... 

ʇʨʠʤʝʯʘʥʠʷ ʟʘʢʣʶʯʝʥʳ ʚ ʨʘʤʢʫ. ʇʨʠʤʝʯʘʥʠʷ ʩʦʜʝʨʞʘʪ ʜʦʧʦʣʥʠ-

ʪʝʣʴʥʫʶ ʠ ʩʧʨʘʚʦʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

 

 

ʇʨʠʤʝʨ: 

é 
 

ʇʨʠʤʝʨʳ ʧʨʠʚʝʜʝʥʳ ʚ ʙʣʦʢʘʭ ʥʘ ʛʦʣʫʙʦʤ ʬʦʥʝ ʧʦʜ ʟʘʛʦʣʦʚʢʦʤ 

"ʇʨʠʤʝʨ". 

ʆʙʥʦʚʣʝʥʠʝ ï ʵʪʦ... 

ɺʦʟʥʠʢʘʝʪ ʩʦʙʳʪʠʝ ɹʘʟʳ ʫʩʪʘ-

ʨʝʣʠ. 

ʂʫʨʩʠʚʦʤ ʚʳʜʝʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ ʪʝʢʩʪʘ: 

¶ ʥʦʚʳʝ ʪʝʨʤʠʥʳ; 

¶ ʥʘʟʚʘʥʠʷ ʩʪʘʪʫʩʦʚ ʠ ʩʦʙʳʪʠʡ ʧʨʦʛʨʘʤʤʳ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʣʘʚʠʰʫ ENTER. 

ʅʘʞʤʠʪʝ ʢʦʤʙʠʥʘʮʠʶ ʢʣʘʚʠʰ 

ALT+F4. 

ʅʘʟʚʘʥʠʷ ʢʣʘʚʠʰ ʢʣʘʚʠʘʪʫʨʳ ʚʳʜʝʣʝʥʳ ʧʦʣʫʞʠʨʥʳʤ ʰʨʠʬʪʦʤ ʠ 

ʧʨʦʧʠʩʥʳʤʠ ʙʫʢʚʘʤʠ. 

ʅʘʟʚʘʥʠʷ ʢʣʘʚʠʰ, ʩʦʝʜʠʥʝʥʥʳʝ ʟʥʘʢʦʤ + (ʧʣʶʩ), ʦʟʥʘʯʘʶʪ ʢʦʤʙʠʥʘ-

ʮʠʶ ʢʣʘʚʠʰ. ʊʘʢʠʝ ʢʣʘʚʠʰʠ ʪʨʝʙʫʝʪʩʷ ʥʘʞʠʤʘʪʴ ʦʜʥʦʚʨʝʤʝʥʥʦ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɺʢʣʶʯʠʪʴ. ʅʘʟʚʘʥʠʷ ʵʣʝʤʝʥʪʦʚ ʠʥʪʝʨʬʝʡʩʘ ʧʨʦʛʨʘʤʤʳ, ʥʘʧʨʠʤʝʨ, ʧʦʣʝʡ ʚʚʦʜʘ, 

ʧʫʥʢʪʦʚ ʤʝʥʶ, ʢʥʦʧʦʢ, ʚʳʜʝʣʝʥʳ ʧʦʣʫʞʠʨʥʳʤ ʰʨʠʬʪʦʤ. 
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ʇʨʠʤʝʨ ʪʝʢʩʪʘ ʆʧʠʩʘʥʠʝ ʫʩʣʦʚʥʦʛʦ ʦʙʦʟʥʘʯʝʥʠʷ 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʨʘʩʧʠ-

ʩʘʥʠʝ ʟʘʜʘʯʠ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

ɺʚʦʜʥʳʝ ʬʨʘʟʳ ʠʥʩʪʨʫʢʮʠʡ ʚʳʜʝʣʝʥʳ ʢʫʨʩʠʚʦʤ ʠ ʟʥʘʯʢʦʤ "ʩʪʨʝʣʢʘ". 

ɺ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ 

ʪʝʢʩʪ help  

ʇʦʷʚʠʪʩʷ ʩʣʝʜʫʶ-

ʱʝʝ ʩʦʦʙʱʝʥʠʝ: 

ʋʢʘʞʠʪʝ ʜʘʪʫ ʚ ʬʦʨʤʘʪʝ 

ɼɼ:MM:ɻɻ. 

ʉʧʝʮʠʘʣʴʥʳʤ ʩʪʠʣʝʤ ʚʳʜʝʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʪʝʢʩʪʘ: 

¶ ʪʝʢʩʪ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ; 

¶ ʪʝʢʩʪ ʩʦʦʙʱʝʥʠʡ, ʚʳʚʦʜʠʤʳʭ ʧʨʦʛʨʘʤʤʦʡ ʥʘ ʵʢʨʘʥ; 

¶ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʪʨʝʙʫʝʪʩʷ ʚʚʝʩʪʠ ʩ ʢʣʘʚʠʘʪʫʨʳ. 

<ʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ> ʇʝʨʝʤʝʥʥʳʝ ʟʘʢʣʶʯʝʥʳ ʚ ʫʛʣʦʚʳʝ ʩʢʦʙʢʠ. ɺʤʝʩʪʦ ʧʝʨʝʤʝʥʥʦʡ ʪʨʝ-

ʙʫʝʪʩʷ ʧʦʜʩʪʘʚʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʝʡ ʟʥʘʯʝʥʠʝ, ʦʧʫʩʪʠʚ ʫʛʣʦʚʳʝ 

ʩʢʦʙʢʠ. 
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ʀʩʪʦʯʥʠʢʠ ʠʥʬʦʨʤʘʮʠʠ 
ʦ Kaspersky Embedded Systems 
Security 2.2 
ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʠʩʪʦʯʥʠʢʦʚ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʨʦʛʨʘʤʤʝ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʥʘʠʙʦʣʝʝ ʫʜʦʙʥʳʡ ʠʩʪʦʯʥʠʢ ʠʥʬʦʨʤʘʮʠʠ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʘʞʥʦʩʪʠ ʠ ʩʨʦʯʥʦʩʪʠ 

ʚʦʧʨʦʩʘ. 

ɺ ɻʪʦʤ ʨʘʟʜʝʣʝ 

ʀʩʪʦʯʥʠʢʠ ʜʣʷ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʛʦ ʧʦʠʩʢʘ ʠʥʬʦʨʤʘʮʠʠ .................................................................................... 14 
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ʀʩʪʦʯʥʠʢʠ ʜʣ ̫ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʛʦ ʧʦʠʩʢʘ ʠʥʬʦʨʤʘʮʠʠ 

ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʝʜʫʶʱʠʝ ʠʩʪʦʯʥʠʢʠ ʜʣʷ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʛʦ ʧʦʠʩʢʘ ʠʥʬʦʨʤʘʮʠʠ ʦ Kaspersky 

Embedded Systems Security 2.2: 

¶ ʩʪʨʘʥʠʮʘ Kaspersky Embedded Systems Security 2.2 ʥʘ ʚʝʙ-ʩʘʡʪʝ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ"; 

¶ ʩʪʨʘʥʠʮʘ ʧʨʦʛʨʘʤʤʳ ʥʘ ʚʝʙ-ʩʘʡʪʝ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ (ɹʘʟʘ ʟʥʘʥʠʡ); 

¶ ʜʦʢʫʤʝʥʪʘʮʠʷ. 

ɽʩʣʠ ʚʳ ʥʝ ʥʘʰʣʠ ʨʝʰʝʥʠʝ ʩʚʦʝʡ ʧʨʦʙʣʝʤʳ, ʦʙʨʘʪʠʪʝʩʴ ʚ ʉʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" https://support.kaspersky.ru/. 

 

ɼʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠʩʪʦʯʥʠʢʦʚ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʚʝʙ-ʩʘʡʪʘʭ ʪʨʝʙʫʝʪʩʷ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʠʥʪʝʨʥʝʪʫ. 

ʉʪʨʘʥʠʮʘ Kaspersky Embedded Systems Security 2.2 ʥʘ ʚʝʙ-ʩʘʡʪʝ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 

ʅʘ ʩʪʨʘʥʠʮʝ Kaspersky Embedded Systems Security 2.2 

(https://www.kaspersky.ru/enterprise-security/embedded-systems) ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʦʙʱʫʶ ʠʥʬʦʨʤʘʮʠʶ 

ʦ ʧʨʦʛʨʘʤʤʝ, ʝʝ ʚʦʟʤʦʞʥʦʩʪʷʭ ʠ ʦʩʦʙʝʥʥʦʩʪʷʭ ʨʘʙʦʪʳ. 

ʉʪʨʘʥʠʮʘ Kaspersky Embedded Systems Security 2.2 ʩʦʜʝʨʞʠʪ ʩʩʳʣʢʫ ʥʘ ʠʥʪʝʨʥʝʪ-ʤʘʛʘʟʠʥ. ɺ ʥʝʤ ʚʳ 

ʤʦʞʝʪʝ ʧʨʠʦʙʨʝʩʪʠ ʧʨʦʛʨʘʤʤʫ ʠʣʠ ʧʨʦʜʣʠʪʴ ʧʨʘʚʦ ʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦʛʨʘʤʤʦʡ. 

ʉʪʨʘʥʠʮʘ Kaspersky Embedded Systems Security 2.2 ʚ ɹʘʟʝ ʟʥʘʥʠʡ 

ɹʘʟʘ ʟʥʘʥʠʡ ï ʵʪʦ ʨʘʟʜʝʣ ʚʝʙ-ʩʘʡʪʘ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. 

ʅʘ ʩʪʨʘʥʠʮʝ Kaspersky Embedded Systems Security 2.2 ʚ ɹʘʟʝ ʟʥʘʥʠʡ (https://support.kaspersky.com/kess/) ʚʳ 

ʥʘʡʜʝʪʝ ʩʪʘʪʴʠ, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ ʧʦʣʝʟʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʨʝʢʦʤʝʥʜʘʮʠʠ ʠ ʦʪʚʝʪʳ ʥʘ ʯʘʩʪʦ ʟʘʜʘʚʘʝʤʳʝ 

ʚʦʧʨʦʩʳ ʦ ʧʨʠʦʙʨʝʪʝʥʠʠ, ʫʩʪʘʥʦʚʢʝ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʦʛʨʘʤʤʳ. 

https://support.kaspersky.ru/
https://www.kaspersky.ru/enterprise-security/embedded-systems
https://support.kaspersky.com/kess/
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ʉʪʘʪʴʠ ɹʘʟʳ ʟʥʘʥʠʡ ʤʦʛʫʪ ʦʪʚʝʯʘʪʴ ʥʘ ʚʦʧʨʦʩʳ, ʢʦʪʦʨʳʝ ʦʪʥʦʩʷʪʩʷ ʥʝ ʪʦʣʴʢʦ ʢ Kaspersky Embedded 

Systems Security 2.2, ʥʦ ʠ ʢ ʜʨʫʛʠʤ ʧʨʦʛʨʘʤʤʘʤ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ʉʪʘʪʴʠ ɹʘʟʳ ʟʥʘʥʠʡ ʪʘʢʞʝ 

ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ ʥʦʚʦʩʪʠ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. 

ɼʦʢʫʤʝʥʪʘʮʠʷ Kaspersky Embedded Systems Security 2.2 

ɺ ʈʫʢʦʚʦʜʩʪʚʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ Kaspersky Embedded Systems Security 2.2 ʚʳ ʤʦʞʝʪʝ ʥʘʡʪʠ ʠʥʬʦʨʤʘʮʠʶ 

ʦʙ ʫʩʪʘʥʦʚʢʝ, ʫʜʘʣʝʥʠʠ, ʥʘʩʪʨʦʡʢʝ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʦʛʨʘʤʤʳ. 

 

ʆʙʩʫʞʜʝʥʠʝ ʧʨʦʛʨʘʤʤ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 
ʥʘ ʬʦʨʫʤʝ 

ɽʩʣʠ ʚʘʰ ʚʦʧʨʦʩ ʥʝ ʪʨʝʙʫʝʪ ʩʨʦʯʥʦʛʦ ʦʪʚʝʪʘ, ʚʳ ʤʦʞʝʪʝ ʦʙʩʫʜʠʪʴ ʝʛʦ ʩʦ ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" ʠ ʜʨʫʛʠʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʥʘ ʥʘʰʝʤ ʬʦʨʫʤʝ http://forum.kaspersky.com/. 

ʅʘ ʬʦʨʫʤʝ ʚʳ ʤʦʞʝʪʝ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʦʧʫʙʣʠʢʦʚʘʥʥʳʝ ʪʝʤʳ, ʜʦʙʘʚʣʷʪʴ ʩʚʦʠ ʢʦʤʤʝʥʪʘʨʠʠ, ʩʦʟʜʘʚʘʪʴ 

ʥʦʚʳʝ ʪʝʤʳ ʜʣʷ ʦʙʩʫʞʜʝʥʠʷ. 

 

http://forum.kaspersky.com/
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ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʬʫʥʢʮʠʡ, ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ Kaspersky Embedded Systems 
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ʆ Kaspersky Embedded Systems Security 2.2 

Kaspersky Embedded Systems Security 2.2 ʟʘʱʠʱʘʝʪ ʢʦʤʧʴʶʪʝʨʳ ʠ ʜʨʫʛʠʝ ʚʩʪʨʦʝʥʥʳʝ ʩʠʩʪʝʤʳ 

ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ MicrosoftÈ Windows ʦʪ ʚʠʨʫʩʦʚ ʠ ʧʨʦʯʠʭ ʫʛʨʦʟ ʢʦʤʧʴʶʪʝʨʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʦʣʴʟʦʚʘʪʝʣʷʤʠ Kaspersky Embedded Systems Security 2.2 ʷʚʣʷʶʪʩʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʩʝʪʠ 

ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʩʦʪʨʫʜʥʠʢʠ, ʦʪʚʝʯʘʶʱʠʝ ʟʘ ʘʥʪʠʚʠʨʫʩʥʫʶ ʟʘʱʠʪʫ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

Kaspersky Embedded Systems Security 2.2 ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʥʘ ʨʘʟʣʠʯʥʳʝ ʚʩʪʨʦʝʥʥʳʝ ʩʠʩʪʝʤʳ 
ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Windows, ʚʢʣʶʯʘʷ ʫʩʪʨʦʡʩʪʚʘ ʩʣʝʜʫʶʱʠʭ ʪʠʧʦʚ: 

¶ ʙʘʥʢʦʚʩʢʠʝ ʘʚʪʦʤʘʪʳ; 

¶ POS-ʪʝʨʤʠʥʘʣʳ. 

ɺʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems Security 2.2 ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʥʘ ʦʜʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʩ Kaspersky Embedded Systems 
Security 2.2 ʠʣʠ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ; 

¶ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ; 

¶ ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ Kaspersky Security Center ʜʣʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʟʘʱʠʪʦʡ 

ʤʥʦʛʠʭ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʘʞʜʦʤ ʠʟ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥ Kaspersky Embedded Systems Security 2.2. 

ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʯʝʪʯʠʢʠ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ Kaspersky Embedded Systems Security 2.2 

ʜʣʷ ʧʨʦʛʨʘʤʤʳ "ʉʠʩʪʝʤʥʳʡ ʤʦʥʠʪʦʨ", ʘ ʪʘʢʞʝ ʩʯʝʪʯʠʢʠ ʠ ʣʦʚʫʰʢʠ SNMP. 

ʂʦʤʧʦʥʝʥʪʳ ʠ ʬʫʥʢʮʠʠ Kaspersky Embedded Systems Security 2.2 

ɺ ʩʦʩʪʘʚ ʧʨʦʛʨʘʤʤʳ ʚʭʦʜʷʪ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: 

¶ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ. Kaspersky Embedded Systems Security 2.2 ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ 

ʧʨʠ ʦʙʨʘʱʝʥʠʠ ʢ ʥʠʤ. Kaspersky Embedded Systems Security 2.2 ʧʨʦʚʝʨʷʝʪ ʩʣʝʜʫʶʱʠʝ ʦʙʲʝʢʪʳ: 

¶ ʬʘʡʣʳ; 

¶ ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ ʧʦʪʦʢʠ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ (NTFS-streams); 

¶ ʛʣʘʚʥʫʶ ʟʘʛʨʫʟʦʯʥʫʶ ʟʘʧʠʩʴ ʠ ʟʘʛʨʫʟʦʯʥʳʝ ʩʝʢʪʦʨʳ ʣʦʢʘʣʴʥʳʭ ʞʝʩʪʢʠʭ ʠ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ. 
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¶ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ. Kaspersky Embedded Systems Security 2.2 ʦʜʥʦʢʨʘʪʥʦ ʧʨʦʚʝʨʷʝʪ 

ʫʢʘʟʘʥʥʫʶ ʦʙʣʘʩʪʴ ʥʘ ʥʘʣʠʯʠʝ ʚʠʨʫʩʦʚ ʠ ʜʨʫʛʠʭ ʫʛʨʦʟ ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʨʦʛʨʘʤʤʘ 

ʧʨʦʚʝʨʷʝʪ ʬʘʡʣʳ, ʦʧʝʨʘʪʠʚʥʫʶ ʧʘʤʷʪʴ ʠ ʦʙʲʝʢʪʳ ʘʚʪʦʟʘʧʫʩʢʘ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

¶ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ. ʂʦʤʧʦʥʝʥʪ ʦʪʩʣʝʞʠʚʘʝʪ ʧʦʧʳʪʢʠ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ 

ʨʝʛʫʣʠʨʫʝʪ ʟʘʧʫʩʢ ʧʨʦʛʨʘʤʤ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

¶ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. ʂʦʤʧʦʥʝʥʪ ʧʦʟʚʦʣʷʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʨʝʛʠʩʪʨʘʮʠʶ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʟʘʧʦʤʠʥʘʶʱʠʭ ʫʩʪʨʦʡʩʪʚ ʠ ʫʩʪʨʦʡʩʪʚ ʯʪʝʥʠʷ CD/DVD-ʜʠʩʢʦʚ ʩ ʮʝʣʴʶ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ ʦʪ ʫʛʨʦʟ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʚʦʟʥʠʢʥʫʪʴ ʚʦ ʚʨʝʤʷ ʬʘʡʣʦʚʦʛʦ ʦʙʤʝʥʘ ʩ USB-ʧʦʜʢʣʶʯʘʝʤʳʤ 

ʬʣʝ -hʥʘʢʦʧʠʪʝʣʝʤ ʠʣʠ ʚʥʝʰʥʠʤ ʫʩʪʨʦʡʩʪʚʦʤ ʜʨʫʛʦʛʦ ʪʠʧʘ. 

¶ ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ. ʂʦʤʧʦʥʝʥʪ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʫʧʨʘʚʣʝʥʠʷ ʙʨʘʥʜʤʘʫʵʨʦʤ 

Windows: ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʘʠʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʠ ʧʨʘʚʠʣʘ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ 

ʙʣʦʢʠʨʫʝʪ ʣʶʙʫʶ ʚʦʟʤʦʞʥʦʩʪʴ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʠʟʚʥʝ. 

¶ ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ. Kaspersky Embedded Systems Security 2.2 ʦʙʥʘʨʫʞʠʚʘʝʪ 

ʠʟʤʝʥʝʥʠʷ ʚ ʬʘʡʣʘʭ ʠʟ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ, ʫʢʘʟʘʥʥʦʡ ʚ ʧʘʨʘʤʝʪʨʘʭ ʟʘʜʘʯʠ. ʕʪʠ ʠʟʤʝʥʝʥʠʷ ʤʦʛʫʪ 

ʩʚʠʜʝʪʝʣʴʩʪʚʦʚʘʪʴ ʦ ʥʘʨʫʰʝʥʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

¶ ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ. ʂʦʤʧʦʥʝʥʪ ʚʳʧʦʣʥʷʝʪ ʢʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʟʘʱʠʱʘʝʤʦʡ ʩʨʝʜʳ ʥʘ ʦʩʥʦʚʝ 

ʨʝʟʫʣʴʪʘʪʦʚ ʘʥʘʣʠʟʘ ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ Windows. 

ɺ ʧʨʦʛʨʘʤʤʝ ʨʝʘʣʠʟʦʚʘʥʳ ʩʣʝʜʫʶʱʠʝ ʬʫʥʢʮʠʠ: 

¶ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʠ ʆʙʥʦʚʣʝʥʠʝ ʤʦʜʫʣʝʡ ʧʨʦʛʨʘʤʤʳ. Kaspersky Embedded Systems 

Security 2.2 ʟʘʛʨʫʞʘʝʪ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʦʛʨʘʤʤʳ ʩ FTP ʠʣʠ HTTP-ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ", ʉʝʨʚʝʨʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʠʣʠ ʜʨʫʛʠʭ 

ʠʩʪʦʯʥʠʢʦʚ ʦʙʥʦʚʣʝʥʠʡ. 

¶ ʇʦʤʝʱʘʪʴ ʥʘ ʢʘʨʘʥʪʠʥ Kaspersky Embedded Systems Security 2.2 ʧʝʨʝʥʦʩʠʪ ʦʙʲʝʢʪʳ, ʢʦʪʦʨʳʝ ʦʥ 

ʧʨʠʟʥʘʝʪ ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʤʠ, ʠʟ ʠʩʭʦʜʥʦʛʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʥʘ ʢʘʨʘʥʪʠʥ. ɺ ʮʝʣʷʭ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʳ ʥʘ ʢʘʨʘʥʪʠʥʝ ʭʨʘʥʷʪʩʷ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ. 

¶ ʈʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ. Kaspersky Embedded Systems Security 2.2 ʩʦʭʨʘʥʷʝʪ ʟʘʰʠʬʨʦʚʘʥʥʳʝ ʢʦʧʠʠ 

ʦʙʲʝʢʪʦʚ ʩʦ ʩʪʘʪʫʩʘʤʠ ʟʘʨʘʞʝʥʥʳʡ ʠʣʠ ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʡ ʚ ʨʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ ʧʝʨʝʜ ʪʝʤ, 

ʢʘʢ ʚʳʧʦʣʥʠʪʴ ʣʝʯʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ ʵʪʠʭ ʦʙʲʝʢʪʦʚ. 

¶ ʋʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʝ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʦʙʨʘʱʘʶʪʩʷ ʢ ʟʘʱʠʱʘʝʤʦʤʫ ʢʦʤʧʴʶʪʝʨʫ, ʦ ʩʦʙʳʪʠʷʭ, 

ʩʚʷʟʘʥʥʳʭ ʩ ʨʘʙʦʪʦʡ Kaspersky Embedded Systems Security 2.2 ʠ ʩʦʩʪʦʷʥʠʝʤ ʘʥʪʠʚʠʨʫʩʥʦʡ 

ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ. 

¶ ʀʤʧʦʨʪ ʠ ʵʢʩʧʦʨʪ ʧʘʨʘʤʝʪʨʦʚ. ɺʳ ʤʦʞʝʪʝ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ Kaspersky Embedded 

Systems Security 2.2 ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʚ ʬʦʨʤʘʪʝ XML ʠ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ 

ʚ Kaspersky Embedded Systems Security 2.2 ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. ɺʳ ʤʦʞʝʪʝ ʩʦʭʨʘʥʠʪʴ 

ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʢʘʢ ʚʩʝ ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ, ʪʘʢ ʠ ʧʘʨʘʤʝʪʨʳ ʝʝ 

ʦʪʜʝʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ. 

¶ ʇʨʠʤʝʥʝʥʠʝ ʰʘʙʣʦʥʦʚ. ɺʳ ʤʦʞʝʪʝ ʚʨʫʯʥʫʶ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʟʣʘ ʚ ʜʝʨʝʚʝ ʠʣʠ 

ʩʧʠʩʢʝ ʬʘʡʣʦʚʳʭ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ ʠ ʩʦʭʨʘʥʠʪʴ ʟʥʘʯʝʥʠʷ ʥʘʩʪʨʦʝʥʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʚ ʰʘʙʣʦʥ. 

ɿʘʪʝʤ ʚʳ ʤʦʞʝʪʝ ʧʨʠʤʝʥʠʪʴ ʵʪʦʪ ʰʘʙʣʦʥ ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʨʫʛʠʭ ʫʟʣʦʚ 

ʚ ʟʘʜʘʯʘʭ ʟʘʱʠʪʳ ʠ ʧʨʦʚʝʨʢʠ Kaspersky Embedded Systems Security 2.2. 

¶ ʇʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems Security. ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʘʠʚʘʪʴ 

ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Embedded Systems Security 

2.2 ʠ ʩʣʫʞʙʘʤʠ Windows, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤʠ ʧʨʦʛʨʘʤʤʦʡ. 

¶ ɿʘʧʠʩʴ ʩʦʙʳʪʠʡ ʚ ʞʫʨʥʘʣ ʩʦʙʳʪʠʡ ʧʨʦʛʨʘʤʤʳ. Kaspersky Embedded Systems Security 2.2 

ʟʘʧʠʩʳʚʘʝʪ ʚ ʞʫʨʥʘʣ ʩʦʙʳʪʠʡ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʘʨʘʤʝʪʨʘʭ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ 
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ʧʨʦʛʨʘʤʤʳ, ʪʝʢʫʱʝʤ ʩʦʩʪʦʷʥʠʠ ʟʘʜʘʯ, ʩʦʙʳʪʠʷʭ, ʚʦʟʥʠʢʰʠʭ ʟʘ ʚʨʝʤʷ ʠʭ ʚʳʧʦʣʥʝʥʠʷ, ʘ ʪʘʢʞʝ 

ʦ ʩʦʙʳʪʠʷʭ, ʩʚʷʟʘʥʥʳʭ ʩ ʫʧʨʘʚʣʝʥʠʝʤ Kaspersky Embedded Systems Security 2.2, ʠ ʠʥʬʦʨʤʘʮʠʶ, 

ʥʝʦʙʭʦʜʠʤʫʶ ʜʣʷ ʜʠʘʛʥʦʩʪʠʢʠ ʩʙʦʝʚ ʚ ʨʘʙʦʪʝ ʧʨʦʛʨʘʤʤʳ. 

¶ ɼʦʚʝʨʝʥʥʘʷ ʟʦʥʘ. ɺʳ ʤʦʞʝʪʝ ʩʬʦʨʤʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ʠʣʠ ʧʨʦʚʝʨʢʠ, 

ʢʦʪʦʨʳʡ Kaspersky Embedded Systems Security 2.2 ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴ ʚ ʟʘʜʘʯʘʭ ʧʨʦʚʝʨʢʠ 

ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʠ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʬʘʡʣʦʚ. 

¶ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ. ɺʳ ʤʦʞʝʪʝ ʟʘʱʠʱʘʪʴ ʧʘʤʷʪʴ ʧʨʦʮʝʩʩʦʚ ʦʪ ʵʢʩʧʣʫʘʪʘʮʠʠ ʫʷʟʚʠʤʦʩʪʝʡ 

ʩ ʧʦʤʦʱʴʶ ʚʥʝʜʨʷʝʤʦʛʦ ʚ ʧʨʦʮʝʩʩʳ ɸʛʝʥʪʘ ʟʘʱʠʪʳ. 
 

ʏʪʦ ʥʦʚʦʛʦ 

ɺ Kaspersky Embedded Systems Security 2.2 ʧʦʷʚʠʣʠʩʴ ʩʣʝʜʫʶʱʠʝ ʚʦʟʤʦʞʥʦʩʪʠ ʠ ʫʣʫʯʰʝʥʠʷ: 

¶ ʇʦʜʜʝʨʞʢʘ ʥʦʚʳʭ ʚʝʨʩʠʡ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows. 

ʈʝʘʣʠʟʦʚʘʥʳ ʤʝʭʘʥʠʟʤʳ ʩʘʤʦʟʘʱʠʪʳ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʪʝʭʥʦʣʦʛʠʡ ELAM ʠ PPL: ʪʝʧʝʨʴ 
ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʨʝʛʠʩʪʨʠʨʫʝʪ ELAM-ʜʨʘʡʚʝʨ, ʧʦʟʚʦʣʷʶʱʠʡ ʟʘʧʫʩʢʘʪʴ 
ʩʣʫʞʙʫ Kaspersky Security (kavfs.exe) ʩ ʧʨʠʟʥʘʢʦʤ Protected Process Light. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʫʩʠʣʠʪʴ 
ʩʘʤʦʟʘʱʠʪʫ ʧʨʦʛʨʘʤʤʳ ʠ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʰʠʨʦʢʠʡ ʩʧʝʢʪʨ ʘʪʘʢ.  

ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʜʦʩʪʫʧʥʘ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʦʛʨʘʤʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨʳ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 
ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows 10 RS2 (ʥʦʤʝʨ ʩʙʦʨʢʠ: 15063) ʠ ʙʦʣʝʝ ʧʦʟʜʥʠʭ ʚʝʨʩʠʡ. 

¶ ʇʦʜʜʝʨʞʘʥʘ ʧʨʦʚʝʨʢʘ ʠ ʦʙʨʘʙʦʪʢʘ ʦʙʣʘʯʥʳʭ ʬʘʡʣʦʚ, ʨʘʩʧʦʣʦʞʝʥʥʳʭ ʚ ʭʨʘʥʠʣʠʱʝ Microsoft 
OneDrive.  

¶  ʈʘʩʰʠʨʝʥʳ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦʜʩʠʩʪʝʤʳ ʢʦʥʪʨʦʣʷ ʧʘʢʝʪʦʚ ʫʩʪʘʥʦʚʢʠ.  

ʊʝʧʝʨʴ ʚʳ ʤʦʞʝʪʝ ʫʢʘʟʘʪʴ, ʢʘʢʠʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʬʘʡʣʳ ʤʦʛʫʪ ʧʝʨʝʜʘʚʘʪʴ ʧʨʠʟʥʘʢ ʜʦʚʝʨʝʥʥʦʛʦ 

ʧʘʢʝʪʘ ʫʩʪʘʥʦʚʢʠ ʧʦ ʚʩʝʡ ʮʝʧʦʯʢʝ ʠʟʚʣʝʯʝʥʥʳʭ ʠʟ ʥʠʭ ʬʘʡʣʦʚ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʧʦʚʳʩʠʪʴ 

ʩʪʘʙʠʣʴʥʦʩʪʴ ʧʨʦʮʝʩʩʦʚ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʩ ʚʢʣʶʯʝʥʥʳʤ 

ʢʦʥʪʨʦʣʝʤ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ, ʥʦ ʪʘʢʞʝ ʨʘʩʰʠʨʷʝʪ ʦʙʣʘʩʪʴ ʧʦʪʝʥʮʠʘʣʴʥʦʡ ʘʪʘʢʠ ʯʝʨʝʟ ʫʚʝʣʠʯʝʥʠʝ 

ʢʦʣʠʯʝʩʪʚʘ ʨʘʟʨʝʰʝʥʥʳʭ ʟʘʧʫʩʢʦʚ ʧʨʦʛʨʘʤʤ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʠʤʝʥʷʪʴ ʧʘʨʘʤʝʪʨ ʚ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ 

ʨʘʟʚʝʨʪʳʚʘʥʠʝ  ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʚʳʧʦʣʥʷʝʪʩʷ ʧʦ ʢʦʤʧʣʝʢʩʥʦʡ ʩʭʝʤʝ, ʚ ʪʦʤ ʯʠʩʣʝ 

ʚʢʣʶʯʘʶʱʝʡ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʧʝʨʝʟʘʛʨʫʟʢʠ ʢʦʤʧʴʶʪʝʨʘ ʚ ʧʨʦʮʝʩʩʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

¶ ʈʝʘʣʠʟʦʚʘʥʘ ʠʥʪʝʛʨʘʮʠʷ ʩ ʠʥʩʪʨʫʤʝʥʪʘʨʠʝʤ WMI. 

ʊʝʧʝʨʴ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʦʛʨʘʤʤʳ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʝʪʩʷ ʧʨʦʩʪʨʘʥʩʪʚʦ ʠʤʝʥ Kaspersky Security 

ʚ ʢʦʨʥʝʚʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ ʠʤʝʥ WMI ʥʘ ʣʦʢʘʣʴʥʦʤ ʢʦʤʧʴʶʪʝʨʝ. ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʣʠʝʥʪʩʢʠʝ 

ʨʝʰʝʥʠʷ, ʧʦʜʜʝʨʞʠʚʘʶʱʠʝ ʟʘʧʨʦʩʳ WMI, ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʘʥʥʳʭ ʦ ʧʨʦʛʨʘʤʤʝ ʠ ʦ ʝʝ ʢʦʤʧʦʥʝʥʪʘʭ. 

¶ ʈʘʩʰʠʨʝʥ ʬʦʨʤʘʪ ʚʳʚʦʜʘ ʜʘʥʥʳʭ ʦ ʧʨʦʛʨʘʤʤʝ ʠ ʝʝ ʢʦʤʧʦʥʝʥʪʘʭ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ KAVSHELL 

OMSINFO: ʪʝʧʝʨʴ ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʘʪʴ ʜʘʥʥʳʝ ʦ ʩʪʘʪʫʩʝ ʟʘʜʘʯʠ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ, ʘ 

ʪʘʢʞʝ ʜʘʥʥʳʝ ʦʙ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʢʨʠʪʠʯʝʩʢʠʭ ʦʙʥʦʚʣʝʥʠʷʭ ʤʦʜʫʣʝʡ ʧʨʦʛʨʘʤʤʳ. 

¶ ʈʘʩʰʠʨʝʥʳ ʚʦʟʤʦʞʥʦʩʪʠ ʫʧʨʘʚʣʝʥʠʷ ʠ ʤʦʥʠʪʦʨʠʥʛʘ ʩʦʩʪʦʷʥʠʷ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ 

ɼʠʘʛʥʦʩʪʠʯʝʩʢʦʛʦ ʆʢʥʘ:  

¶ ʊʝʧʝʨʴ ʚʳ ʤʦʞʝʪʝ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠʟʤʝʥʝʥʠʷ ʟʥʘʯʝʥʠʡ ʚ ʩʯʝʪʯʠʢʘʭ ʩʪʘʪʠʩʪʠʢ ʜʣʷ ʫʩʪʘʥʦʚʣʝʥʥʳʭ 
ʢʦʤʧʦʥʝʥʪʦʚ ʩ ʧʦʤʦʱʴʶ ɼʠʘʛʥʦʩʪʠʯʝʩʢʦʛʦ ʆʢʥʘ ʥʘ ʟʘʢʣʘʜʢʝ ʉʪʘʪʠʩʪʠʢʘ.  

¶ ʊʝʧʝʨʴ ʚʘʤ ʥʝ ʥʫʞʥʦ ʚʚʦʜʠʪʴ ʧʘʨʦʣʴ ʥʘ ʟʘʧʨʦʩʝ ʜʦʩʪʫʧʘ ʢ ɼʠʘʛʥʦʩʪʠʯʝʩʢʦʤʫ ʦʢʥʫ 
ʧʨʠ ʚʢʣʶʯʝʥʥʦʡ ʧʘʨʦʣʴʥʦʡ ʟʘʱʠʪʝ: ʧʨʦʛʨʘʤʤʘ ʦʛʨʘʥʠʯʠʚʘʝʪ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʠ ʵʣʝʤʝʥʪʘʤ 
ʫʧʨʘʚʣʝʥʠʷ, ʦʪʦʙʨʘʞʘʝʤʳʤ ʥʘ ɼʠʘʛʥʦʩʪʠʯʝʩʢʦʤ ʆʢʥʝ, ʪʦʣʴʢʦ ʥʘ ʦʩʥʦʚʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʘʚ 
ʜʦʩʪʫʧʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʦʡ. 
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¶ ʅʘʯʠʥʘʷ ʩ ʚʝʨʩʠʠ 2.2 ʚ ʧʨʦʛʨʘʤʤʝ ʨʝʘʣʠʟʦʚʘʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʦʙʝʩʧʝʯʠʚʘʪʴ ʙʘʟʦʚʫʶ ʟʘʱʠʪʫ 
ʢʦʤʧʴʶʪʝʨʘ ʧʨʠ ʟʘʧʫʩʢʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʚ ʙʝʟʦʧʘʩʥʦʤ ʨʝʞʠʤʝ.  

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʦʛʨʘʤʤʘ ʥʝ ʨʘʙʦʪʘʝʪ ʚ ʦʢʨʫʞʝʥʠʠ, ʟʘʧʫʱʝʥʥʦʤ ʚ ʙʝʟʦʧʘʩʥʦʤ ʨʝʞʠʤʝ. ɼʣ ̫ʪʦʛʦ, 
ʯʪʦʙʳ ʧʨʦʛʨʘʤʤʘ ʟʘʧʫʩʢʘʣʘʩʴ ʧʨʠ ʟʘʛʨʫʟʢʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʚ ʙʝʟʦʧʘʩʥʦʤ ʨʝʞʠʤʝ, ʫʢʘʞʠʪʝ 
ʟʥʘʯʝʥʠʝ 1 ʜʣʷ ʧʘʨʘʤʝʪʨʘ LoadInSafeMode ʚ ʩʣʝʜʫʶʱʝʤ ʢʣʶʯʝ ʈʝʝʩʪʨʘ Windows: 

HKLM\ SYSTEM\ CurrentControlSet \ services \ klam \ Parameters  

ʇʨʠ ʨʘʙʦʪʝ ʚ ʦʢʨʫʞʝʥʠʠ, ʟʘʧʫʱʝʥʥʦʤ ʚ ʙʝʟʦʧʘʩʥʦʤ ʨʝʞʠʤʝ, ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ 
ʧʨʦʛʨʘʤʤʳ ʦʛʨʘʥʠʯʝʥʘ. 

¶ ʇʦʜʜʝʨʞʘʥʳ ʦʪʯʝʪʳ Kaspersky Security Center ʦ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ ʩʪʘʨʪʘʭ ʧʨʠʣʦʞʝʥʠʡ ʠ ʦ ʩʪʘʪʫʩʝ 
ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ. 

ʌʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʜʦʩʪʫʧʥʘ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ Kaspersky Security Center 11. 

¶ ʆʛʨʘʥʠʯʝʥʳ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʠʟʤʝʥʝʥʠʝ ʧʘʧʢʠ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ, ʘ ʪʘʢʞʝ 
ʥʘ ʨʝʜʘʢʪʠʨʦʚʘʥʠʝ ʢʨʠʪʠʯʥʳʭ ʚʝʪʦʢ ʨʝʝʩʪʨʘ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ. 

 

ʂʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ 

ɺ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ ʚʭʦʜʠʪ ʧʨʦʛʨʘʤʤʘ-ʧʨʠʚʝʪʩʪʚʠʝ, ʠʟ ʢʦʪʦʨʦʡ ʚʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʟʘʧʫʩʪʠʪʴ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2; 

¶ ʟʘʧʫʩʪʠʪʴ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ Kaspersky Embedded Systems Security 2.2; 

¶ ʟʘʧʫʩʪʠʪʴ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security 2.2, ʢʦʪʦʨʳʡ 
ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ ʧʨʦʛʨʘʤʤʦʡ ʯʝʨʝʟ Kaspersky Security Center; 

¶ ʧʨʦʯʠʪʘʪʴ ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ; 

¶ ʧʨʦʯʠʪʘʪʴ ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ; 

¶ ʧʝʨʝʡʪʠ ʥʘ ʩʪʨʘʥʠʮʫ Kaspersky Embedded Systems Security 2.2 ʥʘ ʚʝʙ-ʩʘʡʪʝ "ʃʘʙʦʨʘʪʦʨʠʠ 
ʂʘʩʧʝʨʩʢʦʛʦ"; 

¶ ʧʝʨʝʡʪʠ ʥʘ ʚʝʙ-ʩʘʡʪ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ https://support.kaspersky.ru; 

¶ ʧʨʦʯʠʪʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʝʢʫʱʝʤ ʚʳʧʫʩʢʝ Kaspersky Embedded Systems Security 2.2. 

ʇʘʧʢʘ \console ʩʦʜʝʨʞʠʪ ʬʘʡʣʳ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ (ʥʘʙʦʨ ʢʦʤʧʦʥʝʥʪʦʚ "ʉʨʝʜʩʪʚʘ 
ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Embedded Systems Security 2.2"). 

ʇʘʧʢʘ \product ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʬʘʡʣʳ: 

¶ ʬʘʡʣʳ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security 2.2 ʥʘ ʢʦʤʧʴʶʪʝʨ 
ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 32-ʨʘʟʨʷʜʥʦʡ ʠʣʠ 64-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Microsoft Windows; 

¶ ʬʘʡʣ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ Kaspersky 
Security Center; 

¶ ʘʨʭʠʚ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ, ʘʢʪʫʘʣʴʥʳʭ ʥʘ ʤʦʤʝʥʪ ʚʳʧʫʩʢʘ ʧʨʦʛʨʘʤʤʳ; 

¶ ʬʘʡʣ ʩ ʪʝʢʩʪʦʤ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

ʇʘʧʢʘ \product_no_avbases ʩʦʜʝʨʞʠʪ ʬʘʡʣʳ ʫʩʪʘʥʦʚʢʠ ʧʣʘʛʠʥʘ Kaspersky Embedded Systems Security 2.2 ʠ 

ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ ʙʝʟ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ. 

https://support.kaspersky.ru/
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ʇʘʧʢʘ \setup ʩʦʜʝʨʞʠʪ ʬʘʡʣʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤʳ-ʧʨʠʚʝʪʩʪʚʠʷ. 

ʌʘʡʣʳ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ ʨʘʩʧʦʣʘʛʘʶʪʩʷ ʚ ʨʘʟʥʳʭ ʧʘʧʢʘʭ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʠʭ ʧʨʝʜʥʘʟʥʘʯʝʥʠʷ 
(ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

ʊʘʙʣʠʮʘ 2. ʌʘʡʣʳ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ Kaspersky Embedded Systems Security 2.2 
 

ʌʘʡʣ ʅʘʟʥʘʯʝʥʠʝ 

autorun.inf ʌʘʡʣ ʘʚʪʦʟʘʧʫʩʢʘ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems 

Security 2.2 ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʦʛʨʘʤʤʳ ʩ ʧʝʨʝʥʦʩʥʳʭ ʥʦʩʠʪʝʣʝʡ. 

ess_admin_guide_ru.pdf ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

ess_user_guide_ru.pdf ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

release_notes.txt ʌʘʡʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʝʨʩʠʠ. 

setup.exe ʌʘʡʣ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤʳ ʧʨʠʚʝʪʩʪʚʠʷ (ʟʘʧʫʩʢʘʝʪ setup.hta). 

\console\esstools_x86(x64).msi ʇʘʢʝʪ ʫʩʪʘʥʦʚʱʠʢʘ Windows; ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ 

ʥʘ ʟʘʱʠʱʘʝʤʳʡ ʢʦʤʧʴʶʪʝʨ. 

\console\setup.exe ʌʘʡʣ ʟʘʧʫʩʢʘ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʜʣʷ ʥʘʙʦʨʘ ʢʦʤʧʦʥʝʥʪʦʚ "ʉʨʝʜʩʪʚʘ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" (ʚʢʣʶʯʘʶʱʝʛʦ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ); ʟʘʧʫʩʢʘʝʪ 

ʬʘʡʣ ʧʘʢʝʪʘ ʫʩʪʘʥʦʚʢʠ esstools.msi ʩ ʫʢʘʟʘʥʥʳʤʠ ʚ ʤʘʩʪʝʨʝ ʧʘʨʘʤʝʪ-

ʨʘʤʠ ʫʩʪʘʥʦʚʢʠ. 

\product\bases.cab ɸʨʭʠʚ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ, ʘʢʪʫʘʣʴʥʳʭ ʥʘ ʤʦʤʝʥʪ ʚʳʧʫʩʢʘ ʧʨʦʛʨʘʤʤʳ. 

\product\setup.exe ʌʘʡʣ ʟʘʧʫʩʢʘ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems 

Security 2.2 ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ; ʟʘʧʫʩʢʘʝʪ ʬʘʡʣ ʧʘʢʝʪʘ 

ʫʩʪʘʥʦʚʢʠ ess.msi ʩ ʫʢʘʟʘʥʥʳʤʠ ʚ ʤʘʩʪʝʨʝ ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ. 

\product\ess_x86(x64).msi ʇʘʢʝʪ ʫʩʪʘʥʦʚʱʠʢʘ Windows; ʫʩʪʘʥʘʚʣʠʚʘʝʪ Kaspersky Embedded 

Systems Security 2.2 ʥʘ ʟʘʱʠʱʘʝʤʳʡ ʢʦʤʧʴʶʪʝʨ. 

\product\ess.kud ʌʘʡʣ ʚ ʬʦʨʤʘʪʝ Kaspersky Unicode Definition ʩ ʦʧʠʩʘʥʠʝʤ ʧʘʢʝʪʘ 

ʫʩʪʘʥʦʚʢʠ ʜʣʷ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems 

Security 2.2 ʯʝʨʝʟ Kaspersky Security Center.  

\product\klcfginst.exe ʇʨʦʛʨʘʤʤʘ ʫʩʪʘʥʦʚʢʠ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded 

Systems Security 2.2 ʯʝʨʝʟ Kaspersky Security Center.  ʋʩʪʘʥʦʚʠʪʝ 

ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ ʥʘ ʢʘʞʜʳʡ ʢʦʤʧʴʶʪʝʨ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ 

ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center, ʝʩʣʠ ʚʳ ʧʣʘ-

ʥʠʨʫʝʪʝ ʩ ʧʦʤʦʱʴʶ ʥʝʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems 

Security 2.2. 

\product\license.txt ʌʘʡʣ ʩ ʪʝʢʩʪʦʤ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠ-

ʘʣʴʥʦʩʪʠ. 

\product\migration.txt ʌʘʡʣ ʩ ʦʧʠʩʘʥʠʝʤ ʧʝʨʝʭʦʜʘ ʩ ʧʨʝʜʳʜʫʱʠʭ ʚʝʨʩʠʡ ʧʨʦʛʨʘʤʤʳ. 

\setup\setup.hta ʌʘʡʣ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤʳ ʧʨʠʚʝʪʩʪʚʠʷ. 

ɺʳ ʤʦʞʝʪʝ ʟʘʧʫʩʢʘʪʴ ʬʘʡʣʳ, ʚʭʦʜʷʱʠʝ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ, ʩ ʫʩʪʘʥʦʚʦʯʥʦʛʦ ʢʦʤʧʘʢʪ-ʜʠʩʢʘ. ɽʩʣʠ ʚʳ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʩʢʦʧʠʨʦʚʘʣʠ ʬʘʡʣʳ ʥʘ ʣʦʢʘʣʴʥʳʡ ʜʠʩʢ, ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʩʦʭʨʘʥʝʥʘ ʩʪʨʫʢʪʫʨʘ ʬʘʡʣʦʚ 

ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ. 



 

Kaspersky Embedded Systems Security 2.2 

21 

 

 

 
 

ɸʧʧʘʨʘʪʥʳʝ ʠ ʧʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ 

ʇʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ Kaspersky Embedded Systems Security 2.2 ʪʨʝʙʫʝʪʩʷ ʫʜʘʣʠʪʴ ʩ ʢʦʤʧʴʶʪʝʨʘ ʜʨʫʛʠʝ 

ʘʥʪʠʚʠʨʫʩʥʳʝ ʧʨʦʛʨʘʤʤʳ. 

ɸʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʟʘʱʠʱʘʝʤʦʤʫ ʢʦʤʧʴʶʪʝʨʫ 

ʆʙʱʠʝ ʪʨʝʙʦʚʘʥʠʷ: 

¶ x86-ʩʦʚʤʝʩʪʠʤʳʝ ʩʠʩʪʝʤʳ ʚ ʦʜʥʦʧʨʦʮʝʩʩʦʨʥʦʡ ʠ ʤʥʦʛʦʧʨʦʮʝʩʩʦʨʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

¶ x64-ʩʦʚʤʝʩʪʠʤʳʝ ʩʠʩʪʝʤʳ ʚ ʦʜʥʦʧʨʦʮʝʩʩʦʨʥʦʡ ʠ ʤʥʦʛʦʧʨʦʮʝʩʩʦʨʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

ʆʙʲʝʤ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʜʣʷ ʫʩʪʘʥʦʚʢʠ: 

¶ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ï 50 ʄɹ; 

¶ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʩʝʭ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security 2.2 ï 500 ʄɹ. 

ʆʙʲʝʤ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ: 

¶ 256 ʄɹ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 

ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ MicrosoftÈ Windows; 

¶ 512 ʄɹ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʳʭ 

ʩʠʩʪʝʤ Microsoft Windows. 

ʄʠʥʠʤʘʣʴʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʧʨʦʮʝʩʩʦʨʫ: 

¶ ʜʣʷ 32-ʨʘʟʨʷʜʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows: IntelÈ PentiumÈ III. 

¶ ʜʣʷ 64-ʨʘʟʨʷʜʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows: Intel Pentium IV. 

ʇʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʟʘʱʠʱʘʝʤʦʤʫ ʢʦʤʧʴʶʪʝʨʫ 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 

32-ʨʘʟʨʷʜʥʦʡ ʠʣʠ 64-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Microsoft Windows. 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʠ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows 

XP ʪʨʝʙʫʝʪʩʷ ʥʘʣʠʯʠʝ Microsoft Windows Installer 3.1. 

 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʠ ʨʘʙʦʪʳ Kaspersky Embedded Systems Security 2.2 ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 

ʚʩʪʨʦʝʥʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʪʨʝʙʫʝʪʩʷ ʥʘʣʠʯʠʝ ʢʦʤʧʦʥʝʥʪʦʚ Filter Manager ʠ Administration 

Support Tools. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʜʥʦʡ 

ʠʟ ʩʣʝʜʫʶʱʠʭ 32- ʠʣʠ 64-ʨʘʟʨʷʜʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows: 

¶ Windows XP Embedded SP3 

¶ Windows XP Professional SP2 / SP3 

¶ Windows Embedded POSReady 2009 
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¶ Windows Embedded Standard 7 SP1 

¶ Windows Embedded Enterprise 7 SP1 

¶ Windows Embedded POSReady 7 

¶ Windows 7 Professional / Enterprise SP1 

¶ Windows Embedded 8.1 Industry Professional / Enterprise 

¶ Windows Embedded 8.1 Professional  

¶ Windows Embedded 8.0 Standard 

¶ Windows 8 Professional / Enterprise 

¶ Windows 8.1 Professional / Enterprise 

¶ Windows 10 Professional / Enterprise 

¶ Windows 10 IoT Enterprise 

¶ Windows 10 Redstone 1 Professional / Enterprise / IoT Enterprise 

¶ Windows 10 Redstone 2 Professional / Enterprise / IoT Enterprise 

¶ Windows 10 Redstone 3 Professional / Enterprise / IoT Enterprise 

¶ Windows 10 Redstone 4 Professional / Enterprise / IoT Enterprise 

¶ Windows 10 Redstone 5 Professional / Enterprise / IoT Enterprise 

 

 



 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ 

23 

 

 

 
 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ 
ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʧʦʰʘʛʦʚʳʝ ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʫʩʪʘʥʦʚʢʝ ʠ ʫʜʘʣʝʥʠʶ Kaspersky Embedded Systems 

Security 2.2. 
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ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Embedded 
Systems Security 2.2 ʠ ʠʭ ʢʦʜʳ ʜʣ ̫ʩʣʫʞʙʳ 
ʫʩʪʘʥʦʚʱʠʢʘ Windows 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʘʡʣʳ \server\ess_x86(x64).msi ʫʩʪʘʥʘʚʣʠʚʘʶʪ ʚʩʝ ʧʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky 

Embedded Systems Security 2.2. ɺʳ ʤʦʞʝʪʝ ʚʢʣʶʯʠʪʴ ʫʩʪʘʥʦʚʢʫ ʜʘʥʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʧʨʠ ʚʳʙʦʨʦʯʥʦʡ 

ʫʩʪʘʥʦʚʢʝ ʧʨʦʛʨʘʤʤʳ. 

ʌʘʡʣʳ \client\esstools_x86(x64).msi ʫʩʪʘʥʘʚʣʠʚʘʶʪ ʚʩʝ ʧʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ". 

ɺ ʩʣʝʜʫʶʱʠʭ ʨʘʟʜʝʣʘʭ ʧʨʠʚʦʜʷʪʩʷ ʢʦʜʳ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security 2.2 ʜʣʷ ʩʣʫʞʙʳ 

ʫʩʪʘʥʦʚʱʠʢʘ Windows. ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʠ ʢʦʜʳ, ʯʪʦʙʳ ʟʘʜʘʪʴ ʩʧʠʩʦʢ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ 

ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security 2.2 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Embedded Systems Security 2.2 ............................................................ 24 

ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" ............................................................... 26 
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ʂʦʤʧʦʥʝʥʪʳ ʧʨʦʛʨʘʤʤʳ Kaspersky Embedded Systems Security 2.2 

ɺ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʩʦʜʝʨʞʘʪʩʷ ʢʦʜʳ ʠ ʦʧʠʩʘʥʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded 

Systems Security 2.2. 

ʊʘʙʣʠʮʘ 3. ʆʧʠʩʘʥʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security 2.2 
 

ʂʦʤʧʦʥʝʥʪ ʂʦʜ ɺʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ 

ʆʩʥʦʚʥʘʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ Core ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʥʘʙʦʨ ʙʘʟʦʚʳʭ 

ʬʫʥʢʮʠʡ ʧʨʦʛʨʘʤʤʳ ʠ ʦʙʝʩʧʝʯʠʚʘʝʪ ʠʭ ʨʘʙʦʪʫ. 

ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ AppCtrl ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʪʩʣʝʞʠʚʘʝʪ ʧʦʧʳʪʢʠ ʟʘʧʫʩʢʘ 

ʧʨʦʛʨʘʤʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ ʨʘʟʨʝʰʘʝʪ ʠʣʠ 

ʟʘʧʨʝʱʘʝʪ ʝʛʦ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʜʘʥʥʳʤʠ 

ʧʨʘʚʠʣʘʤʠ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ. 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪʩʷ ʚ ʟʘʜʘʯʝ ʂʦʥʪʨʦʣʴ ʟʘ-

ʧʫʩʢʘ ʧʨʦʛʨʘʤʤ. 

ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ DevCtrl ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʪʩʣʝʞʠʚʘʝʪ ʧʦʧʳʪʢʠ ʧʦʜʢʣʶ-

ʯʝʥʠʷ ʟʘʧʦʤʠʥʘʶʱʠʭ USB-ʫʩʪʨʦʡʩʪʚ 

ʢ ʟʘʱʠʱʘʝʤʦʤʫ ʢʦʤʧʴʶʪʝʨʫ ʠ ʨʘʟʨʝʰʘʝʪ ʠʣʠ 

ʟʘʧʨʝʱʘʝʪ ʠʭ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ 

ʩ ʟʘʜʘʥʥʳʤʠ ʧʨʘʚʠʣʘʤʠ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ. 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪʩʷ ʚ ʟʘʜʘʯʝ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ. 

ɸʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ AVProtection ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʥʪʠʚʠʨʫʩʥʫʶ 

ʟʘʱʠʪʫ ʠ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʩʣʝʜʫʶ-

ʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: 

¶ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ 

¶ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ 

ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ Ods ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʩʠʩʪʝʤʥʳʝ 

ʬʘʡʣʳ Kaspersky Embedded Systems Security 

2.2 ʠ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ (ʧʨʦʚʝʨʢʘ 

ʦʙʲʝʢʪʦʚ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, ʚʳʧʦʣʥʷ-

ʝʤʘʷ ʧʦ ʪʨʝʙʦʚʘʥʠʶ). 

ɽʩʣʠ, ʫʩʪʘʥʘʚʣʠʚʘʷ Kaspersky Embedded 

Systems Security 2.2 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʚʳ 

ʫʢʘʞʝʪʝ ʜʨʫʛʠʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky 

Embedded Systems Security 2.2, ʥʝ ʫʢʘʟʳʚʘʷ 

ʢʦʤʧʦʥʝʥʪ Core, ʢʦʤʧʦʥʝʥʪ Core ʙʫʜʝʪ ʫʩʪʘ-

ʥʦʚʣʝʥ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ Oas ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʘʥʪʠʚʠʨʫʩʥʫʶ 

ʧʨʦʚʝʨʢʫ ʬʘʡʣʦʚ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʧʨʠ ʦʙʨʘʱʝʥʠʠ ʢ ʵʪʠʤ ʬʘʡʣʘʤ. 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪ ʟʘʜʘʯʫ ʇʦʩʪʦʷʥʥʘʷ ʟʘ-

ʱʠʪʘ ʬʘʡʣʦʚ. 
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ʂʦʤʧʦʥʝʥʪ ʂʦʜ ɺʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ Kaspersky 

Security Network 

Ksn ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪ ʟʘʱʠʪʫ ʥʘ ʦʩʥʦʚʝ 

ʦʙʣʘʯʥʳʭ ʪʝʭʥʦʣʦʛʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨ-

ʩʢʦʛʦ". 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪ ʟʘʜʘʯʫ ʀʩʧʦʣʴʟʦʚʘʥʠʝ 

KSN (ʦʪʧʨʘʚʢʘ ʟʘʧʨʦʩʦʚ ʠ ʧʦʣʫʯʝʥʠʝ ʟʘʢʣʶʯʝ-

ʥʠʡ ʦʪ ʩʣʫʞʙʳ Kaspersky Security Network). 

ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ Fim ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʧʦʟʚʦʣʷʝʪ ʬʠʢʩʠʨʦʚʘʪʴ ʦʧʝ-

ʨʘʮʠʠ ʧʨʦʠʟʚʦʜʠʤʳʝ ʥʘʜ ʬʘʡʣʘʤʠ 

ʚ ʚʳʙʨʘʥʥʦʡ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪʩʷ ʚ ʟʘʜʘʯʝ ʄʦʥʠʪʦʨʠʥʛ 

ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ. 

ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ AntiExploit ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʫʧʨʘʚʣʝʥʠʝ ʧʘʨʘ-

ʤʝʪʨʘʤʠ ʟʘʱʠʪʳ ʧʨʦʮʝʩʩʦʚ ʚ ʧʘʤʷʪʠ ʟʘʱʠʱʘʝ-

ʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ Firewall ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ 

ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ Windows ʯʝʨʝʟ 

ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ Kaspersky Embedded 

Systems Security 2.2. 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪʩʷ ʚ ʟʘʜʘʯʝ ʋʧʨʘʚʣʝʥʠʝ 

ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ. 

ʄʦʜʫʣʴ ʠʥʪʝʛʨʘʮʠʠ ʩ ɸʛʝʥʪʦʤ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky 

Security Center 

AKIntegration ʆʙʝʩʧʝʯʠʚʘʝʪ ʩʚʷʟʴ Kaspersky Embedded 

Systems Security 2.2 ʩ ɸʛʝʥʪʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦ-

ʚʘʥʠʷ Kaspersky Security Center. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʵʪʦʪ ʢʦʤʧʦʥʝʥʪ 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʝʩʣʠ ʚʳ ʧʣʘʥʠ-

ʨʫʝʪʝ ʫʧʨʘʚʣʷʪʴ ʧʨʦʛʨʘʤʤʦʡ ʯʝʨʝʟ Kaspersky 

Security Center. 

ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ LogInspector ʂʦʤʧʦʥʝʥʪ ʚʳʧʦʣʥʷʝʪ ʢʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ 

ʟʘʱʠʱʘʝʤʦʡ ʩʨʝʜʳ ʥʘ ʦʩʥʦʚʝ ʨʝʟʫʣʴʪʘʪʦʚ 

ʘʥʘʣʠʟʘ ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ Windows.  

ʅʘʙʦʨ ʩʯʝʪʯʠʢʦʚ ʧʨʦʠʟʚʦʜʠ-

ʪʝʣʴʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ "ʉʠʩʪʝʤ-

ʥʳʡ ʤʦʥʠʪʦʨ" 

PerfMonCounters ʂʦʤʧʦʥʝʥʪ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʥʘʙʦʨ ʩʯʝʪʯʠʢʦʚ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ "ʉʠʩʪʝʤʥʳʡ 

ʤʦʥʠʪʦʨ". ʕʪʠ ʩʯʝʪʯʠʢʠ ʧʦʟʚʦʣʷʶʪ ʠʟʤʝʨʷʪʴ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ Kaspersky Embedded 

Systems Security 2.2 ʠ ʥʘʭʦʜʠʪʴ ʚʦʟʤʦʞʥʳʝ ʫʟ-

ʢʠʝ ʤʝʩʪʘ ʧʨʠ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʝ Kaspersky 

Embedded Systems Security 2.2 ʩ ʜʨʫʛʠʤʠ ʧʨʦ-

ʛʨʘʤʤʘʤʠ. 

ʇʦʜʜʝʨʞʢʘ SNMP-ʧʨʦʪʦʢʦʣʘ SnmpSupport ʂʦʤʧʦʥʝʥʪ ʧʫʙʣʠʢʫʝʪ ʩʯʝʪʯʠʢʠ ʠ ʣʦʚʫʰʢʠ 

Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ 

ʩʣʫʞʙʫ Simple Network Management Protocol 

(SNMP) Microsoft Windows. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ 

ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, 

ʪʦʣʴʢʦ ʝʩʣʠ ʥʘ ʥʝʤ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʘ ʩʣʫʞʙʘ 

Microsoft SNMP. 



 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ 

26 

 

 

 
 

ʂʦʤʧʦʥʝʥʪ ʂʦʜ ɺʳʧʦʣʥʷʝʪ ʬʫʥʢʮʠʠ 

ɿʥʘʯʦʢ Kaspersky Embedded 

Systems Security 2.2 ʚ ʦʙʣʘʩʪʠ 

ʫʚʝʜʦʤʣʝʥʠʡ 

TrayApp ʂʦʤʧʦʥʝʥʪ ʦʪʦʙʨʘʞʘʝʪ ʟʥʘʯʦʢ Kaspersky 

Embedded Systems Security 2.2 ʚ ʦʙʣʘʩʪʠ ʫʚʝ-

ʜʦʤʣʝʥʠʡ ʧʘʥʝʣʠ ʟʘʜʘʯ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶ-

ʪʝʨʘ. ɿʥʘʯʦʢ Kaspersky Embedded Systems 

Security 2.2 ʧʦʢʘʟʳʚʘʝʪ ʩʦʩʪʦʷʥʠʝ ʟʘʱʠʪʳ ʢʦʤ-

ʧʴʶʪʝʨʘ ʠ ʧʦʟʚʦʣʷʝʪ ʦʪʢʨʳʪʴ ʂʦʥʩʦʣʴ 

Kaspersky Embedded Systems Security 2.2 

ʚ Microsoft Management Console, ʝʩʣʠ ʦʥʘ 

ʫʩʪʘʥʦʚʣʝʥʘ, ʠ ʦʢʥʦ ʆ ʧʨʦʛʨʘʤʤʝ. 

ʋʪʠʣʠʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ Shell ʇʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded 

Systems Security 2.2 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʟʘ-

ʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

 

 

ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" 

ɺ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʩʦʜʝʨʞʘʪʩʷ ʢʦʜʳ ʠ ʦʧʠʩʘʥʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ". 

ʊʘʙʣʠʮʘ 4. ʆʧʠʩʘʥʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" 
 

ʂʦʤʧʦʥʝʥʪ ʂʦʜ ʌʫʥʢʮʠʠ ʢʦʤʧʦʥʝʥʪʘ 

ʆʩʥʘʩʪʢʘ Kaspersky 

Embedded Systems Se-

curity 2.2 

MmcSnapin ʂʦʤʧʦʥʝʥʪ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʦʩʥʘʩʪʢʫ Microsoft 

Management Console ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʯʝʨʝʟ ʂʦʥʩʦʣʴ 

Kaspersky Embedded Systems Security 2.2. 

ɽʩʣʠ, ʫʩʪʘʥʘʚʣʠʚʘʷ ʥʘʙʦʨ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦ-

ʚʘʥʠʷ" ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʚʳ ʫʢʘʞʝʪʝ ʜʨʫʛʠʝ ʢʦʤʧʦ-

ʥʝʥʪʳ ʥʘʙʦʨʘ, ʥʝ ʫʢʘʟʳʚʘʷ ʢʦʤʧʦʥʝʥʪ MmcSnapin, 

ʢʦʤʧʦʥʝʥʪ MmcSnapin ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʘʚʪʦʤʘʪʠʯʝ-

ʩʢʠ. 

ʉʧʨʘʚʢʘ Help chm-ʬʘʡʣ ʩʧʨʘʚʢʠ; ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʧʘʧʢʝ ʩ ʬʘʡʣʘʤʠ 

ʉʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Embedded 

Systems Security 2.2. ɺʳ ʤʦʞʝʪʝ ʦʪʢʨʳʪʴ ʬʘʡʣ ʩʧʨʘʚʢʠ 

ʠʟ ʤʝʥʶ ʇʫʩʢ ʠʣʠ ʩ ʧʦʤʦʱʴʶ ʢʣʘʚʠʰʠ F1 

ʧʨʠ ʦʪʢʨʳʪʦʤ ʦʢʥʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ. 

ɼʦʢʫʤʝʥʪʘʮʠʷ Help Kaspersky Embedded Systems Security 2.2 ʜʦʙʘʚʣʷʝʪ 

ʷʨʣʳʢ ʜʣʷ ʧʝʨʝʭʦʜʘ ʥʘ ʚʝʙ-ʩʘʡʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩ-

ʧʝʨʩʢʦʛʦ", ʛʜʝ ʜʦʢʫʤʝʥʪʳ "ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦ-

ʨʘ" ʠ "ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ" ʜʦʩʪʫʧʥʳ ʚ ʬʦʨʤʘʪʝ 

PDF. ɺʳ ʤʦʞʝʪʝ ʦʪʢʨʳʪʴ ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

ʠʟ ʤʝʥʶ ʇʫʩʢ. 
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ʀʟʤʝʥʝʥʠʷ ʚ ʩʠʩʪʝʤʝ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky 
Embedded Systems Security 2.2 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security 2.2 ʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ (ʠʟ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ") ʩʣʫʞʙʘ ʫʩʪʘʥʦʚʱʠʢʘ Windows ʚʳʧʦʣʥʷʝʪ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʩʣʝʜʫʶʱʠʝ ʠʟʤʝʥʝʥʠʷ: 

¶ ʩʦʟʜʘʝʪ ʧʘʧʢʠ Kaspersky Embedded Systems Security 2.2 ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠ 

ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʛʜʝ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ; 

¶ ʨʝʛʠʩʪʨʠʨʫʝʪ ʩʣʫʞʙʳ Kaspersky Embedded Systems Security 2.2; 

¶ ʩʦʟʜʘʝʪ ʛʨʫʧʧʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Embedded Systems Security 2.2; 

¶ ʨʝʛʠʩʪʨʠʨʫʝʪ ʢʣʶʯʠ Kaspersky Embedded Systems Security 2.2 ʚ ʩʠʩʪʝʤʥʦʤ ʨʝʝʩʪʨʝ. 

ʕʪʠ ʠʟʤʝʥʝʥʠʷ ʦʧʠʩʘʥʳ ʚ ʪʘʙʣʠʮʝ ʥʠʞʝ. 

ʇʘʧʢʠ Kaspersky Embedded Systems Security 2.2 

ʊʘʙʣʠʮʘ 5. ʇʘʧʢʠ Kaspersky Embedded Systems Security 2.2 ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ 
 

ʇʘʧʢʘ ʌʘʡʣʳ Kaspersky Embedded Systems Se-

curity 2.2 

ɿʘʜʘʥʥʘʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʘʧʢʘ ʫʩʪʘʥʦʚʢʠ Kaspersky 

Embedded Systems Security 2.2: 

ʚ Microsoft Windows 32-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ ï %Pro-

gramFiles%\Kaspersky Lab\Kaspersky Embedded Sys-

tems Security\ 

ʚ Microsoft Windows 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ ï %Pro-

gramFiles(x86)%\Kaspersky Embedded Systems Se-

curity\ 

ʀʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ Kaspersky Embedded 

Systems Security 2.2 (ʧʘʧʢʘ ʥʘʟʥʘʯʝʥʠʷ, ʫʢʘʟʘʥʥʘʷ 

ʧʨʠ ʫʩʪʘʥʦʚʢʝ). 

ʇʘʧʢʘ %Kaspersky Embedded Systems Securi-

ty%\mibs 

ʌʘʡʣʳ Management Information Base (MIB); ʩʦ-

ʜʝʨʞʘʪ ʦʧʠʩʘʥʠʝ ʩʯʝʪʯʠʢʦʚ ʠ ʣʦʚʫʰʝʢ, ʧʫʙʣʠʢʫ-

ʝʤʳʭ Kaspersky Embedded Systems Security 2.2 

ʧʦ ʧʨʦʪʦʢʦʣʫ SNMP. 

ʇʘʧʢʘ %Kaspersky Embedded Systems Securi-

ty%\x64 

64-ʨʘʟʨʷʜʥʳʝ ʚʝʨʩʠʠ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ 

Kaspersky Embedded Systems Security 2.2 (ʧʘʧʢʘ 

ʩʦʟʜʘʝʪʩʷ ʪʦʣʴʢʦ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Em-

bedded Systems Security 2.2 ʚ Microsoft Windows 

64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ). 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Embedded Systems Security\2.2\Data\ 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Embedded Systems Security\2.2\Settings\ 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Embedded Systems Security\2.2\Dskm\ 

ʉʣʫʞʝʙʥʳʝ ʬʘʡʣʳ Kaspersky Embedded Systems 

Security 2.2. 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Embedded Systems Securi-

ty\2.2\Update\ 

ʌʘʡʣʳ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʠʩʪʦʯʥʠʢʦʚ ʦʙʥʦʚʣʝʥʠʡ. 
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ʇʘʧʢʘ ʌʘʡʣʳ Kaspersky Embedded Systems Se-

curity 2.2 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Embedded Systems Securi-

ty\2.2\Update\Distribution\ 

ʆʙʥʦʚʣʝʥʠʷ ʙʘʟ ʠ ʧʨʦʛʨʘʤʤʥʳʭ ʤʦʜʫʣʝʡ, ʧʦʣʫ-

ʯʝʥʥʳʝ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʂʦʧʠʨʦʚʘʥʠʝ ʦʙʥʦʚ-

ʣʝʥʠʡ (ʧʘʧʢʘ ʩʦʟʜʘʝʪʩʷ ʧʨʠ ʧʝʨʚʦʤ ʧʦʣʫʯʝʥʠʠ 

ʦʙʥʦʚʣʝʥʠʡ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʂʦʧʠʨʦʚʘʥʠʝ ʦʙ-

ʥʦʚʣʝʥʠʡ). 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Embedded Systems Securi-

ty\2.2\Reports\ 

ɾʫʨʥʘʣʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ʠ ʞʫʨʥʘʣ ʩʠʩʪʝʤʥʦʛʦ 

ʘʫʜʠʪʘ. 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Embedded Systems Securi-

ty\2.2\Bases\Current\ 

ʅʘʙʦʨ ʙʘʟ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ. 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Embedded Systems Securi-

ty\2.2\Bases\Backup\ 

ʈʝʟʝʨʚʥʘʷ ʢʦʧʠʷ ʙʘʟ; ʧʝʨʝʟʘʧʠʩʳʚʘʝʪʩʷ 

ʧʨʠ ʢʘʞʜʦʤ ʦʙʥʦʚʣʝʥʠʠ ʙʘʟ. 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Embedded Systems Securi-

ty\2.2\Bases\Temp\ 

ɺʨʝʤʝʥʥʳʝ ʬʘʡʣʳ, ʩʦʟʜʘʚʘʝʤʳʝ ʚʦ ʚʨʝʤʷ ʚʳ-

ʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ʦʙʥʦʚʣʝʥʠʷ. 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Embedded Systems Securi-

ty\2.2\Quarantine\ 

ʆʙʲʝʢʪʳ ʥʘ ʢʘʨʘʥʪʠʥʝ (ʧʘʧʢʘ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Embedded Systems Securi-

ty\2.2\Backup\ 

ʆʙʲʝʢʪʳ ʚ ʨʝʟʝʨʚʥʦʤ ʭʨʘʥʠʣʠʱʝ (ʧʘʧʢʘ 

ʧʦ ʫʤʦʣʯʘʥʠʶ). 

%ALLUSERSPROFILE%\Application Data\Kaspersky 

Lab\Kaspersky Embedded Systems Securi-

ty\2.2\Restored\ 

ʆʙʲʝʢʪʳ, ʚʦʩʩʪʘʥʦʚʣʝʥʥʳʝ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠ-

ʣʠʱʘ ʠ ʢʘʨʘʥʪʠʥʘ (ʧʘʧʢʘ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʥʳʭ 

ʦʙʲʝʢʪʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

ʊʘʙʣʠʮʘ 6. ʇʘʧʢʠ, ʩʦʟʜʘʚʘʝʤʳʝ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ 
 

ʇʘʧʢʘ ʌʘʡʣʳ ʂʦʥʩʦʣʠ Kaspersky Embedded Sys-

tems Security 2.2 

ɿʘʜʘʥʥʘʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʘʧʢʘ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦ-

ʣʠ ʧʨʦʛʨʘʤʤʳ: 

¶ ʚ Microsoft Windows 32-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ ï 

%ProgramFiles%\Kaspersky Lab\Kaspersky Em-

bedded Systems Security Admins Tools\ 

¶ ʚ Microsoft Windows 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ ï 

%ProgramFiles(x86)%\Kaspersky Lab\Kaspersky 

Embedded Systems Security Admins Tools\ 

ʌʘʡʣʳ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" 

(ʧʘʧʢʘ ʥʘʟʥʘʯʝʥʠʷ, ʫʢʘʟʘʥʥʘʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʂʦʥ-

ʩʦʣʠ Kaspersky Embedded Systems Security 2.2). 
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ʉʣʫʞʙʳ Kaspersky Embedded Systems Security 2.2 

ʉʣʫʞʙʳ Kaspersky Embedded Systems Security 2.2 ʟʘʧʫʩʢʘʶʪʩʷ ʧʦʜ ʩʠʩʪʝʤʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ "ʃʦʢʘʣʴʥʘʷ 

ʩʠʩʪʝʤʘ" (SYSTEM). 

ʊʘʙʣʠʮʘ 7. ʉʣʫʞʙʳ Kaspersky Embedded Systems Security 2.2 
 

ʉʣʫʞʙʘ ʅʘʟʥʘʯʝʥʠʝ 

ʉʣʫʞʙʘ Kaspersky Security (KAVFS) ʆʩʥʦʚʥʘʷ ʩʣʫʞʙʘ Kaspersky Embedded Systems 

Security 2.2, ʢʦʪʦʨʘʷ ʫʧʨʘʚʣʷʝʪ ʟʘʜʘʯʘʤʠ ʠ ʨʘ-

ʙʦʯʠʤʠ ʧʨʦʮʝʩʩʘʤʠ Kaspersky Embedded 

Systems Security 2.2. 

ʉʣʫʞʙʘ Kaspersky Security Management (KAVFSGT) ʉʣʫʞʙʘ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʘʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ 

ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. 

ɻʨʫʧʧʳ Kaspersky Embedded Systems Security 2.2 

ʊʘʙʣʠʮʘ 8. ɻʨʫʧʧʳ Kaspersky Embedded Systems Security 2.2 
 

ɻʨʫʧʧʘ ʅʘʟʥʘʯʝʥʠʝ 

ESS Administrators  ɻʨʫʧʧʘ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʧʦʣʴʟʦʚʘʪʝʣʠ ʢʦʪʦʨʦʡ ʠʤʝʶʪ ʧʦʣʥʳʡ 

ʜʦʩʪʫʧ ʢ ʩʣʫʞʙʝ Kaspersky Security Management, ʘ ʪʘʢʞʝ ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ 

ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems Security 2.2. 

ʂʣʶʯʠ ʩʠʩʪʝʤʥʦʛʦ ʨʝʝʩʪʨʘ 

ʊʘʙʣʠʮʘ 9. ʂʣʶʯʠ ʩʠʩʪʝʤʥʦʛʦ ʨʝʝʩʪʨʘ 
 

ʂʣʶʯ ʅʘʟʥʘʯʝʥʠʝ 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFS] ʇʘʨʘʤʝʪʨʳ ʩʣʫʞʙʳ 

Kaspersky Embed-

ded Systems Secu-

rity 2.2. 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Kaspersky 

Security] 

ʇʘʨʘʤʝʪʨʳ ʞʫʨ-

ʥʘʣʘ ʩʦʙʳʪʠʡ 

Kaspersky Embed-

ded Systems Secu-

rity 2.2 (Kaspersky 

Event Log). 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFSGT] ʇʘʨʘʤʝʪʨʳ ʩʣʫʞʙʳ 

ʫʧʨʘʚʣʝʥʠʷ 

Kaspersky Embed-

ded Systems Secu-

rity 2.2. 

ɺ Microsoft Windows 32-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky Securi-

ty\Performance] 

ɺ Microsoft Windows 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: 

[[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky Security 

x64\Performance]. 

ʇʘʨʘʤʝʪʨʳ ʩʯʝʪ-

ʯʠʢʦʚ ʧʨʦʠʟʚʦʜʠ-

ʪʝʣʴʥʦʩʪʠ. 
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ʂʣʶʯ ʅʘʟʥʘʯʝʥʠʝ 

ɺ Microsoft Windows 32-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: 

[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\ESS\2.2\SnmpAgent] 

ɺ Microsoft Windows 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: 

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\ESS\2.2\Snmp

Agent] 

ʇʘʨʘʤʝʪʨʳ ʢʦʤ-

ʧʦʥʝʥʪʘ "ʇʦʜ-

ʜʝʨʞʢʘ 

SNMP-ʧʨʦʪʦʢʦʣʘ". 

ɺ Microsoft Windows 32-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ:  

[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\ESS\2.2\CrashDump] 

ɺ Microsoft Windows 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: 

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\ESS\2.2\Crash

Dump] 

ʇʘʨʘʤʝʪʨʳ ʟʘʧʠʩʠ 

ʬʘʡʣʘ ʜʘʤʧʘ. 

ɺ Microsoft Windows 32-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: 

[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\ESS\2.2\Trace] 

ɺ Microsoft Windows 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: 

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\ESS\2.2\Trace] 

ʇʘʨʘʤʝʪʨʳ ʬʘʡʣʘ 

ʪʨʘʩʩʠʨʦʚʢʠ. 

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\ESS\2.2\Enviro

nment] 

ʇʘʨʘʤʝʪʨʳ ʟʘʜʘʯ ʠ 

ʬʫʥʢʮʠʡ ʧʨʦʛʨʘʤ-

ʤʳ. 
 

 

 

ʇʨʦʮʝʩʩʳ Kaspersky Embedded Systems Security 2.2 

Kaspersky Embedded Systems Security 2.2 ʟʘʧʫʩʢʘʝʪ ʧʨʦʮʝʩʩʳ, ʦʧʠʩʘʥʥʳʝ ʚ ʪʘʙʣʠʮʝ ʥʠʞʝ. 

ʊʘʙʣʠʮʘ 10. ʇʨʦʮʝʩʩʳ Kaspersky Embedded Systems Security 2.2 
 

ʀʤʷ ʬʘʡʣʘ ʅʘʟʥʘʯʝʥʠʝ 

kavfswp.exe ʈʘʙʦʯʠʡ ʧʨʦʮʝʩʩ Kaspersky Embedded Systems Security 2.2 

kavtray.exe ʇʨʦʮʝʩʩ ʟʥʘʯʢʘ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ 

kavshell.exe ʇʨʦʮʝʩʩ ʫʪʠʣʠʪʳ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

kavfsrcn.exe ʇʨʦʮʝʩʩ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems 

Security 2.2 

kavfs.exe ʇʨʦʮʝʩʩ ʩʣʫʞʙʳ Kaspersky Security 

kavfsgt.exe ʇʨʦʮʝʩʩ ʩʣʫʞʙʳ Kaspersky Security Management 

kavfswh.exe ʇʨʦʮʝʩʩ ʩʣʫʞʙʳ Kaspersky Security Exploit Prevention 
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ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ ʠ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ 
ʩʪʨʦʢʠ ʜʣ ̫ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ Windows 

ɺ ʩʣʝʜʫʶʱʠʭ ʪʘʙʣʠʮʘʭ ʦʧʠʩʘʥʳ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security 2.2 

ʠ ʠʭ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʫʢʘʟʘʥʳ ʢʣʶʯʠ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ ʫʩʪʘʥʦʚʢʠ ʠ ʚʦʟʤʦʞʥʳʝ 

ʟʥʘʯʝʥʠʷ ʵʪʠʭ ʢʣʶʯʝʡ. ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʠ ʢʣʶʯʠ ʚʤʝʩʪʝ ʩʦ ʩʪʘʥʜʘʨʪʥʳʤʠ ʢʣʶʯʘʤʠ ʢʦʤʘʥʜʳ 

msiexec ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ Windows ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security 2.2 

ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

ʊʘʙʣʠʮʘ 11. ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʚ ʫʩʪʘʥʦʚʱʠʢʝ Windows 
 

ʇʘʨʘʤʝʪʨ ʂʣʶʯ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʜʣ ̫ʫʩʪʘʥʦʚʱʠʢʘ 

Windows ʠ ʝʛʦ ʟʥʘʯʝʥʠʷ 

ɿʥʘʯʝʥʠʝ 

ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʆʧʠʩʘʥʠʝ 

ʇʨʠʥʷʪʠʝ ʫʩʣʦʚʠʡ 

ʃʠʮʝʥʟʠʦʥʥʦʛʦ 

ʩʦʛʣʘʰʝʥʠʷ 

EULA=<ʟʥʘʯʝʥʠʝ> 

0 ï ʚʳ ʦʪʢʣʦʥʷʝʪʝ ʫʩʣʦʚʠʷ 

ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ. 

1 ï ʚʳ ʧʨʠʥʠʤʘʝʪʝ ʫʩʣʦʚʠʷ 

ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ. 

0 ɺʘʤ ʥʫʞʥʦ ʧʨʠʥʷʪʴ 

ʫʩʣʦʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ 

ʩʦʛʣʘʰʝʥʠʷ 

ʜʣʷ ʫʩʪʘʥʦʚʢʠ 

Kaspersky Embedded 

Systems Security 2.2. 

ʇʨʠʥʷʪʠʝ ʇʦʣʠ-

ʪʠʢʠ ʢʦʥʬʠʜʝʥ-

ʮʠʘʣʴʥʦʩʪʠ 

PRIVACYPOLICY=<ʟʥʘʯʝʥʠʝ

> 

0 ï ʚʳ ʦʪʢʣʦʥʷʝʪʝ ʫʩʣʦʚʠʷ 

ʇʦʣʠʪʠ-

ʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

1 ï ʚʳ ʧʨʠʥʠʤʘʝʪʝ ʫʩʣʦʚʠʷ 

ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦ-

ʩʪʠ. 

0 ɺʘʤ ʥʫʞʥʦ ʧʨʠʥʷʪʴ 

ʫʩʣʦʚʠʷ ʇʦʣʠʪʠʢʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

ʜʣʷ ʫʩʪʘʥʦʚʢʠ 

Kaspersky Embedded 

Systems Security 2.2. 

ʇʘʧʢʘ ʥʘʟʥʘʯʝʥʠʷ INSTALLDIR=<ʧʦʣʥʳʡ ʧʫʪʴ 

ʢ ʧʘʧʢʝ> 

Kaspersky Embedded 

Systems Security 2.2: 

%Program-

Files%\Kaspersky 

Lab\Kaspersky Embed-

ded Systems Security 

ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠ-

ʩʪʨʠʨʦʚʘʥʠʷ: %Pro-

gramFiles%\Kaspersky 

Lab\Kaspersky Embed-

ded Systems Security 

Admins Tools 

ɺ Microsoft Windows 

64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: 

%ProgramFiles(x86)%. 

ʇʘʧʢʘ, ʚ ʢʦʪʦʨʦʡ ʙʫʜʫʪ 

ʩʦʭʨʘʥʝʥʳ ʬʘʡʣʳ 

Kaspersky Embedded 

Systems Security 2.2 

ʧʨʠ ʝʛʦ ʫʩʪʘʥʦʚʢʝ. 

ɺʳ ʤʦʞʝʪʝ ʫʢʘʟʘʪʴ 

ʜʨʫʛʫʶ ʧʘʧʢʫ. 
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ʇʘʨʘʤʝʪʨ ʂʣʶʯ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʜʣ ̫ʫʩʪʘʥʦʚʱʠʢʘ 

Windows ʠ ʝʛʦ ʟʥʘʯʝʥʠʷ 

ɿʥʘʯʝʥʠʝ 

ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʆʧʠʩʘʥʠʝ 

ɿʘʧʫʩʢ ʇʦʩʪʦʷʥ-

ʥʦʡ ʟʘʱʠʪʳ ʬʘʡ-

ʣʦʚ ʧʨʠ ʟʘʧʫʩʢʝ 

Kaspersky 

Embedded 

Systems Security 

2.2 (ɺʢʣʶʯʠʪʴ 

ʧʦʩʪʦʷʥʥʫʶ ʟʘ-

ʱʠʪʫ ʧʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ ʧʨʦ-

ʛʨʘʤʤʳ) 

RUNRTP=<ʟʥʘʯʝʥʠʝ> 

1 ï ʟʘʧʫʩʪʠʪʴ; 

0 ï ʥʝ ʟʘʧʫʩʢʘʪʴ. 

1 ɺʢʣʶʯʠʪʝ ʵʪʦʪ ʧʘʨʘ-

ʤʝʪʨ, ʯʪʦʙʳ ʟʘʧʫʩʪʠʪʴ 

ʇʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ 

ʬʘʡʣʦʚ ʧʨʠ ʟʘʧʫʩʢʝ 

Kaspersky Embedded 

Systems Security 2.2 

(ʨʝʢʦʤʝʥʜʫʝʪʩʷ). 

ʀʩʢʣʶʯʝʥʠʷ 

ʠʟ ʧʨʦʚʝʨʢʠ, ʨʝ-

ʢʦʤʝʥʜʫʝʤʳʝ 

ʢʦʨʧʦʨʘʮʠʝʡ 

Microsoft (ɼʦʙʘ-

ʚʠʪʴ 

ʢ ʠʩʢʣʶʯʝʥʠʷʤ 

ʬʘʡʣʳ, ʨʝʢʦ-

ʤʝʥʜʦʚʘʥʥʳʝ 

Microsoft) 

ADDMSEXCLUSION=<ʟʥʘʯʝ

ʥʠʝ> 

1 ï ʠʩʢʣʶʯʘʪʴ; 

0 ï ʥʝ ʠʩʢʣʶʯʘʪʴ. 

1 ɺ ʟʘʜʘʯʝ ʇʦʩʪʦʷʥʥʘʷ 

ʟʘʱʠʪʘ ʬʘʡʣʦʚ: ʠʩ-

ʢʣʶʯʘʪʴ ʠʟ ʦʙʣʘʩʪʠ 

ʟʘʱʠʪʳ ʦʙʲʝʢʪʳ 

ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʢʦʪʦ-

ʨʳʝ ʨʝʢʦʤʝʥʜʫʝʪ ʠʩ-

ʢʣʶʯʘʪʴ ʢʦʨʧʦʨʘ-

ʮʠʷ Microsoft. 

ʅʝʢʦʪʦʨʳʝ ʧʨʦʛʨʘʤʤʳ 

ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʤʦʛʫʪ 

ʨʘʙʦʪʘʪʴ ʥʝʩʪʘʙʠʣʴʥʦ, 

ʢʦʛʜʘ ʘʥʪʠʚʠʨʫʩʥʘʷ 

ʧʨʦʛʨʘʤʤʘ ʧʝʨʝʭʚʘʪʳ-

ʚʘʝʪ ʠʣʠ ʠʟʤʝʥʷʝʪ 

ʬʘʡʣʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ 

ʵʪʠʤʠ ʧʨʦʛʨʘʤʤʘʤʠ. 

ʂ ʪʘʢʠʤ ʧʨʦʛʨʘʤʤʘʤ 

ʢʦʨʧʦʨʘʮʠʷ Microsoft 

ʦʪʥʦʩʠʪ, ʥʘʧʨʠʤʝʨ, ʥʝ-

ʢʦʪʦʨʳʝ ʧʨʦʛʨʘʤʤʳ 

ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʦʚ. 

ʀʩʢʣʶʯʝʥʠʷ 

ʠʟ ʧʨʦʚʝʨʢʠ, ʨʝ-

ʢʦʤʝʥʜʫʝʤʳʝ 

"ʃʘʙʦʨʘʪʦʨʠʝʡ 

ʂʘʩʧʝʨʩʢʦʛʦ" 

(ɼʦʙʘʚʠʪʴ 

ʢ ʠʩʢʣʶʯʝʥʠʷʤ 

ʬʘʡʣʳ, ʨʝʢʦ-

ʤʝʥʜʦʚʘʥʥʳʝ 

"ʃʘʙʦʨʘʪʦʨʠʝʡ 

ʂʘʩʧʝʨʩʢʦʛʦ") 

ADDKLEXCLUSION=<ʟʥʘʯʝʥ

ʠʝ> 

1 ï ʠʩʢʣʶʯʘʪʴ; 

0 ï ʥʝ ʠʩʢʣʶʯʘʪʴ. 

1 ɺ ʟʘʜʘʯʝ ʇʦʩʪʦʷʥʥʘʷ 

ʟʘʱʠʪʘ ʬʘʡʣʦʚ: ʠʩ-

ʢʣʶʯʘʪʴ ʠʟ ʦʙʣʘʩʪʠ 

ʟʘʱʠʪʳ ʦʙʲʝʢʪʳ 

ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʢʦʪʦ-

ʨʳʝ ʨʝʢʦʤʝʥʜʫʝʪ ʠʩ-

ʢʣʶʯʘʪʴ "ʃʘʙʦʨʘʪʦʨʠʷ 

ʂʘʩʧʝʨʩʢʦʛʦ". 
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ʇʘʨʘʤʝʪʨ ʂʣʶʯ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʜʣ ̫ʫʩʪʘʥʦʚʱʠʢʘ 

Windows ʠ ʝʛʦ ʟʥʘʯʝʥʠʷ 

ɿʥʘʯʝʥʠʝ 

ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʆʧʠʩʘʥʠʝ 

ʈʘʟʨʝʰʠʪʴ ʫʜʘ-

ʣʝʥʥʦʝ ʧʦʜʢʣʶ-

ʯʝʥʠʝ ʢ ʂʦʥʩʦʣʠ 

ʧʨʦʛʨʘʤʤʳ 

ALLOWREMOTECON= 

<ʟʥʘʯʝʥʠʝ> 

1 ï ʨʘʟʨʝʰʘʪʴ; 

0 ï ʥʝ ʨʘʟʨʝʰʘʪʴ. 

0 ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʜʘ-

ʣʝʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ 

ʢ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ, 

ʫʩʪʘʥʦʚʣʝʥʥʦʡ 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤ-

ʧʴʶʪʝʨʝ, 

ʥʝ ʨʘʟʨʝʰʝʥʦ. 

ɺʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ ʚʳ 

ʤʦʞʝʪʝ ʨʘʟʨʝʰʠʪʴ 

ʧʦʜʢʣʶʯʝʥʠʝ. 

Kaspersky Embedded 

Systems Security 2.2 

ʩʦʟʜʘʩʪ ʨʘʟʨʝʰʘʶʱʠʝ 

ʧʨʘʚʠʣʘ ʜʣʷ ʧʨʦʮʝʩʩʘ 

kavfsgt.exe 

ʧʦ ʧʨʦʪʦʢʦʣʫ TCP 

ʜʣʷ ʚʩʝʭ ʧʦʨʪʦʚ. 

ʇʫʪʴ ʢ ʬʘʡʣʫ 

ʢʣʶʯʘ (ʂʣʶʯ) 

LICENSEKEYPATH=<ʠʤʷ 

ʬʘʡʣʘ ʢʣʶʯʘ> 

ʇʘʧʢʘ \product 

ʚ ʢʦʤʧʣʝʢʪʝ ʧʦʩʪʘʚʢʠ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʦ-

ʛʨʘʤʤʘ ʫʩʪʘʥʦʚʢʠ ʧʳ-

ʪʘʝʪʩʷ ʥʘʡʪʠ ʬʘʡʣ 

ʩ ʨʘʩʰʠʨʝʥʠʝʤ key 

ʚ ʧʘʧʢʝ \product ʢʦʤ-

ʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ. 

ɽʩʣʠ ʚ ʧʘʧʢʝ \product 

ʥʘʭʦʜʠʪʩʷ ʥʝʩʢʦʣʴʢʦ 

ʬʘʡʣʦʚ ʢʣʶʯʘ, ʧʨʦ-

ʛʨʘʤʤʘ ʫʩʪʘʥʦʚʢʠ ʚʳ-

ʙʠʨʘʝʪ ʬʘʡʣ ʢʣʶʯʘ 

ʩ ʩʘʤʦʡ ʧʦʟʜʥʝʡ ʜʘʪʦʡ 

ʠʩʪʝʯʝʥʠʷ ʩʨʦ-

ʢʘ ʜʝʡʩʪʚʠʷ. 

ʄʦʞʥʦ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 

ʩʦʭʨʘʥʠʪʴ ʬʘʡʣ ʢʣʶʯʘ 

ʚ ʧʘʧʢʝ \product ʠʣʠ 

ʫʢʘʟʘʪʴ ʜʨʫʛʦʡ ʧʫʪʴ 

ʢ ʬʘʡʣʫ ʢʣʶʯʘ 

ʩ ʧʦʤʦʱʴʶ ʧʘʨʘʤʝʪʨʘ 

ɼʦʙʘʚʣʝʥʠʝ ʢʣʶʯʘ. 
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ʇʘʨʘʤʝʪʨ ʂʣʶʯ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʜʣ ̫ʫʩʪʘʥʦʚʱʠʢʘ 

Windows ʠ ʝʛʦ ʟʥʘʯʝʥʠʷ 

ɿʥʘʯʝʥʠʝ 

ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʆʧʠʩʘʥʠʝ 

   ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ 

ʢʣʶʯ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ 

Kaspersky Embedded 

Systems Security 2.2 

ʩ ʧʦʤʦʱʴʶ ʚʳʙʨʘʥʥʦʛʦ 

ʚʘʤʠ ʩʨʝʜʩʪʚʘ ʘʜʤʠ-

ʥʠʩʪʨʠʨʦʚʘʥʠʷ, 

ʥʘʧʨʠʤʝʨ, ʯʝʨʝʟ ʂʦʥ-

ʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. ɽʩʣʠ 

ʚʳ ʥʝ ʜʦʙʘʚʠʪʝ ʢʣʶʯ 

ʧʨʦʛʨʘʤʤʳ ʚʦ ʚʨʝʤʷ 

ʝʛʦ ʫʩʪʘʥʦʚʢʠ, ʧʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ Kaspersky 

Embedded Systems 

Security 2.2 

ʥʝ ʙʫʜʝʪ ʬʫʥʢʮʠʦʥʠʨʦʚ

ʘʪʴ. 

ʇʫʪʴ 

ʢ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥ

ʦʤʫ ʬʘʡʣʫ 

CONFIGPATH=<ʠʤʷ ʢʦʥʬʠ-

ʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ> 

ʅʝ ʫʢʘʟʘʥ Kaspersky Embedded 

Systems Security 2.2 

ʠʤʧʦʨʪʠʨʫʝʪ ʧʘʨʘʤʝʪ-

ʨ  rʠʟ ʫʢʘʟʘʥʥʦʛʦ ʢʦʥ-

ʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡ-

ʣʘ, ʩʦʟʜʘʥʥʦʛʦ 

ʚ ʧʨʦʛʨʘʤʤʝ. 

Kaspersky Embedded 

Systems Security 2.2 

ʥʝ ʠʤʧʦʨʪʠʨʫʝʪ 

ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ 

ʬʘʡʣʘ ʧʘʨʦʣʠ, ʥʘʧʨʠ-

ʤʝʨ ʧʘʨʦʣʠ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ ʜʣʷ ʟʘʧʫʩʢʘ 

ʟʘʜʘʯ ʠʣʠ ʧʘʨʦʣʠ 

ʜʣʷ ʩʦʝʜʠʥʝʥʠʷ 

ʩ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʦʤ. 

ʇʦʩʣʝ ʠʤʧʦʨʪʘ ʧʘʨʘ-

ʤʝʪʨʦʚ ʚʘʤ ʥʫʞʥʦ ʚʚʝ-

ʩʪʠ ʚʩʝ ʧʘʨʦ-

ʣʠ ʚʨʫʯʥʫʶ. 

ɽʩʣʠ ʚʳ ʥʝ ʫʢʘʞʝʪʝ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ 

ʬʘʡʣ, ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ 

ʧʨʦʛʨʘʤʤʘ ʥʘʯʥʝʪ ʨʘ-

ʙʦʪʘʪʴ ʩ ʧʘʨʘʤʝʪʨʘʤʠ 

ʧʦ ʫʤʦʣʯʘʥʠʶ. 
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ʇʘʨʘʤʝʪʨ ʂʣʶʯ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʜʣ ̫ʫʩʪʘʥʦʚʱʠʢʘ 

Windows ʠ ʝʛʦ ʟʥʘʯʝʥʠʷ 

ɿʥʘʯʝʥʠʝ 

ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʆʧʠʩʘʥʠʝ 

ʈʘʟʨʝʰʝʥʠʝ ʩʝ-

ʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ 

ʜʣʷ ʂʦʥʩʦʣʠ 

ADDWFEXCLUSION=<ʟʥʘʯʝ

ʥʠʝ> 

1 ï ʨʘʟʨʝʰʘʪʴ; 

0 ï ʥʝ ʨʘʟʨʝʰʘʪʴ. 

0 ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʦʪ ʧʘʨʘ-

ʤʝʪʨ, ʝʩʣʠ ʚʳ ʫʩʪʘʥʘʚ-

ʣʠʚʘʝʪʝ Kaspersky 

Embedded Systems 

Security 2.2 

ʥʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤ-

ʧʴʶʪʝʨʝ. ɺʳ ʤʦʞʝʪʝ 

ʫʜʘʣʝʥʥʦ ʫʧʨʘʚʣʷʪʴ ʟʘ-

ʱʠʪʦʡ ʢʦʤʧʴʶʪʝʨʘ 

ʩ ʜʨʫʛʦʛʦ ʫʩʪʨʦʡʩʪʚʘ, 

ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ 

ʂʦʥʩʦʣʴ Kaspersky 

Embedded Systems 

Security 2.2. 

ɺ ʙʨʘʥʜʤʘʫʵʨʝ 

Microsoft Windows ʙʫ-

ʜʝʪ ʦʪʢʨʳʪ TCP-ʧʦʨʪ 

135, ʨʘʟʨʝʰʝʥʳ ʩʝʪʝ-

ʚʳʝ ʩʦʝʜʠʥʝʥʠʷ 

ʜʣʷ ʠʩʧʦʣʥʷʝʤʦʛʦ 

ʬʘʡʣʘ ʧʨʦʮʝʩʩʘ ʫʜʘ-

ʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ 

Kaspersky Embedded 

Systems Security 2.2 

kavfsrcn.exe ʠ ʦʪʢʨʳʪ 

ʜʦʩʪʫʧ 

ʢ DCOM-ʧʨʦʛʨʘʤʤʘʤ. 

ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ 

ʫʩʪʘʥʦʚʢʠ ʜʦʙʘʚʴʪʝ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦ-

ʨʳʝ ʙʫʜʫʪ ʫʧʨʘʚʣʷʪʴ 

ʧʨʦʛʨʘʤʤʦʡ ʫʜʘʣʝʥʥʦ, 

ʚ ʛʨʫʧʧʫ ESS 

Administrators ʠ ʨʘʟʨʝ-

ʰʠʪʝ ʩʝʪʝʚʳʝ ʧʦʜʢʣʶ-

ʯʝʥʠʷ ʢʦʤʧʴʶʪʝʨʘ 

ʢ ʩʣʫʞʙʝ Kaspersky 

Security Managment 

(ʬʘʡʣ kavfsgt.exe). 
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ʇʘʨʘʤʝʪʨ ʂʣʶʯ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʜʣ ̫ʫʩʪʘʥʦʚʱʠʢʘ 

Windows ʠ ʝʛʦ ʟʥʘʯʝʥʠʷ 

ɿʥʘʯʝʥʠʝ 

ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʆʧʠʩʘʥʠʝ 

   ɺʳ ʤʦʞʝʪʝ ʧʦʜʨʦʙʥʝʝ 

ʧʨʦʯʠʪʘʪʴ 

ʦ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ 

ʥʘʩʪʨʦʡʢʝ 

ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʂʦʥʩʦʣʠ 

ʧʨʦʛʨʘʤʤʳ ʥʘ ʜʨʫʛʦʤ 

ʢʦʤʧʴʶʪʝʨʝ 

(ʩʤ. ʨʘʟʜʝʣ 

"ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ 

ʥʘʩʪʨʦʡʢʘ ʧʦʩʣʝ ʫʩʪʘ-

ʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦ-

ʛʨʘʤʤʳ ʥʘ ʜʨʫʛʦʤ ʢʦʤ-

ʧʴʶʪʝʨʝ" ʥʘ ʩʪʨ. 45). 

ʆʪʢʣʶʯʝʥʠʝ ʧʨʦ-

ʚʝʨʢʠ ʥʘ ʥʘʣʠʯʠʝ 

ʥʝʩʦʚʤʝʩʪʠʤʦʛʦ 

ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ 

SKIPINCOMPATIBLESW = 

<ʟʥʘʯʝʥʠʝ> 

0 - ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʦʚʝʨʢʘ 

ʥʘ ʥʝʩʦʚʤʝʩʪʠʤʦʝ ʧʨʦ-

ʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ. 

1 - ʧʨʦʚʝʨʢʘ ʥʘ ʥʘʣʠʯʠʝ 

ʥʝʩʦʚʤʝʩʪʠʤʦʛʦ ʧʨʦʛʨʘʤʤ-

ʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 

ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ. 

0 ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʦʪ ʧʘ-

ʨʘʤʝʪʨ, ʯʪʦʙʳ ʚʢʣʶ-

ʯʠʪʴ ʠʣʠ ʦʪʢʣʶʯʠʪʴ 

ʧʨʦʚʝʨʢʫ ʥʘ ʥʘʣʠʯʠʝ 

ʥʝʩʦʚʤʝʩʪʠʤʦʛʦ ʧʨʦ-

ʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 

ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʦ-

ʛʨʘʤʤʳ ʥʘ ʫʩʪʨʦʡʩʪʚʦ 

ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ. 

ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʟʥʘʯʝʥʠʷ 

ʜʘʥʥʦʛʦ ʧʘʨʘʤʝʪʨʘ, 

ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky 

Embedded Systems 

Security 2.2 ʧʨʦʛʨʘʤʤʘ 

ʚʩʝʛʜʘ ʧʨʝʜʫʧʨʝʞʜʘʝʪ 

ʦ ʜʨʫʛʠʭ ʚʝʨʩʠʷʭ ʧʨʦ-

ʛʨʘʤʤʳ, ʫʩʪʘʥʦʚʣʝʥʥʳʭ 

ʥʘ ʵʪʦʤ ʞʝ ʫʩʪʨʦʡʩʪʚʝ. 

ʊʘʙʣʠʮʘ 12. ʇʘʨʘʤʝʪʨʳ ʫʜʘʣʝʥʠʷ ʠ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʜʣʷ ʫʩʪʘʥʦʚʱʠʢʘ Windows 
 
 

ʇʘʨʘʤʝʪʨ ʂʣʶʯ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʜʣ ̫ʫʩʪʘʥʦʚʱʠʢʘ Windows ʠ ʝʛʦ 

ʟʥʘʯʝʥʠʷ 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  

ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʩʦ-

ʜʝʨʞʠʤʦʛʦ ʢʘʨʘʥʪʠʥʘ 

RESTOREQTN =<ʟʥʘʯʝʥʠʝ> 

0 ï ʫʜʘʣʠʪʴ ʩʦʜʝʨʞʠʤʦʝ ʢʘʨʘʥʪʠʥʘ; 

1 ï ʚʦʩʩʪʘʥʦʚʠʪʴ ʩʦʜʝʨʞʠʤʦʝ ʢʘʨʘʥʪʠʥʘ 

ʚ ʧʘʧʢʫ, ʫʢʘʟʘʥʥʫʶ ʧʘʨʘʤʝʪʨʦʤ 

RESTOREPATH, ʚ ʧʦʜʧʘʧʢʫ \Quarantine. 

0 ï ʫʜʘʣʠʪʴ 
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ʇʘʨʘʤʝʪʨ ʂʣʶʯ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʜʣ ̫ʫʩʪʘʥʦʚʱʠʢʘ Windows ʠ ʝʛʦ 

ʟʥʘʯʝʥʠʷ 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ  

ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʩʦ-

ʜʝʨʞʠʤʦʛʦ ʨʝʟʝʨʚ-

ʥʦʛʦ ʭʨʘʥʠʣʠʱʘ 

RESTOREBCK =<ʟʥʘʯʝʥʠʝ> 

0 ï ʫʜʘʣʠʪʴ ʩʦʜʝʨʞʠʤʦʝ ʨʝʟʝʨʚʥʦ-

ʛʦ ʭʨʘʥʠʣʠʱʘ; 

1 ï ʚʦʩʩʪʘʥʦʚʠʪʴ ʩʦʜʝʨʞʠʤʦʝ ʨʝʟʝʨʚʥʦʛʦ 

ʭʨʘʥʠʣʠʱʘ ʚ ʧʘʧʢʫ, ʫʢʘʟʘʥʥʫʶ ʧʘʨʘʤʝʪ-

ʨʦʤ RESTOREPATH, ʚʦ ʚʣʦʞʝʥʥʫʶ ʧʘʧʢʫ 

\Backup. 

0 ï ʫʜʘʣʠʪʴ 

ɺʚʦʜ ʪʝʢʫʱʝʛʦ ʧʘʨʦ-

ʣ  ̫

ʜʣʷ ʧʦʜʪʚʝʨʞʜʝʥʠʷ 

ʦʧʝʨʘʮʠʠ ʫʜʘʣʝʥʠʷ 

(ʧʨʠ ʘʢʪʠʚʥʦʡ ʬʫʥʢ-

ʮʠʠ ʧʨʠʤʝʥʝʥʠʷ ʧʘ-

ʨʦʣʷ) 

UNLOCK_PASSWORD=<ʟʘʜʘʥʥʳʡ ʧʘ-

ʨʦʣʴ> 

ʅʝ ʫʢʘʟʘʥ 

ʇʘʧʢʘ 

ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʥʳʭ 

ʦʙʲʝʢʪʦʚ 

RESTOREPATH=<ʧʦʣʥʳʡ ʧʫʪʴ ʢ ʧʘʧʢʝ> 

ɺʦʩʩʪʘʥʦʚʣʝʥʥʳʝ ʦʙʲʝʢʪʳ ʙʫʜʫʪ ʩʦʭʨʘ-

ʥʝʥʳ ʚ ʫʢʘʟʘʥʥʦʡ ʧʘʧʢʝ. 

%ALLUSERSPROFILE%\Application 

Data\Kaspersky Lab\Kaspersky 

Embedded Systems Securi-

ty\2.2\Restored 

 

 

ɾʫʨʥʘʣ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded 
Systems Security 2.2 

ɽʩʣʠ ʚ  rʚʳʧʦʣʥʷʝʪʝ ʫʩʪʘʥʦʚʢʫ ʠʣʠ ʫʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security 2.2 ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ 

ʫʩʪʘʥʦʚʢʠ (ʫʜʘʣʝʥʠʷ), ʩʣʫʞʙʘ Windows Installer ʩʦʟʜʘʝʪ ʞʫʨʥʘʣ ʫʩʪʘʥʦʚʢʠ (ʫʜʘʣʝʥʠʷ). ʌʘʡʣ ʞʫʨʥʘʣʘ 

ʩ ʠʤʝʥʝʤ ess_install_<uid>.log (ʛʜʝ <uid> ï ʫʥʠʢʘʣʴʥʳʡ ʚʦʩʴʤʠʟʥʘʯʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʞʫʨʥʘʣʘ) 

ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʧʘʧʢʝ %temp% ʧʦʣʴʟʦʚʘʪʝʣʷ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʛʦ ʙʳʣ ʟʘʧʫʱʝʥ ʬʘʡʣ setup.exe. 

ɽʩʣʠ ʚ ʤʝʥʶ ʇʫʩʢ ʚʳ ʚʳʙʨʘʣʠ ʧʫʥʢʪ ʀʟʤʝʥʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ ʜʣʷ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʠʣʠ ʜʣʷ Kaspersky 

Embedded Systems Security 2.2, ʚ ʧʘʧʢʝ %temp% ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʝʪʩʷ ʬʘʡʣ ess_2.2_maintenance.log. 

ɽʩʣʠ ʚʳ ʚʳʧʦʣʥʷʝʪʝ ʫʩʪʘʥʦʚʢʫ ʠʣʠ ʫʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security 2.2 ʠʟ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ, ʧʦ ʫʤʦʣʯʘʥʠʶ ʞʫʨʥʘʣ ʫʩʪʘʥʦʚʢʠ ʥʝ ʩʦʟʜʘʝʪʩʷ. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʩ ʩʦʟʜʘʥʠʝʤ ʬʘʡʣʘ ʞʫʨʥʘʣʘ 

ʥʘ ʜʠʩʢʝ ʉ:\, ʚʳʧʦʣʥʠʪʝ ʦʜʥʫ ʠʟ ʩʣʝʜʫʶʱʠʭ ʢʦʤʘʥʜ: 

¶ msiexec /i ess_x86.msi /l*v C: \ ess .log /qn EULA=1 PRIVACYPOLI CY=1 

¶ msiexec /i ess_x64.msi /l*v C: \ ess .log /qn EULA=1 PRIVACYPOLICY=1  
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ʇʣʘʥʠʨʦʚʘʥʠʝ ʫʩʪʘʥʦʚʢʠ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Embedded Systems Security 2.2, 

ʦʩʦʙʝʥʥʦʩʪʝʡ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security 2.2 ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ 

ʫʩʪʘʥʦʚʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ" ʥʘ ʩʪʨ. 41), ʠʟ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ" ʥʘ ʩʪʨ. 53), ʯʝʨʝʟ Kaspersky 

Security Center (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ Kaspersky Security Center" ʥʘ ʩʪʨ. 58) ʠ 

ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active DirectoryÈ (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ 

ʧʦʣʠʪʠʢʠ Active Directory" ʥʘ ʩʪʨ. 63). 

ʇʝʨʝʜ ʪʝʤ ʢʘʢ ʥʘʯʘʪʴ ʫʩʪʘʥʦʚʢʫ Kaspersky Embedded Systems Security 2.2, ʩʧʣʘʥʠʨʫʡʪʝ ʦʩʥʦʚʥʳʝ ʵʪʘʧʳ 

ʝʝ ʧʨʦʚʝʜʝʥʠʷ: 

1. ɺʳʙʝʨʠʪʝ ʩʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʢʦʪʦʨʳʝ ʚʳ ʙʫʜʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

Kaspersky Embedded Systems Security 2.2 ʠ ʝʛʦ ʥʘʩʪʨʦʡʢʠ. 

2. ʆʧʨʝʜʝʣʠʪʝ, ʢʘʢʠʝ ʧʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʛʨʘʤʤʥʳʝ 

ʢʦʤʧʦʥʝʥʪʳ Kaspersky Embedded Systems Security 2.2 ʠ ʠʭ ʢʦʜʳ ʜʣʷ ʩʣʫʞʙʳ Windows Installer" 

ʥʘ ʩʪʨ. 23). 

3. ɺʳʙʝʨʠʪʝ ʩʧʦʩʦʙ ʫʩʪʘʥʦʚʢʠ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ɺʳʙʦʨ ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ................................................................................................................... 38 

ɺʳʙʦʨ ʩʧʦʩʦʙʘ ʫʩʪʘʥʦʚʢʠ .................................................................................................................................... 39 

 

 

ɺʳʙʦʨ ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ʆʧʨʝʜʝʣʠʪʝ, ʢʘʢʠʝ ʩʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳ ʙʫʜʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ 

Kaspersky Embedded Systems Security 2.2 ʠ ʫʧʨʘʚʣʝʥʠʷ ʠʤ. ɺ ʢʘʯʝʩʪʚʝ ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

Kaspersky Embedded Systems Security 2.2 ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʫʪʠʣʠʪʫ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ ʠ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

ɼʦʢʫʤʝʥʪʘʮʠʷ Kaspersky Embedded Systems Security 2.2 

ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security 2.2 ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʠʟʦʣʠʨʦʚʘʥʥʫʶ ʦʩʥʘʩʪʢʫ, ʢʦʪʦʨʘʷ 

ʜʦʙʘʚʣʷʝʪʩʷ ʚ Microsoft Management Console. ɺʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems Security 

2.2 ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʚ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʥʝʩʢʦʣʴʢʦ ʦʩʥʘʩʪʦʢ Kaspersky Embedded Systems Security 2.2 ʚ Microsoft Management 

Console ʚ ʘʚʪʦʨʩʢʦʤ ʨʝʞʠʤʝ, ʯʪʦʙʳ ʫʧʨʘʚʣʷʪʴ ʟʘʱʠʪʦʡ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʘ 

ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security 2.2. 

ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤ rʚʭʦʜʠʪ ʚ ʥʘʙʦʨ ʢʦʤʧʦʥʝʥʪʦʚ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ". 

ʋʪʠʣʠʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ɺʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems Security 2.2 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ʋʪʠʣʠʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʚʭʦʜʠʪ ʚ ʥʘʙʦʨ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security 2.2. 
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Kaspersky Security Center 

ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʧʨʦʛʨʘʤʤʫ Kaspersky Security Center ʜʣʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ 

ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʦʡ ʢʦʤʧʴʶʪʝʨʦʚ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʚʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded 

Systems Security 2.2 ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

ɺʘʤ ʧʦʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: 

¶ ʄʦʜʫʣʴ ʠʥʪʝʛʨʘʮʠʠ ʩ ɸʛʝʥʪʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ 

ʚʭʦʜʠʪ ʚ ʛʨʫʧʧʫ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security 2.2. ʆʥ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʚʷʟʴ Kaspersky Embedded Systems Security 2.2 ʩ ɸʛʝʥʪʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ʋʩʪʘʥʦʚʠʪʝ ʄʦʜʫʣʴ ʠʥʪʝʛʨʘʮʠʠ ʩ ɸʛʝʥʪʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center 

ʥʘ ʟʘʱʠʱʘʝʤʳʡ ʢʦʤʧʴʶʪʝʨ. 

¶ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ʋʩʪʘʥʦʚʠʪʝ ʵʪʦʪ ʢʦʤʧʦʥʝʥʪ ʥʘ ʢʘʞʜʳʡ 

ʟʘʱʠʱʘʝʤʳʡ ʢʦʤʧʴʶʪʝʨ. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʤʝʞʜʫ ʧʨʦʛʨʘʤʤʦʡ 

Kaspersky Embedded Systems Security 2.2, ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʠ ʂʦʥʩʦʣʴʶ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ʌʘʡʣ ʫʩʪʘʥʦʚʢʠ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʭʦʜʠʪ 

ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ Kaspersky Security Center. 

¶ ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security 2.2. ɼʦʧʦʣʥʠʪʝʣʴʥʦ ʫʩʪʘʥʦʚʠʪʝ 

ʥʘ ʢʦʤʧʴʶʪʝʨ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center, ʇʣʘʛʠʥ 

ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security 2.2 ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems 

Security 2.2 ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ʆʥ ʦʙʝʩʧʝʯʠʚʘʝʪ ʠʥʪʝʨʬʝʡʩ ʫʧʨʘʚʣʝʥʠʷ 

ʧʨʦʛʨʘʤʤʦʡ ʯʝʨʝʟ Kaspersky Security Center. ʌʘʡʣ ʫʩʪʘʥʦʚʢʠ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ, 

\product\klcfginst.exe, ʚʭʦʜʠʪ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ Kaspersky Embedded Systems Security 2.2. 
 

ɺʳʙʦʨ ʩʧʦʩʦʙʘ ʫʩʪʘʥʦʚʢʠ 

ʇʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 

(ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Embedded Systems Security 2.2 ʠ ʠʭ ʢʦʜʳ ʜʣʷ ʩʣʫʞʙʳ 

ʫʩʪʘʥʦʚʱʠʢʘ Windows" ʥʘ ʩʪʨ. 23) ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʩʧʦʩʦʙ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. 

ɺʳʙʝʨʠʪʝ ʩʧʦʩʦʙ ʫʩʪʘʥʦʚʢʠ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʘʨʭʠʪʝʢʪʫʨʳ ʩʝʪʠ ʠ ʩʣʝʜʫʶʱʠʭ ʫʩʣʦʚʠʡ: 

¶ ʧʦʪʨʝʙʫʝʪʩʷ ʣʠ ʚʘʤ ʟʘʜʘʪʴ ʩʧʝʮʠʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 

2.2 ʠʣʠ ʚʳ ʙʫʜʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʩʤ. ʨʘʟʜʝʣ "ʇʘʨʘʤʝʪʨʳ 

ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ ʠ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʜʣʷ ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ Windows" ʥʘ ʩʪʨ. 31); 

¶ ʙʫʜʫʪ ʣʠ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʝʜʠʥʳʤʠ ʜʣʷ ʚʩʝʭ ʢʦʤʧʴʶʪʝʨʦʚ ʠʣʠ ʠʥʜʠʚʠʜʫʘʣʴʥʳʤʠ 

ʜʣʷ ʢʘʞʜʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʢʘʢ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ, ʪʘʢ ʠ 

ʚ ʨʝʞʠʤʝ ʙʝʟ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʫʢʘʟʘʚ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ. ɺʳ ʤʦʞʝʪʝ 

ʚʳʧʦʣʥʠʪʴ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʫʶ ʫʜʘʣʝʥʥʫʶ ʫʩʪʘʥʦʚʢʫ Kaspersky Embedded Systems Security 2.2: ʯʝʨʝʟ 

ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory ʠʣʠ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky Security Center. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʥʘ ʦʜʥʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʥʘʩʪʨʦʠʪʴ ʝʛʦ 

ʜʣʷ ʨʘʙʦʪʳ ʠ ʩʦʭʨʘʥʠʪʴ ʝʛʦ ʧʘʨʘʤʝʪʨʳ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ, ʯʪʦʙʳ ʟʘʪʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʦʟʜʘʥʥʳʡ 

ʬʘʡʣ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 ʥʘ ʜʨʫʛʠʭ ʢʦʤʧʴʶʪʝʨʘʭ (ʵʪʘ ʚʦʟʤʦʞʥʦʩʪʴ 

ʥʝ ʧʨʠʤʝʥʷʝʪʩʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory). 
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ɿʘʧʫʩʢ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ 

ʉ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʚʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ: 

¶ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Embedded Systems Security 2.2 (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ 

Kaspersky Embedded Systems Security 2.2" ʥʘ ʩʪʨ. 24) ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʟ ʬʘʡʣʘ 

\product\setup.exe, ʚʭʦʜʷʱʝʛʦ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ; 

¶ ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security 2.2 (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʂʦʥʩʦʣʠ Kaspersky 

Embedded Systems Security 2.2" ʥʘ ʩʪʨ. 43) ʠʟ ʬʘʡʣʘ \client\setup.exe, ʚʭʦʜʷʱʝʛʦ ʚ ʢʦʤʧʣʝʢʪ 

ʧʦʩʪʘʚʢʠ, ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ ʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ. 

ɿʘʧʫʩʢ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʬʘʡʣʘ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ 

ɿʘʧʫʩʪʠʚ ʬʘʡʣ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʙʝʟ ʢʣʶʯʝʡ, ʚʳ ʫʩʪʘʥʦʚʠʪʝ Kaspersky Embedded Systems Security 

2.2 ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʉ ʧʦʤʦʱʴʶ ʢʣʶʯʝʡ Kaspersky Embedded Systems Security 2.2 

ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʨʘʙʦʯʝʤ 

ʤʝʩʪʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʳ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 ʠ ʂʦʥʩʦʣʠ 

ʧʨʦʛʨʘʤʤʳ (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ" ʥʘ ʩʪʨ. 53). 

ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʘʷ ʫʩʪʘʥʦʚʢʘ ʯʝʨʝʟ Kaspersky Security Center 

ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ Kaspersky Security Center ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʦʡ ʢʦʤʧʴʶʪʝʨʦʚ ʩʝʪʠ, 

ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ 

ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky Security Center. 

ʂʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ Kaspersky 

Security Center (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ Kaspersky Security Center" 

ʥʘ ʩʪʨ. 58), ʤʦʛʫʪ ʥʘʭʦʜʠʪʴʩʷ ʢʘʢ ʚ ʦʜʥʦʤ ʜʦʤʝʥʝ ʩ Kaspersky Security Center, ʪʘʢ ʠ ʚ ʜʨʫʛʦʤ ʜʦʤʝʥʝ ʠʣʠ 

ʚʦʦʙʱʝ ʥʝ ʧʨʠʥʘʜʣʝʞʘʪʴ ʥʠ ʦʜʥʦʤʫ ʜʦʤʝʥʫ. 

ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʘʷ ʫʩʪʘʥʦʚʢʘ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory 

ʉ ʧʦʤʦʱʴʶ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ Active Directory ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ 

ʨʘʙʦʯʝʤ ʤʝʩʪʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2, ʠʩʧʦʣʴʟʫʷ ʣʠʰʴ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ 

ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʂʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʭ ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security 2.2 ʫʩʪʘʥʦʚʣʝʥʘ ʩ ʧʦʤʦʱʴʶ 

ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ Active Directory (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ 

Active Directory" ʥʘ ʩʪʨ. 63), ʜʦʣʞʥʳ ʥʘʭʦʜʠʪʴʩʷ ʚ ʪʦʤ ʞʝ ʜʦʤʝʥʝ ʠ ʚ ʪʦʤ ʞʝ ʧʦʜʨʘʟʜʝʣʝʥʠʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʋʩʪʘʥʦʚʢʘ ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʠ ʟʘʧʫʩʢʝ ʢʦʤʧʴʶʪʝʨʘ, ʧʝʨʝʜ ʚʭʦʜʦʤ ʚ Microsoft Windows. 
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ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʧʨʦʮʝʜʫʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security 2.2 

ʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ, ʘ ʪʘʢʞʝ ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʥʘʩʪʨʦʡʢʝ 

Kaspersky Embedded Systems Security 2.2 ʠ ʜʝʡʩʪʚʠʷʭ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʋʩʪʘʥʦʚʢʘ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ 

ɺ ʩʣʝʜʫʶʱʠʭ ʨʘʟʜʝʣʘʭ ʩʦʜʝʨʞʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʪʦʤ, ʢʘʢ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems 

Security 2.2 ʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʠ ʧʨʠʩʪʫʧʠʪʴ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶ Kaspersky Embedded Systems Security 

2.2, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʋʩʪʘʥʦʚʠʪʝ Kaspersky Embedded Systems Security 2.2 ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

2. ʅʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʩ ʢʦʪʦʨʳʭ ʚʳ ʧʣʘʥʠʨʫʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems Security 2.2, 

ʫʩʪʘʥʦʚʠʪʝ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. 

3. ɽʩʣʠ ʚʳ ʫʩʪʘʥʦʚʠʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʥʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʘ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʩʝʪʠ, ʚʳʧʦʣʥʠʪʝ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʥʘʩʪʨʦʡʢʫ, ʯʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʤʦʛʣʠ 

ʫʜʘʣʝʥʥʦ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems Security 2.2. 

4. ɺʳʧʦʣʥʠʪʝ ʜʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʋʩʪʘʥʦʚʢʘ Kaspersky Embedded Systems Security 2.2 

ʇʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ Kaspersky Embedded Systems Security 2.2 ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʥʝ ʫʩʪʘʥʦʚʣʝʥʳ ʜʨʫʛʠʝ ʘʥʪʠʚʠʨʫʩʥʳʝ ʧʨʦʛʨʘʤʤʳ. 

¶ ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʡ ʚʳ ʟʘʧʫʩʢʘʝʪʝ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ, ʚʭʦʜʠʪ ʚ ʛʨʫʧʧʫ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 
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ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʦʧʠʩʘʥʥʳʭ ʚʳʰʝ ʜʝʡʩʪʚʠʡ, ʧʝʨʝʡʜʠʪʝ ʢ ʧʨʦʮʝʜʫʨʝ ʫʩʪʘʥʦʚʢʠ. ʉʣʝʜʫʷ ʠʥʩʪʨʫʢʮʠʷʤ 

ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ, ʟʘʜʘʡʪʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2. ɺʳ ʤʦʞʝʪʝ 

ʧʨʝʨʚʘʪʴ ʫʩʪʘʥʦʚʢʫ Kaspersky Embedded Systems Security 2.2 ʥʘ ʣʶʙʦʤ ʰʘʛʝ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ. ɼʣ ̫ʵʪʦʛʦ 

ʚ ʦʢʥʝ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʪʤʝʥʘ. 

ɺʳ ʤʦʞʝʪʝ ʧʨʦʯʠʪʘʪʴ ʧʦʜʨʦʙʥʝʝ ʦ ʧʘʨʘʤʝʪʨʘʭ ʫʩʪʘʥʦʚʢʠ (ʫʜʘʣʝʥʠʷ) (ʩʤ. ʨʘʟʜʝʣ "ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ 

ʫʜʘʣʝʥʠʷ ʠ ʠʭ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʜʣʷ ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ Windows" ʥʘ ʩʪʨ. 31). 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ 

ʫʩʪʘʥʦʚʢʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʟʘʧʫʩʪʠʪʝ ʬʘʡʣ ʧʨʦʛʨʘʤʤʳ-ʧʨʠʚʝʪʩʪʚʠʷ setup.exe. 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚ ʙʣʦʢʝ ʋʩʪʘʥʦʚʢʘ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʋʩʪʘʥʦʚʠʪʴ Kaspersky Embedded 

Systems Security 2.2. 

3. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʧʨʠʚʝʪʩʪʚʠʷ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 

ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʠ ʇʦʣʠʪʠʢʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

4. ʆʟʥʘʢʦʤʴʪʝʩʴ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

5. ɽʩʣʠ ʚʳ ʧʨʦʯʠʪʘʣʠ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʠ ʇʦʣʠʪʠʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʜʣʷ ʧʨʦʜʦʣʞʝʥʠʷ 

ʫʩʪʘʥʦʚʢʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ, ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʱʠʝ, ʯʪʦ ʚʳ ʧʨʠʥʠʤʘʝʪʝ ʧʦʣʦʞʝʥʠʷ ʠ ʫʩʣʦʚʠʷ 

ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʦʧʠʩʳʚʘʝʪ 

ʦʙʨʘʙʦʪʢʫ ʜʘʥʥʳʭ.  

ɽʩʣʠ ʚʳ ʥʝ ʧʨʠʥʠʤʘʝʪʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʠ ʇʦʣʠʪʠʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʫʩʪʘʥʦʚʢʘ 

ʙʫʜʝʪ ʧʨʝʨʚʘʥʘ. 

6. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ. 

7. ɺʳʙʝʨʠʪʝ ʢʦʤʧʦʥʝʥʪʳ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ.  

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚ ʩʧʠʩʦʢ ʨʝʢʦʤʝʥʜʫʝʤʳʭ ʢ ʫʩʪʘʥʦʚʢʝ ʦʙʲʝʢʪʦʚ ʚʢʣʶʯʝʥʳ ʚʩʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky 

Embedded Systems Security 2.2, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʢʦʤʧʦʥʝʥʪʘ ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ. 

ʂʦʤʧʦʥʝʥʪ ʇʦʜʜʝʨʞʢʘ SNMP-ʧʨʦʪʦʢʦʣʘ Kaspersky Embedded Systems Security 2.2 

ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʩʧʠʩʢʝ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʢʦʤʧʦʥʝʥʪʦʚ, ʪʦʣʴʢʦ ʝʩʣʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ 

ʫʩʪʘʥʦʚʣʝʥʘ ʉʣʫʞʙʘ SNMP Microsoft Windows. 

8. ʏʪʦʙʳ ʦʪʤʝʥʠʪʴ ʚʩʝ ʠʟʤʝʥʝʥʠʷ ʚ ʦʢʥʝ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʉʙʨʦʩʠʪʴ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

9. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɺʳʙʦʨ ʧʘʧʢʠ ʥʘʟʥʘʯʝʥʠʷ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʫʢʘʞʠʪʝ ʧʘʧʢʫ, ʚ ʢʦʪʦʨʦʡ ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ ʬʘʡʣʳ Kaspersky Embedded Systems 

Security 2.2. 

¶ ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʧʨʦʩʤʦʪʨʠʪʝ ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʦʩʪʫʧʥʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ ʥʘ ʣʦʢʘʣʴʥʳʭ ʞʝʩʪʢʠʭ 

ʜʠʩʢʘʭ ʧʦ ʢʥʦʧʢʝ ɼʠʩʢ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

 



 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ 

43 

 

 

 
 

10. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʥʘʩʪʨʦʡʪʝ ʩʣʝʜʫʶʱʠʝ 

ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ: 

¶ ɺʢʣʶʯʠʪʴ ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. 

¶ ɼʦʙʘʚʠʪʴ ʢ ʠʩʢʣʶʯʝʥʠʷʤ ʬʘʡʣʳ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ Microsoft. 

¶ ɼʦʙʘʚʠʪʴ ʢ ʠʩʢʣʶʯʝʥʠʷʤ ʬʘʡʣʳ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ "ʃʘʙʦʨʘʪʦʨʠʝʡ ʂʘʩʧʝʨʩʢʦʛʦ". 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

11. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʀʤʧʦʨʪ ʧʘʨʘʤʝʪʨʦʚ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ Kaspersky Embedded Systems Security 2.2 

ʠʟ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ, ʩʦʟʜʘʥʥʦʛʦ ʚ ʣʶʙʦʡ ʧʨʝʜʳʜʫʱʝʡ ʩʦʚʤʝʩʪʠʤʦʡ 

ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʳ, ʫʢʘʞʠʪʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ.  

b. ɿʘʪʝʤ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

12. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɸʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤʳ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ, ʫʢʘʞʠʪʝ ʬʘʡʣ ʢʣʶʯʘ Kaspersky Embedded Systems 

Security 2.2 ʜʣʷ ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ. 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ ʧʦʟʞʝ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

¶ ɽʩʣʠ ʚʳ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʩʦʭʨʘʥʠʣʠ ʬʘʡʣ ʢʣʶʯʘ ʚ ʧʘʧʢʝ \server ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ, ʠʤʷ ʵʪʦʛʦ 

ʬʘʡʣʘ ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʧʦʣʝ ʂʣʶʯ. 

ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʢʣʶʯ ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ ʢʣʶʯʘ, ʢʦʪʦʨʳʡ ʭʨʘʥʠʪʩʷ ʚ ʜʨʫʛʦʡ ʧʘʧʢʝ, 

ʫʢʘʞʠʪʝ ʬʘʡʣ ʢʣʶʯʘ. 

ʇʦʩʣʝ ʜʦʙʘʚʣʝʥʠʷ ʬʘʡʣʘ ʢʣʶʯʘ ʚ ʦʢʥʝ ʦʪʦʙʨʘʟʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʣʠʮʝʥʟʠʠ. Kaspersky 

Embedded Systems Security 2.2 ʦʪʦʙʨʘʞʘʝʪ ʨʘʩʯʝʪʥʫʶ ʜʘʪʫ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ. 

ʉʨʦʢ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʦʪʩʯʠʪʳʚʘʝʪʩʷ ʩ ʤʦʤʝʥʪʘ ʜʦʙʘʚʣʝʥʠʷ ʢʣʶʯʘ, ʥʦ ʠʩʪʝʢʘʝʪ ʥʝ ʧʦʟʜʥʝʝ 

ʠʩʪʝʯʝʥʠʷ ʩʨʦʢʘ ʛʦʜʥʦʩʪʠ ʬʘʡʣʘ ʢʣʶʯʘ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ, ʯʪʦʙʳ ʧʨʠʤʝʥʠʪʴ ʢʣʶʯ ʚ ʧʨʦʛʨʘʤʤʝ. 

13. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɻʦʪʦʚʥʦʩʪʴ ʢ ʫʩʪʘʥʦʚʢʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ. ʄʘʩʪʝʨ ʧʨʠʩʪʫʧʠʪ 

ʢ ʫʩʪʘʥʦʚʢʝ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security 2.2. 

14. ʇʦ ʟʘʚʝʨʰʝʥʠʠ ʫʩʪʘʥʦʚʢʠ ʦʪʢʨʦʝʪʩʷ ʦʢʥʦ ʋʩʪʘʥʦʚʢʘ ʟʘʚʝʨʰʝʥʘ. 

15. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʇʨʦʯʠʪʘʪʴ Release Notes, ʯʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʝʨʩʠʠ ʧʦʩʣʝ 

ʟʘʚʝʨʰʝʥʠʷ ʨʘʙʦʪʳ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ. 

16. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʆʢʥʦ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʙʫʜʝʪ ʟʘʢʨʳʪʦ. ʇʦ ʟʘʚʝʨʰʝʥʠʠ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 

2.2 ʙʫʜʝʪ ʛʦʪʦʚ ʢ ʨʘʙʦʪʝ, ʝʩʣʠ ʚʳ ʜʦʙʘʚʠʣʠ ʢʣʶʯ ʜʣʷ ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ. 

 

ʋʩʪʘʥʦʚʢʘ ʂʦʥʩʦʣʠ Kaspersky Embedded Systems Security 2.2 

ʉʣʝʜʫʷ ʠʥʩʪʨʫʢʮʠʷʤ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ, ʟʘʜʘʡʪʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ. ɺʳ ʤʦʞʝʪʝ 

ʧʨʝʨʚʘʪʴ ʫʩʪʘʥʦʚʢʫ ʥʘ ʣʶʙʦʤ ʰʘʛʝ ʤʘʩʪʝʨʘ. ɼʣ ̫ʵʪʦʛʦ ʚ ʦʢʥʝ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʥʘʞʤʠʪʝ 

ʥʘ ʢʥʦʧʢʫ ʆʪʤʝʥʘ. 
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Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʡ ʚʳ ʟʘʧʫʩʢʘʝʪʝ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ, ʚʭʦʜʠʪ ʚ ʛʨʫʧʧʫ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. 

2. ɿʘʧʫʩʪʠʪʝ ʬʘʡʣ ʧʨʠʚʝʪʩʪʚʠʷ setup.exe ʥʘ ʢʦʤʧʴʶʪʝʨʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʧʨʦʛʨʘʤʤʳ-ʧʨʠʚʝʪʩʪʚʠʷ. 

3. ʇʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʋʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security 2.2. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʧʨʠʚʝʪʩʪʚʠʷ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

4. ʆʟʥʘʢʦʤʴʪʝʩʴ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

ʚ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʠ ʜʣʷ ʧʨʦʜʦʣʞʝʥʠʷ ʫʩʪʘʥʦʚʢʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ, ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʱʠʝ, ʯʪʦ ʚʳ 

ʧʨʠʥʠʤʘʝʪʝ ʧʦʣʦʞʝʥʠʷ ʠ ʫʩʣʦʚʠʷ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʫ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʦʧʠʩʳʚʘʝʪ ʦʙʨʘʙʦʪʢʫ ʜʘʥʥʳʭ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ. 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɽʩʣʠ ʚʳ ʧʣʘʥʠʨʫʝʪʝ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʫʧʨʘʚʣʷʪʴ ʧʨʦʛʨʘʤʤʦʡ Kaspersky 

Embedded Systems Security 2.2, ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʥʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ 

ʈʘʟʨʝʰʠʪʴ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ.  

¶ ʏʪʦʙʳ ʦʪʢʨʳʪʴ ʦʢʥʦ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ ʠ ʚʳʙʨʘʪʴ ʢʦʤʧʦʥʝʥʪʳ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʧʦʣʥʠʪʝʣʴʥʦ.  

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ. 

b. ɺʳʙʝʨʠʪʝ ʢʦʤʧʦʥʝʥʪʳ ʥʘʙʦʨʘ ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠʟ ʩʧʠʩʢʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʚʩʝ ʢʦʤʧʦʥʝʥʪʳ. 

c. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ɺʳ ʤʦʞʝʪʝ ʧʨʦʯʠʪʘʪʴ ʧʦʜʨʦʙʥʝʝ ʦ ʢʦʤʧʦʥʝʥʪʘʭ Kaspersky Embedded Systems Security 2.2 

(ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Embedded Systems Security 2.2 ʠ ʠʭ ʢʦʜʳ 

ʜʣʷ ʩʣʫʞʙʳ Windows Installer" ʥʘ ʩʪʨ. 23). 

6. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɺʳʙʦʨ ʧʘʧʢʠ ʥʘʟʥʘʯʝʥʠʷ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʫʢʘʞʠʪʝ ʜʨʫʛʫʶ ʧʘʧʢʫ, ʚ ʢʦʪʦʨʦʡ ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʝ ʬʘʡʣʳ.  

b. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

7. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɻʦʪʦʚʥʦʩʪʴ ʢ ʫʩʪʘʥʦʚʢʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ.  

ʄʘʩʪʝʨ ʧʨʠʩʪʫʧʠʪ ʢ ʫʩʪʘʥʦʚʢʝ ʚʳʙʨʘʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ. 

8. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʆʢʥʦ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʙʫʜʝʪ ʟʘʢʨʳʪʦ. ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʘ 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

ɽʩʣʠ ʚʳ ʫʩʪʘʥʦʚʠʣʠ ʥʘʙʦʨ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" ʥʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʩʝʨʚʝʨʝ, ʘ ʥʘ ʜʨʫʛʦʤ 

ʢʦʤʧʴʶʪʝʨʝ ʩʝʪʠ, ʚʳʧʦʣʥʠʪʝ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʥʘʩʪʨʦʡʢʫ (ʩʤ. ʨʘʟʜʝʣ "ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʧʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ" ʥʘ ʩʪʨ. 45). 
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ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ 
ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ɽʩʣʠ ʚʳ ʫʩʪʘʥʦʚʠʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʥʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʘ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ ʩʝʪʠ, 

ʚʳʧʦʣʥʠʪʝ ʦʧʠʩʘʥʥʳʝ ʥʠʞʝ ʜʝʡʩʪʚʠʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʣʠ ʫʜʘʣʝʥʥʦ ʫʧʨʘʚʣʷʪʴ Kaspersky 

Embedded Systems Security 2.2: 

¶ ɼʦʙʘʚʴʪʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Embedded Systems Security 2.2 ʚ ʛʨʫʧʧʫ ESS Administrators 
ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

¶ ʈʘʟʨʝʰʘʪʴ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʩʣʫʞʙʳ Kaspersky Security Management (kavfsgt.exe) 
(ʩʤ. ʨʘʟʜʝʣ "ʆ ʧʨʘʚʘʭ ʜʦʩʪʫʧʘ ʢ ʩʣʫʞʙʝ Kaspersky Security Management" ʥʘ ʩʪʨ. 83), ʝʩʣʠ 
ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʝʪʝʚʦʡ ʵʢʨʘʥ Windows ʠʣʠ ʩʝʪʝʚʦʡ ʵʢʨʘʥ 
ʩʪʦʨʦʥʥʝʛʦ ʧʦʩʪʘʚʱʠʢʘ. 

¶ ɽʩʣʠ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Microsoft Windows 
ʥʝ ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʞʦʢ ʈʘʟʨʝʰʠʪʴ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ, ʥʝʦʙʭʦʜʠʤʦ ʚʨʫʯʥʫʶ ʚʢʣʶʯʠʪʴ ʩʝʪʝʚʳʝ 
ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʩʝʪʝʚʦʡ ʵʢʨʘʥ ʢʦʤʧʴʶʪʝʨʘ. 

 
 

ʈʘʟʨʝʰʝʥʠʝ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʜʣʷ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ 

ʅʘʟʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʚ ʨʘʟʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows. 

ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʥʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʩʧʦʣʴʟʫʝʪ ʧʨʦʪʦʢʦʣ DCOM ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ 

ʦ ʩʦʙʳʪʠʷʭ Kaspersky Embedded Systems Security 2.2 (ʥʘʧʨʠʤʝʨ, ʦ ʧʨʦʚʝʨʝʥʥʳʭ ʦʙʲʝʢʪʘʭ ʠʣʠ ʟʘʚʝʨʰʝʥʠʠ 

ʟʘʜʘʯ) ʦʪ ʩʣʫʞʙʳ Kaspersky Security Management ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. ɺʘʤ ʥʫʞʥʦ ʨʘʟʨʝʰʠʪʴ 

ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʚ ʧʘʨʘʤʝʪʨʘʭ ʙʨʘʥʜʤʘʫʵʨʘ Windows, ʯʪʦʙʳ ʫʩʪʘʥʘʚʣʠʚʘʪʴ 

ʩʦʝʜʠʥʝʥʠʷ ʤʝʞʜʫ ʂʦʥʩʦʣʴʶ ʧʨʦʛʨʘʤʤʳ ʠ ʩʣʫʞʙʦʡ Kaspersky Security Management.  

ʅʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʨʘʟʨʝʰʝʥ ʘʥʦʥʠʤʥʳʡ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʧʨʦʛʨʘʤʤʘʤ COM (ʥʦ ʥʝ ʫʜʘʣʝʥʥʳʡ 

ʟʘʧʫʩʢ ʠ ʘʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤ COM). 

¶ ɺ ʧʘʨʘʤʝʪʨʘʭ ʙʨʘʥʜʤʘʫʵʨʘ Windows ʦʪʢʨʦʡʪʝ ʧʦʨʪ TCP 135 ʠ ʨʘʟʨʝʰʠʪʝ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ 

ʜʣʷ ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ ʧʨʦʮʝʩʩʘ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security 

2.2 ï kavfsrcn.exe. 

 

ʂʣʠʝʥʪʩʢʠʡ ʢʦʤʧʴʶʪʝʨ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʦʙʤʝʥʠʚʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʝʡ 

ʩ ʟʘʱʠʱʘʝʤʳʤ ʢʦʤʧʴʶʪʝʨʦʤ ʯʝʨʝʟ ʧʦʨʪ TCP 135. 

¶ ʅʘʩʪʨʦʡʪʝ ʧʨʘʚʠʣʦ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʜʣʷ ʙʨʘʥʜʤʘʫʵʨʘ Windows, ʯʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʩʝʪʝʚʳʝ 

ʩʦʝʜʠʥʝʥʠʷ.  

ɺ ʦʪʣʠʯʠʝ ʦʪ ʩʪʘʥʜʘʨʪʥʳʭ ʩʣʫʞʙ TCP/IP ʠ UDP/IP, ʛʜʝ ʜʣʷ ʢʘʞʜʦʛʦ ʧʨʦʪʦʢʦʣʘ ʠʤʝʝʪʩʷ 

ʬʠʢʩʠʨʦʚʘʥʥʳʡ ʧʦʨʪ, DCOM ʜʠʥʘʤʠʯʝʩʢʠ ʥʘʟʥʘʯʘʝʪ ʧʦʨʪʳ ʩʚʦʠʤ ʫʜʘʣʝʥʥʳʤ COM-ʦʙʲʝʢʪʘʤ. ɽʩʣʠ 

ʤʝʞʜʫ ʢʣʠʝʥʪʦʤ (ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ) ʠ DCOM-ʫʩʪʨʦʡʩʪʚʦʤ (ʟʘʱʠʱʘʝʤʳʤ 

ʩʝʨʚʝʨʦʤ) ʠʤʝʝʪʩʷ ʩʝʪʝʚʦʡ ʵʢʨʘʥ, ʥʝʦʙʭʦʜʠʤʦ ʦʪʢʨʳʪʴ ʰʠʨʦʢʠʡ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ. 

ɸʥʘʣʦʛʠʯʥʳʝ ʰʘʛʠ ʩʣʝʜʫʝʪ ʚʳʧʦʣʥʠʪʴ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʣʶʙʦʛʦ ʜʨʫʛʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʠʣʠ ʘʧʧʘʨʘʪʥʦʛʦ 

ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ. 
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ɽʩʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʦʪʢʨʳʪʘ ʚʦ ʚʨʝʤʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ʩʦʝʜʠʥʝʥʠʷ ʤʝʞʜʫ ʟʘʱʠʱʘʝʤʳʤ 

ʢʦʤʧʴʶʪʝʨʦʤ ʠ ʢʦʤʧʴʶʪʝʨʦʤ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʪʨʝʙʫʝʪʩʷ ʟʘʢʨʳʪʴ ʂʦʥʩʦʣʴ 

ʧʨʦʛʨʘʤʤʳ, ʜʦʞʜʘʪʴʩʷ ʟʘʚʝʨʰʝʥʠʷ ʧʨʦʮʝʩʩʘ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems 

Security 2.2 kavfsrcn.exe ʠ ʩʥʦʚʘ ʟʘʧʫʩʪʠʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. ʅʦʚʳʝ ʧʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ 

ʙʫʜʫʪ ʧʨʠʤʝʥʝʥʳ. 

Ʒ ʏʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʘʥʦʥʠʤʥʳʡ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʧʨʦʛʨʘʤʤʘʤ COM, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security 

2.2, ʦʪʢʨʦʡʪʝ ʢʦʥʩʦʣʴ ʉʣʫʞʙʳ ʢʦʤʧʦʥʝʥʪʦʚ. 

2. ɺʳʙʝʨʠʪʝ ʇʫʩʢ > ɺʳʧʦʣʥʠʪʴ. 

3. ɺʚʝʜʠʪʝ ʢʦʤʘʥʜʫ dcomcnfg . 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

5. ɺ ʢʦʥʩʦʣʠ ʉʣʫʞʙʳ ʢʦʤʧʦʥʝʥʪʦʚ ʢʦʤʧʴʶʪʝʨʘ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʂʦʤʧʴʶʪʝʨʳ. 

6. ʆʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʥʘ ʫʟʣʝ ʄʦʡ ʢʦʤʧʴʶʪʝʨ. 

7. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʉʚʦʡʩʪʚʘ. 

8. ɺ ʦʢʥʝ ʉʚʦʡʩʪʚʘ ʥʘ ʟʘʢʣʘʜʢʝ ɹʝʟʦʧʘʩʥʦʩʪʴ COM ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ ʦʛʨʘʥʠʯʝʥʠʷ 

ʚ ʛʨʫʧʧʝ ʧʘʨʘʤʝʪʨʦʚ ʇʨʘʚʘ ʜʦʩʪʫʧʘ. 

9. ɺ ʦʢʥʝ ʈʘʟʨʝʰʝʥʠʝ ʥʘ ʜʦʩʪʫʧ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ANONYMOUS LOGON ʫʩʪʘʥʦʚʣʝʥ 

ʬʣʘʞʦʢ ʈʘʟʨʝʰʠʪʴ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ. 

10. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

Ʒ ʏʪʦʙʳ ʦʪʢʨʳʪʴ ʚ ʙʨʘʥʜʤʘʫʵʨʝ Windows TCP-ʧʦʨʪ 135 ʠ ʨʘʟʨʝʰʠʪʴ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ 

ʜʣʷ ʧʨʦʮʝʩʩʘ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security 2.2, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʟʘʢʨʦʡʪʝ ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security 2.2. 

2. ɺʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɺ Microsoft Windows XP ʠʣʠ Microsoft Windows VistaÈ: 

a. ɺ Microsoft Windows XP ʩ ʧʘʢʝʪʦʤ ʦʙʥʦʚʣʝʥʠʡ 2 ʠʣʠ ʚʳʰʝ ʚʳʙʝʨʠʪʝ ʇʫʩʢ > 

ɹʨʘʥʜʤʘʫʵʨ Windows. 

ɺ Microsoft Windows Vista ʚʳʙʝʨʠʪʝ ʇʫʩʢ > ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ > ɹʨʘʥʜʤʘʫʵʨ Windows ʠ 

ʚ ʦʢʥʝ ɹʨʘʥʜʤʘʫʵʨ Windows ʚr ʙʝʨʠʪʝ ʧʫʥʢʪ ʀʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ. 

b. ɺ ʦʢʥʝ ɹʨʘʥʜʤʘʫʵʨ Windows (ʠʣʠ ʇʘʨʘʤʝʪʨʳ ʙʨʘʥʜʤʘʫʵʨʘ Windows) ʥʘ ʟʘʢʣʘʜʢʝ 

ʀʩʢʣʶʯʝʥʠʷ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʧʦʨʪ. 

c. ɺ ʧʦʣʝ ʀʤ  ̫ʫʢʘʞʠʪʝ ʠʤʷ ʧʦʨʪʘ RPC (TCP/135) ʠʣʠ ʟʘʜʘʡʪʝ ʜʨʫʛʦʝ ʠʤʷ, ʥʘʧʨʠʤʝʨ, DCOM 

Kaspersky Embedded Systems Security 2.2, ʘ ʚ ʧʦʣʝ ʅʦʤʝʨ ʧʦʨʪʘ ʫʢʘʞʠʪʝ ʥʦʤʝʨ ʧʦʨʪʘ: 135. 

d. ɺʳʙʝʨʠʪʝ ʧʨʦʪʦʢʦʣ TCP. 

e. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

f. ʅʘ ʟʘʢʣʘʜʢʝ ʀʩʢʣʶʯʝʥʠʷ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʧʨʦʛʨʘʤʤʫ. 
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¶ ɺ Microsoft Windows 7 ʠ ʚʳʰʝ: 

a. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʇʫʩʢ > ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ > ɹʨʘʥʜʤʘʫʵʨ Windows.  

b. ɺ ʦʢʥʝ ɹʨʘʥʜʤʘʫʵʨ Windows ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʈʘʟʨʝʰʠʪʴ ʟʘʧʫʩʢ ʧʨʦʛʨʘʤʤʳ ʠʣʠ 

ʢʦʤʧʦʥʝʥʪʘ ʯʝʨʝʟ ʙʨʘʥʜʤʘʫʵʨ Windows. 

c. ɺ ʦʢʥʝ ʈʘʟʨʝʰʠʪʴ ʩʚʷʟʴ ʧʨʦʛʨʘʤʤ ʯʝʨʝʟ ʙʨʘʥʜʤʘʫʵʨ Windows ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ 

ʈʘʟʨʝʰʠʪʴ ʜʨʫʛʫʶ ʧʨʦʛʨʘʤʤʫ. 

3. ɺ ʦʢʥʝ ɼʦʙʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʫʢʘʞʠʪʝ ʬʘʡʣ kavfsrcn.exe. ʆʥ ʭʨʘʥʠʪʩʷ ʚ ʧʘʧʢʝ, ʢʦʪʦʨʫʶ ʚʳ 

ʫʢʘʟʘʣʠ ʚ ʢʘʯʝʩʪʚʝ ʧʘʧʢʠ ʥʘʟʥʘʯʝʥʠʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʂʦʥʩʦʣʠ Kaspersky Embedded Systems Security 

2.2 ʩ ʧʦʤʦʱʴʶ ʢʦʥʩʦʣʠ Microsoft Management Console. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

5. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ ʚ ʦʢʥʝ ɹʨʘʥʜʤʘʫʵʨ Windows (ʇʘʨʘʤʝʪʨʳ ʙʨʘʥʜʤʘʫʵʨʘ Windows). 

Ʒ ɼʦʙʘʚʣʝʥʠʝ ʧʨʘʚʠʣʘ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ ʜʣʷ ʙʨʘʥʜʤʘʫʵʨʘ Windows: 

1. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʇʫʩʢ > ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ > ɹʨʘʥʜʤʘʫʵʨ Windows.  

2. ɺ ʦʢʥʝ ɹʨʘʥʜʤʘʫʵʨ Windows ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɹʨʘʥʜʤʘʫʵʨ Windows ʚ ʨʝʞʠʤʝ ʧʦʚʳʰʝʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

3. ɺʳʙʝʨʠʪʝ ʚʣʦʞʝʥʥʳʡ ʫʟʝʣ ʇʨʘʚʠʣʘ ʜʣ ̫ʠʩʭʦʜʷʱʝʛʦ ʧʦʜʢʣʶʯʝʥʠʷ. 

4. ʅʘ ʧʘʥʝʣʠ ɼʝʡʩʪʚʠʷ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʉʦʟʜʘʪʴ ʧʨʘʚʠʣʦ. 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʄʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʧʨʘʚʠʣʘ ʜʣ ̫ʥʦʚʦʛʦ ʠʩʭʦʜʷʱʝʛʦ ʧʦʜʢʣʶʯʝʥʠʷ ʚʳʙʝʨʠʪʝ 
ʧʘʨʘʤʝʪʨ ʇʦʨʪ ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

6. ɺʳʙʝʨʠʪʝ ʧʘʨʘʤʝʪʨ ʇʨʦʪʦʢʦʣ TCP. 

7. ɺ ʧʦʣʝ ʆʧʨʝʜʝʣʝʥʥʳʝ ʫʜʘʣʝʥʥʳʝ ʧʦʨʪʳ ʫʢʘʞʠʪʝ ʩʣʝʜʫʶʱʠʡ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ, ʯʪʦʙʳ ʨʘʟʨʝʰʠʪʴ 
ʠʩʭʦʜʷʱʠʝ ʧʦʜʢʣʶʯʝʥʠʷ: 1024ï65535. 

8. ɺ ʦʢʥʝ ɼʝʡʩʪʚʠʝ ʚʳʙʝʨʠʪʝ ʧʘʨʘʤʝʪʨ ʈʘʟʨʝʰʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ. 

9. ʉʦʭʨʘʥʠʪʝ ʩʦʟʜʘʥʥʦʝ ʧʨʘʚʠʣʦ ʠ ʟʘʢʨʦʡʪʝ ʦʢʥʦ ɹʨʘʥʜʤʘʫʵʨ Windows ʚ ʨʝʞʠʤʝ 

ʧʦʚʳʰʝʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɹʨʘʥʜʤʘʫʵʨ Windows ʥʝ ʨʘʟʨʝʰʘʝʪ ʫʩʪʘʥʦʚʢʫ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʤʝʞʜʫ ʂʦʥʩʦʣʴʶ ʧʨʦʛʨʘʤʤʳ ʠ 

ʩʣʫʞʙʦʡ Kaspersky Security Management. 

 

ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 

Kaspersky Embedded Systems Security 2.2 ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʠ ʟʘʱʠʪʳ ʠ ʧʨʦʚʝʨʢʠ ʩʨʘʟʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ, ʝʩʣʠ 
ʚʳ ʘʢʪʠʚʠʨʦʚʘʣʠ ʧʨʦʛʨʘʤʤʫ. ɽʩʣʠ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 ʙʳʣ 
ʚʳʙʨʘʥ ʧʫʥʢʪ ɺʢʣʶʯʠʪʴ ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ (ʧʦ ʫʤʦʣʯʘʥʠʶ), ʧʨʦʛʨʘʤʤʘ 
ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʢʦʤʧʴʶʪʝʨʘ ʧʨʠ ʜʦʩʪʫʧʝ ʢ ʥʠʤ.  ʂʘʞʜʫʶ ʧʷʪʥʠʮʫ ʚ 20:00 Kaspersky 
Embedded Systems Security 2.2 ʚʳʧʦʣʥʷʝʪ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɿʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ. ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems 
Security 2.2 ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʙʘʟ, ʢʦʪʦʨʳʝ ʚʭʦʜʠʣʠ ʚ ʩʦʩʪʘʚ ʧʨʦʛʨʘʤʤʳ 
ʧʨʠ ʧʦʩʪʘʚʢʝ.  

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʩʨʘʟʫ ʞʝ ʦʙʥʦʚʠʪʴ ʙʘʟʳ Kaspersky Embedded Systems Security 2.2, ʪʘʢ ʢʘʢ ʙʘʟʳ 

ʤʦʛʣʠ ʫʩʪʘʨʝʪʴ.  



 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ 

48 

 

 

 
 

ɼʘʣʝʝ ʧʨʦʛʨʘʤʤʘ ʙʫʜʝʪ ʦʙʥʦʚʣʷʪʴ ʙʘʟʳ ʢʘʞʜʳʡ ʯʘʩ ʩʦʛʣʘʩʥʦ ʨʘʩʧʠʩʘʥʠʶ, ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ 

ʚ ʟʘʜʘʯʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

¶ ɺʳʧʦʣʥʠʪʴ ʇʨʦʚʝʨʢʫ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʢʦʤʧʴʶʪʝʨʘ, ʝʩʣʠ ʧʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ Kaspersky Embedded 

Systems Security 2.2 ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʥʝ ʙʳʣʘ ʫʩʪʘʥʦʚʣʝʥʘ ʘʥʪʠʚʠʨʫʩʥʘʷ ʧʨʦʛʨʘʤʤʘ 

ʩ ʚʢʣʶʯʝʥʥʦʡ ʬʫʥʢʮʠʝʡ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʬʘʡʣʦʚ. 

¶ ʅʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ Kaspersky Embedded Systems Security 2.2. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ɿʘʧʫʩʢ ʠ ʥʘʩʪʨʦʡʢʘ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Embedded Systems Security 2.2 ............................... 48 
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ɿʘʧʫʩʢ ʠ ʥʘʩʪʨʦʡʢʘ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Embedded Systems Security 2.2 

Ʒ ʏʪʦʙʳ ʦʙʥʦʚʠʪʴ ʙʘʟʳ ʧʨʦʛʨʘʤʤʳ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʥʘʩʪʨʦʡʪʝ ʩʦʝʜʠʥʝʥʠʝ ʩ ʠʩʪʦʯʥʠʢʦʤ ʦʙʥʦʚʣʝʥʠʡ ï 

HTTP- ʠʣʠ FTP-ʩʝʨʚʝʨʘʤʠ ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

2. ɿʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ. 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʩʦʝʜʠʥʝʥʠʝ ʩ ʩʝʨʚʝʨʘʤʠ ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚ ʟʘʜʘʯʝ 

ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʧʫʩʪʠʪʝ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʦʜʥʠʤ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʧʦʩʦʙʦʚ: 

¶ ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. ɼʣ ̫ʵʪʦʛʦ ʚʳʙʝʨʠʪʝ ʇʫʩʢ > ɺʩʝ 

ʧʨʦʛʨʘʤʤʳ > Kaspersky Embedded Systems Security 2.2 > ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ > 

ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security 2.2. 

¶ ɽʩʣʠ ʚʳ ʟʘʧʫʩʪʠʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʥʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʧʦʜʢʣʶʯʠʪʝʩʴ 

ʢ ʟʘʱʠʱʘʝʤʦʤʫ ʢʦʤʧʴʶʪʝʨʫ:  

a. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʫʟʣʘ Kaspersky Embedded 

Systems Security. 

b. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʇʦʜʢʣʶʯʠʪʴʩʷ ʢ ʜʨʫʛʦʤʫ ʢʦʤʧʴʶʪʝʨʫ. 

c. ɺ ʦʢʥʝ ɺʳʙʦʨ ʢʦʤʧʴʶʪʝʨʘ ʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ɼʨʫʛʦʡ ʢʦʤʧʴʶʪʝʨ ʠ ʚ ʧʦʣʝ ʚʚʦʜʘ ʫʢʘʞʠʪʝ 
ʩʝʪʝʚʦʝ ʠʤʷ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ɽʩʣʠ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʢʦʪʦʨʫʶ ʚʳ ʠʩʧʦʣʴʟʦʚʘʣʠ ʜʣʷ ʚʭʦʜʘ ʚ Microsoft Windows, ʥʝ ʦʙʣʘʜʘʝʪ 
ʧʨʘʚʘʤʠ ʜʦʩʪʫʧʘ ʢ ʩʣʫʞʙʝ Kaspersky Security Management (ʩʤ. ʨʘʟʜʝʣ "ʆ ʧʨʘʚʘʭ ʜʦʩʪʫʧʘ 
ʢ ʩʣʫʞʙʝ Kaspersky Security Management" ʥʘ ʩʪʨ. 83), ʫʢʘʞʠʪʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, ʢʦʪʦʨʘʷ 
ʦʙʣʘʜʘʝʪ ʵʪʠʤʠ ʧʨʘʚʘʤʠ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ. 

2. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʆʙʥʦʚʣʝʥʠʝ. 

3. ɺʳʙʝʨʠʪʝ ʚʣʦʞʝʥʥʳʡ ʫʟʝʣ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ. 

4. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʉʚʦʡʩʪʚʘ. 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʦʪʢʨʦʡʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ. 
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6. ɺʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɽʩʣʠ ʚ ʚʘʰʝʡ ʩʝʪʠ ʥʝ ʥʘʩʪʨʦʝʥ ʧʨʦʪʦʢʦʣ Web Proxy Auto-Discovery Protocol (WPAD) 

ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ, ʫʢʘʞʠʪʝ 

ʧʘʨʘʤʝʪʨʳ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ: ʚ ʙʣʦʢʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ 

ʀʩʧʦʣʴʟʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʫʢʘʟʘʥʥʦʛʦ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ, ʚ ʧʦʣʝ ɸʜʨʝʩ ʚʚʝʜʠʪʝ ʘʜʨʝʩ, ʘ ʚ ʧʦʣʝ 

ʇʦʨʪ ï ʥʦʤʝʨ ʧʦʨʪʘ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ. 

b. ɽʩʣʠ ʚ ʚʘʰʝʡ ʩʝʪʠ ʪʨʝʙʫʝʪʩʷ ʧʨʦʚʝʨʢʘ ʧʦʜʣʠʥʥʦʩʪʠ ʧʨʠ ʜʦʩʪʫʧʝ ʢ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʫ, ʚʳʙʝʨʠʪʝ 

ʥʫʞʥʳʡ ʤʝʪʦʜ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ ʚ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʙʣʦʢʘ ʇʘʨʘʤʝʪʨʳ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʘ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʝ: 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ NTLM-ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ, ʝʩʣʠ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ ʧʦʜʜʝʨʞʠʚʘʝʪ ʚʩʪʨʦʝʥʥʫʶ 

ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ Microsoft Windows (NTLM authentication). Kaspersky Embedded Systems 

Security 2.2 ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʫ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, ʫʢʘʟʘʥʥʫʶ 

ʚ ʧʘʨʘʤʝʪʨʘʭ ʟʘʜʘʯʠ (ʧʦ ʫʤʦʣʯʘʥʠʶ ʟʘʜʘʯʘ ʚʳʧʦʣʥʠʪʩʷ ʧʦʜ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ ʃʦʢʘʣʴʥʘʷ 

ʩʠʩʪʝʤʘ {SYSTEM}). 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ NTLM-ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʩ ʠʤʝʥʝʤ ʠ ʧʘʨʦʣʝʤ, ʝʩʣʠ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ 

ʧʦʜʜʝʨʞʠʚʘʝʪ ʚʩʪʨʦʝʥʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ Microsoft Windows. Kaspersky Embedded 

Systems Security 2.2 ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʫ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, 

ʫʢʘʟʘʥʥʫʶ ʚʘʤʠ. ɺʚʝʜʠʪʝ ʠʤʷ ʠ ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʚʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʧʠʩʢʝ. 

¶ ʇʨʠʤʝʥʠʪʴ ʠʤʷ ʠ ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʯʪʦʙʳ ʚʳʙʨʘʪʴ ʦʙʳʯʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ. 

ɺʚʝʜʠʪʝ ʠʤʷ ʠ ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʚʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʧʠʩʢʝ. 

7. ɺ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ ʩ ʠʩʪʦʯʥʠʢʦʤ ʦʙʥʦʚʣʝʥʠʡ ʚ ʟʘʜʘʯʝ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ 

ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ. 

Ʒ ʏʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʆʙʥʦʚʣʝʥʠʝ. 

2. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʣʦʞʝʥʥʦʛʦ ʫʟʣʘ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɿʘʧʫʩʪʠʪʴ. 

ɿʘʜʘʯʘ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʙʫʜʝʪ ʟʘʧʫʱʝʥʘ.  

ʇʦʩʣʝ ʫʩʧʝʰʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ ʟʘʜʘʯʠ ʤʦʞʥʦ ʧʦʩʤʦʪʨʝʪʴ ʜʘʪʫ ʚʳʧʫʩʢʘ ʧʦʩʣʝʜʥʠʭ ʫʩʪʘʥʦʚʣʝʥʥʳʭ 

ʦʙʥʦʚʣʝʥʠʡ ʙʘʟ ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ Kaspersky Embedded Systems Security. 

 

ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ 

ʇʦʩʣʝ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Embedded Systems Security 2.2, ʧʨʦʚʝʨʴʪʝ ʢʦʤʧʴʶʪʝʨ ʥʘ ʥʘʣʠʯʠʝ 

ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

Ʒ ʏʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ. 

2. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʣʦʞʝʥʥʦʛʦ ʫʟʣʘ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʚʳʙʝʨʠʪʝ ʢʦʤʘʥʜʫ ɿʘʧʫʩʪʠʪʴ. 

ɿʘʜʘʯʘ ʙʫʜʝʪ ʟʘʧʫʱʝʥʘ; ʚ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ ʦʪʦʙʨʘʟʠʪʩʷ ʩʪʘʪʫʩ ʟʘʜʘʯʠ ɺʳʧʦʣʥʷʝʪʩʷ. 

Ʒ ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ,  

ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʆʪʢʨʳʪʴ 

ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ. 
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ʀʟʤʝʥʝʥʠʝ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ Kaspersky 
Embedded Systems Security 2.2 

ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʣʷʪʴ ʠʣʠ ʫʜʘʣʷʪʴ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Embedded Systems Security 2.2. ɺʘʤ ʥʫʞʥʦ 
ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʦʩʪʘʥʦʚʠʪʴ ʟʘʜʘʯʫ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʫʜʘʣʠʪʴ ʢʦʤʧʦʥʝʥʪ 
ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ. ɺ ʦʩʪʘʣʴʥʳʭ ʩʣʫʯʘʷʭ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʟʘʜʘʯʫ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʠʣʠ ʩʣʫʞʙʫ 
Kaspersky Security ʥʝ ʪʨʝʙʫʝʪʩʷ. 

ɽʩʣʠ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, Kaspersky Embedded Systems Security 2.2 
ʟʘʧʨʘʰʠʚʘʝʪ ʚʚʦʜ ʧʘʨʦʣʷ ʧʨʠ ʧʦʧʳʪʢʝ ʫʜʘʣʝʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʩʦʩʪʘʚʘ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ 
ʥʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦʤ ʰʘʛʝ ʤʘʩʪʝʨʘ. 

Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʩʦʩʪʘʚ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security 2.2, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʤʝʥʶ ʇʫʩʢ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʩʝ ʧʨʦʛʨʘʤʤʳ > Kaspersky Embedded Systems Security 2.2 > 

ʀʟʤʝʥʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʀʟʤʝʥʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʣʠ 

ʫʜʘʣʝʥʠʝ ʫʩʪʘʥʦʚʢʠ. 

2. ɺʳʙʝʨʠʪʝ ʀʟʤʝʥʝʥʠʝ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ. 

3. ɺ ʦʢʥʝ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ ʚ ʩʧʠʩʢʝ ʢʦʤʧʦʥʝʥʪʦʚ, ʜʦʩʪʫʧʥʳʭ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ, ʚʳʙʝʨʠʪʝ 

ʢʦʤʧʦʥʝʥʪʳ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʜʦʙʘʚʠʪʴ ʚ Kaspersky Embedded Systems Security 2.2 ʠʣʠ ʫʜʘʣʠʪʴ. 

ɼʣ ̫ʵʪʦʛʦ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʩʦʩʪʘʚ ʢʦʤʧʦʥʝʥʪʦʚ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʨʷʜʦʤ ʩ ʥʘʟʚʘʥʠʝʤ ʚʳʙʨʘʥʥʦʛʦ 
ʢʦʤʧʦʥʝʥʪʘ ʠ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʳʙʝʨʠʪʝ: 

¶ ʧʫʥʢʪ ʂʦʤʧʦʥʝʥʪ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʣʦʢʘʣʴʥʳʡ ʞʝʩʪʢʠʡ ʜʠʩʢ, ʝʩʣʠ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ 
ʦʜʠʥ ʢʦʤʧʦʥʝʥʪ; 

¶ ʧʫʥʢʪ ʂʦʤʧʦʥʝʥʪ ʠ ʝʛʦ ʧʦʜʢʦʤʧʦʥʝʥʪʳ ʙʫʜʫʪ ʫʩʪʘʥʦʚʣʝʥʳ ʥʘ ʣʦʢʘʣʴʥʳʡ ʞʝʩʪʢʠʡ ʜʠʩʢ, 
ʝʩʣʠ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ ʛʨʫʧʧʫ ʢʦʤʧʦʥʝʥʪʦʚ. 

¶ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʨʘʥʝʝ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʦʤʧʦʥʝʥʪʳ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʨʷʜʦʤ ʩ ʥʘʟʚʘʥʠʝʤ 

ʚʳʙʨʘʥʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ ʠ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʂʦʤʧʦʥʝʥʪ ʙʫʜʝʪ ʥʝʜʦʩʪʫʧʝʥ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ. 

4. ɺ ʦʢʥʝ ɻʦʪʦʚʥʦʩʪʴ ʢ ʫʩʪʘʥʦʚʢʝ ʧʦʜʪʚʝʨʜʠʪʝ ʦʧʝʨʘʮʠʶ ʠʟʤʝʥʝʥʠʷ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ 

ʧʨʦʛʨʘʤʤʳ, ʥʘʞʘʚ ʥʘ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ. 

5. ɺ ʦʢʥʝ, ʦʪʢʨʳʚʰʝʤʩʷ ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʫʩʪʘʥʦʚʢʠ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

ʉʦʩʪʘʚ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security 2.2 ʙʫʜʝʪ ʠʟʤʝʥʝʥ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ 

ʩ ʟʘʜʘʥʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ. 

ɽʩʣʠ ʚ ʨʘʙʦʪʝ Kaspersky Embedded Systems Security 2.2 ʚʦʟʥʠʢʣʠ ʧʨʦʙʣʝʤʳ (Kaspersky Embedded Systems 

Security 2.2 ʟʘʚʝʨʰʘʝʪʩʷ ʘʚʘʨʠʡʥʦ; ʟʘʜʘʯʠ ʟʘʚʝʨʰʘʶʪʩʷ ʘʚʘʨʠʡʥʦ ʠʣʠ ʥʝ ʟʘʧʫʩʢʘʶʪʩʷ), ʚʳ ʤʦʞʝʪʝ 

ʧʦʧʨʦʙʦʚʘʪʴ ʚʦʩʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2. ɺʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ, 

ʩʦʭʨʘʥʠʚ ʪʝʢʫʱʠʝ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ Kaspersky Embedded Systems Security 2.2, ʠʣʠ ʚʳʙʨʘʪʴ ʨʝʞʠʤ, 

ʧʨʠ ʢʦʪʦʨʦʤ ʚʩʝ ʧʘʨʘʤʝʪʨʳ Kaspersky Embedded Systems Security 2.2 ʧʨʠʤʫʪ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 
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Ʒ ʏʪʦʙʳ ʚʦʩʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʧʦʩʣʝ ʘʚʘʨʠʡʥʦʛʦ 

ʟʘʚʝʨʰʝʥʠʷ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʠʣʠ ʟʘʜʘʯ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʤʝʥʶ ʇʫʩʢ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʩʝ ʧʨʦʛʨʘʤʤʳ > Kaspersky Embedded Systems Security 2.2 > 

ʀʟʤʝʥʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʀʟʤʝʥʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

2. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ. 

3. ɺ ʦʢʥʝ ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɺʦʩʩʪʘʥʦʚʠʪʴ 

ʨʝʢʦʤʝʥʜʫʝʤʳʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ, ʝʩʣʠ ʭʦʪʠʪʝ ʩʙʨʦʩʠʪʴ ʥʘʩʪʨʦʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ 

ʧʨʦʛʨʘʤʤʳ ʠ ʚʦʩʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ. 

4. ɺ ʦʢʥʝ ɻʦʪʦʚʥʦʩʪʴ ʢ ʚʦʩʩʪʘʥʦʚʣʝʥʠʶ ʧʦʜʪʚʝʨʜʠʪʝ ʦʧʝʨʘʮʠʶ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʳ, ʥʘʞʘʚ 

ʥʘ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ. 

5. ɺ ʦʢʥʝ, ʦʪʢʨʳʚʰʝʤʩʷ ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

Kaspersky Embedded Systems Security 2.2 ʙʫʜʝʪ ʚʦʩʩʪʘʥʦʚʣʝʥ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ 

ʩ ʟʘʜʘʥʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ. 

 

ʋʜʘʣʝʥʠʝ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʫʜʘʣʝʥʠʶ Kaspersky Embedded Systems Security 2.2 ʠ ʂʦʥʩʦʣʠ 

ʧʨʦʛʨʘʤʤʳ ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ. 

 

ʋʜʘʣʝʥʠʝ ʂʦʥʩʦʣʠ Kaspersky Embedded Systems Security 2.2 

ʅʘʟʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʚ ʨʘʟʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows. 

ɺʳ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security 2.2 ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ 

ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ / ʫʜʘʣʝʥʠʷ. 

ʇʦʩʣʝ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security 2.2 ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʧʝʨʝʟʘʛʨʫʟʢʘ ʢʦʤʧʴʶʪʝʨʘ. 

ɺʳ ʤʦʞʝʪʝ ʦʪʣʦʞʠʪʴ ʧʝʨʝʟʘʛʨʫʟʢʫ. 

ʋʜʘʣʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠ ʜʦʙʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʧʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ Windows ʥʝʚʦʟʤʦʞʥʳ, 

ʝʩʣʠ ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʠʩʧʦʣʴʟʫʝʪ ʬʫʥʢʮʠʶ ʂʦʥʪʨʦʣʴ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ (User Account Control) ʠʣʠ 

ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ. 

 

ɽʩʣʠ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, Kaspersky Embedded Systems Security 2.2 
ʟʘʧʨʘʰʠʚʘʝʪ ʚʚʦʜ ʧʘʨʦʣʷ ʧʨʠ ʧʦʧʳʪʢʝ ʫʜʘʣʝʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʩʦʩʪʘʚʘ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ 
ʥʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦʤ ʰʘʛʝ ʤʘʩʪʝʨʘ. 
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Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security 2.2, ʚʳʧʦʣʥʠʪʝ 
ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʤʝʥʶ ʇʫʩʢ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʩʝ ʧʨʦʛʨʘʤʤʳ > Kaspersky Embedded Systems Security 2.2 > 

ʀʟʤʝʥʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʀʟʤʝʥʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʣʠ 

ʫʜʘʣʝʥʠʝ ʫʩʪʘʥʦʚʢʠ. 

2. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʋʜʘʣʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʜʘʣʝʥʠʷ ʧʨʦʛʨʘʤʤʳ. 

3. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʚ ʦʢʥʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʜʘʣʝʥʠʷ ʧʨʦʛʨʘʤʤʳ ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʕʢʩʧʦʨʪʠʨʦʚʘʪʴ ʦʙʲʝʢʪʳ ʥʘ ʢʘʨʘʥʪʠʥʝ, ʯʪʦʙʳ ʧʨʦʛʨʘʤʤʘ Kaspersky 

Embedded Systems Security 2.2 ʵʢʩʧʦʨʪʠʨʦʚʘʣʘ ʦʙʲʝʢʪʳ, ʧʦʤʝʱʝʥʥʳʝ ʥʘ ʢʘʨʘʥʪʠʥ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʣʘʞʦʢ ʩʥʷʪ. 

b. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʕʢʩʧʦʨʪʠʨʦʚʘʪʴ ʦʙʲʝʢʪʳ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ, ʯʪʦʙʳ ʧʨʦʛʨʘʤʤʘ 

Kaspersky Embedded Systems Security 2.2 ʵʢʩʧʦʨʪʠʨʦʚʘʣʘ ʦʙʲʝʢʪʳ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʣʘʞʦʢ ʩʥʷʪ. 

c. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʉʦʭʨʘʥʠʪʴ ʚ ʠ ʫʢʘʞʠʪʝ ʧʘʧʢʫ, ʚ ʢʦʪʦʨʫʶ ʚʳ ʭʦʪʠʪʝ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ 

ʚʦʩʩʪʘʥʦʚʣʝʥʥʳʝ ʦʙʲʝʢʪʳ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʵʢʩʧʦʨʪ ʦʙʲʝʢʪʦʚ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʧʘʧʢʫ 

%ProgramData%\Kaspersky Lab\Kaspersky Embedded Systems Security\2.2\Uninstall. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

4. ɺ ʦʢʥʝ ɻʦʪʦʚʥʦʩʪʴ ʢ ʫʜʘʣʝʥʠʶ ʧʦʜʪʚʝʨʜʠʪʝ ʦʧʝʨʘʮʠʶ ʫʜʘʣʝʥʠʷ, ʥʘʞʘʚ ʥʘ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ. 

5. ɺ ʦʢʥʝ, ʦʪʢʨʳʚʰʝʤʩʷ ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʫʜʘʣʝʥʠʷ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

ʇʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security 2.2 ʙʫʜʝʪ ʫʜʘʣʝʥʘ ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

 

ʋʜʘʣʝʥʠʝ ʂʦʥʩʦʣʠ Kaspersky Embedded Systems Security 2.2 

ʅʘʟʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʚ ʨʘʟʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows. 

ɺʳ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʩ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ / ʫʜʘʣʝʥʠʷ. 

ʇʦʩʣʝ ʫʜʘʣʝʥʠʷ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʧʝʨʝʟʘʛʨʫʟʢʘ ʢʦʤʧʴʶʪʝʨʘ ʥʝ ʪʨʝʙʫʝʪʩʷ. 

Ʒ ʏʪʦʙr ʫʜʘʣʠʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʤʝʥʶ ʇʫʩʢ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʩʝ ʧʨʦʛʨʘʤʤʳ > Kaspersky Embedded Systems Security 2.2 > 
ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ > ʀʟʤʝʥʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

2. ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʤʘʩʪʝʨʘ ʀʟʤʝʥʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʋʜʘʣʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

3. ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɻʦʪʦʚʥʦʩʪʴ ʢ ʫʜʘʣʝʥʠʶ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʋʜʘʣʝʥʠʝ ʟʘʚʝʨʰʝʥʦ. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʆʧʝʨʘʮʠʷ ʫʜʘʣʝʥʠʷ ʙʫʜʝʪ ʟʘʚʝʨʰʝʥʘ; ʦʢʥʦ ʤʘʩʪʝʨʘ ʙʫʜʝʪ ʟʘʢʨʳʪʦ. 

 



 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ 

53 

 

 

 
 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʦʩʦʙʝʥʥʦʩʪʝʡ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security 

2.2 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʧʨʠʤʝʨʳ ʢʦʤʘʥʜ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security 

2.2 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʧʨʠʤʝʨʳ ʢʦʤʘʥʜ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʠ ʫʜʘʣʝʥʠʷ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded 

Systems Security 2.2 ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 
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ʆʙ ʫʩʪʘʥʦʚʢʝ ʠ ʫʜʘʣʝʥʠʠ Kaspersky Embedded Systems Security 2.2 
ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʠ ʫʜʘʣʷʪʴ Kaspersky Embedded Systems Security 2.2, ʜʦʙʘʚʣʷʪʴ ʠʣʠ ʫʜʘʣʷʪʴ 

ʢʦʤʧʦʥʝʥʪʳ, ʟʘʧʫʩʪʠʚ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʬʘʡʣʳ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ \product\ess_x86(x64).msi ʠ 

ʫʢʘʟʘʚ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʩ ʧʦʤʦʱʴʶ ʢʣʶʯʝʡ. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʥʘʙʦʨ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʜʨʫʛʦʤ 

ʢʦʤʧʴʶʪʝʨʝ ʚ ʩʝʪʠ, ʯʪʦʙʳ ʨʘʙʦʪʘʪʴ ʩ ʂʦʥʩʦʣʴʶ ʧʨʦʛʨʘʤʤʳ ʣʦʢʘʣʴʥʦ ʠʣʠ ʫʜʘʣʝʥʥʦ. ɼʣ ̫ʵʪʦʛʦ ʠʩʧʦʣʴʟʫʡʪʝ 

ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ \client\esstools.msi. 

ɺʳʧʦʣʥʷʡʪʝ ʫʩʪʘʥʦʚʢʫ ʩ ʧʨʘʚʘʤʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʚʭʦʜʷʱʝʡ ʚ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, 

ʥʘ ʢʦʪʦʨʦʤ ʚʳ ʚʳʧʦʣʥʷʝʪʝ ʫʩʪʘʥʦʚʢʫ. 

ɽʩʣʠ ʚʳ ʟʘʧʫʩʪʠʪʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʦʜʠʥ ʠʟ ʬʘʡʣʦʚ \product\ess_x86(x64).msi 

ʙʝʟ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʢʣʶʯʝʡ, ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security 2.2 ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʘ 

ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ɺʳ ʤʦʞʝʪʝ ʟʘʜʘʪʴ ʥʘʙʦʨ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʩ ʧʦʤʦʱʴʶ ʢʣʶʯʘ ADDLOCAL, ʧʝʨʝʯʠʩʣʠʚ 

ʚ ʢʘʯʝʩʪʚʝ ʝʛʦ ʟʥʘʯʝʥʠʡ ʢʦʜʳ ʚʳʙʨʘʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʠʣʠ ʥʘʙʦʨʦʚ ʢʦʤʧʦʥʝʥʪʦʚ. 
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ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems 
Security 2.2 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʧʨʠʚʦʜʷʪʩʷ ʧʨʠʤʝʨʳ ʢʦʤʘʥʜ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2. 

ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Microsoft Windows 32-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ ʟʘʧʫʩʢʘʡʪʝ ʬʘʡʣʳ c 

ʩʫʬʬʠʢʩʦʤ ʭ86 ʠʟ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ. ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Microsoft Windows 

64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ ʟʘʧʫʩʢʘʡʪʝ ʬʘʡʣʳ c ʩʫʬʬʠʢʩʦʤ ʭ64 ʠʟ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʪʘʥʜʘʨʪʥʳʭ ʢʦʤʘʥʜ ʠ ʢʣʶʯʝʡ ʩʣʫʞʙʳ Windows Installer 

ʩʦʜʝʨʞʠʪʩʷ ʚ ʜʦʢʫʤʝʥʪʘʮʠʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʢʦʨʧʦʨʘʮʠʝʡ Microsoft. 

ʇʨʠʤʝʨʳ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ setup.exe 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ 

ʧʦ ʫʤʦʣʯʘʥʠʶ ʙʝʟ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

\ product \ setup.exe /s/p EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʩʦ ʩʣʝʜʫʶʱʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ: 

¶ ʫʩʪʘʥʦʚʠʪʴ ʪʦʣʴʢʦ ʢʦʤʧʦʥʝʥʪʳ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʠ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ; 

¶ ʥʝ ʟʘʧʫʩʢʘʪʴ ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʧʨʠ ʟʘʧʫʩʢʝ Kaspersky Embedded Systems Security 2.2; 

¶ ʥʝ ʠʩʢʣʶʯʘʪʴ ʠʟ ʧʨʦʚʝʨʢʠ ʬʘʡʣʳ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ ʢ ʠʩʢʣʶʯʝʥʠʶ ʢʦʨʧʦʨʘʮʠʝʡ Microsoft; 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

\ product \ setup.exe /p "ADDLOCAL=Oas RUNRTP=0 ADDMSEXCLUSION=0"  

ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ ʜʣʷ ʫʩʪʘʥʦʚʢʠ: ʟʘʧʫʩʢ msi-ʬʘʡʣʘ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ 

ʧʦ ʫʤʦʣʯʘʥʠʶ ʙʝʟ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i ess.msi /qn EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ 

ʧʦ ʫʤʦʣʯʘʥʠʶ; ʧʦʢʘʟʘʪʴ ʠʥʪʝʨʬʝʡʩ ʫʩʪʘʥʦʚʢʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i ess.msi /qf EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʩ ʘʢʪʠʚʘʮʠʝʡ ʩ ʧʦʤʦʱʴʶ 
ʬʘʡʣʘ ʢʣʶʯʘ C:\0000000A.key: 

msiexec /i ess.msi LICENSEKEY PATH=C:\ 0000000A.key /qn EULA=1 PRIVACYPOLICY=1 
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Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʩ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʡ ʧʨʦʚʝʨʢʦʡ 
ʘʢʪʠʚʥʳʭ ʧʨʦʮʝʩʩʦʚ ʠ ʟʘʛʨʫʟʦʯʥʳʭ ʩʝʢʪʦʨʦʚ ʣʦʢʘʣʴʥʳʭ ʜʠʩʢʦʚ, ʚʳʧʦʣʥʠʪʝ 
ʩʣʝʜʫʶʱʫ  ʁʢʦʤʘʥʜʫ: 

msiexec /i ess.msi PRESCAN=1 /qn EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2, ʩʦʭʨʘʥʠʚ ʬʘʡʣʳ ʚ ʧʘʧʢʝ 

ʥʘʟʥʘʯʝʥʠʷ C:\ESS, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i ess.msi INSTALLDIR=C: \ ESS /qn EULA=1 PRIVACYPOL ICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2, ʩʦʭʨʘʥʠʪʝ ʬʘʡʣ ʞʫʨʥʘʣʘ 

ʫʩʪʘʥʦʚʢʠ ʩ ʠʤʝʥʝʤ ess.log ʚ ʧʘʧʢʝ, ʚ ʢʦʪʦʨʦʡ ʭʨʘʥʠʪʩʷ msi-ʬʘʡʣ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ 

ʧʘʢʝʪʘ Kaspersky Embedded Systems Security 2.2, ʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec / i ess.msi /l*v ess.log /qn EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security 2.2, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i esstools.msi /qn EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʩ ʘʢʪʠʚʘʮʠʝʡ ʩ ʧʦʤʦʱʴʶ 

ʬʘʡʣʘ ʢʣʶʯʘ C:\0000000A.key; ʥʘʩʪʨʦʠʪʴ Kaspersky Embedded Systems Security 2.2 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʘʨʘʤʝʪʨʘʤʠ, ʦʧʠʩʘʥʥʳʤʠ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ C:\settings.xml, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i ess.msi LICENSEKEYPATH=C: \ 0000000 A.key 

CONFIGPATH=C:\ settings.xml /qn EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʠʩʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ, ʢʦʛʜʘ Kaspersky Embedded Systems Security 2.2 

ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /p "<msp ʧʫʪʴ ʢ ʠʤʝʥʠ ʬʘʡʣʘ>" UNLOCK_PASSWORD=<ʧʘʨʦʣʴ>  

 
 

ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems 
Security 2.2 

Kaspersky Embedded Systems Security 2.2 ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʠ ʟʘʱʠʪʳ ʠ ʧʨʦʚʝʨʢʠ ʩʨʘʟʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ, ʝʩʣʠ 

ʚʳ ʘʢʪʠʚʠʨʦʚʘʣʠ ʧʨʦʛʨʘʤʤʫ. ɽʩʣʠ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 ʙʳʣ 

ʚʳʙʨʘʥ ʧʫʥʢʪ ɺʢʣʶʯʠʪʴ ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ, ʧʨʦʛʨʘʤʤʘ ʧʨʦʚʝʨʷʝʪ 

ʦʙʲʝʢʪʳ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʢʦʤʧʴʶʪʝʨʘ ʧʨʠ ʜʦʩʪʫʧʝ ʢ ʥʠʤ. ʂʘʞʜʫʶ ʧʷʪʥʠʮʫ ʚ 20:00 Kaspersky Embedded 

Systems Security 2.2 ʚʳʧʦʣʥʷʝʪ ʟʘʜʘʯʫ "ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ".  

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɿʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Embedded Systems Security 2.2. ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ 

Kaspersky Embedded Systems Security 2.2 ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʙʘʟ, ʢʦʪʦʨʳʝ ʚʭʦʜʠʣʠ 

ʚ ʝʛʦ ʩʦʩʪʘʚ ʧʨʠ ʧʦʩʪʘʚʢʝ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʩʨʘʟʫ ʞʝ ʦʙʥʦʚʠʪʴ ʙʘʟʳ Kaspersky Embedded Systems 

Security 2.2. ɼʣ ̫ʵʪʦʛʦ ʚʘʤ ʥʫʞʥʦ ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ. ɼʘʣʝʝ ʦʙʥʦʚʣʝʥʠʝ 
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ʙʘʟ ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʢʘʞʜʳʡ ʯʘʩ ʩʦʛʣʘʩʥʦ ʨʘʩʧʠʩʘʥʠʶ, ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʚ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

KAVSHELL UPDATE /KL /PROXY:proxy.company.com:8080 /AUTHTYPE:1 /PROXYUSER:inetuser 

/PROXYPWD:123456 

ʇʨʠ ʵʪʦʤ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Embedded Systems Security 2.2 ʙʫʜʫʪ ʟʘʛʨʫʞʝʥʳ ʩ ʩʝʨʚʝʨʦʚ 

ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ʉʦʝʜʠʥʝʥʠʝ ʩ ʠʩʪʦʯʥʠʢʦʤ ʦʙʥʦʚʣʝʥʠʡ ʧʨʦʠʩʭʦʜʠʪ ʯʝʨʝʟ 

ʧʨʦʢʩʠ-ʩʝʨʚʝʨ (ʘʜʨʝʩ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ: proxy.company.com, ʧʦʨʪ: 8080) ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʩʝʨʚʝʨʫ ʚʩʪʨʦʝʥʥʦʡ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ Microsoft Windows (NTLM-authentication) 

ʩ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ (ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ: inetuser; ʧʘʨʦʣʴ: 123456). 

¶ ɺʳʧʦʣʥʠʪʴ ʇʨʦʚʝʨʢʫ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʢʦʤʧʴʶʪʝʨʘ, ʝʩʣʠ ʧʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ Kaspersky Embedded 

Systems Security 2.2 ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʥʝ ʙʳʣʘ ʫʩʪʘʥʦʚʣʝʥʘ ʘʥʪʠʚʠʨʫʩʥʘʷ ʧʨʦʛʨʘʤʤʘ 

ʩ ʚʢʣʶʯʝʥʥʦʡ ʬʫʥʢʮʠʝʡ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʬʘʡʣʦʚ. 

Ʒ ʏʪʦʙʳ ʚʳʧʦʣʥʠʪʴ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

KAVSHELL SCANCRITICAL /W:scancritical.log 

ʕʪʘ ʢʦʤʘʥʜʘ ʩʦʭʨʘʥʷʝʪ ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʚ ʬʘʡʣʝ scancritical.log ʚ ʪʝʢʫʱʝʡ ʧʘʧʢʝ. 

¶ ʅʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ Kaspersky Embedded Systems Security 2.2. 

 
 

ɼʦʙʘʚʣʝʥʠʝ ʠ ʫʜʘʣʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ. ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ 

ʂʦʤʧʦʥʝʥʪ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ɺʘʤ ʥʝ ʥʫʞʥʦ ʫʢʘʟʳʚʘʪʴ ʝʛʦ 

ʚ ʩʧʠʩʢʝ ʟʥʘʯʝʥʠʡ ʢʣʶʯʘ ADDLOCAL, ʜʦʙʘʚʣʷʷ ʠʣʠ ʫʜʘʣʷʷ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Embedded Systems 

Security 2.2. 

Ʒ ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʢʦʤʧʦʥʝʥʪ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʢ ʨʘʥʝʝ ʫʩʪʘʥʦʚʣʝʥʥʳʤ 

ʢʦʤʧʦʥʝʥʪʘʤ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i ess.msi ADDLOCAL=Oas, Ods  /qn  

ʠʣʠ 

\ compute r \ setup.exe /s /p "ADDLOCAL=Oas, Ods "  

ɽʩʣʠ ʚʳ ʫʢʘʞʝʪʝ ʥʝ ʪʦʣʴʢʦ ʢʦʤʧʦʥʝʥʪʳ, ʢʦʪʦʨʳʝ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ, ʥʦ ʠ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʦʤʧʦʥʝʥʪʳ, 

Kaspersky Embedded Systems Security 2.2 ʧʝʨʝʫʩʪʘʥʦʚʠʪ ʫʢʘʟʘʥʥʳʝ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʦʤʧʦʥʝʥʪʳ. 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʦʤʧʦʥʝʥʪʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec  / i  ess . msi  " ADDLOCAL=Oas,AppCtrl,Ksn,AntiExploit,DevCtrl,Firewall, 

LogInspector,AKIntegration,PerfMonCounters,SnmpSupport,TrayApp,AVPro 

tection,RamDisk REMOVE=Ods,Fim " / qn  
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ʋʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security 2.2. 
ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security 2.2 ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /x ess.msi /qn  

ʠʣʠ 

¶ ɼʣʷ x32-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

msiexec /x {D8279E25 - E44F- 4164 - 8651 - 10123E2E30EA} /qn  

¶ ɼʣʷ x64-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

msiexec / x {E8584EDC - 0675 - 4784 - 96E5- FD10C26A613E} /qn  

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security 2.2, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec  / x esstools . msi  / qn  

ʠʣʠ 

¶ ɼʣʷ x32-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

 msiexec /x {A727008F - F8CC- 4B35- 848A- 1AECEEF22178} /qn  

¶ ɼʣʷ x64-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

msiexec  / x { D978C311- 2D2D- 41A3- 8158 - BDF97149 CCD4} / qn 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security 2.2 ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, 

ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʟʘʱʠʪʘ ʧʘʨʦʣʝʤ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

¶ ɼʣʷ x32-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

msiexec /x {D8279E25 - E44F- 4164 - 8651 - 10123E2E30EA} UNLOCK_PASSWORD=*** /qn  

¶ ɼʣʷ x64-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

msiexec /x {E8584EDC - 0675 - 4784 - 96E5- FD10C26A613E} UNLOCK_PASSWORD=*** /qn 
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ʂʦʜʳ ʚʦʟʚʨʘʪʘ 

ɺ ʪʘʙʣʠʮʝ ʥʠʞʝ ʧʨʠʚʝʜʝʥʦ ʦʧʠʩʘʥʠʝ ʢʦʜʦʚ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

ʊʘʙʣʠʮʘ 13. ʂʦʜʳ ʚʦʟʚʨʘʪʘ 
 

ʂʦʜ ʆʧʠʩʘʥʠʝ 

1324 ʀʤʷ ʧʘʧʢʠ ʥʘʟʥʘʯʝʥʠʷ ʩʦʜʝʨʞʠʪ ʥʝʜʦʧʫʩʪʠʤʳʝ ʩʠʤʚʦʣʳ. 

25001 ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʨʘʚ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2. ʏʪʦʙʳ ʫʩʪʘʥʦ-

ʚʠʪʴ ʧʨʦʛʨʘʤʤʫ, ʟʘʧʫʩʪʠʪʝ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ ʩ ʧʨʘʚʘʤʠ ʣʦʢʘʣʴʥʦʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

25003 Kaspersky Embedded Systems Security 2.2 ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʢʦʤʧʴʶʪʝʨ 

ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʵʪʦʡ ʚʝʨʩʠʠ Microsoft Windows. ʇʦʞʘʣʫʡʩʪʘ, ʟʘʧʫʩʪʠʪʝ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ 

ʧʨʦʛʨʘʤʤʳ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft Windows. 

25004 ʆʙʥʘʨʫʞʝʥʦ ʥʝʩʦʚʤʝʩʪʠʤʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ. ʏʪʦʙʳ ʧʨʦʜʦʣʞʠʪʴ ʫʩʪʘʥʦʚʢʫ, ʫʜʘʣʠʪʝ 

ʩʣʝʜʫʶʱʝʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ: <ʩʧʠʩʦʢ ʥʝʩʦʚʤʝʩʪʠʤʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ>. 

25010 ʋʢʘʟʘʥʥʳʡ ʧʫʪʴ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʦʙʲʝʢʪʦʚ ʥʘ ʢʘʨʘʥʪʠʥʝ. 

25011  ʀʤʷ ʧʘʧʢʠ ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʦʙʲʝʢʪʦʚ ʥʘ ʢʘʨʘʥʪʠʥʝ ʩʦʜʝʨʞʠʪ ʥʝʜʦʧʫʩʪʠʤʳʝ ʩʠʤʚʦʣʳ. 

26251  ʅʝ ʫʜʘʣʦʩʴ ʟʘʛʨʫʟʠʪʴ DLL ʜʣʷ ʉʯʝʪʯʠʢʦʚ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. 

26252  ʅʝ ʫʜʘʣʦʩʴ ʟʘʛʨʫʟʠʪʴ DLL ʜʣʷ ʉʯʝʪʯʠʢʦʚ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. 

27300  ɼʨʘʡʚʝʨ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ. 

27301  ɼʨʘʡʚʝʨ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʫʜʘʣʝʥ. 

27302  ʅʝʚʦʟʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʩʝʪʝʚʦʡ ʢʦʤʧʦʥʝʥʪ. ɼʦʩʪʠʛʥʫʪʦ ʤʘʢʩʠʤʘʣʴʥʦʝ ʧʦʨʦʛʦʚʦʝ ʟʥʘʯʝʥʠʝ ʧʦʜ-

ʜʝʨʞʠʚʘʝʤʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʫʩʪʨʦʡʩʪʚ ʬʠʣʴʪʨʘʮʠʠ. 

27303  ɸʥʪʠʚʠʨʫʩʥʳʝ ʙʘʟʳ ʥʝ ʥʘʡʜʝʥʳ. 
 

 
 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ Kaspersky 
Security Center 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ Kaspersky 

Security Center, ʦʧʠʩʘʥʠʝ ʧʨʦʮʝʜʫʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ 

Kaspersky Security Center, ʘ ʪʘʢʞʝ ʦʧʠʩʘʥʠʝ ʜʝʡʩʪʚʠʡ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2. 
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ʆʙʱʠʝ ʩʚʝʜʝʥʠʷ ʦʙ ʫʩʪʘʥʦʚʢʝ ʯʝʨʝʟ Kaspersky Security Center 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ Kaspersky Security Center ʩ ʧʦʤʦʱʴʶ 

ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ. 

ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security 2.2 ʙʫʜʝʪ 

ʫʩʪʘʥʦʚʣʝʥʘ ʩ ʦʜʠʥʘʢʦʚʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ. 

ɺʳ ʤʦʞʝʪʝ ʦʙʲʝʜʠʥʠʪʴ ʚʩʝ ʢʦʤʧʴʶʪʝʨʳ ʚ ʦʜʥʫ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʩʦʟʜʘʪʴ ʛʨʫʧʧʦʚʫʶ ʟʘʜʘʯʫ 

ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 ʥʘ ʢʦʤʧʴʶʪʝʨʳ ʵʪʦʡ ʛʨʫʧʧʳ. 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʟʘʜʘʯʫ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 ʜʣʷ ʥʘʙʦʨʘ 

ʢʦʤʧʴʶʪʝʨʦʚ, ʥʝ ʦʙʲʝʜʠʥʝʥʥʳʭ ʚ ʦʜʥʫ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ʇʨʠ ʝʝ ʩʦʟʜʘʥʠʠ ʚʘʤ ʥʫʞʥʦ 

ʩʬʦʨʤʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʦʪʜʝʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʝ ʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded 

Systems Security 2.2. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʟʘʜʘʯʝ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʩʦʜʝʨʞʠʪʩʷ ʚ ʉʧʨʘʚʢʝ Kaspersky Security Center. 

 

ʇʨʘʚʘ ʜʣ ̫ʫʩʪʘʥʦʚʢʠ ʠʣʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems 
Security 2.2 

ʋʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʢʦʪʦʨʫʶ ʚʳ ʫʢʘʞʝʪʝ ʚ ʟʘʜʘʯʝ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ (ʫʜʘʣʝʥʠʷ), ʜʦʣʞʥʘ ʚʭʦʜʠʪʴ ʚ ʛʨʫʧʧʫ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʥʘ ʢʘʞʜʦʤ ʠʟ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʦʚ ʚʦ ʚʩʝʭ ʩʣʫʯʘʷʭ, ʢʨʦʤʝ ʩʣʝʜʫʶʱʠʭ ʩʠʪʫʘʮʠʡ: 

¶ ʅʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʥʘ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2, ʫʞʝ 

ʫʩʪʘʥʦʚʣʝʥ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center (ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʚ ʢʘʢʦʤ 

ʜʦʤʝʥʝ ʥʘʭʦʜʷʪʩʷ ʢʦʤʧʴʶʪʝʨʳ ʠ ʧʨʠʥʘʜʣʝʞʘʪ ʣʠ ʦʥʠ ʢ ʢʘʢʦʤʫ-ʣʠʙʦ ʜʦʤʝʥʫ). 

ɽʩʣʠ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʝʱʝ ʥʝ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʚʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʝʛʦ 

ʚʤʝʩʪʝ ʩ Kaspersky Embedded Systems Security 2.2 ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ. 

ʇʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʢʦʪʦʨʫʶ ʚʳ 

ʫʢʘʞʝʪʝ ʚ ʟʘʜʘʯʝ, ʚʭʦʜʠʪ ʚ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʥʘ ʢʘʞʜʦʤ ʠʟ ʢʦʤʧʴʶʪʝʨʦʚ. 

¶ ɺʩʝ ʢʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2, 

ʥʘʭʦʜʷʪʩʷ ʚ ʦʜʥʦʤ ʜʦʤʝʥʝ ʩ ʉʝʨʚʝʨʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʧʦʜ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʜʦʤʝʥʘ (Domain Admin) (ʝʩʣʠ ʵʪʘ ʫʯʝʪʥʘʷ 

ʟʘʧʠʩʴ ʦʙʣʘʜʘʝʪ ʧʨʘʚʘʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʜʦʤʝʥʘ). 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʟʘʜʘʯʘ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʤʝʪʦʜʦʤ ʌʦʨʩʠʨʦʚʘʥʥʘʷ ʫʩʪʘʥʦʚʢʘ ʚʳʧʦʣʥʷʝʪʩʷ ʧʦʜ ʫʯʝʪʥʦʡ 

ʟʘʧʠʩʴʶ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʡ ʨʘʙʦʪʘʝʪ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ɺ ʛʨʫʧʧʦʚʳʭ ʟʘʜʘʯʘʭ, ʘ ʪʘʢʞʝ ʚ ʪʝʭ ʟʘʜʘʯʘʭ ʜʣʷ ʥʘʙʦʨʘ ʢʦʤʧʴʶʪʝʨʦʚ, ʚ ʢʦʪʦʨʳʭ ʙʳʣ ʚʳʙʨʘʥ ʤʝʪʦʜ 

ʬʦʨʩʠʨʦʚʘʥʥʦʡ ʫʩʪʘʥʦʚʢʠ (ʫʜʘʣʝʥʠʷ), ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʜʦʣʞʥʘ ʦʙʣʘʜʘʪʴ ʩʣʝʜʫʶʱʠʤʠ ʧʨʘʚʘʤʠ 

ʥʘ ʢʣʠʝʥʪʩʢʦʤ ʢʦʤʧʴʶʪʝʨʝ: 

¶ ʧʨʘʚʦʤ ʥʘ ʫʜʘʣʝʥʥʳʡ ʟʘʧʫʩʢ ʧʨʦʛʨʘʤʤ; 

¶ ʧʨʘʚʘʤʠ ʥʘ ʨʝʩʫʨʩ Admin$; 

¶ ʧʨʘʚʦʤ ɺʭʦʜ ʚ ʢʘʯʝʩʪʚʝ ʩʣʫʞʙʳ. 
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ʋʩʪʘʥʦʚʢʘ Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ 
Kaspersky Security Center 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʬʦʨʤʠʨʦʚʘʥʠʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʠ ʩʦʟʜʘʥʠʠ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ 

ʫʩʪʘʥʦʚʢʠ ʩʦʜʝʨʞʠʪʩʷ ʚ ʈʫʢʦʚʦʜʩʪʚʝ ʧʦ ʚʥʝʜʨʝʥʠʶ Kaspersky Security Center. 

ɽʩʣʠ ʚʳ ʧʣʘʥʠʨʫʝʪʝ ʚ ʜʘʣʴʥʝʡʰʝʤ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ Kaspersky 

Security Center, ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʚʳʧʦʣʥʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʫʩʣʦʚʠʷ: 

¶ ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʉʝʨʚʝʨʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʪʘʢʞʝ 

ʫʩʪʘʥʦʚʣʝʥ ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ (ʬʘʡʣ \product\klcfginst.exe ʚ ʢʦʤʧʣʝʢʪʝ ʧʦʩʪʘʚʢʠ Kaspersky 

Embedded Systems Security 2.2). 

¶ ʅʘ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʫʩʪʘʥʦʚʣʝʥ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ɽʩʣʠ 

ʥʘ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʥʝ ʫʩʪʘʥʦʚʣʝʥ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center, 

ʝʛʦ ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʚʤʝʩʪʝ ʩ Kaspersky Embedded Systems Security 2.2 ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ 

ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʦʙʲʝʜʠʥʠʪʴ ʢʦʤʧʴʶʪʝʨʳ ʚ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʯʪʦʙʳ 

ʚ ʜʘʣʴʥʝʡʰʝʤ ʫʧʨʘʚʣʷʪʴ ʧʘʨʘʤʝʪʨʘʤʠ ʟʘʱʠʪʳ ʩ ʧʦʤʦʱʴʶ ʧʦʣʠʪʠʢ ʠ ʛʨʫʧʧʦʚʳʭ ʟʘʜʘʯ Kaspersky 

Security Center. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ 

ʫʩʪʘʥʦʚʢʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʧʫʩʪʠʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʜʘʣʝʥʥʘʷ ʫʩʪʘʥʦʚʢʘ ʠ ʚʦ ʚʣʦʞʝʥʥʦʤ ʫʟʣʝ 

ʀʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪ  rʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ʉʦʟʜʘʪʴ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ ʜʣ ̫ʧʨʦʛʨʘʤʤʳ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ".  

3. ɺʚʝʜʠʪʝ ʠʤʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ. 

4. ɺʳʙʝʨʠʪʝ ʬʘʡʣ ess.kud ʠʟ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ Kaspersky Embedded Systems Security 2.2 ʚ ʢʘʯʝʩʪʚʝ 

ʬʘʡʣʘ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʠ ʇʦʣʠʪʠʢʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

5. ɽʩʣʠ ʚʳ ʧʨʦʯʠʪʘʣʠ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʠ ʇʦʣʠʪʠʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʜʣʷ ʧʨʦʜʦʣʞʝʥʠʷ 

ʫʩʪʘʥʦʚʢʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ, ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʱʠʝ, ʯʪʦ ʚʳ ʧʨʠʥʠʤʘʝʪʝ ʧʦʣʦʞʝʥʠʷ ʠ ʫʩʣʦʚʠʷ 

ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʦʧʠʩʳʚʘʝʪ 

ʦʙʨʘʙʦʪʢʫ ʜʘʥʥʳʭ. 

ɺʘʤ ʥʫʞʥʦ ʧʨʠʥʷʪʴ ʫʩʣʦʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

ʜʣʷ ʧʨʦʜʦʣʞʝʥʠʷ ʫʩʪʘʥʦʚʢʠ. 



 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ 

61 

 

 

 
 

6. ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʥʘʙʦʨ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security 2.2 

(ʩʤ. ʨʘʟʜʝʣ "ʀʟʤʝʥʝʥʠʝ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ Kaspersky Embedded Systems 

Security 2.2" ʥʘ ʩʪʨ. 50) ʠ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʩʤ. ʨʘʟʜʝʣ "ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ 

ʫʜʘʣʝʥʠʷ ʠ ʠʭ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʜʣʷ ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ Windows " ʥʘ ʩʪʨ. 31) 

ʚ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʤ ʧʘʢʝʪʝ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɺ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʜʘʣʝʥʥʘʷ ʫʩʪʘʥʦʚʢʘ. 

b. ɺʦ ʚʣʦʞʝʥʥʦʤ ʫʟʣʝ ʀʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ ʚ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ 

ʩʦʟʜʘʥʥʦʛʦ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ Kaspersky Embedded Systems Security 2.2 ʠ ʚʳʙʝʨʠʪʝ 

ʢʦʤʘʥʜʫ ʉʚʦʡʩʪʚʘ.  

c. ɺ ʦʢʥʝ ʉʚʦʡʩʪʚʘ: <ʥʘʟʚʘʥʠʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ> ʚ ʨʘʟʜʝʣʝ ʅʘʩʪʨʦʡʢʘ ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɺ ʛʨʫʧʧʝ ʧʘʨʘʤʝʪʨʦʚ ʋʩʪʘʥʘʚʣʠʚʘʝʤʳʝ ʢʦʤʧʦʥʝʥʪʳ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʨʷʜʦʤ 

ʩ ʥʘʟʚʘʥʠʷʤʠ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security 2.2, ʢʦʪʦʨʳʝ ʚʳ 

ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ. 

b. ʏʪʦʙʳ ʫʢʘʟʘʪʴ ʧʘʧʢʫ ʥʘʟʥʘʯʝʥʠʷ, ʦʪʣʠʯʥʫʶ ʦʪ ʧʘʧʢʠ, ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʫʢʘʞʠʪʝ 

ʠʤʷ ʧʘʧʢʠ ʠ ʧʫʪʴ ʢ ʥʝʡ ʚ ʧʦʣʝ ʇʘʧʢʘ ʥʘʟʥʘʯʝʥʠʷ. 

ʇʫʪʴ ʢ ʧʘʧʢʝ ʥʘʟʥʘʯʝʥʠʷ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʩʠʩʪʝʤʥʳʝ ʧʝʨʝʤʝʥʥʳʝ ʦʢʨʫʞʝʥʠʷ. ɽʩʣʠ 

ʫʢʘʟʘʥʥʦʡ ʧʘʧʢʠ ʥʝ ʩʫʱʝʩʪʚʫʝʪ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʦʥʘ ʙʫʜʝʪ ʩʦʟʜʘʥʘ. 

c. ɺ ʛʨʫʧʧʝ ʧʘʨʘʤʝʪʨʦʚ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʥʘʩʪʨʦʡʪʝ 

ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

¶ ɺʳʧʦʣʥʠʪʴ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʢʦʤʧʴʶʪʝʨʘ ʧʝʨʝʜ ʥʘʯʘʣʦʤ ʫʩʪʘʥʦʚʢʠ. 

¶ ɺʢʣʶʯʠʪʴ ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. 

¶ ɼʦʙʘʚʠʪʴ ʢ ʠʩʢʣʶʯʝʥʠʷʤ ʬʘʡʣʳ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ Microsoft. 

d. ʋʯʝʩʪʴ ʠʩʢʣʶʯʝʥʠʷ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ çʃʘʙʦʨʘʪʦʨʠʝʡ ʂʘʩʧʝʨʩʢʦʛʦè. 

d. ɺ ʜʠʘʣʦʛʦʚʦʤ ʦʢʥʝ ʉʚʦʡʩʪʚʘ: <ʥʘʟʚʘʥʠʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ> ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

7. ɺ ʫʟʣʝ ʀʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ ʩʦʟʜʘʡʪʝ ʟʘʜʘʯʫ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded 

Systems Security 2.2 ʥʘ ʚʳʙʨʘʥʥʳʝ ʢʦʤʧʴʶʪʝʨʳ (ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ). ʅʘʩʪʨʦʡʪʝ 

ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʟʜʘʥʠʠ ʠ ʥʘʩʪʨʦʡʢʝ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʩʦʜʝʨʞʠʪʩʷ ʚ ʉʧʨʘʚʢʝ 

Kaspersky Security Center. 

8. ɿʘʧʫʩʪʠʪʝ ʩʦʟʜʘʥʥʫʶ ʟʘʜʘʯʫ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2. 

ʇʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security 2.2 ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ ʫʢʘʟʘʥʥʳʝ 

ʚ ʟʘʜʘʯʝ ʢʦʤʧʴʶʪʝʨʳ. 
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ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʦʙʥʦʚʠʪʴ ʙʘʟʳ Kaspersky 

Embedded Systems Security 2.2 ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʘ ʪʘʢʞʝ ʚʳʧʦʣʥʠʪʴ ʇʨʦʚʝʨʢʫ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ 

ʢʦʤʧʴʶʪʝʨʦʚ, ʝʩʣʠ ʜʦ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʥʝ ʙʳʣʠ 

ʫʩʪʘʥʦʚʣʝʥʳ ʘʥʪʠʚʠʨʫʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʩ ʚʢʣʶʯʝʥʥʦʡ ʬʫʥʢʮʠʝʡ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ. 

ɽʩʣʠ ʢʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥ Kaspersky Embedded Systems Security 2.2, ʦʙʲʝʜʠʥʝʥʳ ʚ ʦʜʥʫ 

ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚ Kaspersky Security Center, ʤʦʞʥʦ ʚʳʧʦʣʥʠʪʴ ʵʪʠ ʟʘʜʘʯʠ 

ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

1. ʉʦʟʜʘʪʴ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʘ 

ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security 2.2. ʋʩʪʘʥʦʚʠʪʴ ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʡ 

ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ʉʦʟʜʘʪʴ ʛʨʫʧʧʦʚʫʶ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʩʦ ʩʪʘʪʫʩʦʤ ɿʘʜʘʯʘ ʧʨʦʚʝʨʢʠ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

ʇʨʦʛʨʘʤʤʘ Kaspersky Security Center ʙʫʜʝʪ ʦʮʝʥʠʚʘʪʴ ʩʦʩʪʦʷʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʘʞʜʦʛʦ ʢʦʤʧʴʶʪʝʨʘ 

ʛʨʫʧʧʳ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʚʳʧʦʣʥʝʥʠʷ ʵʪʦʡ ʟʘʜʘʯʠ, ʘ ʥʝ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʩʠʩʪʝʤʥʦʡ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ 

ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

3. ʉʦʟʜʘʪʴ ʥʦʚʫʶ ʧʦʣʠʪʠʢʫ ʜʣʷ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ. ɺ ʩʚʦʡʩʪʚʘʭ ʩʦʟʜʘʥʥʦʡ ʧʦʣʠʪʠʢʠ ʥʘ ʟʘʢʣʘʜʢʝ 

ʉʠʩʪʝʤʥʳʝ ʟʘʜʘʯʠ ʚʳʢʣʶʯʠʪʴ ʟʘʧʫʩʢ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʠ 

ʟʘʜʘʯ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ɺʳ ʤʦʞʝʪʝ ʪʘʢʞʝ ʥʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ Kaspersky Embedded Systems 

Security 2.2. 

 
 

ʋʩʪʘʥʦʚʢʘ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ Kaspersky Security Center 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʟʜʘʥʠʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʠ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ 

ʩʦʜʝʨʞʠʪʩʷ ʚ ʈʫʢʦʚʦʜʩʪʚʝ ʧʦ ʚʥʝʜʨʝʥʠʶ Kaspersky Security Center. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʜʘʣʝʥʥʘʷ ʫʩʪʘʥʦʚʢʘ ʠ 

ʚʦ ʚʣʦʞʝʥʥʦʤ ʫʟʣʝ ʀʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ ʩʦʟʜʘʡʪʝ ʥʦʚʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ ʥʘ ʦʩʥʦʚʝ 

ʬʘʡʣʘ client\setup.exe. ʉʦʟʜʘʚʘʷ ʥʦʚʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ: 

¶ ɺ ʦʢʥʝ ɺʳʙʦʨ ʜʠʩʪʨʠʙʫʪʠʚʘ ʧʨʦʛʨʘʤʤʳ ʜʣ ̫ʫʩʪʘʥʦʚʢʠ ʫʢʘʞʠʪʝ ʬʘʡʣ client\setup.exe 

ʠʟ ʧʘʧʢʠ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ Kaspersky Embedded Systems Security 2.2 ʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ 

ʂʦʧʠʨʦʚʘʪʴ ʦʙʥʦʚʣʝʥʠʷ ʠʟ ʨʝʧʦʟʠʪʦʨʠʷ ʚ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ. 

¶ ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʚ ʧʦʣʝ ʇʘʨʘʤʝʪʨʳ ʟʘʧʫʩʢʘ ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ (ʥʝʦʙʷʟʘʪʝʣʴʥʦ) ʠʟʤʝʥʠʪʝ 

ʩʦʩʪʘʚ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʥʘʙʦʨʘ ʩ ʧʦʤʦʱʴʶ ʢʣʶʯʘ ADDLOCAL ʠ ʠʟʤʝʥʠʪʝ 

ʧʘʧʢʫ ʥʘʟʥʘʯʝʥʠʷ. 

ʅʘʧʨʠʤʝʨ, ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʚ ʧʘʧʢʝ C:\KasperskyConsole ʪʦʣʴʢʦ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, 

ʥʝ ʫʩʪʘʥʘʚʣʠʚʘʷ ʬʘʡʣʳ ʩʧʨʘʚʢʠ ʠ ʜʦʢʫʤʝʥʪʘʮʠʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

/s  /p  "ADDLOCAL=MmcSnapin INSTALLDIR=C: \ KasperskyConsole EULA=1 

PRIVACYPOLICY=1" 
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2. ɺ ʫʟʣʝ ʀʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ ʩʦʟʜʘʡʪʝ ʟʘʜʘʯʫ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ 

ʥʘ ʚʳʙʨʘʥʥʳʝ ʢʦʤʧʴʶʪʝʨʳ (ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ). ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʟʜʘʥʠʠ ʠ ʥʘʩʪʨʦʡʢʝ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʩʦʜʝʨʞʠʪʩʷ 

ʚ ʉʧʨʘʚʢʝ Kaspersky Security Center. 

3. ɿʘʧʫʩʪʠʪʝ ʩʦʟʜʘʥʥʫʶ ʟʘʜʘʯʫ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ. 

ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ ʫʢʘʟʘʥʥʳʝ ʚ ʟʘʜʘʯʝ ʢʦʤʧʴʶʪʝʨʳ. 

 

ʋʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ 
Kaspersky Security Center 

ɽʩʣʠ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ Kaspersky Embedded Systems Security 2.2 ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩʝʪʠ ʟʘʱʠʱʝʥ 

ʧʘʨʦʣʝʤ, ʚʚʝʜʠʪʝ ʧʘʨʦʣʴ ʧʨʠ ʩʦʟʜʘʥʠʠ ʟʘʜʘʯʠ ʛʨʫʧʧʦʚʦʛʦ ʫʜʘʣʝʥʠʷ ʧʨʦʛʨʘʤʤ. ɽʩʣʠ ʟʘʱʠʪʘ ʧʘʨʦʣʝʤ 

ʥʝ ʫʧʨʘʚʣʷʝʪʩʷ ʧʦʣʠʪʠʢʦʡ Kaspersky Security Center ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦ, ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded 

Systems Security 2.2 ʙʫʜʝʪ ʫʩʧʝʰʥʦ ʫʜʘʣʝʥʘ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʛʜʝ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ 

ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, ʩʦʚʧʘʚʰʠʤ ʩ ʚʚʝʜʝʥʥʳʤ ʟʥʘʯʝʥʠʝʤ. Kaspersky Embedded Systems Security 2.2 

ʥʘ ʜʨʫʛʠʭ ʢʦʤʧʴʶʪʝʨʘʭ ʫʜʘʣʝʥ ʥʝ ʙʫʜʝʪ. 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security 2.2 ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

Kaspersky Security Center, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʩʦʟʜʘʡʪʝ ʠ ʟʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ 

ʫʜʘʣʝʥʠʷ ʧʨʦʛʨʘʤʤ. 

2. ɺ ʟʘʜʘʯʝ ʚʳʙʝʨʠʪʝ ʤʝʪʦʜ ʫʜʘʣʝʥʠʷ (ʘʥʘʣʦʛʠʯʥʦ ʚʳʙʦʨʫ ʤʝʪʦʜʘ ʫʩʪʘʥʦʚʢʠ; ʩʤ. ʧʨʝʜʳʜʫʱʠʡ ʨʘʟʜʝʣ) 

ʠ ʫʢʘʞʠʪʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʡ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʙʫʜʝʪ ʦʙʨʘʱʘʪʴʩʷ 

ʢ ʢʦʤʧʴʶʪʝʨʘʤ. ɺʳ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security 2.2 ʪʦʣʴʢʦ ʩ ʧʘʨʘʤʝʪʨʘʤʠ 

ʫʜʘʣʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʩʤ. ʨʘʟʜʝʣ "ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ ʠ ʠʭ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʜʣʷ ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ Windows" ʥʘ ʩʪʨ. 31). 
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ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ 

ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory, ʘ ʪʘʢʞʝ ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʝʡʩʪʚʠʷʭ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky 

Embedded Systems Security 2.2 ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ʋʩʪʘʥʦʚʢʘ Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory ............... 64 

ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 ............................................................ 64 

ʋʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory ................ 65 
 



 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ 

64 

 

 

 
 

ʋʩʪʘʥʦʚʢʘ Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ 
ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ ʯʝʨʝʟ 

ʛʨʫʧʧʦʚʫʶ ʧʦʣʠʪʠʢʫ Active Directory. ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʘʥʘʣʦʛʠʯʥʳʤ ʦʙʨʘʟʦʤ. 

ʂʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʠʣʠ ʂʦʥʩʦʣʴ 

ʧʨʦʛʨʘʤʤʳ, ʜʦʣʞʥʳ ʙʳʪʴ ʚ ʦʜʥʦʤ ʜʦʤʝʥʝ ʠ ʚ ʦʜʥʦʡ ʦʨʛʘʥʠʟʘʮʠʦʥʥʦʡ ʝʜʠʥʠʮʝ. 

ʆʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems 

Security 2.2 ʩ ʧʦʤʦʱʴʶ ʧʦʣʠʪʠʢʠ, ʜʦʣʞʥʳ ʙʳʪʴ ʦʜʥʦʡ ʨʘʟʨʷʜʥʦʩʪʠ (32-ʨʘʟʨʷʜʥʳʝ ʠʣʠ 64-ʨʘʟʨʷʜʥʳʝ). 

ɺʳ ʜʦʣʞʥʳ ʦʙʣʘʜʘʪʴ ʧʨʘʚʘʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʜʦʤʝʥʘ. 

ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2, ʠʩʧʦʣʴʟʫʡʪʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ 

ess_x86(x64).msi. ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʠʩʧʦʣʴʟʫʡʪʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʝ 

ʧʘʢʝʪʳ esstools.msi. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ Active Directory ʩʦʜʝʨʞʠʪʩʷ 

ʚ ʜʦʢʫʤʝʥʪʘʮʠʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʢʦʨʧʦʨʘʮʠʝʡ Microsoft. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 (ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ), 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʉʦʭʨʘʥʠʪʝ msi-ʬʘʡʣ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʨʘʟʨʷʜʥʦʩʪʠ ʫʩʪʘʥʦʚʣʝʥʥʦʡ 

ʚʝʨʩʠʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Microsoft Windows, ʚ ʧʘʧʢʝ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʥʘ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ. 

2. ʅʘ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ ʩʦʟʜʘʡʪʝ ʥʦʚʫʶ ʧʦʣʠʪʠʢʫ ʜʣʷ ʛʨʫʧʧʳ, ʢ ʢʦʪʦʨʦʡ ʧʨʠʥʘʜʣʝʞʘʪ ʢʦʤʧʴʶʪʝʨʳ. 

3. ʉ ʧʦʤʦʱʴʶ ʈʝʜʘʢʪʦʨʘ ʦʙʲʝʢʪʦʚ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ ʩʦʟʜʘʡʪʝ ʥʦʚʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ 

ʚ ʫʟʣʝ ʂʦʥʬʠʛʫʨʘʮʠʷ ʢʦʤʧʴʶʪʝʨʦʚ. ʋʢʘʞʠʪʝ ʧʫʪʴ ʢ msi-ʬʘʡʣʫ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ Kaspersky 

Embedded Systems Security 2.2 (ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ) ʚ ʬʦʨʤʘʪʝ UNC (Universal Naming Convention). 

4. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʱʠʢʘ Windows ɺʩʝʛʜʘ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʩ ʧʦʚʳʰʝʥʥʳʤʠ ʧʨʘʚʘʤʠ ʢʘʢ 

ʚ ʫʟʣʝ ʂʦʥʬʠʛʫʨʘʮʠʷ ʢʦʤʧʴʶʪʝʨʦʚ, ʪʘʢ ʠ ʚ ʫʟʣʝ ʂʦʥʬʠʛʫʨʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʳ. 

5. ʇʨʠʤʝʥʠʪʝ ʠʟʤʝʥʝʥʠʷ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ gpupdate /  force . 

Kaspersky Embedded Systems Security 2.2 ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʛʨʫʧʧʳ ʧʦʩʣʝ ʠʭ 

ʧʝʨʝʟʘʛʨʫʟʢʠ, ʧʝʨʝʜ ʚʭʦʜʦʤ ʚ Microsoft Windows. 

 

ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems 
Security 2.2 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 ʥʘ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʨʝʢʦʤʝʥʜʫʝʪʩʷ 

ʩʨʘʟʫ ʦʙʥʦʚʠʪʴ ʙʘʟʳ ʧʨʦʛʨʘʤʤʳ ʠ ʚʳʧʦʣʥʠʪʴ ʇʨʦʚʝʨʢʫ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. ɺʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʵʪʠ 

ʜʝʡʩʪʚʠʷ ʠʟ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ (ʩʤ. ʈʘʟʜʝʣ "ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems 

Security 2.2" ʥʘ ʩʪʨ. 47). 

ɺʳ ʤʦʞʝʪʝ ʪʘʢʞʝ ʥʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ Kaspersky Embedded Systems 

Security 2.2. 
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ʋʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ 
ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory 

ɽʩʣʠ ʚ  rʫʩʪʘʥʦʚʠʣʠ Kaspersky Embedded Systems Security 2.2 ʠʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ 

ʛʨʫʧʧʳ, ʠʩʧʦʣʴʟʫʷ ʛʨʫʧʧʦʚʫʶ ʧʦʣʠʪʠʢʫ Active Directory, ʚ  r ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʫ ʧʦʣʠʪʠʢʫ, ʯʪʦʙʳ 

ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security 2.2 ʠʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʫʜʘʣʝʥʠʝ ʪʦʣʴʢʦ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʜʘʣʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ Active Directory ʩʦʜʝʨʞʠʪʩʷ 

ʚ ʜʦʢʫʤʝʥʪʘʮʠʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʢʦʨʧʦʨʘʮʠʝʡ Microsoft. 

 

ɽʩʣʠ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, ʫʜʘʣʝʥʠʝ Kaspersky Embedded Systems 

Security 2.2 ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory ʥʝʚʦʟʤʦʞʥʦ. 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security 2.2 (ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ), ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ ʚʳʙʝʨʠʪʝ ʦʨʛʘʥʠʟʘʮʠʦʥʥʫʶ ʝʜʠʥʠʮʫ, ʩ ʢʦʤʧʴʶʪʝʨʦʚ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ 

ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security 2.2 ʠʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. 

2. ɺʳʙʝʨʠʪʝ ʧʦʣʠʪʠʢʫ, ʩʦʟʜʘʥʥʫʶ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2, ʠ 

ʚ ʈʝʜʘʢʪʦʨʝ ʦʙʲʝʢʪʦʚ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ, ʚ ʫʟʣʝ ʋʩʪʘʥʦʚʢʘ ʧʨʦʛʨʘʤʤ (ʂʦʥʬʠʛʫʨʘʮʠʷ 

ʢʦʤʧʴʶʪʝʨʦʚ > ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤ > ʋʩʪʘʥʦʚʢʘ ʧʨʦʛʨʘʤʤ) ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ 

ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ Kaspersky Embedded Systems Security 2.2 (ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ) ʠ 

ʚʳʙʝʨʠʪʝ ʢʦʤʘʥʜʫ ɺʩʝ ʟʘʜʘʯʠ > ʋʜʘʣʠʪʴ. 

3. ɺʳʙʝʨʠʪʝ ʤʝʪʦʜ ʫʜʘʣʝʥʠʷ ʅʝʤʝʜʣʝʥʥʦ ʫʜʘʣʠʪʴ ʧʨʦʛʨʘʤʤʳ ʠʟ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʠ ʢʦʤʧʴʶʪʝʨʦʚ. 

4. ʇʨʠʤʝʥʠʪʝ ʠʟʤʝʥʝʥʠʷ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ gpupdate /  force . 

ʇʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security 2.2 ʙʫʜʝʪ ʫʜʘʣʝʥʘ ʩ ʢʦʤʧʴʶʪʝʨʦʚ ʧʦʩʣʝ ʠʭ 

ʧʝʨʝʟʘʛʨʫʟʢʠ, ʧʝʨʝʜ ʚʭʦʜʦʤ ʚ Microsoft Windows. 

 
 

ʇʨʦʚʝʨʢʘ ʬʫʥʢʮʠʡ Kaspersky Embedded Systems 
Security 2.2. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʪʝʩʪʦʚʦʛʦ ʚʠʨʫʩʘ EICAR 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʪʝʩʪʦʚʦʛʦ ʚʠʨʫʩʘ EICAR ʠ ʧʨʦʮʝʜʫʨʫ ʧʨʦʚʝʨʢʠ ʬʫʥʢʮʠʡ Kaspersky 

Embedded Systems Security 2.2 "ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ" ʠ "ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ" ʩ ʝʛʦ ʧʦʤʦʱʴʶ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʆ ʪʝʩʪʦʚʦʤ ʚʠʨʫʩʝ EICAR 

ʊʝʩʪʦʚʳʡ ʚʠʨʫʩ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʧʨʦʚʝʨʢʠ ʨʘʙʦʪʳ ʘʥʪʠʚʠʨʫʩʥʳʭ ʧʨʦʛʨʘʤʤ. ʆʥ ʨʘʟʨʘʙʦʪʘʥ ʦʨʛʘʥʠʟʘʮʠʝʡ 

The European Institute for Computer Antivirus Research (EICAR). 

ʊʝʩʪʦʚʳʡ ʚʠʨʫʩ ʥʝ ʷʚʣʷʝʪʩʷ ʚʠʨʫʩʦʤ ʠ ʥʝ ʩʦʜʝʨʞʠʪ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʜʘ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʥʘʥʝʩʪʠ ʚʨʝʜ ʚʘʰʝʤʫ 

ʢʦʤʧʴʶʪʝʨʫ, ʥʦ ʘʥʪʠʚʠʨʫʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʙʦʣʴʰʠʥʩʪʚʘ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʠʜʝʥʪʠʬʠʮʠʨʫʶʪ ʚ ʥʝʤ ʫʛʨʦʟʫ. 

ʌʘʡʣ, ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ ʪʝʩʪʦʚʳʡ ʚʠʨʫʩ, ʥʘʟʳʚʘʝʪʩʷ eicar.com. ɽʛʦ ʤʦʞʥʦ ʟʘʛʨʫʟʠʪʴ ʥʘ ʚʝʙ-ʩʘʡʪʝ EICAR 

http://www.eicar.org/anti_virus_test_file.htm. 

ʇʝʨʝʜ ʩʦʭʨʘʥʝʥʠʝʤ ʬʘʡʣʘ ʚ ʧʘʧʢʝ ʥʘ ʜʠʩʢʝ ʢʦʤʧʴʶʪʝʨʘ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ 

ʚ ʵʪʦʡ ʧʘʧʢʝ ʦʪʢʣʶʯʝʥʘ. 

ʌʘʡʣ eicar.com ʩʦʜʝʨʞʠʪ ʪʝʢʩʪʦʚʫʶ ʩʪʨʦʢʫ. ʇʨʠ ʧʨʦʚʝʨʢʝ ʬʘʡʣʘ Kaspersky Embedded Systems Security 2.2 

ʦʙʥʘʨʫʞʠʚʘʝʪ ʚ ʵʪʦʡ ʪʝʢʩʪʦʚʦʡ ʩʪʨʦʢʝ ʪʝʩʪʦʚʫʶ ʫʛʨʦʟʫ, ʧʨʠʩʚʘʠʚʘʝʪ ʬʘʡʣʫ ʩʪʘʪʫʩ ɿʘʨʘʞʝʥʥʳʡ ʠ ʫʜʘʣʷʝʪ 

ʝʛʦ. ʀʥʬʦʨʤʘʮʠʷ ʦʙ ʦʙʥʘʨʫʞʝʥʥʦʡ ʚ ʬʘʡʣʝ ʫʛʨʦʟʝ ʧʦʷʚʣʷʝʪʩʷ ʚ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʠ ʚ ʞʫʨʥʘʣʝ 

ʚʳʧʦʣʥʝʥʠʠ ʟʘʜʘʯʠ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʘʡʣ eicar.com, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʢʘʢ Kaspersky Embedded Systems Security 

2.2 ʚʳʧʦʣʥʷʝʪ ʣʝʯʝʥʠʝ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ ʠ ʢʘʢ ʦʥ ʦʙʥʘʨʫʞʠʚʘʝʪ ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ. 

ɼʣ ̫ʵʪʦʛʦ ʦʪʢʨʦʡʪʝ ʬʘʡʣ ʩ ʧʦʤʦʱʴʶ ʪʝʢʩʪʦʚʦʛʦ ʨʝʜʘʢʪʦʨʘ, ʜʦʙʘʚʴʪʝ ʢ ʥʘʯʘʣʫ ʪʝʢʩʪʦʚʦʡ ʩʪʨʦʢʠ ʚ ʬʘʡʣʝ 

ʦʜʠʥ ʠʟ ʧʨʝʬʠʢʩʦʚ, ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʚ ʪʘʙʣʠʮʝ ʥʠʞʝ, ʠ ʩʦʭʨʘʥʠʪʝ ʬʘʡʣ ʧʦʜ ʥʦʚʳʤ ʠʤʝʥʝʤ, ʥʘʧʨʠʤʝʨ, 

eicar_cure.com. 

ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ Kaspersky Embedded Systems Security 2.2 ʦʙʨʘʙʦʪʘʣ ʬʘʡʣ eicar.com ʩ ʧʨʝʬʠʢʩʦʤ, ʚ ʙʣʦʢʝ 

ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ɿʘʱʠʪʘ ʦʙʲʝʢʪʦʚ ʫʩʪʘʥʦʚʠʪʝ ʟʥʘʯʝʥʠʝ ɺʩʝ ʦʙʲʝʢʪʳ ʜʣʷ ʟʘʜʘʯ Kaspersky 

Embedded Systems Security 2.2 "ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʠ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ". 

ʊʘʙʣʠʮʘ 14. ʇʨʝʬʠʢʩʳ ʚ ʬʘʡʣʘʭ EICAR 
 

ʇʨʝʬʠʢʩ ʉʪʘʪʫʩ ʬʘʡʣʘ ʧʦʩʣʝ ʧʨʦʚʝʨʢʠ ʠ ʜʝʡʩʪʚʠʝ Kaspersky Embedded Systems 

Security 2.2 

ɹʝʟ ʧʨʝʬʠʢʩʘ Kaspersky Embedded Systems Security 2.2 ʧʨʠʩʚʘʠʚʘʝʪ ʦʙʲʝʢʪʫ ʩʪʘʪʫʩ ɿʘʨʘʞʝʥʥʳʡ ʠ 

ʫʜʘʣʷʝʪ ʝʛʦ. 

SUSPï Kaspersky Embedded Systems Security 2.2 ʧʨʠʩʚʘʠʚʘʝʪ ʦʙʲʝʢʪʫ ʩʪʘʪʫʩ ɺʦʟʤʦʞʥʦ ʟʘ-

ʨʘʞʝʥʥʳʡ (ʦʙʥʘʨʫʞʝʥ ʩ ʧʦʤʦʱʴʶ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘʪʦʨʘ) ʠ ʫʜʘʣʷʝʪ ʝʛʦ (ʚʦʟ-

ʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ ʥʝ ʧʦʜʚʝʨʛʘʶʪʩʷ ʣʝʯʝʥʠʶ). 

WARNï Kaspersky Embedded Systems Security 2.2 ʧʨʠʩʚʘʠʚʘʝʪ ʦʙʲʝʢʪʫ ʩʪʘʪʫʩ ɺʦʟʤʦʞʥʦ ʟʘ-

ʨʘʞʝʥʥʳʡ (ʢʦʜ ʦʙʲʝʢʪʘ ʯʘʩʪʠʯʥʦ ʩʦʚʧʘʜʘʝʪ ʩ ʠʟʚʝʩʪʥʳʤ ʚʨʝʜʦʥʦʩʥʳʤ ʢʦʜʦʤ) ʠ ʫʜʘ-

ʣʷʝʪ ʝʛʦ (ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ ʥʝ ʧʦʜʚʝʨʛʘʶʪʩʷ ʣʝʯʝʥʠʶ). 

CUREï Kaspersky Embedded Systems Security 2.2 ʧʨʠʩʚʘʠʚʘʝʪ ʦʙʲʝʢʪʫ ʩʪʘʪʫʩ ɿʘʨʘʞʝʥʥʳʡ ʠ 

ʣʝʯʠʪ ʝʛʦ. ɽʩʣʠ ʣʝʯʝʥʠʝ ʫʩʧʝʰʥʦ, ʚʝʩʴ ʪʝʢʩʪ ʚ ʬʘʡʣʝ ʟʘʤʝʥʷʝʪʩʷ ʩʣʦʚʦʤ "CURE". 
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ʇʨʦʚʝʨʢʘ ʬʫʥʢʮʠʡ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 ʚʳ ʤʦʞʝʪʝ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ Kaspersky Embedded 

Systems Security 2.2 ʦʙʥʘʨʫʞʠʚʘʝʪ ʦʙʲʝʢʪʳ, ʩʦʜʝʨʞʘʱʠʝ ʚʨʝʜʦʥʦʩʥʳʡ ʢʦʜ. ɼʣ ̫ʧʨʦʚʝʨʢʠ ʚʳ ʤʦʞʝʪʝ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʝʩʪʦʚʳʡ ʚʠʨʫʩ EICAR (ʩʤ. ʨʘʟʜʝʣ "ʆ ʪʝʩʪʦʚʦʤ ʚʠʨʫʩʝ EICAR" ʥʘ ʩʪʨ. 66). 

Ʒ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʬʫʥʢʮʠʶ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʛʨʫʟʠʪʝ ʬʘʡʣ eicar.com ʩ ʚʝʙ-ʩʘʡʪʘ EICAR http://www.eicar.org/anti_virus_test_file.htm. ʉʦʭʨʘʥʠʪʝ 

ʝʛʦ ʚ ʧʘʧʢʝ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʥʘ ʣʦʢʘʣʴʥʦʤ ʜʠʩʢʝ ʣʶʙʦʛʦ ʠʟ ʢʦʤʧʴʶʪʝʨʦʚ ʩʝʪʠ. 

ʇʝʨʝʜ ʩʦʭʨʘʥʝʥʠʝʤ ʬʘʡʣʘ ʚ ʧʘʧʢʝ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʚ ʵʪʦʡ 

ʧʘʧʢʝ ʦʪʢʣʶʯʝʥʘ. 

2. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʫ ʫʚʝʜʦʤʣʝʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʝʪʠ, ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʠ 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʥʘ ʢʦʪʦʨʦʤ ʩʦʭʨʘʥʝʥ ʬʘʡʣ eicar.com, ʚʢʣʶʯʝʥʘ 

ʉʣʫʞʙʘ ʩʦʦʙʱʝʥʠʡ Microsoft Windows. 

3. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. 

4. ʉʢʦʧʠʨʫʡʪʝ ʩʦʭʨʘʥʝʥʥʳʡ ʬʘʡʣ eicar.com ʥʘ ʣʦʢʘʣʴʥʳʡ ʜʠʩʢ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʦʜʥʠʤ 

ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʧʦʩʦʙʦʚ: 

¶ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʫ ʫʚʝʜʦʤʣʝʥʠʡ ʯʝʨʝʟ ʦʢʥʦ ʉʣʫʞʙʳ ʪʝʨʤʠʥʘʣʦʚ, ʩʢʦʧʠʨʫʡʪʝ ʬʘʡʣ 

eicar.com ʥʘ ʢʦʤʧʴʶʪʝʨ, ʧʦʜʢʣʶʯʠʚʰʠʩʴ ʢ ʢʦʤʧʴʶʪʝʨʫ ʩ ʧʦʤʦʱʴʶ ʫʪʠʣʠʪʳ ʇʦʜʢʣʶʯʝʥʠʝ 

ʢ ʫʜʘʣʝʥʥʦʤʫ ʨʘʙʦʯʝʤʫ ʩʪʦʣʫ. 

¶ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʫ ʫʚʝʜʦʤʣʝʥʠʡ ʯʝʨʝʟ ʉʣʫʞʙʫ ʩʦʦʙʱʝʥʠʡ Microsoft Windows, ʩʢʦʧʠʨʫʡʪʝ 

ʬʘʡʣ eicar.com ʩ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʚʳ ʝʛʦ ʩʦʭʨʘʥʠʣʠ, ʯʝʨʝʟ ʩʝʪʝʚʦʝ ʦʢʨʫʞʝʥʠʝ 

ʵʪʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʨʘʙʦʪʘʝʪ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ, ʝʩʣʠ ʚʳʧʦʣʥʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʫʩʣʦʚʠʷ: 

¶ ʌʘʡʣ eicar.com ʫʜʘʣʝʥ ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

¶ ɺ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʞʫʨʥʘʣʫ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʧʨʠʩʚʦʝʥ ʩʪʘʪʫʩ ʂʨʠʪʠʯʝʩʢʠʡ. ɺ ʞʫʨʥʘʣʝ 

ʧʦʷʚʠʣʘʩʴ ʩʪʨʦʢʘ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʫʛʨʦʟʝ ʚ ʬʘʡʣʝ eicar.com. ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʞʫʨʥʘʣ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ, ʚ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ 

ʢʦʤʧʴʶʪʝʨʘ, ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʠ ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ ʧʝʨʝʡʜʠʪʝ 

ʧʦ ʩʩʳʣʢʝ ʆʪʢʨʳʪʴ ʞʫʨʥʘʣ. 

¶ ʅʘ ʢʦʤʧʴʶʪʝʨʝ, ʩ ʢʦʪʦʨʦʛʦ ʚʳ ʩʢʦʧʠʨʦʚʘʣʠ ʬʘʡʣ, ʧʦʷʚʠʣʦʩʴ ʩʣʝʜʫʶʱʝʝ ʩʦʦʙʱʝʥʠʝ ʉʣʫʞʙʳ 

ʩʦʦʙʱʝʥʠʡ Microsoft Windows: Kaspersky Embedded Systems Security 2.2 

ʟʘʙʣʦʢʠʨʦʚʘʣ ʜʦʩʪʫʧ ʢ <ʧʫʪʴ ʢ ʬʘʡʣʫ eicar.com ʥʘ ʢʦʤʧʴʶʪʝʨʝ>\ eicar.com  

ʥʘ ʢʦʤʧʴʶʪʝʨʝ <ʩʝʪʝʚʦʝ ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ> ʚ <ʚʨʝʤʷ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʩʦʙʳʪʠʷ>. 

ʇʨʠʯʠʥʘ: ʦʙʥʘʨʫʞʝʥʘ ʫʛʨʦʟʘ. ɺʠʨʫʩ: EICAR- Test -File. ʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ: <ʠʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ>. ʀʤʷ ʢʦʤʧʴʶʪʝʨʘ: <ʩʝʪʝʚʦʝ ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ, ʩ ʢʦʪʦʨʦʛʦ ʚʳ 

ʩʢʦʧʠʨʦʚʘʣʠ ʬʘʡʣ>. 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʉʣʫʞʙʘ ʩʦʦʙʱʝʥʠʡ Microsoft Windows ʨʘʙʦʪʘʝʪ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʩ ʢʦʪʦʨʦʛʦ ʚʳ 

ʩʢʦʧʠʨʦʚʘʣʠ ʬʘʡʣ eicar.com. 

http://www.eicar.org/anti_virus_test_file.htm
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Ʒ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʬʫʥʢʮʠʶ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʛʨʫʟʠʪʝ ʬʘʡʣ eicar.com ʩ ʚʝʙ-ʩʘʡʪʘ EICAR http://www.eicar.org/anti_virus_test_file.htm. ʉʦʭʨʘʥʠʪʝ 

ʝʛʦ ʚ ʧʘʧʢʝ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʥʘ ʣʦʢʘʣʴʥʦʤ ʜʠʩʢʝ ʣʶʙʦʛʦ ʠʟ ʢʦʤʧʴʶʪʝʨʦʚ ʩʝʪʠ. 

ʇʝʨʝʜ ʩʦʭʨʘʥʝʥʠʝʤ ʬʘʡʣʘ ʚ ʧʘʧʢʝ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʚ ʵʪʦʡ 

ʧʘʧʢʝ ʦʪʢʣʶʯʝʥʘ. 

2. ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. 

3. ɺʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ. 

b. ɺʳʙʝʨʠʪʝ ʚʣʦʞʝʥʥʳʡ ʫʟʝʣ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

c. ʅʘ ʟʘʢʣʘʜʢʝ ʅʘʩʪʨʦʡʢʘ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʥʘ ʫʟʣʝ ʉʝʪʝʚʦʝ 

ʦʢʨʫʞʝʥʠʝ ʠ ʚʳʙʝʨʠʪʝ ɼʦʙʘʚʠʪʴ ʩʝʪʝʚʦʡ ʬʘʡʣ. 

d. ɺʚʝʜʠʪʝ ʩʝʪʝʚʦʡ ʧʫʪʴ ʢ ʬʘʡʣʫ eicar.com ʥʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʚ ʬʦʨʤʘʪʝ UNC (Universal 

Naming Convention). 

e. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʜʦʙʘʚʣʝʥʥʳʡ ʩʝʪʝʚʦʡ ʧʫʪʴ ʚ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ. 

f. ɿʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʨʘʙʦʪʘʝʪ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ, ʝʩʣʠ ʚʳʧʦʣʥʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʫʩʣʦʚʠʷ: 

¶ ʌʘʡʣ eicar.com ʫʜʘʣʝʥ ʩ ʞʝʩʪʢʠʭ ʢʦʤʧʴʶʪʝʨʘ. 

¶ ɺ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʞʫʨʥʘʣʫ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʧʨʠʩʚʦʝʥ ʩʪʘʪʫʩ ʂʨʠʪʠʯʝʩʢʠʡ; ʚ ʞʫʨʥʘʣʝ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʧʦʷʚʠʣʘʩʴ ʩʪʨʦʢʘ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʫʛʨʦʟʝ ʚ ʬʘʡʣʝ 

eicar.com. ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ, ʚ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʨʘʟʚʝʨʥʠʪʝ 

ʫʟʝʣ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ, ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʠ ʚ ʧʘʥʝʣʠ 

ʨʝʟʫʣʴʪʘʪʦʚ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʆʪʢʨʳʪʴ ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ. 

 

ʀʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʤʳ 

ɺʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems Security 2.2 ʯʝʨʝʟ ʣʦʢʘʣʴʥʫʶ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʠ 

ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ. ɼʝʡʩʪʚʠʷ ʩ ʣʦʢʘʣʴʥʦʡ ʂʦʥʩʦʣʴʶ ʧʨʦʛʨʘʤʤʳ ʦʧʠʩʘʥʳ ʚ ʈʫʢʦʚʦʜʩʪʚʝ 

ʧʦʣʴʟʦʚʘʪʝʣʷ Kaspersky Embedded Systems Security 2.2. ɼʝʡʩʪʚʠʷ ʩ ʇʣʘʛʠʥʦʤ ʫʧʨʘʚʣʝʥʠʷ ʦʩʫʱʝʩʪʚʣʷʶʪʩʷ 

ʚ ʠʥʪʝʨʬʝʡʩʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ 

ʦʙ ʠʥʪʝʨʬʝʡʩʝ Kaspersky Security Center ʩʦʜʝʨʞʠʪʩʷ ʚ ʉʧʨʘʚʢʝ Kaspersky Security Center.  
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ʆ ʃʠʮʝʥʟʠʦʥʥʦʤ ʩʦʛʣʘʰʝʥʠʠ 

ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ï ʵʪʦ ʶʨʠʜʠʯʝʩʢʦʝ ʩʦʛʣʘʰʝʥʠʝ ʤʝʞʜʫ ʚʘʤʠ ʠ ɸʆ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè, 

ʚ ʢʦʪʦʨʦʤ ʫʢʘʟʘʥʦ, ʥʘ ʢʘʢʠʭ ʫʩʣʦʚʠʷʭ ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ. 

ɺʥʠʤʘʪʝʣʴʥʦ ʦʟʥʘʢʦʤʴʪʝʩʴ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʧʝʨʝʜ ʥʘʯʘʣʦʤ ʨʘʙʦʪʳ 

ʩ ʧʨʦʛʨʘʤʤʦʡ. 

ɺʳ ʤʦʞʝʪʝ ʦʟʥʘʢʦʤʠʪʴʩʷ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ɺʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2. 

¶ ʇʨʦʯʠʪʘʚ ʜʦʢʫʤʝʥʪ license.txt. ʕʪʦʪ ʜʦʢʫʤʝʥʪ ʚʢʣʶʯʝʥ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ ʧʨʦʛʨʘʤʤʳ. 

ɺʳ ʧʨʠʥʠʤʘʝʪʝ ʫʩʣʦʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ, ʧʦʜʪʚʝʨʞʜʘʷ ʩʚʦʝ ʩʦʛʣʘʩʠʝ ʩ ʪʝʢʩʪʦʤ ʃʠʮʝʥʟʠʦʥʥʦʛʦ 

ʩʦʛʣʘʰʝʥʠʷ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. ɽʩʣʠ ʚʳ ʥʝ ʩʦʛʣʘʩʥʳ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ, 

ʚʳ ʜʦʣʞʥʳ ʧʨʝʨʚʘʪʴ ʫʩʪʘʥʦʚʢʫ ʧʨʦʛʨʘʤʤʳ ʠ ʥʝ ʜʦʣʞʥʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ. 
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ʆ ʣʠʮʝʥʟʠʠ 

ʃʠʮʝʥʟʠʷ ï ʵʪʦ ʦʛʨʘʥʠʯʝʥʥʦʝ ʧʦ ʚʨʝʤʝʥʠ ʧʨʘʚʦ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʝ ʚʘʤ 

ʥʘ ʦʩʥʦʚʝ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ. 

ʃʠʮʝʥʟʠʷ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʧʨʘʚʦ ʥʘ ʧʦʣʫʯʝʥʠʝ ʩʣʝʜʫʶʱʠʭ ʚʠʜʦʚ ʫʩʣʫʛ: 

¶ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ; 

¶ ʧʦʣʫʯʝʥʠʝ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. 

ʆʙʲʝʤ ʫʩʣʫʛ ʠ ʩʨʦʢ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦʛʨʘʤʤʳ ʟʘʚʠʩʠʪ ʦʪ ʪʠʧʘ ʣʠʮʝʥʟʠʠ, ʠʩʧʦʣʴʟʫʝʤʦʡ 

ʜʣʷ ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ. 

ʇʨʦʛʨʘʤʤʘ ʘʢʪʠʚʠʨʫʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ ʢʣʶʯʘ ʜʣʷ ʧʨʠʦʙʨʝʪʝʥʥʦʡ ʢʦʤʤʝʨʯʝʩʢʦʡ ʣʠʮʝʥʟʠʠ. 

ʂʦʤʤʝʨʯʝʩʢʘʷ ʣʠʮʝʥʟʠʷ ï ʵʪʦ ʧʣʘʪʥʘʷ ʣʠʮʝʥʟʠʷ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʘʷ ʧʨʠ ʧʨʠʦʙʨʝʪʝʥʠʠ ʧʨʦʛʨʘʤʤʳ. 

Kaspersky Embedded Systems Security 2.2 ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʜʚʘ ʪʠʧʘ ʢʦʤʤʝʨʯʝʩʢʠʭ ʣʠʮʝʥʟʠʡ: 

¶ ʉʪʘʥʜʘʨʪʥʘʷ ʣʠʮʝʥʟʠʷ Kaspersky Embedded Systems Security. 

¶ ʈʘʩʰʠʨʝʥʥʘʷ ʣʠʮʝʥʟʠʷ Kaspersky Embedded Systems Security Compliance Edition, ʚʢʣʶʯʘʶʱʘʷ ʜʚʘ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪʘ ʩʠʩʪʝʤʳ: ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ ʠ ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ. 

ʇʦ ʠʩʪʝʯʝʥʠʠ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʢʦʤʤʝʨʯʝʩʢʦʡ ʣʠʮʝʥʟʠʠ ʧʨʦʛʨʘʤʤʘ ʧʨʦʜʦʣʞʘʝʪ ʨʘʙʦʪʫ, ʥʦ ʩ ʦʛʨʘʥʠʯʝʥʥʦʡ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ (ʥʘʧʨʠʤʝʨ, ʥʝʜʦʩʪʫʧʥʦ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ Kaspersky Embedded Systems Security 2.2). 

ʏʪʦʙʳ ʧʨʦʜʦʣʞʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ Kaspersky Embedded Systems Security 2.2 ʚ ʨʝʞʠʤʝ ʧʦʣʥʦʡ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ, ʚʘʤ ʥʫʞʥʦ ʧʨʦʜʣʠʪʴ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʢʦʤʤʝʨʯʝʩʢʦʡ ʣʠʮʝʥʟʠʠ. 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʦʜʣʝʚʘʪʴ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʥʝ ʧʦʟʜʥʝʝ ʜʘʪʳ ʝʛʦ ʦʢʦʥʯʘʥʠʷ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ 

ʤʘʢʩʠʤʘʣʴʥʫʶ ʟʘʱʠʪʫ ʦʪ ʫʛʨʦʟ ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʜʘʪʘ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʢʣʶʯʘ ʥʘʩʪʫʧʘʝʪ ʧʦʟʞʝ ʜʘʪʳ 

ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʘʢʪʠʚʥʦʛʦ ʢʣʶʯʘ.  

 

 

ʆ ʃʠʮʝʥʟʠʦʥʥʦʤ ʩʝʨʪʠʬʠʢʘʪʝ 

ʃʠʮʝʥʟʠʦʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ï ʵʪʦ ʜʦʢʫʤʝʥʪ, ʢʦʪʦʨʳʡ ʧʝʨʝʜʘʝʪʩʷ ʚʘʤ ʚʤʝʩʪʝ ʩ ʬʘʡʣʦʤ ʢʣʶʯʘ ʠʣʠ ʢʦʜʦʤ 

ʘʢʪʠʚʘʮʠʠ (ʝʩʣʠ ʧʨʠʤʝʥʠʤʦ). 

ɺ ʃʠʮʝʥʟʠʦʥʥʦʤ ʩʝʨʪʠʬʠʢʘʪʝ ʩʦʜʝʨʞʠʪʩʷ ʩʣʝʜʫʶʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʣʠʮʝʥʟʠʠ: 

¶ ʥʦʤʝʨ ʟʘʢʘʟʘ; 

¶ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʦʣʴʟʦʚʘʪʝʣʝ, ʢʦʪʦʨʦʤʫ ʧʨʝʜʦʩʪʘʚʣʝʥʘ ʣʠʮʝʥʟʠʷ; 

¶ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʨʦʛʨʘʤʤʝ, ʢʦʪʦʨʫʶ ʤʦʞʥʦ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʦ ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʣʠʮʝʥʟʠʠ; 

¶ ʦʛʨʘʥʠʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʣʠʮʝʥʟʠʦʥʥʳʭ ʝʜʠʥʠʮ (ʥʘʧʨʠʤʝʨ, ʫʩʪʨʦʡʩʪʚʘ, ʥʘ ʢʦʪʦʨʳʭ ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ ʩ ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʡ ʣʠʮʝʥʟʠʝʡ); 

¶ ʜʘʪʘ ʥʘʯʘʣʘ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ; 

¶ ʜʘʪʘ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʠʣʠ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ; 

¶ ʪʠʧ ʣʠʮʝʥʟʠʠ. 
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ʆ ʢʦʜʝ ʘʢʪʠʚʘʮʠʠ 

ʂʦʜ ʘʢʪʠʚʘʮʠʠ ï ʫʥʠʢʘʣʴʥʘʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʠʟ 20 ʩʠʤʚʦʣʦʚ (ʙʫʢʚ ʠ ʮʠʬʨ). ʂʦʜ ʘʢʪʠʚʘʮʠʠ ʥʫʞʥʦ 
ʫʢʘʟʘʪʴ, ʯʪʦʙʳ ʜʦʙʘʚʠʪʴ ʢʣʶʯ ʜʣʷ ʘʢʪʠʚʘʮʠʠ Kaspersky Embedded Systems Security 2.2. ɺʳ ʧʦʣʫʯʘʝʪʝ ʢʦʜ 
ʘʢʪʠʚʘʮʠʠ ʥʘ ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʫʢʘʟʘʥʥʳʡ ʧʨʠ ʧʨʠʦʙʨʝʪʝʥʠʠ Kaspersky Embedded Systems 
Security 2.2. 

ʏʪʦʙʳ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ ʩ ʧʦʤʦʱʴʶ ʢʦʜʘ ʘʢʪʠʚʘʮʠʠ, ʥʝʦʙʭʦʜʠʤ ʜʦʩʪʫʧ ʚ ʠʥʪʝʨʥʝʪ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ 
ʢ ʩʝʨʚʝʨʘʤ ʘʢʪʠʚʘʮʠʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ʄʦʞʥʦ ʚʦʩʩʪʘʥʦʚʠʪʴ ʫʪʝʨʷʥʥʳʡ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʢʦʜ ʘʢʪʠʚʘʮʠʠ. ʂʦʜ ʘʢʪʠʚʘʮʠʠ ʤʦʞʝʪ 
ʧʦʥʘʜʦʙʠʪʴʩʷ, ʥʘʧʨʠʤʝʨ, ʯʪʦʙʳ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ Kaspersky CompanyAccount. ɼʣ ̫ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʢʦʜʘ 
ʘʢʪʠʚʘʮʠʠ ʦʙʨʘʪʠʪʝʩʴ ʚ ʉʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 
 

ʆ ʢʣʶʯʝ 

ʂʣʶʯ ï ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʙʠʪ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʡ ʚʳ ʤʦʞʝʪʝ ʘʢʪʠʚʠʨʦʚʘʪʴ ʠ ʟʘʪʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʧʨʦʛʨʘʤʤʫ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ. ʂʣʶʯ ʩʦʟʜʘʝʪʩʷ ʩʧʝʮʠʘʣʠʩʪʘʤʠ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʢʣʶʯ ʚ ʧʨʦʛʨʘʤʤʫ ʧʨʠʤʝʥʠʚ ʬʘʡʣ ʢʣʶʯʘ. ʂʣʶʯ ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʠʥʪʝʨʬʝʡʩʝ 

ʧʨʦʛʨʘʤʤʳ ʚ ʚʠʜʝ ʫʥʠʢʘʣʴʥʦʡ ʙʫʢʚʝʥʥʦ-ʮʠʬʨʦʚʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ, ʧʦʩʣʝ ʪʦʛʦ ʢʘʢ ʚʳ ʜʦʙʘʚʠʣʠ ʝʛʦ 

ʚ ʧʨʦʛʨʘʤʤʫ. 

ʂʣʶʯ ʤʦʞʝʪ ʙʳʪʴ ʟʘʙʣʦʢʠʨʦʚʘʥ "ʃʘʙʦʨʘʪʦʨʠʝʡ ʂʘʩʧʝʨʩʢʦʛʦ", ʝʩʣʠ ʫʩʣʦʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ 

ʥʘʨʫʰʝʥʳ. ɽʩʣʠ ʢʣʶʯ ʟʘʙʣʦʢʠʨʦʚʘʥ, ʜʣʷ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʪʨʝʙʫʝʪʩʷ ʜʦʙʘʚʠʪʴ ʜʨʫʛʦʡ ʢʣʶʯ. 

ʂʣʶʯ ʤʦʞʝʪ ʙʳʪʴ ʘʢʪʠʚʥʳʤ ʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤ. 

ɸʢʪʠʚʥʳʡ ʢʣʶʯ ï ʢʣʶʯ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʚ ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ ʜʣʷ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ. ɺ ʢʘʯʝʩʪʚʝ ʘʢʪʠʚʥʦʛʦ 
ʤʦʞʝʪ ʙʳʪʴ ʜʦʙʘʚʣʝʥ ʢʣʶʯ ʜʣʷ ʢʦʤʤʝʨʯʝʩʢʦʡ ʣʠʮʝʥʟʠʠ. ɺ ʧʨʦʛʨʘʤʤʝ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʙʦʣʴʰʝ ʦʜʥʦʛʦ 
ʘʢʪʠʚʥʦʛʦ ʢʣʶʯʘ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ ï ʢʣʶʯ, ʧʦʜʪʚʝʨʞʜʘʶʱʠʡ ʧʨʘʚʦ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ, ʥʦ ʥʝ ʠʩʧʦʣʴʟʫʝʤʳʡ 
ʚ ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ. ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʪʘʥʦʚʠʪʩʷ ʘʢʪʠʚʥʳʤ, ʢʦʛʜʘ ʟʘʢʘʥʯʠʚʘʝʪʩʷ ʩʨʦʢ 
ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ, ʩʚʷʟʘʥʥʦʡ ʩ ʪʝʢʫʱʠʤ ʘʢʪʠʚʥʳʤ ʢʣʶʯʦʤ. ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ ʤʦʞʝʪ ʙʳʪʴ ʜʦʙʘʚʣʝʥ 
ʪʦʣʴʢʦ ʧʨʠ ʥʘʣʠʯʠʠ ʘʢʪʠʚʥʦʛʦ ʢʣʶʯʘ. 
 

ʆ ʬʘʡʣʝ ʢʣʶʯʘ 

ʌʘʡʣ ʢʣʶʯʘ ï ʵʪʦ ʬʘʡʣ ʩ ʨʘʩʰʠʨʝʥʠʝʤ key, ʢʦʪʦʨʳʡ ʚʘʤ ʧʨʝʜʦʩʪʘʚʣʷʝʪ "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ". ʌʘʡʣ 

ʢʣʶʯʘ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʢʣʶʯʘ, ʘʢʪʠʚʠʨʫʶʱʝʛʦ ʧʨʦʛʨʘʤʤʫ. 

ɺʳ ʧʦʣʫʯʘʝʪʝ ʬʘʡʣ ʢʣʶʯʘ ʧʦ ʫʢʘʟʘʥʥʦʤʫ ʚʘʤʠ ʘʜʨʝʩʫ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʧʦʩʣʝ ʧʨʠʦʙʨʝʪʝʥʠʷ Kaspersky 

Embedded Systems Security 2.2. 

ʏʪʦʙʳ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ ʢʣʶʯʘ, ʥʝ ʪʨʝʙʫʝʪʩʷ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʩʝʨʚʝʨʘʤ ʘʢʪʠʚʘʮʠʠ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ɽʩʣʠ ʬʘʡʣ ʢʣʶʯʘ ʙʳʣ ʩʣʫʯʘʡʥʦ ʫʜʘʣʝʥ, ʚʳ ʤʦʞʝʪʝ ʝʛʦ ʚʦʩʩʪʘʥʦʚʠʪʴ. ʌʘʡʣ ʢʣʶʯʘ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ 

ʚʘʤ, ʥʘʧʨʠʤʝʨ, ʜʣʷ ʨʝʛʠʩʪʨʘʮʠʠ ʚ Kaspersky CompanyAccount. 
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ɼʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʬʘʡʣʘ ʢʣʶʯʘ ʚʘʤ ʥʫʞʥʦ ʚʳʧʦʣʥʠʪʴ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ʆʙʨʘʪʠʪʝʩʴ ʚ ʉʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ https://support.kaspersky.ru/. 

¶ ʇʦʣʫʯʠʪʝ ʬʘʡʣ ʢʣʶʯʘ ʥʘ ʚʝʙ-ʩʘʡʪʝ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʥʘ ʦʩʥʦʚʝ ʠʤʝʶʱʝʛʦʩʷ 

ʢʦʜʘ ʘʢʪʠʚʘʮʠʠ. 
 

ʆ ʧʨʝʜʦʩʪʘʚʣʝʥʠʠ ʜʘʥʥʳʭ 

ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʜʣʷ Kaspersky Embedded Systems Security 2.2, ʚ ʯʘʩʪʥʦʩʪʠ ʚ ʨʘʟʜʝʣʝ "ʋʩʣʦʚʠʷ 

ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ", ʦʧʨʝʜʝʣʷʝʪ ʫʩʣʦʚʠʷ, ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʠ ʧʦʨʷʜʦʢ ʧʝʨʝʜʘʯʠ ʠ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, 

ʫʢʘʟʘʥʥʳʭ ʚ ʥʘʩʪʦʷʱʝʤ ʈʫʢʦʚʦʜʩʪʚʝ. ɺʥʠʤʘʪʝʣʴʥʦ ʦʟʥʘʢʦʤʴʪʝʩʴ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ, 

ʘ ʪʘʢʞʝ ʩʦ ʚʩʝʤʠ ʜʦʢʫʤʝʥʪʘʤʠ, ʩʩʳʣʢʠ ʥʘ ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʠʪ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ, ʧʝʨʝʜ ʪʝʤ, ʢʘʢ 

ʧʨʠʥʷʪʴ ʝʛʦ. 

ɼʘʥʥʳʝ, ʢʦʪʦʨʳʝ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʧʦʣʫʯʘʝʪ ʦʪ ʚʘʩ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʦʛʨʘʤʤʳ, ʟʘʱʠʱʘʶʪʩʷ 

ʠ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʇʦʣʠʪʠʢʦʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʡ ʧʦ ʘʜʨʝʩʫ: 

www.kaspersky.ru/Products-and-Services-Privacy-Policy. 

ʇʨʠʥʠʤʘʷ ʫʩʣʦʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ, ʚʳ ʩʦʛʣʘʰʘʝʪʝʩʴ ʦʪʧʨʘʚʣʷʪʴ ʚ ʘʚʪʦʤʘʪʠʯʝʩʢʦʤ ʨʝʞʠʤʝ 

ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʜʘʥʥʳʭ ʚ çʃʘʙʦʨʘʪʦʨʠʶ ʂʘʩʧʝʨʩʢʦʛʦè:  

¶ ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʤʝʭʘʥʠʟʤʘ ʧʦʣʫʯʝʥʠʷ ʦʙʥʦʚʣʝʥʠʡ - ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʧʨʦʛʨʘʤʤʝ ʠ 

ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ: ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʫʩʪʘʥʘʚʣʠʚʘʝʤʦʡ ʧʨʦʛʨʘʤʤʳ ʠ ʝʝ ʧʦʣʥʫʶ ʚʝʨʩʠʶ, ʚʢʣʶʯʘʷ 

ʥʦʤʝʨ ʩʙʦʨʢʠ, ʪʠʧ ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʣʠʮʝʥʟʠʠ, ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʫʩʪʘʥʦʚʢʠ, ʫʥʠʢʘʣʴʥʳʡ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ. 

¶ ɼʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʥʘ ʩʪʘʪʴʠ ɹʘʟʳ ʟʥʘʥʠʡ ʧʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ 

ʦʰʠʙʦʢ ʚ ʨʘʙʦʪʝ ʧʨʦʛʨʘʤʤʳ (ʩʣʫʞʙʘ Redirector): ʠʤʷ, ʣʦʢʘʣʠʟʘʮʠʶ ʠ ʧʦʣʥʳʡ ʥʦʤʝʨ ʚʝʨʩʠʠ 

ʧʨʦʛʨʘʤʤʳ, ʚʢʣʶʯʘʷ ʥʦʤʝʨ ʩʙʦʨʢʠ, ʪʠʧ ʧʝʨʝʥʘʧʨʘʚʣʷʶʱʝʡ ʩʩʳʣʢʠ, ʘ ʪʘʢʞʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʚʦʟʥʠʢʰʝʡ ʦʰʠʙʢʠ. 

¶ ɼʣʷ ʢʦʥʪʨʦʣʷ ʧʦʣʫʯʝʥʠʷ ʩʦʛʣʘʩʠʡ ʥʘ ʦʙʨʘʙʦʪʢʫ ʜʘʥʥʳʭ ï ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʪʘʪʫʩʝ ʩʦʛʣʘʩʠʷ 

ʩ ʫʩʣʦʚʠʷʤʠ ʣʠʮʝʥʟʠʦʥʥʳʭ ʩʦʛʣʘʰʝʥʠʡ ʠ ʜʨʫʛʠʭ ʜʦʢʫʤʝʥʪʦʚ, ʨʝʛʣʘʤʝʥʪʠʨʫʶʱʠʭ ʦʪʧʨʘʚʢʫ ʜʘʥʥʳʭ: 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠ ʚʝʨʩʠʷ ʣʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠʣʠ ʜʨʫʛʦʛʦ ʜʦʢʫʤʝʥʪʘ, ʚ ʨʘʤʢʘʭ ʢʦʪʦʨʦʛʦ 

ʚʳʧʦʣʥʷʝʪʩʷ ʩʦʛʣʘʩʠʝ ʩ ʫʩʣʦʚʠʷʤʠ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʠʣʠ ʦʪʟʳʚ ʩʦʛʣʘʩʠʷ; ʧʨʠʟʥʘʢ, ʫʢʘʟʳʚʘʶʱʠʡ 

ʥʘ ʜʝʡʩʪʚʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʩʦʛʣʘʩʠʷ ʩ ʫʩʣʦʚʠʷʤʠ ʠʣʠ ʦʪʟʳʚ ʩʦʛʣʘʩʠʷ); ʜʘʪʘ ʠ ʚʨʝʤʷ 

ʠʟʤʝʥʝʥʠʷ ʩʪʘʪʫʩʘ ʩʦʛʣʘʩʠʷ ʩ ʫʩʣʦʚʠʷʤʠ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ. 

ɺʳ ʤʦʞʝʪʝ ʦʟʥʘʢʦʤʠʪʴʩʷ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʚ ʤʘʩʪʝʨʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 2.2 

ʥʘ ʰʘʛʝ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʩʦʛʣʘʩʠʷ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʦʪʦʙʨʘʞʘʝʪʩʷ ʧʦʣʥʳʡ 

ʪʝʢʩʪ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ;  

¶ ʚ ʣʶʙʦʡ ʤʦʤʝʥʪ ʧʦʤʦʱʴʶ ʬʘʡʣʘ ʚ ʬʦʨʤʘʪʝ TXT (license.txt), ʩʦʜʝʨʞʘʱʠʤ ʧʦʣʥʳʡ ʪʝʢʩʪ 

ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ: ʬʘʡʣ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʚ ʢʦʤʧʣʝʢʪʝ ʧʦʩʪʘʚʢʠ Kaspersky Embedded 

Systems Security 2.2, ʩʦʚʤʝʩʪʥʦ ʩ ʬʘʡʣʘʤʠ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ.  

ʃʦʢʘʣʴʥʘʷ ʦʙʨʘʙʦʪʢʘ ʜʘʥʥʳʭ 

ɺ ʧʨʦʮʝʩʩʝ ʚʳʧʦʣʥʝʥʠʷ ʦʩʥʦʚʥʳʭ ʬʫʥʢʮʠʡ ʧʨʦʛʨʘʤʤʳ, ʦʧʠʩʘʥʥʳʭ ʚ ʥʘʩʪʦʷʱʝʤ ʈʫʢʦʚʦʜʩʪʚʝ, Kaspersky 

Embedded Systems Security 2.2 ʣʦʢʘʣʴʥʦ ʦʙʨʘʙʘʪʳʚʘʝʪ ʠ ʭʨʘʥʠʪ ʨʷʜ ʜʘʥʥʳʭ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ: 

¶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʦʚʝʨʷʝʤʳʭ ʬʘʡʣʘʭ ʠ ʦʙʥʘʨʫʞʝʥʥʳʭ ʦʙʲʝʢʪʘʭ, ʥʘʧʨʠʤʝʨ, ʠʤʝʥʘ ʠ ʘʪʨʠʙʫʪʳ 

ʦʙʨʘʙʦʪʘʥʥʳʭ ʬʘʡʣʦʚ ʠ ʧʦʣʥʳʝ ʧʫʪʠ ʢ ʥʠʤ ʥʘ ʧʨʦʚʝʨʷʝʤʦʤ ʥʦʩʠʪʝʣʝ, ʜʝʡʩʪʚʠʷ ʥʘʜ ʧʨʦʚʝʨʷʝʤʳʤʠ 
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ʬʘʡʣʘʤʠ, ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʚʳʧʦʣʥʷʶʱʠʭ ʢʘʢʠʝ-ʣʠʙʦ ʜʝʡʩʪʚʠʷ ʚ ʟʘʱʠʱʘʝʤʦʡ ʩʝʪʠ 

ʠʣʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʠʤʝʥʘ ʠ ʘʪʨʠʙʫʪʳ ʧʨʦʚʝʨʷʝʤʳʭ ʫʩʪʨʦʡʩʪʚ, ʠʥʬʦʨʤʘʮʠʶ 

ʦ ʟʘʧʫʱʝʥʥʳʭ ʚ ʩʠʩʪʝʤʝ ʧʨʦʮʝʩʩʘʭ;  

¶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʘʢʪʠʚʥʦʩʪʠ ʠ ʧʘʨʘʤʝʪʨʘʭ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ, ʥʘʧʨʠʤʝʨ, ʧʘʨʘʤʝʪʨʳ 

ɹʨʘʥʜʤʘʫʵʨʘ Windows, ʟʘʧʠʩʠ ɾʫʨʥʘʣʘ ʩʦʙʳʪʠʡ Windows, ʠʤʝʥʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 

ʟʘʧʫʩʢʠ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ, ʠʭ ʢʦʥʪʨʦʣʴʥʳʝ ʩʫʤʤʳ ʠ ʘʪʨʠʙʫʪʳ.  

Kaspersky Embedded Systems Security 2.2 ʦʙʨʘʙʘʪʳʚʘʝʪ ʠ ʭʨʘʥʠʪ ʜʘʥʥʳʝ ʚ ʨʘʤʢʘʭ ʦʩʥʦʚʥʦʡ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ, ʚ ʪʦʤ ʯʠʩʣʝ ʜʣʷ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ ʧʦ ʨʘʙʦʪʝ ʧʨʦʛʨʘʤʤʳ ʠ ʧʦʣʫʯʝʥʠʷ 

ʜʠʘʛʥʦʩʪʠʯʝʩʢʠʭ ʜʘʥʥʳʭ. ɿʘʱʠʪʘ ʣʦʢʘʣʴʥʦ ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʜʘʥʥʳʭ ʚʳʧʦʣʥʷʝʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ 

ʩ ʥʘʩʪʨʦʝʥʥʳʤʠ ʠ ʧʨʠʤʝʥʷʶʱʠʤʠʩʷ ʧʘʨʘʤʝʪʨʘʤʠ ʧʨʦʛʨʘʤʤʳ.  

Kaspersky Embedded Systems Security 2.2 ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ 

ʣʦʢʘʣʴʥʦ: ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʜʦʩʪʫʧ ʢ ʦʙʨʘʙʘʪʳʚʘʝʤʳʤ ʜʘʥʥʳʤ, ʠʟʤʝʥʷʪʴ ʩʨʦʢʠ 

ʭʨʘʥʝʥʠʷ ʪʘʢʠʭ ʜʘʥʥʳʭ, ʯʘʩʪʠʯʥʦ ʠʣʠ ʧʦʣʥʦʩʪʴʶ ʦʪʢʣʶʯʘʪʴ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ, ʚ ʨʘʤʢʘʭ ʢʦʪʦʨʦʡ 

ʚʳʧʦʣʥʷʝʪʩʷ ʨʝʛʠʩʪʨʘʮʠʷ ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʠʟʤʝʥʷʪʴ ʧʫʪʴ ʢ ʧʘʧʢʝ ʥʘ ʥʦʩʠʪʝʣʝ, ʚ ʢʦʪʦʨʫʶ ʚʳʧʦʣʥʷʝʪʩʷ 

ʟʘʧʠʩʴ ʜʘʥʥʳʭ, ʠ ʝʝ ʘʪʨʠʙʫʪʳ. 

ɼʝʪʘʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ, ʚ ʨʘʤʢʘʭ ʢʦʪʦʨʦʡ ʚʳʧʦʣʥʷʝʪʩʷ 

ʦʙʨʘʙʦʪʢʘ ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʧʘʨʘʤʝʪʨʳ ʭʨʘʥʝʥʠʷ ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʜʘʥʥʳʭ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʩʦʜʝʨʞʠʪʩʷ 

ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʨʘʟʜʝʣʘʭ ʥʘʩʪʦʷʱʝʛʦ ʈʫʢʦʚʦʜʩʪʚʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚʩʝ ʜʘʥʥʳʝ, ʩʦʭʨʘʥʝʥʥʳʝ ʧʨʦʛʨʘʤʤʦʡ ʚ ʭʦʜʝ ʨʘʙʦʪʳ ʣʦʢʘʣʴʥʦ, ʫʜʘʣʷʶʪʩʷ ʧʦʩʣʝ 

ʜʝʠʥʩʪʘʣʣʷʮʠʠ Kaspersky  Embedded Systems Security 2.2. ʀʩʢʣʶʯʝʥʠʝ ʩʦʩʪʘʚʣʷʶʪ ʬʘʡʣʳ 

ʩ ʜʠʘʛʥʦʩʪʠʯʝʩʢʠʤʠ ʜʘʥʥʳʤʠ ʧʨʦʛʨʘʤʤʳ (ʬʘʡʣʳ ʪʨʘʩʩʠʨʦʚʦʢ, ʬʘʡʣ ʜʘʤʧʘ), ʘ ʪʘʢʞʝ ʟʘʧʠʩʠ ʦ ʨʘʙʦʪʝ 

ʧʨʦʛʨʘʤʤʳ ʚ ɾʫʨʥʘʣʝ ʩʦʙʳʪʠʡ Windows ï ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʫʜʘʣʠʪʴ ʵʪʠ ʬʘʡʣʳ. ɺʳ ʤʦʞʝʪʝ 

ʥʘʡʪʠ ʜʝʪʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʨʘʙʦʪʝ ʩ ʬʘʡʣʘʤʠ, ʩʦʜʝʨʞʘʱʠʤʠ ʜʠʘʛʥʦʩʪʠʯʝʩʢʠʝ ʜʘʥʥʳʝ ʧʨʦʛʨʘʤʤʳ, 

ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʨʘʟʜʝʣʘʭ ʥʘʩʪʦʷʱʝʛʦ ʈʫʢʦʚʦʜʩʪʚʘ. 

ʇʨʠ ʜʝʠʥʩʪʘʣʣʷʮʠʠ ʧʨʦʛʨʘʤʤʳ ʚʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʩʦʭʨʘʥʷʪʴ ʩʦʜʝʨʞʠʤʦʝ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʠ 

ʢʘʨʘʥʪʠʥʘ. 

 

ɸʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʢʣʶʯʘ 

ɺʳ ʤʦʞʝʪʝ ʘʢʪʠʚʠʨʦʚʘʪʴ Kaspersky Embedded Systems Security 2.2, ʧʨʠʤʝʥʠʚ ʢʣʶʯ. 

ɽʩʣʠ ʚ Kaspersky Embedded Systems Security 2.2 ʫʞʝ ʜʦʙʘʚʣʝʥ ʘʢʪʠʚʥʳʡ ʢʣʶʯ, ʠ ʚʳ ʜʦʙʘʚʠʪʝ ʜʨʫʛʦʡ ʢʣʶʯ 

ʚ ʢʘʯʝʩʪʚʝ ʘʢʪʠʚʥʦʛʦ, ʪʦ ʥʦʚʳʡ ʢʣʶʯ ʟʘʤʝʥʠʪ ʨʘʥʝʝ ʜʦʙʘʚʣʝʥʥʳʡ ʢʣʶʯ. ʈʘʥʝʝ ʜʦʙʘʚʣʝʥʥʳʡ ʘʢʪʠʚʥʳʡ ʢʣʶʯ 

ʙʫʜʝʪ ʫʜʘʣʝʥ. 

ɽʩʣʠ ʚ Kaspersky Embedded Systems Security 2.2 ʫʞʝ ʜʦʙʘʚʣʝʥ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ, ʠ ʚʳ ʜʦʙʘʚʠʪʝ ʜʨʫʛʦʡ 

ʢʣʶʯ ʚ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ, ʪʦ ʥʦʚʳʡ ʢʣʶʯ ʟʘʤʝʥʠʪ ʨʘʥʝʝ ʜʦʙʘʚʣʝʥʥʳʡ ʢʣʶʯ. ʈʘʥʝʝ ʜʦʙʘʚʣʝʥʥʳʡ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ ʙʫʜʝʪ ʫʜʘʣʝʥ. 

 

ɽʩʣʠ ʚ Kaspersky Embedded Systems Security 2.2 ʫʞʝ ʜʦʙʘʚʣʝʥʳ ʘʢʪʠʚʥʳʡ ʢʣʶʯ ʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ, ʠ 

ʚʳ ʜʦʙʘʚʠʪʝ ʥʦʚʳʡ ʢʣʶʯ ʚ ʢʘʯʝʩʪʚʝ ʘʢʪʠʚʥʦʛʦ, ʥʦʚʳʡ ʢʣʶʯ ʟʘʤʝʥʠʪ ʨʘʥʝʝ ʜʦʙʘʚʣʝʥʥʳʡ ʘʢʪʠʚʥʳʡ ʢʣʶʯ, 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ ʥʝ ʙʫʜʝʪ ʫʜʘʣʝʥ. 

Ʒ ʏʪʦʙʳ ʘʢʪʠʚʠʨʦʚʘʪʴ Kaspersky Embedded Systems Security 2.2, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ. 

2. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ɼʦʙʘʚʠʪʴ ʢʣʶʯ. 
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3. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʙʟʦʨ ʠ ʚʳʙʝʨʠʪʝ ʬʘʡʣ ʢʣʶʯʘ ʩ ʨʘʩʰʠʨʝʥʠʝʤ key. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʢʣʶʯ ʚ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ. ɼʣ ̫ʵʪʦʛʦ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ 

ʀʩʧʦʣʴʟʦʚʘʪʴ ʚ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʢʣʶʯʘ. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ɺʳʙʨʘʥʥʳʡ ʢʣʶʯ ʙʫʜʝʪ ʧʨʠʤʝʥʝʥ. ʀʥʬʦʨʤʘʮʠʷ ʦ ʜʦʙʘʚʣʝʥʥʦʤ ʢʣʶʯʝ ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʧʘʥʝʣʠ 

ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ. 
 

ʇʨʦʩʤʦʪʨ ʠʥʬʦʨʤʘʮʠʠ ʦ ʜʝʡʩʪʚʫʶʱʝʡ ʣʠʮʝʥʟʠʠ 

ʇʨʦʩʤʦʪʨ ʠʥʬʦʨʤʘʮʠʠ ʦ ʣʠʮʝʥʟʠʠ 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʜʝʡʩʪʚʫʶʱʝʡ ʣʠʮʝʥʟʠʠ ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ Kaspersky Embedded 

Systems Security ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ. ʉʪʘʪʫʩ ʢʣʶʯʘ ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ: 

¶ ɺʳʧʦʣʥʷʝʪʩʷ ʧʨʦʚʝʨʢʘ ʩʪʘʪʫʩʘ ʣʠʮʝʥʟʠʠ ï Kaspersky Embedded Systems Security 2.2 ʧʨʦʚʝʨʷʝʪ 

ʜʦʙʘʚʣʝʥʥʳʡ ʬʘʡʣ ʢʣʶʯʘ ʠʣʠ ʧʨʠʤʝʥʝʥʥʳʡ ʢʦʜ ʘʢʪʠʚʘʮʠʠ ʠ ʦʞʠʜʘʝʪ ʦʪʚʝʪʘ ʦ ʪʝʢʫʱʝʤ 

ʩʪʘʪʫʩʝ ʢʣʶʯʘ. 

¶ ɼʘʪʘ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ï ʧʨʦʛʨʘʤʤʘ ʘʢʪʠʚʠʨʦʚʘʥʘ ʜʦ ʫʢʘʟʘʥʥʳʭ ʜʘʪʳ ʠ 

ʚʨʝʤʝʥʠ. ʉʪʘʪʫʩ ʢʣʶʯʘ ʚʳʜʝʣʝʥ ʞʝʣʪʳʤ ʮʚʝʪʦʤ ʚ ʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʷʭ: 

¶ ʜʦ ʠʩʪʝʯʝʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʦʩʪʘʝʪʩʷ 14 ʜʥʝʡ, ʠ ʥʝ ʜʦʙʘʚʣʝʥ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ 

ʠʣʠ ʢʦʜ ʘʢʪʠʚʘʮʠʠ; 

¶ ʜʦʙʘʚʣʝʥʥʳʡ ʢʣʶʯ ʧʦʤʝʱʝʥ ʚ ʯʝʨʥʳʡ ʩʧʠʩʦʢ ʠ ʩʢʦʨʦ ʙʫʜʝʪ ʟʘʙʣʦʢʠʨʦʚʘʥ. 

¶ ʇʨʦʛʨʘʤʤʘ ʥʝ ʘʢʪʠʚʠʨʦʚʘʥʘ ï ʧʨʦʛʨʘʤʤʘ ʥʝ ʘʢʪʠʚʠʨʦʚʘʥʘ, ʪʘʢ ʢʘʢ ʥʝ ʜʦʙʘʚʣʝʥ ʢʣʶʯ ʠʣʠ ʢʦʜ 

ʘʢʪʠʚʘʮʠʠ. ʉʪʘʪʫʩ ʚʳʜʝʣʝʥ ʢʨʘʩʥʳʤ ʮʚʝʪʦʤ. 

¶ ʉʨʦʢ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʠʩʪʝʢ ï ʧʨʦʛʨʘʤʤʘ ʥʝ ʘʢʪʠʚʠʨʦʚʘʥʘ, ʪʘʢ ʢʘʢ ʠʩʪʝʢ ʧʝʨʠʦʜ ʜʝʡʩʪʚʠʷ 

ʣʠʮʝʥʟʠʠ. ʉʪʘʪʫʩ ʚʳʜʝʣʝʥ ʢʨʘʩʥʳʤ ʮʚʝʪʦʤ. 

¶ ʅʘʨʫʰʝʥʦ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ï ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security 2.2 

ʥʝ ʘʢʪʠʚʠʨʦʚʘʥʘ, ʧʦʩʢʦʣʴʢʫ ʥʘʨʫʰʝʥʳ ʫʩʣʦʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ (ʩʤ. ʨʘʟʜʝʣ "ʆ 

ʃʠʮʝʥʟʠʦʥʥʦʤ ʩʦʛʣʘʰʝʥʠʠ" ʥʘ ʩʪʨ. 69). ʉʪʘʪʫʩ ʚʳʜʝʣʝʥ ʢʨʘʩʥʳʤ ʮʚʝʪʦʤ. 

¶ ʂʣʶʯ ʧʦʤʝʱʝʥ ʚ ʯʝʨʥʳʡ ʩʧʠʩʦʢ ï ʜʦʙʘʚʣʝʥʥʳʡ ʬʘʡʣ ʢʣʶʯʘ ʟʘʙʣʦʢʠʨʦʚʘʥ ʠ ʧʦʤʝʱʝʥ ʚ ʯʝʨʥʳʡ 

ʩʧʠʩʦʢ ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ", ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʢʣʶʯ ʙʳʣ ʠʩʧʦʣʴʟʦʚʘʥ 

ʩʪʦʨʦʥʥʠʤʠ ʣʠʮʘʤʠ ʜʣʷ ʥʝʟʘʢʦʥʥʦʡ ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ. ʉʪʘʪʫʩ ʚʳʜʝʣʝʥ ʢʨʘʩʥʳʤ ʮʚʝʪʦʤ. 

 
 
ʇʨʦʩʤʦʪʨ ʠʥʬʦʨʤʘʮʠʠ ʦ ʜʝʡʩʪʚʫʶʱʝʡ ʣʠʮʝʥʟʠʠ 

Ʒ ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʝʡʩʪʚʫʶʱʝʡ ʣʠʮʝʥʟʠʠ, 

ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ. 

ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʦʪʦʙʨʘʟʠʪʩʷ ʦʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʜʝʡʩʪʚʫʶʱʝʡ ʣʠʮʝʥʟʠʠ 

(ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 
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ʊʘʙʣʠʮʘ 15. ʆʙʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʣʠʮʝʥʟʠʠ ʚ ʫʟʣʝ ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ 
 
 

ʇʦʣʝ ʆʧʠʩʘʥʠʝ 

ʂʦʜ ʘʢʪʠʚʘʮʠʠ ʂʦʜ ʘʢʪʠʚʘʮʠʠ. ʇʦʣʝ ʟʘʧʦʣʥʷʝʪʩʷ, ʝʩʣʠ ʚʳ ʘʢʪʠʚʠʨʫʝʪʝ ʧʨʦʛʨʘʤʤʫ ʩ ʧʦʤʦʱʴʶ ʢʦ-

ʜʘ ʘʢʪʠʚʘʮʠʠ. 

ʉʪʘʪʫʩ ʘʢʪʠʚʘʮʠʠ ʀʥʬʦʨʤʘʮʠʷ ʦ ʩʪʘʪʫʩʝ ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ. ʀʥʬʦʨʤʘʮʠʷ ʚ ʛʨʘʬʝ ʉʪʘʪʫʩ ʘʢʪʠ-

ʚʘʮʠʠ ʚ ʧʘʥʝʣʠ ʫʧʨʘʚʣʝʥʠʷ ʫʟʣʘ ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʩʣʝʜʫʶ-

ʱʠʝ ʟʥʘʯʝʥʠʷ: 

¶ ʇʨʠʤʝʥʝʥʦ ï ʝʩʣʠ ʚʳ ʘʢʪʠʚʠʨʦʚʘʣʠ ʧʨʦʛʨʘʤʤʫ ʩ ʧʦʤʦʱʴʶ ʢʦʜʘ ʘʢʪʠʚʘʮʠʠ 

ʠʣʠ ʢʣʶʯʘ. 

¶ ɸʢʪʠʚʘʮʠʷ ï ʝʩʣʠ ʚʳ ʧʨʠʤʝʥʠʣʠ ʢʦʜ ʘʢʪʠʚʘʮʠʠ ʜʣʷ ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ ʠ 

ʧʨʦʮʝʩʩ ʘʢʪʠʚʘʮʠʠ ʝʱʝ ʥʝ ʟʘʢʦʥʯʝʥ. ʉʪʘʪʫʩ ʧʨʠʥʠʤʘʝʪ ʟʥʘʯʝʥʠʝ ʇʨʠʤʝʥʝʥʦ 

ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ ʠ ʧʦʩʣʝ ʦʙʥʦʚʣʝʥʠʷ ʩʦʜʝʨʞʠʤʦʛʦ ʧʘʥʝʣʠ 

ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ. 

¶ ʆʰʠʙʢʘ ʘʢʪʠʚʘʮʠʠ ï ʝʩʣʠ ʥʝ ʫʜʘʣʦʩʴ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ. ɺʳ ʤʦʞʝʪʝ ʧʦ-

ʩʤʦʪʨʝʪʴ ʧʨʠʯʠʥʫ ʥʝʫʜʘʯʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ ʘʢʪʠʚʘʮʠʠ ʚ ʞʫʨʥʘʣʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ. 

ʂʣʶʯ ʅʦʤʝʨ ʢʣʶʯʘ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ ʚʳ ʘʢʪʠʚʠʨʦʚʘʣʠ ʧʨʦʛʨʘʤʤʫ. 

ʊʠʧ ʣʠʮʝʥʟʠʠ ʊʠʧ ʣʠʮʝʥʟʠʠ: ʢʦʤʤʝʨʯʝʩʢʘʷ. 

ɼʘʪʘ ʦʢʦʥʯʘʥʠʷ 

ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ 

ɼʘʪʘ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʧʦ ʘʢʪʠʚʥʦʤʫ ʢʣʶʯʫ. 

ʉʪʘʪʫʩ ʢʦʜʘ ʘʢʪʠ-

ʚʘʮʠʠ ʠʣʠ ʢʣʶʯʘ 

ʉʪʘʪʫʩ ʢʦʜʘ ʘʢʪʠʚʘʮʠʠ ʠʣʠ ʢʣʶʯʘ: ʘʢʪʠʚʥʳʡ ʠʣʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ. 

 

Ʒ ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʣʠʮʝʥʟʠʠ, 

ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʚ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʩʪʨʦʢʠ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʣʠʮʝʥʟʠʠ, 

ʢʦʪʦʨʫʶ ʚʳ ʭʦʪʠʪʝ ʧʨʦʩʤʦʪʨʝʪʴ, ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʉʚʦʡʩʪʚʘ. 

ɺ ʦʢʥʝ ʉʚʦʡʩʪʚʘ: <ʉʪʘʪʫʩ ʢʦʜʘ ʘʢʪʠʚʘʮʠʠ ʠʣʠ ʢʣʶʯʘ> ʥʘ ʟʘʢʣʘʜʢʝ ʆʙʱʠʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʧʦʜʨʦʙʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ ʦ ʜʝʡʩʪʚʫʶʱʝʡ ʣʠʮʝʥʟʠʠ, ʥʘ ʟʘʢʣʘʜʢʝ ɼʦʧʦʣʥʠʪʝʣʴʥʦ ʦʪʦʙʨʘʞʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ 

ʦ ʟʘʢʘʟʯʠʢʝ ʠ ʢʦʥʪʘʢʪʥʘʷ ʠʥʬʦʨʤʘʮʠʷ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʠʣʠ ʧʘʨʪʥʝʨʘ, ʫ ʢʦʪʦʨʦʛʦ ʚʳ ʧʨʠʦʙʨʝʣʠ 

Kaspersky Embedded Systems Security 2.2 (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

ʊʘʙʣʠʮʘ 16. ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʣʠʮʝʥʟʠʠ ʚ ʦʢʥʝ ʉʚʦʡʩʪʚʘ: <ʉʪʘʪʫʩ ʢʦʜʘ ʘʢʪʠʚʘʮʠʠ ʠʣʠ ʢʣʶʯʘ> 
 

 
 

 

ʇʦʣʝ ʆʧʠʩʘʥʠʝ 

ɿʘʢʣʘʜʢʘ ʆʙʱʠʝ 

ʂʣʶʯ ʅʦʤʝʨ ʢʣʶʯʘ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ ʚʳ ʘʢʪʠʚʠʨʦʚʘʣʠ ʧʨʦʛʨʘʤʤʫ. 

ɼʘʪʘ ʜʦʙʘʚʣʝʥʠʷ ʢʣʶʯʘ ɼʘʪʘ ʜʦʙʘʚʣʝʥʠʷ ʢʣʶʯʘ ʚ ʧʨʦʛʨʘʤʤʫ. 

ʊʠʧ ʣʠʮʝʥʟʠʠ ʊʠʧ ʣʠʮʝʥʟʠʠ: ʢʦʤʤʝʨʯʝʩʢʘʷ. 

ʀʩʪʝʢʘʝʪ ʯʝʨʝʟ (ʩʫʪ) ʏʠʩʣʦ ʩʫʪʦʢ, ʦʩʪʘʚʰʠʭʩʷ ʜʦ ʜʘʪʳ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ 

ʧʦ ʘʢʪʠʚʥʦʤʫ ʢʣʶʯʫ. 

ɼʘʪʘ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ 

ʜʝʡʩʪʚʠʷ 

ɼʘʪʘ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʧʦ ʘʢʪʠʚʥʦʤʫ ʢʣʶʯʫ. ɽʩʣʠ ʚʳ 

ʘʢʪʠʚʠʨʫʝʪʝ ʧʨʦʛʨʘʤʤʫ ʧʦ ʥʝʦʛʨʘʥʠʯʝʥʥʦʡ ʧʦʜʧʠʩʢʝ, ʚ ʧʦʣʝ ʫʢʘʟʳʚʘʝʪʩʷ 

ʟʥʘʯʝʥʠʝ ʅʝ ʦʛʨʘʥʠʯʝʥʘ. ɽʩʣʠ Kaspersky Embedded Systems Security 2.2 

ʥʝ ʫʜʘʝʪʩʷ ʦʧʨʝʜʝʣʠʪʴ ʜʘʪʫ ʦʢʦʥʯʘʥʠʷ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ, ʫʢʘʟʳʚʘʝʪʩʷ 

ʟʥʘʯʝʥʠʝ ʅʝʠʟʚʝʩʪʥʘ. 
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ʇʦʣʝ ʆʧʠʩʘʥʠʝ 

ʇʨʦʛʨʘʤʤʘ ʅʘʟʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ, ʜʣʷ ʢʦʪʦʨʦʡ ʜʦʙʘʚʣʝʥ ʢʣʶʯ ʠʣʠ ʢʦʜ ʘʢʪʠʚʘʮʠʠ. 

ʆʛʨʘʥʠʯʝʥʠʝ 

ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʣʶʯʘ 

ʇʨʝʜʫʩʤʦʪʨʝʥʥʦʝ ʦʛʨʘʥʠʯʝʥʠʝ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʣʶʯʘ (ʝʩʣʠ ʠʤʝʝʪʩʷ). 

ʆʩʫʱʝʩʪʚʣʝʥʠʝ ʪʝʭʥʠ-

ʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʪʦʤ, ʦʢʘʟʳʚʘʝʪ ʣʠ "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" ʠʣʠ ʝʝ ʧʘʨʪʥʝʨ 

ʪʝʭʥʠʯʝʩʢʫʶ ʧʦʜʜʝʨʞʢʫ ʟʘʢʘʟʯʠʢʫ ʧʦ ʫʩʣʦʚʠʷʤ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʣʠʮʝʥʟʠʠ. 

ɿʘʢʣʘʜʢʘ ɼʦʧʦʣʥʠʪʝʣʴʥʦ 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʣʠʮʝʥʟʠʠ ʅʦʤʝʨ ʠ ʪʠʧ ʜʝʡʩʪʚʫʶʱʝʡ ʣʠʮʝʥʟʠʠ. 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʦʜʜʝʨʞʢʝ ʂʦʥʪʘʢʪʥʘʷ ʠʥʬʦʨʤʘʮʠʷ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʠʣʠ ʧʘʨʪʥʝʨʘ, ʢʦʪʦ-

ʨʳʡ ʦʩʫʱʝʩʪʚʣʷʝʪ ʪʝʭʥʠʯʝʩʢʫʶ ʧʦʜʜʝʨʞʢʫ. ʇʦʣʝ ʤʦʞʝʪ ʙʳʪʴ ʧʫʩʪʳʤ, ʝʩ-

ʣʠ ʪʝʭʥʠʯʝʩʢʘʷ ʧʦʜʜʝʨʞʢʘ ʥʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ. 

ʀʥʬʦʨʤʘʮʠʷ 

ʦ ʚʣʘʜʝʣʴʮʝ 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʟʘʢʘʟʯʠʢʝ ʣʠʮʝʥʟʠʠ: ʠʤʷ ʟʘʢʘʟʯʠʢʘ ʠ ʥʘʟʚʘʥʠʝ ʦʨʛʘʥʠʟʘ-

ʮʠʠ, ʜʣʷ ʢʦʪʦʨʦʡ ʧʨʠʦʙʨʝʪʝʥʘ ʣʠʮʝʥʟʠʷ. 
 

ʌʫʥʢʮʠʦʥʘʣʴʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷ ʜʘʪʳ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ 
ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ 

ʂʦʛʜʘ ʟʘʢʘʥʯʠʚʘʝʪʩʷ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʪʝʢʫʱʝʡ ʣʠʮʝʥʟʠʠ, ʚʦʟʥʠʢʘʶʪ ʩʣʝʜʫʶʱʠʝ ʦʛʨʘʥʠʯʝʥʠʷ ʚ ʨʘʙʦʪʝ 

ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ. 

¶ ɺʩʝ ʟʘʜʘʯʠ ʦʩʪʘʥʘʚʣʠʚʘʶʪʩʷ, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʟʘʜʘʯ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ, ʇʨʦʚʝʨʢʘ 
ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʠ ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ. 

¶ ɿʘʧʫʩʢ ʣʶʙʦʡ ʟʘʜʘʯʠ, ʢʨʦʤʝ ʟʘʜʘʯ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ, ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʠ 
ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ, ʦʪʢʣʦʥʷʝʪʩʷ. ʕʪʠ ʟʘʜʘʯʠ ʧʨʦʜʦʣʞʘʪ ʨʘʙʦʪʘʪʴ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 
ʩʪʘʨʳʭ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ. 

¶ ʌʫʥʢʮʠʠ ʟʘʜʘʯʠ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ʦʛʨʘʥʠʯʝʥʳ: 

¶ ʇʨʦʮʝʩʩʳ ʟʘʱʠʱʘʶʪʩʷ ʜʦ ʠʭ ʧʝʨʝʟʘʧʫʩʢʘ. 

¶ ʅʦʚʳʝ ʧʨʦʮʝʩʩʳ ʥʝʣʴʟʷ ʜʦʙʘʚʠʪʴ ʚ ʦʙʣʘʩʪʴ ʟʘʱʠʪʳ. 

ɼʨʫʛʠʝ ʬʫʥʢʮʠʠ (ʭʨʘʥʠʣʠʱʘ, ʞʫʨʥʘʣʳ, ʜʠʘʛʥʦʩʪʠʯʝʩʢʠʝ ʜʘʥʥʳʝ) ʧʦ-ʧʨʝʞʥʝʤʫ ʙʫʜʫʪ ʜʦʩʪʫʧʥʳ. 

 
 

ʇʨʦʜʣʝʥʠʝ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʦʛʨʘʤʤʘ ʫʚʝʜʦʤʣʷʝʪ ʚʘʩ ʦ ʩʢʦʨʦʤ ʦʢʦʥʯʘʥʠʠ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʟʘ 14 ʜʥʝʡ ʜʦ ʜʘʪʳ 

ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ. ʇʨʠ ʵʪʦʤ ʧʦʣʝ ɼʘʪʘ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʚ ʧʘʥʝʣʠ 

ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ Kaspersky Embedded Systems Security ʚʳʜʝʣʷʝʪʩʷ ʞʝʣʪʳʤ ʮʚʝʪʦʤ. 

ɺʳ ʤʦʞʝʪʝ ʧʨʦʜʣʠʪʴ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ, ʥʝ ʜʦʞʠʜʘʷʩʴ ʝʛʦ ʦʢʦʥʯʘʥʠʷ, ʩ ʧʦʤʦʱʴʶ ʜʦʙʘʚʣʝʥʠʷ 

ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʢʣʶʯʘ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ ʥʝ ʧʨʝʨʳʚʘʪʴ ʟʘʱʠʪʫ ʩʝʨʚʝʨʘ ʥʘ ʧʝʨʠʦʜ ʧʦʩʣʝ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ 

ʜʝʡʩʪʚʠʷ ʠʩʧʦʣʴʟʫʝʤʦʡ ʣʠʮʝʥʟʠʠ ʠ ʜʦ ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ ʧʦ ʥʦʚʦʡ ʣʠʮʝʥʟʠʠ. 
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Ʒ ʏʪʦʙʳ ʧʨʦʜʣʠʪʴ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʇʨʠʦʙʨʝʪʠʪʝ ʥʦʚʳʡ ʢʦʜ ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ ʠʣʠ ʬʘʡʣ ʢʣʶʯʘ. 

2. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʚʳʙʝʨʠʪʝ ʫʟʝʣ ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ. 

3. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʧʨʦʜʣʠʪʴ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʩ ʧʦʤʦʱʴʶ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʢʣʶʯʘ: 

a. ʇʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ɼʦʙʘʚʠʪʴ ʢʣʶʯ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʙʟʦʨ ʠ ʚʳʙʝʨʠʪʝ ʥʦʚʳʡ ʬʘʡʣ ʢʣʶʯʘ 

ʩ ʨʘʩʰʠʨʝʥʠʝʤ key. 

c. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʀʩʧʦʣʴʟʦʚʘʪʴ ʚ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʢʣʶʯʘ. 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʧʨʦʜʣʠʪʴ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʩ ʧʦʤʦʱʴʶ ʢʦʜʘ ʘʢʪʠʚʘʮʠʠ: 

a. ʇʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ɼʦʙʘʚʠʪʴ ʢʦʜ ʘʢʪʠʚʘʮʠʠ. 

b. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʚʝʜʠʪʝ ʧʨʠʦʙʨʝʪʝʥʥʳʡ ʢʦʜ ʘʢʪʠʚʘʮʠʠ. 

c. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʀʩʧʦʣʴʟʦʚʘʪʴ ʚ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʢʣʶʯʘ. 

ɼʣʷ ʧʨʠʤʝʥʝʥʠʷ ʢʦʜʘ ʘʢʪʠʚʘʮʠʠ ʥʝʦʙʭʦʜʠʤʦ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʠʥʪʝʨʥʝʪʫ. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ ʙʫʜʝʪ ʜʦʙʘʚʣʝʥ ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʪʘʥʝʪ ʘʢʪʠʚʥʳʤ ʧʦ ʠʩʪʝʯʝʥʠʠ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ 

ʣʠʮʝʥʟʠʠ ʥʘ Kaspersky Embedded Systems Security 2.2. 

 

ʋʜʘʣʝʥʠʝ ʢʣʶʯʘ 

ɺʳ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ ʜʦʙʘʚʣʝʥʥʳʡ ʢʣʶʯ ʠʟ ʧʨʦʛʨʘʤʤʳ. 

ɽʩʣʠ ʚ Kaspersky Embedded Systems Security 2.2 ʜʦʙʘʚʣʝʥ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ, ʠ ʚʳ ʫʜʘʣʠʪʝ ʘʢʪʠʚʥʳʡ 

ʢʣʶʯ, ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʪʘʥʝʪ ʘʢʪʠʚʥʳʤ. 

ɽʩʣʠ ʚʳ ʫʜʘʣʠʪʝ ʜʦʙʘʚʣʝʥʥʳʡ ʢʣʶʯ, ʚʳ ʤʦʞʝʪʝ ʝʛʦ ʚʦʩʩʪʘʥʦʚʠʪʴ, ʧʦʚʪʦʨʥʦ ʧʨʠʤʝʥʠʚ ʬʘʡʣ ʢʣʶʯʘ. 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʜʦʙʘʚʣʝʥʥʳʡ ʢʣʶʯ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʚʳʙʝʨʠʪʝ ʫʟʝʣ ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ. 

2. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʚ ʪʘʙʣʠʮʝ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʜʦʙʘʚʣʝʥʥʳʭ ʢʣʶʯʘʭ 
ʚʳʙʝʨʠʪʝ ʢʣʶʯ, ʢʦʪʦʨʳʡ ʚʳ ʭʦʪʠʪʝ ʫʜʘʣʠʪʴ. 

3. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʩʪʨʦʢʠ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʚʳʙʨʘʥʥʦʤ ʢʣʶʯʝ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʋʜʘʣʠʪʴ. 

4. ɺ ʦʢʥʝ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘ, ʯʪʦʙʳ ʧʦʜʪʚʝʨʜʠʪʴ ʫʜʘʣʝʥʠʝ ʢʣʶʯʘ. 

ɺʳʙʨʘʥʥʳʡ ʢʣʶʯ ʙʫʜʝʪ ʫʜʘʣʝʥ. 
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ɿʘʧʫʩʢ ʠ ʦʩʪʘʥʦʚʢʘ ʇʣʘʛʠʥʘ 
ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded 
Systems Security 2.2 
ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʧʫʩʢʝ ʠ ʦʩʪʘʥʦʚʢʝ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded 

Systems Security 2.2 ʠ ʩʣʫʞʙʳ Kaspersky Security. 
 

ɿʘʧʫʩʢ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded 
Systems Security 2.2 

ɼʣ ̫ʟʘʧʫʩʢʘ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security 2.2 ʚ Kaspersky Security Center 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʜʝʡʩʪʚʠʡ ʥʝ ʪʨʝʙʫʝʪʩʷ. ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ʥʘ ʢʦʤʧʴʶʪʝʨ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʟʘʧʫʩʢ ʧʨʦʠʩʭʦʜʠʪ ʦʜʥʦʚʨʝʤʝʥʥʦ ʩ Kaspersky Security Center. ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ 

ʦ ʟʘʧʫʩʢʝ Kaspersky Security Center ʩʦʜʝʨʞʠʪʩʷ ʚ ʉʧʨʘʚʢʝ Kaspersky Security Center. 
 

ɿʘʧʫʩʢ ʠ ʦʩʪʘʥʦʚʢʘ ʩʣʫʞʙʳ Kaspersky Security 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʩʣʫʞʙʘ Kaspersky Security ʟʘʧʫʩʢʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʨʘʟʫ ʧʦʩʣʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 
ʉʣʫʞʙʘ Kaspersky Security ʫʧʨʘʚʣʷʝʪ ʨʘʙʦʯʠʤʠ ʧʨʦʮʝʩʩʘʤʠ, ʚ ʢʦʪʦʨʳʭ ʚʳʧʦʣʥʷʶʪʩʷ ʟʘʜʘʯʠ ʧʦʩʪʦʷʥʥʦʡ 
ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ, ʢʦʥʪʨʦʣʷ ʘʢʪʠʚʥʦʩʪʠ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʠ ʦʙʥʦʚʣʝʥʠʷ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠ ʟʘʧʫʩʢʝ Kaspersky Embedded Systems Security 2.2 ʟʘʧʫʩʢʘʶʪʩʷ ʟʘʜʘʯʠ ʇʦʩʪʦʷʥʥʘʷ 
ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʠ ʇʨʦʚʝʨʢʘ ʧʨʠ ʟʘʧʫʩʢʝ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʘ ʪʘʢʞʝ ʜʨʫʛʠʝ ʟʘʜʘʯʠ, ʚ ʨʘʩʧʠʩʘʥʠʠ 
ʢʦʪʦʨʳʭ ʫʢʘʟʘʥʘ ʯʘʩʪʦʪʘ ʟʘʧʫʩʢʘ ʇʨʠ ʟʘʧʫʩʢʝ ʧʨʦʛʨʘʤʤʳ. 

ɽʩʣʠ ʚʳ ʦʩʪʘʥʦʚʠʪʝ ʩʣʫʞʙʫ Kaspersky Security, ʚʩʝ ʚʳʧʦʣʥʷʶʱʠʝʩʷ ʟʘʜʘʯʠ ʙʫʜʫʪ ʦʩʪʘʥʦʚʣʝʥʳ. ʇʦʩʣʝ ʪʦʛʦ 
ʢʘʢ ʚʳ ʧʝʨʝʟʘʧʫʩʪʠʪʝ ʩʣʫʞʙʫ Kaspersky Security, ʧʨʦʛʨʘʤʤʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʧʫʩʪʠʪ ʪʦʣʴʢʦ ʟʘʜʘʯʠ, 
ʚ ʨʘʩʧʠʩʘʥʠʠ ʢʦʪʦʨʳʭ ʫʢʘʟʘʥʘ ʯʘʩʪʦʪʘ ʟʘʧʫʩʢʘ ʇʨʠ ʟʘʧʫʩʢʝ ʧʨʦʛʨʘʤʤʳ, ʦʩʪʘʣʴʥʳʝ ʟʘʜʘʯʠ ʪʨʝʙʫʝʪʩʷ 
ʟʘʧʫʩʪʠʪʴ ʚʨʫʯʥʫʶ. 

ɺʳ ʤʦʞʝʪʝ ʟʘʧʫʩʢʘʪʴ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʩʣʫʞʙʫ Kaspersky Security ʩ ʧʦʤʦʱʴʶ ʢʦʥʪʝʢʩʪʥʦʛʦ ʤʝʥʶ ʫʟʣʘ 
Kaspersky Embedded Systems Security ʠʣʠ ʩ ʧʦʤʦʱʴʶ ʦʩʥʘʩʪʢʠ ʉʣʫʞʙʳ Microsoft Windows. 

ɺʳ ʤʦʞʝʪʝ ʟʘʧʫʩʢʘʪʴ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ Kaspersky Embedded Systems Security 2.2, ʝʩʣʠ ʚʳ ʚʭʦʜʠʪʝ 
ʚ ʛʨʫʧʧʫ "ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ" ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

Ʒ ʏʪʦʙʳ ʦʩʪʘʥʦʚʠʪʴ ʠʣʠ ʟʘʧʫʩʪʠʪʴ ʧʨʦʛʨʘʤʤʫ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʪʝ 
ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʫʟʣʘ Kaspersky Embedded 
Systems Security. 

2. ɺʳʙʝʨʠʪʝ ʦʜʥʫ ʠʟ ʩʣʝʜʫʶʱʠʭ ʢʦʤʘʥʜ: 

¶ ʆʩʪʘʥʦʚʢʘ ʩʣʫʞʙʳ 

¶ ɿʘʧʫʩʢ ʩʣʫʞʙʳ 

ʉʣʫʞʙʘ Kaspersky Security ʙʫʜʝʪ ʟʘʧʫʱʝʥʘ ʠʣʠ ʦʩʪʘʥʦʚʣʝʥʘ. 
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ʇʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ 
Kaspersky Embedded Systems 
Security 2.2 
ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʘʚʘʭ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Embedded Systems Security 2.2 ʠ 

ʩʣʫʞʙʘʤʠ Windows, ʢʦʪʦʨʳʝ ʨʝʛʠʩʪʨʠʨʫʝʪ ʧʨʦʛʨʘʤʤʘ, ʘ ʪʘʢʞʝ ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʥʘʩʪʨʦʡʢʝ ʵʪʠʭ ʧʨʘʚ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʆ ʧʨʘʚʘʭ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Embedded Systems 
Security 2.2 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems Security 2.2 ʠʤʝʶʪ ʧʦʣʴʟʦʚʘʪʝʣʠ, 

ʚʭʦʜʷʱʠʝ ʚ ʛʨʫʧʧʫ "ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ" ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʧʦʣʴʟʦʚʘʪʝʣʠ ʛʨʫʧʧʳ ESS 

Administrators, ʩʦʟʜʘʥʥʦʡ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security 

2.2, ʘ ʪʘʢʞʝ ʩʠʩʪʝʤʥʘʷ ʛʨʫʧʧʘ SYSTEM. 

ʇʦʣʴʟʦʚʘʪʝʣʠ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʜʦʩʪʫʧ ʢ ʬʫʥʢʮʠʠ ʀʟʤʝʥʝʥʠʝ ʧʨʘʚ Kaspersky Embedded Systems Security 

2.2, ʤʦʛʫʪ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʜʦʩʪʫʧ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems Security 2.2 ʜʨʫʛʠʤ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʚʭʦʜʷʱʠʤ ʚ ʜʦʤʝʥ. 

ʇʦʣʴʟʦʚʘʪʝʣʠ, ʥʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʝ ʚ ʩʧʠʩʢʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Embedded Systems Security 2.2, 

ʥʝ ʤʦʛʫʪ ʦʪʢʨʳʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʪʘʥʜʘʨʪʥʳʭ ʫʨʦʚʥʝʡ 

ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems Security 2.2: 

¶ ʇʦʣʥʳʡ ʢʦʥʪʨʦʣʴ ï ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʬʫʥʢʮʠʷʤ ʧʨʦʛʨʘʤʤʳ: ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʠʟʤʝʥʷʪʴ 

ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ Kaspersky Embedded Systems Security 2.2, ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʦʚ 

Kaspersky Embedded Systems Security 2.2, ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Embedded Systems Security 

2.2, ʘ ʪʘʢʞʝ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʪʘʪʠʩʪʠʢʫ ʨʘʙʦʪʳ Kaspersky Embedded Systems Security 2.2. 

¶ ʀʟʤʝʥʝʥʠʝ ï ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʬʫʥʢʮʠʷʤ ʧʨʦʛʨʘʤʤʳ, ʢʨʦʤʝ ʠʟʤʝʥʝʥʠʷ ʧʨʘʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ: 

ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʠʟʤʝʥʷʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ Kaspersky Embedded Systems 

Security 2.2, ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security 2.2. 

¶ ʏʪʝʥʠʝ ï ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ Kaspersky Embedded Systems 

Security 2.2, ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security 2.2, ʩʪʘʪʠʩʪʠʢʫ 

ʨʘʙʦʪʳ Kaspersky Embedded Systems Security 2.2 ʠ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Embedded 

Systems Security 2.2. 
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ʄʦʞʥʦ ʪʘʢʞʝ ʚʳʧʦʣʥʷʪʴ ʨʘʩʰʠʨʝʥʥʫʶ ʥʘʩʪʨʦʡʢʫ ʧʨʘʚ ʜʦʩʪʫʧʘ (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʧʨʘʚ ʜʦʩʪʫʧʘ 

ʜʣʷ Kaspersky Embedded Systems Security 2.2 ʠ ʩʣʫʞʙʳ Kaspersky Security" ʥʘ ʩʪʨ. 84): ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʠʣʠ 

ʦʛʨʘʥʠʯʠʚʘʪʴ ʜʦʩʪʫʧ ʢ ʦʪʜʝʣʴʥʳʤ ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems Security 2.2. 

ɽʩʣʠ ʚʳ ʚʨʫʯʥʫʶ ʥʘʩʪʨʦʠʣʠ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʳ, ʪʦ ʜʣʷ ʵʪʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ 

ʛʨʫʧʧʳ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʫʨʦʚʝʥʴ ʜʦʩʪʫʧʘ ʆʩʦʙʳʝ ʨʘʟʨʝʰʝʥʠʷ. 

ʊʘʙʣʠʮʘ 17. ʇʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems Security 2.2 
 

ʇʨʘʚʘ ʜʦʩʪʫʧʘ ʆʧʠʩʘʥʠʝ 

ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ ɺʦʟʤʦʞʥʦʩʪʴ ʟʘʧʫʩʢʘʪʴ / ʦʩʪʘʥʘʚʣʠʚʘʪʴ / ʧʨʠʦʩʪʘʥʘʚʣʠʚʘʪʴ / ʚʦʟʦʙʥʦʚʣʷʪʴ 

ʟʘʜʘʯʠ Kaspersky Embedded Systems Security 2.2. 

ʉʦʟʜʘʥʠʝ ʠ ʫʜʘʣʝʥʠʝ ʟʘʜʘʯ ɺʦʟʤʦʞʥʦʩʪʴ ʩʦʟʜʘʚʘʪʴ ʠ ʫʜʘʣʷʪʴ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ. 

ʀʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ɺʦʟʤʦʞʥʦʩʪʠ:  

¶ ʀʤʧʦʨʪʠʨʦʚʘʪʴ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ Kaspersky 

Embedded Systems Security 2.2. 

¶ ʈʝʜʘʢʪʠʨʦʚʘʪʴ ʥʘʩʪʨʦʡʢʠ ʧʨʦʛʨʘʤʤʳ. 

ʏʪʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ɺʦʟʤʦʞʥʦʩʪʠ: 

¶ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ Kaspersky Embedded Systems 

Security 2.2 ʠ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯ; 

¶ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ Kaspersky 

Embedded Systems Security 2.2; 

¶ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʞʫʨʥʘʣʦʚ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ, ʞʫʨʥʘʣʘ ʩʠ-

ʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ ʠ ʫʚʝʜʦʤʣʝʥʠʡ. 

ʋʧʨʘʚʣʝʥʠʝ ʭʨʘʥʠʣʠʱʘʤʠ ɺʦʟʤʦʞʥʦʩʪʠ: 

¶ ʧʦʤʝʱʘʪʴ ʦʙʲʝʢʪʳ ʥʘ ʢʘʨʘʥʪʠʥ; 

¶ ʫʜʘʣʷʪʴ ʦʙʲʝʢʪʳ ʠʟ ʢʘʨʘʥʪʠʥʘ ʠ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ; 

¶ ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʦʙʲʝʢʪʳ ʠʟ ʢʘʨʘʥʪʠʥʘ ʠ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ. 

ʋʧʨʘʚʣʝʥʠʝ ʞʫʨʥʘʣʘʤʠ ɺʦʟʤʦʞʥʦʩʪʴ ʫʜʘʣʷʪʴ ʞʫʨʥʘʣʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ʠ ʦʯʠʱʘʪʴ ʞʫʨʥʘʣ ʩʠ-

ʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ. 

ʏʪʝʥʠʝ ʞʫʨʥʘʣʦʚ ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʦʙʳʪʠʷ ʚ ʞʫʨʥʘʣʘʭ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ʠ 

ʞʫʨʥʘʣʝ ʩʠʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ. 

ʏʪʝʥʠʝ ʩʪʘʪʠʩʪʠʢʠ ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʪʘʪʠʩʪʠʢʫ ʨʘʙʦʪʳ ʢʘʞʜʦʡ ʟʘʜʘʯʠ Kaspersky 

Embedded Systems Security 2.2. 

ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʧʨʦ-

ʛʨʘʤʤʳ 

ɺʦʟʤʦʞʥʦʩʪʴ ʘʢʪʠʚʠʨʦʚʘʪʴ ʠ ʜʝʘʢʪʠʚʠʨʦʚʘʪʴ Kaspersky Embedded 

Systems Security 2.2. 

ʋʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ɺʦʟʤʦʞʥʦʩʪʴ ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security 2.2. 

ʏʪʝʥʠʝ ʧʨʘʚ ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Embedded 

Systems Security 2.2 ʠ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʀʟʤʝʥʝʥʠʝ ʧʨʘʚ ɺʦʟʤʦʞʥʦʩʪʠ: 

¶ ʠʟʤʝʥʷʪʴ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʠʤʝʶʱʠʭ ʜʦʩʪʫʧ 

ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ; 

¶ ʠʟʤʝʥʷʪʴ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Embedded 

Systems Security 2.2. 
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ʆ ʧʨʘʚʘʭ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security 2.2 ʨʝʛʠʩʪʨʠʨʫʝʪ ʚ Windows ʩʣʫʞʙʫ Kaspersky Security 

(KAVFS), ʪʘʢ ʢʘʢ ʧʨʦʛʨʘʤʤʘ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʬʫʥʢʮʠʦʥʘʣʴʥʳʝ ʢʦʤʧʦʥʝʥʪʳ, ʟʘʧʫʩʢʘʝʤʳʝ ʧʨʠ ʩʪʘʨʪʝ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ʏʪʦʙʳ ʩʥʠʟʠʪʴ ʨʠʩʢ ʩʪʦʨʦʥʥʝʛʦ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ ʧʨʦʛʨʘʤʤʳ ʠ ʧʘʨʘʤʝʪʨʘʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʩ ʧʦʤʦʱʴʶ ʩʣʫʞʙʳ Kaspersky Security, ʤʦʞʥʦ ʦʛʨʘʥʠʯʠʪʴ ʧʨʘʚʘ 

ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʠʣʠ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʩʣʫʞʙʦʡ Kaspersky Security ʠʤʝʶʪ ʧʦʣʴʟʦʚʘʪʝʣʠ, ʚʭʦʜʷʱʠʝ ʚ ʛʨʫʧʧʫ 

"ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ" ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʘ ʪʘʢʞʝ ʩʠʩʪʝʤʥʳʝ ʛʨʫʧʧʳ SERVICE ʠ INTERACTIVE 

ʩ ʧʨʘʚʘʤʠ ʥʘ ʯʪʝʥʠʝ ʠ ʩʠʩʪʝʤʥʘʷ ʛʨʫʧʧʘ SYSTEM ʩ ʧʨʘʚʘʤʠ ʥʘ ʯʪʝʥʠʝ ʠ ʠʩʧʦʣʥʝʥʠʝ. 

ɺ  r ʥʝ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ SYSTEM ʠʣʠ ʠʟʤʝʥʷʪʴ ʧʨʘʚʘ ʵʪʦʡ ʫʯʝʪʥʦʡ 

ʟʘʧʠʩʠ. ɽʩʣʠ ʧʨʘʚʘ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ SYSTEM ʙʳʣʠ ʠʟʤʝʥʝʥʳ, ʧʨʠ ʩʦʭʨʘʥʝʥʠʠ ʠʟʤʝʥʝʥʠʡ 

ʜʣʷ ʵʪʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʚʦʩʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʤʘʢʩʠʤʘʣʴʥʳʝ ʧʨʘʚʘ.  

ʇʦʣʴʟʦʚʘʪʝʣʠ, ʠʤʝʶʱʠʝ ʜʦʩʪʫʧ ʫʨʦʚʥʷ ʀʟʤʝʥʝʥʠʝ ʧʨʘʚ ʢ ʬʫʥʢʮʠʷʤ (ʩʤ. ʨʘʟʜʝʣ "ʆ ʧʨʘʚʘʭ ʥʘ ʫʧʨʘʚʣʝʥʠʝ 

Kaspersky Embedded Systems Security 2.2" ʥʘ ʩʪʨ. 79), ʤʦʛʫʪ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʩʣʫʞʙʦʡ 

Kaspersky Security ʜʨʫʛʠʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʚʭʦʜʷʱʠʤ 

ʚ ʜʦʤʝʥ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Embedded Systems Security 2.2 

ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʪʘʥʜʘʨʪʥʳʭ ʫʨʦʚʥʝʡ ʜʦʩʪʫʧʘ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʦʡ Kaspersky Security: 

¶ ʇʦʣʥʳʡ ʢʦʥʪʨʦʣʴ ï ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʠʟʤʝʥʷʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʠ ʧʨʘʚʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʩʣʫʞʙʳ Kaspersky Security, ʘ ʪʘʢʞʝ ʟʘʧʫʩʢʘʪʴ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʨʘʙʦʪʫ ʩʣʫʞʙʳ 

Kaspersky Security. 

¶ ʏʪʝʥʠʝ ï ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʠ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʩʣʫʞʙʳ 

Kaspersky Security. 

¶ ʀʟʤʝʥʝʥʠʝ ï ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʠʟʤʝʥʷʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʠ ʧʨʘʚʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʩʣʫʞʙʳ Kaspersky Security. 

¶ ʀʩʧʦʣʥʝʥʠʝ ï ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʧʫʩʢʘʪʴ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʨʘʙʦʪʫ ʩʣʫʞʙʳ Kaspersky Security. 

ʊʘʢʞʝ ʚʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʷʪʴ ʨʘʩʰʠʨʝʥʥʫʶ ʥʘʩʪʨʦʡʢʫ ʧʨʘʚ ʜʦʩʪʫʧʘ: ʜʘʚʘʪʴ ʠʣʠ ʦʛʨʘʥʠʯʠʚʘʪʴ ʧʨʘʚʘ 

ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Embedded Systems Security 2.2 (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

ɽʩʣʠ ʚʳ ʚʨʫʯʥʫʶ ʥʘʩʪʨʦʠʣʠ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʳ, ʪʦ ʜʣʷ ʵʪʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ 

ʛʨʫʧʧʳ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʫʨʦʚʝʥʴ ʜʦʩʪʫʧʘ ʆʩʦʙʳʝ ʨʘʟʨʝʰʝʥʠʷ. 

ʊʘʙʣʠʮʘ 18. ʈʘʟʛʨʘʥʠʯʝʥʠʝ ʧʨʘʚ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems Security 2.2 
 

ʌʫʥʢʮʠʷ ʆʧʠʩʘʥʠʝ 

ʏʪʝʥʠʝ ʥʘʩʪʨʦʝʢ ʩʣʫʞʙʳ ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʠ ʧʨʘʚʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʩʣʫʞʙʳ Kaspersky Security. 

ɿʘʧʨʦʩ ʩʪʘʪʫʩʘ ʩʣʫʞʙʳ 

ʫ ɼʠʩʧʝʪʯʝʨʘ ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞ-

ʙʘʤʠ 

ɺʦʟʤʦʞʥʦʩʪʴ ʟʘʧʨʘʰʠʚʘʪʴ ʩʪʘʪʫʩ ʚʳʧʦʣʥʝʥʠʷ ʩʣʫʞʙʳ Kaspersky 

Security ʫ ɼʠʩʧʝʪʯʝʨʘ ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʘʤʠ Microsoft Windows. 

ɿʘʧʨʦʩ ʩʪʘʪʫʩʘ ʫ ʩʣʫʞʙʳ ɺʦʟʤʦʞʥʦʩʪʴ ʟʘʧʨʘʰʠʚʘʪʴ ʩʪʘʪʫʩ ʚʳʧʦʣʥʝʥʠʷ ʩʣʫʞʙʳ ʫ Kaspersky 

Security. 
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ʌʫʥʢʮʠʷ ʆʧʠʩʘʥʠʝ 

ʇʝʨʝʯʠʩʣʝʥʠʝ ʟʘʚʠʩʠʤʳʭ ʩʣʫʞʙ ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʧʠʩʦʢ ʩʣʫʞʙ, ʦʪ ʢʦʪʦʨʳʭ ʟʘʚʠʩʠʪ 

ʩʣʫʞʙʘ Kaspersky Security, ʘ ʪʘʢʞʝ ʩʣʫʞʙ, ʟʘʚʠʩʠʤʳʭ ʦʪ ʩʣʫʞʙʳ 

Kaspersky Security. 

ʀʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʩʣʫʞʙʳ ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʠʟʤʝʥʷʪʴ ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʠ 

ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʩʣʫʞʙ Kaspersky Security. 

ɿʘʧʫʩʢ ʩʣʫʞʙʳ ɺʦʟʤʦʞʥʦʩʪʴ ʟʘʧʫʩʢʘʪʴ ʚʳʧʦʣʥʝʥʠʝ ʩʣʫʞʙʳ Kaspersky Security. 

ʆʩʪʘʥʦʚʢʘ ʩʣʫʞʙʳ ɺʦʟʤʦʞʥʦʩʪʴ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʚʳʧʦʣʥʝʥʠʝ ʩʣʫʞʙʳ Kaspersky 

Security. 

ʇʨʠʦʩʪʘʥʦʚʢʘ / ɺʦʟʦʙʥʦʚʣʝʥʠʝ 

ʩʣʫʞʙʳ 

ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʠʦʩʪʘʥʘʚʣʠʚʘʪʴ ʠ ʚʦʟʦʙʥʦʚʣʷʪʴ ʚʳʧʦʣʥʝʥʠʝ ʩʣʫʞ-

ʙʳ Kaspersky Security. 

ʏʪʝʥʠʝ ʧʨʘʚ ɺʦʟʤʦʞʥʦʩʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʣʫʞʙʳ 

Kaspersky Security ʠ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʀʟʤʝʥʝʥʠʝ ʧʨʘʚ ɺʦʟʤʦʞʥʦʩʪʠ: 

¶ ʜʦʙʘʚʣʷʪʴ ʠ ʫʜʘʣʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʣʫʞʙʳ Kaspersky Security; 

¶ ʠʟʤʝʥʷʪʴ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʩʣʫʞʙʝ Kaspersky 

Security. 

ʋʜʘʣʝʥʠʝ ʩʣʫʞʙʳ ɺʦʟʤʦʞʥʦʩʪʴ ʨʘʟʨʝʛʠʩʪʨʘʮʠʠ ʩʣʫʞʙʳ Kaspersky Security 

ʚ ɼʠʩʧʝʪʯʝʨʝ ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʘʤʠ Microsoft Windows. 

ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʟʘʧʨʦʩʳ 

ʢ ʩʣʫʞʙʝ 

ɺʦʟʤʦʞʥʦʩʪʴ ʩʦʟʜʘʚʘʪʴ ʠ ʦʪʧʨʘʚʣʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʟʘʧʨʦʩʳ 

ʢ ʩʣʫʞʙʝ Kaspersky Security. 

ʈʝʛʠʩʪʨʘʮʠʷ ʩʣʫʞʙʳ Kaspersky Security ʢʘʢ ʜʦʚʝʨʝʥʥʦʡ ʩʣʫʞʙʳ 

ʊʝʭʥʦʣʦʛʠʷ Protected Process Light (ʜʘʣʝʝ ʪʘʢʞʝ "PPL") ʛʘʨʘʥʪʠʨʫʝʪ, ʯʪʦ ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʚʳʧʦʣʥʷʝʪ 

ʟʘʛʨʫʟʢʫ ʪʦʣʴʢʦ ʜʦʚʝʨʝʥʥʳʭ ʩʣʫʞʙ ʠ ʧʨʦʮʝʩʩʦʚ. ɼʣ ̫ʪʦʛʦ ʯʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʩʣʫʞʙʫ ʢʘʢ ʜʦʚʝʨʝʥʥʫʶ, 

ʥʝʦʙʭʦʜʠʤʦ, ʯʪʦʙʳ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ ʜʨʘʡʚʝʨ Early Launch Antimalware. 

ɼʨʘʡʚʝʨ Early Launch AntiMalware (ʜʘʣʝʝ ʪʘʢʞʝ "ELAM") ʦʙʝʩʧʝʯʠʚʘʝʪ ʟʘʱʠʪʫ ʢʦʤʧʴʶʪʝʨʦʚ ʚ ʩʝʪʠ ʧʨʠ ʠʭ 

ʚʢʣʶʯʝʥʠʠ ʠ ʧʨʠ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʜʨʘʡʚʝʨʦʚ ʩʪʦʨʦʥʥʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ.  

ɼʨʘʡʚʝʨ ELAM ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 

2.2 ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʝʛʠʩʪʨʘʮʠʠ ʩʣʫʞʙʳ Kaspersky Security ʚ ʢʘʯʝʩʪʚʝ PPL ʚʦ ʚʨʝʤʷ ʟʘʧʫʩʢʘ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ʂʦʛʜʘ ʩʣʫʞʙʘ Kaspersky Security (kavfs.exe) ʟʘʧʫʩʢʘʝʪʩʷ ʢʘʢ ʩʠʩʪʝʤʥʳʡ 

ʟʘʱʠʱʝʥʥʳʡ ʧʨʦʮʝʩʩ, ʥʝʟʘʱʠʱʝʥʥʳʝ ʧʨʦʮʝʩʩʳ ʚ ʩʠʩʪʝʤʝ ʥʝ ʤʦʛʫʪ ʚʥʝʜʨʷʪʴ ʧʦʪʦʢʠ, ʟʘʧʠʩʳʚʘʪʴ 

ʚ ʚʠʨʪʫʘʣʴʥʫʶ ʧʘʤʷʪʴ ʟʘʱʠʱʘʝʤʳʭ ʧʨʦʮʝʩʩʦʚ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʩʣʫʞʙʫ. 

ʇʨʠ ʟʘʧʫʩʢʝ ʧʨʦʮʝʩʩʘ ʚ ʢʘʯʝʩʪʚʝ PPL ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʤʦʞʝʪ ʫʧʨʘʚʣʷʪʴ ʠʤ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʧʨʘʚ. 

ʈʝʛʠʩʪʨʘʮʠʷ ʩʣʫʞʙʳ Kaspersky Security ʢʘʢ PPL ʩ ʧʦʤʦʱʴʶ ʜʨʘʡʚʝʨʘ ELAM ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʩʠʩʪʝʤʦʡ Microsoft Windows 10 ʠ ʙʦʣʝʝ ʧʦʟʜʥʠʭ ʚʝʨʩʠʡ. ɽʩʣʠ ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems 

Security 2.2 ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ ʢʦʤʧʴʶʪʝʨ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʧʦʜʜʝʨʞʠʚʘʶʱʝʡ PPL, 

ʫʧʨʘʚʣʝʥʠʝ ʧʨʘʚʘʤʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʩʣʫʞʙʳ Kaspersky Security (KAVFS) ʙʫʜʝʪ ʥʝʜʦʩʪʫʧʥʦ. 
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ʉʣʫʞʙʘ Kaspersky Security ʟʘʧʫʩʢʘʝʪ ʚʩʝ ʜʦʯʝʨʥʠʝ ʧʨʦʮʝʩʩʳ ʢʘʢ PPL.  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security 2.2 ʢʘʢ ʟʘʱʠʱʘʝʤʳʡ ʧʨʦʮʝʩʩ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i ks4ws_x64.msi NOPPL=0 EULA=1 PRIVACYPOLICY=1 /qn  

ɼʣʷ ʥʘʩʪʨʦʡʢʠ ʧʨʠʤʝʥʝʥʠʷ PPL ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫʶ ʩʪʨʦʢʫ. 

 

ʆ ʧʨʘʚʘʭ ʜʦʩʪʫʧʘ ʢ ʩʣʫʞʙʝ Kaspersky 
Security Management 

ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʩʧʠʩʦʢ ʩʣʫʞʙ Kaspersky Embedded Systems Security 2.2. 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security 2.2 ʨʝʛʠʩʪʨʠʨʫʝʪ ʩʣʫʞʙʫ Kaspersky Security 

Management (KAVFSGT). ɼʣ ̫ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʦʡ ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʥʘ ʜʨʫʛʦʤ 

ʢʦʤʧʴʶʪʝʨʝ, ʪʨʝʙʫʝʪʩʷ, ʯʪʦʙʳ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʡ ʧʨʦʠʩʭʦʜʠʪ ʧʦʜʢʣʶʯʝʥʠʝ ʢ Kaspersky 

Embedded Systems Security 2.2, ʠʤʝʣʘ ʧʦʣʥʳʡ ʜʦʩʪʫʧ ʢ ʩʣʫʞʙʝ Kaspersky Security Management 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʦʩʪʫʧ ʢ ʩʣʫʞʙʝ Kaspersky Security Management ʠʤʝʶʪ ʧʦʣʴʟʦʚʘʪʝʣʠ, ʚʭʦʜʷʱʠʝ ʚ ʛʨʫʧʧʫ 

"ɸʜʤʠʥʠʩʪʨʘʪʦʨʳ" ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʛʨʫʧʧʳ ESS Administrators, ʩʦʟʜʘʥʥʦʡ 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security 2.2. 

ɺʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ ʩʣʫʞʙʦʡ Kaspersky Security Management ʪʦʣʴʢʦ ʯʝʨʝʟ ʦʩʥʘʩʪʢʫ ʉʣʫʞʙʳ 

Microsoft Windows. 

ɺ  r ʥʝ ʤʦʞʝʪʝ ʨʘʟʨʝʰʘʪʴ ʠʣʠ ʟʘʧʨʝʱʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʜʦʩʪʫʧ ʢ ʩʣʫʞʙʝ Kaspersky Security 

Management, ʥʘʩʪʨʘʠʚʘʷ ʧʘʨʘʤʝʪʨʳ Kaspersky Embedded Systems Security 2.2. 

 

ɺʳ ʤʦʞʝʪʝ ʧʦʜʢʣʶʯʠʪʴʩʷ ʢ Kaspersky Embedded Systems Security 2.2 ʩ ʣʦʢʘʣʴʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ, 

ʝʩʣʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʘ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʩ ʪʘʢʠʤ ʞʝ ʠʤʝʥʝʤ ʠ ʪʘʢʠʤ 

ʞʝ ʧʘʨʦʣʝʤ. 
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ʅʘʩʪʨʦʡʢʘ ʧʨʘʚ ʜʦʩʪʫʧʘ ʜʣ ̫Kaspersky Embedded 
Systems Security 2.2 ʠ ʩʣʫʞʙʳ Kaspersky Security 

ɺʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʤ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʢ ʬʫʥʢʮʠʷʤ 

Kaspersky Embedded Systems Security 2.2 ʠ ʫʧʨʘʚʣʝʥʠʶ ʩʣʫʞʙʦʡ Kaspersky Security, ʘ ʪʘʢʞʝ ʠʟʤʝʥʷʪʴ ʧʨʘʚʘ 

ʜʦʩʪʫʧʘ ʵʪʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

Ʒ ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʚ ʩʧʠʩʦʢ ʠʣʠ ʫʜʘʣʠʪʴ ʠʟ ʩʧʠʩʢʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʧʨʘʚʣʷʝʤʳʝ 

ʫʩʪʨʦʡʩʪʚʘ ʠ ʚʳʙʝʨʠʪʝ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʜʣʷ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ 

ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ. 

2. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ 

ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ, ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʦʣʠʪʠʢʠ 

ʠ ʦʪʢʨʦʡʪʝ ʦʢʥʦ ʉʚʦʡʩʪʚʘ: <ʀʤʷ ʧʦʣʠʪʠʢʠ> (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʧʦʣʠʪʠʢʠ" ʥʘ ʩʪʨ. 91). 

¶ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ 

ʋʩʪʨʦʡʩʪʚʘ ʠ ʦʪʢʨʦʡʪʝ ʦʢʥʦ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ 

ʚ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʚ Kaspersky Security Center" ʥʘ ʩʪʨ. 103). 

ɽʩʣʠ ʫʩʪʨʦʡʩʪʚʦ ʨʘʙʦʪʘʝʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʘʢʪʠʚʥʦʡ ʧʦʣʠʪʠʢʠ Kaspersky Security Center ʠ 

ʚ ʵʪʦʡ ʧʦʣʠʪʠʢʝ ʥʘʣʦʞʝʥ ʟʘʧʨʝʪ ʥʘ ʠʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʛʨʘʤʤʳ, ʵʪʠ ʧʘʨʘʤʝʪʨʳ 

ʥʝʜʦʩʪʫʧʥʳ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʚ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ. 

3. ɺ ʨʘʟʜʝʣʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʇʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʦʡ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ 

ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʧʨʘʚʘ ʫʧʨʘʚʣʝʥʠʷ ʬʫʥʢʮʠʷʤʠ Kaspersky Embedded 

Systems Security 2.2. 

¶ ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʇʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security, ʝʩʣʠ ʚʳ 

ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʧʨʘʚʘ ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʦʡ 

Kaspersky Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʈʘʟʨʝʰʝʥʠʷ ʜʣ ̫ʛʨʫʧʧʳ "Kaspersky Embedded Systems Security 2.2". 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ ʚ ʩʧʠʩʦʢ, ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʠ ʚʳʙʝʨʠʪʝ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ, ʢʦʪʦʨʳʤ ʚʳ ʭʦʪʠʪʝ ʧʨʝʜʦʩʪʘʚʠʪʴ ʧʨʘʚʘ. 

¶ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ ʠʟ ʩʧʠʩʢʘ, ʚʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ, ʜʦʩʪʫʧ 

ʜʣʷ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʦʛʨʘʥʠʯʠʪʴ, ʠ ʥʘʞʤʠʪʝ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ. 

5. ʅʘʞʤʠʪʝ ʢʥʦʧʢʫ ʇʨʠʤʝʥʠʪʴ. 

ɺʳʙʨʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ (ʛʨʫʧʧʳ) ʙʫʜʫʪ ʜʦʙʘʚʣʝʥʳ ʠʣʠ ʫʜʘʣʝʥʳ. 
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Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʳ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Embedded 

Systems Security 2.2 ʠʣʠ ʩʣʫʞʙʦʡ Kaspersky Security, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʧʨʘʚʣʷʝʤʳʝ 

ʫʩʪʨʦʡʩʪʚʘ ʠ ʚʳʙʝʨʠʪʝ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʜʣʷ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ 

ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ. 

2. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ 

ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ, ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʦʣʠʪʠʢʠ 

ʠ ʦʪʢʨʦʡʪʝ ʦʢʥʦ ʉʚʦʡʩʪʚʘ: <ʀʤʷ ʧʦʣʠʪʠʢʠ> (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʧʦʣʠʪʠʢʠ" ʥʘ ʩʪʨ. 91). 

¶ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ 

ʋʩʪʨʦʡʩʪʚʘ ʠ ʦʪʢʨʦʡʪʝ ʦʢʥʦ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ 

ʚ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʚ Kaspersky Security Center" ʥʘ ʩʪʨ. 103). 

ɽʩʣʠ ʫʩʪʨʦʡʩʪʚʦ ʨʘʙʦʪʘʝʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʘʢʪʠʚʥʦʡ ʧʦʣʠʪʠʢʠ Kaspersky Security Center ʠ 

ʚ ʵʪʦʡ ʧʦʣʠʪʠʢʝ ʥʘʣʦʞʝʥ ʟʘʧʨʝʪ ʥʘ ʠʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʛʨʘʤʤʳ, ʵʪʠ ʧʘʨʘʤʝʪʨʳ 

ʥʝʜʦʩʪʫʧʥʳ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʚ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ. 

3. ɺ ʨʘʟʜʝʣʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʀʟʤʝʥʠʪʴ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʦʡ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ 

ʠʟʤʝʥʠʪʴ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʬʫʥʢʮʠʷʤʠ Kaspersky 

Embedded Systems Security 2.2. 

¶ ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʀʟʤʝʥʠʪʴ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security, 

ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ ʩʧʠʩʦʢ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ 

ʧʨʦʛʨʘʤʤʦʡ ʩ ʧʦʤʦʱʴʶ ʩʣʫʞʙʳ Kaspersky Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʈʘʟʨʝʰʝʥʠʷ ʜʣ ̫Kaspersky Embedded Systems Security. 

4. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚ ʩʧʠʩʢʝ ɻʨʫʧʧʳ ʠʣʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʚʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʨʘʚʘ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʠʟʤʝʥʠʪʴ. 

5. ɺ ʙʣʦʢʝ ʈʘʟʨʝʰʝʥʠʷ ʜʣ ̫ʛʨʫʧʧʳ "<ʇʦʣʴʟʦʚʘʪʝʣʴ (ɻʨʫʧʧʘ)>" ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʈʘʟʨʝʰʠʪʴ ʠʣʠ 

ɿʘʧʨʝʪʠʪʴ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʫʨʦʚʥʝʡ ʜʦʩʪʫʧʘ: 

¶ ʇʦʣʥʳʡ ʢʦʥʪʨʦʣʴ: ʧʦʣʥʳʡ ʥʘʙʦʨ ʧʨʘʚ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Embedded Systems Security 2.2 

ʠʣʠ ʩʣʫʞʙʦʡ Kaspersky Security Service. 

¶ ʏʪʝʥʠʝ: 

¶ ʉʣʝʜʫʶʱʠʝ ʨʘʟʨʝʰʝʥʠʷ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Embedded Systems Security 2.2: ʏʪʝʥʠʝ 

ʩʪʘʪʠʩʪʠʢʠ, ʏʪʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ, ʏʪʝʥʠʝ ʞʫʨʥʘʣʦʚ ʠ ʏʪʝʥʠʝ ʧʨʘʚ. 

¶ ʉʣʝʜʫʶʱʠʝ ʨʘʟʨʝʰʝʥʠ  ̫ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security: ʏʪʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

ʩʣʫʞʙʳ, ɿʘʧʨʦʩ ʩʪʘʪʫʩʘ ʩʣʫʞʙʳ ʫ ɼʠʩʧʝʪʯʝʨʘ ʫʧʨʘʚʣʝʥʠʷ ʩʣʫʞʙʘʤʠ, ɿʘʧʨʦʩ ʩʪʘʪʫʩʘ 

ʫ ʩʣʫʞʙʳ, ʇʝʨʝʯʠʩʣʝʥʠʝ ʟʘʚʠʩʠʤʳʭ ʩʣʫʞʙ, ʏʪʝʥʠʝ ʧʨʘʚ. 

¶ ʀʟʤʝʥʝʥʠʝ: 

¶ ʚʩʝ ʧʨʘʚʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Embedded Systems Security 2.2, ʢʨʦʤʝ ʀʟʤʝʥʝʥʠʝ ʧʨʘʚ; 

¶ ʉʣʝʜʫʶʱʠʝ ʨʘʟʨʝʰʝʥʠʷ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security: ʀʟʤʝʥʝʥʠʝ 

ʧʘʨʘʤʝʪʨʦʚ ʩʣʫʞʙʳ, ʏʪʝʥʠʝ ʧʨʘʚ. 

¶ ʀʩʧʦʣʥʝʥʠʝ: ʩʣʝʜʫʶʱʠʝ ʨʘʟʨʝʰʝʥʠʷ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security Service: 

ɿʘʧʫʩʢ ʩʣʫʞʙʳ, ʆʩʪʘʥʦʚʢʘ ʩʣʫʞʙʳ, ʆʩʪʘʥʦʚʢʘ/ʚʦʟʦʙʥʦʚʣʝʥʠʝ ʩʣʫʞʙʳ, ʏʪʝʥʠʝ ʧʨʘʚ, 

ʆʧʨʝʜʝʣʝʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʟʘʧʨʦʩʳ ʢ ʩʣʫʞʙʝ. 
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6. ʏʪʦʙʳ ʚʳʧʦʣʥʠʪʴ ʨʘʩʰʠʨʝʥʥʫʶ ʥʘʩʪʨʦʡʢʫ ʧʨʘʚ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʳ (ʆʩʦʙʳʝ 

ʨʘʟʨʝʰʝʥʠʷ), ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʧʦʣʥʠʪʝʣʴʥʦ. 

a. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣ ̫Kaspersky Embedded 

Systems Security 2.2 ʚʳʙʝʨʠʪʝ ʥʫʞʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʛʨʫʧʧʫ. 

b. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ. 

c. ɺ ʨʘʩʢʨʳʚʘʶʱʝʤʩʷ ʩʧʠʩʢʝ ʚ ʚʝʨʭʥʝʡ ʯʘʩʪʠ ʦʢʥʘ ʚʳʙʝʨʠʪʝ ʪʠʧ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ (ʈʘʟʨʝʰʠʪʴ 

ʠʣʠ ɿʘʧʨʝʪʠʪʴ). 

d. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʥʘʧʨʦʪʠʚ ʪʝʭ ʬʫʥʢʮʠʡ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʨʘʟʨʝʰʠʪʴ ʠʣʠ ʟʘʧʨʝʪʠʪʴ 

ʚʳʙʨʘʥʥʦʤʫ ʧʦʣʴʟʦʚʘʪʝʣʶ ʠʣʠ ʛʨʫʧʧʝ. 

e. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

f. ɺ ʦʢʥʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣ ̫Kaspersky Embedded Systems 

Security 2.2 ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

7. ɺ ʦʢʥʝ ʈʘʟʨʝʰʝʥʠʷ ʜʣ ̫Kaspersky Embedded Systems Security ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʇʨʠʤʝʥʠʪʴ. 

ʅʘʩʪʨʦʝʥʥʳʝ ʧʨʘʚʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Embedded Systems Security 2.2 ʠʣʠ ʩʣʫʞʙʦʡ Kaspersky 

Security ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ. 

 

ɿʘʱʠʪʘ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Embedded 
Systems Security 2.2 ʩ ʧʦʤʦʱʴʶ ʧʘʨʦʣʷ 

ɺʳ ʤʦʞʝʪʝ ʦʛʨʘʥʠʯʠʚʘʪʴ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʠ ʨʝʛʠʩʪʨʠʨʫʝʤʳʤʠ ʩʣʫʞʙʘʤʠ ʩ ʧʦʤʦʱʴʶ 

ʥʘʩʪʨʦʡʢʠ ʧʨʘʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ (ʩʤ. ʨʘʟʜʝʣ "ʇʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems 

Security 2.2" ʥʘ ʩʪʨ. 79). ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʟʘʱʠʪʠʪʴ ʜʦʩʪʫʧ ʢ ʚʳʧʦʣʥʝʥʠʶ ʢʨʠʪʠʯʥʳʭ 

ʦʧʝʨʘʮʠʡ, ʫʩʪʘʥʦʚʠʚ ʟʘʱʠʪʫ ʧʘʨʦʣʝʤ ʚ ʧʘʨʘʤʝʪʨʘʭ Kaspersky Embedded Systems Security 2.2. 

Kaspersky Embedded Systems Security 2.2 ʟʘʧʨʘʰʠʚʘʝʪ ʧʘʨʦʣʴ ʧʨʠ ʧʦʧʳʪʢʝ ʜʦʩʪʫʧʘ ʢ ʩʣʝʜʫʶʱʠʤ 

ʬʫʥʢʮʠʷʤ ʧʨʦʛʨʘʤʤʳ: 

¶ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ; 

¶ ʫʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security 2.2; 

¶ ʠʟʤʝʥʝʥʠʝ ʢʦʤʧʦʥʝʥʪʥʦʛʦ ʩʦʩʪʘʚʘ Kaspersky Embedded Systems Security 2.2; 

¶ ʚʳʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

Kaspersky Embedded Systems Security 2.2 ʥʝ ʦʪʦʙʨʘʞʘʝʪ ʟʘʜʘʥʥʳʡ ʧʘʨʦʣʴ ʚ ʯʠʪʘʝʤʦʤ ʚʠʜʝ ʚ ʠʥʪʝʨʬʝʡʩʝ 

ʧʨʦʛʨʘʤʤʳ. Kaspersky Embedded Systems Security 2.2 ʭʨʘʥʠʪ ʟʘʜʘʥʥʳʡ ʧʘʨʦʣʴ ʚ ʚʠʜʝ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ, 

ʨʘʩʩʯʠʪʘʥʥʦʡ ʧʨʠ ʟʘʜʘʥʠʠ ʧʘʨʦʣʷ. 

ɺʳ ʤʦʞʝʪʝ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʠ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ, ʟʘʱʠʱʝʥʥʳʝ ʧʘʨʦʣʝʤ. 

ʂʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʩʦʟʜʘʥʥʳʡ ʚ ʨʝʟʫʣʴʪʘʪʝ ʵʢʩʧʦʨʪʘ ʟʘʱʠʱʝʥʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʛʨʘʤʤʳ, ʩʦʜʝʨʞʠʪ 

ʢʦʥʪʨʦʣʴʥʫʶ ʩʫʤʤʫ ʧʘʨʦʣʷ ʠ ʟʥʘʯʝʥʠʝ ʤʦʜʠʬʠʢʘʪʦʨʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʫʜʣʠʥʝʥʠʷ ʩʪʨʦʢʠ ʧʘʨʦʣʷ. 

ʅʝ ʠʟʤʝʥʷʡʪʝ ʟʥʘʯʝʥʠʝ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ ʠʣʠ ʤʦʜʠʬʠʢʘʪʦʨʘ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ. ʀʤʧʦʨʪ 

ʟʘʱʠʱʝʥʥʳʭ ʧʘʨʦʣʝʤ ʧʘʨʘʤʝʪʨʦʚ, ʠʟʤʝʥʝʥʥʳʭ ʚʨʫʯʥʫʶ, ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʧʦʣʥʦʤʫ ʙʣʦʢʠʨʦʚʘʥʠʶ 

ʜʦʩʪʫʧʘ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ. 
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Ʒ ʏʪʦʙʳ ʟʘʱʠʪʠʪʴ ʜʦʩʪʫʧ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems Security 2.2, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʧʨʘʚʣʷʝʤʳʝ 

ʫʩʪʨʦʡʩʪʚʘ. ʈʘʟʚʝʨʥʠʪʝ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʜʣʷ ʢʦʤʧʴʶʪʝʨʦʚ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ 

ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ. 

2. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ 

ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ ʜʣʷ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ, ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ 

ʇʦʣʠʪʠʢʠ ʠ ʦʪʢʨʦʡʪʝ <ʅʘʟʚʘʥʠʝ ʧʦʣʠʪʠʢʠ> > ʉʚʦʡʩʪʚʘ. 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, ʧʝʨʝʡʜʠʪʝ 

ʢ ʧʘʨʘʤʝʪʨʘʤ, ʢʦʪʦʨʳʝ ʪʨʝʙʫʝʪʩʷ ʥʘʩʪʨʦʠʪʴ, ʚ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʚ Kaspersky 

Security Center (ʩʤ. ʨʘʟʜʝʣ "ʅʘʩʪʨʦʡʢʘ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʚ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ 

ʚ Kaspersky Security Center" ʥʘ ʩʪʨ. 103). 

3. ɺ ʙʣʦʢʝ ɹʝʟʦʧʘʩʥʦʩʪʴ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʅʘʩʪʨʦʡʢʘ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʇʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

4. ɺ ʙʣʦʢʝ ʇʘʨʘʤʝʪʨʳ ʧʨʠʤʝʥʝʥʠʷ ʧʘʨʦʣʷ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʀʩʧʦʣʴʟʦʚʘʪʴ ʟʘʱʠʪʫ ʧʘʨʦʣʝʤ. 

ʇʦʣʷ ʇʘʨʦʣʴ ʠ ʇʦʜʪʚʝʨʞʜʝʥʠʝ ʧʘʨʦʣʷ ʩʪʘʥʫʪ ʘʢʪʠʚʥʳʤʠ. 

5. ɺ ʧʦʣʝ ʇʘʨʦʣʴ ʚʚʝʜʠʪʝ ʟʥʘʯʝʥʠʝ, ʢʦʪʦʨʦʝ ʚʳ ʭʦʪʠʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʟʘʱʠʪʳ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ 

Kaspersky Embedded Systems Security 2.2. 

6. ɺ ʧʦʣʝ ʇʦʜʪʚʝʨʞʜʝʥʠʝ ʧʘʨʦʣʷ ʚʚʝʜʠʪʝ ʧʘʨʦʣʴ ʧʦʚʪʦʨʥʦ. 

7. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʅʘʩʪʨʦʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ. Kaspersky Embedded Systems Security 2.2 ʙʫʜʝʪ 

ʟʘʧʨʘʰʠʚʘʪʴ ʧʘʨʦʣʴ ʧʨʠ ʜʦʩʪʫʧʝ ʢ ʟʘʱʠʱʘʝʤʳʤ ʬʫʥʢʮʠʷʤ. 

ʋʩʪʘʥʦʚʣʝʥʥʳʡ ʧʘʨʦʣʴ ʥʝʚʦʟʤʦʞʥʦ ʚʦʩʩʪʘʥʦʚʠʪʴ. ʋʪʝʨʷ ʧʘʨʦʣʷ ʚʝʜʝʪ ʢ ʧʦʣʥʦʡ ʧʦʪʝʨʝ ʢʦʥʪʨʦʣʷ 

ʥʘʜ ʧʨʦʛʨʘʤʤʦʡ. ʂʨʦʤʝ ʪʦʛʦ, ʥʝʚʦʟʤʦʞʥʦ ʙʫʜʝʪ ʫʜʘʣʠʪʴ ʧʨʦʛʨʘʤʤʫ ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ɺʳ ʤʦʞʝʪʝ ʠʟʤʝʥʠʪʴ ʠʣʠ ʩʙʨʦʩʠʪʴ ʟʘʜʘʥʥʳʡ ʧʘʨʦʣʴ ʚ ʧʘʨʘʤʝʪʨʘʭ ʧʨʦʛʨʘʤʤʳ ʚ ʣʶʙʦʡ ʤʦʤʝʥʪ. 

Ʒ ʏʪʦʙʳ ʩʙʨʦʩʠʪʴ ʧʘʨʦʣʴ, 

 ʩʥʠʤʠʪʝ ʬʣʘʞʦʢ ʀʩʧʦʣʴʟʦʚʘʪʴ ʟʘʱʠʪʫ ʧʘʨʦʣʝʤ ʚ ʩʚʦʡʩʪʚʘʭ ʧʦʣʠʪʠʢʠ ʠʣʠ ʧʨʦʛʨʘʤʤʳ. 

ɿʘʱʠʪʘ ʧʘʨʦʣʝʤ ʙʫʜʝʪ ʦʪʢʣʶʯʝʥʘ. Kaspersky Embedded Systems Security 2.2 ʫʜʘʣʠʪ ʢʦʥʪʨʦʣʴʥʫʶ ʩʫʤʤʫ 

ʩʪʘʨʦʛʦ ʧʘʨʦʣʷ ʠʟ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʛʨʘʤʤʳ. 
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ʈʘʟʨʝʰʝʥʠʝ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʜʣ ̫ʩʣʫʞʙʳ 
Kaspersky Security Management 

ʅʘʟʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʚ ʨʘʟʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows. 

Ʒ ʏʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʩʣʫʞʙʳ Kaspersky Security Management 

ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Microsoft Windows ʚʳʙʝʨʠʪʝ ʇʫʩʢ > ʇʘʥʝʣʴ 

ʫʧʨʘʚʣʝʥʠʷ > ɹʝʟʦʧʘʩʥʦʩʪʴ > ɹʨʘʥʜʤʘʫʵʨ Windows. 

2. ɺ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʙʨʘʥʜʤʘʫʵʨʘ Windows ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʀʟʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ. 

3. ʅʘ ʟʘʢʣʘʜʢʝ ʀʩʢʣʶʯʝʥʠʷ ʚ ʩʧʠʩʢʝ ʩʪʘʥʜʘʨʪʥʳʭ ʠʩʢʣʶʯʝʥʠʡ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ: COM + ʉʝʪʝʚʦʡ 

ʜʦʩʪʫʧ, ʀʥʩʪʨʫʤʝʥʪʘʨʠʡ ʫʧʨʘʚʣʝʥʠʷ Windows (WMI) ʠ ʋʜʘʣʝʥʥʦʝ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʧʨʦʛʨʘʤʤʫ. 

5. ɺ ʦʢʥʝ ɼʦʙʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʚʳʙʝʨʠʪʝ ʬʘʡʣ kavfsgt.exe. ʕʪʦʪ ʬʘʡʣ ʭʨʘʥʠʪʩʷ ʚ ʧʘʧʢʝ, ʢʦʪʦʨʫʶ 

ʚʳ ʫʢʘʟʘʣʠ ʚ ʢʘʯʝʩʪʚʝ ʧʘʧʢʠ ʥʘʟʥʘʯʝʥʠʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ. 

6. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

7. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ ʚ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʙʨʘʥʜʤʘʫʵʨʘ Windows. 

ʉʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʩʣʫʞʙʳ Kaspersky Security Management ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʙʫʜʫʪ ʨʘʟʨʝʰʝʥʳ. 
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ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʩʦʜʝʨʞʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʨʠʤʝʥʝʥʠʠ ʧʦʣʠʪʠʢ Kaspersky Security Center ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

Kaspersky Embedded Systems Security 2.2 ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ. 
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ʆ ʧʦʣʠʪʠʢʘʭ 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʚʘʪʴ ʝʜʠʥʳʝ ʧʦʣʠʪʠʢʠ Kaspersky Security Center ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʟʘʱʠʪʦʡ ʥʝʩʢʦʣʴʢʠʭ 

ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʘ ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security 2.2. 

ʇʦʣʠʪʠʢʘ ʧʨʠʤʝʥʷʝʪ ʫʢʘʟʘʥʥʳʝ ʚ ʥʝʡ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ, ʬʫʥʢʮʠʠ ʠ ʟʘʜʘʯʠ Kaspersky Embedded 

Systems Security 2.2 ʥʘ ʚʩʝʭ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʦʜʥʦʡ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʥʝʩʢʦʣʴʢʦ ʧʦʣʠʪʠʢ ʜʣʷ ʦʜʥʦʡ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʧʨʠʤʝʥʷʪʴ ʠʭ ʧʦʧʝʨʝʤʝʥʥʦ. 

ʇʦʣʠʪʠʢʘ, ʜʝʡʩʪʚʫʶʱʘʷ ʚ ʛʨʫʧʧʝ ʚ ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ, ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠʤʝʝʪ ʩʪʘʪʫʩ ʘʢʪʠʚʥʘ. 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʨʠʤʝʥʝʥʠʠ ʧʦʣʠʪʠʢʠ ʨʝʛʠʩʪʨʠʨʫʝʪʩʷ ʚ ʞʫʨʥʘʣʝ ʩʠʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ Kaspersky Embedded 

Systems Security 2.2. ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʝʝ ʚ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʚ ʫʟʣʝ ɾʫʨʥʘʣ ʩʠʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ. 

ɺ Kaspersky Security Center ʩʫʱʝʩʪʚʫʝʪ ʝʜʠʥʩʪʚʝʥʥʳʡ ʩʧʦʩʦʙ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢ ʥʘ ʣʦʢʘʣʴʥʳʭ 

ʢʦʤʧʴʶʪʝʨʘʭ: ɿʘʧʨʝʪʠʪʴ ʠʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ. ʇʦʩʣʝ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢʠ Kaspersky Embedded 

Systems Security 2.2 ʧʨʠʤʝʥʷʝʪ ʥʘ ʣʦʢʘʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ, ʨʷʜʦʤ ʩ ʢʦʪʦʨʳʤʠ 

ʚ ʩʚʦʡʩʪʚʘʭ ʧʦʣʠʪʠʢʠ ʚʳ ʫʩʪʘʥʦʚʠʣʠ ʟʥʘʯʦʢ , ʚʤʝʩʪʦ ʟʥʘʯʝʥʠʡ ʵʪʠʭ ʧʘʨʘʤʝʪʨʦʚ, ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʣʦʢʘʣʴʥʦ 

ʜʦ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢʠ. Kaspersky Embedded Systems Security 2.2 ʥʝ ʧʨʠʤʝʥʷʝʪ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ 

ʘʢʪʠʚʥʦʡ ʧʦʣʠʪʠʢʠ, ʨʷʜʦʤ ʩ ʢʦʪʦʨʳʤʠ ʚ ʩʚʦʡʩʪʚʘʭ ʧʦʣʠʪʠʢʠ ʫʩʪʘʥʦʚʣʝʥ ʟʥʘʯʦʢ . 

ɽʩʣʠ ʧʦʣʠʪʠʢʘ ʘʢʪʠʚʥʘ, ʪʦ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ, ʦʪʤʝʯʝʥʥʳʝ ʚ ʧʦʣʠʪʠʢʝ ʟʥʘʯʢʦʤ , ʦʪʦʙʨʘʞʘʶʪʩʷ 

ʚ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ, ʥʦ ʥʝʜʦʩʪʫʧʥʳ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ. ɿʥʘʯʝʥʠʷ ʦʩʪʘʣʴʥʳʭ ʧʘʨʘʤʝʪʨʦʚ (ʦʪʤʝʯʝʥʥʳʭ 

ʚ ʧʦʣʠʪʠʢʝ ʟʥʘʯʢʦʤ ) ʜʦʩʪʫʧʥʳ ʜʣʷ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ ʚ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ. 

ʇʘʨʘʤʝʪʨʳ, ʥʘʩʪʨʦʝʥʥʳʝ ʚ ʘʢʪʠʚʥʦʡ ʧʦʣʠʪʠʢʝ ʠ ʦʪʤʝʯʝʥʥʳʝ ʟʥʘʯʢʦʤ , ʪʘʢʞʝ ʙʣʦʢʠʨʫʶʪ ʠʟʤʝʥʝʥʠʝ 

ʧʘʨʘʤʝʪʨʦʚ ʚ ʦʢʥʝ ʉʚʦʡʩʪʚʘ: <ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ> Kaspersky Security Center ʜʣʷ ʦʪʜʝʣʴʥʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ʇʘʨʘʤʝʪʨʳ, ʥʘʩʪʨʦʝʥʥʳʝ ʠ ʧʝʨʝʜʘʥʥʳʝ ʥʘ ʣʦʢʘʣʴʥʳʡ ʢʦʤʧʴʶʪʝʨ ʩ ʧʦʤʦʱʴʶ ʘʢʪʠʚʥʦʡ ʧʦʣʠʪʠʢʠ, 

ʩʦʭʨʘʥʷʶʪʩʷ ʚ ʧʘʨʘʤʝʪʨʘʭ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʧʦʩʣʝ ʩʥʷʪʠʷ ʘʢʪʠʚʥʦʡ ʧʦʣʠʪʠʢʠ. 

ɽʩʣʠ ʧʦʣʠʪʠʢʘ ʦʧʨʝʜʝʣʷʝʪ ʧʘʨʘʤʝʪʨʳ ʜʣʷ ʟʘʜʘʯʠ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ, ʢʦʪʦʨʘʷ ʚʳʧʦʣʥʷʝʪʩʷ 

ʚ ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ, ʪʦ ʧʘʨʘʤʝʪʨʳ, ʟʘʜʘʚʘʝʤʳʝ ʧʦʣʠʪʠʢʦʡ, ʠʟʤʝʥʷʪʩʷ ʩʨʘʟʫ ʧʦʩʣʝ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢʠ. 

ɽʩʣʠ ʟʘʜʘʯʘ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ, ʧʘʨʘʤʝʪʨʳ ʙʫʜʫʪ ʧʨʠʤʝʥʝʥʳ ʧʨʠ ʝʝ ʟʘʧʫʩʢʝ. 
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ʉʦʟʜʘʥʠʝ ʧʦʣʠʪʠʢʠ 

ʉʦʟʜʘʥʠʝ ʥʦʚʦʡ ʧʦʣʠʪʠʢʠ ʩʦʩʪʦʠʪ ʠʟ ʩʣʝʜʫʶʱʠʭ ʵʪʘʧʦʚ: 

1. ʉʦʟʜʘʥʠʝ ʧʦʣʠʪʠʢʠ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʩʦʟʜʘʥʠʷ ʧʦʣʠʪʠʢ. ɺ ʦʢʥʘʭ ʤʘʩʪʝʨʘ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ 

ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ. 

2. ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʧʦʣʠʪʠʢʠ. ɺ ʦʢʥʝ ʉʚʦʡʩʪʚʘ: <ʅʘʟʚʘʥʠʝ ʧʦʣʠʪʠʢʠ> ʩʦʟʜʘʥʥʦʡ ʧʦʣʠʪʠʢʠ ʚʳ 

ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ, ʦʙʱʠʝ ʧʘʨʘʤʝʪʨʳ Kaspersky 

Embedded Systems Security 2.2, ʧʘʨʘʤʝʪʨʳ ʢʘʨʘʥʪʠʥʘ ʠ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ, ʫʨʦʚʝʥʴ 

ʜʝʪʘʣʠʟʘʮʠʠ ʜʣʷ ʞʫʨʥʘʣʦʚ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ, ʫʚʝʜʦʤʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

ʦ ʩʦʙʳʪʠʷʭ Kaspersky Embedded Systems Security 2.2. 

Ʒ ʏʪʦʙʳ ʩʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ ʜʣʷ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʘ ʠ ʟʘʧʫʱʝʥʘ 

ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security 2.2, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʧʨʘʚʣʷʝʤʳʝ 
ʫʩʪʨʦʡʩʪʚʘ ʠ ʚʳʙʝʨʠʪʝ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʜʣʷ ʢʦʤʧʴʶʪʝʨʦʚ ʢʦʪʦʨʦʡ ʚʳ ʭʦʪʠʪʝ 
ʩʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ. 

2. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʦʣʠʪʠʢʠ ʠ 
ʦʪʢʨʦʡʪʝ ʦʢʥʦ ʤʘʩʪʝʨʘ ʩʦʟʜʘʥʠʷ ʧʦʣʠʪʠʢ ʧʦ ʩʩʳʣʢʝ ʉʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʄʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʧʦʣʠʪʠʢʠ. 

3. ɺ ʦʢʥʝ ɺʳʙʦʨ ʧʨʦʛʨʘʤʤʳ ʜʣ ̫ʩʦʟʜʘʥʠʷ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʚʳʙʝʨʠʪʝ Kaspersky Embedded 
Systems Security 2.2 ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

4. ɺ ʦʢʥʝ ɺʚʦʜ ʥʘʟʚʘʥʠʷ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ ʫʢʘʞʠʪʝ ʠʤʷ ʛʨʫʧʧʦʚʦʡ ʧʦʣʠʪʠʢʠ.  

ʀʤʷ ʧʦʣʠʪʠʢʠ ʥʝ ʜʦʣʞʥʦ ʩʦʜʝʨʞʘʪʴ ʩʣʝʜʫʶʱʠʝ ʩʠʤʚʦʣʳ: " * < : > ? \  |  . 

5. ʏʪʦʙʳ ʧʨʠʤʝʥʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʧʨʝʜʳʜʫʱʝʡ ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʳ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ:  

a. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʀʩʧʦʣʴʟʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢʠ, ʩʦʟʜʘʥʥʦʡ ʜʣ ̫ʧʨʝʜʳʜʫʱʝʡ 

ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʳ. 

b. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʙʟʦʨ ʠ ʚʳʙʝʨʠʪʝ ʧʦʣʠʪʠʢʫ, ʢʦʪʦʨʫʶ ʪʨʝʙʫʝʪʩʷ ʧʨʠʤʝʥʠʪʴ. 

c. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

6. ɺ ʦʢʥʝ ɺʳʙʦʨ ʪʠʧʘ ʦʧʝʨʘʮʠʠ ʚʳʙʝʨʠʪʝ ʦʜʠʥ ʠʟ ʩʣʝʜʫʶʱʠʭ ʚʘʨʠʘʥʪʦʚ: 

¶ ʉʦʟʜʘʪʴ, ʯʪʦʙʳ ʩʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ ʩ ʟʘʜʘʥʥʳʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʘʨʘʤʝʪʨʘʤʠ. 

¶ ʀʤʧʦʨʪʠʨʦʚʘʪʴ ʧʦʣʠʪʠʢʫ, ʩʦʟʜʘʥʥʫʶ ʩ ʧʦʤʦʱʴʶ ʧʨʝʜʳʜʫʱʠʭ ʚʝʨʩʠʡ Kaspersky 
Embedded Systems Security, ʯʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʫ ʚʝʨʩʠʶ ʧʦʣʠʪʠʢʠ ʚ ʢʘʯʝʩʪʚʝ ʰʘʙʣʦʥʘ. 

¶ ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʙʟʦʨ ʠ ʚʳʙʝʨʠʪʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʚ ʢʦʪʦʨʳʡ ʚʳ ʩʦʭʨʘʥʠʣʠ 
ʧʘʨʘʤʝʪʨʳ ʨʘʥʝʝ ʩʦʟʜʘʥʥʦʡ ʧʦʣʠʪʠʢʠ. 

7. ɺ ʦʢʥʝ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʢʦʤʧʴʶʪʝʨʘ ʥʘʩʪʨʦʡʪʝ ʟʘʜʘʯʠ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʠ 
ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN, ʘ ʪʘʢʞʝ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ. ʈʘʟʨʝʰʠʪʝ ʠʣʠ ʟʘʧʨʝʪʠʪʝ 
ʧʨʠʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʥʥʳʭ ʟʘʜʘʯ ʧʦʣʠʪʠʢʠ ʥʘ ʣʦʢʘʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʩʝʪʠ: 

¶ ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ , ʯʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʥʘʩʪʨʦʡʢʫ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩʝʪʠ ʠ 

ʟʘʧʨʝʪʠʪʴ ʧʨʠʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʥʥʳʭ ʚ ʧʦʣʠʪʠʢʝ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ. 

¶ ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ , ʯʪʦʙʳ ʟʘʧʨʝʪʠʪʴ ʥʘʩʪʨʦʡʢʫ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩʝʪʠ ʠ 

ʨʘʟʨʝʰʠʪʴ ʧʨʠʤʝʥʝʥʠʝ ʥʘʩʪʨʦʝʥʥʳʭ ʚ ʧʦʣʠʪʠʢʝ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ. 




















































































































































































































































































































































































































