» KASPERSKY SECURITY
FOR INTERNET GATEWAY

The first layer of defense

Secure Internet access for all employees in an organization is one of the central
pillars of any business security strategy. Kaspersky Security for Internet Gateway
is a world-class anti-malware solution that ensures safe always-on Internet
access for your entire workforce.

 Anti-malware protection

* Microsoft® ISA /
Forefront® TMG support

e Linux support

e POP3/SMTP mail traffic
protection (ISA/ TMG)

* Flexible scanning

* Load balancing

* Scalability

* Fault tolerance

* Backup storage (TMG)

* Intuitive management
tools

» Comprehensive reporting

HIGHLIGHTS

POWERFUL PROTECTION, REDUCING DOWNTIME

AND DISRUPTION

Kaspersky Labs’ award-winning anti-malware engine blocks the
latest known and potential malware threats from entering the local
network via malicious or dangerous programs. The direct result is
minimal disruption to business operations due to malware threats,
and a reduction in associated costs.

PERFORMANCE EFFICIENCY THROUGH OPTIMIZATION
Optimized, intelligent scanning technology and load balancing
reduce the load on resources, helping to preserve valuable
bandwidth without compromising on security performance.

MULTI-PLATFORM SUPPORT

Support for the latest platforms and servers, including proxy
servers, makes Kaspersky Security for Internet Gateway a high value
solution for organizations handling heavy network traffic volumes

in heterogeneous environments. Microsoft Forefront TMG support
extends to corporate mail as well as web gateway protection.

STRAIGHTFORWARD MANAGEMENT AND REPORTING
Simple, user-friendly management tools, flexible scan settings
and protection status reporting systems ensure you and your
administrators can control your security easily and efficiently.



FEATURES

e Always-on, proactive protection from emerging and e Convenient tools for installation, management

known malware threats. and updates.

e Qutstanding malware detection rates combined ¢ Flexible scanning tools and incident response
with minimal false positives. scenarios.

e Optimized, intelligent scanning technology. e | oad balancing of server processors.

e Real-time scanning of HTTP, HTTPS and FTP traffic e Scalability and fault tolerance.
from published servers.
e Comprehensive reporting on network
e Protection for Squid, the most popular Linux protection status.
proxy server.

FEATURES SPECIFIC TO MICROSOFT FOREFRONT TMG AND ISA SERVERS:

e Real-time monitoring of application status. e Email traffic protection (via POP3 and
SMTP protocols).
e Scanning of VPN-connections.
e Backup storage (TMG only).
e Real-time scanning of HTTPS traffic (TMG only).

APPLICATIONS INSIDE:

e Kaspersky Anti-Virus for Microsoft® ISA Server
and Forefront® TMG Standard Edition

e Kaspersky Anti-Virus for Microsoft® ISA Server
Enterprise Edition

e Kaspersky Anti-Virus for Proxy Server

How to buy

Kaspersky Security for Internet Gateway can be purchased
as part of Kaspersky Total Security for Business or as a
separate targeted solution. To help you choose the most
suitable product please consult a Kaspersky reseller.
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