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About this Guide

The Kaspersky Security for Windows Server 10.1.0.622 (hereinafter referred to as "Kaspersky Security 10.1 for
Windows Server") Administrator's Guide is intended for specialists who install and administer Kaspersky Security
10.1 for Windows Server on all protected devices, and for specialists who provide technical support to
organizations using Kaspersky Security 10.1 for Windows Server.

This guide contains information about configuring and using Kaspersky Security 10.1 for Windows Server.

This Guide will also help you to learn about sources of information about the application and ways to receive
technical support.

In this chapter
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In this document

The Administrator's Guide for Kaspersky Security 10.1 for Windows Server contains the following sections:

Sources of information about Kaspersky Security 10.1 for Windows Server

This section lists the sources of information about the application.

Kaspersky Security 10.1 for Windows Server

This section describes the functions, components, and distribution kit of Kaspersky Security 10.1 for Windows
Server, and provides a list of hardware and software requirements of Kaspersky Security 10.1 for Windows Server.
Installation and uninstallation of Kaspersky Security 10.1 for Windows Server

This section provides step-by-step instructions for installing and removing Kaspersky Security 10.1 for Windows
Server.

Application interface

This section contains information about elements of the Kaspersky Security 10.1 for Windows Server interface.

Application licensing

This section provides information about the main concepts related to licensing of the application.

Starting and stopping Kaspersky Security 10.1 for Windows Server

This section contains information about starting and stopping the Kaspersky Security 10.1 for Windows Server
Administration Plug-in (hereinafter referred to as Kaspersky Security 10.1 for Windows Server Administration
Plug-in) and the Kaspersky Security Service.

About access permissions for Kaspersky Security 10.1 for Windows Server functions

This section contains information about permissions to manage Kaspersky Security 10.1 for Windows Server and

About this Guide
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WindowsE services registered by the appl i pamigsions., and

Creating and configuring policies

This section contains information about using Kaspersky Security Center policies for managing Kaspersky Security
10.1 for Windows Server on several servers.

Creating and configuring tasks using Kaspersky Security Center

This section contains information about Kaspersky Security 10.1 for Windows Server tasks, and how to create
them, configure task settings, and start and stop them.

Managing application settings

This section contains information about configuring Kaspersky Security 10.1 for Windows Server general settings in
Kaspersky Security Center.

Real-Time Server Protection

This section provides information about Real-Time Protection tasks: Real-Time File Protection, Script Monitoring,
KSN Usage and Exploit Protection. It also provides instructions on how to configure Real-Time Protection tasks
and manage the security settings of a protected server.

Local Activity Control

This section provides information about Kaspersky Security 10.1 for Windows Server functionality that controls
applications launches and connections by external devices via USB.

Network Activity Control

This section contains information about the Firewall Management and Anti-Cryptor tasks.

System Inspection

This section contains information about the File Integrity Monitor task and features for inspecting the operating
system log.

Monitoring performance. Kaspersky Security 10.1 for Windows Server counters

This section provides information about Kaspersky Security 10.1 for Windows Server counters: System Monitor
performance counters, and SNMP counters and traps.

Working with Kaspersky Security 10.1 for Windows Server from the command line

This section describes working with Kaspersky Security 10.1 for Windows Server from the command line.

Contacting Technical Support

This section describes the ways to receive technical support and the conditions on which it is available.

Glossary

This section contains a list of terms, which are mentioned in the document, as well as their respective definitions.

AO Kaspersky Lab

This section provides information about AO Kaspersky Lab.

Information about third-party code

This section contains information about the third-party code used in the application.

About this Guide
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Trademark notices

This section lists trademarks reserved to third-party owners and mentioned in the document.

Index

This section allows you to quickly find required information through the document.

Document conventions

This document uses the following conventions (see table below).

Table 1. Document conventions
Sample text Description of document convention

Warnings are highlighted in red and set off in a box. Warnings contain

information about actions that may have undesirable consequences.
Note that...

Notes are set off in a box. Notes contain supplementary and reference

information.
We recommend that you use...
E ) Examples are given in blocks against a blue background under the
xample: S B
heading "Example".
é
Update means... The following elements are italicized in the text:
The Databases are out of date 1 New terms

event occurs. 1 Names of application statuses and events

Press ENTER. Names of keyboard keys appear in bold and are capitalized.

Press ALT+F4. Names of keys that are connected by a + (plus) sign indicate the use of a
key combination. These keys must be pressed simultaneously.

Click the Enable button. Names of application interface elements, such as text boxes, menu items,
and buttons, are set off in bold.

) Introductory phrases of instructions are italicized and accompanied by the
3 To configure a task schedule: | arrow sign.

About this Guide
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Sample text Description of document convention

In the command line, type help The following types of text content are set off with a special font:

The following message then f Textin the command line

appears: 1 Text of messages displayed on the screen by the application

Specify the date in dd:mm:yy 1 Data that must be entered from the keyboard

format.

<User name> Variables are enclosed in angle brackets. Instead of a variable, the
corresponding value should be inserted, omitting the angle brackets.

About this Guide
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Sources of information about
Kaspersky Security 10.1 for Windows
Server

This section lists the sources of information about the application.

You can select the most suitable information source, depending on the importance level and urgency of the issue.

In this chapter

Sources for independent retrieval of iInformation................. 14

Discussing Kaspersky Lab applications 0n the fOrum ..o 15

Sources for independent retrieval of information

You can use the following sources to find information about Kaspersky Security 10.1 for Windows Server:
1 Kaspersky Security 10.1 for Windows Server page on the Kaspersky Lab website.
1 Kaspersky Security 10.1 for Windows Server page on the Technical Support website (Knowledge Base).

T Manuals.

If you did not find a solution to your problem, contact Kaspersky Lab Technical Support
https://support.kaspersky.com/.

An Internet connection is required to use online information sources.

Kaspersky Security 10.1 for Windows Server page on the Kaspersky Lab website

On the Kaspersky Security 10.1 for Windows Server page
https://www.kaspersky.com/small-to-medium-business-security/windows-server-security, you can view general
information about the application, its functions and features.

The Kaspersky Security 10.1 for Windows Server page contains a link to eStore. There you can purchase the
application or renew your license.

Kaspersky Security 10.1 for Windows Server page in Knowledge Base
Knowledge Base is a section on the Technical Support website.

The Kaspersky Security 10.1 for Windows Server page in the Knowledge Base
https://support.kaspersky.com/ksws10/ features articles that provide useful information, recommendations, and

Sources of information about Kaspersky Security 10.1 for Windows Server
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answers to frequently asked questions about how to purchase, install, and use the application.

Knowledge Base articles can answer questions relating to not only Kaspersky Security 10.1 for Windows Server
but also to other Kaspersky Lab applications. Knowledge Base articles can also include Technical Support news.

Kaspersky Security 10.1 for Windows Server documentation

Kaspersky Security 10.1 for Windows Server Administrator's Guide contains information about the application
installation, uninstallation, settings configuring and usage.

Discussing Kaspersky Lab applications on the forum

If your question does not require an immediate answer, you can discuss it with Kaspersky Lab experts and other
users on our forum https://forum.kaspersky.com/.

On this forum you can view existing threads, leave your comments, and create new discussion threads.

Sources of information about Kaspersky Security 10.1 for Windows Server
15
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Kaspersky Security 10.1 for Windows
Server

This section describes the functions, components, and distribution kit of Kaspersky Security 10.1 for Windows
Server, and provides a list of hardware and software requirements of Kaspersky Security 10.1 for Windows Server.

In this chapter

About Kaspersky Security 10.1 fOr WINAOWS SEIVET .......uuuiiiieeiiiiiiiieeie e e e e s sstiteeeee e e s s sstaaeeeaeeesesansasaeeeeeesssnnsssneees 16
AT A= L a1 A PRUPPPPPPPPPPPPPIR: 18
(DS 1] 01U (Lo 4 APPSO PP POPPPPPPPPPPPIRS 20
Hardware and SOftWare FEQUIFEMIENTS ..........uuuuueeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeaeereeeeeeeeeeeeererareeeeeee.rererereeerererrrr 23
Functional Requirements and LIMITAtIONS ...........uuuiiiiieeeiiiiiiiieeiesiseeeeesseeeseseeseerereraeereeeeereerereereeeer... 29

About Kaspersky Security 10.1 for Windows Server

Kaspersky Security 10.1 for Windows Server (previously Kaspersky Anti-Virus for Windows Servers Enterprise
Edition) protects servers running on MicrosoftE Wi ndowseE
against viruses and other computer security threats to which servers are exposed through file exchange. Kaspersky

Security 10.1 for Windows Server is designed for use on local area networks of medium to large organizations.

Kaspersky Security 10.1 for Windows Server users are corporate network administrators and specialists

responsible for anti-virus protection of the corporate network.

You can install Kaspersky Security 10.1 for Windows Server on the following servers:

Terminal servers.
Print servers.
Application servers.

1

1

1 Domain controllers.
1 Servers that are protecting network attached storages.
1

File servers i these servers are more likely to get infected because they exchange files with user
workstations.

Kaspersky Security 10.1 for Windows Server can be managed in the following ways:

1 Via Kaspersky Security 10.1 Console installed on the same server as Kaspersky Security 10.1 for Windows
Server or on a different computer.

1 Using commands in the command line.
9 Via Administration Console of Kaspersky Security Center.

The Kaspersky Security Center application can also be used for centralized administration of multiple servers
running Kaspersky Security 10.1 for Windows Server.

It is possible to review Kaspersky Security 10.1 for Windows Server performance counters for the "System Monitor"

Kaspersky Security 10.1 for Windows Server
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application, as well as SNMP counters and traps.

Kaspersky Security 10.1 for Windows Server components and functions

The application includes the following components:

il

Real-Time Protection. Kaspersky Security 10.1 for Windows Server scans objects when they are
accessed. Kaspersky Security 10.1 for Windows Server scans the following objects:

i Files
1 Alternate file system threads (NTFS threads)
1 Master boot record and boot sectors on local hard and removable drives

On-Demand Scan. Kaspersky Security 10.1 for Windows Server runs a single scan of the specified area
for viruses and other computer security threats. Application scans files, RAM, and startup objects on a
protected computer.

RPC-Network Storage Protection and ICAP-Network Storage Protection. Kaspersky Security 10.1 for
Windows Server installed on a server under a Microsoft Windows operating system protects network
attached storages against viruses and other security threats that infiltrate the server through exchange of
files.

Applications Launch Control. The component tracks users' attempts to launch applications and controls
applications launches.

Device Control. The component controls registration and usage of mass storage devices and CD/DVD
drives in order to protect the computer against computer security threats that may arise while exchanging
files with USB-connected flash drives or other types of external device.

Anti-Cryptor and Anti-Cryptor for NetApp. The components protect shared folders on servers and
network attached storages from malicious encryption, by blocking the hosts that show malicious activity.

Script Monitoring. This component controls the execution of scripts created using Microsoft Windows
Script Technologies.

Traffic Security. This component intercepts and scans objects transferred through web traffic (including
mail) to detect known computer and other threats on the protected server.

Firewall Management. This component provides the ability to manage the Windows Firewall: configure
settings and operating system firewall rules, and block all other ways to configure firewall settings.

File Integrity Monitor. Kaspersky Security 10.1 for Windows Server detects changes in files within the
monitoring scopes specified in the task settings. These changes may indicate a security breach on the
protected computer.

Log Inspection. This component monitors the integrity of the protected environment based on the results
of an inspection of Windows event logs.

The following functions are implemented in the application:

il

Database Update and Software Modules Update. Kaspersky Security 10.1 for Windows Server
downloads updates of application databases and modules from FTP or HTTP update servers of Kaspersky
Lab, Kaspersky Security Center Administration Server, or other update sources.

Quarantine. Kaspersky Security 10.1 for Windows Server quarantines probably infected objects by moving
such objects from their original location to Quarantine. For security purposes, objects are stored in
Quarantine in encrypted form.

Backup. Kaspersky Security 10.1 for Windows Server stores encrypted copies of objects classified as
Infected or Probably infected in Backup before disinfecting or deleting them.

Kaspersky Security 10.1 for Windows Server
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1 Administrator and user notifications. You can configure the application to notify the administrator and
users who access the protected computer about events in Kaspersky Security 10.1 for Windows Server
operation and the status of Anti-Virus protection on the computer.

1 Importing and exporting settings. You can export Kaspersky Security 10.1 for Windows Server settings
to an XML configuration file and import settings into Kaspersky Security 10.1 for Windows Server from the
configuration file. You can save all application settings or only settings for individual components to a
configuration file.

1 Applying templates. You can manually configure a node's security settings in the tree or in a list of the
computer's file resources, and save the configured setting values as a template. This template can then be
used to configure the security settings of other nodes in Kaspersky Security 10.1 for Windows Server
protection and scan tasks.

1 Managing access permissions for Kaspersky Security 10.1 for Windows Server functions. You can
configure the rights to manage Kaspersky Security 10.1 for Windows Server and the Windows services
registered by the application, for users and groups of users.

1 Writing events to the application event log. Kaspersky Security 10.1 for Windows Server logs
information about software component settings, the current status of tasks, events that occur while tasks
run, events associated with Kaspersky Security 10.1 for Windows Server management, and information
required to diagnose errors in Kaspersky Security 10.1 for Windows Server.

1 Hierarchical storage. Kaspersky Security 10.1 for Windows Server can operate in hierarchical storage
management mode (HSM systems). HSM systems allow data relocation between fast local drives and slow
long-term data storage devices.

1 Trusted Zone. You can generate the list of exclusions from the protection or scan scope, that Kaspersky
Security 10.1 for Windows Server will apply in the on-demand and real-time protection tasks.

1 Exploit Prevention. You can protect process memory from exploits using an Agent injected into the
process.

1 Blocked Hosts. You can block remote hosts that try to access the server's shared network folders if any
malicious activity is detected on their side.

What's new

Kaspersky Security 10.1 for Windows Server is a solution for protecting corporate servers and data storage
systems. The available protection scope (servers running Windows, data storage systems) and the set of functional
components depend on the type of a purchased license.

Kaspersky Security 10.1 for Windows Server improves and fully retains the functionality of the previous version of
the program, while also adding new protection components.

The new Kaspersky Security 10.1 for Windows Server brings you the following:

1 A newly added Traffic Security component (see Section "Traffic Security" on page 192): now you can
protect your server from web threats sent through HTTP or HTTPS traffic, in addition to threats delivered
via email. This new component supports the following protection scenarios:

1 anti-virus and anti-phishing protection of email traffic using the Kaspersky Security 10.1.0.622
Mi crosoft Olntherenafiefefetreddo as "Kaspersky Security 10.1 Microsoft Outlook
Add-in");

1 anti-virus and anti-phishing protection of web traffic;

Kaspersky Security 10.1 for Windows Server
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1 link verification using databases of malicious web addresses;
1 link verification using cloud-based databases of malicious web addresses;
1  web control using rules for links and certificates;
1  web resource control based on categories;
1 verification of web server certificates when connecting.
Traffic is protected using the ICAP service in one of three configurations:
1  External Proxy: analysis of traffic redirected from an external proxy server (without a network driver).

1  Redirector: analysis of traffic redirected from browsers launched in a terminal session (without a
network driver). The program uses an internal system proxy.

91  Driver Interceptor: Traffic is intercepted using a network driver in a terminal session.

1 A new Anti-Cryptor component for NetApp: now you can use a server with Kaspersky Security 10.1 for
Windows Server installed to protect connected NetApp network attached storage from malicious
encryption.

See the Network Attached Storage Implementation Guide.

1 A new Device Control component (see Section "Rules generation based on system data about external
devices connected to network computers"” on page 235): now you can form lists of rules that the program
uses to allow or block the exchange of files with external data storage devices (USB and MTP-connected
mass storage devices, CD/DVD devices).

1 A new Exploit Prevention component (see Section "Exploit Prevention" on page 185): now you can
configure settings to protect processes from exploits using impact reduction techniques.

1 A new File Integrity Monitor component (see Section "File Integrity Monitor" on page 252): now you can
indicate the objects whose integrity you want to monitor.

1 A new Log Inspection component (see Section "Log Inspection” on page 259): now you can generate log
inspection rules for Windows event logs, and configure the use of the heuristic analyzer for Windows event
logs.

1 New ability to integrate with external SIEM systems (see Section "Configuring SIEM integration settings" on
page 161): Now you can configure settings to export application logs to external event aggregation systems
using the syslog protocol.

1 New ability to track USB connections to protected devices (see Section "About Device Control task” on
page 232): now you can configure settings for notifications about USB connections to protected computers
made by various types of devices.

9  Security Event Log (on page 160) implemented: now you can view, in a single log, all events logged by
application components that indicate the protected system may be compromised.

1 A new Firewall Management component (see Section "Firewall Management" on page 240): now you can
manage Windows firewall rules through the graphical user interface of Kaspersky Security 10.1 for
Windows Server.

1 New ability to scan USB mass storage devices (see Section "Removable Drives Scan" on page 152): now
you can scan mass storage devices when they are connected to a protected computer.

1 New ability to enable password protection for application management (see Section "Password-protected

Kaspersky Security 10.1 for Windows Server
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access to Kaspersky Security 10.1 for Windows Server functions" on page 102): now you can also protect
Kaspersky Security 10.1 for Windows Server and use a password to restrict access to critical operations.

New ability to automatically allow the launch of applications (see Section "Configuring software distribution
control" on page 223) from trusted distribution packages: now you can add exclusions for distribution
packages in the Applications Launch Control task settings in order to simplify the process of allowing files
to start when installing or updating software.

New ability to perform anti-virus scanning and protection of Microsoft Windows Server 2016 containers
(see Section "About Real-Time File Protection task" on page 166) is added.

Simplified Untrusted Hosts Blocking (see Section "Untrusted hosts blocking. Blocked Hosts" on page 156):
now the Anti-Cryptor component and Real-Time File Protection component add identification numbers of
attacking hosts into the Blocked Hosts storage. You can disable the population of Blocked Hosts storage in
the protection task settings. You can also view all blocked hosts in a centralized list in the Administration
Server Console.

Optimized ability to generate a list of trusted processes rules (see Section "Adding trusted processes" on
page 149)for the Trusted Zone: now you can exclude a process based on its checksum, only its path, or
both its path and checksum.

Simplified and expanded mechanism for populating lists of application launch control rules (see Section
"About generating Applications Launch Control rules for all computers in Kaspersky Security Center" on
page 227): newly added ability to simultaneously use lists of rules configured on local hosts and in a policy,
and new mechanism to generate rules based on task events in Kaspersky Security Center.

Distribution kit

The distribution kit includes the welcome application that lets you do the following:

f
f

= =2 =4 -2

f
f

Start the Kaspersky Security 10.1 for Windows Server Installation Wizard.
Start the Kaspersky Security 10.1 Console Installation Wizard.

Start the Installation Wizard that will install Kaspersky Security 10.1 for Windows Server Administration
Plug-in for managing the application via the Kaspersky Security Center.

Read the Administratoroés Gui de.
Read the Userdéds Guide.
Read the Implementation Guide for Network Storages Protection.

Go to Kaspersky Security 10.1 for Windows Server page
https://www.kaspersky.com/small-to-medium-business-security/windows-server-security on the Kaspersky
Lab website.

Visit the Technical Support website https://support.kaspersky.com/.

Read information about the current version of Kaspersky Security 10.1 for Windows Server.

The \client folder contains files for the installation of Kaspersky Security 10.1 Console ("Kaspersky Security 10.1 for
Windows Server Administration Tools" set of components).

The \server folder contains:

1

Files for the installation of Kaspersky Security 10.1 for Windows Server components on a computer running
a 32-bit or 64-bit Microsoft Windows operating system.

Kaspersky Security 10.1 for Windows Server
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1 File for the installation of a plug-in for managing Kaspersky Security 10.1 for Windows Server via the
Kaspersky Security Center.

1 Archive of anti-virus databases current at the time the application was released.
1 File with the text of the End User License Agreement and Privacy Policy.

The \setup folder contains greeting program start files.
The \email_plugin folder contains the Kaspersky Security 10.1 Microsoft Outlook Add-in installation package.
The distribution kit files are stored in different folders depending on their intended use (see table below).

Table 2. Kaspersky Security 10.1 for Windows Server distribution kit files

File Purpose

autorun.inf Autorun file for the Kaspersky Security 10.1 for Windows Server
Installation Wizard when installing the application from removable
media.

ks4ws_admin_guide_en.pdf Administrator's Guide.

ks4ws_user_guide_en.pdf User's Guide.

release_notes.txt The file contains release information.

setup.exe Greeting program start file (starts setup.hta).

\client\ks4wstools_x86(x64).msi Windows Installer installation package; installs Kaspersky

Security 10.1 Console on the protected server.

\client\setup.exe The file that starts the setup wizard for the "Administration tools"
set of components (including Kaspersky Security 10.1 Console);
it starts the ks4wstools.msi installation package file using the
settings specified in the setup wizard.

\server\bases.cab Archive of anti-virus databases current at the time of application
release.
\server\setup.exe The file that starts the wizard for installing Kaspersky Security

10.1 for Windows Server on the protected server; it starts the
installer package file ks4ws.msi with the installation settings
specified in the wizard.

\server\ks4ws_x86(x64).msi Windows Installer installation package; installs Kaspersky
Security 10.1 for Windows Server on the protected server.

\server\ks4ws.kud File in Kaspersky Unicode Definition format with a description of
the installation package for remote installation ofKaspersky
Security 10.1 for Windows Server via Kaspersky Security Center.

\server\kicfginst.exe Installer for plug-in to manage Kaspersky Security 10.1 for
Windows Server via the Kaspersky Security Center. Install the
administration plug-in on each server where the Administration
Console of Kaspersky Security Center is installed if you plan to
use it to manage Kaspersky Security 10.1 for Windows Server.

\server\license.txt Text of the End User License Agreement and Privacy Policy.

\setup\setup.hta Greeting program start file.

Kaspersky Security 10.1 for Windows Server
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File Purpose
\email_plugin\ksmail_x86(x64).msi Windows Installer installation package; installs Kaspersky
Security 10.1 Microsoft Outlook Add-in on the protected server.

Distribution kit files can be run from the Installation CD. If you have copied the distribution package files onto
the local drive beforehand, make sure that the structure of the distribution kit files has been preserved.

Kaspersky Security 10.1 for Windows Server
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Hardware and software requirements

This section lists the hardware and software requirements of Kaspersky Security 10.1 for Windows Server.

In this chapter
Requirements for the server on which Kaspersky Security 10.1 for Windows Server is deployed..............cccc.... 24

Requirements for the protected network attaChed STOrage .........ceeviiiiiiiiiiiiie e

B 1N

Requirements for the computer on which Kaspersky Security 10.1 Console is installed.............ccccccvveeeiniiiivnnen.

Kaspersky Security 10.1 for Windows Server
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Requirements for the server on which Kaspersky Security 10.1 for
Windows Server is deployed

Before installing Kaspersky Security 10.1 for Windows Server, you must uninstall other anti-virus applications
from the server.

You can install Kaspersky Security 10.1 for Windows Server without uninstalling Kaspersky Anti-Virus 8.0 for
Windows Servers Enterprise Edition or Kaspersky Security 10 for Windows Server.

Hardware requirements for the server
General requirements:
1 x86-64-compatible single-core or multi-core systems
9 disk space requirements:
9 forinstalling all application components: 70 MB
1 for downloading and storing anti-virus databases of the application: 2 GB (recommended)
9 for storing objects in Quarantine and in Backup: 400 MB (recommended)
1 for storing logs: 1 GB (recommended)
Minimum configuration:
1 Processor: 1.4 GHz single-core.
1 RAM: 1GB.
9 Drive subsystem: 4 GB of free space.
Recommended configuration:
1 Processor: 2.4 GHz quad-core.
1 RAM:2GB.

1 Drive subsystem: 4 GB of free space.

Software requirements for the server

You can install Kaspersky Security 10.1 for Windows Server on a server under a 32-bit or 64-bit Microsoft Windows
operating system.

For installation and operation of Kaspersky Security 10.1 for Windows Server, Microsoft Windows Installer 3.1 must
be installed on the server.

You can install Kaspersky Security 10.1 for Windows Server on a server under one of the following 32-bit Microsoft
Windows operating systems:

f Windows Server E 200 3prist/ Raadeater 8P2/or laken t e r
1  Windows Server 2003 R2 Standard / Enterprise / Datacenter SP2 or later
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1 Windows Server 2008 Standard / Enterprise / Datacenter SP1 or later
1 Windows Server 2008 Core Standard / Enterprise / Datacenter SP1 or later

You can install Kaspersky Security 10.1 for Windows Server on a server under one of the following 64-bit Microsoft
Windows operating systems:

1 Windows Server 2003 Standard / Enterprise / Datacenter SP2

1 Windows Server 2003 R2 Standard / Enterprise / Datacenter SP2

1 Windows Server 2008 Standard / Enterprise / Datacenter SP1 or later

1 Microsoft Small Business Server 2008 Standard / Premium

1 Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter SP1 or later
1 Windows Server 2008 R2 Core / Standard / Enterprise / Datacenter SP1 or later

f Windows Hyperr-VE Server 2008 R2 SP1 or |l ater
1 Microsoft Small Business Server 2011 Essentials / Standard

T Microsoft Windows MultiPoint Server 2011

1 Windows Server 2012 Foundation / Essentials / Standard / Datacenter / MultiPoint Server
1  Windows Server 2012 Core Standard / Datacenter

1 Windows Storage Server 2012

1 Windows Hyper-V Server 2012

1 Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter

1 Windows Server 2012 R2 Core Standard / Datacenter

1 Windows Storage Server 2012 R2

1 Windows Hyper-V Server 2012 R2

1 Windows Server 2016 Essentials / Standard / Datacenter / MultiPoint Premium Server
1 Windows Server 2016 Core Standard / Datacenter

1 Windows Storage Server 2016

1 Windows Hyper-V Server 2016

The following operating systems are no longer supported by Microsoft Windows: Windows Server 2003
Standard / Enterprise / Datacenter SP2, Windows Server 2003 R2 Standard / Enterprise / Datacenter SP2
32-bit, 64-bit. There might be limitations for the technical support of servers running these operating systems
on the Kaspersky Lab side.

You can install Kaspersky Security 10.1 for Windows Server on the following terminal servers:
1 Microsoft Remote Desktop Services based on Windows Server 2008
1 Microsoft Remote Desktop Services based on Windows Server 2008 R2
1 Microsoft Remote Desktop Services based on Windows Server 2012
1

Microsoft Remote Desktop Services based on Windows Server 2012 R2
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1 Microsoft Remote Desktop Services based on Windows Server 2016
1 Citrix XenApp 6.0, 6.5,7.0,7.5-7.9,7.15
91 Citrix XenDesktop 7.0, 7.1, 7.5-7.9, 7.15
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Requirements for the protected network attached storage

Kaspersky Security 10.1 for Windows Server can be used to protect the following network attached storages:

1 NetApp with one of the following operating systems:
1 Data ONTAP 7.x and Data ONTAP 8.x in 7-mode
1 Data ONTAP 8.2.1 or higher in cluster-mode
! Dell E EMCE CeN»E rwiEth the following software:
i EMC DART 6.0.36 or higher
1 Celerra (CAVA) Anti-Virus Agent 4.5.2.3 or higher
1 Dell EMC IsilonE with the operating system OneFSE 7.
9 Hitachi NAS on one of the following platforms:
1 HNAS 4100
1 HNAS 4080
1 HNAS 4060
1 HNAS 4040
1 HNAS 3090
1 HNAS 3080
1 IBM NAS series IBM System Storage N series
1 OracleE NAS Systems series Oracle ZFS Storage Applia
1 Dell NAS on the platform Dell CompellentE FS8600
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Requirements for the computer on which Kaspersky Security 10.1
Console is installed

Hardware requirements for the computer
Recommended RAM amount: at least 128 MB.

Free disk space: 30 MB.

Software requirements for the computer

You can install Kaspersky Security 10.1 Console on a computer running a 32-bit or 64-bit Microsoft Windows
operating system.

The computer should have Microsoft Windows Installer 3.1 in order to support installation and operation of
Kaspersky Security 10.1 Console.

You can install Kaspersky Security 10.1 Console on a computer running one of the following 32-bit Microsoft
Windows operating systems:

1 Windows Server 2003 Standard / Enterprise / Datacenter SP2 or later

1  Windows Server 2003 R2 Standard / Enterprise / Datacenter SP2 or later
1 Windows Server 2008 Standard / Enterprise / Datacenter SP1 or later

1 Microsoft Windows XP Professional SP2 or later

f Mcrosoft Windows VistaE Editions
1 Microsoft Windows 7

1 Microsoft Windows 8

1 Microsoft Windows 8.1

1 Microsoft Windows 10

You can install Kaspersky Security 10.1 Console on a computer running one of the following 64-bit Microsoft
Windows operating systems:

=

Windows Server 2003 Standard / Enterprise / Datacenter SP2 or later

Windows Server 2003 R2 Standard / Enterprise / Datacenter SP2 or later

Windows Server 2008 Standard / Enterprise / Datacenter SP1 or later

Microsoft Small Business Server 2008 Standard / Premium

Windows Server 2008 R2 Foundation / Standard / Enterprise / Datacenter SP1 or later
Microsoft Small Business Server 2011 Essentials / Standard

Microsoft Windows MultiPo i nt E Server 2011

Windows Server 2012 Foundation / Essentials / Standard / Datacenter / MultiPoint Server
Windows Storage Server 2012

Windows Server 2012 R2 Foundation / Essentials / Standard / Datacenter

Windows Storage Server 2012 R2
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Windows Server 2016 Essentials / Standard / Datacenter / MultiPoint Premium Server
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Windows Storage Server 2016

Microsoft Windows XP Professional Edition SP2 or later
Microsoft Windows Vista

Microsoft Windows 7

Microsoft Windows 8

Microsoft Windows 8.1

Microsoft Windows 10

Functional Requirements and Limitations

This section describes additional functional requirements and existing limitations for Kaspersky Security 10.1 for
Windows Server components.

In this section
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Installation and Uninstallation

f

During application installation a warning appears, if a new path to the Kaspersky Security 10.1 for Windows
Server installation folder contains more than 150 symbols. The warning does not affect the installation
process: Kaspersky Security 10.1 for Windows Server will install and run successfully.

For installation of the SNMP protocol support component the SNMP service must be restarted, if it is
running.

For installation and functioning of Kaspersky Security 10.1 for Windows Server on the device managed by
the embedded operating system, the Filter Manager component must be installed.

The Kaspersky Security 10.1 for Windows Server Administration Tools installation is not available via the
Mi crosoft Active DirectoryE group policies.

When installing application on computers running on the older operating systems, which cannot receive
regular updates, it is required to check the following root certificates: DigiCert Assured ID Root CA,
DigiCert_High_Assurance_EV_Root_CA, DigiCertAssuredIDRootCA. Lack of specified certificates can lead
to incorrect application functioning. It is recommended to install specified certificates in any possible way.

Kaspersky Security 10.1 Console cannot be uninstalled via the Start menu. You can uninstall Kaspersky
Security 10.1 Console using the link in the Add / Remove Programs window.

Kaspersky Security 10.1 for Windows Server
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Traffic Security

1 The component is available only on the servers running on operating systems higher than Microsoft
Windows Server 2008 R2.

Traffic cannot be verified when web connections are made using a cryptographic token.

It is not recommended to include the VPN traffic in the protection scope (port 1723).

Working with IP addresses in IPv6 format is not available.

= =4 -a -A

Application considers self-signed certificates as invalid and blocks such connections if the Do not trust
web-servers with invalid certificate check box is selected in the task settings.

=

Application processes only TCP packets.
1 Mail threat protection does not scan outgoing mail traffic.

1 Itis recommended to install the Administration Plug-in before deploying Traffic Security component, as the
Network Agent of the Administration Server detects the Traffic Security component when connecting to the
application. If Traffic Security was installed and the task started before the installation of Administration
Plug-in, restart the Traffic Security task.

1 Traffic Security does not work with Yandex.Disk, Dropbox.
1 VPN limitations: there might appear issues when working via the Microsoft VPN connection protocols.

1 If the installation is performed via KSC in the Driver Interceptor mode, Traffic Security blocks the
connection from MMC Console to the Kaspersky Security Center server, as such connection type uses the
untrusted certificate.

1 The component blocks connection to sites which use old technologies of generating root certificates, for
example, shal certificate.

1 The Do not scan objects larger than (MB) value cannot exceed 100Mb. If the large value is specified and
the Internet connection speed is slow, there might be difficulties when receiving large files. The
recommended value is 20 Mb.

1 The application recognizes HTTPS connections as dangerous and blocks them if the following conditions
are satisfied:

I The task runs in the Driver Interceptor mode.
1 Traffic is redirected from external devices.

1 The devices from which traffic is redirected are protected by Kaspersky Security 10.1 for Windows
Server and the preset Traffic Security task has been run at least once.

We do not recommend using Redirector mode to check traffic redirected from external computers: besides
the aforementioned false positives, such a configuration may cause high server load and reduce application
performance.

File Integrity Monitor

By default, the File Integrity Monitor does not monitor changes in system folders or the file system's housekeeping
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files, in order to prevent information about routine file changes, which are performed constantly by the operating
system, from getting into the task reports. The user cannot manually include such folders in the monitoring scope.

The following folders/files are excluded from the monitoring scope:

=
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NTFS housekeeping files with file id from 0 to 33
L"%SystemRoot%\\Prefetch\\"
L"%SystemRoot%\ServiceProfiles\\LocalService\\AppData\\Local\\"
L"%SystemRoot%\\System32\\LogFiles\Scm\\"
L"%SystemRoot%\\Microsoft. NET\\Framework\\v4.0.30319\\"
L"%SystemRoot%\\Microsoft. NET\\Framework64\\v4.0.30319\\"
L"%SystemRoot%\\Microsoft. NET\\"
L"%SystemRoot%\System32\\config\\"

L"%SystemRoot%\\Temp\\"
L"%SystemRoot%\ServiceProfiles\\LocalService\\"
L"%SystemRoot%\\System32\\winevt\\Logs\\"
L"%SystemRoot%\System32\\wbem\\repository\\"
L"%SystemRoot%\System32\\wbem\\Logs\\"
L"%ProgramData%\\Microsoft\Windows\WER\W\ReportQueue\\"
L"%SystemRoot%\\SoftwareDistribution\\DataStore\\"
L"%SystemRoot%\\SoftwareDistribution\\DataStore\\Logs\\"
L"%ProgramData%\\Microsoft\Windows\\AppRepository\\"
L"%ProgramData%\\Microsoft\Search\\Data\\Applications\\Windows\\"
L"%SystemRoot%\\Logs\\SystemRestore\\"
L"%SystemRoot%\System32\\Tasks\\Microsoft\Windows\\TaskScheduler\\"

The application excludes top-level folders.

The component does not monitor files changes that bypass the ReFS/NTFS file system (file changes made through
BIOS, LiveCD, etc.).

Firewall Management

il

Working with IP addresses in IPv6 format is not available when specified applied rule scope consists of one
address.

Preset Firewall policy rules provide execution of basic scenarios of interaction between local computers
and Administration Server. For full usage of Kaspersky Security Center functions, it is required to set up
rules for ports manually. Information about port numbers, protocols and their functions is contained in
Kaspersky Security Center Knowledge base (article ID: 9297).

The application does not control modification of Windows Firewall rules and rule groups during the minutely
inquiries of the Firewall management task, if those rules were not added to the task configuration upon the
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application installation. To update the status and include such rules the Firewall management task must be
restarted.

1 For the Microsoft Windows Server family of operating systems, 2008 and higher: the Windows Firewall
service must be started (started by default) before installing the Firewall Management component.

1 When the Firewall Management task is started, the following types of rules are automatically removed from
the operating system's firewall settings:

1 denying rules;

1 rules monitoring outgoing traffic.

Other limitations

On-Demand Scan, Real-Time File Protection:

1 MTP-devices on connection scanning is not available.

1 Archive object scanning is not available without SFX-archive scanning: if archive scanning is enabled in the
protection settings of Kaspersky Security 10.1 for Windows Server, the application automatically scans
objects in both archives and SFX-archives. SFX-archives scanning without archives scanning is available.

Computer control and diagnostics:

1 Protection scope of the Device Control task includes MTP-connected devices, if a protected computer is
running on Microsoft Windows Server 2008 R2 or higher operating systems.

1 Log Inspection task only detects potential Kerberos attack patterns (MS14-068) on computers running on
Windows Server 2008 or higher as a domain controller with installed updates.

Licensing:

1 Application activation with the key via the Setup wizard is not available, if the key is stored on the disk,
which was created with the SUBST command, or if the network path to the key file is specified.

Updates:

1 After the installation of Kaspersky Security 10.1 for Windows Server critical modules updates, the
application icon is hidden by default.

1 KLRAMDISK is not supported on computers running Windows XP or Windows 2003 operating system.

Interface:

1 If you use filtering in Kaspersky Security 10.1 Console in the Quarantine, Backup, System audit log or Task
log tasks, the case should be maintained.

1 You can use only one mask and only in the path end, when configuring protection or scan scope in
Kaspersky Security 10.1 Console. Correct mask usage examples: "C:\Temp\Temp*", or
"C:\Temp\Temp???.doc", or "C:\Temp\Temp*.doc". Limitation does not affect Trusted Zone configuration.

Security:

1 If the User Account Control in the operating system settings is activated, a user account must be a part of
KAVWSEE Administrators group to open the Kaspersky Security 10.1 Console with a double-click on the

application icon in the tray notificatonarea. | n ot her case, fAAbout the applic

T Application uninstallation via t hasoftfivihdowgis nataailatderifd
the User Account Control is activated.
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Integration with Kaspersky Security Center:

1 Administration Server checks the database updates validity when receiving the update packages, and
before sending the updates to network computers. Administration Server does not check validity of the
received software module updates.

1 Make sure the required check boxes are selected in the Interaction with the Administration Server settings,
when you use the components that transmit the dynamically changed data to Kaspersky Security Center
with the help of network lists (Quarantine, Backup).

Exploit Prevention:

1 Exploit Prevention is not available if apphelp.dll libraries are not loaded in the current environment
configuration.

1 TheExploitPrev enti on component is incompatible with Micros
Microsoft Windows 10 operating system: Kaspersky Security 10.1 for Windows Server blocks EMET, if the
Exploit Prevention component is being installed on a computer with EMET installed.

Anti-Cryptor for NetApp:

1 Anti-Cryptor protection cannot be provided for NASes running nhew operating systems (ONTAP 9 and
higher) if FlexGroup containers are used for these servers.

91 File threats detection functionality on network attached storages NetApp in 7 Mode is limited.
1 Anti-Cryptor for NetApp is available in the cluster mode only.
1 A server can use only one network interface and only one IP v4 address.

Blocked Host Storage: runs continuously when the Anti-Cryptor or Real-Time File Protection components are
enabled.

ICAP-Network Storage Protection: Management of the contents of the protected storage depends on the storage
settings. For example, detected infected objects cannot be deleted if the storage does not allow this action. HP
3Par storage only works in block access mode. Trusted zone cannot be used.

RPC-Network Storage Protection: Active Directory is required for the cluster mode.

KSN Usage: For Windows Vista and lower, this component does not support statistics for web Anti-Virus and mail
Anti-Virus.
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Installing and removing the
application

This section provides step-by-step instructions for installing and removing Kaspersky Security 10.1 for Windows
Server.

In this chapter

Kaspersky Security 10.1 for Windows Server software components and their codes for Windows Installer
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Kaspersky Security 10.1 for Windows Server software
components and their codes for Windows Installer service

By default, \server\ksdws_x86(x64).msi files are intended to install all Kaspersky Security 10.1 for Windows Server
components. You can install this component by including it in a custom installation.
The \client\ks4wstools_x86(x64).msi files install all software components from the "Administrative Tools" set.

The following sections list the codes of the Kaspersky Security 10.1 for Windows Server components for the
Windows Installer service. These codes can be used to define a list of components to be installed when installing
Kaspersky Security 10.1 for Windows Server from the command line.

In this section
Kaspersky Security 10.1 for Windows Server software COMPONENTS ........coiiuuiiiiiiiaeiiiiiieie e riiieeee e e 35

"Administration tools" set Of SOftWare COMPONENTS.........ooiii i e e e e e sbebreeeaa e 38
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Kaspersky Security 10.1 for Windows Server software components

The following table contains codes for and a description of Kaspersky Security 10.1 for Windows Server software
components.

Table 3. Description of Kaspersky Security 10.1 for Windows Server software components

Component Code Functions performed

Basic functionality Core This component contains the set of basic
application functions and ensures their
operation.

Applications Launch Control AppCitrl This component monitors user attempts to run
applications and allows or denies application
launch in accordance with the set
Applications Launch Control rules.

It is implemented in the Applications Launch
Control task.

Device Control DevCitrl This component tracks attempts to connect
USB mass storage devices to a protected
server and allows or denies use of these
devices according to the specified device
control rules.

The component is implemented in the Device
Control task.

Traffic Security WebGW This component processes web traffic (including
traffic received via the mail services) and
intercepts and scans objects transferred through
web traffic to detect known computer and other
threats on the protected server.

Anti-Virus protection AVProtection This component ensures anti-virus protection
and contains the following components:

1 On-Demand Scan
1 Real-Time File Protection

On-Demand Scan Ods This component installs Kaspersky Security
10.1 for Windows Server system files and
On-demand scan tasks (scanning of objects
on the protected server upon request).

If other Kaspersky Security 10.1 for Windows
Server components are specified when
installing Kaspersky Security 10.1 for
Windows Server from the command line, but
the Core component is not specified, the Core
component is installed automatically.
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Component

Code

Functions performed

Real-Time File Protection

Oas

This component performs anti-virus scans of
files on the protected server when these files
are accessed.

It implements the Real-Time File Protection
task.

Use of Kaspersky Security Network

Ksn

This component provides protection on the
basis of Kaspersky Lab cloud technologies.

It implements the KSN Usage task (sending
requests to and receiving conclusions from
the Kaspersky Security Network service).

File Integrity Monitor

Fim

This component logs operations performed on
files in the specified monitoring scope.

The component implements the File Integrity
Monitor task.

Exploit Prevention

AntiExploit

This component makes it possible to manage
settings to protect memory used by processes in
a protected server's memory.

Firewall Management

Firewall

This component makes it possible to manage
Windows Firewall through the Kaspersky
Security 10.1 for Windows Server graphical
user interface.

The component implements the Firewall
Management task.

Module for integration with
Kaspersky Security Center Network
Agent

AKlntegration

Provides a connection between theKaspersky
Security 10.1 for Windows Server and the
Kaspersky Security Center Network Agent.

You can install this component on the
protected server if you intend to manage the
application via the Kaspersky Security Center.

Log Inspection

Loglnspector

This component monitors the integrity of the
protected environment based on the results of
an inspection of Windows event logs.

RPC-Network Storage Protection RPCProt This component protects RPC-network
storages (such as NetApp network attached
storages) against viruses and other computer
security threats that infiltrate the server
through the exchange of files.

ICAPProt

ICAP-Network Storage Protection

This component protects ICAP-network storages
(such as EMC lIsilon) against viruses and other
security threats that infiltrate the server through
the exchange of files.
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Component Code Functions performed

Anti-Cryptor for NetApp AntiCryptorNAS This component provides encryption protection
for the folders on the Network Attached
Storages. If any malicious encrypting is
detected, Kaspersky Security 10.1 for Windows
Server blocks access to the folders of the
protected network attached storage.

Anti—Cryptor Anticryptor This component fills the list of untrusted computers with names of remote

devices that show malicious activity.

It implements the Anti-Cryptor task.

Script Monitoring ScriptChecker This component scans the code of scripts
created using Microsoft Windows Script
Technologies. Scanning is performed when an
attempt is made to run a script.

This component implements the Script
Monitoring task.

Set of "System Monitor" PerfMonCounters This component installs a set of System
performance counters Monitor performance counters. Performance
counters enable Kaspersky Security 10.1 for
Windows Server performance to be measured
and potential bottlenecks to be localized on
the computer when Kaspersky Security 10.1
for Windows Server is used with other
programs.

SNMP counters and traps SnmpSupport This component publishes Kaspersky
Security 10.1 for Windows Server counters
and traps via Simple Network Management
Protocol (SNMP) in Microsoft Windows. This
component may be installed on the protected
server only if Microsoft SNMP is installed on
the same computer.

Kaspersky Security 10.1 for TrayApp This component displays the Kaspersky
Windows Server icon in the Security 10.1 for Windows Server icon in the
notification area task tray notification area of the protected

server. The Kaspersky Security 10.1 for
Windows Server icon displays the status of
computer protection and can be used open
the Kaspersky Security 10.1 Console in MMC
(if installed) and the About the application
window.

Command line utility Shell Makes it possible to control Kaspersky
Security 10.1 for Windows Server from the
command line of a protected server.
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"Administration tools" set of software components

The following table contains codes for and a description of the "Administration tools" set of software components.

Table 4. Description of the "Administration tools" software components

Component Code Component functions

Kaspersky Security 10.1 MmcSnapin This component installs the Microsoft Management

for Windows Server Console snap-in via Kaspersky Security 10.1 Console.
snap-ins If other components are specified during the installation of

"Administration Tools" from the command line, and the
MmcSnapin component is not specified, the component
will be installed automatically.

Help Help .chm help file; saved in the folder with the Kaspersky
Security 10.1 for Windows Server Administration Tools
files. You can open Help file using the Start menu or bu
clicking the F1 key with a Kaspersky Security 10.1 Console
window opened.

Documentation Docs Kaspersky Security 10.1 for Windows Server stores the
Implementation Guide for Network Attached Storage
Protection, the Administrator's Guide and User's Guide in
PDF format on the protected server. All guides can be
opened from the Start menu.

System changes after Kaspersky Security 10.1 for
Windows Server installation

When Kaspersky Security 10.1 for Windows Server and Kaspersky Security 10.1 Console (set of "Administration
Tools") are installed together, the Windows Installer service will make the following modifications on the server:

1 Creates Kaspersky Security 10.1 for Windows Server folders on the protected server and on the server,
where the Kaspersky Security 10.1 Console is installed.

1 Registers Kaspersky Security 10.1 for Windows Server services.
1 Creates a Kaspersky Security 10.1 for Windows Server group of users.
1 Registers Kaspersky Security 10.1 for Windows Server keys in the system register.

These changes are described in the table below.
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Kaspersky Security 10.1 for Windows Server folders
Table 5.

Kaspersky Security 10.1 for Windows Server folders on a protected server

Folder

Kaspersky Security 10.1 for Windows Server
files

Folder %Kaspersky Security 10.1 for Windows
Server%; by default:

In the Microsoft Windows 32-bit version i
%ProgramFiles%\Kaspersky Lab\Kaspersky Security
10.1 for Windows Server\

In the Microsoft Windows 64-bit version 1
%ProgramFiles(x86)%\Kaspersky Security 10.1 for
Windows Server\

Executable Kaspersky Security 10.1 for Windows
Server files (destination folder specified during
installation).

%Kaspersky Security 10.1 for Windows Server%\mibs
folder

Management Information Base (MIB) files; these files
contain a description of the counters and hooks
published by Kaspersky Security 10.1 for Windows
Server via the SMNP protocol.

%Kaspersky Security 10.1 for Windows Server%\x64
folder

64-bit versions of Kaspersky Security 10.1 for
Windows Server executable files (the folder will be
created only during the installation of Kaspersky
Security 10.1 for Windows Server in the 64-bit
version of Microsoft Windows).

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows Server\10.1\Data\

%ALLUSERSPROFILEY%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows
Server\10.1\Settings\

%ALLUSERSPROFILE%\Application Data\Kaspersky
Security for Windows Server\10.1\Dskm\

Kaspersky Security 10.1 for Windows Server service
files.

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows
Server\10.1\Update\

Files with update sources settings.

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows
Server\10.1\Update\Distribution\

Updates of databases and software modules
downloaded using Copying Updates task (the folder
will be created the first time updates are downloaded
using the Copying Updates task).

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows
Server\10.1\Reports\

Task logs and system audit log.
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Folder

Kaspersky Security 10.1 for Windows Server
files

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows
Server\10.1\Bases\Current\

Set of databases used at current time.

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows
Server\10.1\Bases\Backup\

Backup copy of databases; will be overwritten each
time databases are updated.

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows
Server\10.1\Bases\Temp\

Temporary files created during execution of update
tasks.

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows
Server\10.1\Quarantine\

Quarantined objects (default folder).

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows
Server\10.1\Backup\

Objects in backup (default folder).

%ALLUSERSPROFILE%\Application Data\Kaspersky
Lab\Kaspersky Security for Windows
Server\10.1\Restored\

Objects restored from backup and quarantine (default
folder for restored objects).

Table 6.

Folders created during the installation of Kaspersky Security 10.1 Console

Folder

Kaspersky Security 10.1 for Windows Server
files

Folder %Kaspersky Security 10.1 for Windows
Server%; by default:

1 In the Microsoft Windows 32-bit version 1
%ProgramFiles%\Kaspersky Lab\Kaspersky
Security 10.1 for Windows Server\

In the Microsoft Windows 64-bit version i
%ProgramFiles(x86)%)\Kaspersky Lab\Kaspersky
Security 10.1 for Windows Server\

"Administration Tools" files (destination folder specified
during the installation of Kaspersky Security 10.1
Console).
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Kaspersky Security 10.1 for Windows Server services

Kaspersky Security 10.1 for Windows Server services start using the Local system (SYSTEM) account.

Table 7. Kaspersky Security 10.1 for Windows Server services
Service Purpose
Kaspersky Security Service (KAVFS) service Essential Kaspersky Security 10.1 for Windows

Server service that manages Kaspersky Security
10.1 for Windows Server tasks and workflows

Kaspersky Security Management Service (KAVFSGT) The service is intended for Kaspersky Security 10.1
for Windows Server application management
through the Kaspersky Security 10.1 Console

Kaspersky Security Broker Service (KAVFSWH) A service that acts as an intermediary to
communicate security settings to external security
agents, and to receive data about security events.

Kaspersky Security Script Checker (KAVFSSCS) The service is started along with the Script
Monitoring task and allows to controls the execution
of scripts created using Microsoft Windows Script
Technologies.

Kaspersky Security 10.1 for Windows Server groups
Table 8. Kaspersky Security 10.1 for Windows Server groups

Group Purpose

KAVWSEE Administrators A group on the protected server whose users have full access to the Kaspersky
Security Management Service and to all Kaspersky Security 10.1 for Windows
Server functions

System registry keys
Table 9. System registry keys

Key Purpose

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFS] Kaspersky Security
10.1 for Windows
Server service
properties.

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Kaspersky Kaspersky Security
Security] 10.1 for Windows
Server event log
settings
(Kaspersky Event
Log).
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[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFSGT]

Kaspersky Security
10.1 for Windows
Server
management
service properties.

In Microsoft Windows 32-bit version:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky
Security\Performance]

In Microsoft Windows 64-bit version:

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky Security
x64\Performance].

Performance
counters settings.

In Microsoft Windows 32-bit version:
[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\WSEE\10.1\SnmpAgent]
In Microsoft Windows 64-bit version:

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\WSEE\10.1\Shm
pAgent]

SNMP Protocol
Support
component
settings.

In Microsoft Windows 32-bit version:
HKEY_LOCAL_ MACHINE\SOFTWARE\KasperskyLab\WSEE\10.1\CrashDump\
In Microsoft Windows 64-bit version:

HKEY_LOCAL_MACHINE\Software\Wow6432Node\KasperskyLab\WSEE\10.1\CrashDu
mp\

Dump file writing
settings.

In Microsoft Windows 32-bit version:
HKEY_LOCAL_MACHINE\Software\KasperskyLab\WSEE\10.1\Trace\

In Microsoft Windows 64-bit version:
HKEY_LOCAL_MACHINE\Software\Wow6432Node\KasperskyLab\WSEE\10.1\Trace\

Trace log settings.

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\W SEE\10.1\Envi
ronment]

Configuration of
the application's
tasks and
functions.

Kaspersky Security 10.1 for Windows Server processes

Kaspersky Security 10.1 for Windows Server starts processes described in the table below.

Table 10.

Kaspersky Security 10.1 for Windows Server processes

File name Purpose

kavfswp.exe

Kaspersky Security 10.1 for Windows Server workflow.

kavtray.exe Process for the Kaspersky Security 10.1 for Windows Server task bar
icon.
kavshell.exe Command line utility process

kavfsrcn.exe

process.

Kaspersky Security 10.1 for Windows Server remote management
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File name Purpose

kavfs.exe Kaspersky Security Service process

kavfsgt.exe Kaspersky Security Management Service process

kavfswh.exe Kaspersky Security Broker Host Service external control process
kavfsscs.exe Kaspersky Security Script Checker service

Installation and uninstallation settings and command-line
options for Windows Installer service

The tables provided below contain descriptions of the settings to install and uninstall Kaspersky Security 10.1 for
Windows Server, their default values, keys for changing the values of the installation settings, and their possible
values. These keys can be used in conjunction with standard keys for the command msiexec of the Windows
Installer service when installing Kaspersky Security 10.1 for Windows Server from the command line.

Table 11. Installation parameters and command-line options in Windows Installer

Setting Default Value Windows Installer Description
command-line options
and possible values

Acceptance of Rejection of the terms EULA=<value> You must accept the terms of
the terms of the of the End User License | o7 you reject the terms of the End User License
End User Agreement the End User License Agreement to install
License Agreement. Kaspersky Security 10.1 for
Agreement . Windows Server.

17 you accept the terms of

the End User License

Agreement.
Acceptance of Rejection of the terms PRIVACYPOLICY=<value> You must accept the terms of
the terms of of Privacy Policy 07 you reject the terms of Privacy Policy to install
Privacy Policy Privacy Policy. Kaspersky Security 10.1 for

Windows Server.
171 you accept the terms of

Privacy Policy.
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Setting Default Value Windows Installer Description
command-line options
and possible values
Destination Kaspersky Security INSTALLDIR=<full path to Folder in which Kaspersky
folder 10.1 for Windows the folder> Security 10.1 for Windows
Server: Server files will be saved
%ProgramFiles%\Kasp during installation.
ersky Lab\Kaspersky A different folder can be

Security 10.1 for
Windows Server

Administration tools:
%ProgramFiles%\Kasp
ersky Lab\ Kaspersky
Security 10.1 for
Windows Server
Admins Tools

In the x64-bit version of
Microsoft Windows:
%ProgramFiles(x86)%.

specified.

Startup of the Start RUNRTP=<value> Turn on this setting to start
Real-Time File 17 start: Real-Time File Protection and
Protection task 0 do not start Script Monitoring at the start
when Kaspersky ' of Kaspersky Security 10.1 for
Security 10.1 for Windows Server

Windows Server (recommended).

starts (Enable

real-time

protection after

installation of

application)

Exclusions from Exclude ADDMSEXCLUSION=<value In the Real-Time File

scan as
recommended
by Microsoft
Corporation
(Add Microsoft
recommended
files to
exclusions list)

>
17 exclude;
07 do not exclude.

Protection task exclude from
the protection scope objects
on the server that Microsoft

Corporation recommends to
exclude.

Some applications on the
server may become unstable
when the anti-virus application
intercepts or modifies files
used by such applications. For
example, Microsoft
Corporation includes some
domain controller applications
in the list of such objects.
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Setting Default Value Windows Installer Description
command-line options
and possible values
Objects Exclude ADDKLEXCLUSION=<value In the Real-Time File
excluded from > Protection task exclude from
the scanning 17 exclude; the protection scope objects
scope according 0i do not exclude. on the server that Kaspersky
to Kaspersky Lab recommends to exclude.
Lab
recommendation
s (Add
Kaspersky Lab
recommended
files to
exclusions list)
Allow remote Deny ALLOWREMOTECON= By default, remote connection
connection to <value> is not allowed to the
Kaspersky 17 allow: Kaspersky Security 10.1
Security 10.1 . Console installed on the
071 deny. .
Console. protected server. During

installation, you can allow
connection. Kaspersky
Security 10.1 for Windows
Server creates allowing rules
for the process kavfsgt.exe
using the TCP protocol for all
ports.
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Setting Default Value Windows Installer Description
command-line options
and possible values

Path to the key \server directory in the LICENSEKEYPATH=<key By default, the installer

file (Key) distribution kit file name> attempts to find the file with
.key extension in the \server
folder of the distribution kit.

If the \server folder contains
several key files, the installer
will select the key file that has
the farthest expiration date.

A key file can be saved
beforehand in the \server
folder or by specifying another
path to the key file using the
Add key setting.

You can add a key after
Kaspersky Security 10.1 for
Windows Server is installed
using an administration tool of
your choice: for example,
Kaspersky Security 10.1
Console. If you do not add a
key during installation of the
application, Kaspersky
Security 10.1 for Windows
Server will not function.

Path to the Not specified CONFIGPATH=<configuratio Kaspersky Security 10.1 for
configuration file n file name> Windows Server imports
settings from the specified
configuration file created in
the application.

Kaspersky Security 10.1 for
Windows Server does not
import passwords from the
configuration file, for example,
account passwords for
starting tasks, or passwords
for connecting to a proxy
server. Once the settings are
imported, you will have to
enter all passwords manually.

If the configuration file is not
specified, the application will
start to work with the default
settings after setup.
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Setting Default Value Windows Installer Description
command-line options
and possible values

Enabling Disabled ADDWFEXCLUSION=<valu |yse this option to install
network e> Kaspersky Security 10.1 for
connections for 17 allow; Windows Server on another
the Console 07 deny. server. You can remotely

manage a server protection from
another device with the
Kaspersky Security 10.1
Console installed.

Port 135 (TCP) is opened in
the Microsoft Windows
firewall, network connections
for the executable file
kavfsrcn.exe for remote
management of Kaspersky
Security 10.1 for Windows
Server are allowed, and
access is granted to DCOM
applications.

Upon installation completion
add users to KAVWSEE
Administrators group to allow
them remote application
management, if the server
operates on the Microsoft
Windows Server 2008, and
allow network connections to
Kaspersky Security
Management Service
(kavfsgt.exe file) on the
server.

You can read more about
additional configuration when
the Kaspersky Security 10.1
Console is installed on
another computer (see
Section "Advanced settings
after installation of Kaspersky
Security 10.1 Console on
another computer" on page
56).
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Setting Default Value Windows Installer Description
command-line options
and possible values
Disabling the The check is performed SKIPINCOMPATIBLESW = Use this setting to enable or
check for <value> disable the check for
incompatible 0 - The check for incompatible software during
software incompatible software is background installation of the
performed application on the device.
1 - The check for Regardless of the value of this
incompatible software is not | setting, during installation of
performed Kaspersky Security 10.1 for
Windows Server, the application
always warns about other
versions of the application
installed on the device.
Table 12. Uninstallation settings and command-line options in Windows Installer
Setting Default Value Description, Windows Installer command-line
options and their possible values
Restoring Remove RESTOREQTN =<value>
quarantined 07 delete quarantined content;
objects 117 restore quarantined content to the folder specified by
the RESTOREPATH parameter.
Restoring Remove RESTOREBCK =<value>
the content 07 delete backup content;
of backup

1171 restore backup contents to the folder specified by the
RESTOREPATH parameter.

Enter of the
current
password
to confirm
the deletion
(if
password
protection
is enabled)

Not specified

UNLOCK_PASSWORD=<specified password>

Folder for
restored
objects

%ALLUSERSPROFILE%\Application
Data\Kaspersky Lab\Kaspersky
Security for Windows
Server\10.1\Restored

RESTOREPATH=<full path to the folder>

Restored objects will be saved to the folder specified in
this setting:

Objects from the quarantine will be saved into the
subfolder \Quarantine.

Objects from Backup 1 into the subfolder \Backup.
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Kaspersky Security 10.1 for Windows Server install and
uninstall log

If Kaspersky Security 10.1 for Windows Server is installed or uninstalled using the Installation (Uninstallation)
Wizard, the Windows Installer service creates an install (uninstall) log. Log file ks4ws_install_<uid>.log (where

<uid>T unique 8-character log identifier) will be saved into a %temp% folder of the user from whose account the
setup.exe file was started.

If Kaspersky Security 10.1 for Windows Server is installed or uninstalled from the command line, the install file log
will not be created by default.

3 Toinstall Kaspersky Security 10.1 for Windows Server with the log file ks4ws.log created on disk C:\:

1 msiexec /i ksdws_x86.msi /I*v C: \ log.txt /gn EULA=1
1 msiexec /i ksdws_x64.msi /I*v C: \ log.txt /gn EULA=1

Installation planning

This section contains description of Kaspersky Security 10.1 for Windows Server administration tools set, and
special aspects of Kaspersky Security 10.1 for Windows Server installation and uninstallation using a wizard (see
Section "Installing and uninstalling the application using a wizard" on page 52), command line (see Section
"Installing and uninstalling the application from the command line" on page 64), via Kaspersky Security Center (see
Section "Installing and uninstalling the application using Kaspersky Security Center" on page 69) and via Active
DirectoryE (geeSestpn "msalling@nd uninstalling via Active Directory group policies" on page 74).

Before starting to install Kaspersky Security 10.1 for Windows Server, plan its main stages.

1. Determine which administration tools will be used to manage and configure Kaspersky Security 10.1
for Windows Server.

2. Select the necessary product components for installation (see Section "Kaspersky Security 10.1 for
Windows Server software components and their codes for Windows Installer service" on page 34).

3. Select installation method.

In this section

Selecting administration tOO0IS .........ccooii i 49

Selecting the installation tYPe ..o 50

Selecting administration tools

Determine the administration tools that will be used to configure Kaspersky Security 10.1 for Windows Server
settings and to manage it. Kaspersky Security 10.1 for Windows Server can be managed using the Kaspersky
Security 10.1 Console, command-line utility, and Kaspersky Security Center Administration Console.
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Kaspersky Security 10.1 Console

Kaspersky Security 10.1 Console is an isolated snap-in added to the Microsoft Management Console. Kaspersky
Security 10.1 for Windows Server can be managed via the Kaspersky Security 10.1 Console installed on the
protected server or on another computer on the corporate network.

Multiple Kaspersky Security 10.1 for Windows Server snap-ins can be added to one Microsoft Management
Console opened in author mode to use it to manage the protection of multiple servers on which Kaspersky Security
10.1 for Windows Server is installed.

Kaspersky Security 10.1 Console is included in the "Administration Tools" product components set.

Command line utility

You can manage Kaspersky Security 10.1 for Windows Server from the command line of a protected server.

The command line utility is included in the Kaspersky Security 10.1 for Windows Server software components
group.

Kaspersky Security Center

If the Kaspersky Security Center application is used for centralized management of anti-virus protection of
computers at your company, you can manage Kaspersky Security 10.1 for Windows Server via the Kaspersky
Security Center Administration Console.

The following components must be installed:

1 Module for integration with Kaspersky Security Center Network Agent. This component is included in the
Kaspersky Security 10.1 for Windows Server software components group. It ensures Kaspersky Security 10.1
for Windows Server communication with the Network Agent. Install the module for integration with Kaspersky
Security Center Network Agent onto the protected server.

1 Kaspersky Security Center Network Agent. Install this component on each protected server. This component
supports interaction between Kaspersky Security 10.1 for Windows Server installed on the server and
Kaspersky Security Center Administration Console. The Network Agent installation file is included in the
Kaspersky Security Center distribution kit folder.

1 Kaspersky Security 10.1 for Windows Server plugin. Additionally, install the plug-in for managing Kaspersky
Security 10.1 for Windows Server via the Administration Console on the computer where the Kaspersky
Security Center Administration Server is installed. This ensures the application management interface via the
Kaspersky Security Center. The plug-in installation file, \server\kicfginst.exe, is included in the Kaspersky
Security 10.1 for Windows Server distribution Kkit.

Selecting the installation type

After specifying the software components for installation of Kaspersky Security 10.1 for Windows Server (see
Section "Kaspersky Security 10.1 for Windows Server software components and their codes for Windows Installer
service" on page 34), you need to select the application installation method.

Select the installation method depending on the network architecture and the following conditions:

1 Whether special Kaspersky Security 10.1 for Windows Server installation settings will need to be set, or
whether the recommended installation settings (see Section "Installation and uninstallation settings and
command-line options for Windows Installer service" on page 43) will be used.

1 Will the installation settings will be the same for all servers or specific to each server.

Kaspersky Security 10.1 for Windows Server can be installed interactively using the Setup Wizard or in silent mode
without user participation, and invoked by running the installation package file with setup settings from the
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command line. A centralized remote installation of Kaspersky Security 10.1 for Windows Server can be performed
using Active Directory group policies or using the Kaspersky Security Center remote installation task.

Kaspersky Security 10.1 for Windows Server can be installed on a single server, configured for operation and its
settings saved to a configuration file; the file created can then be used to install Kaspersky Security 10.1 for
Windows Server on other server (this possibility does not apply when the product is installed using Active Directory
group policies).

Starting the Setup Wizard

The Setup Wizard can install the following:

1 Kaspersky Security 10.1 for Windows Server components (see Section "Kaspersky Security 10.1 for
Windows Server software components" on page 35) on a protected server out of a \server\setup.exe file
included into distribution Kit.

1 Kaspersky Security 10.1 Console (see Section "Kaspersky Security 10.1 Console installation” on page 55)
from the \client\setup.exe file of the distribution kit on the protected server or another LAN host.

Running the installation package file from the command line with the necessary installation settings

If the installation package file is started without command-line options, Kaspersky Security 10.1 for Windows Server
will be installed with the default settings. Kaspersky Security 10.1 for Windows Server options can be used to
modify the installation settings.

Kaspersky Security 10.1 Console can be installed on the protected server and / or administrator's workstation.

Sample commands for the installation of Kaspersky Security 10.1 for Windows Server and Kaspersky Security 10.1
Console can be found in the section "Installing and Uninstalling Kaspersky Security 10.1 for Windows Server from
the command line (see Section "Installing and uninstalling the application from the command line" on page 64)".

Centralized installation via the Kaspersky Security Center

If the Kaspersky Security Center is used in your network for managing networked computers' anti-virus protection,
Kaspersky Security 10.1 for Windows Server can be installed on multiple servers by using the Kaspersky Security
Center remote installation task.

The servers on which you wish to install Kaspersky Security 10.1 for Windows Server via Kaspersky Security
Center (see Section "Installing and uninstalling the application using Kaspersky Security Center” on page 69) may
either be located in the same domain as the Kaspersky Security Center as well as in a different domain, or not
belong to any one domain at all.

Centralized installation using Active Directory group policies

Active Directory group policies can be used to install Kaspersky Security 10.1 for Windows Server on the protected
server. The Kaspersky Security 10.1 Console can be installed on the protected server or administrator's
workstation.

Kaspersky Security 10.1 for Windows Server can be installed using just the recommended installation settings.

The servers on which Kaspersky Security 10.1 for Windows Server is installed using Active Directory group policies
(see Section "Installing and uninstalling via Active Directory group policies" on page 74) must be located in the
same domain and in the same organizational unit. Installation is performed at computer startup before logging in to
Microsoft Windows.
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Installing and uninstalling the application using a wizard

This section contains description of the Kaspersky Security 10.1 for Windows Server and the Kaspersky Security
10.1 Console installation and uninstallation processes by means of installation wizard, as well as information about
additional Kaspersky Security 10.1 for Windows Server configuration and actions to be performed upon installation.

In this section

INstalling USING the SETUP WIZAIT ......oouiiiiiiiiie et et e e st et e e st e e e e s bb e e e e sbneeeeabneeeeane 52
Modifying set of components and recovering Kaspersky Security 10.1 for Windows Server .........cccccceeeevvecivvnnnen. 61
Uninstalling using the SELUP WIZAI ........cooiuiiiiiiiiiee ettt et e e st e e s sbb e e e sbae e e e abreeeeanes 63

Installing using the Setup Wizard

The following sections contain information about the installation of Kaspersky Security 10.1 for Windows Server
and the Kaspersky Security 10.1 Console.

3 To install and proceed with using Kaspersky Security 10.1 for Windows Server, take the following
steps:

1. Install Kaspersky Security 10.1 for Windows Server on a protected server.

2. Install Kaspersky Security 10.1 Console on the computers from which you intend to manage Kaspersky
Security 10.1 for Windows Server.

3. If the Kaspersky Security 10.1 Console has been installed on any computer in the network, other than
protected server, perform the additional adjustment to allow console users to manage Kaspersky Security
10.1 for Windows Server remotely.

4. Perform actions after Kaspersky Security 10.1 for Windows Server installation.

In this section

Kaspersky Security 10.1 for Windows Server iNStallation ..................ueveviiieiiieiieieiiireeseeeeeseseseeserssererererere——. 52
Kaspersky Security 10.1 CoNS0IE INSTAIALION..........uuiiiieiiiiiiiiieieieieieieereeeeeeeeeeeeeeeraeeseeaaeseseeeearesererererarrrererrrerernrrrar. 55
Advanced settings after installation of Kaspersky Security 10.1 Console on another computer .............cccvvvveeees 56
Actions to perform after Kaspersky Security 10.1 for Windows Server installation............ccccccooiiiiiienniiinen. 59

Kaspersky Security 10.1 for Windows Server installation

Before installing Kaspersky Security 10.1 for Windows Server, take the following steps:

1 Make sure no other anti-virus programs are installed on the server. You can install Kaspersky Security 10.1
for Windows Server without removing Kaspersky Anti-Virus 8.0 for Windows Servers Enterprise Edition or
Kaspersky Security 10 for Windows Server.

1 Make sure that the account which you are using to start the Setup Wizard is registered in the administrators
group on the protected server.
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After completing the actions described above, proceed with the installation procedure. Following the Setup Wizard
instructions, specify the settings for Kaspersky Security 10.1 for Windows Server installation. The Kaspersky
Security 10.1 for Windows Server installation process can be stopped at any step of the Setup Wizard. To do so,
press the Cancel button in the Setup Wizard's window.

You can read more about the installation (uninstallation) settings (see Section "Installation and uninstallation
settings and command-line options for Windows Installer service" on page 43).

3 Toinstall Kaspersky Security 10.1 for Windows Server using an installation wizard:

1.
2.

Start the welcome file setup.exe on the server.

In the window that opens, in the Installation section, click the Install Kaspersky Security 10.1 for
Windows Server link.

In the welcome screen of the Kaspersky Security 10.1 for Windows Server Setup Wizard, click the Next
button.

The EULA and Privacy Policy window opens.
Review the terms of License Agreement and Privacy Policy.

If you agree with the terms and conditions of EULA and Privacy Policy, select the check boxes the terms
and conditions of this EULA and Privacy Policy describing the handling of data in order to proceed
with the installation.

If you do not accept EULA and/or Privacy Policy the installation will be aborted.

Click the Next button.

If the server has any compatible version of the application installed, the Previous version of the
application detected window will open.

If previous versions of the application are not detected, proceed to step 8 of these instructions.

To upgrade from the previous version of the application, click the Install button. The Setup Wizard will
upgrade application to Kaspersky Security 10.1 for Windows Server and save compatible settings in the
new version. On the upgrade completion, wizard will open the Complete installation window (proceed to
the Step 15 of these instructions).

The Quick scan of the computer before installation window opens.

In the Quick scan of the computer before installation, check the box Scan computer for viruses to
scan system memory and boot sectors of the local server drives for threats. Press the Next button. On
completion of the scanning procedure the wizard will open a window reporting the scan results.

This window displays information about scanned server objects: the total number of scanned objects, the
number of threat types detected, the number of infected or probably infected objects detected, the number
of dangerous or suspicious processes removed from memory by Kaspersky Security 10.1 for Windows
Server, and the number of dangerous or suspicious processes that the application was unable to remove.

To see exactly which objects were scanned, press the List of processed objects button.
Click the Next button in the Quick scan of the computer before installation window.

The Custom installation window opens.

10. Select the components to be installed.
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By default, all Kaspersky Security 10.1 for Windows Server components are included in recommended
installation set, except the Firewall management and Script Monitoring components.

The SNMP protocol support component of Kaspersky Security 10.1 for Windows Server will only
appear in the list of components suggested for installation if the Microsoft Windows SNMP service is
installed on the server.

11. To cancel all changes, press the Reset button in the Custom installation window. Click the Next button.
12. In the Select destination folder window:
1 If required, specify a folder to which Kaspersky Security 10.1 for Windows Server files will be copied.
1 If required, review the information about available space on local drives by clicking the Disk button.
Click the Next button.
13. In the Advanced installation settings window, configure the following installation settings:
1 Enable real-time protection after installation of application.
1 Add Microsoft recommended files to exclusions list.
1 Add Kaspersky Lab recommended files to exclusions list.
Click the Next button.
14. In the opened Import settings from configuration file window:

a. Specify the configuration file to import Kaspersky Security 10.1 for Windows Server settings from an
existing configuration file created in any compatible previous version of the application.

b. Press the Next button.
15. In the Activation of the application window, do one of the following:

1 If you want to activate the application, specify a Kaspersky Security 10.1 for Windows Server key file
for application activation.

1 If you want to activate the application later, press the Next button.

1 If akey file has been saved beforehand in the \server folder of the distribution kit, the name of this file
will be displayed in the Key field.

I To add the key using a key file stored in another folder, specify the key file.

You cannot activate the application using an activation code via Setup Wizard. If you want to
activate the application using activation code, you need to enter the code after installation.

Once the key file is added, license information will be shown in the window. Kaspersky Security 10.1
for Windows Server displays the calculated date of license expiry. The license term runs from the time
when you add a key and expires no later than the key file expiration date.

Click Next button to apply the key in the application.

16. In the Ready to install window, press the Install button. The wizard will start the installation of Kaspersky
Security 10.1 for Windows Server components.

17. The Installation complete window opens when installation is completed.
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18. Select the View Release Notes check box to view information about the release after the Setup Wizard is
done.

19. Click OK.

The Setup Wizard's window closes. Once installation is completed, Kaspersky Security 10.1 for Windows
Server is ready for use if you have added the activation key.

Kaspersky Security 10.1 Console installation

Follow the instructions of the Setup Wizard to adjust the installation settings for Kaspersky Security 10.1 Console.
The installation process can be stopped at any step of the wizard. To do so, press the Cancel button in the wizard
window.

3 To install Kaspersky Security 10.1 Console, take the following steps:
1. Make sure that the account from which you are running the Setup Wizard is included in the administrators
group on the computer.
2. Run the setup.exe welcome file on the computer.
The welcome window opens.
3. Click on the Install Kaspersky Security 10.1 Console link.

The Setup Wizard's welcome window opens. Click the Next button.

4. Review the terms of the End User License Agreement and Privacy Policy in the opened window, and select
the terms and conditions of this EULA and Privacy Policy describing the handling of data in order to
proceed with the installation. Click the Next button.

5. Inthe Advanced installation settings window:

1 If you intend to use the Kaspersky Security 10.1 Console to manage Kaspersky Security 10.1 for
Windows Server installed on a remote computer, select the Allow remote access check box.

1 Toopen the Custom installation window and select components:
a. Click the Advanced button.
The Custom installation window opens.
b. Select the components of "Administration Tools" set from a list.
By default, all the components are installed.

c. Click the Next button.

You can find more detailed information about Kaspersky Security 10.1 for Windows Server
components (see Section "Kaspersky Security 10.1 for Windows Server software components and
their codes for Windows Installer service" on page 34).

6. Inthe Select destination folder window:
a. |If required, specify a different folder in which the files being installed should be saved.
b. Click the Next button.

7. Inthe Ready to install window, press the Install button.

The wizard will begin installing the selected components.
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8. Click OK.

The Setup Wizard's window closes. Kaspersky Security 10.1 Console will be installed on a protected server.

If the "Administration tools" set has been installed on any computer in the network, other than protected server,
adjust the advanced settings (see Section "Advanced settings after installation of Kaspersky Security 10.1 Console
on another computer" on page 56).

Advanced settings after installation of Kaspersky Security 10.1 Console on another
computer

If the Kaspersky Security 10.1 Console has been installed on any computer in the network, other than protected
server, perform the actions described below to allow users to manage Kaspersky Security 10.1 for Windows Server
remotely:

1 Add Kaspersky Security 10.1 for Windows Server users to the KAVWSEE Administrators group on the
protected server.

1 Allow network connections for Kaspersky Security Management Service (kavfsgt.exe), if the protected
server uses Windows Firewall or a third-party firewall.

1 If Allow remote access check box is not selected during Kaspersky Security 10.1 Console installation on a
computer under Microsoft Windows, you should manually allow network connections for Kaspersky
Security 10.1 Console via computer's firewall.

In this section

About access permissions for the Kaspersky Security Management SEIVICE ...........uuvevevieeeeeeeeeeeeeieieieieeeeenenennnnnns 56
Allowing network connections for Kaspersky Security 10.1 CONSOIE .......cuuviiiiiiieiiiiieee e 57
Enabling network connections for the Kaspersky Security Management SErviCe ..........cccocveeeiiiiieeeiiiieeeinieee e 58

About access permissions for the Kaspersky Security Management Service

You can review the list of Kaspersky Security 10.1 for Windows Server services.

During installation, Kaspersky Security 10.1 for Windows Server registers Kaspersky Security 10.1 for Windows
Server Management Service (KAVFSGT). To manage the application via Kaspersky Security 10.1 Console
installed on a different computer, the account whose permissions are used to connect to Kaspersky Security 10.1
for Windows Server must have full access to Kaspersky Security 10.1 for Windows Server Management Service on
the protected server.

By default, access to the Kaspersky Security Management Service is granted to users of the Administrators group
on the protected server and users of the KAVWSEE Administrators group created on the protected server during
Kaspersky Security 10.1 for Windows Server installation.

You can manage Kaspersky Security Management Service only via the Microsoft Windows Services snap-in.
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You cannot allow or block user access to Kaspersky Security 10.1 for Windows Server Management Service
by configuring Kaspersky Security 10.1 for Windows Server.

You can connect to Kaspersky Security 10.1 for Windows Server from a local account if an account with the
same name and password is registered on the protected server.

Allowing network connections for Kaspersky Security 10.1 Console

The names of settings may vary under different Windows operating systems.

Kaspersky Security 10.1 Console on the remote computer uses DCOM protocol to receive information about
Kaspersky Security 10.1 for Windows Server events (such as objects scanned, tasks completed, etc.) from the
Kaspersky Security 10.1 for Windows Server management service on the protected server. You need to allow
network connections for Kaspersky Security 10.1 Console in the Windows firewall settings in order to establish
connections between Kaspersky Security 10.1 Console and the Kaspersky Security 10.1 for Windows Server
management service.

Do the following:

1 Make sure that anonymous remote access to COM applications is allowed (but not remote start and
activation of COM applications).

1 Inthe Windows firewall open TCP port 135 and allow network connections for the executable file of the
Kaspersky Security 10.1 for Windows Server remote management process, kavfsrcn.exe.

The client computer on which Kaspersky Security 10.1 Console is installed uses port TCP 135 to access
the protected server and to receive a response.

If Kaspersky Security 10.1 Console was opened while you were configuring the connection between the
protected server and the server on which the Console is installed, close Kaspersky Security 10.1 Console,
wait till the Kaspersky Security 10.1 for Windows Server remote management process kavfsrcn.exe is
finished, and restart the Console. The new connection settings are applied.

3 To allow anonymous remote access to COM applications, take the following steps:

On the server with Kaspersky Security 10.1 Console installed, open the Component Services console.
Select Start > Run.

Enter the command dcomcnfg .

Click OK.

Expand the Computers node in the Component Services console on your server.

o g &~ w DN

Open the context menu on the My Computer node.
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7. Select Properties.

8. Onthe COM Security tab of the Properties window, click the Edit limits button in the Access
permissions group of settings.

9. Make sure that the Allow Remote Access check box is selected for the ANONYMOUS LOGON user in
the Allow Remote Access window.

10. Click OK.

3 To open TCP port 135 in the Windows Firewall and to allow network connections for the Kaspersky
Security 10.1 for Windows Server remote management process executable file:

1. Close Kaspersky Security 10.1 Console on the remote computer.
2. Perform one of the following steps:
1 In Microsoft Windows XP or Microsoft Windows Vista:
a. In Microsoft Windows XP SP2 or later, select Start > Windows Firewall.

In Microsoft Windows Vista, select Start > Control Panel > Windows Firewall and in the
Windows Firewall window select the command Change settings.

b. Inthe Windows Firewall window (or Windows Firewall settings) click the Add port button on the
Exclusions tab.

c. Inthe Name field specify the part name RPC (TCP/135) or enter another name, for example
Kaspersky Security 10.1 for Windows Server DCOM, and specify port number (135) in the Port

name field.
d. Select TCP protocaol.
e. Click OK.

f. Click the Add button on the Exclusions tab.
1 In Microsoft Windows 7 or later:

a. Select Start > Control panel > Windows Firewall. In the Windows Firewall window select Allow
a program or feature through Windows Firewall.

b. Inthe Allow programs to communicate through Windows Firewall window click the Allow
another program... button.

3. Specify the kavfsrcn.exe file in the Add Program window. This is located in the folder specified as a
destination folder during the installation of Kaspersky Security 10.1 Console using MMC.

4. Click OK.

Click the OK button in the Windows Firewall (Windows Firewall settings) window.

Enabling network connections for the Kaspersky Security Management Service

The names of settings may vary under different Windows operating systems.

To establish a connection between Kaspersky Security 10.1 Console and the Kaspersky Security Management
Service, you need to allow network connections for the service through the firewall on the protected server.
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Network connections have to be configured if Kaspersky Security runs under Microsoft Windows Server 2003
/2008 / 2012 / 2012 R2.

3 To allow network connections for the Kaspersky Security Management Service:
1. On a protected server running Windows Server, select Start > Control Panel > Security > Windows
Firewall.
2. Inthe Windows Firewall settings window, select the Change settings command.

3. Inthe list of predefined exclusions on the Exclusions tab check the flags: COM + Network access,
Windows Management Instrumentation (WMI) and Remote Administration.

4. Click the Add Program button.

Specify the kavfsgt.exe file in the Add Program dialog window. This is located in the folder specified as a
destination folder during the installation of Kaspersky Security 10.1 for Windows Server using MMC.

6. Click OK.
7. Press the OK button in the Windows Firewall settings dialog window.

Network connections for the Kaspersky Security Management Service are now enabled.

Actions to perform after Kaspersky Security 10.1 for Windows Server installation

Kaspersky Security 10.1 for Windows Server starts the protection and scan tasks immediately after installation if
you have activated the application. If Enable real-time protection after installation of application (default
option) was selected during installation of Kaspersky Security 10.1 for Windows Server, Kaspersky Security 10.1
for Windows Server scans server's file system objects when they are accessed.If the Script monitoring component
was installed during custom installation, Kaspersky Security scans the program code of all scripts when they are
run. Kaspersky Security 10.1 for Windows Server will run the Critical Areas Scan task every Friday at 20:00.

We recommend taking the following steps after installing Kaspersky Security 10.1 for Windows Server:

1 Start Kaspersky Security 10.1 for Windows Server databases update task. After installation Kaspersky
Security 10.1 for Windows Server will scan objects using the database included in the application
distribution kit.

We recommend updating Kaspersky Security 10.1 for Windows Server databases immediately since
they may be out of date.

The application will then update the databases every hour according to the default schedule configured in
the task.

1 Run a Critical Areas Scan on the server if no anti-virus software with real-time file protection was installed
on the protected server before installing Kaspersky Security 10.1 for Windows Server.

1 Configure administrator notifications about Kaspersky Security 10.1 for Windows Server events.
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Starting and configuring Kaspersky Security 10.1 for Windows Server databases update task
3 To update the application database after installation, do the following:
1. Inthe Database Update task settings, configure a connection with an update source i Kaspersky Lab

HTTP or FTP update servers.
2. Start the Database Update task.

3 To configure the connection with the Kaspersky Lab's update servers, in the Database Update task:

1. Start the Kaspersky Security 10.1 Console in one of the following ways:

1 Open Kaspersky Security 10.1 Console on the protected server. To do this, choose Start > Programs
> Kaspersky Security 10.1 for Windows Server > Administration Tools > Kaspersky Security
10.1 Console.

1 If Kaspersky Security 10.1 Console has been started not on a protected server, connect to the
protected server:

a. Open the context menu of the Kaspersky Security node in the Kaspersky Security 10.1 Console
tree.

b. Selectthe Connect to another computer item.

c. Inthe Select computer window, select Other computer and in the text field indicate the network
name of the protected server.

If the account you used to sign in to Microsoft Windows does not have access permissions for the
Kaspersky Security Management Service (see Section "About access permissions for the
Kaspersky Security Management Service" on page 56), indicate an account with the required
permissions.

Kaspersky Security 10.1 Console window opens.
2. Inthe Kaspersky Security 10.1 Console tree, expand the Update node.
3. Select the Database Update subnode.
4. Click the Properties link in the details pane.
5. Inthe Task settings window that opens, open the Connection settings tab.
6. Do the following:

a. If Web Proxy Auto-Discovery Protocol (WPAD) is not configured on your network to detect proxy server
settings automatically in the LAN, specify the proxy server settings: in the Proxy server settings
section, select the Use specified proxy server settings check box, enter the address in the Address
field, and enter the port number for the proxy server in the Port field.
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b. If your network requires authentication when accessing the proxy server, select the necessary
authentication method in the drop-down list of the Proxy server authentication settings section:

1 Use NTLM authentication, if the proxy server supports the built-in Microsoft Windows NTLM
authentication. Kaspersky Security 10.1 for Windows Server will use the user account specified in
the task settings to access the proxy server (by default the task will run under the Local system
(SYSTEM) user account).

1 Use NTLM authentication with name and password, if the proxy server supports the built-in
Microsoft Windows NTLM authentication. Kaspersky Security 10.1 for Windows Server will use the
account specified for accessing the proxy server. Enter a user name and password or select a user
from the list.

1 Useuser name and password, to select basic authentication. Enter a user name and password
or select a user from the list.

7. Click OK in the Task settings window.

The settings for connecting with the update source in the Database Update task will be saved.

3 To run the Database Update task:

1. Inthe Kaspersky Security 10.1 Console tree, expand the Update node.
2. Inthe context menu on the Database Update subnode, select the Start item.
The Database Update task starts.

After the task has successfully completed, you can view the release date of the latest database updates
installed in the details pane of the Kaspersky Security node.

Critical Areas Scan

After you have updated the Kaspersky Security 10.1 for Windows Server databases, scan the server for malware
using the Critical Areas Scan task.

3 To run the Critical Areas Scan task, take the following steps:

1. Expand the On-Demand Scan node in the Kaspersky Security 10.1 Console tree.
2. In the context menu of the Critical Areas Scan subnode, select the Start command.

The task starts; the task status Running is displayed in the workspace.
3 To view the task log,

in the details pane of the Critical areas scan node, click the Open log link.

Modifying set of components and recovering Kaspersky Security 10.1
for Windows Server

Kaspersky Security 10.1 for Windows Server components can be added or removed. You need to stop the
Real-Time File Protection task before you can remove the Real-Time File Protection component. In other
circumstances there is no need to stop the Real-Time File Protection task or Kaspersky Security Service.
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If the application management access is password protected, Kaspersky Security 10.1 for Windows Server
requests password when you attempt to delete or modify the set of components on the additional step in
Setup Wizard.

3 To modify the set of Kaspersky Security 10.1 for Windows Server components:
1. Inthe Start menu, select All programs > Kaspersky Security 10.1 for Windows Server > Modify or
Remove.
The Setup Wizard's Modify, repair or remove window opens.
2. Select Modify set of components. Click the Next button.
The Custom installation window opens.

3. Inthe Custom installation window, in the list of available components, select the components that you
want to add to Kaspersky Security 10.1 for Windows Server or that you want to remove. To do this, perform
the following actions:

1 To change the set of components, click the button next to the name of the selected component, and in
the context menu select:

1 Component will be installed on local hard drive, if you want to install one component;

1 Component and its subcomponents will be installed on local hard drive, if you want to install
a group of components.

I Toremove previously installed components, click the button next to the name of the selected
component, and in the context menu select Component will be unavailable.

Click the Install button.

4. Inthe Ready to install window, confirm the change to the set of software components by clicking the
Install button.

5. In the window that opens when installation is complete, click the OK button.

The set of Kaspersky Security 10.1 for Windows Server components will be modified based on the specified
settings.

If problems occur in the operation of Kaspersky Security 10.1 for Windows Server (Kaspersky Security 10.1 for
Windows Server crashes; tasks crash or do not start), it is possible to attempt to restore the Kaspersky Security
10.1 for Windows Server. You can perform a restore while saving the current settings of Kaspersky Security 10.1
for Windows Server, or you can select an option to reset all Kaspersky Security 10.1 for Windows Server settings to
their default values.

3 Torecover Kaspersky Security 10.1 for Windows Server after the application or a task crashes, take
the following steps:

1. Inthe Start menu, select All programs > Kaspersky Security 10.1 for Windows Server > Modify or
Remove.
The Setup Wizard's Modify, repair or remove window opens.

2. Select Repair installed components. Click the Next button.
This opens the Repair installed components window.

3. Inthe Repair installed components window, select the Restore recommended application settings

Installing and removing the application
62



KASPER{KY3

check box if you want to reset the configured application settings and restore Kaspersky Security 10.1 for
Windows Server with its default settings. Click the Install button.

4. Inthe Ready to repair window, confirm the repair operation by clicking the Install button.
5. In the window that opens upon completion of the repair operation, click the OK button.

Kaspersky Security 10.1 for Windows Server will be restored based on the specified settings.

Uninstalling using the Setup Wizard

This section contains instructions on removing Kaspersky Security 10.1 for Windows Server and the Kaspersky
Security 10.1 Console from a protected server using the Setup Wizard.

In this section
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Kaspersky Security 10.1 for Windows Server uninstallation

The names of settings may vary under different Windows operating systems.

Kaspersky Security 10.1 for Windows Server can be uninstalled from the protected server using the Setup /
Uninstallation Wizard.

After Kaspersky Security 10.1 for Windows Server uninstallation from a protected server a reboot may be required.
Rebooting can be postponed.

Uninstallation, recovery and installation of the application via the Windows control panel is not available, if the
operating system uses the UAC feature (User Account Control) or the access to the application is
password-protected.

If the application management access is password protected, Kaspersky Security 10.1 for Windows Server
requests password when you attempt to delete or modify the set of components on the additional step in
Setup Wizard.

3 To uninstall Kaspersky Security 10.1 for Windows Server:

1. Inthe Start menu, select All programs > Kaspersky Security 10.1 for Windows Server > Modify or
Remove.

The Setup Wizard's Modify, repair or remove window opens.
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2. Select Remove software components. Click the Next button.
The Advanced uninstallation settings window opens.
3. If necessary, in the Advanced uninstallation settings window:

a. Select the Export Quarantine objects check box in order for Kaspersky Security 10.1 for Windows
Server to export objects that have been quarantined. The check box is cleared by default.

b. Check the Export Backup objects checkbox, in order to export objects from Kaspersky Security 10.1
for Windows Server Quarantine. The check box is cleared by default.

c. Click the Save to button and select the folder to which you want to export the objects being restored.
By default, the objects will be exported to %ProgramData%\Kaspersky Lab\Kaspersky Security 10.1 for
Windows Server\Uninstall.

Click the Next button.
4. Inthe Ready to uninstall window, confirm the uninstallation by clicking the Uninstall button.
5. In the window that opens upon completion of uninstallation, click the OK button.

Kaspersky Security 10.1 for Windows Server will be uninstalled from a protected server.

Kaspersky Security 10.1 Console uninstallation

The names of settings may vary under different Windows operating systems.

You can uninstall Kaspersky Security 10.1 Console from the server using the Setup / Uninstallation Wizard.

After you have uninstalled Kaspersky Security 10.1 Console, you do not need to restart the server.

3 To uninstall Kaspersky Security 10.1 Console:

1. Inthe Start menu, select All programs > Kaspersky Security 10.1 for Windows Server >
Administration tools > Modify or Remove.

2. The wizard's Modify, repair or remove window opens.
Select Remove software components and click the Next button.

3. The Ready to uninstall window opens. Click the Remove button.
The Uninstallation complete window opens.

4. Click OK.

Removal is now complete, and the Setup Wizard closes.

Installing and uninstalling the application from the
command line

This section describes the particulars of installing and uninstalling Kaspersky Security 10.1 for Windows Server
from the command line and contains examples of commands to install and uninstall Kaspersky Security 10.1 for
Windows Server from the command line, and examples of commands to add and remove Kaspersky Security 10.1
for Windows Server components from the command line.
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About installing and uninstalling Kaspersky Security 10.1 for Windows
Server from command line

Kaspersky Security 10.1 for Windows Server can be installed or uninstalled, and its components added or
removed, by running the \server\ks4dws_x86(x64).msi installation package files from the command line after the
installation settings have been specified using keys.

The "Administration Tools" set can be installed on the protected server or on another computer on the network to
work with Kaspersky Security 10.1 Console locally or remotely. To do this, use the \client\ks4wstools.msi
installation package.

Perform the installation using the rights of an account included in the administrators group on the server
where the application is installed.

If one of the \server\ks4ws_x86(x64).msi files is run on the protected server without additional keys, Kaspersky
Security 10.1 for Windows Server will be installed with the recommended installation settings.

The set of components to be installed can be assigned using the ADDLOCAL command-line option by listing the
codes for the selected components or sets of components.

Example commands for installing Kaspersky Security 10.1 for Windows
Server

This section provides examples of commands used to install Kaspersky Security 10.1 for Windows Server.

On servers running a 32-bit version of Microsoft Windows, run the files with the x86 suffix in the distribution Kit.
On servers running a 64-bit version of Microsoft Windows, run the files with the x64 suffix in the distribution kit.

Detailed information about the use of Windows Installer's standard commands and command-line options is
provided in the documentation supplied by Microsoft.
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Examples for Kaspersky Security 10.1 for Windows Server installation from file setup.exe

3 Toinstall Kaspersky Security 10.1 for Windows Server with the recommended installation settings in
the mode without interaction with the user, run the following command:

\server\setup.exe /s/p EULA=1 PRIVACYPOLICY=1
3 Toinstall Kaspersky Security 10.1 for Windows Server with the following settings:

1 install Real-Time File Protection and On-Demand Scan components only;
1 do not run Real-Time Protection when starting Kaspersky Security 10.1 for Windows Server;
1 do not exclude from the scan files that Microsoft Corporation recommends to exclude;

perform the following command:

\ server \ setup.exe /p "ADDLOCAL=0Oas RUNRTP=0 ADDMSEXCLUSION=0"
Examples of commands used for installation: running the .msi file of an installation package

3 Toinstall Kaspersky Security 10.1 for Windows Server with the recommended installation settings in
the mode without interaction with the user, run the following command:

msiexec /i ksdws.msi /qn EULA=1 PRIVACYPOLICY=1

3 Toinstall Kaspersky Security 10.1 for Windows Server with the recommended installation settings;
display the installation interface, run the following command:

msiexec /i ks4ws.msi /gf EULA=1 PRIVACYPOLICY=1

3 Inorder to install Kaspersky Security 10.1 for Windows Server with activation using the key file
C:\0000000A .key:

msiexec /i ksdws.msi LICENSEKEYPATH=C: \ 0000000A .key /gn EULA=1
PRIVACYPOLICY=1

3 Toinstall Kaspersky Security 10.1 for Windows Server with a preliminary scan of active processes
and boot sectors of the local disks, run the following command:

msiexec /i ksdws.msi PRESCAN=1 /gn EULA=1 PRIVACYPOLICY=1

3 Toinstall Kaspersky Security 10.1 for Windows Server while saving its files in the destination folder
C:\WSEE, execute the following command:

msiexec /i ksdws.msi INSTALLDIR=C: \ WSEE /gn EULA=1 PRIVACYPOLICY=1

3 Toinstall Kaspersky Security 10.1 for Windows Server: save the installation log file with name
ks4ws.log in the folder in which the msi file of the Kaspersky Security 10.1 for Windows Server
installation package is stored, and execute the following command:

msiexec /i ksdws.msi /I*v ks4ws.log /qgn EULA=1 PRIVACYPOLICY=1
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3 Toinstall Kaspersky Security 10.1 Console, run the following command:

msiexec /i ks4wstools.msi /gn EULA=1 PRIVACYPOLICY=1

3 Toinstall Kaspersky Security 10.1 for Windows Server with activation using the key file
C:\0000000A key; configure Kaspersky Security 10.1 for Windows Server according to the settings
described in the configuration file C:\settings.xml, and execute the following command:

msiexec /i ksdws.msi LICENSEKEYPATH=C: \ 0000000A key
CONFIGPATH=C!\ settings.xml /gn EULA=1 PRIVACYPOLICY=1

Actions to perform after Kaspersky Security 10.1 for Windows Server
installation

Kaspersky Security 10.1 for Windows Server starts the protection and scan tasks immediately after installation if
you have activated the application. If you selected Enable real-time protection after installation of application
during installation of Kaspersky Security 10.1 for Windows Server, Kaspersky Security 10.1 for Windows Server
scans server file system objects when they are accessed.If the Script monitoring component was installed during
custom installation, Kaspersky Security 10.1 for Windows Server scans the program code of all scripts when they
are run. Kaspersky Security 10.1 for Windows Server will run the Critical Areas Scan task every Friday at 8 p.m.

We recommend taking the following steps after installing Kaspersky Security 10.1 for Windows Server:

1 Start Kaspersky Security 10.1 for Windows Server databases update task. After installation Kaspersky
Security 10.1 for Windows Server will scan objects using the database included in its distribution kit. We
recommend updating Kaspersky Security 10.1 for Windows Server database immediately. To do so, you
must run the Database Update task. The database will then be updated every hour according to the default
schedule.

For example, you can run the Database Update task by running the following command:

KAVSHELL UPDATE /KL /PROXY:proxy.company.com:8080 /AUTHTYPE:1 /PROXYUSER:inetuser
/IPROXYPWD:123456

In this case, updates of Kaspersky Security 10.1 for Windows Server databases are downloaded from
Kaspersky Lab update servers. Connection to an update source is established via a proxy server (proxy
server address: proxy.company.com, port: 8080) using built-in Windows NTLM authentication to access the
server under an account (username: inetuser; password: 123456).

1 Run a Critical Areas scan of the computer if no anti-virus software with real-time file protection was
installed on the protected server before installing Kaspersky Security 10.1 for Windows Server.

3 To start the Critical Areas Scan task using the command line:

KAVSHELL SCANCRITICAL /W:scancritical.log
This command saves the task log in a file named scancritical.log contained in the current folder.

1 Configure administrator notifications about Kaspersky Security 10.1 for Windows Server events.
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Adding / removing components. Sample commands

The On-Demand Scan component is installed automatically. You do not need to specify it in the list of ADDLOCAL
key values by adding or deleting Kaspersky Security 10.1 for Windows Server components.

3

To add the Applications Launch Control component to already installed components, run the
following command:

msiexec /i ks4ws.msi ADDLOCAL=0as,AppCtrl /gn EULA=1 PRIVACYPOLICY=1
or

\ server \ setup.exe /s /p "ADDLOCAL=0as,AppCtrl EULA=1 PRIVACYPOLICY=1"

If you enumerate the components you want to install along with the already installed components, Kaspersky
Security 10.1 for Windows Server will reinstall the existing components.

3

To remove the installed components run the following command:

msiexec /i ks4ws.msi REMOVE=AppCitrl,WiFiControl /gn EULA=1 PRIVACYPOLICY=1

Kaspersky Security 10.1 for Windows Server uninstallation. Sample
commands

3

To uninstall Kaspersky Security 10.1 for Windows Server from the protected server, run the following
command:

msiexec /x ks4ws .msi /gn EULA=1 PRIVACYPOLICY=1

To uninstall Kaspersky Security 10.1 Console, run the following command:

msiexec /x ks4wstools.msi /qn EULA=1 PRIVACYPOLICY=1

or

1 For 32-bit operating systems:
msiexec /x {232497F6 - 6572 - 4934 - ABAF- 24986952598B} /gn

1 For 64-bit operating systems:
msiexec /x {F96C7F1F - 9B03- 480D- A8F3- 19D43CA89090} /gn

To uninstall Kaspersky Security 10.1 for Windows Server from a protected server on which password
protection is enabled, perform the following command:
1 For 32-bit operating systems:

msiexec /x {DDL532 DD 387B- 43C5- 8968 - 7E8130 CABASE} UNLOCKPASSWORDP**/ gn

1 For 64-bit operating systems:
msiexec [/ x {D025308 B- AA7TE- 42D6- 8058 - B2B79A3D71F5} UNLOCKPASSWORP**/ gn
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3 To uninstall Kaspersky Security 10.1 for Windows Server plug-in from a protected server on which
password protection is enabled, perform the following command:

msiexec.exe/x{DA15CF4A - 75FF- 4C92- AFC2 0A16DC645D2E}UNLOCK_PASSWORD=***
/gn
Return codes

The below table contains a list of command-line return codes.

Table 13. Return codes

Code Description
1324 The destination folder name contains invalid characters.
25001 Insufficient rights to install Kaspersky Security 10.1 for Windows Server. To install the

application, start the installation wizard with local administrator rights.

25003 Kaspersky Security 10.1 for Windows Server cannot be installed on computers running this
version of Microsoft Windows. Please start the installation wizard for 64-bit versions of
Microsoft Windows.

25004 Incompatible software detected. To continue the installation, uninstall the following software:
<list of incompatible software>.

25010 The indicated path cannot be used to save quarantined objects.

25011 The name of the folder for saving quarantined objects contains invalid characters.

26251 Unable to download the Performance Counters DLL.

26252 Unable to download the Performance Counters DLL.

27300 The driver cannot be installed.

27301 The driver cannot be uninstalled.

27302 The network component cannot be installed. Maximum supported number of filtered devices

reached.
27303 Anti-virus databases not found.

Installing and uninstalling the application using Kaspersky
Security Center
This section contains general information about installing Kaspersky Security 10.1 for Windows Server via

Kaspersky Security Center. It also describes how to install and uninstall Kaspersky Security 10.1 for Windows
Server via Kaspersky Security Center and actions after installing Kaspersky Security 10.1 for Windows Server.
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General information about installing via Kaspersky Security Center

You can install Kaspersky Security 10.1 for Windows Server via Kaspersky Security Center using the remote
installation task.

After the remote installation task is complete, Kaspersky Security 10.1 for Windows Server will be installed with
identical settings on several servers.

All servers can be combined in a single administration group and a group task created to perform Kaspersky
Security 10.1 for Windows Server installation on the servers of this group.

You can create a task to remotely install Kaspersky Security 10.1 for Windows Server on a set of servers that are
not in the same administration group. When creating this task you must generate a list of the individual servers on
which Kaspersky Security 10.1 for Windows Server should be installed.

Detailed information on the remote installation task is provided in the Kaspersky Security Center Help.

Rights to install or uninstall Kaspersky Security 10.1 for Windows
Server

The account specified in the remote installation (removal) task must be included in the administrators group on
each of the protected servers in all cases except those described below:

1 If the Kaspersky Security Center Network Agent is already installed on computers on which Kaspersky
Security 10.1 for Windows Server is to be installed (no matter in which domain the computers are located
and whether they belong to any domain).

If the Network Agent is not yet installed on the servers, you can install it with Kaspersky Security 10.1
for Windows Server using a remote installation task. Before installing the Network Agent, make sure
that the account that you want to specify in the task is included in the administrators group on each of
the servers.

1 All computers on which you want to install Kaspersky Security 10.1 for Windows Server are in the same
domain as the Administration Server, and the Administration Server is registered under the Domain Admin
account (if this account has local administrator's rights on the computers within the domain).
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By default, when using the Forced installation method, the remote installation task is run from the account from
which the Administration Server runs.

When working with group tasks or with tasks for sets of computers in the forced installation (uninstallation) mode,
an account should have the following rights on a client computer:

1 Right to execute applications remotely.
1 Rights to the Admin$ resource.

1 The Log on as a service right.

Kaspersky Security 10.1 for Windows Server installation procedure via
Kaspersky Security Center

Detailed information about generating an installation package and creating a remote installation task is
provided in the Kaspersky Security Center Implementation Guide.

If you intend to manage Kaspersky Security 10.1 for Windows Server via Kaspersky Security Center in the future,
make sure that the following conditions are met:

1 The server where the Kaspersky Security Center Administration Server is installed also has the Kaspersky
Security 10.1 for Windows Server Administration Plug-in installed (\server\kicfginst.exe file in the Kaspersky
Security 10.1 for Windows Server distribution Kit).

1 Kaspersky Security Center Network Agent is installed on protected servers. If Kaspersky Security Center
Network Agent is not installed on the protected servers, you can install it together with Kaspersky Security
10.1 for Windows Server using a remote installation task.

Servers can also be combined into an administration group beforehand in order to later manage the protection
settings using Kaspersky Security Center policies and group tasks.

3 Toinstall Kaspersky Security 10.1 for Windows Server with the help of remote installation task:

1. Start the Administration Console of Kaspersky Security Center.

2. In Kaspersky Security Center, expand the Remote installation node and in the Installation Packages
subnode select the Create a new installation package for a Kaspersky Lab application option.

3. Enter the installation package name.

4. Specify the ks4ws.kud file from the Kaspersky Security 10.1 for Windows Server distribution kit as the
installation package file.

The EULA and Privacy Policy window opens.

5. If you agree with the terms and conditions of EULA and Privacy Policy, select the check boxes the terms
and conditions of this EULA and Privacy Policy describing the handling of data in order to proceed
with the installation.

You must accept the License Agreement and the Privacy Policy to proceed.

6. To change the set of Kaspersky Security 10.1 for Windows Server components to be installed (see Section
"Modifying set of components and recovering Kaspersky Security 10.1 for Windows Server" on page 61)
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and the default installation settings (see Section "Installation and uninstallation settings and command-line
options for Windows Installer service" on page 43) in the installation package:

In Kaspersky Security Center, expand the Remote installation node and in the Installation packages
subnode in the workspace open the context menu of the created Kaspersky Security 10.1 for Windows
Server installation package and select Properties. In the Properties:<name of installation package>
window in the Settings section, do the following:

a. Inthe Components to install group of settings check boxes next to the names of the Kaspersky
Security 10.1 for Windows Server components you wish to install.

b. In order to indicate a destination folder other than the default one, specify the name of the folder and
the path to it in the Destination folder field.

The path to the destination folder may contain system environment variables. If the folder does not
exist on the server, it will be created.

c. Inthe Advanced installation settings group, configure the following settings:
1 Scan the server for viruses before installation.
1 Enable real-time protection after installation of application.
1 Add Microsoft recommended files to exclusions list.
1 Add Kaspersky Lab recommended files to exclusions list.

d. If you want to import settings from the configuration file created in the previous version of Kaspersky
Security 10.1 for Windows Server, specify the required configuration file.

e. Inthe Properties: <name of installation package> dialog window, click OK.

7. Inthe Installation Packages node create a task to remotely install Kaspersky Security 10.1 for Windows
Server on the selected servers (administration group). Configure the task settings.

To learn more about creating and configuring remote installation tasks, see the Kaspersky Security Center
Help.

8. Run the remote installation task for Kaspersky Security 10.1 for Windows Server.

Kaspersky Security 10.1 for Windows Server will be installed on the servers specified in the task.

Actions to perform after Kaspersky Security 10.1 for Windows Server
installation

After Kaspersky Security 10.1 for Windows Server is installed we recommend that Kaspersky Security 10.1 for
Windows Server databases on the servers are updated, and that a Critical Areas Scan of the servers is performed,
if no anti-virus applications with enabled Real-Time Protection function were installed on the servers before the
installation of Kaspersky Security 10.1 for Windows Server.

If the servers on which Kaspersky Security 10.1 for Windows Server was installed are unified in a single
administration group in the Kaspersky Security Center, you can perform these tasks using the following methods:

1. Create Database Update tasks for the group of servers on which Kaspersky Security 10.1 for Windows
Server was installed. Set Kaspersky Security Center Administration Server as the update source.

2. Create an On-Demand Scan group task with the Critical Areas Scan task status. Kaspersky Security
Center evaluates the security status of each computer in the group based on the results of the execution of
this task, not based on the results of the Critical Areas scan task.

Installing and removing the application
72



KASPER{KY3

3. Create a new policy for the group of servers. In the created policy's properties on the System tasks tab,
deactivate the scheduled start of system scan tasks as required and the database update tasks on the
administration group's servers.

You can also configure administrator notifications about Kaspersky Security 10.1 for Windows Server events.

Installing Kaspersky Security 10.1 Console via Kaspersky Security
Center

Detailed information about creating an installation package and a remote installation task is provided in the
Kaspersky Security Center Implementation Guide.

3 To install Kaspersky Security 10.1 Console using a remote installation task:

1. Inthe Kaspersky Security Center Administration Console expand the Remote installation node, and in the
Installation Packages subnode create a new installation package on the basis of the client\setup.exe file.
While creating a new installation package:

1 Inthe Select the distribution package for installation select client\setup.exe file from the Kaspersky
Security 10.1 for Windows Server distribution kit folder and select the Copy folder to the installation
package check box.

1 Ifrequired, use the ADDLOCAL command-line option to modify the set of components to be installed in
the Executable file launch settings (optional) field and change the destination folder.

For instance, in order to install the Kaspersky Security 10.1 Console alone in the folder
C:\KasperskyConsole without installing the help file and documentation, proceed as follows:

/s I/p EULA=1 "ADDLOCAL=MmcSnapin INSTALLDIR=C: \ KasperskyConsole
EULA=1 PRIVACYPOLICY=1"

2. Inthe Installation packages node, create a task to remotely install Kaspersky Security 10.1 Console on the
selected computers (administration group). Configure the task settings.

To learn more about creating and configuring remote installation tasks, see the Kaspersky Security
Center Help.

3. Run the created remote installation task.

The Kaspersky Security 10.1 Console is installed on the computers specified in the task.
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Uninstalling Kaspersky Security 10.1 for Windows Server via
Kaspersky Security Center

If the Kaspersky Security 10.1 for Windows Server management access on network computers is password
protected, enter the password when creating a multiple applications uninstallation task. If the password
protection is not managed centrally by the Kaspersky Security Center policy, Kaspersky Security 10.1 for
Windows Server will be successfully uninstalled from the access protected servers, on which the entered
password matched the set value. Kaspersky Security 10.1 for Windows Server will not be uninstalled from the

rest computers.

3 Inorder to uninstall Kaspersky Security 10.1 for Windows Server, take the following steps in the
Kaspersky Security Center Administration Console:

1. Inthe Kaspersky Security Center Administration Console, create and start the application removal task.

2. Inthe task, select the uninstallation method (similar to selecting the installation method; see the previous
section) and specify an account whose rights the Administration Server will use to address the servers. You
can uninstall Kaspersky Security 10.1 for Windows Server only with default uninstallation settings (see
Section "Installation and uninstallation settings and command-line options for Windows Installer service" on
page 43).

Installing and uninstalling via Active Directory group
policies

This section describes installing and uninstalling Kaspersky Security 10.1 for Windows Server via Active Directory
group polices. It also contains information about actions after installing Kaspersky Security 10.1 for Windows
Server through group policies.

In this section

Installing Kaspersky Security 10.1 for Windows Server via Active Directory group poliCies..........ccccovvveieiniienenns 74
Actions to perform after Kaspersky Security 10.1 for Windows Server installation............ccccccooviciiieiiee e, 75
Uninstalling Kaspersky Security 10.1 for Windows Server via Active Directory group poliCies ............uvvvvvvevvvnnnnes 75

Installing Kaspersky Security 10.1 for Windows Server via Active
Directory group policies

You can install Kaspersky Security 10.1 for Windows Server on several servers via the Active Directory group
policy. You can install Kaspersky Security 10.1 Console in the same fashion.

Servers on which you wish to install Kaspersky Security 10.1 for Windows Server or Kaspersky Security 10.1
Console must be in a single domain and a single organized unit.
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The operating systems on the servers on which you wish to install Kaspersky Security 10.1 for Windows Server
with the help of the policy must be of the same version (32-bit or 64-bit).

You must have domain administrator rights.

To install Kaspersky Security 10.1 for Windows Server, use the ksdws_x86(x64).msi installation packages. To
install Kaspersky Security 10.1 Console, use the ks4wstools.msi installation packages.

Detailed information about the use of Active Directory group policies is provided in the documentation supplied
by Microsoft.

3 To install Kaspersky Security 10.1 for Windows Server (Kaspersky Security 10.1 Console):
1. Save the msi file of the installation package that corresponds to the word size (32- or 64-bit) of the installed
version of the Microsoft Windows operating system, in the public folder on the domain controller.
2. On the domain controller create a new policy for the group that the servers belong to.

3. Using the Group Policy Object Editor create a new installation package in the Computer configuration
node. Specify the path to the msi file of the installation package of Kaspersky Security 10.1 for Windows
Server (Kaspersky Security 10.1 Console) in the UNC format (Universal Naming Convention).

4. Select the Windows Installer's Always install with elevated privileges check box in both the Computer
configuration node and in the User configuration node of the selected group.

5. Apply the changes with the gpupdate / force command.

Kaspersky Security 10.1 for Windows Server will be installed on the computers of the group after they have
been restarted, and before logging into Microsoft Windows.

Actions to perform after Kaspersky Security 10.1 for Windows Server
installation

After installing Kaspersky Security 10.1 for Windows Server on the protected servers, it is recommended that you
immediately update the application databases and run a Critical Areas scan. You can perform these actions (see
Section "Actions to perform after Kaspersky Security 10.1 for Windows Server installation™ on page 59) from
Kaspersky Security 10.1 Console.

You can also configure administrator notifications about Kaspersky Security 10.1 for Windows Server events.

Uninstalling Kaspersky Security 10.1 for Windows Server via Active
Directory group policies

If you installed Kaspersky Security 10.1 for Windows Server (or Kaspersky Security 10.1 Console) on the group
servers using the Active Directory group policy, you may use this policy to uninstall the Kaspersky Security 10.1 for
Windows Server (or Kaspersky Security 10.1 Console).

You can uninstall the application only with default uninstallation parameters.
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Detailed information about the use of Active Directory group policies is provided in the documentation supplied
by Microsoft.

If the application management access is password protected, Kaspersky Security 10.1 for Windows Server
uninstallation using Active Directory group policies is not available.

3 To uninstall Kaspersky Security 10.1 for Windows Server (Kaspersky Security 10.1 Console):
1. Select the organizational unit on the domain controller from whose servers you wish to delete Kaspersky
Security 10.1 for Windows Server or Kaspersky Security 10.1 Console.

2. Select the policy created for the installation of Kaspersky Security 10.1 for Windows Server and in the
Group policies editor, in the Software Installation node (Computer configuration > Program
configuration > Software Installation) open the context menu of the Kaspersky Security 10.1 for
Windows Server (Kaspersky Security 10.1 Console) installation package and select the All tasks >
Remove command.

3. Select the uninstallation method Delete program immediately from all servers.
4. Apply the changes with the gpupdate / force command.

Kaspersky Security 10.1 for Windows Server is removed from the servers after they are restarted and before
logging in to Microsoft Windows.

Kaspersky Security 10.1 for Windows Server functions
check. Using the EICAR test virus

This section describes the EICAR test virus and how to use the EICAR test virus to verify Kaspersky Security 10.1
for Windows Server's Real-Time Protection and On-Demand Scan features.

In this section
ADOUL the EICAR TESE VIFUS ....oeiiiiiiiiiiiiieieieeeeeeeee ettt ettt ettt et e eee e aeaeaeee s eaesaessssesassassssesssesesesssasssssesssssesnnennnes 77

Real-Time Protection and On-Demand SCaAN TEST ........couuuiiiiiiiiiiiiie et e e e et e e e e e e e eeabaeeeaeaees 78
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About the EICAR test virus

This test virus is designed to verify the operation of anti-virus applications. It was developed by the European
Institute for Computer Antivirus Research (EICAR).

The test virus is not a virus and does not contain program code to your computer, but most vendors' anti-virus
applications identify it as a threat.

The file containing this test virus is called eicar.com. You can download it from the EICAR website
http://www.eicar.org/anti_virus_test file.htm.

Before saving the fileinaf ol der on the comput er 6s ke Eile Rratectoreon mak e s
that drive is disabled.

The eicar.com file contains a line of text. When scanning the file Kaspersky Security 10.1 for Windows Server
detects a test threat in this text line, assigns the Infected status to this file and deletes it. Information about the
threat detected in the file will appear in Kaspersky Security 10.1 Console and in the task log.

You can use the eicar.com file in order to check how Kaspersky Security 10.1 for Windows Server disinfects
infected objects and how it detects probably infected objects. To do this, open the file using a text editor, add one of
the prefixes listed in the table below to the beginning of the line of text in the file, and save the file under a new
name, e.g. eicar_cure.com.

In order to make sure that Kaspersky Security 10.1 for Windows Server processes the eicar.com file with a
prefix, in the Objects protection security settings section, set the All objects value for the Kaspersky
Security 10.1 for Windows Server Real-Time File Protection tasks and Default On-Demand Scan tasks.

Table 14. Prefixes in EICAR files

Prefix File status after the scan and Kaspersky Security 10.1 for
Windows Server action

No prefix Kaspersky Security 10.1 for Windows Server assigns the Infected status to
the object and deletes it.

SUSPT Kaspersky Security 10.1 for Windows Server assigns Probably infected
status to the object (detected by the heuristic analyzer) and deletes it
(probably infected objects are not disinfected).

WARNT Kaspersky Security 10.1 for Windows Server assigns Probably infected
status to the object (the object's code partly matches the code of a known
threat) and deletes it (probably infected objects are not disinfected).

CUREI Kaspersky Security 10.1 for Windows Server assigns the Infected status to
the object and disinfects it. If disinfection is successful, the entire text in the
file is replaced with the word "CURE".
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Real-Time Protection and On-Demand Scan test

After installing Kaspersky Security 10.1 for Windows Server, you can confirm that Kaspersky Security 10.1 for
Windows Server finds objects containing malicious code. To check, you can use a test virus from EICAR (see
Section "About the EICAR test virus" on page 77).

3 Inorder to check the Real-Time Protection feature, take the following steps:

1. Download file eicar.com from the EICAR website http://www.eicar.org/anti_virus test file.htm. Save it into
the public folder on the local drive of any of the computers on the network.

Before you save the file to the folder, make sure that Real-Time File Protection is disabled in the
folder.

2. If you wish to check the functioning of network user notifications, make sure that the Microsoft Windows
Messenger Service is enabled both on the protected server and on the computer where you saved the
eicar.com file.

Open Kaspersky Security 10.1 Console.
4. Copy the saved eicar.com file to the local drive of the protected server using one of the following methods:

1 To test natifications through the Terminal Services window, copy the eicar.com file to the server after
connecting to the server using the Remote Desktop Connection utility.

1 To test notifications through the Microsoft Windows Messenger Service, use the computer's network
places to copy the eicar.com file from the computer where you saved it.

Real-Time File Protection works correctly if the following conditions are met:

I The eicar.com file has been deleted from the protected server.

1 Inthe Kaspersky Security 10.1 Console, the task log was given the status Critical. A line has appeared in
the log with information about a threat in the eicar.com file. (To view the task log, in the Kaspersky Security
10.1 Console tree expand the Real-Time Server Protection node, select the Real-Time File Protection
task and in the details panel of the node click the Open log link).

1 A Microsoft Windows Messenger Service message will have appeared on the computer from which you
copied the file, as follows: Kaspersky Security 10.1 for Windows Server blocked
access to <path to file on the computer> \ eicar.com on computer <network
nameof computer>at<timethateventoccurred>.Reason:Threatdetected.
Virus: EICAR - Test - File. User name: <user name>. Computer name: <network
name of the computer from which you copied the file>

Make sure that Microsoft Windows Messenger Service is functioning on the computer from which you
have copied the eicar.com file.
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3 To check the On-Demand Scan feature, take the following steps:

1. Download eicar.com file from the EICAR website http://www.eicar.org/anti virus test file.htm. Save it into
the public folder on the local drive of any of the computers on the network.

Before you save the file to the folder, make sure that Real-Time File Protection is disabled in the
folder.

2. Open Kaspersky Security 10.1 Console.

3. Do the following:
a. Expand the On-Demand Scan node in the Kaspersky Security 10.1 Console tree.
b. Select the Critical Areas Scan subnode.

c. Onthe Scan scope settings tab, open the context menu on the Network node and select Add
network file.

d. Enter the network path to the eicar.com file on the remote computer in UNC format (Universal Naming
Convention).

e. Select the check box to include the added network path in the scan scope.
f.  Run the Critical Areas Scan task.

The On-Demand Scan works as it should if the following conditions are met:

I The eicar.com file has been deleted from the computer's hard drive.

1 Inthe Kaspersky Security 10.1 Console, the task log was given the status Critical; in the execution log
of the task Critical Areas Scan a line appeared with information on a threat in the eicar.com file. (To
view the task log, in the Kaspersky Security 10.1 Console tree expand the On-Demand Scan subnode,
select the Critical Areas Scan task and in the details panel click the Open log link).
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Application interface

You can control Kaspersky Security 10.1 for Windows Server through a local Console and the Kaspersky Security
Center Administration Plugin. Actions with the local Console are described in the Kaspersky Security 10.1 for
Windows Server User's Guide. The Kaspersky Security Center Administration Console interface is used to take
actions with the Administration Plugin. Detailed information about the Kaspersky Security Center interface can be
found in the documentation for Kaspersky Security Center.
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Application licensing

This section provides information about the main concepts related to licensing of the application.

In this chapter
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About End User License Agreement

The End User License Agreement is a binding agreement between you and AO Kaspersky Lab, stipulating the
terms on which you may use the application.

Carefully review the terms of the End User License Agreement before you start using the application.

You can review the terms of the End User License Agreement in the following ways:

1 During the Kaspersky Security 10.1 for Windows Server installation
1 By reading the file license.txt. This document is included in the application's distribution kit

By confirming that you agree with the End User License Agreement when installing the application, you signify your
acceptance of the terms of the End User License Agreement. If you do not accept the terms of the End User
License Agreement, you must abort application installation and must not use the application.
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81



KASPER{KY3

About the license

A license is a time-limited right to use the application, granted to you under the End User License Agreement.

A valid license entitles you to receive the following services:

f
f

Use of the application in accordance with the terms of the End User License Agreement

Technical support

The scope of service and the term of application use depend on the type of license under which the application has
been activated.

The following license types are possible:

1

A trial license is a free license intended for trying out the application.

A trial license is valid for a short period. When the trial license expires, Kaspersky Security 10.1 for
Windows Server ceases to be fully functional. To continue using the application, you must purchase a
commercial license.

You can activate the application under a trial license one time only.
A commercial license is a paid license granted upon purchase of the application.

When a commercial license expires, the application continues to run but some of its features become
unavailable (for example, Kaspersky Security databases cannot be updated). To continue using all the
features of Kaspersky Security 10.1 for Windows Server, you must renew your commercial license.

To ensure maximum protection of your computer against security threats, we recommend renewing the license
before it expires.

Kaspersky Security 10.1 for Windows Server does not keep track of the expiration date of the license. If you
activate the program one more time (while the first activation code is active) with the license that has expired,
you will need to use a valid license to add an activation code again.

About license certificates

A license certificate is a document that you receive along with a key file or an activation code.

A license certificate contains the following information about the license provided:

1

f
f
f

=

Order number
Information about the user who has been granted the license
Information about the application that can be activated under the license provided

Limit of the number of licensing units (e.g., devices on which the application can be used under the license
provided)

License validity start date
License expiration date or license term

License type

Application licensing
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About license types

Kaspersky Security 10.1 for Windows Server is part of various solutions for corporate protection. The available
functionality of Kaspersky Security 10.1 for Windows Server depends on the selected solution. The table below
shows the types of offered solutions and the application functionality available for each solution.

Kaspersky Endpoint Security for Business Basic

Available by subscription

Components File Anti-Virus

Exploit Prevention

Anti-Cryptor (for shared folders)
Firewall Management

Kaspersky Endpoint Security for Business Select

Available by subscription

Components File Anti-Virus

Exploit Prevention

Anti-Cryptor (for shared folders)
Firewall Management

Kaspersky Endpoint Security for Business Advanced

Available by subscription

Components File Anti-Virus

Exploit Prevention

Anti-Cryptor (for shared folders)
Firewall Management
Applications Launch Control
Device Control

Traffic Security
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Kaspersky Endpoint Security for Business Total

Components File Anti-Virus

Exploit Prevention

Anti-Cryptor (for shared folders)
Firewall Management
Applications Launch Control
Device Control

Traffic Security

Kaspersky Security for File Server

Components File Anti-Virus

Exploit Prevention

Anti-Cryptor (for shared folders)

Firewall Management

Applications Launch Control

Device Control

File Integrity Monitor

Log Inspection

Traffic Security (External Proxy mode unavailable)

Kaspersky Security for Data Storage Systems

Components File Anti-Virus

Exploit Prevention

Anti-Cryptor (for shared folders)

Firewall Management

Applications Launch Control

Device Control

File Integrity Monitor

Log Inspection

Traffic Security

NAS Protection (Storage) + Anti-Cryptor for NAS

Kaspersky Security for Virtualization

Available by subscription

Application licensing
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Kaspersky Security for Virtualization

Components

File Anti-Virus

Exploit Prevention

Anti-Cryptor (for shared folders)
Firewall Management

Device Control

Traffic Security

Kaspersky Security for xSP

Available by subscription

Components

File Anti-Virus

Exploit Prevention
Firewall Management
Traffic Security

Kaspersky Hybrid Cloud Security

Available by subscription

Components

File Anti-Virus

Exploit Prevention

Anti-Cryptor (for shared folders)
Firewall Management

Device Control

Traffic Security
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Kaspersky Hybrid Cloud Security Enterprise

Available by subscription

Components File Anti-Virus

Exploit Prevention

Anti-Cryptor (for shared folders)
Firewall Management

File Integrity Monitor

Log Inspection

Applications Launch Control
Device Control

Traffic Security

AWS Prepaid subscription

Components File Anti-Virus

Exploit Prevention

Anti-Cryptor (for shared folders)
Firewall Management

File Integrity Monitor

Log Inspection

Applications Launch Control
Traffic Security

Device Control

Kaspersky Security Internet Gateway

Components File Anti-Virus
Exploit Prevention
Firewall Management

Traffic Security

About key

A key is a sequence of bits with which you can activate and subsequently use the application in accordance with
the terms of the End User License Agreement. A key is generated by Kaspersky Lab.

You can add a key to the application by using a key file. After you add a key to the application, the key is displayed
in the application interface as a unique alphanumeric sequence.
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Kaspersky Lab can black-list a key over violations of the License Agreement. If your key is blocked, a different key
must be added in order for the application to work.

A key may be an "active key" or an "additional key".

An active key is the key that the application currently uses to function. A key for either a trial or commercial license
may be added as the active key. The application can have no more than one active key.

An additional key is a key that confirms the right to use the application but is not currently in use. An additional key
automatically becomes active when the license associated with the current active key expires. An additional key
may be added only if there is an active key.

A key for a trial license may be added only as an active key. A key for a trial license may not be added as an
additional key.

About the activation code

Activation code is a code that you receive after purchasing a Kaspersky Security 10.1 for Windows Server
commercial license. This code is required to receive a key file and activate the application by installing the key file.

The activation code is a sequence of twenty digits and Latin characters in the format XXXXX-XXXXX-XXXXX-XXXXX.

The license term begins when the application is activated. If you purchase a license for use of Kaspersky Security
10.1 for Windows Server on several computers, then the license term begins when the application is activated on
the first computer.

If the activate code is lost or accidentally deleted after activation, then you must send a request to Kaspersky Lab
Technical Support to recover it.

About key file

A key file is a file with the .key extension that you receive from Kaspersky Lab. Key files are designed to activate
the application by adding a key.

You receive a key file at the email address that you provided when you bought Kaspersky Security 10.1 for
Windows Server or ordered the trial version of Kaspersky Security 10.1 for Windows Server.

You do not need to connect to Kaspersky Lab activation servers in order to activate the application with a key file.

You can recover a key file if it is accidentally deleted. You may need a key file to register with Kaspersky
CompanyAccount.

To recover a key file, you should perform any of the following actions:

1 Contact Technical Support https://support.kaspersky.com/.

I Obtain a key file on the Kaspersky Lab website based on your existing activation code.

About data provision

The License Agr eement f or Kaspersky Security 10.1 for Wi ndows
data processingodo, specifies the terms, liability, and pr
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Guide. Before accepting the License Agreement, carefully review its terms as well as all documents linked to by the
License Agreement.

The data Kaspersky Lab receives from you when you use the application is protected and processed in accordance
with the Privacy Policy available at www.kaspersky.com/Products-and-Services-Privacy-Policy.

By accepting the terms of the License Agreement, you agree to automatically send the following data to Kaspersky
Lab:

1 To support the mechanism for receiving updates i information about the installed application and licensing
certificate: identifier of the application being installed and its full version, including build number, type, and
license identifier, installation identifier, unique update task identifier.

1 To use the ability to navigate to Knowledge Base articles when application errors occur (Redirector service)
T information about the application and link type, specifically: the name, locale, and full version number of
the application, type of redirecting link, and error identifier.

1 To manage confirmations for data processing i information about the status of acceptance of the License
Agreement and other documents, that stipulate data transferring terms: identifier and version of License
Agreement or other document, as a part of which the data processing terms are accepted or declined; an
attribute, signifying the userés action (confirmatio
status changes of the data processing terms acceptance.

Local data processing

Whil e execut i ngprimdryefunctigng descibadtini trosrGaide, Kaspersky Security 10.1 for Windows
Server locally processes and stores a sequence of data on the protected server:

1 information about scanned files and detected objects, for example, names and attributes of processed files
and full paths to them on the scanned media, actions taken on scanned files, accounts of users performing
any actions on the protected network or protected server, names and data about scanned devices,
information about processes running on the system;

1 information about operating system activity and settings, for example, Windows Firewall settings, Windows
Event Log entries, names of user accounts, instances of executable files being started, and the types,
names, checksums, and attributes of these files;

1 information about web activity, for example, processed URLSs, assigned categories, data about downloaded
objects, attributes of processed digital certificates, data about processed email, including the sender,
recipient, subject, message body, and attachments;

1 information about network activity, including the IP addresses of blocked client computers.

Kaspersky Security 10.1 for Windows Server processes and
functionality, including to log application events and receive diagnostic data. Locally processed data is processed
and protected in accordance with the configured and applied application settings.

Kaspersky Security 10.1 for Windows Server lets you configure the level of protection for data processed locally:
you can change user privileges to access process data, change data retention periods for such data, entirely or
partially disable functionality that involves data logging, and change the path and attributes of the folder on the
drive where data is logged.

Detailed information about configuring application functionality that involves data processing can be found in the
corresponding sections of this Guide.
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Activate application with key

You can activate Kaspersky Security 10.1 for Windows Server by applying a key.

If an active key has already been added for Kaspersky Security 10.1 for Windows Server and you add another key
as the active key, the new key replaces the key added previously. The active key installed earlier is removed.

If an additional key has already been added for Kaspersky Security 10.1 for Windows Server and you add another
key as an additional one, the new key replaces the key added previously. The additional key installed earlier is
removed.

If an active key and an additional key have already been added for Kaspersky Security 10.1 for Windows Server
and you add a new key as the active key, the new key replaces the active key added previously; the additional key
is not deleted.

3 To activate Kaspersky Security 10.1 for Windows Server with the key, take the following steps:

1. Inthe Kaspersky Security 10.1 Console tree, expand the Licensing node.
2. Inthe details pane of the Licensing node, click the Add key link.

3. Inthe window that opens, click the Browse button and select a key file with the .key extension.

You can also add a key as an additional. To add a key as an additional select the Use as additional
key check box.

4. Click OK.

The selected key will be applied. The information about the key added will be available on the Licensing node.

Viewing information about current license

Viewing the licensing information

Information about the current license is displayed in the details pane of the Kaspersky Security node of the
Kaspersky Security 10.1 Console. Key status can take the following values:

1 Checking the key status i Kaspersky Security 10.1 for Windows Server is checking the added key file or
activation code applied and waiting for a response about the current key status.

1 License expiration date i Kaspersky Security 10.1 for Windows Server has been activated until the
specified date and time. The key status is highlighted in yellow in the following cases:

1 The license will expire in 14 days and no additional key or activation code have been added.
1 The added key has been black-listed and is about to be blocked.

1 Application not activated i Kaspersky Security 10.1 for Windows Server is not activated because the key
has not been added or the activation code has not been applied. The status is highlighted in red.

1 License has expired i Kaspersky Security 10.1 for Windows Server is not activated because the license
has expired. The status is highlighted in red.

1 End User License Agreement has been violated i Kaspersky Security 10.1 for Windows Server is not
activated because the terms of the End User License Agreement (see Section "About End User License
Agreement” on page 81) have been violated. The status is highlighted in red.
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1 Keyis blacklisted i the added key file has been blocked and blacklisted by Kaspersky Lab, for example, if
the key was used by third parties to activate the application illegally. The status is highlighted in red.

1 Subscription suspended i the subscription has been suspended temporarily. The status is highlighted in
red. You can renew subscription at any time.

Viewing information about the current license
3 To view the information about the current license,

in the Kaspersky Security 10.1 Console tree, expand the Licensing node.

General information about the current license is displayed in the details pane of the Licensing node (see the table

below).
Table 15. General information about the license in the Licensing node
Field Description
Activation Number of activation code. This field is filled in if you activate the application using an
code activation code.
Activation Information about the activation status of the application. Information in the Activation status
status column in the control panel of the Licensing node may have the following values:

1 Applied i if you have activated the application using an activation code or key.

1 Activation i if you have applied an activation code to activate the application, but the
activation process has not been finalized yet. The status value changes to Applied after
application activation has been completed and the contents of the details pane of the node
have been refreshed.

1 Activation error i1 if application activation failed. You can view the cause of unsuccessful
activation in the task log.

Key The number of the key that you used to activate the application.
License type License type: commercial or trial.

Expiration Expiry date and time of the license associated with an active key.
date

Activation Activation code status or key status: Active or Additional.

code status or

key status

3 To view the detailed information about license,

on the node Licensing open the context menu on the string with license data that you want to expand and
select Properties.

In the Properties: <Activation code status or key status> window, the General tab displays detailed information
about the current license, and the Advanced tab displays information about the customer and the contact details of
Kaspersky Lab or the retailer from whom you purchased Kaspersky Security 10.1 for Windows Server (see the
table below).
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Table 16. Detailed license information in the Properties <Key number> window
Field Description
General tab
Key The number of the key that you used to activate the application.

Key addition date

Date when the key was added to the application.

License type

License type: commercial or trial.

Days till expiration

Number of days remaining until the expiry of the license associated with the active key.

Expiration date

Expiry date and time of the license associated with an active key. If you activate the applicatic
Unlimited. If Kaspersky Security 10.1 for Windows Server is unable to determine the license €

Application

The name of the application that was activated with the key or an activation code added.

Key usage restriction

Restriction on key usage (if any).

Eligible for technical
support

Information on whether Kaspersky Lab or one of its partners will provide technical support for

Additional tab

Information about the
license

Number and type of current license.

Support information

Contact details of Kaspersky Lab or of its partner providing technical support. This field may b

Owner information

Information about the license customer: a customer name and the name of an organization fo

Functional limitations upon license expiration

When the current license expires the following limitations in the work of functional components are applied:

1 Alltasks are stopped, except the Real-Time File Protection, On-Demand Scan and Application Integrity

Control tasks.

1 Start of any tasks except the Real-Time Protection, On-Demand Scan and Application Integrity Control
tasks is denied. These tasks continue to run using the old anti-virus databases.

1 Exploit Prevention functionality is limited:

1 Processes are protected until they are restarted.

1 New processes cannot be added to the protection scope.

Other functions (storage, logs, diagnostic information) will still be available.
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Renewing license

By default, when the license has 14 days remaining before expiration, Kaspersky Security 10.1 for Windows Server
notifies you about this. In this case the status License expiration date in the details pane of the Kaspersky
Security node is highlighted in yellow.

You can renew the license expiration date before it comes to an end using an additional key or an activation code.
This ensures that your computer remains protected after expiration of the existing license and before you activate
the application with a new license.

3 Torenew a license, take the following steps:

1. Purchase a new activation code or a key file.
2. Inthe Kaspersky Security 10.1 Console tree, open the Licensing node.
3. Perform one of the following actions in the details pane of the Licensing node:
1 If you want to renew a license using an additional key:
a. Click the Add key link.

b. Inthe window that opens, click the Browse button and select a new key file with the .key
extension.

c. Select the Use as additional key check box.
1 If you want to renew a license using an activation code:
a. Click the Add activation code link.
b. Enter the purchased activation code in the window that opens.

c. Select the Use as additional key check box.

An Internet connection is required to apply an activation code.

4. Click OK.

The additional key or activation code will be added and automatically applied upon expiration of the current
Kaspersky Security 10.1 for Windows Server license.

Deleting key

You can remove the added key.

If an additional key has been added to Kaspersky Security 10.1 for Windows Server and you remove the active
key, the additional key automatically becomes the active key.

If you delete an added key, you can restore it by re-applying the key file.
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3 Toremove a key that has been added:

1. Inthe Kaspersky Security 10.1 Console tree, select the Licensing node.

2. Inthe details pane of the Licensing node in the table containing information on added keys, select the key
that you want to remove.

3. Inthe context menu of the line containing information on the selected key, select Remove.
4. Click the Yes button in the confirmation window to confirm that you want to delete the key.

The selected key will be removed.
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Starting and stopping Kaspersky
Security 10.1 for Windows Server

This section contains information about starting and stopping the Kaspersky Security 10.1 for Windows Server
Administration Plugin and the Kaspersky Security Service.

In this chapter

Starting the Kaspersky Security Center AdmInistration PIUGIN...........ccuuiiiieeiiiiiiiiiece e e snirnee e e e e e 94
Starting and stopping Kaspersky SECUILY SEIVICE ......iiiiiiiiiiiiiiiie e et ee e e e e st e e e e e s s ssnteeee e e e e e s s e sntreeeeeeeessannnes 94

Starting the Kaspersky Security Center Administration
Plugin

No additional actions are required to start the Kaspersky Security Center Plugin, where work with Kaspersky
Security 10.1 for Windows Server is performed. After the plugin is installed on the administrator's computer, it is
started simultaneously with Kaspersky Security Center. Detailed information about starting Kaspersky Security
Center can be found in the Kaspersky Security Center Help.

Starting and stopping Kaspersky Security service

By default, Kaspersky Security Service starts automatically at the startup of the operating system. Kaspersky
Security Service manages working processes in which Real-Time Protection, Local Activity Control, Network
Attached Storage Protection, On-Demand Scan and update tasks are executed.

By default when Kaspersky Security 10.1 for Windows Server is started, the Real-Time File Protection, Script
Monitoring (if installed),Scan at Operating System Startup, and Application Integrity Control tasks are started, as
well as other tasks that are scheduled to start At application launch.

If the Kaspersky Security Service is stopped, all running tasks are stopped. After you restart Kaspersky Security
Service, the application automatically starts only those tasks whose schedule has the start frequency set to At
application launch, while the other tasks have to be started manually.

You can start and stop Kaspersky Security Service using the context menu of the Kaspersky Security node or
using the Microsoft Windows Services snap-in.

You can start and stop Kaspersky Security 10.1 for Windows Server if you are a member of the Administrators
group on the protected server.

3 To stop or start application using the Management Console take the following steps:

1. Inthe Kaspersky Security 10.1 Console tree, open the context menu of the Kaspersky Security node.

Starting and stopping Kaspersky Security 10.1 for Windows Server
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2. Select one of the following items:
1 Stop the service.
9 Start the service.

The Kaspersky Security Service will be started or stopped.

Starting and stopping Kaspersky Security 10.1 for Windows Server
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About access permissions for
Kaspersky Security 10.1 for Windows
Server functions

This section contains information about permissions to manage Kaspersky Security 10.1 for Windows Server and
Windows services registered by the application, and instructions on how to configure these permissions.

In this chapter

About permissions to manage Kaspersky Security 10.1 for WindOWS SEIVEr .........ccoccviiiiiieeeiiiiiiiieeeee e 96
About permissions to manage the Kaspersky SECUMLY SEIVICE .......ccuuiiiiiiiiieiiiiie ettt 98
About access permissions for the Kaspersky Security Management SEIVICE ...........vuvevveeeeeeeeeieeeeeieieieeeieeenenenennnns 929
Configuring access permissions for managing Kaspersky Security 10.1 for Windows Server and Kaspersky

S TSTo 0 10 S T=T Vol TP ST P PP OPPRRP 100
Password-protected access to Kaspersky Security 10.1 for Windows Server functions ..............eeevveevvvveveeveennns 102
Enabling network connections for the Kaspersky Security Management SErVICE ...........uuvvvverevereeeeeeeeererenenenennnns 103

About permissions to manage Kaspersky Security 10.1 for
Windows Server

By default, access to all Kaspersky Security 10.1 for Windows Server functions is granted to users of the
Administrators group on the protected server, users of the KAVWSEE Administrators group created on the
protected server during installation of Kaspersky Security 10.1 for Windows Server, as well as the SYSTEM group.

Users who have access to the Edit permissions function of Kaspersky Security 10.1 for Windows Server can grant
access to Kaspersky Security 10.1 for Windows Server functions to other users registered on the protected server
or included in the domain.

Users who are not registered in the list of Kaspersky Security 10.1 for Windows Server users cannot open
Kaspersky Security 10.1 Console.

You can choose one of the following preset levels of Kaspersky Security 10.1 for Windows Server access levels for
a user or group of users:

1 Full control i access to all application functions: ability to view and edit general Kaspersky Security 10.1
for Windows Server settings, component settings, permissions of Kaspersky Security 10.1 for Windows
Server users, and also view Kaspersky Security 10.1 for Windows Server statistics.

I Editi Access to all application functions except editing user permissions: ability to view and edit general
settings of Kaspersky Security 10.1 for Windows Server and Kaspersky Security 10.1 for Windows Server
component settings.

1 Readi ability to view Kaspersky Security 10.1 for Windows Server general settings, Kaspersky Security
10.1 for Windows Server component settings, Kaspersky Security 10.1 for Windows Server statistics, and
Kaspersky Security 10.1 for Windows Server user permissions.

About access permissions for Kaspersky Security 10.1 for Windows Server functions
96



KASPER{KY3

You can also configure advanced access permissions (see Section "Configuring access permissions for managing
Kaspersky Security 10.1 for Windows Server and Kaspersky Security Service" on page 100): allow or block access
to specific functions of Kaspersky Security 10.1 for Windows Server.

If you have manually configured access permissions for a user or group, then the Special permissions access
level is set for this user or group.

Table 17. About access permissions for Kaspersky Security 10.1 for Windows Server functions

User rights Description

Task management Ability to start / stop / pause / resume Kaspersky Security 10.1 for Windows
Server tasks.

Creating and deleting On-Demand Ability to create and delete On-Demand Scan tasks.
Scan tasks

Edit settings Ability to:

1 Import Kaspersky Security 10.1 for Windows Server settings from a
configuration file.

1 Edit the application settings.

Read settings Ability to:

1 View general Kaspersky Security 10.1 for Windows Server settings and
task settings.

1 Export Kaspersky Security 10.1 for Windows Server settings to the
configuration file.

1 View settings for task logs, system audit log, and natifications.

Manage storages Ability to:

1 Move objects to Quarantine.

1 Remove objects from Quarantine and Backup.
1 Restore objects from Quarantine and Backup.

Manage logs Ability to delete task logs and clear the system audit log.

Read logs Ability to view Anti-Virus events in task logs and the system audit log.

Read statistics Ability to view statistics of each Kaspersky Security 10.1 for Windows
Server task.

Application licensing Kaspersky Security 10.1 for Windows Server can be activated or
deactivated.

Uninstalling the application Ability to uninstall Kaspersky Security 10.1 for Windows Server.

Read permissions Ability to view the list of Kaspersky Security 10.1 for Windows Server

users and access privileges of each user.

Edit permissions Ability to:
1 Edit the list of users with access to application management.

1 Edit user access permissions for Kaspersky Security 10.1 for Windows
Server functions.

About access permissions for Kaspersky Security 10.1 for Windows Server functions
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About permissions to manage the Kaspersky Security
Service

During installation, Kaspersky Security 10.1 for Windows Server registers Kaspersky Security Service (KAVFS) in
Windows, and internally enables functional components started at operating system startup. To reduce the risk of
third-party access to application functions and security settings on the protected server through management of the
Kaspersky Security Service, you can restrict permissions for managing the Kaspersky Security Service from the
local Kaspersky Security 10.1 Console or the Kaspersky Security Center Administration Plugin.

By default, access permissions for managing the Kaspersky Security Service are granted to users in the
"Administrators" group on the protected server as well as to the SERVICE and INTERACTIVE groups with read
permissions and to the SYSTEM group with read and execute permissions.

You cannot delete the SYSTEM user account or edit permissions for this account. If the SYSTEM user
account permissions were edited, the maximum privileges are restored for this this account when you save
the changes.

Users who have access to functions (see Section "About permissions to manage Kaspersky Security 10.1 for
Windows Server" on page 96) of the Edit permissions level can grant access permissions for managing Kaspersky
Security Service to other users registered on the protected server or included in the domain.

You can choose one of the following preset levels of access permissions for a user or group of users of Kaspersky
Security 10.1 for Windows Server for managing Kaspersky Security Service:

1 Full control: ability to view and edit general settings and user permissions for the Kaspersky Security
Service, and to start and stop the Kaspersky Security Service.

1 Read: ability to view Kaspersky Security Service general settings and user permissions.
1 Modification: ability to view and edit Kaspersky Security Service general settings and user permissions.
1 Execution: ability to start and stop the Kaspersky Security Service.

You can also configure advanced access permissions: allow or deny access to specific Kaspersky Security 10.1 for
Windows Server functions (see the table below).

If you have manually configured access permissions for a user or group, then the Special permissions access
level is set for this user or group.

Table 18. Delimitation of access permissions for Kaspersky Security 10.1 for Windows Server
functions
Feature Description
Viewing service configurations Viewing: ability to view Kaspersky Security Service general settings and
user permissions.

Request service status from Ability to request the execution status of the Kaspersky Security Service
Service Manager from Microsoft Windows Service Control Manager.
Request status from service Ability to request the service execution status from the Kaspersky

Security Service.

List dependent services Ability to view a list of services on which the Kaspersky Security Service
depends and which depend on the Kaspersky Security Service.

About access permissions for Kaspersky Security 10.1 for Windows Server functions
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Feature Description

Editing service settings Ability to view and edit Kaspersky Security Service general settings and
user permissions.

Start the service Ability to start the Kaspersky Security Service.

Stop the service Ability to stop the Kaspersky Security Service.

Pause / Resume the service Ability to pause and resume the Kaspersky Security Service.

Read permissions Ability to view the list of Kaspersky Security Service users and each

user's access privileges.

Edit permissions Ability to:
1 Add and remove Kaspersky Security Service users.
1 Edit user access permissions for Kaspersky Security Service.

Delete the service Ability to unregister the Kaspersky Security Service in the Microsoft
Windows Service Control Manager.

User defined requests to service Ability to create and send user requests to the Kaspersky Security
Service.

About access permissions for the Kaspersky Security
Management Service

You can review the list of Kaspersky Security 10.1 for Windows Server services.

During installation, Kaspersky Security 10.1 for Windows Server registers Kaspersky Security 10.1 for Windows
Server Management Service (KAVFSGT). To manage the application via Kaspersky Security 10.1 Console
installed on a different computer, the account whose permissions are used to connect to Kaspersky Security 10.1
for Windows Server must have full access to Kaspersky Security 10.1 for Windows Server Management Service on
the protected server.

By default, access to the Kaspersky Security Management Service is granted to users of the Administrators group
on the protected server and users of the KAVWSEE Administrators group created on the protected server during
Kaspersky Security 10.1 for Windows Server installation.

You can manage Kaspersky Security Management Service only via the Microsoft Windows Services snap-in.

You cannot allow or block user access to Kaspersky Security 10.1 for Windows Server Management Service
by configuring Kaspersky Security 10.1 for Windows Server.

About access permissions for Kaspersky Security 10.1 for Windows Server functions
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You can connect to Kaspersky Security 10.1 for Windows Server from a local account if an account with the
same name and password is registered on the protected server.

Configuring access permissions for managing Kaspersky
Security 10.1 for Windows Server and Kaspersky Security
Service

You can edit the list of users and user groups allowed to access Kaspersky Security 10.1 for Windows Server
functions and manage Kaspersky Security Service, and also edit the access permissions of those users and user
groups.

3 To add or remove a user or group from the list:
1. Inthe tree of the Administration Console of Kaspersky Security Center, expand the Managed devices
node. Expand the administration group with the servers whose application settings you want to configure.
2. Perform one of the following actions in the details pane of the selected administration group:

I To configure policy settings for a group of servers select the Policies tab and open <Policy name> >
Properties.

1 If you want to configure application settings for a single server, open the required settings in the
Application Settings (see Section "Configuring local tasks in Application settings window of
Kaspersky Security Center" on page 118) window in Kaspersky Security Center.

3. Inthe Options section, perform one of the following steps:

1 Select Modify user rights of application management if you want to edit the list of users who have
access permissions for managing Kaspersky Security 10.1 for Windows Server functions.

1 Select Modify user rights of Kaspersky Security Service management if you want to edit the list of
users who have access permissions for managing the application via the Kaspersky Security Service.

The Permissions for Kaspersky Security 10.1 for Windows Server group window opens.
4. In the window that opens, perform the following operations:

1 Inorderto add a user or group to the list, click the Add button and select the user or group to whom
you want to grant privileges.

I Toremove a user or group from the list, select the user or group whose access you want to restrict and
click the Remove button.

5. Click the Apply button.
The selected users (groups) are added or removed.

3 To edit permissions of a user or group to manage Kaspersky Security 10.1 for Windows Server or
Kaspersky Security Service:

1. Inthe tree of the Administration Console of Kaspersky Security Center, expand the Managed devices
node. Expand the administration group with the servers whose application settings you want to configure.

2. Perform one of the following actions in the details pane of the selected administration group:
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To configure policy settings, in the Kaspersky Security Center Administration Console, in the computer
group select the Policies tab and open <Policy name> > Options.

If you want to configure application settings for a single server, open the required settings in the
Application Settings (see Section "Configuring local tasks in Application settings window of
Kaspersky Security Center" on page 118) window in Kaspersky Security Center.

In the Options section, perform one of the following steps:

1

Select Modify user rights of application management if you want to edit the list of users who have
access permissions for managing Kaspersky Security 10.1 for Windows Server functions.

Select Modify user rights of Kaspersky Security Service management if you want to edit the list of
users who have access permissions for managing the application via the Kaspersky Security Service.

The Permissions for Kaspersky Security 10.1 for Windows Server group window opens.

In the window that opens, in the Groups or users list select the user or group of users for whom you want
to change permissions.

In the Permissions for group "<User (Group)>" section, select the Allow or Block check boxes for the
following access levels:

1

Full control: full set of permissions to manage Kaspersky Security 10.1 for Windows Server or
Kaspersky Security Service.

Read:

1 The following permissions to manage Kaspersky Security 10.1 for Windows Server: Retrieve
statistics, Read settings, Read logs and Read permissions.

1 The following permissions to manage Kaspersky Security Service: Read service settings,
Request service status from Service Manager, Request status from service, List dependent
services, Read permissions.

Modification:
1 All permissions to manage Kaspersky Security 10.1 for Windows Server, except Edit permissions.

1 The following permissions to manage Kaspersky Security Service: Edit service settings, Read
permissions.

Execution: the following permissions to manage Kaspersky Security Service: Starting service,
Stopping service, Pause / Resume service, Read permissions, User defined requests to service.

To configure advanced settings of permissions for a user or group (Special permissions), click the
Advanced button.

a.

In the Advanced security settings for Kaspersky Security 10.1 for Windows Server window that
opens, select the user or group that you need.

Click the Edit button.
In the window that opens, click the Show special permissions link.
In the drop down list in the top part of the window, select the type of access control (Allow or Block).

Select the check boxes opposite the functions that you want to allow or block for the selected user or
group.
Click OK.

In the Additional security settings for Kaspersky Security 10.1 for Windows Server window, click
OK.
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7. Inthe Permissions for Kaspersky Security 10.1 for Windows Server group window, click the Apply
button.

The configured permissions for managing Kaspersky Security 10.1 for Windows Server or Kaspersky Security
Service are saved.

Password-protected access to Kaspersky Security 10.1 for
Windows Server functions

You can restrict access to application management and registered services by configuring user permissions (see
Section "About access permissions for Kaspersky Security 10.1 for Windows Server functions" on page 96). You
can also set password protection in the Kaspersky Security 10.1 for Windows Server settings for additional
protection of the execution of critical operations.

Kaspersky Security 10.1 for Windows Server requests a password when you attempt to access the following
application functions:

9 connection to a local Kaspersky Security 10.1 Console;
1 uninstallation of Kaspersky Security 10.1 for Windows Server;
1 modification of Kaspersky Security 10.1 for Windows Server components.

The Kaspersky Security 10.1 for Windows Server interface disguises the specified password on screen. Kaspersky
Security 10.1 for Windows Server stores the password as a checksum calculated when the password is specified.

You can export and import a password-protected application configuration. The configuration file, created as a
result of exporting the protected application configuration, contains the password checksum and the value of the
modifier used to pad the password string.

Do not change the checksum or modifier in the configuration file. Importing a password configuration that has
been changed manually may cause access to the application to be entirely blocked.

3 To protect access to Kaspersky Security 10.1 for Windows Server functions, take the following steps:
1. Inthe tree of the Administration Console of Kaspersky Security Center, expand the Managed devices
node. Expand the administration group with the servers whose application settings you want to configure.
2. Perform one of the following actions in the details pane of the selected administration group:

1 To configure policy settings for a group of servers select the Policies tab and open <Policy name> >
Properties.

1 If you want to configure application settings for a single server, open the required settings in the
Application Settings (see Section "Configuring local tasks in Application settings window of
Kaspersky Security Center" on page 118) window in Kaspersky Security Center.

3. Inthe Security and reliability section, click the Settings button.
The Security settings window opens.
4. Inthe Password settings section, select the Apply password protection check box.

The Password and Confirm password fields become active.
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5. Inthe Password field, enter the value you want to use to protect access to Kaspersky Security 10.1 for
Windows Server functions.

6. Inthe Confirm password field, enter your password again.
7. Click OK.

The specified settings are saved. Kaspersky Security 10.1 for Windows Server will request the specified
password for accessing the protected functions.

This password cannot be recovered. Losing your password results in complete loss of control of the
application. Additionally, it will be impossible to uninstall the application from the protected server.

You can change or reset the password specified in the application settings at any time.
3 To reset the password, do the following:
1. Inthe tree of the Administration Console of Kaspersky Security Center, expand the Managed devices
node. Expand the administration group with the servers whose application settings you want to configure.
2. Perform one of the following actions in the details pane of the selected administration group:

1 To configure policy settings for a group of servers select the Policies tab and open <Policy nhame> >
Properties.

1 If you want to configure application settings for a single server, open the required settings in the
Application Settings (see Section "Configuring local tasks in Application settings window of
Kaspersky Security Center" on page 118) window in Kaspersky Security Center.

3. Inthe Security and reliability section, click the Settings button.
The Security settings window opens.

4. Inthe Password settings group box, clear the Apply password protection check box.
The Password and Confirm password fields are cleared and become inactive.

5. Click OK.

Password protection is disabled. Kaspersky Security 10.1 for Windows Server deletes the old password
checksum from the application settings.

Enabling network connections for the Kaspersky Security
Management Service

The names of settings may vary under different Windows operating systems.

3 To allow network connections for the Kaspersky Security Management Service on the protected
server, take the following steps:

1. On a protected server running Microsoft Windows Server , select Start > Control panel > Security >
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Windows Firewall.
2. Inthe Windows firewall settings window, select Change settings.

3. Inthe list of predefined exclusions on the Exclusions tab select the following check boxes: COM +
Network access, Windows Management Instrumentation (WMI) and Remote Administration.

4. Click the Add Program button.

Select the kavfsgt.exe file in the Add program window. This file is stored in the folder that you specified as
the destination folder during installation of Kaspersky Security 10.1 Console.

6. Click OK.
7. Click OK in the Windows Firewall settings window.

Network connections for the Kaspersky Security Management Service on the protected server will be allowed.
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Creating and configuring policies

This section provides information on using Kaspersky Security Center policies for managing Kaspersky Security
10.1 for Windows Server on several servers.

In this chapter
F Y o To 10 o o [T 1= PR 105
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About policies

Global Kaspersky Security Center policies can be created for managing protection on several servers where
Kaspersky Security 10.1 for Windows Server is installed.

A policy enforces the Kaspersky Security 10.1 for Windows Server settings, functions and tasks specified in it on all
the protected servers for one administration group.

Several policies for one administration group can be created and enforced in turns. The policy currently active for a
group has the active status in Administration Console.

Information on policy enforcement is logged in the Kaspersky Security 10.1 for Windows Server system audit log.
This information can be viewed in the Kaspersky Security 10.1 Console in the System audit log node.

Kaspersky Security Center offers one way to apply policies on local computers: Prohibit changing the settings. After
a policy has been applied, Kaspersky Security 10.1 for Windows Server uses the values for settings next to which
you have selected the & icon in the policy properties on local computers instead of the values for those settings
that had been actual before the policy was applied. Kaspersky Security 10.1 for Windows Server does not apply the
values of active policy settings next to which the o icon is selected in the policy properties.

If a policy is active, the values of settings marked with the & icon in the policy are displayed in Kaspersky Security
10.1 Console but cannot be edited. The values of other settings (marked with the o icon in the policy) can be
edited in Kaspersky Security 10.1 Console.

The settings configured in the active policy and marked with the & icon also block changes in Kaspersky Security
Center for one computer in the Properties: <Computer name> window.

The settings, that are specified and sent to the local computer using an active policy, are saved in the local
tasks settings after the active policy is disabled.

If the policy defines the settings for any Real-Time Protection task or Network Attached Storage Protection task,and
if such a task is currently running, then the settings defined by the policy will be modified as soon as the policy is
applied. If the task is not running, the settings are applied when it starts.
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Creating policy

The process of creating a policy involves the following steps:

1. Creating a policy using the policy wizard. Real-Time Protection settings can be configured using the
wizard dialogs.

2. Configuring policy settings. In the Properties: <Policy name> window of the created policy, you can
define the Real-Time Protection settings, the general settings of Kaspersky Security 10.1 for Windows
Server, the Quarantine and Backup settings, the level of detail for task logs, as well as user and
administrator notifications about Kaspersky Security 10.1 for Windows Server events.

3 Inorder to create a policy for a group of servers running the installed Kaspersky Security 10.1 for
Windows Server, take the following steps:

1. Expand the Managed devices node in the Administration Console tree, then select the administration
group containing the servers for which you wish to create a policy.

2. Inthe details pane of the selected administration group, select the Policies tab and click the Create a
policy link to start the wizard and create a policy.

3. Inthe Enter the name of group policy for the application window, in the Name field enter the name
of the policy being created. The policy name cannot contain the following symbols: "*<:>? \ /

-

4. Inthe Choose an application for creating a group policy window, in the Application name list
select Kaspersky Security 10.1 for Windows Server.

5. Inthe Operation type selection window, select one of the following options:
1 Create, to create new policy with the settings, set for newly created policies by default.

1 Import policy created with previous version of Kaspersky Security for Windows Server, to
use that version policy as a template.

Click Browse and select a configuration file where an existing policy is stored.

6. Inthe Real-Time Server Protection window, configure the Real-Time File Protection and KSN Usage
task settings as required. Allow or block the use of configured policy tasks on local computers on the
network:

1 Click the & button to allow changes to task settings on network computers and block the
application of task settings configured in the policy.

9 Click the & button to deny changes to task settings on network computers and allow the
application of task settings configured in the policy.

The newly created policy uses the default settings of Real-Time Protection tasks.

1 To edit the default settings of the Real-Time File Protection task, click the Settings button in the
Real-Time File Protection section. In the Options window that opens, configure the task settings
according to your needs. Click OK.

1 To edit the default settings of the KSN Usage task, click the Settings button in the KSN Usage
section. In the Options window that opens, configure the task settings according to your needs.
Click OK.

The KSN Usage task is available of use if the KSN Statement has been accepted.
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7. Select one of the following policy statuses in the Create a group policy for applications window:

1 Active policy if you wish to apply the policy immediately after it is created. If an active policy
already exists in the group, this existing policy will become inactive and the policy you create will
be activated.

1 Inactive policy if you do not want to apply the created policy immediately. In this case the policy
may be activated later.

8. Click the Finish button in the Completing the Wizard window of the Wizard.

The created policy appears in the list of policies on the Policies tab of the selected administration group. In the
Properties: <Policy name> window, you can configure other settings, tasks and functions of Kaspersky
Security 10.1 for Windows Server.

Configuring policy

In the <Policy name> Properties window of an existing policy, you can configure general Kaspersky Security 10.1
for Windows Server settings, quarantine and backup settings, Trusted Zone settings, Real-Time Protection
settings, Local Activity Control settings, the level of detail for task logs, as well as user and administrator
notifications about the Kaspersky Security 10.1 for Windows Server events, access privileges for managing the
application and the Kaspersky Security service, and policy profile application settings.

3 To configure the policy settings:
1. Expand the Managed devices node in the tree of the Administration Console of Kaspersky Security

Center.

2. Expand the administration group, for which you want to configure the associated policy settings, and open
the Policies subnode in the details pane.

3. Select a policy you want to configure and open the <Policy name> Properties window using one of the
following ways:

1 By selecting the Properties option in the policy context menu.
1 By clicking the Configure policy link in the right details pane of the selected policy.
1 By double-clicking the selected policy.

4. Onthe General tab in the Policy status section, enable or disable the policy. To do so, select one of the
options below:

1 Active policy, if you want the policy to be applied on all servers within the selected administration
group.

1 Inactive policy, if you do not want the policy to be applied on all servers within the selected group.

The Offline user policy setting is not available when you manage Kaspersky Security 10.1 for
Windows Server.

5. Inthe Event notification, Application settings, Logs and Notifications, Supplementary, Revision
history sections you can modify the application configuration (see table below).

6. Inthe Real-Time Server Protection, Local Activity Control, Network Activity Control and System
Inspection sections, configure the application settings and application launch settings (see the table
below).
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You can enable or disable the execution of any task on all servers within the administration group by
means of a Kaspersky Security Center policy.

You can configure the application of policy settings on all network computers for each individual
software component.

7. Click OK.

The configured settings are applied in the policy.

Detailed instructions on how to configure task settings and application functions via Kaspersky Security 10.1
Console are provided in the relevant sections of the Kaspersky Security 10.1 for Windows Server User's
Guide.

Sections with Kaspersky Security 10.1 for Windows Server policy settings

General

In the General section, you can configure the following policy settings:
1 Indicate policy status.
1 Configure the inheritance of settings from parent policies and for child policies.
Event notifications

In the Event notifications section, you can configure settings for the following event categories:

9 Critical events

1 Failure

1 Warning

1 Informational event

You can use the Properties button to configure the following settings for the selected events:

1 Indicate the storage location and retention period of information about logged events.
1 Indicate the method of notification about logged events.

Application settings

Table 19. Settings of the Application Settings section

Section Options

Scalability and interface In the Scalability and interface section, you can click the Settings
button to configure the following settings:

1 Choose whether to configure scalability settings automatically or
manually.

1 Configure the application icon display settings.

Security In the Security section, you can click the Settings button to configure the
following settings:

1 Configure the task run settings.

1 Specify how the application should behave when the server is running
on UPS power.

1 Enable or disable password-protection of application functions.
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Connections

In the Connections section, you can use the Settings button to
configure the following proxy server settings for connecting with update
servers, activation servers, and KSN:

1 Configure the proxy server settings.
1 Specify the proxy server authentication settings.

Run system tasks

In the Run system tasks section, you can use the Settings button to
allow or block the starting of the following system tasks according to a
schedule configured on local computers:

1 On-Demand Scan task.
1 Update and Copying Updates tasks.

Supplementary

Table 20. Settings of the Supplementary section

Section

Options

Trusted Zone

Click the Settings button on the Trusted Zone section to configure the
following Trusted Zone application settings:

1 Create a list of Trusted Zone exclusions.
1 Enable or disable scanning of file backup operations.
1 Create a list of trusted processes.

Removable Drives Scan

In the Removable Drives Scan section, you can use the Settings button
to configure scan settings for removable USB drives.

User access permissions for
application management

In the User access permissions for application management section,
you can configure user rights and user group rights to manage Kaspersky
Security 10.1 for Windows Server

User access permissions for
Security Service management

In the User access permissions for Security Service management
section, you can configure user rights and user group rights to manage
the Kaspersky Security Service.

Storages

In the Storages section, click the Settings button to configure the
following Quarantine, Backup and Blocked Hosts settings:

1 Specify the path to the folder into which you want to place Quarantine or
Backup objects.

1 Configure the maximum size of Backup and Quarantine and also specify
the free space threshold.

1 Specify the path to the folder into which you want to place objects
restored from Quarantine or Backup.

1 Configure transmission of information about Quarantine and Backup
objects to Administration Server.

1 Configure the host blocking term.

Real-Time Server Protection

Table 21. Settings of the Real-Time Server Protection section

Section

Options
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Real-Time File Protection

In the Real-Time File Protection section, you can click the Settings
button to configure the following task settings:

Indicate the protection mode.

Configure use of the Heuristic Analyzer.
Configure use of the Trusted Zone.
Indicate the protection scope.

Set the security level for the selected protection scope: you can select a
predefined security level or configure the security settings manually.

1 Configure the task start settings.

= 4 -4 -8 -2

KSN Usage

In the KSN Usage section, you can click the Settings button to configure
the following task settings:

1 Indicate the actions to perform on KSN untrusted objects.
1 Configure task performance.

1 Configure settings for using Kaspersky Security Center as a KSN proxy
server.

1 Accept the KSN Statement.
1 Configure the task start settings.

Exploit Prevention

In the Exploit Prevention section, you can click the Settings button to
configure the following task settings:

1 Select the process memory protection mode.
1 Indicate the actions to reduce exploit risks.
1 Add to and edit the list of protected processes.

Script Monitoring

In the Script Monitoring task, click the Settings button to configure the
following task run settings:

1 Allow or block execution of probably dangerous scripts.
1 Configure the use of Heuristic Analyzer.

1 Configure application of the trusted zone.

1 Configure the task run settings.

Local Activity Control

Table 22. Settings of the Local Activity Control section

Section

Options

Applications Launch Control

In the Applications Launch Control section, you can use the Settings
button to configure the following task settings:

1 Select the task operating mode.
1 Configure settings for controlling subsequent application launches.

1 Indicate the scope for application of the Applications Launch Control
rules.

1 Configure use of KSN.
1 Configure the task start settings.
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Device Control

In the Device Control section, you can click the Settings button to
configure the following task settings:

1 Select the task operating mode.
1 Configure the task start settings.

Network Activity Control

Table 23. Settings of the Network Activity Control section

Section

Options

Firewall Management

In the Firewall Management section, you can click the Settings
button to configure the following task settings:

1 Configure firewall rules.
1 Configure the task start settings.

Anti-Cryptor

In the Anti-Cryptor section, you can click the Settings button to
configure the following task settings:

1 Configure the Anti-Cryptor protection scope.
1 Configure the task start settings.

System Inspection

Table 24. Settings of the System Inspection section

Section

Options

File Integrity Monitor

In the File Integrity Monitor section you can configure control over the
changes in files that can signify a security violation on a protected
server.

Log Inspection

In the Log Inspection section you can configure a protected server
integrity conrtol basing on the results of the Windows Event Log analysis.

Logs and Notifications

Table 25. Settings of the Logs and Notifications section

Section

Options

Task logs

In the Task logs section, you can click the Settings button to
configure the following settings:

1 Specify the importance level of the logged events for the selected
software components.

1 Specify the task log storage settings.
1 Specify the SIEM integration with Kaspersky Security Center settings.

Event notifications

In the Event notifications section, you can click the Settings button
to configure the following settings:

1 Specify the user notification settings for the Object detected event.

1 Specify the administrator notification settings for any event selected in
the event list in the Notification settings section.
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Interaction with Administration In the Interaction with Administration Server section, you can click
Server the Settings button to select the types of objects that Kaspersky
Security 10.1 for Windows Server will report to Administration Server.

Network Attached Storage Protection

Table 26. Settings of Network Attached Storage Protection section

Section Options

Real-Time File Protection (RPC) In the Real-Time File Protection (RPC) section, you can click the
Settings button to configure the following settings:

1 Heuristic analyzer usage.
1 Network attached storage connection settings.
f Task protection scope.

Real-Time File Protection (ICAP) In the Real-Time File Protection (ICAP) section, you can click the
Settings button to configure the following settings:

1 ICAP service connection settings.
1 Integration with other components.
1 Security level.

Anti-Cryptor for NetApp In the Anti-Cryptor for NetApp section, you can click the Settings
button to configure the following settings:

f Task mode.

1 Heuristic analyzer usage.

f Connection and authentication settings.

1 Specify exclusions from the protection scope.

To review the detailed information about Network Attached Storage Protection tasks, see the Kaspersky
Security 10.1 for Windows Server Implementation Guide for Network Storages Protection.

Revision history

In the Revision History section, you can manage revisions: compare with the current revision or other policy, add
descriptions of revisions, save revisions to a file or perform a rollback.

Configuring scheduled start of local system tasks

You can use policies to allow or block start of the local system On-Demand Scan task and the Update task
according to the schedule configured locally on each server in the administration group:

1 If the scheduled start of a specific type of local system task is prohibited by a policy, these tasks will not
be performed on the local computer as per the schedule. You can start the local system tasks
manually.

1 If the scheduled start of a specific type of local system task is allowed by a policy, these tasks will be
performed in accordance with the scheduled parameters configured locally for this task.
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By default, start of local system tasks is prohibited by policy.

We recommend that you do not allow local system tasks to start if updates or on-demand scans are being
administered by Kaspersky Security Center group tasks.

If you do not use group update or on-demand scan tasks, allow local system tasks to be started in the policy:
Kaspersky Security 10.1 for Windows Server will perform application database and module updates, and start all
local system on-demand scan tasks in accordance with the default schedule.

You can use policies to allow or block the scheduled start of the following local system tasks:

1 On-Demand Scan tasks: Critical Areas Scan, Quarantine Scan, Scan at Operating System Startup,
Software Modules Integrity Check;

1 Update tasks: Database Update, Software Modules Update and Copying Updates.

If the protected server is excluded from the administration group, the system tasks schedule will be enabled
automatically.

3 To allow or block the scheduled start of Kaspersky Security 10.1 for Windows Server system tasks in
a policy take the following steps:

1. Inthe Managed devices node in the Administration Console tree, expand the required group and select
the Policies tab.

2. Onthe Policies tab in the context menu of the policy with which you want to configure the scheduled start
of Kaspersky Security 10.1 for Windows Server system tasks on the group of servers, select the
Properties command.

3. Inthe <Policy name> Properties window, open the Application properties section. In the Run system
tasks section, click the Settings button and perform the following:

1 Select the Allow on-demand scan tasks launch and Allow update tasks and Copying Update task
launch check boxes to allow the scheduled launch of the listed tasks.

1 Clear the Allow on-demand scan tasks launch and Allow update tasks and Copying Update task
launch check boxes to disable the scheduled launch of the listed tasks.

Selecting or clearing the check box will not affect the start settings of any local custom tasks of this
type.

4. Make certain that the policy (see Section "About policies" on page 105) you are configuring is active and
applied to the group of administration servers.

5. Click OK.

The configured scheduled task start settings are applied for the selected tasks.
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Creating and configuring tasks using
Kaspersky Security Center

This section contains information about Kaspersky Security 10.1 for Windows Server tasks, and how to create
them, configure task settings, and start and stop them.

In this chapter
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About task creation in Kaspersky Security Center

You can create group tasks for administration groups and sets of computers. You can create the following task
types:

Activation of the application

Copying Updates

Database Update

Software Module Update

Rollback of Database Update

On-Demand Scan

Application Integrity Control

= =4 4 4 -4 a4 -8 -2

Rule Generator for Applications Launch Control
1 Rule Generator for Device Control
You can create local and group tasks in the following ways:
9 for one computer: in the Properties <Computer name> window in the Tasks section;

9 for an administration group: in the details pane of the node of the selected group of computers on the
Tasks tab;

i for a set of computers: in the details pane of the Device selections node.
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Using policies you can disable schedules for update and On-Demand Scan local system tasks (see Section
"Configuring scheduled start of local system tasks" on page 112) on all protected servers, from the same
administration group.

General information on tasks in Kaspersky Security Center is provided in the Kaspersky Security Center Help.

Creating task using Kaspersky Security Center

The process of configuring the settings of Kaspersky Security 10.1 for Windows Server functional
components in Kaspersky Security Center is similar to local configuration of the settings of these components
in Kaspersky Security 10.1 Console. Detailed instructions on how to configure task settings and application
functions are provided in the relevant sections of the Kaspersky Security 10.1 for Windows Server User's
Guide.

3 To create a new task in the Administration Console of Kaspersky Security Center:

1. Start the task wizard in one of the following ways:
I To create a local task:

a. Expand the Managed devices node in the tree of the Administration Server of Kaspersky Security
Center and select the group that the protected server belongs to.

b. Inthe details pane, on the Devices tab open the context menu on the line with information about
the protected server and select Properties.

c. Inthe window that opens, click the Add button in the Tasks section.
I To create a group task:

a. Expand the Managed devices node in the Kaspersky Security Center Administration Console tree
and select the group for which you want to create a task.

b. Inthe details pane, open the context menu on the Tasks tab and select New > Task.

I To create atask for a custom set of computers, in the Device selections node in the Kaspersky
Security Center Administration Console tree select New task.

The task wizard window opens.

2. Inthe Specify task name window, enter the task name (no longer than 100 characters) not containing the
symbols uf <> ?\/|:). Itis recommended that the task type is added to its nhame (for example,
"On-demand scan of shared folders").

3. Inthe Task type window under the heading Kaspersky Security 10.1 for Windows Server, select the
type of the task to be created.

4. |If you selected any task type except Roll back database update or Application activation, Task Settings
window opens. Depending on the type of task created, do one of the following actions:

1 To create an On-Demand Scan task:
a. Create a scan scope in the Scan scope window.

By default, scan scope includes critical areas of the server. Scan scopes are marked in the table
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