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About this Guide

The Kaspersky Embedded Systems Security 2.3 (hereinafter referred to as "Kaspersky Embedded Systems

Security", "the application") Administrator's Guide is intended for specialists who install and administer Kaspersky
Embedded Systems Security on all protected devices, and for specialists who provide technical support to
organizations using Kaspersky Embedded Systems Security.

This Guide contains information about configuring and using Kaspersky Embedded Systems Security.

This Guide will also help you to learn about sources of information about the application and ways to receive
technical support.

In this chapter
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In this document

The Administrator's Guide for Kaspersky Embedded Systems Security contains the following sections:

Sources of information about Kaspersky Embedded Systems Security

This section lists the sources of information about the application.

Kaspersky Embedded Systems Security

This section describes the functions, components, and distribution kit of Kaspersky Embedded Systems Security,
and provides a list of hardware and software requirements of Kaspersky Embedded Systems Security.

Installing and removing the application

This section provides step-by-step instructions for installing and removing Kaspersky Embedded Systems Security.

Application interface

This section contains information about elements of the Kaspersky Embedded Systems Security interface.

Application licensing

This section provides information about the main concepts related to licensing of the application.

Starting and stopping Kaspersky Embedded Systems Security

This section contains information about starting and stopping the Kaspersky Embedded Systems Security
Administration Plug-in (hereinafter referred to as Administration Plug-in) and the Kaspersky Security Service.
About access permissions for Kaspersky Embedded Systems Security functions

This section contains information about permissions to manage Kaspersky Embedded Systems Security and

WindowsE services registered by the application, and

About this Guide
16



KASPER{KY3

Creating and configuring policies

This section contains information about using Kaspersky Security Center policies for managing Kaspersky
Embedded Systems Security on several computers.

Creating and configuring tasks using Kaspersky Security Center

This section contains information about Kaspersky Embedded Systems Security tasks, and how to create them,
configure task settings, and start and stop them.

Managing application settings

This section contains information about configuring Kaspersky Embedded Systems Security general settings in
Kaspersky Security Center.

Real-Time Computer Protection

This section provides information about Real-Time Computer Protection components: Real-Time File Protection,
KSN Usage and Exploit Prevention. This section also provides instructions on how to configure Real-Time
Computer Protection tasks and manage the security settings of a protected computer.

Local Activity Control
This section provides information about Kaspersky Embedded Systems Security functionality that controls
applications launches and connections by external devices via USB.

Network Activity Control

This section contains information about the Firewall Management task.

System Inspection

This section contains information about the File Integrity Monitor task and features for inspecting the operating
system log.

Integrating with third-party systems

This section describes integration of Kaspersky Embedded Systems Security with third-party features and
technologies.

Working with Kaspersky Embedded Systems Security from the command line

This section describes working with Kaspersky Embedded Systems Security from the command line.

Contacting Technical Support

This section describes the ways to receive technical support and the conditions on which it is available.

Glossary

This section contains a list of terms, which are mentioned in the document, as well as their respective definitions.

AO Kaspersky Lab

This section provides information about AO Kaspersky Lab.

Information about third-party code

This section contains information about the third-party code used in the application.

About this Guide
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Trademark notices

This section lists trademarks reserved to third-party owners and mentioned in the document.

Index

This section allows you to quickly find required information through the document.

Document conventions

This document uses the following conventions (see table below).

Table 1. Document conventions
Sample text Description of document convention
Warnings are highlighted in red and set off in a box. Warnings contain
information about actions that may have undesirable consequences.
Note that...

We recommend that you use...

Notes are set off in a box. Notes contain supplementary and reference
information.

Example:

o}

Examples are given in blocks against a blue background under the
heading "Example".

About this Guide
18



KASPER{KY3

Sample text

Description of document convention

Update means...

The Databases are out of date
event occurs.

The following elements are italicized in the text:

1 New terms
1 Names of application statuses and events

Press ENTER.
Press ALT+F4.

Names of keyboard keys appear in bold and are capitalized.

Names of keys that are connected by a + (plus) sign indicate the use of a
key combination. These keys must be pressed simultaneously.

Click the Enable button.

Names of application interface elements, such as text boxes, menu items,
and buttons, are set off in bold.

3 To configure a task
schedule:

Introductory phrases of instructions are italicized and accompanied by an
arrow symbol.

In the command line, type help

The following message then
appears:

Specify the date in dd:mm:yy
format.

The following types of text content are set off with a special font:

1 Textin the command line
1 Text of messages displayed on the screen by the application
1 Data that must be entered from the keyboard

<User name>

Variables are enclosed in angle brackets. Instead of the variable name,
the corresponding value should be inserted, omitting the angle brackets.

About this Guide
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Sources of information about
Kaspersky Embedded Systems
Security

This section lists the sources of information about the application.

You can select the most suitable information source, depending on the importance level and urgency of the issue.

In this chapter

Sources for independent retrieval of INFOrMAtIoN.............ueuieiii 20

Discussing Kaspersky Lab applications in the COMmMUNILY .........cceeiiiiiiiiiiii e 21

Sources for independent retrieval of information

You can use the following sources to find information about Kaspersky Embedded Systems Security:
1 Kaspersky Embedded Systems Security page on the Kaspersky Lab website.
1 Kaspersky Embedded Systems Security page on the Technical Support website (Knowledge Base).

T Manuals.

If you did not find a solution to your problem, contact Kaspersky Lab Technical Support
https://support.kaspersky.com.

An Internet connection is required to use online information sources.

Kaspersky Embedded Systems Security page on the Kaspersky Lab website

On the Kaspersky Embedded Systems Security page https://www.kaspersky.com/enterprise-security/embedded-
systems, you can view general information about the application, its functions and features.

The Kaspersky Embedded Systems Security page contains a link to eStore. There you can purchase the
application or renew your license.

Kaspersky Embedded Systems Security page in Knowledge Base

Knowledge Base is a section on the Technical Support website.

The Kaspersky Embedded Systems Security page in the Knowledge Base https://support.kaspersky.com/kess2/

features articles that provide useful information, recommendations, and answers to frequently asked questions
about how to purchase, install, and use the application.

Sources of information about Kaspersky Embedded Systems Security
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Knowledge Base articles can answer questions relating to not only Kaspersky Embedded Systems Security but
also to other Kaspersky Lab applications. Knowledge Base articles can also include Technical Support news.

Kaspersky Embedded Systems Security documentation

Kaspersky Embedded Systems Security Administrator's Guide contains information about the application
installation, uninstallation, settings configuring and usage.

Discussing Kaspersky Lab applications in the community

If your question does not require an immediate answer, you can discuss it with Kaspersky Lab experts and other
users in our community https://community.kaspersky.com/.

In this community, you can view existing topics, leave your comments, and create new discussion topics.

Sources of information about Kaspersky Embedded Systems Security
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Kaspersky Embedded Systems
Security

This section describes the functions, components, and distribution kit of Kaspersky Embedded Systems Security,
and provides a list of hardware and software requirements of Kaspersky Embedded Systems Security.

In this chapter

About Kaspersky Embedded SyStems SECUNLY ........ccooviiiiiiiiic 22
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Hardware and SOftware reqQUIFEIMENTS ...........eiiiiiiiiiiiiieieieeeeeeeeeeeeeeeeeeeeeeeeessseeesasesssasessssssssssssssssssssssssssnnnnnnnes 26
Functional requirements and lIMItALIONS ...........oouuiiiiiiii e 28

About Kaspersky Embedded Systems Security

KasperskyEmbedded Systems Security protects computers and ot
Windows against viruses and other computer threats. Kaspersky Embedded Systems Security users are corporate
network administrators and specialists responsible for anti-virus protection of the corporate network.

You can install Kaspersky Embedded Systems Security on a variety embedded systems under Windows, including
the following devices types:

1 ATM (automated tellers machines);
1 POS (points of sales).

Kaspersky Embedded Systems Security can be managed in the following ways:

9 Via the Application Console installed on the same computer as Kaspersky Embedded Systems Security, or
on a different computer.

1 Using commands in the command line.
1 Viathe Kaspersky Security Center Administration Console.

The Kaspersky Security Center application can also be used for centralized administration of multiple computers
running Kaspersky Embedded Systems Security.

It is possible to review Kaspersky Embedded Systems Security performance counters for the "System Monitor"
application, as well as SNMP counters and traps.
Kaspersky Embedded Systems Security components and functions

The application includes the following components:

1 Real-Time Protection. Kaspersky Embedded Systems Security scans objects when they are accessed.
Kaspersky Embedded Systems Security scans the following objects:

1 Files

Kaspersky Embedded Systems Security
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1 Alternate file system streams (NTFS streams)
9 Master boot records and boot sectors on local hard and removable drives

On-Demand Scan. Kaspersky Embedded Systems Security runs a single scan of the specified area for
viruses and other computer security threats. Application scans files, RAM, and autorun objects on a
protected computer.

Applications Launch Control. The component tracks users' attempts to launch applications and controls
applications launches on a protected computer.

Device Control. The component controls registration and usage of mass storage devices and CD/DVD
drives in order to protect the computer against computer security threats that may arise while exchanging
files with USB-connected flash drives or other types of external device.

Firewall Management. This component provides the ability to manage the Windows Firewall: configure
settings and operating system firewall rules, and block any possibility of external firewall configuration.

File Integrity Monitor. Kaspersky Embedded Systems Security detects changes in files within the
monitoring scopes specified in the task settings. These changes may indicate a security breach on the
protected computer.

Log Inspection. This component monitors the integrity of the protected environment based on the results
of an inspection of Windows event logs.

The following functions are implemented in the application:

f

Database Update and Software Modules Update. Kaspersky Embedded Systems Security downloads
updates of application databases and modules from FTP or HTTP update servers of Kaspersky Lab,
Kaspersky Security Center Administration Server, or other update sources.

Quarantine. Kaspersky Embedded Systems Security quarantines probably infected objects by moving
such objects from their original location to Quarantine folder. For security purposes, objects are stored in
Quarantine folder in encrypted form.

Backup. Kaspersky Embedded Systems Security stores encrypted copies of objects classified as Infected
in Backup before disinfecting or deleting them.

Administrator and user notifications. You can configure the application to notify the administrator and
users who access the protected computer about events in Kaspersky Embedded Systems Security
operation and the status of Anti-Virus protection on the computer.

Importing and exporting settings. You can export Kaspersky Embedded Systems Security settings to an
XML configuration file and import settings into Kaspersky Embedded Systems Security from the
configuration file. You can save all application settings or only settings for individual components to a
configuration file.

Applying templates. You can manually configure a node's security settings in the tree or in a list of the
computer's file resources, and save the configured setting values as a template. This template can then be
used to configure the security settings of other nodes in Kaspersky Embedded Systems Security protection
and scan tasks.

Managing access permissions for Kaspersky Embedded Systems Security functions.You can
configure the rights to manage Kaspersky Embedded Systems Security and the Windows services
registered by the application, for users and groups of users.

Writing events to the application event log. Kaspersky Embedded Systems Security logs information
about software component settings, the current status of tasks, events that occur while tasks run, events
associated with Kaspersky Embedded Systems Security management, and information required to
diagnose errors in Kaspersky Embedded Systems Security.

Kaspersky Embedded Systems Security
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1 Trusted Zone. You can generate the list of exclusions from the protection or scan scope, that Kaspersky
Embedded Systems Security will apply in the on-demand and real-time protection tasks.
1 Exploit Prevention. You can protect process memory from exploits using an Agent injected into the
process.
1
What's new
Kaspersky Embedded Systems Security offers the following new features and improvements:
1 Support for new versions of Microsoft Windows operating systems.
Windows 10 Redstone 6 (x32 and x64).
1 Complete activation code cannot be viewed in the application GUI.

The already added activation code is partially hidden while displayed in the application GUI and cannot be
viewed in full by any user.

Distribution kit

The distribution kit includes the welcome application that lets you do the following:

f
f
f

f
f
f

1

Start the Kaspersky Embedded Systems Security Installation Wizard.
Start the Kaspersky Embedded Systems Security Console Installation Wizard.

Start the Installation Wizard that will install Kaspersky Embedded Systems Security Administration Plug-in
for managing the application via the Kaspersky Security Center.

Read the Administratords Gui de.
Go to Kaspersky Embedded Systems Security page on the Kaspersky Lab website.

Visit the Technical Support website https://support.kaspersky.com/.

Read information about the current version of Kaspersky Embedded Systems Security.

The \console folder contains files for the installation of Application Console ("Kaspersky Embedded Systems
Security Administration Tools" set of components).

The \product folder contains:

f

f
f

Files for the installation of Kaspersky Embedded Systems Security components on a computer running a
32-bit or 64-bit Microsoft Windows operating system.

File for the installation of the Administration Plug-in for managing Kaspersky Embedded Systems Security
via the Kaspersky Security Center.

Archive of anti-virus databases current at the time the application was released.

File with the text of the End User License Agreement and Privacy Policy.

The \product_no_avbases folder contains installation files for Kaspersky Embedded Systems Security components
and the Administration Plug-in without the antivirus databases.

The \setup folder contains greeting program start files.

The distribution kit files are stored in different folders depending on their intended use (see table below).

Kaspersky Embedded Systems Security
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Table 2. Kaspersky Embedded Systems Security distribution kit files

File Purpose

autorun.inf Autorun file for the Kaspersky Embedded Systems Security
Installation Wizard when installing the application from
removable media.

ess_admin_guide_en.pdf Administrator's Guide.

release notes.txt The file contains release information.

setup.exe Greeting program start file (starts setup.hta).
\console\esstools_x86(x64).msi Windows Installer package; installs the Application Console on

the protected computer.

\console\setup.exe The file that starts the setup wizard for the "Administration tools"
set of components (including the Application Console); it starts
the esstools.msi installation package file using the settings
specified in the setup wizard.

\product\bases.cab Archive of anti-virus databases current at the time of application
release.
\product\setup.exe The file for installing Kaspersky Embedded Systems Security on

the protected computer by means of the wizard,; it starts the
installation package file ess.msi with the installation settings
specified in the wizard.

\product\ess_x86(x64).msi Windows Installer package; installs Kaspersky Embedded
Systems Security on the protected computer.

\product\ess.kud File in Kaspersky Unicode Definition format with a description of
the installation package for remote installation of Kaspersky
Embedded Systems Security via Kaspersky Security Center.

\product\kicfginst.exe Installer for Administration Plug-in for managing Kaspersky
Embedded Systems Security via the Kaspersky Security Center.
Install the Administration Plug-in on each computer where the
Kaspersky Security Center Administration Console is installed if
you plan to use it to manage Kaspersky Embedded Systems

Security.
\product\license.txt Text of the End User License Agreement and Privacy Policy.
\product\migration.txt The file describes migration from previous application versions.
\setup\setup.hta Greeting program start file.

Kaspersky Embedded Systems Security
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Hardware and software requirements

Before installing Kaspersky Embedded Systems Security, you must uninstall other anti-virus applications from
the computer.

Software requirements for the protected computer

You can install Kaspersky Embedded Systems Security on a computer under a 32-bit or 64-bit Microsoft Windows
operating system.

Windows Installer 3.1 is required for a proper application installation and work on a computer under Microsoft
Windows XP.

To install and use Kaspersky Embedded Systems Security on the computers with embedded operating
systems, Filter Manager component is required.

You can install Kaspersky Embedded Systems Security on a computer under one of the following 32-bit or 64-bit
Microsoft Windows operating systems:

=

Windows XP Embedded SP3 (32-bit)

Windows Embedded POSReady 2009 (32-bit)

Windows XP Professional SP2 / SP3 (32-bit, 64-bit)

Windows Embedded Standard 7 SP1 (32-hit, 64-bit)

Windows Embedded Enterprise 7 SP1 (32-bit, 64-bit)

Windows Embedded POSReady 7 (32-bit, 64-bit)

Windows 7 Professional / Enterprise SP1 (32-bit, 64-bit)

Windows Embedded 8.1 Industry Professional / Enterprise (32-bit, 64-bit)
Windows Embedded 8.0 Standard (32-bit, 64-bit)

Windows 8 Professional / Enterprise (32-bit, 64-bit)

Windows 8.1 Professional / Enterprise (32-bit, 64-bit)

Windows 10 Professional / Enterprise (32-bit, 64-bit)

Windows 10 loT Enterprise (32-bit, 64-bit)

Windows 10 Redstone 1 Professional / Enterprise / 0T Enterprise (32-bit, 64-bit)
Windows 10 Redstone 2 Professional / Enterprise / 0T Enterprise (32-bit, 64-bit)
Windows 10 Redstone 3 Professional / Enterprise / 0T Enterprise (32-bit, 64-bit)

= =4 4 -4 -4 -4 -4 -4 -4 -2 -2 _a _a _a _a -2

Windows 10 Redstone 4 Professional / Enterprise / 0T Enterprise (32-bit, 64-bit)

Kaspersky Embedded Systems Security
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1 Windows 10 Redstone 5 Professional / Enterprise / 10T Enterprise (32-bit, 64-bit)
1 Windows 10 Redstone 6 Professional / Enterprise / 10T Enterprise (32-bit, 64-bit)

Hardware requirements for the protected computer

Hardware requirements for the protected computer vary depending on the installed Windows operating system:

1 Hardware requirements for a computer under Windows XP (32 / 64-bit), Windows 7 (32-bit), Windows 8
(32-hit), Windows Embedded XP, Windows Embedded POSReady 2009, or Windows Embedded
POSReady 7 operating system:

1 Minimum configuration:
1 Disk space requirements:
1 Toinstall the Applications Launch Control component i 50 MB.
1 Toinstall all Kaspersky Embedded Systems Security components i 2 GB.
T RAM:

1 256 MB to install only the Applications Launch Control component on the computer under
Microsoft Windows operating system.

1 512 MB to perform full installation of all components.
1 Processor requirements:

1 for 32-bit Microsoft Windows operating systems: 1.4 GHz single-c or e processor | nt
Pentt umE | | |

1 for 64-bit Microsoft Windows operating systems: 1.4 GHz single-core processor Intel Pentium
Iv.

1 Recommended configuration:
1 Disk space requirements:
1 Toinstall the Applications Launch Control component i 2 GB.
1 Toinstall all Kaspersky Embedded Systems Security components i 4 GB.
1 RAM:2GB.
1 Processor requirements:2.4 GHz quad-core processor.

1 Hardware requirements for a computer under Windows 7 (64-bit), Windows 8 (64-bit), Windows 10 (64-bit),
Windows Embedded 7, or Windows Embedded 8 operating system:

1 Minimum configuration:
9 Disk space requirements:
1 Toinstall the Applications Launch Control component i 50 MB.
I Toinstall all Kaspersky Embedded Systems Security components i 2 GB.

1 RAM:1GB.

Kaspersky Embedded Systems Security
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1 Processor requirements:

1 for 32-bit Microsoft Windows operating systems: 1.4 GHz single-core processor Intel Pentium
M.

1 for 64-bit Microsoft Windows operating systems: 1.4 GHz single-core processor Intel Pentium
Iv.

1 Recommended configuration
9 Disk space requirements:
1 Toinstall the Applications Launch Control component i 2 GB.
1 Toinstall all Kaspersky Embedded Systems Security components i 4 GB.
1T RAM:2GB.

1 Processor requirements:2.4 GHz quad-core processor.

Functional requirements and limitations

This section describes additional functional requirements and existing limitations for Kaspersky Embedded
Systems Security components.

In this section

Installation and uninstallation ... 28
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Installation and uninstallation

91 During application installation a warning appears, if a new path to the Kaspersky Embedded Systems
Security installation folder contains more than 150 symbols. The warning does not affect the installation
process: Kaspersky Embedded Systems Security will install and run successfully.

1 For installation of the SNMP protocol support component the SNMP service must be restarted, if it is
running.

9 Forinstallation and functioning of Kaspersky Embedded Systems Security on the device managed by the
embedded operating system, the Filter Manager component must be installed.

1 The Kaspersky Embedded Systems Security Administration Tools installation is not available via the
Mi crosoft Active DirectoryE group policies.

1 When installing application on computers running on the older operating systems, which cannot receive
regular updates, it is required to check the following root certificates: DigiCert Assured ID Root CA,
DigiCert_High_Assurance_EV_Root_CA, DigiCertAssuredIDRootCA. Lack of specified certificates can lead
to incorrect application functioning. It is recommended to install specified certificates in any possible way.

Kaspersky Embedded Systems Security
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1 Kaspersky Embedded Systems Security Console cannot be uninstalled via the Start menu. You can
uninstall Kaspersky Embedded Systems Security Console using the link in the Add / Remove Programs
window.

File Integrity Monitor

By default, the File Integrity Monitor does not monitor changes in system folders or the file system's housekeeping
files, in order to prevent information about routine file changes, which are performed constantly by the operating
system, from getting into the task reports. The user cannot manually include such folders in the monitoring scope.

The following folders/files are excluded from the monitoring scope:

=

NTFS housekeeping files with file id from 0 to 33
"%SystemRoot%\\Prefetch\\"
"%SystemRoot%\\ServiceProfiles\\LocalService\AppData\\Local\\"
"%SystemRoot%\\System32\\LogFiles\Scm\\"
"%SystemRoot%\\Microsoft. NET\\Framework\\v4.0.30319\\"
"%SystemRoot%\\Microsoft. NET\\Framework64\\v4.0.30319\\"
"%SystemRoot%\\Microsoft. NET\\"
"%SystemRoot%\\System32\\config\\"

"%SystemRoot%\Temp\\"
"%SystemRoot%\\ServiceProfiles\\LocalService\\"
"%SystemRoot%\System32\\winevt\\Logs\\"
"%SystemRoot%\\System32\\wbem\\repository\\"
"%SystemRoot%\\System32\\wbem\\Logs\\"
"%ProgramData%\\Microsoft\Windows\\WER\\ReportQueue\\"
"%SystemRoot%\SoftwareDistribution\\DataStore\\"
"%SystemRoot%\\SoftwareDistribution\\DataStore\\Logs\\"
"%ProgramData%\\Microsoft\Windows\\AppRepository\\"
"%ProgramData%\\Microsoft\Search\\Data\\Applications\\Windows\\"
"%SystemRoot%\\Logs\\SystemRestore\\"

= =4 -4 -4 -4 -4 -4 -2 _a _a _a _Aa _Aa -5 A -5 -5 -8 -2

"%SystemRoot%\System32\\Tasks\\Microsoft\Windows\TaskScheduler\\"

The application excludes top-level folders.

The component does not monitor files changes that bypass the ReFS/NTFS file system (file changes made through
BIOS, LiveCD, etc.).

Kaspersky Embedded Systems Security
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Firewall Management
1 Working with IP addresses in IPv6 format is not available when specified applied rule scope consists of one
address.

1 Preset Firewall policy rules provide execution of basic scenarios of interaction between local computers
and Administration Server. For full usage of Kaspersky Security Center functions, it is required to set up
rules for ports manually. Information about port numbers, protocols and their functions is contained in
Kaspersky Security Center Knowledge base (article ID: 9297).

1 The application does not control modification of Windows Firewall rules and rule groups during the minutely
inquiries of the Firewall management task, if those rules were not added to the task configuration upon the
application installation. To update the status and include such rules the Firewall management task must be
restarted.

1 When the Firewall Management task is started, the following types of rules are automatically removed from
the operating system's firewall settings:

1 denying rules;

1 rules monitoring outgoing traffic.

Other limitations

On-Demand Scan, Real-Time File Protection:

1 Connected MTP-devices scanning is not available.

1 Archive object scanning is not available without SFX-archive scanning: if archive scanning is enabled in the
protection settings of Kaspersky Embedded Systems Security, the application automatically scans objects
in both archives and SFX-archives. SFX-archives scanning without archives scanning is available.

Licensing:

1 Application activation with the key via the Setup wizard is not available, if the key is stored on the disk,
which was created with the SUBST command, or if the network path to the key file is specified.

Updates:

1 After the installation of Kaspersky Embedded Systems Security critical modules updates, the application
icon is hidden by default.

1 KLRAMDISK is not supported on computers running Windows XP or Windows 2003 operating system.

Interface:

1 If you use filtering in the Application Console in the Quarantine, Backup, System audit log or Task log, the
case should be maintained.

1 You can use only one mask and only in the path end, when configuring protection or scan scope in the
Application Console. Correct mask usage examples: "C:\Temp\Temp*", or "C:\Temp\Temp??7?.doc", or
"C:\Temp\Temp*.doc". Limitation does not affect Trusted Zone configuration.

Kaspersky Embedded Systems Security
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Security:

il

If the User Account Control in the operating system settings is activated, a user account must be a part of
KAVWSEE Administrators group to open the Application Console with a double-click on the application
icon in the tray notification area. In other case, it will be necessary to login as a user, which is allowed to
open the Compact Diagnostic Interface or the Microsoft Management Console snap-in.

Application uninstallation via the Programs and Features window of Microsoft Windows is not available if
the User Account Control is activated.

Integration with Kaspersky Security Center:

f

Administration Server checks the database updates validity when receiving the update packages, and
before sending the updates to network computers. Administration Server does not check validity of the
received software module updates.

Make sure the required check boxes are selected in the Interaction with the Administration Server settings,
when you use the components that transmit the dynamically changed data to Kaspersky Security Center
with the help of network lists (Quarantine, Backup).

Exploit Prevention:

1 Exploit Prevention is not available if apphelp.dll libraries are not loaded in the current environment

configuration.

The Exploit Preventioncomponent i s incompatible with Microsoftos
Microsoft Windows 10 operating system: Kaspersky Embedded Systems Security blocks EMET, if the
Exploit Prevention component is being installed on a computer with EMET installed.

Kaspersky Embedded Systems Security
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Installing and removing the
application

This section provides step-by-step instructions for installing and removing Kaspersky Embedded Systems Security.

In this chapter

Kaspersky Embedded Systems Security software component codes for the Windows Installer service ... 32

System changes after Kaspersky Embedded Systems Security installation .............ccccooeeiiiiiiiiiiiiiiiciiiennn, 37
Kaspersky Embedded SysStems SECUILY PrOCESSES ......cciiuuiiieiiieiieiiiite e ittt ettt e e sibr e e ssibr e e e sebreeessnnneee s 39
Installation and uninstallation settings and command line options for the Windows Installer service ........ 40
Kaspersky Embedded Systems Security install and uninstall 10gS ............evvviiiiiiiiieiiieiiiieveeeeeveveeeeaeveeenns 43
INSTAIIAION PIANNING .....eeiee ettt e et e e e st et e e e st bt e e e sabbe e e e anbbeeeesnnneeeeanes 44
Installing and uninstalling the application USING & WIZArd .............cooiiiiiiiiiiiie e 46
Installing and uninstalling the application from the command line ....................c 59
Installing and uninstalling the application using Kaspersky Security Center.............cccccooeeiiiii. 64
Installing and uninstalling via Active Directory group POICIES .........ocuieiiiiiiiiiiiiiee e 69
Checking Kaspersky Embedded Systems Security functions. Using the EICAR test Virus ............ccccvveee... 71

Kaspersky Embedded Systems Security software
component codes for the Windows Installer service

By default, the \product\ess_x86.msi and \product\ess_x64.msi files are designed to install all Kaspersky
Embedded Systems Security components. You can install these components by including them in a custom
installation.

The \console\esstools_x86.msi and \console\esstools_x64.msi files install all software components in the
"Administration Tools" set.

The following sections list the Kaspersky Embedded Systems Security component codes for the Windows Installer
service. These codes can be used to define a list of components to be installed when installing Kaspersky
Embedded Systems Security from the command line.

In this section
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Kaspersky Embedded Systems Security software components

The following table contains codes and descriptions of Kaspersky Embedded Systems Security software
components.
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Table 3. Description of Kaspersky Embedded Systems Security software components
Component Identifier Functions performed
Basic functionality Core This component contains the set of basic
application functions and ensures their
operation.
Applications Launch Control AppCitrl This component monitors user attempts to

run applications and allows or denies
application launch in accordance with
specified Applications Launch Control rules.

It is implemented in the Applications Launch
Control task.

Device Control DevCitrl This component tracks attempts to connect
USB mass storage devices to a protected
computer and allows or denies use of these
devices according to the specified device
control rules.

The component is implemented in the Device
Control task.

Anti-Virus protection AVProtection This component provides anti-virus
protection and contains the following
components:

1 On-Demand Scan
1 Real-Time File Protection

On-Demand Scan Ods This component installs Kaspersky
Embedded Systems Security system files
and provides On-Demand scan tasks
(scanning of objects on the protected
computer upon request).

If other Kaspersky Embedded Systems
Security components are specified when
installing Kaspersky Embedded Systems
Security from the command line, but the
Core component is not specified, the Core
component is installed automatically.

Real-Time File Protection Oas This component performs anti-virus scans of
files on the protected computer when these
files are accessed.

It implements the Real-Time File Protection
task.

Kaspersky Security Network Usage Ksn This component provides protection based
on Kaspersky Lab cloud technologies.

It implements the KSN Usage task (sending
requests to and receiving conclusions from
the Kaspersky Security Network service).

Installing and removing the application
34



KASPER{KY3

Component

Identifier

Functions performed

File Integrity Monitor

Fim

This component logs operations performed
on files in the specified monitoring scope.

The component implements the File Integrity
Monitor task.

Exploit Prevention

AntiExploit

This component makes it possible to manage
settings to protect memory used by processes
in a protected computer's memory.

Firewall Management

Firewall

This component makes it possible to manage
Windows Firewall through the Kaspersky
Embedded Systems Security graphical user
interface.

The component implements the Firewall
Management task.

Module for integration with
Kaspersky Security Center
Network Agent

AKlntegration

This component provides a connection
between the Kaspersky Embedded Systems
Security and the Kaspersky Security Center
Network Agent.

You can install this component on the
protected computer if you intend to manage
the application via the Kaspersky Security
Center.

Log Inspection

Loglnspector

This component monitors the integrity of the
protected environment based on the results
of an inspection of Windows event logs.

Set of "System Monitor"
performance counters

PerfMonCounters

This component installs a set of System
Monitor performance counters. Performance
counters enable Kaspersky Embedded
Systems Security performance to be
measured and potential bottlenecks to be
located on the computer when Kaspersky
Embedded Systems Security is used with
other programs.

SNMP counters and traps

SnmpSupport

This component publishes Kaspersky
Embedded Systems Security counters and
traps via Simple Network Management
Protocol (SNMP) on Microsoft Windows. This
component may be installed on the protected
computer only if Microsoft SNMP service is
installed on the same computer.
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Component Identifier Functions performed

Kaspersky Embedded Systems TrayApp This component displays the Kaspersky
Security icon in the notification Embedded Systems Security icon in the task
area tray notification area of the protected

computer. The Kaspersky Embedded
Systems Security icon displays the status of
computer protection and can be used to
open the Kaspersky Embedded Systems
Security Console in Microsoft Management
Console (if installed) and the About the
application window.

"Administration tools" set of software components

The following table contains codes and descriptions of the "Administration tools" set of software components.

Table 4. Description of the "Administration tools" software components
Component Code Component functions
Kaspersky Embedded MmcShapin This component installs the Microsoft Management
Systems Security shap- Console snap-in via Kaspersky Embedded Systems
ins Security Console.

If other components are specified during installation of
"Administration Tools" from the command line, and the
MmcSnapin component is not specified, the component
will be installed automatically.

Help Help This is a .chm help file saved in the folder with the
Kaspersky Embedded Systems Security Administration
Tools files. You can open the Help file using the Start
menu or by clicking the F1 key with the Application
Console window opened.

Documentation Help Kaspersky Embedded Systems Security adds a shortcut
to the Kaspersky Lab web site where the Administrator's
Guide is available in PDF format. The shortcut is available
in the Start menu.
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System changes after Kaspersky Embedded Systems
Security installation
When Kaspersky Embedded Systems Security and the set of "Administration Tools" (including the Application

Console) are installed together, the Windows Installer service will make the following modifications on the protected
computer:

1 Kaspersky Embedded Systems Security folders are created on the protected computer and on the
computer where the Application Console is installed.

1 Kaspersky Embedded Systems Security services are registered.
1 A Kaspersky Embedded Systems Security user group is created.
1 Kaspersky Embedded Systems Security keys are registered in the system registry.

These changes are described below.

Kaspersky Embedded Systems Security folders on a protected computer

When Kaspersky Embedded Systems Security is installed, the following folders are created on a protected
computer:

1 Kaspersky Embedded Systems Security default installation folder containing the Kaspersky Embedded
Systems Security executable files depend on the operating system bit set. Therefore, the default
installation folders are as follows:

1 On the 32-bit version of Microsoft Windows: %ProgramFiles%\Kaspersky Lab\Kaspersky Embedded
Systems Security\

1 On the 64-bit version of Microsoft Windows: %ProgramFiles(x86)%)\Kaspersky Lab\Kaspersky
Embedded Systems Security\

1 Management Information Base (MIB) files containing a description of the counters and hooks published by
Kaspersky Embedded Systems Security via the SNMP protocol:

1 %Kaspersky Embedded Systems Security%\mibs

I 64-bit versions of Kaspersky Embedded Systems Security executable files (this folder will be created only
during installation of Kaspersky Embedded Systems Security on the 64-bit version of Microsoft Windows):

1 %Kaspersky Embedded Systems Security%\x64
1 Kaspersky Embedded Systems Security service files:

1 %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems
Security\2.3\Data\

1 %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems
Security\2.3\Settings\

1 %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems
Security\2.3\Dskm\

1 Files with settings for update sources:

1 %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems
Security\2.3\Update\

1 Updates of databases and software modules downloaded using the Copying Updates task (the folder will
be created the first time updates are downloaded using the Copying Updates task):
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1 %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems
Security\2.3\Update\Distribution\

I Task logs and system audit log:

1 %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems
Security\2.3\Reports\

1 Set of databases currently in use:

1 %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems
Security\2.3\Bases\Current\

1 Backup copies of databases; they are overwritten each time the databases are updated:

1 %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems
Security\2.3\Bases\Backup\

1 Temporary files created during execution of update tasks:

1 %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems
Security\2.3\Bases\Temp\

1 Quarantined objects (default folder):

T %ALLUSERSPROFILEY%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems
Security\2.3\Quarantine\

1 Objects in backup (default folder):

T %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems
Security\2.3\Backup\

1 Objects restored from backup and quarantine (default folder for restored objects):
1 %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems
Security\2.3\Restored\
Folder created during installation of Application Console

The Application Console default installation folders containing the "Administration Tools" files depend on the
operating system bit set. Therefore, the default installation folders are as follows:

1 On the 32-bit version of Microsoft Windows: %ProgramFiles%\Kaspersky Lab\Kaspersky Embedded
Systems Security Admins Tools\

1 On the 64-bit version of Microsoft Windows: %ProgramFiles(x86)%\Kaspersky Lab\Kaspersky
Embedded Systems Security Admins Tools\

Kaspersky Embedded Systems Security services

The following Kaspersky Embedded Systems Security services start using the local system (SYSTEM) account:

1 Kaspersky Security Service (KAVFES) i essential Kaspersky Embedded Systems Security service that
manages Kaspersky Embedded Systems Security tasks and workflows.

1 Kaspersky Security Management Service (KAVFSGT) i this service is intended for Kaspersky Embedded
Systems Security application management through the Application Console.

1 Kaspersky Security Exploit Prevention Service (KAVFSSLP) i a service that acts as an intermediary to
communicate security settings to external security agents, and to receive data about security events.
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Kaspersky Embedded Systems Security group

ESS Administrators is a group on the protected computer, which users have full access to the Kaspersky Security
Management Service and to all Kaspersky Embedded Systems Security functions.

System registry keys

When Kaspersky Embedded Systems Security is installed, the following system registry keys are created:

1 Properties of the Kaspersky Embedded Systems Security:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFS]

1 Kaspersky Embedded Systems Security event log settings (Kaspersky Event Log):
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Kaspersky Security]

1 Properties of the Kaspersky Embedded Systems Security management service:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFSGT]

1 Performance counter settings:

1 On the 32-bit version of Microsoft Windows:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky Security\Performance]

1 On the 64-bit version of Microsoft Windows:
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky Security
x64\Performance]

1 SNMP Protocol Support component settings:

9 On the 32-bit version of Microsoft Windows:
[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\ESS\2.3\SnmpAgent]

T On the 64-bit version of Microsoft Windows:
[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\ESS\2.3\SnmpAgent]

1 Dump file settings:

9  On the 32-bit version of Microsoft Windows:
[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\ESS\2.3\CrashDump]

T On the 64-bit version of Microsoft Windows:
[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\ESS\2.3\CrashDump]

I Trace file settings:

9 On the 32-bit version of Microsoft Windows:
[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\ESS\2.3\Trace]

1 On the 64-bit version of Microsoft Windows:
[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\ESS\2.3\Trace]

1 Configuration of the application's tasks and functions:
[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\ESS\2.3\Environment]

Kaspersky Embedded Systems Security processes

Kaspersky Embedded Systems Security starts processes described in the table below.
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Table 5. Kaspersky Embedded Systems Security processes

File name Purpose

kavfswp.exe Kaspersky Embedded Systems Security workflow

kavtray.exe Process for the System Tray Icon

kavfsmui.exe Process for the Compact Diagnostic Interface component
kavshell.exe Command line utility process

kavfsrcn.exe Kaspersky Embedded Systems Security remote management process
kavfs.exe Kaspersky Security Service process

kavfsgt.exe Kaspersky Security Management Service process

kavfswh.exe Kaspersky Security Exploit Prevention Service process

Installation and uninstallation settings and command line
options for the Windows Installer service

This section contains descriptions of the settings for installing and uninstalling Kaspersky Embedded Systems
Security, their default values, keys for changing the installation settings, and their possible values. These keys can
be used in conjunction with standard keys for the Windows Installer service's msiexec command when installing
Kaspersky Embedded Systems Security from the command line.

Installation settings and command line options in Windows Installer

1 Acceptance of the terms of the End User License Agreement: you must accept the terms to install
Kaspersky Embedded Systems Security.

The possible values for EULA=<value> command line option are as follows:
1 O7 you reject the terms of the End User License Agreement (default value).
1 17 you accept the terms of the End User License Agreement.

1 Acceptance of the terms of the Privacy Policy: you must accept the terms to install Kaspersky Embedded
Systems Security.

The possible values for PRIVACYPOLICY=<val ue> command line option are as follows:
1 07 you reject the terms of the Privacy Policy (default value).
1 171 you accept the terms of the Privacy Policy.

1 Installation of Kaspersky Embedded Systems Security with a preliminary scan of active processes and the
boot sectors of local disks.

The possible values for PRESCAN=<value> command line option are as follows:
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1 07 do not perform a preliminary scan of active processes and the boot sectors of local disks during the
installation (default value).

1 17 perform a preliminary scan of active processes and the boot sectors of local disks during the
installation.

Destination folder where Kaspersky Embedded Systems Security files will be saved during installation. A
different folder can be specified.

The default values for INSTALLDIR=<full path to the folder> command line option are as
follows:

1 Kaspersky Embedded Systems Security: %ProgramFiles%\Kaspersky Lab\Kaspersky Embedded
Systems Security

1 Administration tools: %ProgramFiles%\Kaspersky Lab\Kaspersky Embedded Systems Security Admins
Tools

1 On the x64-bit version of Microsoft Windows: %ProgramFiles(x86)%

The Real-Time File Protection task starts immediately after Kaspersky Embedded Systems Security starts.
Turn on this setting to start Real-Time File Protection when Kaspersky Embedded Systems Security starts
(recommended).

The possible values for RUNRTP=<value> command line option are as follows:
1 17 start (default value).
1 07 do not start.

Protection exclusions recommended by Microsoft Corporation. In the Real-Time File Protection task
exclude from the protection scope objects on the computer that Microsoft Corporation recommends to
exclude. Some applications on the computer may become unstable when an anti-virus application
intercepts or modifies the files they use. For example, Microsoft Corporation includes some domain
controller applications in the list of such objects.

The possible values for ADDMSEXCLUSION=<value>command line option are as follows:
1 17 exclude (default value).
1 07 do not exclude.

Objects excluded from the protection scope according to Kaspersky Lab recommendations. In the Real-
Time File Protection task exclude from the protection scope objects on the computer that Kaspersky Lab
recommends to exclude.

The possible values for ADDKLEXCLUSION=<value> command line option are as follows:
1 171 exclude (default value).
7 07 do not exclude.

Allow remote connection to the Application Console. By default, remote connection is not allowed to the
Application Console installed on the protected computer. During the installation, you can allow connection.
Kaspersky Embedded Systems Security creates allowing rules for the process kavfsgt.exe using the TCP
protocol for all ports.

The possible values for ALLOWREMOTECON=<valuecommand line option are as follows:
T 17 allow.

1 O71 deny (default value).
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1 Path to the key file. By default, the Windows Installer attempts to find the file with .key extension in the
\product folder of the distribution kit. If the \product folder contains several key files, the Windows Installer
will select the key file that has the farthest expiration date. A key file can be saved beforehand in the
\product folder or by specifying another path to the key file using the Add key setting. You can add a key
after Kaspersky Embedded Systems Security is installed using an administrative tool of your choice: for
example, the Application Console. If you do not add a key during installation of the application, Kaspersky
Embedded Systems Security will not function.

1 Path to the configuration file. Kaspersky Embedded Systems Security imports settings from the specified
configuration file created in the application. Kaspersky Embedded Systems Security does not import
passwords from the configuration file, for example, account passwords for starting tasks, or passwords for
connecting to a proxy server. Once the settings are imported, you will have to enter all passwords
manually. If the configuration file is not specified, the application will start to work with the default settings
after setup.

The default value for CONFIGPATH=<configuration file name> is not specified.

1 Enabling network connections for the Application Console. Use this option to install Kaspersky Embedded
Systems Security on another computer. You can remotely manage computer protection from another
computer with the Kaspersky Embedded Systems Security Console installed. Port 135 (TCP) is opened in
Microsoft Windows Firewall, network connections are allowed for the executable file kavfsrcn.exe for
remote management of Kaspersky Embedded Systems Security, and access is granted to DCOM
applications. When installation is complete, add users to the ESS Administrators group to let them remotely
manage the application, and allow network connections to the Kaspersky Security Management Service
(kavfsgt.exe file) on the computer. You can read more about additional configuration when the Kaspersky
Embedded Systems Security Console is installed on another computer (see Section "Advanced settings
after installation of the Application Console on another computer" on page 50).

The possible values for ADDWFEXCLUSION=<value>command line option are as follows:
T 17 allow.
1 O71 deny (default value).

1 Disabling the check for incompatible software. Use this setting to enable or disable the check for
incompatible software during background installation of the application on the computer.Regardless of the
value of this setting, during installation of Kaspersky Embedded Systems Security, the application always
warns about other versions of the application installed on the computer.

The possible values for SKIPINCOMPATIBLESW=<value> command line option are as follows:
1 07 The check for incompatible software is performed (default value).

1 17 The check for incompatible software is not performed.
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Uninstallation settings and command line options in Windows Installer
1 Restoring quarantined objects.

The possible values for RESTOREQTN=<value>command line option are as follows:
1 07 Remove quarantined content (default value).

1 17 Restore quarantined content to the folder specified by the RESTOREPATH parameter into the
\Quarantine subfolder.

1 Restoring the content of backup.
The possible values for RESTOREBCK=<value>command line option are as follows:
1 07 Remove backup content (default value).

1 17 Restore backup contents to the folder specified by the RESTOREPATH parameter into the \Backup
subfolder.

1 Enter the current password to confirm the uninstallation (if password protection is enabled).
The default value for UNLOCK PASSWORD=<specified pas sword> is not specified.
9 Folder for restored objects. Restored objects will be saved to the specified folder.

The default value for RESTOREPATH=<full path to the folder> command line option is
%ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems
Security\2.3\Restored.

Kaspersky Embedded Systems Security install and
uninstall logs
If Kaspersky Embedded Systems Security is installed or uninstalled using the Installation (Uninstallation) Wizard,

the Windows Installer service creates an install (uninstall) log. A log file named ess_install_<uid>.log (where <uid>
is a unique 8-character log identifier) will be saved in the %temp% folder for the user whose account was used to

start the setup.exe file.

If you run the Modify or Remove Kaspersky Embedded Systems Security 2.3 Administration Tools option for
the Application Console or Kaspersky Embedded Systems Security from the Start menu, a log file named
ess_2.3_maintenance.log is automatically created in the %temp% folder.

If Kaspersky Embedded Systems Security is installed or uninstalled from the command line, the install log file will
not be created by default.

3 Toinstall Kaspersky Embedded Systems Security and create a log file on disk C:\:

1 msiexec /i ess_x86.msi /I*v C: \ ess.log /gn EULA=1 PRIVACYPOLICY=1
1 msiexec /i ess_x64.msi /I*v C: \ ess.log /qn EULA=1 PRIVACYPOLICY=1
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Installation planning

This section describes the set of Kaspersky Embedded Systems Security administration tools, and special aspects
of installing and uninstalling Kaspersky Embedded Systems Security using a wizard (see Section "Installing and
uninstalling the application using a wizard" on page 46), command line (see Section "Installing and uninstalling the
application from the command line" on page 59), using Kaspersky Security Center (see Section "Installing and
uninstalling the application using Kaspersky Security Center" on page 64) and via an Active Directory group policy
(see Section "Installing and uninstalling via Active Directory group policies" on page 69).

Before starting installation of Kaspersky Embedded Systems Security, plan the main stages of the installation.

1. Determine which administration tools will be used to manage and configure Kaspersky Embedded
Systems Security.

2. Select the necessary application components for installation (see Section "Kaspersky Embedded
Systems Security software component codes for the Windows Installer service” on page 32).

3. Select the installation method.

In this section
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Selecting administration tools

Determine the administration tools that will be used to configure Kaspersky Embedded Systems Security settings
and to manage the application. Kaspersky Embedded Systems Security can be managed using the Application
Console, command-line utility, and Kaspersky Security Center Administration Console.

Kaspersky Embedded Systems Security Console

Kaspersky Embedded Systems Security Console is a standalone snap-in added to the Microsoft Management
Console. Kaspersky Embedded Systems Security can be managed via the Application Console installed on the
protected computer or on another computer on the corporate network.

Multiple Kaspersky Embedded Systems Security snap-ins can be added to one Microsoft Management Console
opened in author mode to use it to manage the protection of multiple computers with Kaspersky Embedded
Systems Security installed.

The Application Console is included in the set of "Administration Tools" application components.
Command line utility
You can manage Kaspersky Embedded Systems Security from the command line of a protected computer.

The command line utility is included in the Kaspersky Embedded Systems Security software components group.
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Kaspersky Security Center

If Kaspersky Security Center is used for centralized management of anti-virus protection of computers at your
company, you can manage Kaspersky Embedded Systems Security via the Kaspersky Security Center
Administration Console.

The following components must be installed:

1 Module for integration with Kaspersky Security Center Network Agent. This component is included in
the Kaspersky Embedded Systems Security software components group. It allows Kaspersky Embedded
Systems Security to communicate with the Network Agent. Install the module for integration with Kaspersky
Security Center Network Agent on the protected computer.

1 Kaspersky Security Center Network Agent. Install this component on each protected computer. This
component supports interaction between Kaspersky Embedded Systems Security installed on the
computer and Kaspersky Security Center Administration Console. The Network Agent installation file is
included in the Kaspersky Security Center distribution kit folder.

1 Kaspersky Embedded Systems Security 2.3 Administration Plug-in. Additionally, install the
Administration Plug-in for managing Kaspersky Embedded Systems Security via the Administration
Console on the computer where the Kaspersky Security Center Administration Server is installed. This
provides the interface for application management via Kaspersky Security Center. The Administration Plug-
in installation file, \product\klcfginst.exe, is included in the Kaspersky Embedded Systems Security
distribution kit.

Selecting the installation type

After specifying the software components for installation of Kaspersky Embedded Systems Security (see Section
"Kaspersky Embedded Systems Security software component codes for the Windows Installer service" on page
32), you need to select the application installation method.

Select the installation method depending on the network architecture and the following conditions:

1 Whether you need special Kaspersky Embedded Systems Security installation settings, or the
recommended installation settings (see Section "Installation and uninstallation settings and command line
options for the Windows Installer service" on page 40).

1 Whether the installation settings will be the same for all computers or specific to each computer.

Kaspersky Embedded Systems Security can be installed interactively using the Setup Wizard or in silent mode
without user involvement, and can be invoked by running the installation package file with installation settings from
the command line. A centralized remote installation of Kaspersky Embedded Systems Security can be performed
using Active Directory group policies or using the Kaspersky Security Center remote installation task.

Kaspersky Embedded Systems Security can be installed and configured on a single computer with its settings
saved to a configuration file; the file can then be used to install Kaspersky Embedded Systems Security on other
computers. Note that this ability does not exist when the application is installed using Active Directory group
policies.

Starting the Setup Wizard

The Setup Wizard can install the following:

1 Kaspersky Embedded Systems Security components (see Section "Kaspersky Embedded Systems
Security software components” on page 33) on a protected computer out of a \product\setup.exe file
included in the distribution kit.
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1 Kaspersky Embedded Systems Security Console (see Section "Kaspersky Embedded Systems Security
Console installation" on page 49) from the \console\setup.exe file in the distribution kit on the protected
computer or another LAN host.

Running the installation package file from the command line with the necessary installation settings

If the installation package file is started without command-line options, Kaspersky Embedded Systems Security will
be installed with the default settings. Kaspersky Embedded Systems Security options can be used to modify the
installation settings.

The Application Console can be installed on the protected computer and / or administrator's workstation.

You can also use sample commands for the installation of Kaspersky Embedded Systems Security and the
Application Console (see Section "Installing and uninstalling the application from the command line" on page 59).

Centralized installation via Kaspersky Security Center

If Kaspersky Security Center is used in your network for managing networked computers' anti-virus protection,
Kaspersky Embedded Systems Security can be installed on multiple computers by using the remote installation
task.

The computers on which you want to install Kaspersky Embedded Systems Security using Kaspersky Security
Center (see Section "Installing and uninstalling the application using Kaspersky Security Center" on page 64) may
be in the same domain as Kaspersky Security Center in a different domain, or in no domain at all.

Centralized installation using Active Directory group policies

Active Directory group policies can be used to install Kaspersky Embedded Systems Security on the protected
computer. The Application Console can be installed on the protected computer or administrator's workstation.
Kaspersky Embedded Systems Security can be installed using just the recommended installation settings.

The computers on which Kaspersky Embedded Systems Security is installed using Active Directory group policies
(see Section "Installing and uninstalling via Active Directory group policies" on page 69) must be located in the
same domain and the same organizational unit. Installation is performed at computer start before logging in to
Microsoft Windows.

Installing and uninstalling the application using a wizard

This section describes the installation and uninstallation of Kaspersky Embedded Systems Security and the
Application Console by means of the Setup Wizard, and contains information about additional configuration of
Kaspersky Embedded Systems Security and actions to be performed upon installation.

In this section
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Installing using the Setup Wizard

The following sections contain information about installation of Kaspersky Embedded Systems Security and the
Application Console.

3 Toinstall and proceed to use Kaspersky Embedded Systems Security, take the following steps:

1. Install Kaspersky Embedded Systems Security on a protected computer.

2. Install the Application Console on the computers from which you intend to manage Kaspersky Embedded
Systems Security.

3. If the Application Console has been installed on any computer in the network, other than protected
computer, perform the additional configuration to allow Application Console users to manage Kaspersky
Embedded Systems Security remotely.

4. Perform actions after installation of Kaspersky Embedded Systems Security.

In this section

Kaspersky Embedded Systems Security iNStallation .............oooiiiiiiiiiiie e a7
Kaspersky Embedded Systems Security Console installation ............cccceiiiiiiiiiiee e 49
Advanced settings after installation of the Application Console on another computer ............................... 50
Actions to perform after Kaspersky Embedded Systems Security installation............cccccceevvviciiieeee s 53

Kaspersky Embedded Systems Security installation

Before installing Kaspersky Embedded Systems Security, take the following steps:
Make sure no other anti-virus programs are installed on the computer.

1 Make sure that the account which you are using to start the Setup Wizard belongs to the administrators
group on the protected computer.

After completing the actions described above, proceed with the installation procedure. Following the Setup Wizard
instructions, specify the installation settings for Kaspersky Embedded Systems Security. The Kaspersky Embedded
Systems Security installation process can be stopped at any step of the Setup Wizard. To do so, click the Cancel
button in the Setup Wizard's window.

You can read more about the installation (uninstallation) settings (see Section "Installation and uninstallation
settings and command line options for the Windows Installer service" on page 40).

3 Toinstall Kaspersky Embedded Systems Security using the Setup Wizard:

1. Start the setup.exe file on the computer.

2. In the window that opens, in the Installation section, click the the terms and conditions of this EULA
link.

3. Inthe welcome screen of the Kaspersky Embedded Systems Security Setup Wizard, click the Next button.
The EULA and Privacy Policy window opens.

4. Review the terms of the License Agreement and Privacy Policy.
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If you agree to the terms and conditions of End User License Agreement and Privacy Policy, select the
terms and conditions of this EULA and Privacy Policy describing the handling of data check boxes in
order to proceed with the installation.

If you do not accept the End User License Agreement and/or Privacy Policy the installation will be
aborted.

Click the Next button.
The Quick scan of the computer before installation window opens.

In the Quick scan of the computer before installation, select the Scan computer for viruses check box
to scan system memory and the boot sectors of the computer local drives for threats. Click the Next button.
On completion of the scanning procedure the wizard will open a window reporting the scan results.

This window displays information about scanned computer objects: the total number of scanned objects,
the number of threats detected, the number of infected or probably infected objects detected, the number
of dangerous or suspicious processes removed from memory by Kaspersky Embedded Systems Security,
and the number of dangerous or suspicious processes that the application was unable to remove.

To see exactly which objects were scanned, click the List of processed objects button.
Click the Next button in the Quick scan of the computer before installation window.
The Custom installation window opens.

Select the components to be installed.

By default, all Kaspersky Embedded Systems Security components are included in recommended
installation set, except the Firewall Management component.

The SNMP Protocol Support component of Kaspersky Embedded Systems Security will only appear
in the list of components suggested for installation if the Microsoft Windows SNMP service is installed
on the computer.

To cancel all changes, click the Reset button in the Custom installation window. Click the Next button.
In the Select a destination folder window:
1 If required, specify a folder to which Kaspersky Embedded Systems Security files will be copied.
1 If required, review the information about available space on local drives by clicking the Disk button.
Click the Next button.
In the Advanced installation settings window, configure the following installation settings:
1 Enable real-time protection after installation of application.
1 Add Microsoft recommended files to exclusions list.
1 Add Kaspersky Lab recommended files to exclusions list.
Click the Next button.
In the Import settings from configuration file window:

a. Specify the configuration file to import Kaspersky Embedded Systems Security settings from an
existing configuration file created in any compatible previous version of the application.

b. Click the Next button.
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14. In the Activation of the application window, do one of the following:

1 If you want to activate the application, specify a Kaspersky Embedded Systems Security key file for
application activation.

1 If you want to activate the application later, click the Next button.

1 If akey file was previously saved in the \product folder of the distribution kit, the name of this file will be
displayed in the Key field.

To add a key using a key file stored in another folder, specify the key file.

Once the key file is added, license information will be shown in the window. Kaspersky Embedded
Systems Security displays the license's calculated expiration date. The license term runs from the time
when you add a key and expires no later than the expiration date of the key file.

Click the Next button to apply the key file in the application.

15. In the Ready to install window, click the Install button. The wizard will start the installation of Kaspersky
Embedded Systems Security components.

16. The Installation complete window opens when installation is complete.

17. Select the View Release Notes check box to view information about the release after the Setup Wizard is
done.

18. Click Finish.

The Setup Wizard closes. Once installation is complete, Kaspersky Embedded Systems Security is ready to
use if you have added an activation key.

Kaspersky Embedded Systems Security Console installation

Follow the instructions of the Setup Wizard to configure installation settings for the Application Console. The
installation process can be stopped at any step of the wizard. To do so, click the Cancel button in the Setup Wizard
window.

3 Toinstall the Application Console, take the following steps:

1. Make sure that the account you use to run the Setup Wizard belongs to the administrators group on the
computer.

2. Run the setup.exe file on the computer.
The welcome window opens.

3. Click on the Install Kaspersky Embedded Systems Security Console link.
The Setup Wizard's welcome window opens.

4. Click the Next button.

Review the terms of the End User License Agreement in the opened window, and select the | confirm that
I have fully read, understood, and accept the terms and conditions of this End User License
Agreement check box in order to proceed with the installation.

6. Click the Next button.
The Advanced installation settings window opens.

7. Inthe Advanced installation settings window:
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1 If you intend to use the Application Console to manage Kaspersky Embedded Systems Security
installed on a remote computer, select the Allow remote access check box.

1 To open the Custom installation window and select components:
a. Click the Advanced button.
The Custom installation window opens.
b. Select the "Administration Tools" components from the list.
By default, all the components are installed.

c. Click the Next button.

You can find more detailed information about Kaspersky Embedded Systems Security components
(see Section "Kaspersky Embedded Systems Security software component codes for the Windows
Installer service" on page 32).

8. Inthe Select a destination folder window:
a. If required, specify a different folder to which the files being installed should be saved.
b. Click the Next button.

9. Inthe Ready to install window, click the Install button.
The wizard will begin installing the selected components.

10. Click Finish.

The Setup Wizard closes. The Application Console will be installed on the protected computer.

If the "Administration tools" set has been installed on any computer in the network other than protected computer,
configure the advanced settings (see Section "Advanced settings after installation of the Application Console on
another computer” on page 50).

Advanced settings after installation of the Application Console on another computer

If the Application Console has been installed on any computer in the network, other than a protected computer,
perform the following actions to allow users to manage Kaspersky Embedded Systems Security remotely:

1 Add Kaspersky Embedded Systems Security users to the ESS Administrators group on the protected
computer.

1 Allow network connections for the Kaspersky Security Management Service (kavfsgt.exe) (see Section
"About access permissions for the Kaspersky Security Management Service" on page 229), if the protected
computer uses Windows Firewall or a third-party firewall.

1 If the Allow remote access check box is not selected during installation of the Application Console on a
computer running Microsoft Windows, manually allow network connections for the Application Console via
the computer's firewall.

The Application Console on the remote computer uses the DCOM protocol to receive information about Kaspersky
Embedded Systems Security events (such as objects scanned, tasks completed, etc.) from the Kaspersky Security
Management Service on the protected computer. You need to allow network connections for the Application
Console in the Windows Firewall settings in order to establish connections between the Application Console and
the Kaspersky Security Management Service.

On the remote computer, where the Application Console is installed, do the following:
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Make sure that anonymous remote access to COM applications is allowed (but not remote start and
activation of COM applications).

In Windows Firewall, open TCP port 135 and allow network connections for kavfsrcn.exe, the executable
file of the Kaspersky Embedded Systems Security remote management process.

The client computer where the Application Console is installed uses TCP port 135 to access the protected
computer and to receive a response.

Configure an outbound rule for Windows Firewall to allow the connection.

Unlike the traditional TCP/IP and UDP/IP services where a single protocol has a fixed port, DCOM
dynamically assigns ports to remote COM objects. If a firewall exists between the client (where the
Application Console is installed) and the DCOM endpoint (the protected computer), a large range of ports
must be opened.

The same steps should be applied to configure any other software or hardware firewall.

3 If the Application Console is open while you configure the connection between the protected
computer and the computer on which the Application Console is installed:

1.
2.

Close the Application Console.

Wait until the Kaspersky Embedded Systems Security remote management process kavfsrcn.exe is
finished.

Restart the Application Console.

The new connection settings will be applied.

In this section

Allowing anonymous remote access to COM appliCationsS..........cooovvviiiiiiiie 51
Allowing network connections for the Kaspersky Embedded Systems Security remote management
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Allowing anonymous remote access to COM applications

The names of settings may vary depending on the installed Windows operating system.

3 To allow anonymous remote access to COM applications, take the following steps:

1.

On the remote computer with the Kaspersky Embedded Systems Security Console installed, open the
Component Services console.

Select Start Y Run.

Enter the command dcomcnfg .
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Click OK.
Expand the Computers node in the Component Services console on your computer.
Open the context menu on the My Computer node.

Select Properties.

© N o g &

On the COM Security tab of the Properties window, click the Edit Limits button in the Access
permissions settings group.

9. Make sure that the Allow Remote Access check box is selected for the ANONYMOUS LOGON user in
the Allow Remote Access window.

10. Click OK.

Allowing network connections for the Kaspersky Embedded Systems Security remote
management process

The names of settings may vary depending on the installed Windows operating system.

3

To open TCP port 135 in Windows Firewall and to allow network connections for the Kaspersky
Embedded Systems Security remote management process, take the following steps:

1. Close the Kaspersky Embedded Systems Security Console on the remote computer.
2. Perform one of the following steps:
1 On Microsoft Windows XP SP2 or later:
a. Select Start > Windows Firewall.

b. Inthe Windows Firewall window (or Windows Firewall settings), click the Add port button on the
Exclusions tab.

c. Inthe Name field, specify the port name RPC (TCP/135) or enter another name, for example
Kaspersky Embedded Systems Security DCOM, and specify the port number (135) in the Port
name field.

d. Select the TCP protocol.
e. Click OK.
f.  Click the Add button on the Exclusions tab.
1 On Microsoft Windows 7 or later:
a. Select Start > Control Panel > Windows Firewall.

b. Inthe Windows Firewall window, select Allow a program or feature through Windows
Firewall.

c. Inthe Allow programs to communicate through Windows Firewall window click the Allow
another program... button.

3. Specify the kavfsrcn.exe file in the Add Program window. It is located in the destination folder specified
during installation of Kaspersky Embedded Systems Security Console using Microsoft Management
Console.

4. Click OK.
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5. Click the OK button in the Windows Firewall (Windows Firewall settings) window.

Adding outbound rule for Windows Firewall

The names of settings may vary depending on the installed Windows operating system.

3 To add the outbound rule for Windows Firewall, take the following steps:

1. Select Start > Control Panel > Windows Firewall.

2. Inthe Windows Firewall window, click the Advanced settings link.
The Windows Firewall with Advanced Security window opens.
3. Select the Outbound Rules child node.
4. Click on the New Rule option in the Actions pane.
5. Inthe New Outbound Rule Wizard window that opens, select the Port option and click Next.
6. Select the TCP protocol.
7. Inthe Specific remote ports field specify the following ports range for allowing outgoing connections:

1024-65535.
8. Inthe Action window, select the Allow the connection option.
9. Save the new rule and close the Windows Firewall with Advanced Security window.

The Windows Firewall will now allow network connections between the Application Console and Kaspersky
Security Management Service.

Actions to perform after Kaspersky Embedded Systems Security installation

Kaspersky Embedded Systems Security starts protection and scan tasks immediately after installation if you have
activated the application. If Enable real-time protection after installation of application (default option) is
selected during installation of Kaspersky Embedded Systems Security, the application scans the computer's file
system objects when they are accessed. Kaspersky Embedded Systems Security will run the Critical Areas Scan
task every Friday at 8:00 PM.

We recommend taking the following steps after installing Kaspersky Embedded Systems Security:

9 Start the application database update task. After installation Kaspersky Embedded Systems Security will
scan objects using the database included in the application distribution kit.

We recommend updating Kaspersky Embedded Systems Security databases immediately since they
may be out of date.

The application will then update the databases every hour according to the default schedule configured in
the task.

1 Run a Critical Areas Scan on the computer if no anti-virus software with real-time file protection was
installed on the protected computer before installation of Kaspersky Embedded Systems Security.

1 Configure administrator notifications about Kaspersky Embedded Systems Security events.
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In this section

Starting and configuring Kaspersky Embedded Systems Security Database Update task ........................ 54
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Starting and configuring Kaspersky Embedded Systems Security Database Update task
3 To update the application database after installation, do the following:

1. Inthe Database Update task settings, configure a connection to an update source i Kaspersky Lab HTTP
or FTP update servers.

2. Start the Database Update task.

Web Proxy Auto-Discovery Protocol (WPAD) may not be configured on your network to detect proxy server
settings automatically in the LAN. At that, your network may require authentication when accessing the proxy
server.

3 To specify the optional proxy server settings and authentication settings for accessing the proxy
server, do the following:

1. Open the context menu of the Kaspersky Embedded Systems Security node.
2. Select the Properties item.
The Application settings window opens.
Select the Connection settings tab.
4. Inthe Proxy server settings section, select the Use specified proxy server settings check box.

Enter the proxy server address in the Address field, and enter the port number for the proxy server in the
Port field.

6. Inthe Proxy server authentication settings section, select the necessary authentication method in the
drop-down list:

1 Use NTLM authentication, if the proxy server supports the built-in Microsoft Windows NTLM
authentication. Kaspersky Embedded Systems Security will use the user account specified in the task
settings to access the proxy server (by default the task will run under the local system (SYSTEM) user
account).

1 Use NTLM authentication with user name and password, if the proxy server supports the built-in
Microsoft Windows NTLM authentication. Kaspersky Embedded Systems Security will use the
specified account to access the proxy server. Enter a user name and password or select a user from
the list.

1 Apply user name and password, to select basic authentication. Enter a user name and password or
select a user from the list.

7. Click OK in the Application settings window.
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3 To configure the connection to Kaspersky Lab's update servers, in the Database Update task:

1. Start Application Console in one of the following ways:

1 Open the Application Console on the protected computer. To do this, select Start > All Programs >
Kaspersky Embedded Systems Security > Administration Tools > Kaspersky Embedded
Systems Security 2.3 Console.

1 If the Application Console has been started on a computer other than the protected one, connect to the
protected computer:

a. Open the context menu of the Kaspersky Embedded Systems Security node in the Application
Console tree.

b. Selectthe Connect to another computer item.

c. Inthe Select computer window, select Another computer and in the text field indicate the
network name of the protected computer.

If the account you used to sign in to Microsoft Windows does not have access permissions for the
Kaspersky Security Management Service (see Section "About access permissions for the
Kaspersky Security Management Service" on page 229), indicate an account with the required
permissions.

The Application Console window opens.

In the Application Console tree, expand the Update node.

Select the Database Update child node.

Click the Properties link in the details pane.

In the Task settings window that opens, open the Connection settings tab.

Select Use proxy server settings to connect to Kaspersky Lab update servers.
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Click OK in the Task settings window.

The settings for connecting to the update source in the Database Update task will be saved.
3 To run the Database Update task:

1. Inthe Application Console tree, expand the Update node.
2. Inthe context menu on the Database Update child node, select the Start item.

The Database Update task starts.

After the task has successfully completed, you can view the release date of the latest database updates
installed in the details pane of the Kaspersky Embedded Systems Security node.
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Critical Areas Scan

After you have updated the Kaspersky Embedded Systems Security databases, scan the computer for malware
using the Critical Areas Scan task.

3 Torun the Critical Areas Scan task, take the following steps:

1. Expand the On-Demand Scan node in the Application Console tree.
2. Inthe context menu of the Critical Areas Scan child node, select the Start command.

The task starts; the Running task status is displayed in the details pane.

3 To view the task log,

in the details pane of the Critical Areas Scan node, click the Open task log link.

Modifying the set of components and repairing Kaspersky Embedded
Systems Security

Kaspersky Embedded Systems Security components can be added or removed. You need to stop the Real-Time
File Protection task before you can remove the Real-Time File Protection component. In other circumstances there
is no need to stop the Real-Time File Protection task or Kaspersky Security Service.

If application management is password protected, Kaspersky Embedded Systems Security requests the
password when you attempt to remove components or modify the set of components in the Setup Wizard.

3 To modify the set of Kaspersky Embedded Systems Security components:
1. Inthe Start menu, select All programs > Kaspersky Embedded Systems Security > Modify or Remove
Kaspersky Embedded Systems Security.
The Setup Wizard's Modify, repair or remove installation window opens.
2. Select Modify components set. Click the Next button.
The Custom installation window opens.

3. Inthe Custom installation window, in the list of available components, select the components that you
want to add or remove from Kaspersky Embedded Systems Security. To do this, perform the following
actions:

1 To change the set of components, click the button next to the name of the selected component. Then
in the context menu, select:

1 Component will be installed on local hard drive, if you want to install one component;

1 Component and its subcomponents will be installed on local hard drive, if you want to install
a group of components.

1 To remove previously installed components, click the button next to the name of the selected
component. Then in the context menu, select Component will be unavailable.

Click the Next button.
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4. Inthe Ready to install window, confirm the change to the set of software components by clicking the
Install button.

5. In the window that opens when installation is complete, click the OK button.

The set of Kaspersky Embedded Systems Security components will be modified based on the specified
settings.

If problems occur in the operation of Kaspersky Embedded Systems Security (Kaspersky Embedded Systems
Security crashes; tasks crash or do not start), it is possible to attempt to repair Kaspersky Embedded Systems
Security. You can perform a repair while saving the current Kaspersky Embedded Systems Security settings, or
you can select an option to reset all Kaspersky Embedded Systems Security settings to their default values.

3 To repair Kaspersky Embedded Systems Security after the application or a task crashes, take the
following steps:

1. Inthe Start menu, select All programs.
2. Select Kaspersky Embedded Systems Security.
3. Select Modify or Remove Kaspersky Embedded Systems Security.
The Setup Wizard's Modify, repair or remove installation window opens.
4. Select Repair installed components. Click the Next button.
This opens the Repair installed components window.

5. Inthe Repair installed components window, select the Restore recommended application settings
check box if you want to reset the application settings and restore Kaspersky Embedded Systems Security
with its default settings. Click the Next button.

6. Inthe Ready to repair window, confirm the repair operation by clicking the Install button.
7. In the window that opens when the repair operation is complete, click the OK button.

Kaspersky Embedded Systems Security will be repaired using the specified settings.

Uninstalling using the Setup Wizard

This section contains instructions on removing Kaspersky Embedded Systems Security and the Application
Console from a protected computer using the Setup / Uninstallation Wizard.

In this section
Kaspersky Embedded Systems Security UNINSEAIIALION ...........cooviuiiiiiiie e 58

Kaspersky Embedded Systems Security Console uninstallation ..............oocvviiiiiiiiiiiie e 59
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Kaspersky Embedded Systems Security uninstallation

The names of settings may vary under different Windows operating systems.

Kaspersky Embedded Systems Security can be uninstalled from the protected computer using the Setup /
Uninstallation Wizard.

After uninstalling Kaspersky Embedded Systems Security from a protected computer a reboot may be required.
The reboot can be postponed.

Uninstallation, repair and installation of the application is not available via the Windows Control Panel if the
operating system uses the UAC feature (User Account Control) or access to the application is password
protected.

If application management is password protected, Kaspersky Embedded Systems Security requests the
password when you attempt to remove components or modify the set of components in the Setup Wizard.

3 To uninstall Kaspersky Embedded Systems Security:

1. Inthe Start menu, select All programs.
2. Select Kaspersky Embedded Systems Security.
3. Select Modify or Remove Kaspersky Embedded Systems Security.
The Setup Wizard's Modify, repair or remove installation window opens.
4. Select Remove software components. Click the Next button.
The Advanced application uninstallation settings window opens.
5. If necessary, in the Advanced application uninstallation settings window:

a. Select the Export quarantine objects check box to make Kaspersky Embedded Systems Security
export objects that have been quarantined. The check box is cleared by default.

b. Check the Export Backup objects check box to export objects from Kaspersky Embedded Systems
Security Backup. The check box is cleared by default.

c. Click the Save to button and select the folder to which you want to export the objects. By default, the
objects will be exported to %ProgramData%)\Kaspersky Lab\Kaspersky Embedded Systems
Security\Uninstall.

Click the Next button.
6. Inthe Ready to uninstall window, confirm the uninstallation by clicking the Uninstall button.
7. In the window that opens when the uninstallation is complete, click the OK button.

Kaspersky Embedded Systems Security will be uninstalled from the protected computer.
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Kaspersky Embedded Systems Security Console uninstallation

The names of settings may vary under different Windows operating systems.

You can uninstall the Application Console from the computer using the Setup / Uninstallation Wizard.

After uninstalling the Application Console, you do not need to restart the computer.
3 To uninstall the Application Console:

1. Inthe Start menu, select All programs.

2. Select Kaspersky Embedded Systems Security.

3. Select Modify or Remove Kaspersky Embedded Systems Security 2.3 Administration Tools.
The wizard's Modify, repair or remove installation window opens.

4. Select Remove software components and click the Next button.
The Ready to uninstall window opens. Click the Uninstall button.
The Uninstallation complete window opens.

6. Click OK.

Uninstallation is now complete, and the Setup Wizard closes.

Installing and uninstalling the application from the
command line

This section describes the particulars of installing and uninstalling Kaspersky Embedded Systems Security from the
command line and contains examples of commands to install and uninstall Kaspersky Embedded Systems Security

from the command line, and examples of commands to add and remove Kaspersky Embedded Systems Security
components from the command line.

In this section

About installing and uninstalling Kaspersky Embedded Systems Security from command line.................. 60
Example commands for installing Kaspersky Embedded SyStems SECUNLY ..........coooiiviiiieieniiiiiiiieeeeeeenn. 60
Actions to perform after Kaspersky Embedded Systems Security installation............cccccceeveviiiiiveeee e, 62
Adding / removing components. Sample COMMANGS ........oooiiiiiiiiiiiii et reee e e e e e 62
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About installing and uninstalling Kaspersky Embedded Systems
Security from command line

Kaspersky Embedded Systems Security can be installed or uninstalled, and its components added or removed, by
running the \product\ess_x86(x64).msi installation package files from the command line after the installation
settings have been specified using keys.

The "Administration Tools" set can be installed on the protected computer or on another computer on the network
to work with the Application Console locally or remotely. To do this, use the \console\ess tools.msi installation
package.

Perform the installation using an account included in the administrators group on the computer where the
application is installed.

If one of the \product\ess_x86.msi or \product\ess_x64.msi files is run on the protected computer without additional
keys, Kaspersky Embedded Systems Security will be installed with the recommended installation settings.

The set of components to be installed can be assigned using the ADDLOCAL command-line option by listing the
codes for the selected components or sets of components.

Example commands for installing Kaspersky Embedded Systems
Security

This section provides examples of commands used to install Kaspersky Embedded Systems Security.

On computers running a 32-bit version of Microsoft Windows, run the files with the x86 suffix in the distribution
kit. On computers running a 64-bit version of Microsoft Windows, run the files with the x64 suffix in the
distribution kit.

Detailed information about the use of Windows Installer's standard commands and command-line options is
provided in the documentation supplied by Microsoft.

Examples of installing Kaspersky Embedded Systems Security from the setup.exe file

3 Toinstall Kaspersky Embedded Systems Security with the recommended installation settings without
user involvement, run the following command:
\ product \ setup.exe /s/p EULA=1 PRIVAC YPOLICY=1
You can install Kaspersky Embedded Systems Security with the following settings:
1 onlyinstall the Real-Time File Protection and On-Demand Scan components;
1 do not run Real-Time File Protection when starting Kaspersky Embedded Systems Security;
1 do not exclude files that Microsoft Corporation recommends to exclude from the scan scope;
To do so, run the following command:

\ product \ setup.exe /p "ADDLOCAL=0as RUNRTP=0 ADDMSEXCLUSION=0"
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Examples of commands used for installation: running an .msi file

3 Toinstall Kaspersky Embedded Systems Security with the recommended installation settings without
user involvement, run the following command:

msiexec /i ess .msi /gn EULA=1 PRIVACYPOLICY=1

3 Toinstall Kaspersky Embedded Systems Security with the recommended installation settings and
display the installation interface, run the following command:

msiexec /i ess .msi /gf EULA=1 PRIVACYPOLICY=1
3 Toinstall and activate Kaspersky Embedded Systems Security using the key file C:\O000000A .key:

msiexec /i ess .msi LICENSEK EYPATH=C) 0000000A .key /gn EULA=1
PRIVACYPOLICY=1

3 Toinstall Kaspersky Embedded Systems Security with a preliminary scan of active processes and
the boot sectors of local disks, run the following command:

msiexec /i ess .msi PRESCAN=1 /gn EULA=1 PRIVACYPOLI CY=1

3 Toinstall Kaspersky Embedded Systems Security in the installation folder C:\ESS, run the following
command:

msiexec /i ess .msi INSTALLDIR=C: \ ESS/gn EULA=1 PRIVACYPOLICY=1

3 To install Kaspersky Embedded Systems Security and save an installation log file named ess .log in
the folder where the Kaspersky Embedded Systems Security msi file is stored, run the following
command:

msiexec /i ess .msi /I*v ess .log /gn EULA=1 PRIVACYPOLICY=1
3 To install Kaspersky Embedded Systems Security Console, run the following command:
msiexec /i ess tools.msi /gn EULA=1

3 Toinstall and activate Kaspersky Embedded Systems Security using the key file C:\O000000A.key
and configure Kaspersky Embedded Systems Security according to the settings in the configuration
file C:\settings.xml, run the following command:

msiexec /i ess.msi LICENSEKEYPATH=C: \ 0000000A key
CONFIGPATH=C\ settings.xml /qn EULA=1 PRIVACYPOLICY=1

3 Toinstall an application patch when Kaspersky Embedded Systems Security is password-protected,
run the following command:

msiexec /p "<msp file name with path>" UNLOCK_PASSWORD=<password>
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Actions to perform after Kaspersky Embedded Systems Security
installation

Kaspersky Embedded Systems Security starts protection and scan tasks immediately after installation if you have
activated the application. If you select Enable real-time protection after installation of application during
installation of Kaspersky Embedded Systems Security, the application scans the computer's file system objects
when they are accessed. Kaspersky Embedded Systems Security will run the Critical Areas Scan task every Friday
at 8:00 P.M.

We recommend taking the following steps after installing Kaspersky Embedded Systems Security:

1 Start the Kaspersky Embedded Systems Security Databases Update task. After installation Kaspersky
Embedded Systems Security will scan objects using the database included in its distribution kit. We
recommend updating the Kaspersky Embedded Systems Security database immediately. To do so, you
must run the Database Update task. The database will then be updated every hour according to the default
schedule.

For example, you can run the Database Update task by running the following command:

KAVSHELL UPDATE /KL /PROXY:proxy.company.com:8080 /AUTHTYPE:1 /PROXYUSER:inetuser
/PROXYPWD:123456

In this case, Kaspersky Embedded Systems Security database updates are downloaded from Kaspersky
Lab update servers. Connection to an update source is established via a proxy server (proxy server
address: proxy.company.com, port: 8080) using built-in Windows NTLM authentication to access the server
under an account (username: inetuser; password: 123456).

1 Run a Critical Areas Scan of the computer if no anti-virus software with real-time file protection was
installed on the protected computer before installation of Kaspersky Embedded Systems Security.

3 To start the Critical Areas Scan task using the command line:

KAVSHELL SCANCRITICAL /W:scancritical.log
This command saves the task log in a file named scancritical.log contained in the current folder.

1 Configure administrator notifications about Kaspersky Embedded Systems Security events.

Adding / removing components. Sample commands

The On-Demand Scan component is installed automatically. You do not need to specify it in the list of ADDLOCAL
key values by adding or deleting Kaspersky Embedded Systems Security components.

3 To add the Applications Launch Control component to the components that have already been
installed, run the following command:

msiexec /i ess.msi ADDLOCAL=0as,AppCitrl /gn
or
\ product \ setup .exe /s /p "ADDLOCAL=0as,AppCtrl"

If you list the components you want to install along with the already installed components, Kaspersky Embedded
Systems Security will reinstall the existing components.
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3 To remove installed components run the following command:

msiexec /i ess.msi
"ADDLOCAL=0as,0ds,Ksn,AntiExploit,DevCitrl,Firewall,AntiCryptor,LogInspecto
r,AKIntegration,PerfMonCounters,SnmpSupport,Shell, TrayApp,AVProtection,Ram
Disk REMOVE=AppCtrl,Fim" /gn

Kaspersky Embedded Systems Security uninstallation. Sample
commands

3 To uninstall Kaspersky Embedded Systems Security from the protected computer, run the following
command:
msiexec /x ess .msi /gn
or
1 For 32-bit operating systems:
msiexec /x {51AACF7F - 421E- 40FA- B2B7- FCFEOBACF505} /gn
1 For 64-bit operating systems:
msiexec /x {673F3697 - 9D6G 4CF4- BB28- 478492F45DDC} /gn

3 To uninstall Kaspersky Embedded Systems Security Console, run the following command:

msiexec /x ess tools.msi /gn

or

1 For 32-bit operating systems:
msiexec /x { 26E7C356- E535- 4434 - 9AB1- FIEA4E8A70F4} / gn
1 For 64-bit operating systems:
msiexec [/ x {7ECLAA0D- 52F4- 4F8F- 93BA- F6GE68B152C26}/ gn

3 To uninstall Kaspersky Embedded Systems Security from a protected computer on which password
protection is enabled, perform the following command:

1 For 32-bit operating systems:

msiexec /x {51AACF7F - 421E- 40FA- B2B7- FCFEOBACF505} UNLOCK _PASSWORD=***
/gn
1 For 64-bit operating systems:

msiexec [/ x {673 F3697-9D6C- 4CH- BB28- 478492 F45DDG UNLOCKPASSWORB**
/gn
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Return codes

The table below contains a list of command-line return codes.

Table 6. Return codes
Code Description
1324 The destination folder name contains invalid characters.
25001 Insufficient rights to install Kaspersky Embedded Systems Security. To install the application,
start the installation wizard with local administrator rights.
25003 Kaspersky Embedded Systems Security cannot be installed on computers running this

version of Microsoft Windows. Please start the installation wizard for 64-bit versions of
Microsoft Windows.

25004 Incompatible software detected. To continue the installation, uninstall the following software:
<list of incompatible software>.

25010 The indicated path cannot be used to save quarantined objects.

25011 The name of the folder for saving quarantined objects contains invalid characters.

26251 Unable to download the Performance Counters DLL.

26252 Unable to download the Performance Counters DLL.

27300 The driver cannot be installed.

27301 The driver cannot be uninstalled.

27302 The network component cannot be installed. Maximum supported number of filtered devices
reached.

27303 Anti-virus databases not found.

Installing and uninstalling the application using Kaspersky
Security Center
This section contains general information about installing Kaspersky Embedded Systems Security via Kaspersky

Security Center. It also describes how to install and uninstall Kaspersky Embedded Systems Security via
Kaspersky Security Center and actions to perform after installing Kaspersky Embedded Systems Security.
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General information about installing via Kaspersky Security Center

You can install Kaspersky Embedded Systems Security via Kaspersky Security Center using the remote installation
task.

After the remote installation task is complete, Kaspersky Embedded Systems Security will be installed with identical
settings on multiple computers.

All computers can be combined in a single administration group, and a group task can be created to install
Kaspersky Embedded Systems Security on the computers in this group.

You can create a task to remotely install Kaspersky Embedded Systems Security on a set of computers that are not
in the same administration group. When creating this task, you must generate the list of individual computers that
Kaspersky Embedded Systems Security should be installed on.

Detailed information on the remote installation task is provided in Kaspersky Security Center Help.

Rights to install or uninstall Kaspersky Embedded Systems Security

The account specified in the remote installation (removal) task must be included in the administrators group on
each of the protected computers in all cases except those described below:

1 If the Kaspersky Security Center Network Agent is already installed on the computers on which Kaspersky
Embedded Systems Security is to be installed (regardless of which domain the computers are in or whether
they belong to any domain).

If the Network Agent is not yet installed on the computers, you can install it with Kaspersky Embedded
Systems Security using a remote installation task. Before installing the Network Agent, make sure that
the account you want to specify in the task is included in the administrators group on each of the
computers.

1 All computers on which you want to install Kaspersky Embedded Systems Security are in the same domain
as the Administration Server, and the Administration Server is registered as the Domain Admin account (if
this account has local administrator's rights on the computers within the domain).

By default, when using the Forced installation method, the remote installation task is run from the account running
the Administration Server.
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When working with group tasks or with tasks for sets of computers under forced installation (uninstallation) mode,
an account must have the following rights on the client computer:

1 Right to execute applications remotely.
1 Rights to the Admin$ share.

1 RighttoLog on as a service.

Installing Kaspersky Embedded Systems Security via Kaspersky
Security Center

Detailed information about generating an installation package and creating a remote installation task is
provided in the Kaspersky Security Center Implementation Guide.

If you intend to manage Kaspersky Embedded Systems Security via Kaspersky Security Center in the future, make
sure that the following conditions are met:

I The computer where the Kaspersky Security Center Administration Server is installed also has the
Administration Plug-in installed (\product\kicfginst.exe file in the Kaspersky Embedded Systems Security
distribution Kkit).

1 Kaspersky Security Center Network Agent is installed on protected computers. If Kaspersky Security
Center Network Agent is not installed on protected computers, you can install it together with Kaspersky
Embedded Systems Security using a remote installation task.

Computers can also be combined into an administration group in order to later manage the protection settings
using Kaspersky Security Center policies and group tasks.

3 Toinstall Kaspersky Embedded Systems Security using a remote installation task:

Start the Kaspersky Security Center Administration Console.

In Kaspersky Security Center, expand the Advanced node.

Expand the Remote installation child node.

In the details pane of the Installation packages child node, click the Create installation package button.
Select the Create installation package for a Kaspersky Lab application installation package type.

Enter the installation package name.

N o g M w DR

Specify the ess .kud file from the Kaspersky Embedded Systems Security distribution kit as the installation
package file.

The End User License Agreement and Privacy Policy window opens.

8. If you agree to the terms and conditions of End User License Agreement and Privacy Policy, select the
terms and conditions of this End User License Agreement and Privacy Policy describing the
handling of data check boxes in order to proceed with the installation.

You must accept the License Agreement and the Privacy Policy to proceed.
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To change the set of Kaspersky Embedded Systems Security components to be installed (see Section
"Modifying the set of components and repairing Kaspersky Embedded Systems Security” on page 56) and
the default installation settings (see Section "Installation and uninstallation settings and command line
options for the Windows Installer service" on page 40) in the installation package:

a. In Kaspersky Security Center, expand the Remote installation node.

b. In the details pane of the Installation packages child node, open the context menu of the created
Kaspersky Embedded Systems Security installation package and select Properties.

c. Inthe Properties: <name of installation package> window in the Settings section, do the following:

a. Inthe Components to install settings group, select the check boxes next to the names of the
Kaspersky Embedded Systems Security components you want to install.

b. In order to indicate a destination folder other than the default one, specify the folder name and path
in the Destination folder field.

The path to the destination folder may contain system environment variables. If the folder does not
exist on the computer, it will be created.

c. Inthe Advanced installation settings group, configure the following settings:
1 Scan the computer for viruses before installation.
1 Enable real-time protection after installation of application.
1 Add Microsoft recommended files to exclusions list.
d. Add Kaspersky Lab recommended files to exclusions list.
d. Inthe Properties: <name of installation package> dialog window, click OK.

In the Installation packages node create a task to remotely install Kaspersky Embedded Systems
Security on the selected computers (administration group). Configure the task settings.

To learn more about creating and configuring remote installation tasks, see the Kaspersky Security Center
Help.

Run the Kaspersky Embedded Systems Security remote installation task.

Kaspersky Embedded Systems Security will be installed on the computers specified in the task.

Actions to perform after Kaspersky Embedded Systems Security
installation

After you install Kaspersky Embedded Systems Security, we recommend that you update Kaspersky Embedded
Systems Security databases on the computers, and perform a Critical Areas Scan of the computers if no anti-virus
applications with enabled real-time protection were installed on the computers before installation of Kaspersky
Embedded Systems Security.

If the computers on which Kaspersky Embedded Systems Security was installed are part of the same
administration group in the Kaspersky Security Center, you can perform these tasks using the following methods:

1.

Create Database Update tasks for the group of computers on which Kaspersky Embedded Systems
Security was installed. Set the Kaspersky Security Center Administration Server as the update source.

Create an On-Demand Scan group task with the Critical Areas Scan status. Kaspersky Security Center
evaluates the security status of each computer in the group based on the results of this task, not based on
the results of the Critical Areas Scan task.
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3. Create a new policy for the group of computers. In the policy properties, in the Application settings
section, deactivate the scheduled start of system on-demand scan tasks and the Database Update tasks
on the administration group's computers in the settings of the Run system tasks subsection.

You can also configure administrator notifications about Kaspersky Embedded Systems Security events.

Installing the Application Console via Kaspersky Security Center

Detailed information about creating an installation package and a remote installation task is provided in the
Kaspersky Security Center Implementation Guide.

3 Toinstall the Application Console using a remote installation task:

1. Inthe Kaspersky Security Center Administration Console expand the Advanced node.

2. Expand the Remote installation child node.

3. Inthe details pane of the Installation packages child node, click the Create installation package button.
While creating the new installation package:

a.

In the New Package Wizard window, select Create an installation package for specified executable
file as a package type.

Enter the new installation package name.

Select the \console\setup.exe file from the Kaspersky Embedded Systems Security distribution kit
folder and select the Copy entire folder to the installation package check box.

If required, use the ADDLOCAL command-line option to modify the set of components to be installed in
the Executable file launch settings (optional) field and change the destination folder.

For instance, in order to install the Application Console alone in the folder C:\KasperskyConsole
without installing the help file and documentation, use the following command-line options:

Is Ip "ADDLOCAL=MmcSnapin INSTALLDIR=C: \ KasperskyConsole EULA=1"

4. Inthe Installation packages child node, create a task to remotely install the Application Console on the
selected computers (administration group). Configure the task settings.

To learn more about creating and configuring remote installation tasks, see the Kaspersky Security
Center Help.

5. Run the remote installation task.

The Application Console is installed on the computers specified in the task.
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Uninstalling Kaspersky Embedded Systems Security via Kaspersky
Security Center

If management of Kaspersky Embedded Systems Security on network computers is password protected,
enter the password when creating a task to uninstall multiple applications. If the password protection is not
managed centrally by a Kaspersky Security Center policy, Kaspersky Embedded Systems Security will be
successfully uninstalled from the protected computers, on which the entered password matched the set value.
Kaspersky Embedded Systems Security will not be uninstalled from other computers.

3 In order to uninstall Kaspersky Embedded Systems Security, take the following steps in the
Kaspersky Security Center Administration Console:

1. Inthe Kaspersky Security Center Administration Console, create and start an application removal task.

2. Inthe task, select the uninstallation method (similar to selecting the installation method; see the previous
section) and specify the account that Administration Server will use to access the computers. You can
uninstall Kaspersky Embedded Systems Security with only the default uninstallation settings (see Section
"Installation and uninstallation settings and command line options for the Windows Installer service" on

page 40).

Installing and uninstalling via Active Directory group
policies

This section describes installing and uninstalling Kaspersky Embedded Systems Security via Active Directory group
polices. It also contains information about actions to perform after installing Kaspersky Embedded Systems

Security through group policies.

In this section

Installing Kaspersky Embedded Systems Security via Active Directory group policies...............ccccoeee. 69
Actions to perform after Kaspersky Embedded Systems Security installation ............ccccoccveeiiiieniiiiiennns 70
Uninstalling Kaspersky Embedded Systems Security via Active Directory group poliCies ...........ccccoveuueen. 71

Installing Kaspersky Embedded Systems Security via Active Directory
group policies

You can install Kaspersky Embedded Systems Security on several computers via the Active Directory group policy.
You can install the Application Console the same way.

The computers on which you want to install Kaspersky Embedded Systems Security or the Application Console
must be in the same domain and a single organizational unit.
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The operating systems on the computers on which you want to install Kaspersky Embedded Systems Security
using the policy must be of the same bitness (32-bit or 64-bit).

You must have domain administrator rights.

To install Kaspersky Embedded Systems Security, use the ess_x86(x64).msi installation packages. To install the
Application Console, use the ess tools.msi installation packages.

Detailed information about the use of Active Directory group policies is provided in the documentation supplied
by Microsoft.

3 Toinstall Kaspersky Embedded Systems Security (or the Application Console):
1. Save the msi file corresponding to the bitness (32- or 64-bit) of the installed version of the Microsoft
Windows operating system in the public folder on the domain controller.

2. Save the key file (see Section "About the key file" on page 78) in the same public folder on the domain
controller.

3. Inthe same public folder on the domain controller, create an install_props.json file with the contents below,
which means that you accept the terms of the License Agreement and the Privacy Policy.

{
"EULA™ "1",
"PRIVACYPOLICY": "1"

}

4. On the domain controller create a new policy for the group that the computers belong to.

5. Using the Group Policy Object Editor, create a new installation package in the Computer Configuration
node. Specify the path to the msi file for Kaspersky Embedded Systems Security (or Application Console)
in UNC (Universal Naming Convention) format.

6. Select the Windows Installer's Always install with elevated privileges check box in both the Computer
Configuration node and in the User Configuration node of the selected group.

7. Apply the changes using the gpupdate /force command.

Kaspersky Embedded Systems Security will be installed on the computers of the group after they have been
restarted.

Actions to perform after Kaspersky Embedded Systems Security
installation

After installing Kaspersky Embedded Systems Security on the protected computers, it is recommended that you
immediately update the application databases and run a Critical Areas Scan. You can perform these actions (see
Section "Actions to perform after Kaspersky Embedded Systems Security installation" on page 53) from the
Application Console.

You can also configure administrator notifications about Kaspersky Embedded Systems Security events.
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Uninstalling Kaspersky Embedded Systems Security via Active
Directory group policies

If you used an Active Directory group policy to install Kaspersky Embedded Systems Security (or the Application
Console) on the group of computers, you can use this policy to uninstall Kaspersky Embedded Systems Security
(or the Application Console).

You can uninstall the application only with the default uninstallation parameters.

Detailed information about the use of Active Directory group policies is provided in the documentation supplied
by Microsoft.

If application management is password protected, you cannot uninstall Kaspersky Embedded Systems
Security using Active Directory group policies.

3 To uninstall Kaspersky Embedded Systems Security (or the Application Console):
1. Onthe domain controller, select the organizational unit from whose computers you want to uninstall
Kaspersky Embedded Systems Security or the Application Console.

2. Select the policy created for the installation of Kaspersky Embedded Systems Security and in the Group
Policies Object Editor, in the Software installation node (Computer Configuration > Software
Settings > Software installation) open the context menu of the Kaspersky Embedded Systems Security
(or the Application Console) installation package and select the All tasks > Remove command.

3. Select the uninstallation method Immediately uninstall the software from users and computers.
4. Apply the changes using the gpupdate / force command.

Kaspersky Embedded Systems Security is removed from the computers after they are restarted and before
logging in to Microsoft Windows.

Checking Kaspersky Embedded Systems Security
functions. Using the EICAR test virus

This section describes the EICAR test virus and how to use the EICAR test virus to check the Real-Time Protection
and On-Demand Scan features of Kaspersky Embedded Systems Security.

In this section
ADOUL ThE EICAR TESE VITUS ...euniiieii ettt ettt e e e ettt e e e et e e et eb s e e e st e et et e saeaba e s seaaseessbaeeesabnssasennsaerees 72

Checking the Real-Time Protection and On-Demand Scan featuresS........ccccvvvviiiieeieeeis e 73
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About the EICAR test virus

This test virus is designed to verify the operation of anti-virus applications. It was developed by the European
Institute for Computer Antivirus Research (EICAR).

The test virus is not a malicious object and does not contain executable code for your computer, but most
vendors' anti-virus applications identify it as a threat.

The file containing this test virus is called eicar.com. You can download it from the EICAR website
http://www.eicar.org/anti_virus_test file.htm.

|®)
(7]
=
Ay

Before saving the file in a f ol dethatRea-TimehFde Poteaiignist er p
disabled on that drive.

The eicar.com file contains a line of text. When scanning the file Kaspersky Embedded Systems Security detects
the test threat in this line of text, assigns the Infected status to the file, and deletes it. Information about the threat
detected in the file will appear in the Application Console and in the task log.

You can use the eicar.com file to check how Kaspersky Embedded Systems Security disinfects infected objects
and how it detects probably infected objects. To do this, open the file using a text editor, add one of the prefixes
listed in the table below to the beginning of the line of text in the file, and save the file under a new name, e.g.
eicar_cure.com.

To make sure that Kaspersky Embedded Systems Security processes the eicar.com file with a prefix, in the
Objects protection security settings section, set the All objects value for the Real-Time File Protection tasks
and Default On-Demand Scan tasks of Kaspersky Embedded Systems Security.

Table 7. Prefixes in EICAR files

Prefix File status after the scan and Kaspersky Embedded Systems
Security action

No prefix Kaspersky Embedded Systems Security assigns the Infected status to the
object and deletes it.

SUSPI Kaspersky Embedded Systems Security assigns the Probably infected
status to the object detected by the heuristic analyzer and deletes it since
probably infected objects are not disinfected.

WARNI Kaspersky Embedded Systems Security assigns the Probably infected
status to the object (the object's code partly matches the code of a known
threat) and deletes it since probably infected objects are not disinfected.

CUREI Kaspersky Embedded Systems Security assigns the Infected status to the
object and disinfects it. If disinfection is successful, the entire text in the file
is replaced with the word "CURE".
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Checking the Real-Time Protection and On-Demand Scan features

After installing Kaspersky Embedded Systems Security, you can confirm that Kaspersky Embedded Systems
Security finds objects containing malicious code. To check this, you can use a test virus from EICAR (see Section
"About the EICAR test virus" on page 72).

3 To check the Real-Time Protection feature, take the following steps:

1. Download the eicar.com file from the EICAR website http://www.eicar.org/anti_virus_test file.htm. Save it
in a public folder on the local drive of any computer on the network.

Before you save the file to the folder, make sure that Real-Time File Protection is disabled for the
folder.

2. If you want to check that network user notifications are working, make sure that the Microsoft Windows
Messenger Service is enabled both on the protected computer and on the computer where you saved the
eicar.com file.

Open the Application Console.

4. Copy the saved eicar.com file to the local drive of the protected computer using one of the following
methods:

1 To test notifications through a Terminal Services window, copy the eicar.com file to the computer after
connecting to the computer using the Remote Desktop Connection utility.

1 To test notifications through the Microsoft Windows Messenger Service, use the computer's network
places to copy the eicar.com file from the computer where you saved it.

Real-Time File Protection is working correctly if the following conditions are met:

I The eicar.com file is deleted from the protected computer.

1 Inthe Application Console, the task log is given the Critical status. The log has a new line with information
about a threat in the eicar.com file. (To view the task log, in the Application Console tree, expand the Real-
Time Computer Protection node, select the Real-Time File Protection task and in the details panel of
the node click the Open task log link).

1 The following Microsoft Windows Messenger Service message appears on the computer from which
you copied the file: Kaspersky Embedded Systems Security blocked access to
<path to file on the computer> \ eicar.com on computer <network name of
computer> at <time that event occurred>. Reason: Threat detected.
Virus: EICAR - Test - File. User name: <user name>. Computer name:
<network name of the computer from which you copied the file>

Make sure that the Microsoft Windows Messenger Service is running on the computer from which you
copied the eicar.com file.
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3 To check the On-Demand Scan feature, take the following steps:

1. Download the eicar.com file from the EICAR website htip://www.eicar.org/anti virus test file.htm. Save it
in a public folder on the local drive of any computer on the network.

Before you save the file to the folder, make sure that Real-Time File Protection is disabled for the
folder.

2. Open the Application Console.

3. Do the following:
a. Expand the On-Demand Scan node in the Application Console tree.
b. Selectthe Critical Areas Scan child node.

c. Onthe Scan scope settings tab, open the context menu on the Network node and select Add
network file.

d. Enter the network path to the eicar.com file on the remote computer in UNC (Universal Naming
Convention) format.

e. Select the check box to include the added network path in the scan scope.
f.  Run the Critical Areas Scan task.

The On-Demand Scan is working as it should if the following conditions are met:

1 The eicar.com file is deleted from the computer's hard drive.

1 Inthe Application Console, the task log is given the Critical status. The Critical Areas Scan task log has a
new line with information about a threat in the eicar.com file. (To view the task log, in the Application
Console tree, expand the On-Demand Scan child node, select the Critical Areas Scan task and in the
details panel, click the Open task log link).
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Application interface

You can control Kaspersky Embedded Systems Security using the Administration Plug-in and the local Application
Console.

Actions in the local Application Console interface are described in the Working with the Application Console section
(see Section "Working with the Kaspersky Embedded Systems Security Console" on page 134).

The Kaspersky Security Center Administration Console interface is used to perform actions with the Administration
Plug-in. See detailed information about the Kaspersky Security Center interface in the Kaspersky Security Center
Help.
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Application licensing

This section provides information about the main concepts related to licensing of the application.

In this chapter
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About the End User License Agreement

The End User License Agreement is a binding agreement between you and AO Kaspersky Lab, stipulating the
terms on which you may use the application.

Carefully review the terms of the End User License Agreement before you start using the application.

You can review the terms of the End User License Agreement in the following ways:

1 During the Kaspersky Embedded Systems Security installation
1 By reading the file license.txt. This document is included in the application's distribution kit

By confirming that you agree with the End User License Agreement when installing the application, you signify your
acceptance of the terms of the End User License Agreement. If you do not accept the terms of the End User
License Agreement, you must abort application installation and must not use the application.
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About the license

A license is a time-limited right to use the application, granted to you under the End User License Agreement.
A valid license entitles you to receive the following services:

1 Use of the application in accordance with the terms of the End User License Agreement
1 Technical support

The scope of service and the period of application use depend on the type of license used to activate the
application.

The application is activated using a key file or an activation code for a purchased commercial license.
A commercial license is a paid license granted upon purchase of the application.
Kaspersky Embedded Systems Security implies the following commercial licenses:

1 Kaspersky Embedded Systems Security standard license.

1 Kaspersky Embedded Systems Security Compliance Edition extended license, which includes two
additional system inspection components: File Integrity Monitor and Log Inspection.

When a commercial license expires, the application continues to run but some of its features become unavailable
(for example, Kaspersky Embedded Systems Security databases cannot be updated). To continue using all the
features of Kaspersky Embedded Systems Security, you must renew your commercial license.

To ensure maximum protection of your computer against security threats, we recommend renewing the license
before it expires.

Make sure the additional key that you add has a later expiration date than the active one.

About license certificate

A license certificate is a document that you receive along with a key file or an activation code (if applicable).
A license certificate contains the following information about the license provided:

1 Order number

1 Information about the user who has been granted the license

1 Information about the application that can be activated under the license provided

1

Limit of the number of licensing units (e.g., devices on which the application can be used under the license
provided)

=

License validity start date
i License expiration date or license term

1 License type
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About key

A key is a sequence of bits with which you can activate and subsequently use the application in accordance with
the terms of the End User License Agreement. A key is generated by Kaspersky Lab.

You can add a key to the application by using a key file. After you add a key to the application, the key is displayed
in the application interface as a unique alphanumeric sequence.

Kaspersky Lab can black-list a key over violations of the License Agreement. If your key is blocked, a different key
must be added in order for the application to work.

A key may be an "active key" or an "additional key".

An active key is the key that the application currently uses to function. A key for a commercial or trial license may
be added as the active key. The application can have no more than one active key.

An additional key is a key that confirms the right to use the application but is not currently in use. An additional key
automatically becomes active when the license associated with the current active key expires. An additional key
may be added only if there is an active key.

About the key file

A key file is a file with the .key extension provided to you by Kaspersky Lab. Key files are designed to activate the
application by adding a license key.

You receive a key file at the email address that you provided when you bought Kaspersky Embedded Systems
Security or ordered the trial version of Kaspersky Embedded Systems Security.

You do not need to connect to Kaspersky Lab activation servers in order to activate the application with a key file.

You can restore a key file if it has been accidentally deleted. You may need a key file to register a Kaspersky
CompanyAccount, for example.

To restore your key file, perform any of the following actions:

1 Contact the license seller.

1 Receive a key file through Kaspersky Lab website (https://kevfile.kaspersky.com/en/) by using your
available activation code.

About activation code

An activation code is a unique sequence of 20 letters and numbers. You have to enter an activation code in order
to add a key for activating Kaspersky Embedded Systems Security. You receive the activation code at the email
address that you provided when you bought Kaspersky Embedded Systems Security.

To activate the application with an activation code, you need Internet access in order to connect to Kaspersky Lab
activation servers.

If you have lost your activation code after installing the application, it can be recovered. You may need the
activation code to register a Kaspersky CompanyAccount, for example. To recover your activation code, contact
Kaspersky Lab Technical Support.
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About data provision

The License Agreement for Kaspersky Embedded Systems Security, specificallythesect i on ent i tl ed AT
processingo, specifies the terms, Iliability, and procedu
Guide. Before accepting the License Agreement, carefully review its terms as well as all documents linked to by the

License Agreement.

The data Kaspersky Lab receives from you when you use the application is protected and processed in accordance
with the Privacy Policy available at www.kaspersky.com/Products-and-Services-Privacy-Policy.

By accepting the terms of the License Agreement, you agree to automatically send the following data to Kaspersky
Lab:

1 To support the mechanism for receiving updates i information about the installed application and its
activation: identifier of the application being installed and its full version, including build number, type, and
license identifier, installation identifier, update task identifier.

1 To use the ability to navigate to Knowledge Base articles when application errors occur (Redirector service)
I information about the application and link type, specifically: the name, locale, and full version number of
the application, type of redirecting link, and error identifier.

1 To manage confirmations for data processing 1 information about the status of acceptance of license
agreements and other documents, that stipulate data transferring terms: identifier and version of the
License Agreement or other document, as a part of which the data processing terms are accepted or
declined; an attribute, s i g n orfregalil of the térseaccapsarce)tdate et t i 0 n
time of status changes of the data processing terms acceptance.

You can review the terms of the End User License Agreement in the following ways:

9 During the application installation Kaspersky Embedded Systems Security Installation Wizard displays full
text of the License Agreement on a step of requesting the acceptance of the terms of the License
Agreement.

1 Atany moment in the TXT file (license.txt), which contains the full License Agreement text. The file is
included in the Kaspersky Embedded Systems Security distribution kit, along with the application
installation files.

Local data processing

Whil e executing the applicationés primary functions desc
Security locally processes and stores a sequence of data types on the protected computer. The data processed by
the application locally is not automatically sent to Kaspersky Lab or other third-party systems.

Kaspersky Embedded Systems Security locally processes and stores the following data:

1 Information about scanned files and detected objects, for example, names and attributes of processed files
and full paths to them on the scanned media, file types, actions taken on scanned files, accounts of users
performing any actions on the protected network or protected computer, names and data about scanned
devices, information about processes running on the system, checksums (MD5, SHA-256), timestamps,
digital certificate attributes, data about executed scripts.

1 Information about operating system activity and settings, for example, Windows Firewall settings, Windows
Event Log entries, names of user accounts, starts of executable files, their checksums and attributes.
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Kaspersky Embedded Systems Security processes and storesdataas part of the application
including to log application events and receive diagnostic data. Locally processed data is protected in accordance
with the configured and applied application settings.

Kaspersky Embedded Systems Security lets you configure the level of protection for data processed locally: you
can change user privileges to access process data, change data retention periods for such data, entirely or partially
disable functionality that involves data logging, and change the path and attributes of the folder where the data is
logged.

Detailed information about configuring application functionality that involves data processing and default settings of
processed data storage, can be found in the corresponding sections of this Guide.

By default, all data locally processed by the application during operation is removed after Kaspersky Embedded
Systems Security removal from the computer.

Exception applies to files with diagnostics information (trace and dump files) and the application events in the
Windows Event Log - it is recommended to manually remove these files.

You can find the detailed information about working with files containing diagnostic data of the application in the
corresponding sections of this Guide.

You can delete Windows Event Log files containing the program events of Kaspersky Embedded Systems Security
via standard means of the operating system.

Local data processing by means of the application auxiliary components

The Kaspersky Embedded Systems Security installation package comprises the application auxiliary components,
which can be installed on your server or computer even if Kaspersky Embedded Systems Security is not installed
on it. Such auxiliary components are:

1 The Application Console. This component is included in the Kaspersky Embedded Systems Security
Administration Tools set and is represented by a Microsoft Management Console snap-in.

1 The Administration Plug-in. This component provides a full integration with Kaspersky Security Center
application.

While performing the main functions of the application described in this Guide, the application auxiliary components
locally process and store a set of data on the computer where they are installed, even if they are installed
separately from Kaspersky Embedded Systems Security.

The application components locally process and store the following data:

1 The Application Console: the name of the computer with installed Kaspersky Embedded Systems Security
(IP address or domain name) to which the Application Console last connected remotely; display
parameters configured in the Microsoft Management Console snap-in; data about the last folder in which
the user selected objects via the Application Console (by means of system dialog opened by clicking the
Browse button). The Application Console trace files can also contain the following data: the name of the
computer with installed Kaspersky Embedded Systems Security application to which the remote connection
was established, the name of the user account under which the remote connection was established.

1 The Administration Plug-in can process and temporarily store data processed by Kaspersky Embedded
Systems Security; for example, configured parameters of the application tasks and components,
parameters of Kaspersky Security Center policies, data sent in network lists.

The data processed by the auxiliary components is not automatically sent to Kaspersky Lab or other third-party
systems.

By default, all data locally processed by the application auxiliary components during the operation is deleted after
removal of these components.
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The exceptions are trace files of the application auxiliary components, it is recommended to delete this files
manually.

You can find the detailed information about working with files containing diagnostic data of the application auxiliary
components in the corresponding sections of this Guide.

Activating the application with a license key

You can activate Kaspersky Embedded Systems Security by applying a key file.

If an active key has already been added to Kaspersky Embedded Systems Security and you add another key as
the active key, the new key replaces the previously added key. The previously added key is removed.

If an additional key has already been added to Kaspersky Embedded Systems Security and you add another key
as an additional key, the new key replaces the previously added key. The previously added additional key is
removed.

If an active key and an additional key have already been added to Kaspersky Embedded Systems Security and you
add a new key as the active key, the new key replaces the previously added active key; the additional key is not
removed.

3 To activate Kaspersky Embedded Systems Security using a key file, take the following steps::

1. Inthe Application Console tree, expand the Licensing node.
2. Inthe details pane of the Licensing node, click the Add key link.

3. Inthe window that opens, click the Browse button and select a key file with the .key extension.

You can also add a key as an additional key. To add a key as an additional key, select the Use as
additional key check box.

4. Click OK.

The selected key file will be applied. Information about the added key will be available on the Licensing node.

Activating the application with an activation code

To activate the application using an activation code, the computer must be connected to the Internet.

You can activate Kaspersky Embedded Systems Security by using an activation code.

When activating the application with this method, Kaspersky Embedded Systems Security sends data to the
activation server to verify the entered code:

9 If the activation code verification is successful, the application is activated.

1 If the activation code verification fails, the corresponding notification is displayed. In this case, you must
contact the software vendor from whom you purchased your Kaspersky Embedded Systems Security
license.
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1 If the number of activations with the activation code is exceeded, the corresponding notification is
displayed. The application activation procedure is interrupted, and the application suggests that you
contact Kaspersky Lab Technical Support.

3 To obtain a key to activate Kaspersky Embedded Systems Security using an activation code, take
the following steps:
1. Inthe Application Console tree, expand the Licensing node.
2. In the details pane of the Licensing node, click the Add activation code link.
3. Inthe window that opens, enter the activation code in the Activation code field.
1 If you want to use the activation code as an additional key, enable Use as additional key check box.

1 If you want to view the license information, click the Show license information button; it will be
displayed in the License information group box.

4. Click OK.

Kaspersky Embedded Systems Security sends information about the applied activation code to the
activation server.

Viewing information about the current license

Viewing licensing information

Information about the current license is displayed in the details pane of the Kaspersky Embedded Systems
Security node of the Application Console. A key can have the following statuses:

1 Checking the key status i Kaspersky Embedded Systems Security is checking the applied key file or
activation code and waiting for a response about the current key status.

I License expiration date i Kaspersky Embedded Systems Security has been activated until the specified
date and time. The key status is highlighted in yellow in the following cases:

1 The license will expire in 14 days and no additional key has been applied.
1 The added key has been blacklisted and is about to be blocked.

1 License has expired 1 Kaspersky Embedded Systems Security is not activated because the license has
expired. The status is highlighted in red.

1 End User License Agreement has been violated i Kaspersky Embedded Systems Security is not
activated because the terms of the End User License Agreement (see Section "About the End User
License Agreement" on page 76) have been violated. The status is highlighted in red.

1 Keyis blacklisted i The added key has been blocked and blacklisted by Kaspersky Lab, for example, if
the key has been used by third parties to activate the application illegally. The status is highlighted in red.

Viewing information about the current license
3 To view information about the current license,

in the Application Console tree, expand the Licensing node.

General information about the current license is displayed in the details pane of the Licensing node (see the table
below).

Application licensing
82



KASPER{KY3

Table 8. General information about the license in the Licensing node

Field Description

Activation code The activation code. This field is filled in if you activate the application using an
activation code.

Activation status Information about the activation status of the application. The Activation column of the

Licensingnod e 6 s d e tanhaVeghe folbwire statuses:

1 Applied i if you have activated the application using an activation code or key file.

Activation 1 if you have applied an activation code to activate the application, but the

activation process has not been finalized yet. The status changes to Applied after

activation of the application is complete and the contents of the node's details pane are

refreshed.

1 Activation error 1 if application activation failed. You can view the cause of
unsuccessful activation in the task log.

Key The key used to activate the application.

License type License type: commercial or trial.

Expiration date Expiration date and time of the license associated with the active key.
Activation code Activation code status or key status: Active or Additional.

status or key

status
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3 To view detailed information about the license,

on the Licensing node, open the context menu on the line with license data that you want to expand and select
Properties.

In the Properties: <Activation code status or key status> window, the General tab displays detailed information
about the current license, and the Advanced tab displays information about the customer and the contact details of
Kaspersky Lab or the retailer from whom you purchased Kaspersky Embedded Systems Security (see the table
below).

Table 9. Detailed license information in the Properties: <Activation code status or key status>
window
Field Description
General tab
Key The key used to activate the application.

Key addition date

Date when the key was added to the application.

License type

License type: commercial or trial.

Days till expiration

Number of days remaining until the expiration of the license associated with
the active key.

Expiration date

Expiration date and time of the license associated with the active key. If you
activate the application under an unlimited subscription, the field value is
Unlimited. If Kaspersky Embedded Systems Security is unable to determine
the license expiration date, the field value is Unknown.

Application

The name of the application activated with the key file or activation code.

Key usage restriction

Restriction on use of the key (if any).

Eligible for technical
support

Information on whether Kaspersky Lab or one of its partners will provide
technical support under the license terms.

Advanced tab

Information about the
license

Current license number.

Support information

Contact details of Kaspersky Lab or its partner providing technical support.
This field may be empty if technical support is not provided.

Owner information

Information about the license owner: a customer name and the name of the
organization for which the license was acquired.
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Functional limitations when the license expires

When the current license expires, the following limitations are applied to the functional components:

1 Alltasks are stopped, except the Real-Time File Protection, On-Demand Scan and
Application Integrity Control tasks.

1 You cannot start any tasks except the Real-Time File Protection, On-Demand Scan and
Application Integrity Control. These tasks continue to run using the old anti-virus databases.

1 Exploit Prevention functionality is limited:
1 Processes are protected until they are restarted.
1 New processes cannot be added to the protection scope.

Other functions (repositories, logs, diagnostic information) are still available.

Renewing the license

By default, when the license has 14 days remaining before expiration, Kaspersky Embedded Systems Security
notifies you about the approaching expiration. In this case, the License expiration date status is highlighted in
yellow in the details pane of the Kaspersky Embedded Systems Security node.

You can renew the license before the expiration date using an additional key file or an activation code. This
ensures that your computer remains protected after expiration of the current license and before you activate the
application with a new license.

3 Torenew alicense, take the following steps:

1. Obtain a new activation code or a key file.
2. In the Application Console tree, open the Licensing node.
3. Perform one of the following actions in the details pane of the Licensing node:
1 If you want to renew a license using an additional key:
a. Click the Add key link.

b. Inthe window that opens, click the Browse button and select a new key file with the .key
extension.

c. Select the Use as additional key check box.
1 If you want to renew a license using an activation code:
a. Click the Add activation code link.
b. Enter the purchased activation code in the window that opens.

c. Selectthe Use as additional key check box.

An Internet connection is required to apply an activation code.

4. Click OK.
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The additional key will be added and automatically applied upon expiration of the current Kaspersky Embedded
Systems Security license.

Deleting key

You can remove the added key.

If an additional key has been added to Kaspersky Embedded Systems Security and you remove the active key, the
additional key automatically becomes the active key.

If you delete an added key, you can restore it by re-applying the key file.

3 Toremove a key that has been added:

1. Inthe Application Console tree, select the Licensing node.

2. Inthe details pane of the Licensing node in the table containing information on added keys, select the key
that you want to remove.

3. Inthe context menu of the line containing information on the selected key, select Remove.
4. Click the Yes button in the confirmation window to confirm that you want to delete the key.

The selected key will be removed.
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Working with the Administration Plug-
18

This section provides information about the Kaspersky Embedded Systems Security Administration Plug-in and
describes how to manage the application installed on a protected computer or on a group of computers.

In this chapter

Managing Kaspersky Embedded Systems Security from Kaspersky Security Center ...........ccccvvvvvvvvevnnnns 87
Managing apPliCAtiON SETHNGS .......eeiiiiiiie ittt e s b et e s bb et e s abbe e e e e anbbe e e s snnneee s 89
Creating and configuring PONCIES ......coiuiiiiiiiiie et sbre e e nenas 105
Creating and configuring tasks using Kaspersky Security CENLEr ..........cccccooioiiieiiiiiiieiese e 114
Reporting in Kaspersky SECUIMLY CEINIET.........iii ittt ettt sttt e e s st e e e e bbe e e e e nenes 131

Managing Kaspersky Embedded Systems Security from
Kaspersky Security Center

You can centrally manage several computers with Kaspersky Embedded Systems Security installed and included
in an administration group by means of the Kaspersky Embedded Systems Security Administration Plug-in.
Kaspersky Security Center also lets you separately configure the operation settings of each computer included in
the administration group.

The administration group is created on the side of Kaspersky Security Center manually and includes several
computers with Kaspersky Embedded Systems Security installed, for which you want to configure the same control
and protection settings. For details on using administration groups, see the Kaspersky Security Center Help.

Application settings for one computer are unavailable if the operation of Kaspersky Embedded Systems
Security on that computer is controlled by an active Kaspersky Security Center policy.

Kaspersky Embedded Systems Security can be managed from Kaspersky Security Center in the following ways:

1 Using Kaspersky Security Center policies. Kaspersky Security Center policies can be used to remotely
configure the same protection settings for a group of computers. Task settings specified in the active policy
have priority over task settings configured locally in the Application Console or remotely in the Properties:
<Computer name> window of Kaspersky Security Center.

You can use policies to configure general application settings, Real-Time Protection task settings, Local
Activity Control tasks settings, scheduled system task start settings, and profile usage settings.

1 Using Kaspersky Security Center group tasks. Kaspersky Security Center group tasks allow remote
configuration of common settings of tasks with an expiration period for a group of computers.

1 You can use group tasks to activate the application, configure On-Demand Scan task settings, update task
settings, and Rule Generator for Applications Launch Control task settings.
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1 Using tasks for a set of devices. Tasks for a set of devices allow remote configuration of common task
settings with a limited execution period for computers that do not belong to any one of the administration

groups.
1 Using the properties window of a single computer. In the Properties: <Computer name> window, you
can remotely configure the task settings for a single computer included in the administration group. You

can configure both general application settings and settings of all Kaspersky Embedded Systems Security
tasks if the selected computer is not controlled by an active Kaspersky Security Center policy.

Kaspersky Security Center makes it possible to configure application settings, advanced features, and lets you
work with logs and notifications. You can configure these settings for a group of computers as well as for an

individual computer.
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Managing application settings

This section contains information about configuring Kaspersky Embedded Systems Security general settings in
Kaspersky Security Center.

In this chapter

Managing Kaspersky Embedded Systems Security from Kaspersky Security Center ............ccoeccvvvveeeeennn. 89
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Configuring general application settings in Kaspersky Security CeNter..........ooccvuviiieeeiiiiciiiiieeee e 91
Configuring Quarantine and Backup settings in Kaspersky Security Center .........cccccvveeeiiiiieeenniieee e, 96
Configuring 10gs and NOLIfICALIONS.........uuuuiuiiiii s 98

Managing Kaspersky Embedded Systems Security from Kaspersky
Security Center

You can centrally manage several computers with Kaspersky Embedded Systems Security installed and included
in an administration group by means of the Kaspersky Embedded Systems Security Administration Plug-in.
Kaspersky Security Center also lets you separately configure the operation settings of each computer included in
the administration group.

The administration group is created on the side of Kaspersky Security Center manually and includes several
computers with Kaspersky Embedded Systems Security installed, for which you want to configure the same control
and protection settings. For details on using administration groups, see the Kaspersky Security Center Help.

Application settings for one computer are unavailable if the operation of Kaspersky Embedded Systems
Security on that computer is controlled by an active Kaspersky Security Center policy.

Kaspersky Embedded Systems Security can be managed from Kaspersky Security Center in the following ways:

1 Using Kaspersky Security Center policies. Kaspersky Security Center policies can be used to remotely
configure the same protection settings for a group of computers. Task settings specified in the active policy
have priority over task settings configured locally in the Application Console or remotely in the Properties:
<Computer name> window of Kaspersky Security Center.

You can use policies to configure general application settings, Real-Time Protection task settings, Local
Activity Control tasks settings, scheduled system task start settings, and profile usage settings.

1 Using Kaspersky Security Center group tasks. Kaspersky Security Center group tasks allow remote
configuration of common settings of tasks with an expiration period for a group of computers.

1 You can use group tasks to activate the application, configure On-Demand Scan task settings, update task
settings, and Rule Generator for Applications Launch Control task settings.

1 Using tasks for a set of devices. Tasks for a set of devices allow remote configuration of common task
settings with a limited execution period for computers that do not belong to any one of the administration
groups.
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1 Using the properties window of a single computer. In the Properties: <Computer name> window, you
can remotely configure the task settings for a single computer included in the administration group. You
can configure both general application settings and settings of all Kaspersky Embedded Systems Security
tasks if the selected computer is not controlled by an active Kaspersky Security Center policy.

Kaspersky Security Center makes it possible to configure application settings, advanced features, and lets you
work with logs and notifications. You can configure these settings for a group of computers as well as for an
individual computer.

Navigation

Learn how to navigate to the required task settings via the interface.

In this section

Opening the general Settings Via the POIICY ........couiiiiiii e 90

Opening the general settings in the application properties WiNAOW ...........ccccooeeiiiiiiiiiiieiiresese s 90

Opening the general settings via the policy
3 To open the application settings of the Kaspersky Embedded Systems Security via the policy:

Expand the Managed devices node in the Kaspersky Security Center Administration Console tree.
Select the administration group for which you want to configure the task.

Select the Policies tab.

Double-click the policy name you want to configure.

In the Properties: <Policy name> window that opens, select the Application settings section.

o g > w N RE

Click the Settings button in the subsection of the setting, that you want to configure.

Opening the general settings in the application properties window
3 To open the properties window of the Kaspersky Embedded Systems Security for a single computer:

1. Expand the Managed devices node in the Kaspersky Security Center Administration Console tree.
2. Select the administration group for which you want to configure the task.
3. Select the Devices tab.
4. Open the Properties: <Computer name> window in one of the following ways:
1 Double-click the name of the protected computer.
1 Select the Properties item in the context menu of the protected computer.
The Properties: <Computer name> window opens.
5. Inthe Applications section, select the Kaspersky Embedded Systems Security.

6. Click the Properties button.
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The "Kaspersky Embedded Systems Security" application settings window opens.

7. Select the Application settings section.

Configuring general application settings in Kaspersky Security Center

You can configure general Kaspersky Embedded Systems Security settings from Kaspersky Security Center for a
group of computers or for one computer.

In this section

Configuring scalability and the interface in Kaspersky Security Center ..........ccccviieiiiieinnie e, 91
Configuring security settings in Kaspersky SECUNtY CENIET .........coiiiiiiiiiiiee e ee e e 92
Configuring connection settings using Kaspersky SeCuUrity CENLEN...........iiiiiiiiiiiiieirere s 94
Configuring scheduled start of 10Cal SYStEM TASKS .......c.uviiiiiiiiieiiii e 95

Configuring scalability and the interface in Kaspersky Security Center
3 To configure scalability settings and the application interface:

1. Expand the Managed devices node in the Kaspersky Security Center Administration Console tree.
2. Select the administration group for which you want to configure application settings.
3. Perform one of the following actions in the details pane of the selected administration group:

1 To configure application settings for a group of computers, select the Policies tab and open the
Properties: <Policy name> window (see Section "Configuring a policy" on page 112).

1 To configure the application for a single computer, select the Devices tab and open the Application
settings window (see Section "Configuring local tasks in the Application settings window of the
Kaspersky Security Center" on page 117).

If an active Kaspersky Security Center policy is applied to a device, and this policy blocks
changes to application settings, then these settings cannot be edited in the Application settings
window.

4. Inthe Application settings section, in the Scalability and interface block, click Settings.
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5. Inthe Advanced application settings window on the General tab, configure the following settings:

1 Inthe Scalability settings section, configure the settings that define the number of processes used by
Kaspersky Embedded Systems Security:

1 Automatically detect scalability settings.

Kaspersky Embedded Systems Security automatically regulates the number of processes
used.

This is the default value.
1 Set the number of working processes manually.

Kaspersky Embedded Systems Security regulates the number of active working
processes according to the values specified.

1 Maximum number of active processes.

Maximum number of processes that Kaspersky Embedded Systems Security uses. The
entry field is available if the Set the number of working processes manually option is
selected.

T  Number of processes for real-time protection.

Maximum number of processes that are used by the Real-Time Protection task
components. The entry field is available if the Set the number of working processes
manually option is selected.

1 Number of processes for background on-demand scan tasks.

Maximum number of processes used by the On-Demand Scan component when running
On-Demand Scan tasks in background mode. The entry field is available if the Set the
number of working processes manually option is selected.

1 Inthe Interaction with user section, configure the display of the application System Tray Icon in
the notification area: clear or select the Display System Tray Icon in the taskbar check box.

6. On the Hierarchical storage tab, select the option for accessing the hierarchical storage.
7. Click OK.

The configured application settings are saved.

Configuring security settings in Kaspersky Security Center
3 To configure security settings manually, take the following steps:

1. Expand the Managed devices node in the Kaspersky Security Center Administration Console tree.
2. Select the administration group for which you want to configure application settings.
3. Perform one of the following actions in the details pane of the selected administration group:

1 To configure application settings for a group of computers, select the Policies tab and open the
Properties: <Policy name> window (see Section "Configuring a policy" on page 112).
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1 To configure the application for a single computer, select the Devices tab and open the Application
settings window (see Section "Configuring local tasks in the Application settings window of the
Kaspersky Security Center" on page 117).

If an active Kaspersky Security Center policy is applied to a device, and this policy blocks
changes to application settings, then these settings cannot be edited in the Application settings
window.

4. Inthe Application settings section, click the Settings button under the Security settings.

5. Inthe Security settings window, configure the following settings:

1 Inthe Reliability settings section, configure the settings for recovery of Kaspersky Embedded
Systems Security tasks when the application returns an error or terminates.

1 Perform task recovery

This check box enables or disables the recovery of Kaspersky Embedded Systems
Security tasks when the application returns an error or terminates.

If the check box is selected, Kaspersky Embedded Systems Security automatically
recovers Kaspersky Embedded Systems Security tasks when the application returns an
error or terminates.

If the check box is cleared, Kaspersky Embedded Systems Security does not recover
Kaspersky Embedded Systems Security tasks when the application returns an error or
terminates.

The check box is selected by default.
1 Recover on-demand scan tasks no more than (times)

The number of attempts to recover an On-Demand Scan task after Kaspersky Embedded
Systems Security returns an error. The entry field is available if the Perform task
recovery check box is selected.

1 Inthe Actions when switching to UPS backup power section, specify limitations on computer load
created by Kaspersky Embedded Systems Security after switching to UPS power:

1 Do not start scheduled scan tasks

This check box enables or disables the start of a scheduled scan task after the computer
switches to a UPS source until the standard power supply mode is restored.

If the check box is selected, Kaspersky Embedded Systems Security does not start
scheduled scan tasks after the computer switches to a UPS source until the standard
power supply mode is restored.

If the check box is cleared, Kaspersky Embedded Systems Security starts scheduled
scan tasks regardless of the power supply mode.

The check box is selected by default.
1 Stop current scan tasks

The check box enables or disables the execution of running scan tasks after the
computer switches to a UPS source.

If the check box is selected, Kaspersky Embedded Systems Security pauses running
scan tasks after the computer switches to a UPS source.
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If the check box is cleared, Kaspersky Embedded Systems Security continues running
scan tasks after the computer switches to a UPS source.

The check box is selected by default.

1 Inthe Password protection settings section, set a password to protect access to Kaspersky
Embedded Systems Security functions.

6. Click OK.

The scalability and reliability settings are saved.

Configuring connection settings using Kaspersky Security Center

The configured connection settings are used to connect Kaspersky Embedded Systems Security to update and
activation servers and during integration of applications with KSN services.

3 To configure the connection settings take the following steps:

1. Expand the Managed devices node in the Kaspersky Security Center Administration Console tree.
2. Select the administration group for which you want to configure application settings.
3. Perform one of the following actions in the details pane of the selected administration group:

1 To configure application settings for a group of computers, select the Policies tab and open the
Properties: <Policy name> window (see Section "Configuring a policy" on page 112).

1 To configure the application for a single computer, select the Devices tab and open the Application
settings window (see Section "Configuring local tasks in the Application settings window of the
Kaspersky Security Center" on page 117).

If an active Kaspersky Security Center policy is applied to a device, and this policy blocks
changes to application settings, then these settings cannot be edited in the Application settings
window.

4. Inthe Application settings section click the Settings button in the Connections block.
The Connection settings window opens.
5. Inthe Connection settings window, configure the following settings:
1 Inthe Proxy server settings section, select the proxy server usage settings:
1 Do not use proxy server.

If this option is selected, Kaspersky Embedded Systems Security connects to KSN
services directly, without using any proxy server.

1 Use specified proxy server settings.

If this option is selected, Kaspersky Embedded Systems Security connects to KSN using
proxy server settings specified manually.

1 IP address or the symbol name of the proxy server and the port number.
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1 Do not use proxy server for local addresses.

The check box enables or disables the use of a proxy server when accessing computers
located in the same network as the computer with Kaspersky Embedded Systems
Security installed.

If this check box is selected, computers are accessed directly from the network, which
hosts the computer with Kaspersky Embedded Systems Security installed. No proxy
server is used.

If the check box is cleared, the proxy server is applied to connect to local computers.
The check box is selected by default.
1 Inthe Proxy server authentication settings section, specify the authentication settings:
1 Select the authentication settings in the drop-down list.

1 Do not use authentication i authentication is not performed. This mode is selected by
default.

1 Use NTLM authentication 1 authentication is performed using the NTLM network
authentication protocol developed by Microsoft.

1 Use NTLM authentication with user name and password i authentication is performed
using the name and password through the NTLM network authentication protocol developed by
Microsoft.

1 Apply user name and password 1 authentication is performed using the user name and
password.

1 Enter user name and password, if needed.

1 Inthe Licensing block clear or select the Use Kaspersky Security Center as a proxy server when
activating the application.

6. Click OK.

The configured connection settings are saved.

Configuring scheduled start of local system tasks

You can use policies to allow or block start of the local system On-Demand Scan task and the Update task
according to the following schedule configured locally on each computer in the administration group:

1 If the scheduled start of a specific type of local system task is prohibited by a policy, these tasks will not be
performed on the local computer as per the schedule. You can start the local system tasks manually.

1 If the scheduled start of a specific type of local system task is allowed by a policy, these tasks will be
performed in accordance with the scheduled parameters configured locally for this task.

By default, start of local system tasks is prohibited by policy.

We recommend that you do not allow local system tasks to start if updates or on-demand scans are being
administered by Kaspersky Security Center group tasks.
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