GROUP TEST Vulnerability management

DETAILS

Vendor ZeroNorth

Price $50,000 for an annual sub-
scription

Contact zeronorth.io

Features ok kK k
Documentation >k kK
Value for money Kk k%34
Performance * Kk ok ok
Support 0.2.8.8.0 ¢
Ease of use Sk k ok

OVERALLRATING *** %34

Strengths We find its well-designed
user interface intuitive to use and
navigate with its multiple dashboards
that provide various views of vulner-
abilities. The entire platform offers
unrivaled, expansive flexibility.

Weaknesses None that we found.

Verdict Overall, the ZeroNorth
Platform offers a significant return on
investment by optimizing other secu-
rity tool investments, expanding the
scanning portfolio, and maximizing
time-to-value. Businesses large and
small, particularly those interested

in PCI compliance, will appreciate
ZeroNorth's scalability, as well as its
actionable, prioritized integration with
DevOps environments.
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he ZeroNorth Platform is a multi-tenant

Saa$ solution that manages risk and vul-

nerability throughout the entire lifecycle,
using centralized management of scanners to
detect vulnerabilities across applications and
prioritize them according to business risk.
ZeroNorth created this platform to provide IT
leaders with the innovative vulnerability man-
agement and analytics necessary to accelerate
security, deliver continuous risk visibility and
empower secure digital transformation.

We find its well-designed user interface
intuitive to use and navigate with its multi-
ple dashboards that provide various views of
vulnerabilities. The enterprise dashboard’s
landing page, for example, provides a valuable
overview of vulnerability information and data
points. Users can click on any of these features
to gain more information about them quickly.
ZeroNorth specializes in discovering the config-
uration management database (CMDB) behind
several credential types to reflect all known data
points about an organization’s assets, targets
and application code.

The enterprise dashboard has a particularly
helpful view that shows the development of
issues over time so that organizations can see
when and where their teams made security
improvements. At present, the platform does
not issue standard reports, but it does leverage
dashboards, filters and advanced queries.

Security teams often must triage a vast num-

ber of vulnerabilities for each scan that inhibit
development and compel engineers to turn their
attention away from their tasks and toward indi-
vidual security defects. To avoid such disrup-
tions, ZeroNorth links issues together to reduce
alert fatigue and facilitate the remediation
process. A graph of linked issues reveals lines
drawn from static issues to dynamic issues to
cover and track vulnerabilities throughout the
entire software development lifecycle. We found
this graphic useful and easy to interpret. It even
offers notification configurations.

Opverall, the ZeroNorth Platform offers a
significant return on investment by optimizing
other security tool investments and expanding
the scanning portfolio. Several customized
integrations support its seamless operability
with other products and APIs. This cloud-based
platform maximizes time-to-value and requires
virtually no setup, adding to its ease of use and
accelerated remediation. ZeroNorth establishes
a governance model that parallels the DevOps
pipeline and automates and orchestrates the
entire vulnerability management process.

Pricing starts at $50,000 for an annual sub-
scription and includes 10/5 phone, email and
website support. Creating tickets is both quick
and easy. Organizations also have access to a
step-based knowledge base with several articles.

— Katelyn Dunn
Tested by Tom Weil
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If you would like to see the ZeroNorth platform in action, reach out to us at https://www.zeronorth.io/request-a-demo/. You can also connect with us at https:/www.zeronorth.io/
contact-us/, email us at salesinquiry@zeronorth.io or call 617-500-3156.

ZeroNorth is the first company to deliver risk-based vulnerability orchestration across applications and infrastructure. By orchestrating scanning tools throughout the entire
software lifecycle, ZeroNorth provides a comprehensive, continuous view of risk and reduces costs associated with managing disparate technologies. ZeroNorth empowers
customers to rapidly scale application and infrastructure security, while integrating seamlessly into developer environments to simplify and verify remediation.





