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ʋ ʥʘʩ ʧʨʦʩʪʘʷ ʠ ʧʦʥʷʪʥʘʷ 

ʤʠʩʩʠʷ ïʤʳ ʩʪʨʦʠʤ 

ʙʝʟʦʧʘʩʥʳʡ ʤʠʨ

ʀʩʧʦʣʴʟʫʷ ʩʚʦʡ ʦʧʳʪ ʠ ʜʦʩʪʠʞʝʥʠʷ, ʤʳ 

ʭʦʪʠʤ ʩʜʝʣʘʪʴ ʮʠʬʨʦʚʦʝ ʧʨʦʩʪʨʘʥʩʪʚʦ 

ʟʘʱʠʱʸʥʥʳʤ ïʯʪʦʙʳ ʢʘʞʜʳʡ ʤʦʛ 

ʥʘʩʣʘʞʜʘʪʴʩʷ ʪʝʤʠ ʙʝʟʛʨʘʥʠʯʥʳʤʠ 

ʚʦʟʤʦʞʥʦʩʪʷʤʠ, ʢʦʪʦʨʳʝ ʝʤʫ ʩʧʦʩʦʙʥʳ 

ʧʨʝʜʣʦʞʠʪʴ ʪʝʭʥʦʣʦʛʠʠ.

ɽʚʛʝʥʠʡ ʂʘʩʧʝʨʩʢʠʡ, 

ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ



ʂʨʘʪʢʦ ʦ 
çʃʘʙʦʨʘʪʦʨʠʠ 
ʂʘʩʧʝʨʩʢʦʛʦè



ɻʣʘʚʥʦʝ

ʆʩʥʦʚʘʥʘ ʚ 1997ʛʦʜʫ, 

ʚʦʟʛʣʘʚʣʷʝʪʩʷ ɽʚʛʝʥʠʝʤ 

ʂʘʩʧʝʨʩʢʠʤ 

ʈʘʙʦʪʘʝʪ ʧʦʯʪʠ ʚ 200ʩʪʨʘʥʘʭ ʠ 

ʪʝʨʨʠʪʦʨʠʷʭ ʤʠʨʘ

ʈʘʟʨʘʙʘʪʳʚʘʝʪʠʥʥʦʚʘʮʠʦʥʥʳʝ

IT-ʨʝʰʝʥʠʷ ʜʣʷ ʟʘʱʠʪʳ 

ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʠ ʜʦʤʘʰʥʠʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ

ʎʠʬʨʳ

> 14 ʤʠʣʣʠʦʥʦʚʘʢʪʠʚʘʮʠʡ 

ʧʨʦʜʫʢʪʦʚ ʚ ʛʦʜ

> 4 000 

ʚʳʩʦʢʦʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʭ 

ʩʧʝʮʠʘʣʠʩʪʦʚ

685 ʤʠʣʣʠʦʥʦʚ ʜʦʣʣʘʨʦʚï

ʛʣʦʙʘʣʴʥʘʷ ʥʝʘʫʜʠʨʦʚʘʥʥʘʷ

ʚʳʨʫʯʢʘ ʚ 2019 ʛʦʜʫ

* ʂʦʤʧʘʥʠʷ ʟʘʥʷʣʘ 5-ʝ ʤʝʩʪʦ ʚ ʨʝʡʪʠʥʛʝ IDC óWorldwide Endpoint Security Market Shares, 2018: Large Vendors Write a New Market Narrative (Doc #US45055519 May 2019).

** ʈʝʡʪʠʥʛ Gartner Peer Insights ʦʪʨʘʞʘʝʪ ʩʫʙʲʝʢʪʠʚʥʳʝ ʤʥʝʥʠʷ ʢʦʥʝʯʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʦʩʥʦʚʘʥʥʳʝ ʥʘ ʠʭ ʣʠʯʥʦʤ ʦʧʳʪʝ. ʂʦʣʠʯʝʩʪʚʦ ʦʧʫʙʣʠʢʦʚʘʥʥʳʭ ʦʪʟʳʚʦʚ ʠ ʦʙʱʠʡ ʨʝʡʪʠʥʛ ʢʦʥʢʨʝʪʥʦʛʦ ʚʝʥʜʦʨʘ ʥʝ ʤʦʛʫʪ 

ʩʯʠʪʘʪʴʩʷ ʧʦʟʠʮʠʝʡ Gartner ʠʣʠ ʢʦʛʦ-ʣʠʙʦ ʠʟ ʝʸ ʧʘʨʪʥʸʨʦʚ. https://www.gartner.com/reviews/market/endpointdetection-and-response-solutions.

*** ʇʨʦʜʫʢʪ Kaspersky Internet Security ʚ ʰʝʩʪʦʡ ʨʘʟ ʧʦʣʫʯʠʣ ʥʘʛʨʘʜʫ çʇʨʦʜʫʢʪ ʛʦʜʘè.(Product of the Year 2020).

ɼʦʩʪʠʞʝʥʠʷ ʠ 

ʧʨʠʟʥʘʥʠʝ ʚ ʦʪʨʘʩʣʠ

ʆʜʠʥ ʠʟ ʧʷʪʠ ʢʨʫʧʥʝʡʰʠʭ ʚ ʤʠʨʝ 

ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʨʝʰʝʥʠʡ ʜʣʷ 

ʢʦʥʝʯʥʳʭ ʫʩʪʨʦʡʩʪʚ*

ʆʙʣʘʜʘʝʪ ʥʘʛʨʘʜʦʡ Gartner Peer 

Insights Customersô Choice 2020 ʚ 

ʢʘʪʝʛʦʨʠʠ Endpoint Detection &

Response Solutions**

ʆʙʣʘʜʘʝʪ ʥʘʛʨʘʜʦʡ çʇʨʦʜʫʢʪ ʛʦʜʘè ʦʪ 

AV-Comparatives***

>400 000 000 ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦ ʚʩʝʤʫ ʤʠʨʫ 

ʟʘʱʠʱʝʥʳ ʥʘʰʠʤʠ ʪʝʭʥʦʣʦʛʠʷʤʠ

ʌʘʢʪʳ ʦ ʢʦʤʧʘʥʠʠ

https://www.gartner.com/reviews/market/endpointdetection-and-response-solutions
https://www.av-comparatives.org/awards/kaspersky-lab/


200 ʩʪʨʘʥ ʠ ʪʝʨʨʠʪʦʨʠʡ 34 ʨʝʛʠʦʥʘʣʴʥʳʭ ʦʬʠʩʘ
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ʆɸʕ

ʉʠʥʛʘʧʫʨ

ʊʫʨʮʠʷ

ʖʞʥʘʷ ʂʦʨʝʷ
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ʉʝʚʝʨʥʘʷ 

ɸʤʝʨʠʢʘ

ʄʝʢʩʠʢʘ

ʉʐɸ
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ʖɸʈ

ɸʚʩʪʨʘʣʠʷ

ʎʝʥʪʨʳ 

ʧʨʦʟʨʘʯʥʦʩʪʠ

ʎʶʨʠʭ, ʐʚʝʡʮʘʨʠʷ

ʄʘʜʨʠʜ, ʀʩʧʘʥʠʷ

ʉʘʥ-ʇʘʫʣʫ, ɹʨʘʟʠʣʠʷ

ʂʫʘʣʘ-ʃʫʤʧʫʨ, ʄʘʣʘʡʟʠʷ

ʅʴ-ʁɹʨʘʥʩʫʠʢ, ʂʘʥʘʜʘ

(ʛʦʪʦʚʠʪʩʷ ʢ ʦʪʢʨʳʪʠʶ)

ɻʝʦʛʨʘʬʠʷ



ʄʳ ʩʦʪʨʫʜʥʠʯʘʝʤ ʩ 

ʀʥʪʝʨʧʦʣʦʤ: 

ʧʨʝʜʦʩʪʘʚʣʷʝʤ ʩʚʦʠʭ 

ʵʢʩʧʝʨʪʦʚ, ʧʨʦʚʦʜʠʤ 

ʪʨʝʥʠʥʛʠ, ʜʝʣʠʤʩʷ 

ʘʥʘʣʠʪʠʯʝʩʢʠʤʠ 

ʜʘʥʥʳʤʠ ʦ ʧʦʩʣʝʜʥʠʭ 

ʢʠʙʝʨʠʥʮʠʜʝʥʪʘʭ. 

ʄʳ ʫʯʘʩʪʚʫʝʤ ʚ ʨʘʩʩʣʝʜʦʚʘʥʠʷʭ ʠ ʦʧʝʨʘʮʠʷʭ ʧʦ 

ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʶ ʢʠʙʝʨʫʛʨʦʟʘʤ ʩʦʚʤʝʩʪʥʦ ʩ 

ʤʠʨʦʚʳʤ ʩʦʦʙʱʝʩʪʚʦʤ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʤʝʞʜʫʥʘʨʦʜʥʳʤʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ, 

ʪʘʢʠʤʠ ʢʘʢ ʀʥʪʝʨʧʦʣʠ ɽʚʨʦʧʦʣ, 

ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ ʠ ʮʝʥʪʨʘʤʠ 

CERT ʧʦ ʚʩʝʤʫ ʤʠʨʫ.

ʅʘʰʘ ʨʦʣʴ ʚ 
ʤʠʨʦʚʦʤ 
ʩʦʦʙʱʝʩʪʚʝ ʧʦ
IT-ʙʝʟʦʧʘʩʥʦʩʪʠ

ʉʦʚʤʝʩʪʥʦ ʩ ʜʝʚʷʪʴʶ 

ʜʨʫʛʠʤʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ 

ʤʳ ʩʦʟʜʘʣʠ ʢʦʘʣʠʮʠʶ 

ʧʦ ʙʦʨʴʙʝ ʩʦ 

ʩʪʘʣʢʝʨʩʢʠʤ ʇʆ ï

ʢʦʤʤʝʨʯʝʩʢʠʤʠ 

ʧʨʦʛʨʘʤʤʘʤʠ ʜʣʷ 

ʩʣʝʞʢʠ, ʢʦʪʦʨʳʝ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʪʦʤ 

ʯʠʩʣʝ ʠʥʠʮʠʘʪʦʨʘʤʠ 

ʜʦʤʘʰʥʝʛʦ ʥʘʩʠʣʠʷ.

ʏʣʝʥ ʢʦʥʩʫʣʴʪʘʪʠʚʥʦʡ 

ʛʨʫʧʧʳ ɽʚʨʦʧʦʣʘ ʧʦ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

ʠʥʪʝʨʥʝʪʝ 

ɽʚʨʦʧʝʡʩʢʦʛʦ ʮʝʥʪʨʘ ʧʦ 

ʙʦʨʴʙʝ ʩ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ 

(EC3).

ʉʦʚʤʝʩʪʥʦ ʩ Cigref ʤʳ 

ʚʳʩʪʫʧʘʝʤ 

ʩʦʧʨʝʜʩʝʜʘʪʝʣʷʤʠ 

ʰʝʩʪʦʡ ʨʘʙʦʯʝʡ ʛʨʫʧʧʳ 

ʚ ʨʘʤʢʘʭ ʠʥʠʮʠʘʪʠʚʳ 

çʇʘʨʠʞʩʢʠʡ ʧʨʠʟʳʚ ʢ 

ʜʦʚʝʨʠʶ ʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝè. 

ʏʣʝʥ ʂʦʥʩʦʨʮʠʫʤʘ 

ʧʨʦʤʳʰʣʝʥʥʦʛʦ 

ʀʥʪʝʨʥʝʪʘ (Industrial 

Internet Consortium), 

ʢʦʪʦʨʳʡ ʧʦʤʦʛʘʝʪ 

ʦʨʛʘʥʠʟʘʮʠʷʤ 

ʤʘʢʩʠʤʘʣʴʥʦ ʙʳʩʪʨʦ ʠ 

ʫʜʦʙʥʦ ʠʥʪʝʛʨʠʨʦʚʘʪʴ 

ʬʠʟʠʯʝʩʢʠʝ ʠ ʮʠʬʨʦʚʳʝ 

ʩʨʝʜʳ.



C 2016 ʛʦʜʘ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè 

ʧʦʤʦʛʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʟʘʱʠʱʘʪʴʩʷ ʦʪ 

ʧʨʦʛʨʘʤʤ-ʰʠʬʨʦʚʘʣʴʱʠʢʦʚ ʩ ʧʦʤʦʱʴʶ 

ʠʥʠʮʠʘʪʠʚʳ No More Ransom, ʨʝʘʣʠʟʫʝʤʦʡ 

ʩʦʚʤʝʩʪʥʦ ʩ ʧʦʣʠʮʠʝʡ ʅʠʜʝʨʣʘʥʜʦʚ, 

ɽʚʨʦʧʦʣʦʤʠ McAfee. ʇʨʦʝʢʪ ʧʨʝʜʩʪʘʚʣʷʝʪ 

ʩʦʙʦʡ ʚʝʙ-ʧʦʨʪʘʣ www.nomoreransom.org, ʛʜʝ 

ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʙʝʩʧʣʘʪʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʙʦʣʴʰʝ 

ʫʟʥʘʪʴ ʦ ʧʨʦʛʨʘʤʤʘʭ-ʰʠʬʨʦʚʘʣʴʱʠʢʘʭ ʠ 

ʠʩʭʦʜʷʱʠʭ ʦʪ ʥʠʭ ʫʛʨʦʟʘʭ.

Å ɹʦʣʝʝ 100ʙʝʩʧʣʘʪʥʳʭ 

ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʜʝʰʠʬʨʦʚʢʠ 

ʬʘʡʣʦʚ

Å 160+ ʧʘʨʪʥʸʨʦʚ ʧʦ ʚʩʝʤʫʤʠʨʫ

Å ʉʘʡʪ ʜʦʩʪʫʧʝʥ ʥʘ 37 ʷʟʳʢʘʭ

ʇʨʦʝʢʪNo More Ransom

http://www.nomoreransom.org/


ɼʘʥʥʳʝ, 

ʦʪʧʨʘʚʣʷʝʤʳʝ ʚ 

çʃʘʙʦʨʘʪʦʨʠʶ 

ʂʘʩʧʝʨʩʢʦʛʦè, 

ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳ 

ʜʣʷ ʟʘʱʠʪʳ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʦʥʠ 

ʥʘʜʸʞʥʦ ʟʘʱʠʱʝʥʳ ʠ 

ʥʝ ʘʪʨʠʙʫʪʠʨʫʶʪʩʷ

ʢʦʥʢʨʝʪʥʳʤ ʣʶʜʷʤ

ʅʘʰʠ ʧʨʠʥʮʠʧʳ ʧʨʦʟʨʘʯʥʦʩʪʠ ʚʝʜʝʥʠʷ ʙʠʟʥʝʩʘ

ʄʳ ʥʘʭʦʜʠʤ ʠ 

ʥʝʡʪʨʘʣʠʟʫʝʤ 

ʫʛʨʦʟʳ 

ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʠʭ 

ʧʨʦʠʩʭʦʞʜʝʥʠʷ 

ʠʣʠ 

ʧʨʝʜʥʘʟʥʘʯʝʥʠʷ

ʄʳ ʩʦʪʨʫʜʥʠʯʘʝʤ ʩ 

ʧʨʘʚʠʪʝʣʴʩʪʚʘʤʠ ʠ 

ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ 

ʦʨʛʘʥʘʤʠʨʘʟʥʳʭ ʩʪʨʘʥ 

ʚ ʮʝʣʷʭ ʙʦʨʴʙʳ ʩ 

ʢʠʙʝʨʫʛʨʦʟʘʤʠ

ʄʳ 

ʧʨʠʜʝʨʞʠʚʘʝʤʩʷ 

ʧʨʠʥʮʠʧʦʚ ʯʝʩʪʥʦʡ 

ʠ ʧʨʦʟʨʘʯʥʦʡ 

ʨʘʟʨʘʙʦʪʢʠ

ʪʝʭʥʦʣʦʛʠʡ ʠ 

ʨʝʰʝʥʠʡ

ʄʳ ʩʦʪʨʫʜʥʠʯʘʝʤ ʩ 

ʜʨʫʛʠʤʠ 

ʧʨʝʜʩʪʘʚʠʪʝʣʷʤʠ 

ʠʥʜʫʩʪʨʠʠ IT-

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

ʨʘʤʢʘʭ ʩʦʚʤʝʩʪʥʳʭ 

ʨʘʩʩʣʝʜʦʚʘʥʠʡ 

ʢʠʙʝʨʠʥʮʠʜʝʥʪʦʚ



Å ʅʝʟʘʚʠʩʠʤʳʡ ʘʥʘʣʠʟ ʢʦʜʘ ʠ ʦʙʥʦʚʣʝʥʠʡ

Å ɺʥʝʰʥʠʡ ʘʫʜʠʪ ʧʨʦʮʝʩʩʘ ʨʘʟʨʘʙʦʪʢʠ ʠ ʩʝʨʪʠʬʠʢʘʮʠʠ

Å ʇʨʦʛʨʘʤʤʘ Bug Bounty

Å ʇʝʨʝʥʦʩR&D ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ

Å ʆʙʫʯʘʶʱʘʷ ʧʨʦʛʨʘʤʤʘ Cyber Capacity Building Program

ɺ 2017 ʛʦʜʫ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʟʘʧʫʩʪʠʣʘ 

ɻʣʦʙʘʣʴʥʫʶ ʠʥʠʮʠʘʪʠʚʫ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʦʪʢʨʳʪʦʩʪʠ 

(Global Transparency Initiative), ʦʩʥʦʚʥʘʷ ʮʝʣʴ ʢʦʪʦʨʦʡ ð

ʧʨʠʚʣʝʯʴ ʰʠʨʦʢʦʝ ʩʦʦʙʱʝʩʪʚʦ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʢ 

ʚʝʨʠʬʠʢʘʮʠʠ ʧʨʦʜʫʢʪʦʚ, ʚʥʫʪʨʝʥʥʠʭ ʧʨʦʮʝʩʩʦʚ ʠ ʙʠʟʥʝʩ-

ʦʧʝʨʘʮʠʡ ʢʦʤʧʘʥʠʠ.

ʀʥʠʮʠʘʪʠʚʘ ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ ʨʷʜ ʢʦʥʢʨʝʪʥʳʭ ʤʝʨ ʠ ʰʘʛʦʚ:

ʅʘʰʘ ʛʣʦʙʘʣʴʥʘʷ 
ʠʥʠʮʠʘʪʠʚʘ ʧʦ 
ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 
ʦʪʢʨʳʪʦʩʪʠ



ɻʣʦʙʘʣʴʥʘʷ ʠʥʠʮʠʘʪʠʚʘ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʦʪʢʨʳʪʦʩʪʠ

ʍʨʘʥʝʥʠʝ ʠ ʦʙʨʘʙʦʪʢʘ 
ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʜʘʥʥʳʭ
ɺʨʝʜʦʥʦʩʥʳʝ ʠ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʬʘʡʣʳ, 

ʧʦʣʫʯʝʥʥʳʝ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʨʦʜʫʢʪʦʚ 

çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʚ ɽʚʨʦʧʝ, ʉʐɸ, ʂʘʥʘʜʝ 

ʠ ʥʝʢʦʪʦʨʳʭ ʩʪʨʘʥʘʭ ɸʟʠʘʪʩʢʦ-ʊʠʭʦʦʢʝʘʥʩʢʦʛʦ 

ʨʝʛʠʦʥʘ*. 

ʎʝʥʪʨʳ ʧʨʦʟʨʘʯʥʦʩʪʠ

ʅʘ ʵʪʠʭ ʧʣʦʱʘʜʢʘʭ ʥʘʜʸʞʥʳʝ ʧʘʨʪʥʸʨʳ ʤʦʛʫʪ 

ʦʮʝʥʠʪʴ ʠ ʚʝʨʠʬʠʮʠʨʦʚʘʪʴ ʠʩʭʦʜʥʳʡ ʢʦʜ ʠ 

ʧʨʦʜʫʢʪʦʚʳʝ ʦʙʥʦʚʣʝʥʠʷ.

ʅʝʟʘʚʠʩʠʤʳʡ ʦʙʟʦʨ

ʉʪʦʨʦʥʥʷʷ ʦʮʝʥʢʘ ʚʥʫʪʨʝʥʥʠʭ ʧʨʦʮʝʩʩʦʚ ʩ 

ʮʝʣʴʶ ʧʨʦʚʝʨʢʠ ʨʝʰʝʥʠʡ çʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦè ʥʘ ʮʝʣʦʩʪʥʦʩʪʴ. 

ɺ 2019 ʛʦʜʫ ʢʦʤʧʘʥʠʷ ʫʩʧʝʰʥʦ ʧʨʦʰʣʘ ʘʫʜʠʪ 

ʧʦ ʢʦʥʪʨʦʣʴʥʳʤ ʧʨʦʮʝʜʫʨʘʤ ʚ ʩʝʨʚʠʩʥʳʭ 

ʦʨʛʘʥʠʟʘʮʠʷʭ ïService Organization Control for 

Service Organizations (SOC 2) Type 1.

ʇʨʦʛʨʘʤʤʘ Bug Bounty
ʀʥʠʮʠʘʪʠʚʘ ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ ʧʨʠʚʣʝʯʝʥʠʝ ʩʪʦʨʦʥʥʠʭ 

ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʠ ʚʳʧʣʘʪʫ ʠʤ ʚʦʟʥʘʛʨʘʞʜʝʥʠʷ ʚ 

ʩʣʫʯʘʝ ʦʙʥʘʨʫʞʝʥʠʷ ʢʨʠʪʠʯʝʩʢʠʭ ʙʨʝʰʝʡ ʚ ʧʨʦʜʫʢʪʘʭ 

çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè.

ʊʘʢʞʝ ʤʳ ʧʦʜʜʝʨʞʠʚʘʝʤ ʧʨʦʝʢʪ Disclose.io, 

ʢʦʪʦʨʳʡ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʙʝʟʦʧʘʩʥʫʶ 

ʧʣʦʱʘʜʢʫ (Safe Harbor) ʜʣʷ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ 

ʫʷʟʚʠʤʦʩʪʝʡ, ʦʙʝʩʧʦʢʦʝʥʥʳʭ ʥʝʛʘʪʠʚʥʳʤʠ 

ʶʨʠʜʠʯʝʩʢʠʤʠ ʧʦʩʣʝʜʩʪʚʠʷʤʠ ʩʚʦʠʭ 

ʨʘʩʢʨʳʪʠʡ.

ʄʘʜʨʠʜ, ʀʩʧʘʥʠʷ
ʎʝʥʪʨ ʧʨʦʟʨʘʯʥʦʩʪʠ

ʎʶʨʠʭ, ʐʚʝʡʮʘʨʠʷ
ʎʝʥʪʨ ʧʨʦʟʨʘʯʥʦʩʪʠ

ɼʘʪʘ-ʮʝʥʪʨʳ

ʂʫʘʣʘ-ʃʫʤʧʫʨ, 
ʄʘʣʘʡʟʠʷ
ʎʝʥʪʨ ʧʨʦʟʨʘʯʥʦʩʪʠ

ʉʘʥ-ʇʘʫʣʫ, ɹʨʘʟʠʣʠʷ
ʎʝʥʪʨ ʧʨʦʟʨʘʯʥʦʩʪʠ

˹ΈΌ-ˣ͙ͪ͊ͤͫͯ͟Σ ˴͊ͤ͊͒͊

ʎʝʥʪʨ ʧʨʦʟʨʘʯʥʦʩʪʠ 

(ʦʪʢʨʳʪʠʝ ʧʣʘʥʠʨʫʝʪʩʷ ʚ 

2021 ʛʦʜʫ)

*ɸʚʩʪʨʘʣʠʷ, ʅʦʚʘʷ ɿʝʣʘʥʜʠʷ, ʗʧʦʥʠʷ, ɹʘʥʛʣʘʜʝʰ, ɹʨʫʥʝʡ, ʂʘʤʙʦʜʞʘ, 

ʀʥʜʠʷ, ʀʥʜʦʥʝʟʠʷ, ʖʞʥʘʷ ʂʦʨʝʷ, ʃʘʦʩ, ʄʘʣʘʡʟʠʷ, ʅʝʧʘʣ, ʇʘʢʠʩʪʘʥ, 

ʌʠʣʠʧʧʠʥʳ, ʉʠʥʛʘʧʫʨ, ʐʨʠ-ʃʘʥʢʘ, ʊʘʠʣʘʥʜ ʠ ɺʴʝʪʥʘʤ.



çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè: 
Digital Trust

Á ʍʨʘʥʝʥʠʝ ʠ ʦʙʨʘʙʦʪʢʘ ʜʘʥʥʳʭ 

ʝʚʨʦʧʝʡʩʢʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʜʘʪʘ-

ʮʝʥʪʨʝ ʚ ʐʚʝʡʮʘʨʠʠ 

Á ʏʘʩʪʥʘʷ ʦʙʣʘʯʥʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ 

(KPSN), ʩʦʟʜʘʥʥʘʷ ʩ ʫʯʸʪʦʤ 

ʚʳʩʦʯʘʡʰʠʭ ʩʪʘʥʜʘʨʪʦʚ 

ʧʨʠʚʘʪʥʦʩʪʠ

Á ɸʫʜʠʪ SOC2 ʦʪ ʦʜʥʦʡ ʠʟ 

ʢʦʤʧʘʥʠʡ çɹʦʣʴʰʦʡ ʯʝʪʚʸʨʢʠè 

ʧʦʜʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʚ 

çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè 

ʧʨʠʤʝʥʷʶʪʩʷ ʩʠʣʴʥʳʝ 

ʤʝʭʘʥʠʟʤʳ ʢʦʥʪʨʦʣʷ 

ʨʘʟʨʘʙʦʪʢʠ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ

Á ʇʨʦʜʫʢʪʳ çʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦè ʜʝʤʦʥʩʪʨʠʨʫʶʪ 

ʚʳʩʦʢʠʝ ʨʝʟʫʣʴʪʘʪʳ ʧʦ ʠʪʦʛʘʤ

62 ʥʝʟʘʚʠʩʠʤʳʭ ʪʝʩʪʦʚ

Á ʎʝʥʪʨʳ ʧʨʦʟʨʘʯʥʦʩʪʠ ʚ ʎʶʨʠʭʝ, 

ʄʘʜʨʠʜʝ, ʉʘʥ-ʇʘʫʣʫ ʠ ʂʫʘʣʘ-

ʃʫʤʧʫʨʝ, ʛʜʝ ʤʦʞʥʦ ʦʟʥʘʢʦʤʠʪʴʩʷ 

ʩ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ. ɺ 2021 ʛʦʜʫ 

ʧʣʘʥʠʨʫʝʪʩʷ ʦʪʢʨʳʪʠʝ ʮʝʥʪʨʘ ʚ 

ʅʴ-ʁɹʨʘʥʩʫʠʢʝ (ʂʘʥʘʜʘ)

Á ʆʪʚʝʪʩʪʚʝʥʥʦʝ ʟʘʢʨʳʪʠʝ 

ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʨʘʤʢʘʭ ʧʨʦʛʨʘʤʤʳ 

Bug Bounty 

Á ʅʝʟʘʚʠʩʠʤʦʝ ʧʦʜʪʚʝʨʞʜʝʥʠʝ 

ʩʦʦʪʚʝʪʩʪʚʠʷ ʥʦʨʤʘʤ GDPR

Á ʏʘʩʪʥʘʷ ʠ ʥʝʟʘʚʠʩʠʤʘʷ ʢʦʤʧʘʥʠʷ 

ʩ 23-ʣʝʪʥʝʡ ʠʩʪʦʨʠʝʡ

Á ʇʨʠʦʨʠʪʝʪ ʢʦʤʧʘʥʠʠ ïʚ 

ʥʝʧʨʝʨʳʚʥʦʤ ʨʘʟʚʠʪʠʠ ʥʦʚʳʭ 

ʪʝʭʥʦʣʦʛʠʡ

Á ʉʠʣʴʥʘʷ ʢʦʤʘʥʜʘ ʵʢʩʧʝʨʪʦʚ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ+ R&D

ʩʧʝʮʠʘʣʠʩʪʳ, ʢʦʪʦʨʳʝ ʩʦʩʪʘʚʣʷʶʪ 

ʪʨʝʪʴ ʚʩʝʛʦ ʰʪʘʪʘ 

Digital 
Trust



SOC
The Service Organization Controls (SOC) ð ʚʩʝʤʠʨʥʦ ʧʨʠʟʥʘʥʥʳʡ ʩʪʘʥʜʘʨʪ 

ʦʪʯʸʪʘ ʜʣʷ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʨʠʩʢʘʤʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʨʘʟʨʘʙʦʪʘʥʥʳʡ 

ɸʤʝʨʠʢʘʥʩʢʠʤ ʠʥʩʪʠʪʫʪʦʤ ʜʠʧʣʦʤʠʨʦʚʘʥʥʳʭ ʦʙʱʝʩʪʚʝʥʥʳʭ ʙʫʭʛʘʣʪʝʨʦʚ 

(American Institute of Certified Public Accountants, AICPA).

çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʫʩʧʝʰʥʦ ʧʨʦʰʣʘ 

ʘʫʜʠʪ SOC 2 Type 1 ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪʘʥʜʘʨʪʦʤ 

SSAE 18. ɸʫʜʠʪ ʧʨʦʚʦʜʠʣʘ ʦʜʥʘ ʠʟ ʢʦʤʧʘʥʠʡ 

çɹʦʣʴʰʦʡ ʯʝʪʚʸʨʢʠè.

ʕʪʦʪ ʘʫʜʠʪ ʧʦʜʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʧʨʦʮʝʩʩ ʨʘʟʨʘʙʦʪʢʠ 

ʠ ʚʳʧʫʩʢʘ ʧʨʘʚʠʣ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʫʛʨʦʟ 

(ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ) ʟʘʱʠʱʸʥ ʦʪ 

ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʦʛʦ ʚʤʝʰʘʪʝʣʴʩʪʚʘ ʙʣʘʛʦʜʘʨʷ 

ʩʠʣʴʥʳʤ ʤʝʭʘʥʠʟʤʘʤ ʢʦʥʪʨʦʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

SOC 2 ʘʫʜʠʪ



ISO/IEC 27001
ʅʘʠʙʦʣʝʝ ʰʠʨʦʢʦ ʨʘʩʧʨʦʩʪʨʘʥʸʥʥʳʡ ʩʪʘʥʜʘʨʪ ʚ ʦʙʣʘʩʪʠ 
ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʜʛʦʪʦʚʣʝʥʥʳʡ ʠ 
ʦʧʫʙʣʠʢʦʚʘʥʥʳʡ ʄʝʞʜʫʥʘʨʦʜʥʦʡ ʦʨʛʘʥʠʟʘʮʠʝʡ ʧʦ ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ 
(ISO).

çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʧʦʣʫʯʠʣʘ ʩʝʨʪʠʬʠʢʘʪISO/IEC 

27001:2013. ɸʫʜʠʪ ʙʳʣ ʧʨʦʚʝʜʸʥ ʢʦʤʧʘʥʠʝʡ T¦V AUSTRIA.

ʉʝʨʪʠʬʠʢʘʪ ʧʦʜʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʩʠʩʪʝʤʳ ʢʦʤʧʘʥʠʠ, ʚʢʣʶʯʘʷ 

Kaspersky Security Network, ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʪʨʝʙʦʚʘʥʠʷʤ 

ʤʝʞʜʫʥʘʨʦʜʥʦʛʦ ʩʪʘʥʜʘʨʪʘ ʩʠʩʪʝʤ ʤʝʥʝʜʞʤʝʥʪʘ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ISO/IEC 27001. ʉʝʨʪʠʬʠʢʘʪ 

ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʥʘ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʢʦʤʧʘʥʠʠ, 

ʨʘʩʧʦʣʦʞʝʥʥʫʶ ʚ ʜʘʪʘ-ʮʝʥʪʨʘʭ ʚ ʎʶʨʠʭʝ, ʌʨʘʥʢʬʫʨʪʝ-ʥʘ-

ʄʘʡʥʝ, ʊʦʨʦʥʪʦ ʠ ʄʦʩʢʚʝ. 

ʉʝʨʪʠʬʠʢʘʮʠʷ ISO 27001



çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʨʝʘʣʠʟʫʝʪ ʩʚʦʶ ʧʨʦʛʨʘʤʤʫ bug 

bounty ʩ 2016 ʛʦʜʘ ʠ ʜʝʣʘʝʪ ʵʪʦ ʚ ʧʘʨʪʥʸʨʩʪʚʝ ʩ ʠʟʚʝʩʪʥʦʡ 

ʧʣʘʪʬʦʨʤʦʡHackerOne. ʂʦʤʧʘʥʠʷ ʪʘʢʞʝ ʧʦʜʜʝʨʞʠʚʘʝʪ 

ʧʨʦʝʢʪDisclose.io, ʢʦʪʦʨʳʡ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʙʝʟʦʧʘʩʥʫʶ 

ʧʣʦʱʘʜʢʫ (Safe Harbor) ʜʣʷ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʫʷʟʚʠʤʦʩʪʝʡ, 

ʦʙʝʩʧʦʢʦʝʥʥʳʭ ʥʝʛʘʪʠʚʥʳʤʠ ʶʨʠʜʠʯʝʩʢʠʤʠ ʧʦʩʣʝʜʩʪʚʠʷʤʠ 

ʩʚʦʠʭ ʨʘʩʢʨʳʪʠʡ.

ʂʪʦ ʤʦʞʝʪ 

ʫʯʘʩʪʚʦʚʘʪʴ

ʇʨʦʜʫʢʪʳ, 

ʜʦʩʪʫʧʥʳʝ 

ʜʣʷ ʘʥʘʣʠʟʘ

ɺʦʟʥʘʛʨʘʞʜʝʥʠʝ

Åʅʝʟʘʚʠʩʠʤʳʝ 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ, ʜʦʩʪʠʛʰʠʝ 

ʢʘʢ ʤʠʥʠʤʫʤ 13-ʣʝʪʥʝʛʦ 

ʚʦʟʨʘʩʪʘ.

Åʃʶʙʳʝ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʟʘ 

ʠʩʢʣʶʯʝʥʠʝʤ ʩʦʪʨʫʜʥʠʢʦʚ 

çʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦè ʠ ʩʚʷʟʘʥʥʳʭ 

ʩ ʥʝʡ ʦʨʛʘʥʠʟʘʮʠʡ, ʘ 

ʪʘʢʞʝ ʯʣʝʥʦʚ ʠʭ ʩʝʤʝʡ.

ÅKaspersky Internet 

Security 2019

ÅKaspersky Endpoint 

Security 11

ÅKaspersky Endpoint 

Security for Linux

ÅKaspersky Password 

Manager

ÅKaspersky Secure 

Connection

Å$100 000

ʟʘ ʦʙʥʘʨʫʞʝʥʠʝ ʠ ʦʪʚʝʪʩʪʚʝʥʥʦʝ ʨʘʩʢʨʳʪʠʝ 

ʥʘʠʙʦʣʝʝ ʩʝʨʴʸʟʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ (ʢʘʯʝʩʪʚʝʥʥʳʡ 

ʦʪʯʸʪ ʩ ʧʨʦʚʝʨʢʦʡ ʢʦʥʮʝʧʮʠʠ).

Å$5 000 ï$20 000

ʟʘ ʦʙʥʘʨʫʞʝʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ, ʧʦʟʚʦʣʷʶʱʠʭ 

ʨʝʘʣʠʟʦʚʘʪʴ ʤʝʥʝʝ ʩʝʨʴʸʟʥʳʝ ʚʘʨʠʘʥʪʳ ʫʜʘʣʸʥʥʦʛʦ 

ʚʳʧʦʣʥʝʥʠʷ ʢʦʜʘ.

Å$1 000 ï$5 000

ʟʘ ʦʙʥʘʨʫʞʝʥʠʝ ʙʨʝʰʝʡ ʚ ʇʆ, ʧʦʟʚʦʣʷʶʱʠʭ 

ʧʦʚʳʩʠʪʴ ʣʦʢʘʣʴʥʳʝ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʠʣʠ ʧʨʠʚʦʜʷʱʠʭ 

ʢ ʨʘʩʢʨʳʪʠʶ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ.

ʇʨʦʛʨʘʤʤʘ 
Bug 
Bounty


