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ONLINE PAYMENTS ARE VERPULAR BWINOT SECURE

of respondents regularly use online
@ 98 % banking , online shopping or €

v payment services

E of users haveconcerns about
‘ banking fraud online

6 9 0/ of people fear for the safety of their
0] personal data (including banking

credentials)

Kaspersky Lab and B2B International Study8,605 respondents,19 countries
http://media.kaspersky.com/pdf/Kaspersky Lab_B2C_Summary_2013_final_EN.pdf
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WHICH TYPE OF DAT2SS ISMOSTCRITICAL
TOINTERNET USERS?

DX (1)

Personal Passwords, Banking
email messages account details details

A
111

Harris InteractiveKasperskyDigital Consumers Internet Security Needd oplineReport, 2012
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ATTACKING THE BANK VS. ATTACKING THE USER

A Before criminals used
to crack the banks

ABut itds too expe
complicated and risky

ANow they fraud users
to steal money from them

A And unfortunately they are
very successful in doing that
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TODAYXCYBERCRIMINALS SELL USER CREDENTIALS
IN AN EASY WAMKE INASHOP

Visa Cw 2 § per 1

Master Cw 2 5 % per 1

Discover Cw 3.5 $ per 1

Amex Cw 3.5 $ per 1

VISA

DISCOVER

NETWORK I

Warrtanty : 3 day Min buy: 5
Max buy : 30 In Stock : 42
quantity

5 10 15 20 30

50% For 500% Balance

Warrtanty : 3 day Min buy: 5
Max buy : 30 In Stock : 42
quantity

5 10 15 20 30

50% For 500% Balance

Warrtanty : 3 day
Max buy : 30

Min buy : 5
In Stock : 42

5 10 15 20 30

50% For 500% Balance

quantity

Warrtanty : 3 day Min buy: 5
Max buy : 30 In Stock : 42
quantity

5 10 15 20 30

50% For 500% Balance

Bankof America.
/}‘,?/

'50% For 500% Balance

citibank

'50% For 500% Balance

HSBC <»

'50% For'500% Balance

FUN
REGIONS

'50%For' 500% Balance

Warrtanty : 3 day
Max buy : 3

Min buy : 1
In Stock: 13

Buy With Balance

500% 10005 1500 20005 30008
Balance

Warrtanty : 3 day
Max buy : 30

Min buy : 5
In Stock : 42
Buy With Balance

500% 1000 15008 20005 30008
Balance

Warrtanty : 3 day
Max buy : 30

Min buy : 5
In Stock : 42

Balance

Buy With Balance
500% 1000% 1500% 20005 3000%

Warrtanty : 3 day
Max buy : 30

Min buy : 5
In Stock : 42

Buy With Balance

500% 10005 1500$ 20005 30008
Balance
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PROBLEMS USERS ENCOUNTER WHILE ONLINE

Problems users 36% of malware incidents Banking trojans worldwide
encounter while online resulted infinancial loss

Did you incur any financial costs as a

result of a virus / malware infection? Zeus

Carberp

SpyEye

Shiz

Sinowal

Other

More than 25% of consumers
have experienced amalware
incident during last 12 months

Source: Kaspersky Lab, September 2013
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YOU THOUGHT YOU WERE PROTECT

e

OAND YOU THOUGHT YOU WERE

Online banking site
login, password Carberp
Authorization
CVVv2
One time passwords Carberp, SpyEye,
SMS, Token, printed receipts, TAN generators Zeusfor mobile, Lurk

Transaction approval
cell phone

Stayingssafd fromvirtualmo bber s 0

http://www.securelist.com/en/analysis/204792304/Staying_safe_from_virtual_robbers
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HOWTHE FRAUD WORKS

1. Malware coder writes malicious software to exploit
a computer vulnerability and installs a trojan

MALWARE CODER
2. Victim infected with 3. Banking 4. Hacker 5. Remote access
credential-stealing [~ credentials retrieves banking to compromised
malware = siphoned credentials computer p—
’ (%) S0 '
HACKER TARGETED COMPROMISED HACKER COMPROMISED
PROXY

VICTIM COLLECTION SERVER

6. Hacker logs into victim’s online bank account

A 7. Money transferred 8. Money transferred
from mule to organizers

v

|
111 =

VICTIM BANK MONEY MULES

FRAUDULENT COMPANY
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MODERN PROTECTIOIECHANISMS USHEY BANKS
VS. BANKING TROJANS

<

Authentication:
login/password, CVV2, ZEUS
SMS, printed receipts
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ZEUSH MAIN FEATURES

Most widespread online banking trojan out there

ZeuStracks which keys the user presses virtual or
physical (keyloging, screenshooting)

ZeuS usesaweb injectionsfi Man in the Browser attacks

ZeusS is capable of bypassing the most advanced bank
security system, bypassing-£actor authentication systems

Spreads throughsocial engineeringand drive-by
downloads
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MODERN PROTECTIOIECHANISMS USHEY BANKS
VS. BANKING TROJANS

<

Authentication
login, password, SMS - - Carberp
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CARBERP: BANK CLIENT SOFTWARE + KEYS

Data theft technologies:
> Injection in the web browser

> Interception of payment data
> Fakenotice/ popups
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CARBERP: BANK CLIENT SOFTWARE INTERCEPTOR

Intercepted data
(CVVI/CVCPIN etc)

KASPERYKY#



