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Abstract

This is the MySQL Reference Manual. It documents MySQL 8.0 through 8.0.29, as well as NDB Cluster releases
based on version 8.0 of NDB through 8.0.28-ndb-8.0.28, respectively. It may include documentation of features of
MySQL versions that have not yet been released. For information about which versions have been released, see the
MySQL 8.0 Release Notes.

MySQL 8.0 features.  This manual describes features that are not included in every edition of MySQL 8.0; such
features may not be included in the edition of MySQL 8.0 licensed to you. If you have any questions about the
features included in your edition of MySQL 8.0, refer to your MySQL 8.0 license agreement or contact your Oracle
sales representative.

For notes detailing the changes in each release, see the MySQL 8.0 Release Notes.
For legal information, including licensing information, see the Preface and Legal Notices.

For help with using MySQL, please visit the MySQL Forums, where you can discuss your issues with other MySQL
users.
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The MySQL software delivers a very fast, multithreaded, multi-user, and robust SQL (Structured Query
Language) database server. MySQL Server is intended for mission-critical, heavy-load production systems
as well as for embedding into mass-deployed software. Oracle is a registered trademark of Oracle
Corporation and/or its affiliates. MySQL is a trademark of Oracle Corporation and/or its affiliates, and shall
not be used by Customer without Oracle's express written authorization. Other names may be trademarks
of their respective owners.

The MySQL software is Dual Licensed. Users can choose to use the MySQL software as an Open Source
product under the terms of the GNU General Public License (http://www.fsf.org/licenses/) or can purchase
a standard commercial license from Oracle. See http://www.mysqgl.com/company/legal/licensing/ for more
information on our licensing policies.

The following list describes some sections of particular interest in this manual:

» For a discussion of MySQL Database Server capabilities, see Section 1.2.2, “The Main Features of
MySQL".

» For an overview of new MySQL features, see Section 1.3, “What Is New in MySQL 8.0". For information
about the changes in each version, see the Release Notes.

 For installation instructions, see Chapter 2, Installing and Upgrading MySQL. For information about
upgrading MySQL, see Section 2.11, “Upgrading MySQL".

 For atutorial introduction to the MySQL Database Server, see Chapter 3, Tutorial.

 For information about configuring and administering MySQL Server, see Chapter 5, MySQL Server
Administration.

» For information about security in MySQL, see Chapter 6, Security.

» For information about setting up replication servers, see Chapter 17, Replication.
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 For information about MySQL Enterprise, the commercial MySQL release with advanced features and
management tools, see Chapter 30, MySQL Enterprise Edition.

» For answers to a number of questions that are often asked concerning the MySQL Database Server and
its capabilities, see Appendix A, MySQL 8.0 Frequently Asked Questions.

» For a history of new features and bug fixes, see the Release Notes.

Important

A To report problems or bugs, please use the instructions at Section 1.6,
“How to Report Bugs or Problems”. If you find a security bug in MySQL
Server, please let us know immediately by sending an email message to
<secal ert_us@r acl e. conr. Exception: Support customers should report all
problems, including security bugs, to Oracle Support.

1.1 About This Manual

This is the Reference Manual for the MySQL Database System, version 8.0, through release 8.0.27.
Differences between minor versions of MySQL 8.0 are noted in the present text with reference to release
numbers (8.0.x). For license information, see the Legal Notices.

This manual is not intended for use with older versions of the MySQL software due to the many functional
and other differences between MySQL 8.0 and previous versions. If you are using an earlier release of
the MySQL software, please refer to the appropriate manual. For example, MySQL 5.7 Reference Manual
covers the 5.7 series of MySQL software releases.

Because this manual serves as a reference, it does not provide general instruction on SQL or relational
database concepts. It also does not teach you how to use your operating system or command-line
interpreter.

The MySQL Database Software is under constant development, and the Reference Manual is updated
frequently as well. The most recent version of the manual is available online in searchable form at https://
dev.mysqgl.com/doc/. Other formats also are available there, including downloadable HTML and PDF
versions.

The source code for MySQL itself contains internal documentation written using Doxygen. The generated
Doxygen content is available https://dev.mysqgl.com/doc/index-other.html. It is also possible to generate
this content locally from a MySQL source distribution using the instructions at Section 2.9.10, “Generating
MySQL Doxygen Documentation Content”.

If you have questions about using MySQL, join the MySQL Community Slack, or ask in our forums; see
MySQL Community Support at the MySQL Forums. If you have suggestions concerning additions or
corrections to the manual itself, please send them to the http://www.mysql.com/company/contact/.

Typographical and Syntax Conventions
This manual uses certain typographical conventions:

« Text in this styleisusedfor SQL statements; database, table, and column names; program
listings and source code; and environment variables. Example: “To reload the grant tables, use the
FLUSH PRI VI LEGES statement.”

« Text in this styl e indicates input that you type in examples.

e« Text in this styl eindicates the names of executable programs and scripts, examples being
nysql (the MySQL command-line client program) and nysql d (the MySQL server executable).
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Typographical and Syntax Conventions

e Text in this styl eisused for variable input for which you should substitute a value of your own
choosing.

» Textin this style is used for emphasis.
e Textin this style is used in table headings and to convey especially strong emphasis.

 Text in this styl e isused toindicate a program option that affects how the program is executed,
or that supplies information that is needed for the program to function in a certain way. Example: “The - -
host option (short form - h) tells the nysql client program the hostname or IP address of the MySQL
server that it should connect to”.

» File names and directory names are written like this: “The global my. cnf file is located in the / et c
directory.”

» Character sequences are written like this: “To specify a wildcard, use the ‘% character.”

When commands or statements are prefixed by a prompt, we use these:

$> type a command here

#> type a comand as root here

C.\> type a conmand here (W ndows only)
nysqgl > type a nysql statenent here

Commands are issued in your command interpreter. On Unix, this is typically a program such as sh, csh,
or bash. On Windows, the equivalent program is cormand. comor cnd. exe, typically run in a console
window. Statements prefixed by nysql are issued in the nysql command-line client.

Note
@ When you enter a command or statement shown in an example, do not type the
prompt shown in the example.

In some areas different systems may be distinguished from each other to show that commands should be
executed in two different environments. For example, while working with replication the commands might
be prefixed with sour ce and r epl i ca:

source> type a nysqgl statenment on the replication source here
replica> type a nysql statenent on the replica here

Database, table, and column names must often be substituted into statements. To indicate that such
substitution is necessary, this manual uses db_nane, t bl _nane, and col _nane. For example, you might
see a statement like this:

nysqgl > SELECT col _nane FROM db_nane. t bl _nane;

This means that if you were to enter a similar statement, you would supply your own database, table, and
column names, perhaps like this:

nysql > SELECT aut hor _nane FROM bi bl i o_db. aut hor _|i st;
SQL keywords are not case-sensitive and may be written in any lettercase. This manual uses uppercase.

In syntax descriptions, square brackets (“[ " and “] ") indicate optional words or clauses. For example, in the
following statement, | F EXI STSis optional:

DROP TABLE [IF EXISTS] thl _nane
When a syntax element consists of a number of alternatives, the alternatives are separated by vertical bars

(| M- When one member from a set of choices may be chosen, the alternatives are listed within square
brackets (“[ " and “] "):
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TRIM[[BOTH | LEADING | TRAILING [remstr] FROM str)

When one member from a set of choices must be chosen, the alternatives are listed within braces (“{ " and
H} 11):

{DESCRI BE | DESC} tbl_nanme [col _nanme | wild]

An ellipsis (. . . ) indicates the omission of a section of a statement, typically to provide a shorter version of
more complex syntax. For example, SELECT ... | NTO OUTFI LE is shorthand for the form of SELECT
statement that has an | NTO OUTFI LE clause following other parts of the statement.

An ellipsis can also indicate that the preceding syntax element of a statement may be repeated. In
the following example, multiple r eset _opt i on values may be given, with each of those after the first
preceded by commas:

RESET reset _option [,reset_option] ...

Commands for setting shell variables are shown using Bourne shell syntax. For example, the sequence to
set the CC environment variable and run the conf i gur e command looks like this in Bourne shell syntax:

$> CC=gcc ./configure

If you are using csh or t csh, you must issue commands somewhat differently:

$> setenv CC gcc
$> ./configure

Manual Authorship

The Reference Manual source files are written in DocBook XML format. The HTML version and other
formats are produced automatically, primarily using the DocBook XSL stylesheets. For information about
DocBook, see http://docbook.org/

This manual was originally written by David Axmark and Michael “Monty” Widenius. It is maintained by the
MySQL Documentation Team, consisting of Chris Cole, Margaret Fisher, Edward Gilmore, Stefan Hinz,
Philip Olson, Daniel Price, Daniel So, and Jon Stephens.

1.2 Overview of the MySQL Database Management System
1.2.1 What is MySQL?

MySQL, the most popular Open Source SQL database management system, is developed, distributed, and
supported by Oracle Corporation.

The MySQL website (http://www.mysqgl.com/) provides the latest information about MySQL software.
 MySQL is a database management system.

A database is a structured collection of data. It may be anything from a simple shopping list to a picture
gallery or the vast amounts of information in a corporate network. To add, access, and process data
stored in a computer database, you need a database management system such as MySQL Server.
Since computers are very good at handling large amounts of data, database management systems play
a central role in computing, as standalone utilities, or as parts of other applications.

* MySQL databases are relational.

A relational database stores data in separate tables rather than putting all the data in one big storeroom.
The database structures are organized into physical files optimized for speed. The logical model,
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with objects such as databases, tables, views, rows, and columns, offers a flexible programming
environment. You set up rules governing the relationships between different data fields, such as one-to-
one, one-to-many, unique, required or optional, and “pointers” between different tables. The database
enforces these rules, so that with a well-designed database, your application never sees inconsistent,
duplicate, orphan, out-of-date, or missing data.

The SQL part of “MySQL” stands for “Structured Query Language”. SQL is the most common
standardized language used to access databases. Depending on your programming environment, you
might enter SQL directly (for example, to generate reports), embed SQL statements into code written in
another language, or use a language-specific API that hides the SQL syntax.

SQL is defined by the ANSI/ISO SQL Standard. The SQL standard has been evolving since 1986 and
several versions exist. In this manual, “SQL-92" refers to the standard released in 1992, “SQL:1999”
refers to the standard released in 1999, and “SQL:2003" refers to the current version of the standard. We
use the phrase “the SQL standard” to mean the current version of the SQL Standard at any time.

» MySQL software is Open Source.

Open Source means that it is possible for anyone to use and modify the software. Anybody can
download the MySQL software from the Internet and use it without paying anything. If you wish, you
may study the source code and change it to suit your needs. The MySQL software uses the GPL (GNU
General Public License), http://www.fsf.org/licenses/, to define what you may and may not do with the
software in different situations. If you feel uncomfortable with the GPL or need to embed MySQL code
into a commercial application, you can buy a commercially licensed version from us. See the MySQL
Licensing Overview for more information (http://www.mysgl.com/company/legal/licensing/).

» The MySQL Database Server is very fast, reliable, scalable, and easy to use.

If that is what you are looking for, you should give it a try. MySQL Server can run comfortably on a
desktop or laptop, alongside your other applications, web servers, and so on, requiring little or no
attention. If you dedicate an entire machine to MySQL, you can adjust the settings to take advantage
of all the memory, CPU power, and I/O capacity available. MySQL can also scale up to clusters of
machines, networked together.

MySQL Server was originally developed to handle large databases much faster than existing solutions
and has been successfully used in highly demanding production environments for several years.
Although under constant development, MySQL Server today offers a rich and useful set of functions.
Its connectivity, speed, and security make MySQL Server highly suited for accessing databases on the
Internet.

» MySQL Server works in client/server or embedded systems.

The MySQL Database Software is a client/server system that consists of a multithreaded SQL server
that supports different back ends, several different client programs and libraries, administrative tools, and
a wide range of application programming interfaces (APIs).

We also provide MySQL Server as an embedded multithreaded library that you can link into your
application to get a smaller, faster, easier-to-manage standalone product.

» Alarge amount of contributed MySQL software is available.
MySQL Server has a practical set of features developed in close cooperation with our users. It is very

likely that your favorite application or language supports the MySQL Database Server.

The official way to pronounce “MySQL” is “My Ess Que ElI” (not “my sequel”), but we do not mind if you
pronounce it as “my sequel” or in some other localized way.
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1.2.2 The Main Features of MySQL

This section describes some of the important characteristics of the MySQL Database Software. In most
respects, the roadmap applies to all versions of MySQL. For information about features as they are
introduced into MySQL on a series-specific basis, see the “In a Nutshell” section of the appropriate Manual:

MySQL 8.0: Section 1.3, “What Is New in MySQL 8.0”
MySQL 5.7: What Is New in MySQL 5.7
MySQL 5.6: What Is New in MySQL 5.6

Internals and Portability

Written in C and C++.
Tested with a broad range of different compilers.

Works on many different platforms. See https://www.mysql.com/support/supportedplatforms/
database.html.

For portability, configured using CVake.

Tested with Purify (a commercial memory leakage detector) as well as with Valgrind, a GPL tool (http://
developer.kde.org/~sewardj/).

Uses multi-layered server design with independent modules.

Designed to be fully multithreaded using kernel threads, to easily use multiple CPUs if they are available.
Provides transactional and nontransactional storage engines.

Uses very fast B-tree disk tables (Myl SAM) with index compression.

Designed to make it relatively easy to add other storage engines. This is useful if you want to provide an
SQL interface for an in-house database.

Uses a very fast thread-based memory allocation system.
Executes very fast joins using an optimized nested-loop join.
Implements in-memory hash tables, which are used as temporary tables.

Implements SQL functions using a highly optimized class library that should be as fast as possible.
Usually there is no memory allocation at all after query initialization.

Provides the server as a separate program for use in a client/server networked environment, and as a
library that can be embedded (linked) into standalone applications. Such applications can be used in
isolation or in environments where no network is available.

Data Types

Many data types: signed/unsigned integers 1, 2, 3, 4, and 8 bytes long, FLOAT, DOUBLE, CHAR,
VARCHAR, Bl NARY, VARBI NARY, TEXT, BLOB, DATE, Tl Mg, DATETI ME, TI MESTAMP, YEAR, SET, ENUM
and OpenGIS spatial types. See Chapter 11, Data Types.

Fixed-length and variable-length string types.

Statements and Functions

Full operator and function support in the SELECT list and WHERE clause of queries. For example:
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The Main Features of MySQL

Security

nysql > SELECT CONCAT(first_name, ' ', |ast_name)
-> FROM citi zen
-> WHERE i ncone/ dependents > 10000 AND age > 30;

Full support for SQL GROUP BY and ORDER BY clauses. Support for group functions (COUNT( ) , AVE ) ,
STD() , SUM') , MAX()) , M N() , and GROUP_CONCAT( ) ).

Support for LEFT OUTER JO Nand Rl GHT OUTER JO N with both standard SQL and ODBC syntax.
Support for aliases on tables and columns as required by standard SQL.

Support for DELETE, | NSERT, REPLACE, and UPDATE to return the number of rows that were changed
(affected), or to return the number of rows matched instead by setting a flag when connecting to the
server.

Support for MySQL-specific SHOWstatements that retrieve information about databases, storage
engines, tables, and indexes. Support for the | NFORVATI ON_SCHENA database, implemented according
to standard SQL.

An EXPLAI N statement to show how the optimizer resolves a query.

Independence of function names from table or column names. For example, ABS is a valid column name.
The only restriction is that for a function call, no spaces are permitted between the function name and
the “(” that follows it. See Section 9.3, “Keywords and Reserved Words”.

You can refer to tables from different databases in the same statement.

A privilege and password system that is very flexible and secure, and that enables host-based
verification.

Password security by encryption of all password traffic when you connect to a server.

Scalability and Limits

Support for large databases. We use MySQL Server with databases that contain 50 million records. We
also know of users who use MySQL Server with 200,000 tables and about 5,000,000,000 rows.

Support for up to 64 indexes per table. Each index may consist of 1 to 16 columns or parts of columns.
The maximum index width for | nnoDB tables is either 767 bytes or 3072 bytes. See Section 15.22,
“InnoDB Limits”. The maximum index width for Myl SAMtables is 1000 bytes. See Section 16.2, “The
MyISAM Storage Engine”. An index may use a prefix of a column for CHAR, VARCHAR, BLOB, or TEXT
column types.

Connectivity

Clients can connect to MySQL Server using several protocols:
« Clients can connect using TCP/IP sockets on any platform.

« On Windows systems, clients can connect using named pipes if the server is started with the
naned_pi pe system variable enabled. Windows servers also support shared-memory connections
if started with the shar ed_nenor y system variable enabled. Clients can connect through shared
memory by using the - - pr ot ocol =nenory option.

* On Unix systems, clients can connect using Unix domain socket files.
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MySQL client programs can be written in many languages. A client library written in C is available for
clients written in C or C++, or for any language that provides C bindings.

APIs for C, C++, Eiffel, Java, Perl, PHP, Python, Ruby, and Tcl are available, enabling MySQL clients to
be written in many languages. See Chapter 29, Connectors and APIs.

The Connector/ODBC (MyODBC) interface provides MySQL support for client programs that use ODBC
(Open Database Connectivity) connections. For example, you can use MS Access to connect to your
MySQL server. Clients can be run on Windows or Unix. Connector/ODBC source is available. All ODBC
2.5 functions are supported, as are many others. See MySQL Connector/ODBC Developer Guide.

The Connector/J interface provides MySQL support for Java client programs that use JDBC connections.
Clients can be run on Windows or Unix. Connector/J source is available. See MySQL Connector/J 5.1
Developer Guide.

MySQL Connector/NET enables developers to easily create .NET applications that require secure,
high-performance data connectivity with MySQL. It implements the required ADO.NET interfaces and
integrates into ADO.NET aware tools. Developers can build applications using their choice of .NET
languages. MySQL Connector/NET is a fully managed ADO.NET driver written in 100% pure C#. See
MySQL Connector/NET Developer Guide.

Localization

The server can provide error messages to clients in many languages. See Section 10.12, “Setting the
Error Message Language”.

Full support for several different character sets, including | at i n1 (cp1252), ger man, bi g5, uj i s,
several Unicode character sets, and more. For example, the Scandinavian characters “a”, “4” and “0” are
permitted in table and column names.

All data is saved in the chosen character set.

Sorting and comparisons are done according to the default character set and collation. is possible

to change this when the MySQL server is started (see Section 10.3.2, “Server Character Set and
Collation”). To see an example of very advanced sorting, look at the Czech sorting code. MySQL Server
supports many different character sets that can be specified at compile time and runtime.

The server time zone can be changed dynamically, and individual clients can specify their own time
zone. See Section 5.1.15, “MySQL Server Time Zone Support”.

Clients and Tools

MySQL includes several client and utility programs. These include both command-line programs such as
nysql dunmp and mysql adni n, and graphical programs such as MySQL Workbench.

MySQL Server has built-in support for SQL statements to check, optimize, and repair tables. These
statements are available from the command line through the nysql check client. MySQL also includes
nyi sanchk, a very fast command-line utility for performing these operations on Myl SAMtables. See
Chapter 4, MySQL Programs.

MySQL programs can be invoked with the - - hel p or - ? option to obtain online assistance.

1.2.3 History of MySQL

We started out with the intention of using the nSQL database system to connect to our tables using our
own fast low-level (ISAM) routines. However, after some testing, we came to the conclusion that nSQL was
not fast enough or flexible enough for our needs. This resulted in a new SQL interface to our database but
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with almost the same API interface as nSQL. This APl was designed to enable third-party code that was
written for use with nSQL to be ported easily for use with MySQL.

MySQL is named after co-founder Monty Widenius's daughter, My.

The name of the MySQL Dolphin (our logo) is “Sakila,” which was chosen from a huge list of names
suggested by users in our “Name the Dolphin” contest. The winning name was submitted by Ambrose
Twebaze, an Open Source software developer from Eswatini (formerly Swaziland), Africa. According to
Ambrose, the feminine name Sakila has its roots in SiSwati, the local language of Eswatini. Sakila is also
the name of a town in Arusha, Tanzania, near Ambrose's country of origin, Uganda.

1.3 What Is New in MySQL 8.0

This section summarizes what has been added to, deprecated in, and removed from MySQL 8.0. A
companion section lists MySQL server options and variables that have been added, deprecated, or
removed in MySQL 8.0; see Section 1.4, “Server and Status Variables and Options Added, Deprecated, or
Removed in MySQL 8.0”".

» Features Added in MySQL 8.0
» Features Deprecated in MySQL 8.0
» Features Removed in MySQL 8.0

Features Added in MySQL 8.0

The following features have been added to MySQL 8.0:

e Datadictionary. MySQL now incorporates a transactional data dictionary that stores information
about database objects. In previous MySQL releases, dictionary data was stored in metadata files and
nontransactional tables. For more information, see Chapter 14, MySQL Data Dictionary.

» Atomic data definition statements (Atomic DDL).  An atomic DDL statement combines the data
dictionary updates, storage engine operations, and binary log writes associated with a DDL operation
into a single, atomic transaction. For more information, see Section 13.1.1, “Atomic Data Definition
Statement Support”.

» Upgrade procedure. Previously, after installation of a new version of MySQL, the MySQL server
automatically upgrades the data dictionary tables at the next startup, after which the DBA is expected
to invoke mysql _upgr ade manually to upgrade the system tables in the mysqgl schema, as well as
objects in other schemas such as the sys schema and user schemas.

As of MySQL 8.0.16, the server performs the tasks previously handled by nysql _upgr ade. After
installation of a new MySQL version, the server now automatically performs all necessary upgrade tasks
at the next startup and is not dependent on the DBA invoking mysql _upgr ade. In addition, the server
updates the contents of the help tables (something mysql _upgr ade did not do). A new - - upgr ade
server option provides control over how the server performs automatic data dictionary and server
upgrade operations. For more information, see Section 2.11.3, “What the MySQL Upgrade Process
Upgrades”.

» Security and account management.  These enhancements were added to improve security and
enable greater DBA flexibility in account management:

e The grant tables in the nysql system database are now | nnoDB (transactional) tables. Previously,
these were Myl SAM(nontransactional) tables. The change of grant table storage engine underlies an
accompanying change to the behavior of account-management statements. Previously, an account-
management statement (such as CREATE USER or DROP USER) that named multiple users could
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succeed for some users and fail for others. Now, each statement is transactional and either succeeds
for all named users or rolls back and has no effect if any error occurs. The statement is written to the
binary log if it succeeds, but not if it fails; in that case, rollback occurs and no changes are made. For
more information, see Section 13.1.1, “Atomic Data Definition Statement Support”.

A new cachi ng_sha2_ passwor d authentication plugin is available. Like the sha256 password
plugin, cachi ng_sha2_ passwor d implements SHA-256 password hashing, but uses caching

to address latency issues at connect time. It also supports more transport protocols and does not
require linking against OpenSSL for RSA key pair-based password-exchange capabilities. See
Section 6.4.1.2, “Caching SHA-2 Pluggable Authentication”.

The cachi ng_sha2 passwor d and sha256_ passwor d authentication plugins provide more secure
password encryption than the nysql _nat i ve_passwor d plugin, and cachi ng_sha2_password
provides better performance than sha256 passwor d. Due to these superior security and
performance characteristics of cachi ng_sha2 passwor d, it is now the preferred authentication
plugin, and is also the default authentication plugin rather than nysql nati ve_ passwor d.

For information about the implications of this change of default plugin for server operation and
compatibility of the server with clients and connectors, see caching_sha2_ password as the Preferred
Authentication Plugin.

The MySQL Enterprise Edition SASL LDAP authentication plugin now supports GSSAPI/Kerberos as
an authentication method for MySQL clients and servers on Linux. This is useful in Linux environments
where applications access LDAP using Microsoft Active Directory, which has Kerberos enabled by
default. See LDAP Authentication Methods.

MySQL Enterprise Edition now supports an authentication method that enables users to authenticate
to MySQL Server using Kerberos, provided that appropriate Kerberos tickets are available or can be
obtained. For details, see Section 6.4.1.8, “Kerberos Pluggable Authentication”.

MySQL now supports roles, which are named collections of privileges. Roles can be created and
dropped. Roles can have privileges granted to and revoked from them. Roles can be granted to

and revoked from user accounts. The active applicable roles for an account can be selected from
among those granted to the account, and can be changed during sessions for that account. For more
information, see Section 6.2.10, “Using Roles”.

MySQL now incorporates the concept of user account categories, with system and regular users
distinguished according to whether they have the SYSTEM USER privilege. See Section 6.2.11,
“Account Categories”.

Previously, it was not possible to grant privileges that apply globally except for certain schemas. This
is now possible if the parti al _r evokes system variable is enabled. See Section 6.2.12, “Privilege
Restriction Using Partial Revokes”.

The GRANT statement has an AS user [W TH ROLE] clause that specifies additional information
about the privilege context to use for statement execution. This syntax is visible at the SQL level,
although its primary purpose is to enable uniform replication across all nodes of grantor privilege
restrictions imposed by partial revokes, by causing those restrictions to appear in the binary log. See
Section 13.7.1.6, “GRANT Statement”.

MySQL now maintains information about password history, enabling restrictions on reuse of previous
passwords. DBAs can require that new passwords not be selected from previous passwords for some
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number of password changes or period of time. It is possible to establish password-reuse policy
globally as well as on a per-account basis.

It is now possible to require that attempts to change account passwords be verified by specifying
the current password to be replaced. This enables DBAs to prevent users from changing password
without proving that they know the current password. It is possible to establish password-verification
policy globally as well as on a per-account basis.

Accounts are now permitted to have dual passwords, which enables phased password changes to be
performed seamlessly in complex multiple-server systems, without downtime.

MySQL now enables administrators to configure user accounts such that too many consecutive login
failures due to incorrect passwords cause temporary account locking. The required number of failures
and the lock time are configurable per account.

These new capabilities provide DBAs more complete control over password management. For more
information, see Section 6.2.15, “Password Management”.

MySQL now supports FIPS mode, if compiled using OpenSSL, and an OpenSSL library and FIPS
Object Module are available at runtime. FIPS mode imposes conditions on cryptographic operations
such as restrictions on acceptable encryption algorithms or requirements for longer key lengths. See
Section 6.8, “FIPS Support”.

The TLS context the server uses for new connections now is reconfigurable at runtime. This capability
may be useful, for example, to avoid restarting a MySQL server that has been running so long that

its SSL certificate has expired. See Server-Side Runtime Configuration and Monitoring for Encrypted
Connections.

OpenSSL 1.1.1 supports the TLS v1.3 protocol for encrypted connections, and MySQL 8.0.16 and
higher supports TLS v1.3 as well, if both the server and client are compiled using OpenSSL 1.1.1 or
higher. See Section 6.3.2, “Encrypted Connection TLS Protocols and Ciphers”.

MySQL now sets the access control granted to clients on the named pipe to the minimum necessary
for successful communication on Windows. Newer MySQL client software can open nhamed pipe
connections without any additional configuration. If older client software cannot be upgraded
immediately, the new naned_pi pe _full access_gr oup system variable can be used to give a
Windows group the necessary permissions to open a nhamed pipe connection. Membership in the full-
access group should be restricted and temporary.

Previously, MySQL user accounts authenticated to the server using a single authentication method. As
of MySQL 8.0.27, MySQL supports multifactor authentication (MFA), which makes it possible to create
accounts that have up to three authentication methods. MFA support entails these changes:

 CREATE USERand ALTER USER syntax has been extended to permit specification of multiple
authentication methods.

e The aut henti cation_pol i cy system variable enables MFA policy to be established by
controlling how many factors can be used and the types of authentication permitted for each factor.
This places constraints on how the authentication-related clauses of CREATE USER and ALTER
USER statements may be used.

» Client programs have new - - passwor d1, - - passwor d2, and - - passwor d3 command-
line options for specifying multiple passwords. For applications that use the C API, the new

11
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MYSQL_OPT_USER PASSWORD option for the nysql _opti ons4() C API function enables the
same capability.

In addition, MySQL Enterprise Edition now supports authentication to MySQL Server using devices
such as smart cards, security keys, and biometric readers. This authentication method is based on
the Fast Identity Online (FIDO) standard, and uses a pair of plugins, aut henti cati on_fi do on

the server side and aut henti cati on_fi do_client onthe client side. The server-side FIDO
authentication plugin is included only in MySQL Enterprise Edition distributions. It is not included

in MySQL community distributions. However, the client-side plugin is included in all distributions,
including community distributions. This enables clients from any distribution to connect to a server that
has the server-side plugin loaded.

Multifactor authentication can use existing MySQL authentication methods, the new FIDO
authentication method, or a combination of both. For more information, see Section 6.2.18, “Multifactor
Authentication”, and Section 6.4.1.11, “FIDO Pluggable Authentication”.

« Resource management.  MySQL now supports creation and management of resource groups,

and permits assigning threads running within the server to particular groups so that threads execute
according to the resources available to the group. Group attributes enable control over its resources,
to enable or restrict resource consumption by threads in the group. DBAs can modify these attributes
as appropriate for different workloads. Currently, CPU time is a manageable resource, represented
by the concept of “virtual CPU” as a term that includes CPU cores, hyperthreads, hardware threads,
and so forth. The server determines at startup how many virtual CPUs are available, and database
administrators with appropriate privileges can associate these CPUs with resource groups and assign
threads to groups. For more information, see Section 5.1.16, “Resource Groups”.

Table encryption management.  Table encryption can now be managed globally by defining and
enforcing encryption defaults. The def aul t _t abl e_encrypt i on variable defines an encryption
default for newly created schemas and general tablespace. The encryption default for a schema can
also be defined using the DEFAULT ENCRYPTI ON clause when creating a schema. By default, a table
inherits the encryption of the schema or general tablespace it is created in. Encryption defaults are
enforced by enabling the t abl e_encrypti on_pri vil ege_check variable. The privilege check
occurs when creating or altering a schema or general tablespace with an encryption setting that
differs from the def aul t _t abl e_encr ypt i on setting, or when creating or altering a table with an
encryption setting that differs from the default schema encryption. The TABLE _ENCRYPTI ON_ADM N
privilege permits overriding default encryption settings when t abl e_encrypti on_privil ege_check
is enabled. For more information, see Defining an Encryption Default for Schemas and General
Tablespaces.

12
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* InnoDB enhancements. These | nnoDB enhancements were added:

The current maximum auto-increment counter value is written to the redo log each time the value
changes, and saved to an engine-private system table on each checkpoint. These changes make the
current maximum auto-increment counter value persistent across server restarts. Additionally:

» A server restart no longer cancels the effect of the AUTO | NCREMENT = Ntable option. If you
initialize the auto-increment counter to a specific value, or if you alter the auto-increment counter
value to a larger value, the new value is persisted across server restarts.

« A server restart immediately following a ROLLBACK operation no longer results in the reuse of auto-
increment values that were allocated to the rolled-back transaction.

* If you modify an AUTO_| NCREMENT column value to a value larger than the current maximum auto-
increment value (in an UPDATE operation, for example), the new value is persisted, and subsequent
| NSERT operations allocate auto-increment values starting from the new, larger value.

For more information, see Section 15.6.1.6, “AUTO_INCREMENT Handling in InnoDB”, and InnoDB
AUTO_INCREMENT Counter Initialization.

When encountering index tree corruption, | nnoDB writes a corruption flag to the redo log, which
makes the corruption flag crash safe. | nnoDB also writes in-memory corruption flag data to an engine-
private system table on each checkpoint. During recovery, | nnoDB reads corruption flags from both
locations and merges results before marking in-memory table and index objects as corrupt.

The | nnoDB nentached plugin supports multiple get operations (fetching multiple key-value pairs
in a single nenctached query) and range queries. See Section 15.20.4, “InnoDB memcached Multiple
get and Range Query Support”.

A new dynamic variable, i nnodb_deadl ock_det ect, may be used to disable deadlock detection.
On high concurrency systems, deadlock detection can cause a slowdown when numerous threads
wait for the same lock. At times, it may be more efficient to disable deadlock detection and rely on the
i nnodb_| ock_wai t _ti neout setting for transaction rollback when a deadlock occurs.

The new | NFORVATI ON_SCHENA. | NNODB_CACHED | NDEXES table reports the number of index
pages cached in the | nnoDB buffer pool for each index.

| nnoDB temporary tables are now created in the shared temporary tablespace, i bt np1l.

The | nnoDB tablespace encryption feature supports encryption of redo log and undo log data. See
Redo Log Encryption, and Undo Log Encryption.

| nnoDB supports NOMAI T and SKI P LOCKED options with SELECT ... FOR SHARE and

SELECT ... FOR UPDATE locking read statements. NOMAI T causes the statement to return
immediately if a requested row is locked by another transaction. SKI P LOCKED removes locked rows
from the result set. See Locking Read Concurrency with NOWAIT and SKIP LOCKED.

SELECT ... FOR SHARE replaces SELECT ... LOCK I N SHARE MODE, but LOCK | N SHARE
MODE remains available for backward compatibility. The statements are equivalent. However,
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FOR UPDATE and FOR SHARE support NOMAI T, SKI P LOCKED, and OF t bl _nane options. See
Section 13.2.10, “SELECT Statement”.

OF t bl _nane applies locking queries to named tables.

ADD PARTI TI ON, DROP PARTI Tl ON, COALESCE PARTI TI ON, REORGANI ZE PARTI TI ON, and
REBUI LD PARTI TI ONALTER TABLE options are supported by native partitioning in-place APIs and
may be used with ALGORI THV={ COPY| | NPLACE} and LOCK clauses.

DROP PARTI TI ONwith ALGORI THVE=I NPLACE deletes data stored in the partition and drops the
partition. However, DROP PARTI Tl ON with ALGORI THVECOPY or ol d_al t er _t abl e=ON rebuilds
the partitioned table and attempts to move data from the dropped partition to another partition with a
compatible PARTI TI ON ... VALUES definition. Data that cannot be moved to another partition is
deleted.

The | nnoDB storage engine now uses the MySQL data dictionary rather than its own storage engine-
specific data dictionary. For information about the data dictionary, see Chapter 14, MySQL Data
Dictionary.

mysql system tables and data dictionary tables are now created in a single | nnoDB tablespace file
named nysql . i bd in the MySQL data directory. Previously, these tables were created in individual
| nnoDB tablespace files in the mysql database directory.

The following undo tablespace changes are introduced in MySQL 8.0:

» By default, undo logs now reside in two undo tablespaces that are created when the MySQL
instance is initialized. Undo logs are no longer created in the system tablespace.

« As of MySQL 8.0.14, additional undo tablespaces can be created in a chosen location at runtime
using CREATE UNDO TABLESPACE syntax.

CREATE UNDO TABLESPACE t abl espace_nane ADD DATAFI LE 'file_nane.ibu';

Undo tablespaces created using CREATE UNDO TABLESPACE syntax can be dropped at runtime
using DROP UNDO TABLESPACE syntax.

DROP UNDO TABLESPACE t abl espace_nane;

ALTER UNDO TABLESPACE syntax can be used to mark an undo tablespace as active or inactive.

ALTER UNDO TABLESPACE t abl espace_nane SET {ACTI VE| | NACTI VE};

A STATE column that shows the state of a tablespace was added to the
| NFORVATI ON_SCHEMA. | NNODB_TABLESPACES table. An undo tablespace must be in an enpt y
state before it can be dropped.

e The i nnodb_undo_| og_t runcat e variable is enabled by default.

e Theinnodb_rol | back_segnent s variable defines the number of rollback segments per undo
tablespace. Previously, i nnodb_r ol | back_segnent s specified the total number of rollback
segments for the MySQL instance. This change increases the number of rollback segments
available for concurrent transactions. More rollback segments increases the likelihood that
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concurrent transactions use separate rollback segments for undo logs, resulting in less resource
contention.

» Default values for variables that affect buffer pool preflushing and flushing behavior were modified:

e Theinnodb_nmax_dirty_pages_pct | wndefault value is now 10. The previous default value of
0 disables buffer pool preflushing. A value of 10 enables preflushing when the percentage of dirty
pages in the buffer pool exceeds 10%. Enabling preflushing improves performance consistency.

e Theinnodb_nax _dirty pages_pct default value was increased from 75 to 90. | nnoDB
attempts to flush data from the buffer pool so that the percentage of dirty pages does not exceed
this value. The increased default value permits a greater percentage of dirty pages in the buffer
pool.

The defaulti nnodb_aut oi nc_| ock_node setting is now 2 (interleaved). Interleaved lock mode
permits the execution of multi-row inserts in parallel, which improves concurrency and scalability.
The new i nnodb_aut oi nc_| ock_node default setting reflects the change from statement-based
replication to row based replication as the default replication type in MySQL 5.7. Statement-based
replication requires the consecutive auto-increment lock mode (the previous default) to ensure that
auto-increment values are assigned in a predictable and repeatable order for a given sequence

of SQL statements, whereas row-based replication is not sensitive to the execution order of SQL
statements. For more information, see InnoDB AUTO_INCREMENT Lock Modes.

For systems that use statement-based replication, the new i nnodb_aut oi nc_I ock_node default
setting may break applications that depend on sequential auto-increment values. To restore the
previous default, seti nnodb_aut oi nc_| ock_node to 1.

Renaming a general tablespace is supported by ALTER TABLESPACE ... RENAME TOsyntax.

The new i nnodb_dedi cat ed_ser ver variable, which is disabled by default, can be used to have
I nnoDB automatically configure the following options according to the amount of memory detected on
the server:

e innodb_buffer pool size
e innodb_l og file_size
e innodb_fl ush_net hod

This option is intended for MySQL server instances that run on a dedicated server. For more
information, see Section 15.8.12, “Enabling Automatic Configuration for a Dedicated MySQL Server”.

The new | NFORMATI ON_SCHENA. | NNODB_ TABLESPACES BRI EF view provides space, name, path,
flag, and space type data for | nnoDB tablespaces.

The zlib library version bundled with MySQL was raised from version 1.2.3 to version 1.2.11. MySQL
implements compression with the help of the zlib library.

If you use | nnoDB compressed tables, see Section 2.11.4, “Changes in MySQL 8.0” for related
upgrade implications.

Serialized dictionary information (SDI) is present in all | nnoDB tablespace files except for global
temporary tablespace and undo tablespace files. SDI is serialized metadata for table and tablespace
objects. The presence of SDI data provides metadata redundancy. For example, dictionary object
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metadata may be extracted from tablespace files if the data dictionary becomes unavailable. SDI
extraction is performed using the i bd2sdi tool. SDI data is stored in JSON format.

The inclusion of SDI data in tablespace files increases tablespace file size. An SDI record requires
a single index page, which is 16KB in size by default. However, SDI data is compressed when it is
stored to reduce the storage footprint.

The | nnoDB storage engine now supports atomic DDL, which ensures that DDL operations are either
fully committed or rolled back, even if the server halts during the operation. For more information, see
Section 13.1.1, “Atomic Data Definition Statement Support”.

Tablespace files can be moved or restored to a new location while the server is offline using the
i nnodb_di rect ori es option. For more information, see Section 15.6.3.6, “Moving Tablespace Files
While the Server is Offline”.

The following redo logging optimizations were implemented:
» User threads can now write concurrently to the log buffer without synchronizing writes.
» User threads can now add dirty pages to the flush list in a relaxed order.

» A dedicated log thread is now responsible for writing the log buffer to the system buffers, flushing
system buffers to disk, notifying user threads about written and flushed redo, maintaining the lag
required for the relaxed flush list order, and write checkpoints.

» System variables were added for configuring the use of spin delay by user threads waiting for
flushed redo:

e innodb_l og_wait_for_ flush_spin_hwm Defines the maximum average log flush time
beyond which user threads no longer spin while waiting for flushed redo.

e innodb_| og_spin_cpu_abs_| wn Defines the minimum amount of CPU usage below which
user threads no longer spin while waiting for flushed redo.

e innodb_| og_spin_cpu_pct hwm Defines the maximum amount of CPU usage above which
user threads no longer spin while waiting for flushed redo.

e Theinnodb_I| og_buffer_si ze variable is now dynamic, which permits resizing of the log buffer
while the server is running.

For more information, see Section 8.5.4, “Optimizing InnoDB Redo Logging”.

As of MySQL 8.0.12, undo logging is supported for small updates to large object (LOB) data, which
improves performance of LOB updates that are 100 bytes in size or less. Previously, LOB updates
were a minimum of one LOB page in size, which is less than optimal for updates that might only
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modify a few bytes. This enhancement builds upon support added in MySQL 8.0.4 for partial update of
LOB data.

As of MySQL 8.0.12, ALGORI THVEI NSTANT is supported for the following ALTER TABLE operations:

» Adding a column. This feature is also referred to as “Instant ADD COLUMN'. Limitations apply. See
Section 15.12.1, “Online DDL Operations”.

« Adding or dropping a virtual column.

» Adding or dropping a column default value.

* Modifying the definition of an ENUMor SET column.
« Changing the index type.

* Renaming a table.

Operations that support ALGORI THVElI NSTANT only modify metadata in the data dictionary.

No metadata locks are taken on the table, and table data is unaffected, making the operations
instantaneous. If not specified explicitly, ALGORI THVI NSTANT is used by default by operations that
support it. If ALGORI THVElI NSTANT is specified but not supported, the operation fails immediately with
an error.

For more information about operations that support ALGORI THVEI NSTANT, see Section 15.12.1,
“Online DDL Operations”.

As of MySQL 8.0.13, the TenpTabl e storage engine supports storage of binary large object (BLOB)
type columns. This enhancement improves performance for queries that use temporary tables
containing BLOB data. Previously, temporary tables that contained BLOB data were stored in the on-
disk storage engine defined by i nt er nal _t np_di sk_st or age_engi ne. For more information, see
Section 8.4.4, “Internal Temporary Table Use in MySQL".

As of MySQL 8.0.13, the | nnoDB data-at-rest encryption feature supports general tablespaces.
Previously, only file-per-table tablespaces could be encrypted. To support encryption of general
tablespaces, CREATE TABLESPACE and ALTER TABLESPACE syntax was extended to include an
ENCRYPTI ON clause.

The | NFORVATI ON_SCHEMA. | NNODB_TABLESPACES table now includes an ENCRYPTI ON column
that indicates whether or not a tablespace is encrypted.

The st age/ i nnodb/ al ter tabl espace (encryption) Performance Schema stage instrument
was added to permit monitoring of general tablespace encryption operations.

Disabling the i nnodb_buf fer_pool _i n_core_fil e variable reduces the size of core files by
excluding | nnoDB buffer pool pages. To use this variable, the core_f i | e variable must be enabled
and the operating system must support the MADV_DONTDUMP non-POSIX extension to nadvi se(),
which is supported in Linux 3.4 and later. For more information, see Section 15.8.3.7, “Excluding
Buffer Pool Pages from Core Files”.

As of MySQL 8.0.13, user-created temporary tables and internal temporary tables created by the
optimizer are stored in session temporary tablespaces that are allocated to a session from a pool of
temporary tablespaces. When a session disconnects, its temporary tablespaces are truncated and
released back to the pool. In previous releases, temporary tables were created in the global temporary
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tablespace (i bt np1), which did not return disk space to the operating system after temporary tables
were dropped.

The i nnodb_tenp_t abl espaces_di r variable defines the location where session temporary
tablespaces are created. The default location is the #i nnodb_t enp directory in the data directory.

The | NNODB_SESSI ON_TEMP_TABLESPACES table provides metadata about session temporary
tablespaces.

The global temporary tablespace (i bt np1) now stores rollback segments for changes made to user-
created temporary tables.

As of MySQL 8.0.14, | nnoDB supports parallel clustered index reads, which can improve

CHECK TABLE performance. This feature does not apply to secondary index scans. The

i nnodb_paral | el _read_t hr eads session variable must be set to a value greater than 1 for
parallel clustered index reads to occur. The default value is 4. The actual number of threads used to
perform a parallel clustered index read is determined by the i nnodb_paral | el _read t hreads
setting or the number of index subtrees to scan, whichever is smaller.

As of 8.0.14, when the i nnodb_dedi cat ed_ser ver variable is enabled, the size and number of log
files are configured according to the automatically configured buffer pool size. Previously, log file size
was configured according to the amount of memory detected on the server, and the number of log files
was not configured automatically.

As of 8.0.14, the ADD DATAFI LE clause of the CREATE TABLESPACE statement is optional, which
permits users without the FI LE privilege to create tablespaces. A CREATE TABLESPACE statement
executed without an ADD DATAFI LE clause implicitly creates a tablespace data file with a unique file
name.

By default, when the amount of memory occupied by the TempTable storage engine exceeds the
memory limit defined by the t enpt abl e_nax_r amvariable, the TempTable storage engine begins
allocating memory-mapped temporary files from disk. As of MySQL 8.0.16, this behavior is controlled
by the t enpt abl e_use_nmap variable. Disabling t enpt abl e _use_ nmap causes the TempTable
storage engine to use | nnoDB on-disk internal temporary tables instead of memory-mapped files as its
overflow mechanism. For more information, see Internal Temporary Table Storage Engine.

As of MySQL 8.0.16, the | nnoDB data-at-rest encryption feature supports encryption of the mysql
system tablespace. The nysql system tablespace contains the nysql system database and the
MySQL data dictionary tables. For more information, see Section 15.13, “InnoDB Data-at-Rest
Encryption”.

The i nnodb_spin_wait_pause_nul tiplier variable, introduced in MySQL 8.0.16, provides
greater control over the duration of spin-lock polling delays that occur when a thread waits to acquire
a mutex or rw-lock. Delays can be tuned more finely to account for differences in PAUSE instruction
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duration on different processor architectures. For more information, see Section 15.8.8, “Configuring
Spin Lock Polling”.

| nnoDB parallel read thread performance for large data sets was improved in MySQL 8.0.17 through
better utilization of read threads, through a reduction in read thread 1/O for prefetch activity that occurs
during parallel scans, and through support for parallel scanning of partitions.

The parallel read thread feature is controlled by the i nnodb_paral | el _read_t hreads variable.
The maximum setting is now 256, which is the total number of threads for all client connections. If the
thread limit is reached, connections fall back to using a single thread.

The i nnodb_idl e_flush_pct variable, introduced in MySQL 8.0.18, permits placing a limit on page
flushing during idle periods, which can help extend the life of solid state storage devices. See Limiting
Buffer Flushing During Idle Periods.

Efficient sampling of | nnoDB data for the purpose of generating histogram statistics is supported as of
MySQL 8.0.19. See Histogram Statistics Analysis.

As of MySQL 8.0.20, the doublewrite buffer storage area resides in doublewrite files. In previous
releases, the storage area resided in the system tablespace. Moving the storage area out of the
system tablespace reduces write latency, increases throughput, and provides flexibility with respect to
placement of doublewrite buffer pages. The following system variables were introduced for advanced
doublewrite buffer configuration:

e innodb_doublewite dir
Defines the doublewrite buffer file directory.
e innodb_doublewrite files
Defines the number of doublewrite files.
e innodb_doubl ewrite pages
Defines the maximum number of doublewrite pages per thread for a batch write.
e innodb_doubl ewrite batch_size
Defines the number of doublewrite pages to write in a batch.
For more information, see Section 15.6.4, “Doublewrite Buffer”.
The Contention-Aware Transaction Scheduling (CATS) algorithm, which prioritizes transactions that
are waiting for locks, was improved in MySQL 8.0.20. Transaction scheduling weight computation is

now performed a separate thread entirely, which improves computation performance and accuracy.

The First In First Out (FIFO) algorithm, which had also been used for transaction scheduling,
was removed. The FIFO algorithm was rendered redundant by CATS algorithm enhancements.
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Transaction scheduling previously performed by the FIFO algorithm is now performed by the CATS
algorithm.

A TRX_SCHEDULE_WEI GHT column was added to the | NFORMATI ON_SCHEMA. | NNODB_TRX table,
which permits querying transaction scheduling weights assigned by the CATS algorithm.

The following | NNCDB_VETRI CS counters were added for monitoring code-level transaction
scheduling events:

e lock rec rel ease_attenpts

The number of attempts to release record locks.

e lock_rec_grant_attenpts

The number of attempts to grant record locks.

e | ock_schedul e_refreshes
The number of times the wait-for graph was analyzed to update transaction schedule weights.

For more information, see Section 15.7.6, “Transaction Scheduling”.

As of MySQL 8.0.21, to improve concurrency for operations that require access to lock queues for
table and row resources, the lock system mutex (I ock _sys- >nut ex) was replaced in by sharded
latches, and lock queues were grouped into table and page lock queue shards, with each shard
protected by a dedicated mutex. Previously, the single lock system mutex protected all lock queues,
which was a point of contention on high-concurrency systems. The new sharded implementation
permits more granular access to lock queues.

The lock system mutex (I ock_sys- >nut ex) was replaced by the following sharded latches:

» Aglobal latch (I ock_sys->| at ches. gl obal _I| at ch) consisting of 64 read-write lock objects
(rw_| ock_t). Access to an individual lock queue requires a shared global latch and a latch on the
lock queue shard. Operations that require access to all lock queues take an exclusive global latch,
which latches all table and page lock queue shards.

e Table shard latches (| ock_sys->| at ches. t abl e_shar ds. nut exes), implemented as an array
of 512 mutexes, with each mutex dedicated to one of 512 table lock queue shards.

« Page shard latches (I ock_sys- >l at ches. page_shar ds. nut exes), implemented as an array of
512 mutexes, with each mutex dedicated to one of 512 page lock queue shards.

The Performance Schema wai t / synch/ nut ex/ i nnodb/ | ock_mnut ex instrument for monitoring the
single lock system mutex was replaced by instruments for monitoring the new global, table shard, and
page shard latches:

e wai t/synch/ sxl ock/innodb/ 1 ock_sys_ gl obal _rw | ock
e wai t/synch/ mut ex/ i nnodb/ | ock_sys_t abl e_nut ex
e wai t/synch/ mut ex/ i nnodb/| ock_sys page_rmut ex

As of MySQL 8.0.21, table and table partition data files created outside of the data directory using
the DATA DI RECTORY clause are restricted to directories known to | nnoDB. This change permits

20



Features Added in MySQL 8.0

database administrators to control where tablespace data files are created and ensures that the data
files can be found during recovery.

General and file-per-table tablespaces data files (. i bd files) can no longer be created in the undo
tablespace directory (i nnodb_undo_di r ect or y) unless that directly is known to | nnoDB.

Known directories are those defined by the dat adi r, i nnodb_dat a_hone_di r, and
i nnodb_di rect ori es variables.

Truncating an | nnoDB table that resides in a file-per-table tablespace drops the existing tablespace
and creates a new one. As of MySQL 8.0.21, | nnoDB creates the new tablespace in the default
location and writes a warning to the error log if the current tablespace directory is unknown. To
have TRUNCATE TABLE create the tablespace in its current location, add the directory to the

i nnodb_di rect ori es setting before running TRUNCATE TABLE.

As of MySQL 8.0.21, redo logging can be enabled and disabled using ALTER | NSTANCE { ENABLE]|
DI SABLE} | NNODB REDO LOGsyntax. This functionality is intended for loading data into a new
MySQL instance. Disabling redo logging helps speed up data loading by avoiding redo log writes.

The new | NNODB_REDO LOG_ENABLE privilege permits enabling and disabling redo logging.
The new | nnodb_redo | og_enabl ed status variable permits monitoring redo logging status.

See Disabling Redo Logging.

At startup, | nnoDB validates the paths of known tablespace files against tablespace file paths stored
in the data dictionary in case tablespace files have been moved to a different location. The new

i nnodb_val i dat e_t abl espace_pat hs variable, introduced in MySQL 8.0.21, permits disabling
tablespace path validation. This feature is intended for environments where tablespaces files are not
moved. Disabling tablespace path validation improves startup time on systems with a large number of
tablespace files.

For more information, see Section 15.6.3.7, “Disabling Tablespace Path Validation”.

As of MySQL 8.0.21, on storage engines that support atomic DDL, the CREATE TABLE ... SELECT
statement is logged as one transaction in the binary log when row-based replication is in use.
Previously, it was logged as two transactions, one to create the table, and the other to insert data.
With this change, CREATE TABLE ... SELECT statements are now safe for row-based replication
and permitted for use with GTID-based replication. For more information, see Section 13.1.1, “Atomic
Data Definition Statement Support”.

Truncating an undo tablespace on a busy system could affect performance due to associated flushing
operations that remove old undo tablespace pages from the buffer pool and flush the initial pages of
the new undo tablespace to disk. To address this issue, the flushing operations are removed as of
MySQL 8.0.21.

Old undo tablespace pages are released passively as they become least recently used, or are
removed at the next full checkpoint. The initial pages of the new undo tablespace are now redo logged
instead of flushed to disk during the truncate operation, which also improves durability of the undo
tablespace truncate operation.

To prevent potential issues caused by an excessive nhumber of undo tablespace truncate operations,
truncate operations on the same undo tablespace between checkpoints are now limited to 64. If the
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limit is exceeded, an undo tablespace can still be made inactive, but it is not truncated until after the
next checkpoint.

| NNODB_METRI CS counters associated with defunct undo truncate flushing operations were removed.
Removed counters include: undo_t runcat e_sweep_count,undo_t runcat e_sweep_usec,
undo_truncate flush_count,and undo_truncate flush_usec.

See Section 15.6.3.4, “Undo Tablespaces”.

e As of MySQL 8.0.22, the new i nnodb_ext end_and_i ni ti al i ze variable permits configuring
how | nnoDB allocates space to file-per-table and general tablespaces on Linux. By default,
when an operation requires additional space in a tablespace, | nnoDB allocates pages to the
tablespace and physically writes NULLSs to those pages. This behavior affects performance if
new pages are allocated frequently. You can disable i nnodb_extend_and _initializeon
Linux systems to avoid physically writing NULLs to newly allocated tablespace pages. When
i nnodb_extend _and_initializeisdisabled, space is allocated using posi x_fal | ocat e()
calls, which reserve space without physically writing NULLSs.

A posi x_fall ocate() operation is not atomic, which makes it possible for a failure to occur
between allocating space to a tablespace file and updating the file metadata. Such a failure can leave
newly allocated pages in an uninitialized state, resulting in a failure when | nnoDB attempts to access
those pages. To prevent this scenario, | nnoDB writes a redo log record before allocating a new
tablespace page. If a page allocation operation is interrupted, the operation is replayed from the redo
log record during recovery.

e As of MySQL 8.0.23, | nnoDB supports encryption of doublewrite file pages belonging to encrypted
tablespaces. The pages are encrypted using the encryption key of the associated tablespace. For
more information, see Section 15.13, “InnoDB Data-at-Rest Encryption”.

e Thetenpt abl e_nmax_mmap variable, introduced in MySQL 8.0.23, defines the maximum amount of
memory the TempTable storage engine is permitted to allocate from memory-mapped (MMAP) files
before it starts storing internal temporary table data on disk. A setting of 0 disables allocation from
MMAP files. For more information, see Section 8.4.4, “Internal Temporary Table Use in MySQL".

e The AUTCEXTEND _SI ZE option, introduced in MySQL 8.0.23, defines the amount by which | nnoDB
extends the size of a tablespace when it becomes full, making it possible to extend tablespace size
in larger increments. The AUTOEXTEND S| ZE option is supported with the CREATE TABLE, ALTER
TABLE, CREATE TABLESPACE, and ALTER TABLESPACE statements. For more information, see
Section 15.6.3.9, “Tablespace AUTOEXTEND_SIZE Configuration”.

An AUTOEXTEND_SI ZE size column was added to the
| NFORVATI ON_SCHEMA. | NNODB_TABLESPACES table.

e Theinnodb_segnent reserve factor system variable, introduced in MySQL 8.0.26, permits
configuring the percentage of tablespace file segment pages that are reserved as empty pages. For
more information, see Configuring the Percentage of Reserved File Segment Pages.

¢ On platforms that support f dat async() system calls, the i nnodb_use_f dat async variable,
introduced in MySQL 8.0.26, permits using f dat async() instead of f sync() for operating system
flushes. An f dat async() system call does not flush changes to file metadata unless required for
subsequent data retrieval, providing a potential performance benefit.

Character set support.  The default character set has changed from | at i n1 to ut f 8nb4. The
ut f 8mb4 character set has several new collations, including ut f 8nb4_j a_0900_as_cs, the first
Japanese language-specific collation available for Unicode in MySQL. For more information, see
Section 10.10.1, “Unicode Character Sets”.
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e JSON enhancements. The following enhancements or additions were made to MySQL's JSON
functionality:

¢ Added the - >> (inline path) operator, which is equivalent to calling JSON_UNQUOTE( ) on the result of
JSON EXTRACT() .

This is a refinement of the column path operator - > introduced in MySQL 5.7; col - >>"$. pat h" is
equivalent to JSON_UNQUOTE( col - >"$. pat h") . The inline path operator can be used wherever
you can use JSON_UNQUOTE( JSON_EXTRACT() ), such SELECT column lists, WHERE and HAVI NG
clauses, and ORDER BY and GROUP BY clauses. For more information, see the description of the
operator, as well as JSON Path Syntax.

« Added two JSON aggregation functions JSON_ARRAYAGE ) and JSON OBJECTAGY ) .
JSON_ARRAYAGH ) takes a column or expression as its argument, and aggregates the result as a
single JSON array. The expression can evaluate to any MySQL data type; this does not have to be
a JSONvalue. JSON_OBJECTAGH ) takes two columns or expressions which it interprets as a key
and a value; it returns the result as a single JSON object. For more information and examples, see
Section 12.20, “Aggregate Functions”.

e Added the JSON utility function JSON_PRETTY( ) , which outputs an existing JSON value in an easy-to-
read format; each JSON object member or array value is printed on a separate line, and a child object
or array is intended 2 spaces with respect to its parent.

This function also works with a string that can be parsed as a JSON value.
For more detailed information and examples, see Section 12.18.8, “JSON Utility Functions”.

* When sorting JSON values in a query using ORDER BY, each value is how represented by a variable-
length part of the sort key, rather than a part of a fixed 1K in size. In many cases this can reduce
excessive usage. For example, a scalar | NT or even Bl G NT value actually requires very few bytes,
so that the remainder of this space (up to 90% or more) was taken up by padding. This change has
the following benefits for performance:

» Sort buffer space is now used more effectively, so that filesorts need not flush to disk as early or
often as with fixed-length sort keys. This means that more data can be sorted in memory, avoiding
unnecessary disk access.

» Shorter keys can be compared more quickly than longer ones, providing a noticeable improvement
in performance. This is true for sorts performed entirely in memory as well as for sorts that require
writing to and reading from disk.

¢ Added support in MySQL 8.0.2 for partial, in-place updates of JSON column values, which is more
efficient than completely removing an existing JSON value and writing a new one in its place, as was
done previously when updating any JSON column. For this optimization to be applied, the update must
be applied using JSON_SET( ), JSON_REPLACE( ), or JSON_REMOVE( ) . New elements cannot be
added to the JSON document being updated; values within the document cannot take more space
than they did before the update. See Partial Updates of JSON Values, for a detailed discussion of the
requirements.

Partial updates of JSON documents can be written to the binary log, taking up less space

than logging complete JSON documents. Partial updates are always logged as such when
statement-based replication is in use. For this to work with row-based replication, you must first set

bi nl og_row val ue_opti ons=PARTI AL_JSON; see this variable's description for more information.

« Added the JSON utility functions JSON_STORAGE_SI ZE() and JSON_STORAGE_FREE() .
JSON _STORACE_SI ZE() returns the storage space in bytes used for the binary representation of a
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JSON document prior to any partial update (see previous item). JSON_STORAGE FREE() shows the
amount of space remaining in a table column of type JSON after it has been partially updated using
JSON _SET() or JSON_REPLACE() ; this is greater than zero if the binary representation of the new
value is less than that of the previous value.

Each of these functions also accepts a valid string representation of a JSON document. For such
a value, JSON_STORACGE_SI ZE() returns the space used by its binary representation following

its conversion to a JSON document. For a variable containing the string representation of a JSON
document, JSON_STORAGE _FREE( ) returns zero. Either function produces an error if its (non-null)
argument cannot be parsed as a valid JSON document, and NULL if the argument is NULL.

For more information and examples, see Section 12.18.8, “JSON Utility Functions”.

JSON_STORACE_SI ZE() and JSON_STORAGE FREE() were implemented in MySQL 8.0.2.

Added support in MySQL 8.0.2 for ranges such as $[ 1 t o 5] in XPath expressions. Also added
support in this version for the | ast keyword and relative addressing, such that $[ | ast] always
selects the last (highest-numbered) element in the array and $[ | ast - 1] the next to last element.

| ast and expressions using it can also be included in range definitions. For example, $[ | ast-2 to
| ast - 1] returns the last two elements but one from an array. See Searching and Modifying JSON
Values, for additional information and examples.

Added a JSON merge function intended to conform to RFC 7396. JSON_NMERGE_PATCH( ) , when
used on 2 JSON objects, merges them into a single JSON object that has as members a union of the
following sets:

« Each member of the first object for which there is no member with the same key in the second
object.

» Each member of the second object for which there is no member having the same key in the first
object, and whose value is not the JSON nul | literal.

« Each member having a key that exists in both objects, and whose value in the second object is not
the JSON nul | literal.

As part of this work, the JSON_MERGE(') function has been renamed JSON_MVERGE PRESERVE() .
JSON_MERGE() continues to be recognized as an alias for JSON_MERGE PRESERVE() in MySQL
8.0, but is now deprecated and is subject to removal in a future version of MySQL.

For more information and examples, see Section 12.18.4, “Functions That Modify JSON Values”.

Implemented “last duplicate key wins” normalization of duplicate keys, consistent with RFC 7159
and most JavaScript parsers. An example of this behavior is shown here, where only the rightmost
member having the key x is preserved:

nmysqgl > SELECT JSON OBJECT('x', '32', 'y', '[true, false]',

> "x', ""abc"', 'x', '100') AS Result;
S g S +
| Result |
S g S +
| {"x": "100", "y": "“[true, false]"} |
S g S +

1 rowin set (0.00 sec)

Values inserted into MySQL JSON columns are also normalized in this way, as shown in this example:

nysqgl > CREATE TABLE t1 (cl1 JSQN);
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nysgl > INSERT INTO t1 VALUES ('{"x": 17, "x": "red", "x": [3, 5, 7]}');

nmysql > SELECT c1 FROM t 1;

fmoooooooooooooooos +
| c1 |
fmoooooooooooooooos +
[ {"x": [3, 5 7]} |
fmoooooooooooooooos +

This is an incompatible change from previous versions of MySQL, where a “first duplicate key wins”
algorithm was used in such cases.

See Normalization, Merging, and Autowrapping of JSON Values, for more information and examples.

¢ Added the JSON_TABLE() function in MySQL 8.0.4. This function accepts JSON data and returns it
as a relational table having the specified columns.

This function has the syntax JSON_ TABLE( expr, path COLUWS colum _list) [AS] alias),
where expr is an expression that returns JSON data, pat h is a JSON path applied to the source, and
col unm_I i st is a list of column definitions. An example is shown here:

mysql > SELECT *
-> FROM
JSON_TABLE(
"[{"a":3,"b":"0"},{"a":"3","b":"1"},{"a":2,"b": 1}, {"a": 0}, {"b":[1,2]}]",
"$[*]" COLUMNS(
rowi d FOR ORDI NALI TY,

'
\Y

xa | NT EXI STS PATH "$. a",
xb I NT EXI STS PATH "$. b",

sa VARCHAR(100) PATH "$.a",
sb VARCHAR(100) PATH "$.b",

ja JSON PATH "$. a",
jb JSON PATH "$. b"

[ T T T T T T T R S S T
VVVVVVVVVVVVVYV

The JSON source expression can be any expression that yields a valid JSON document, including
a JSON literal, a table column, or a function call that returns JSON such as JSON_EXTRACT(t 1,
data, '$.post.conments').For more information, see Section 12.18.6, “JSON Table Functions”.

» Datatype support. MySQL now supports use of expressions as default values in data type
specifications. This includes the use of expressions as default values for the BLOB, TEXT, GEOVETRY,
and JSON data types, which previously could not be assigned default values at all. For details, see
Section 11.6, “Data Type Default Values”.

* Optimizer. These optimizer enhancements were added:

* MySQL now supports invisible indexes. An invisible index is not used by the optimizer at all, but is
otherwise maintained normally. Indexes are visible by default. Invisible indexes make it possible to test
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the effect of removing an index on query performance, without making a destructive change that must
be undone should the index turn out to be required. See Section 8.3.12, “Invisible Indexes”.

MySQL now supports descending indexes: DESC in an index definition is no longer ignored but causes
storage of key values in descending order. Previously, indexes could be scanned in reverse order

but at a performance penalty. A descending index can be scanned in forward order, which is more
efficient. Descending indexes also make it possible for the optimizer to use multiple-column indexes
when the most efficient scan order mixes ascending order for some columns and descending order for
others. See Section 8.3.13, “Descending Indexes”.

MySQL now supports creation of functional index key parts that index expression values rather than
column values. Functional key parts enable indexing of values that cannot be indexed otherwise, such
as JSON values. For details, see Section 13.1.15, “CREATE INDEX Statement”.

In MySQL 8.0.14 and later, trivial WHERE conditions arising from constant literal expressions are
removed during preparation, rather than later on during optimization. Removal of the condition earlier
in the process makes it possible to simplify joins for queries with outer joins having trivial conditions,
such as this one:

SELECT * FROMt1l LEFT JON t2 ON condition_1 WHERE condition_ 2 OR0 = 1

The optimizer now sees during preparation that 0 = 1 is always false, making OR 0 = 1 redundant,
and removes it, leaving this:

SELECT * FROMt1 LEFT JON t2 ON condition_1 where condition_2

Now the optimizer can rewrite the query as an inner join, like this:

SELECT * FROMt1 LEFT JO N t2 WHERE condition_1 AND condition_2

For more information, see Section 8.2.1.9, “Outer Join Optimization”.

In MySQL 8.0.16 and later, MySQL can use constant folding at optimization time to handle
comparisons between a column and a constant value where the constant is out of range or on a
range boundary with respect to the type of the column, rather than doing so for each row at execution
time. For example, given a table t with a TI NYI NT UNSI GNED column ¢, the optimizer can rewrite

a condition such as WHERE ¢ < 256 to WHERE 1 (and optimize the condition away altogether), or
WHERE ¢ >= 255to WHERE ¢ = 255.

See Section 8.2.1.14, “Constant-Folding Optimization”, for more information.

Beginning with MySQL 8.0.16, the semijoin optimizations used with | N subqueries can now be applied
to EXI STS subqueries as well. In addition, the optimizer now decorrelates trivially-correlated equality
predicates in the WVHERE condition attached to the subquery, so that they can be treated similarly to
expressions in | N subqueries; this applies to both EXI STS and | N subqueries.

For more information, see Section 8.2.2.1, “Optimizing IN and EXISTS Subquery Predicates with
Semijoin Transformations”.

As of MySQL 8.0.17, the server rewrites any incomplete SQL predicates (that is, predicates having
the form WHERE val ue, in which val ue is a column name or constant expression and no comparison
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operator is used) internally as WHERE val ue <> 0 during the contextualization phase, so that the
query resolver, query optimizer, and query executor need work only with complete predicates.

One visible effect of this change is that, for Boolean values, EXPLAI N output now shows t r ue and
f al se, rather than 1 and 0.

Another effect of this change is that evaluation of a JSON value in an SQL boolean context performs
an implicit comparison against JSON integer 0. Consider the table created and populated as shown
here:

mysql > CREATE TABLE test (id INT, col JSON);

nmysqgl > | NSERT | NTO test VALUES (1, '{"val":true}'), (2, '{"val":false}"');

Previously, the server attempted to convert an extracted t r ue or f al se value to an SQL boolean
when comparing it in an SQL boolean context, as shown by the following query using | S TRUE:

nmysql > SELECT id, col, col->"$.val" FROMtest WHERE col ->"$.val" | S TRUE;

Fom oo e e oo [ SRR +
| id | col | col->"$.val" |
Fom oo e e oo [ SRR +
| 1] {"val true} | true |
Fom oo e e oo [ SRR +

In MySQL 8.0.17 and later, the implicit copmparison of the extracted value with JSON integer O leads
to a different result:

nmysql > SELECT id, col, col->"$.val" FROMtest WHERE col ->"$.val" IS TRUE;
oo = oe LT L EEE R +
| id | col | col->"$.val" |
oo = oe LT L EEE R +
| 1| {"val": true} | true |
| 2| {"val false} | false |
oo = oe LT L EEE R +

Beginning with MySQL 8.0.21, you can use JSON_VALUE() on the extracted value to perform type
conversion prior to performing the test, as shown here:

nysql > SELECT id, col, col->"$.val" FROM test

-> WHERE JSON VALUE(col, "$.val" RETURNI NG UNSI GNED) | S TRUE;
dmooocoo dooccoocccccooaa dooccoooccocooa +
| id | col | col->"$.val" |
dmooocoo dooccoocccccooaa dooccoooccocooa +
| 1| {"val": true} | true |
dmooocoo dooccoocccccooaa dooccoooccocooa +

Also beginning with MySQL 8.0.21, the server provides the warning Eval uati ng a JSON val ue
in SQL bool ean context does an inplicit comparison against JSON i nteger O;
if this is not what you want, consider converting JSON to an SQ. nuneric
type with JSON VALUE RETURN NGwhen comparing extracted values in an SQL boolean context
in this manner.

In MySQL 8.0.17 and later a WHERE condition having NOT | N (subquery) or NOT EXI STS
(subquery) is transformed internally into an antijoin. (An antijoin returns all rows from the table for
which there is no row in the table to which it is joined matching the join condition.) This removes the
subquery which can result in faster query execution since the subquery's tables are now handled on
the top level.

This is similar to, and reuses, the existing | S NULL (Not exi st s) optimization for outer joins; see
EXPLAIN Extra Information.
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« Beginning with MySQL 8.0.21, a single-table UPDATE or DELETE statement can now in many cases
make use of a semijoin transformation or subquery materialization. This applies to statements of the
forms shown here:

e UPDATE t1 SET tl.a=value WHERE t1.a IN (SELECT t2.a FROM t 2)
e DELETE FROMt1l WHERE t1.a IN (SELECT t2.a FROM t 2)
This can be done for a single-table UPDATE or DELETE meeting the following conditions:

e The UPDATE or DELETE statement uses a subquery having a [ NOT] | Nor [ NOT] EXI STS
predicate.

* The statement has no ORDER BY clause, and has no LI M T clause.
(The multi-table versions of UPDATE and DELETE do not support ORDER BY or LI M T.)
» The target table does not support read-before-write removal (relevant only for NDB tables).

« Semijoin or subquery materialization is allowed, based on any hints contained in the subquery and
the value of opt i m zer _swi tch.

When the semijoin optimization is used for an eligible single-table DELETE or UPDATE, this is
visible in the optimizer trace: for a multi-table statement there isaj oi n_opti m zat i on object
in the trace, while there is none for a single-table statement. The conversion is also visible in the
output of EXPLAI N FORVMAT=TREE or EXPLAI N ANALYZE; a single-table statement shows <not
execut abl e by iterator executor>, while a multi-table statement reports a full plan.

Alo beginning with MySQL 8.0.21, semi-consistent reads are supported by multi-table UPDATE
statements using | nnoDB tables, for transaction isolation levels weaker than REPEATABLE READ.

e Improved hash join performance. MySQL 8.0.23 reimplements the hash table used for hash
joins, resulting in several improvements in hash join performance. This work includes a fix for an issue
(Bug #31516149, Bug #99933) whereby only roughly 2/3 of the memory allocated for the join buffer
() oi n_buf fer_si ze) could actually be used by a hash join.

The new hash table is generally faster than the old one, and uses less memory for alignment, keys/
values, and in scenarios where there are many equal keys. In addition, the server can now free old
memory when the size of the hash table increases.

Common table expressions.  MySQL now supports common table expressions, both nonrecursive
and recursive. Common table expressions enable use of named temporary result sets, implemented
by permitting a W TH clause preceding SELECT statements and certain other statements. For more
information, see Section 13.2.15, “WITH (Common Table Expressions)”.

As of MySQL 8.0.19, the recursive SELECT part of a recursive common table expression (CTE) supports
alLl M T clause. LI M T with OFFSET is also supported. See Recursive Common Table Expressions, for
more information.

Window functions.  MySQL now supports window functions that, for each row from a query, perform
a calculation using rows related to that row. These include functions such as RANK( ) , LAX) , and

NTI LE() . In addition, several existing aggregate functions now can be used as window functions (for
example, SUM ) and AV({ ) ). For more information, see Section 12.21, “Window Functions”.

Lateral derived tables. A derived table now may be preceded by the LATERAL keyword to specify
that it is permitted to refer to (depend on) columns of preceding tables in the same FROMclause. Lateral
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derived tables make possible certain SQL operations that cannot be done with nonlateral derived tables
or that require less-efficient workarounds. See Section 13.2.11.9, “Lateral Derived Tables”.

Aliases in single-table DELETE statements. In MySQL 8.0.16 and later, single-table DELETE
statements support the use of table aliases.

Regular expression support.  Previously, MySQL used the Henry Spencer regular expression
library to support regular expression operators (REGEXP, RLI KE). Regular expression support has been
reimplemented using International Components for Unicode (ICU), which provides full Unicode support
and is multibyte safe. The REGEXP_LI KE() function performs regular expression matching in the
manner of the REGEXP and RLI KE operators, which now are synonyms for that function. In addition, the
REGEXP_| NSTR() , REGEXP_REPLACE( ) , and REGEXP_SUBSTR() functions are available to find match
positions and perform substring substitution and extraction, respectively. The r egexp_stack _limt
andregexp_tinme_|imt system variables provide control over resource consumption by the match
engine. For more information, see Section 12.8.2, “Regular Expressions”. For information about ways
in which applications that use regular expressions may be affected by the implementation change, see
Regular Expression Compatibility Considerations.

Internal temporary tables. The TenpTabl e storage engine replaces the NEMORY storage engine as
the default engine for in-memory internal temporary tables. The TenpTabl e storage engine provides
efficient storage for VARCHAR and VARBI NARY columns. The i nt er nal _t np_nem st or age_engi ne
session variable defines the storage engine for in-memory internal temporary tables. Permitted values
are TenpTabl e (the default) and MEMORY. The t enpt abl e_nax_r amvariable defines the maximum
amount of memory that the TenpTabl e storage engine can use before data is stored to disk.

Logging.  Error logging was rewritten to use the MySQL component architecture. Traditional error
logging is implemented using built-in components, and logging using the system log is implemented
as a loadable component. In addition, a loadable JSON log writer is available. To control which log
components to enable, use the | og_error _servi ces system variable. For more information, see
Section 5.4.2, “The Error Log”.

Backup lock. A new type of backup lock permits DML during an online backup while preventing
operations that could result in an inconsistent snapshot. The new backup lock is supported by LOCK

| NSTANCE FOR BACKUP and UNLOCK | NSTANCE syntax. The BACKUP_ADM N privilege is required to
use these statements.

Replication.  The following enhancements have been made to MySQL Replication:

« MySQL Replication now supports binary logging of partial updates to JSON documents using a
compact binary format, saving space in the log over logging complete JSON documents. Such
compact logging is done automatically when statement-based logging is in use, and can be
enabled by setting the new bi nl og_row val ue_opti ons system variable to PARTI AL_JSON.
For more information, see Partial Updates of JSON Values, as well as the description of
bi nl og_row val ue_opti ons.

Connection management.  MySQL Server now permits a TCP/IP port to be configured specifically
for administrative connections. This provides an alternative to the single administrative connection that
is permitted on the network interfaces used for ordinary connections even when nax_connect i ons
connections are already established. See Section 5.1.12.1, “Connection Interfaces”.

MySQL now provides more control over the use of compression to minimize the number of bytes sent
over connections to the server. Previously, a given connection was either uncompressed or used

the zI i b compression algorithm. Now, it is also possible to use the zst d algorithm, and to select a
compression level for zst d connections. The permitted compression algorithms can be configured on
the server side, as well as on the connection-origination side for connections by client programs and
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by servers participating in source/replica replication or Group Replication. For more information, see
Section 4.2.8, “Connection Compression Control”.

Configuration.  The maximum permitted length of host names throughout MySQL has been raised
to 255 ASCII characters, up from the previous limit of 60 characters. This applies to, for example,

host name-related columns in the data dictionary, mysql system schema, Performance Schema,

| NFORVATI ON_SCHEMA, and sys schema; the MASTER_HOST value for the CHANGE MASTER TO
statement; the Host column in SHOW PROCESSLI ST statement output; host names in account names
(such as used in account-management statements and in DEFI NER attributes); and host name-related
command options and system variables.

Caveats:

« The increase in permitted host name length can affect tables with indexes on host name columns.
For example, tables in the mysql system schema that index host names now have an explicit
ROW FORNVAT attribute of DYNAM C to accommodate longer index values.

« Some file name-valued configuration settings might be constructed based on the server host name.
The permitted values are constrained by the underlying operating system, which may not permit file
names long enough to include 255-character host names. This affects the general | og file,
log error,pid file,relay | og,andsl ow query |og fil e system variables and
corresponding options. If host name-based values are too long for the OS, explicit shorter values must
be provided.

« Although the server now supports 255-character host names, connections to the server established
using the - - ssl - node=VERI FY_| DENTI TY option are constrained by maximum host name length
supported by OpenSSL. Host name matches pertain to two fields of SSL certificates, which have
maximum lengths as follows: Common Name: maximum length 64; Subject Alternative Name:
maximum length as per RFC#1034.

Plugins.  Previously, MySQL plugins could be written in C or C++. MySQL header files used by
plugins now contain C++ code, which means that plugins must be written in C++, not C.

C APIl.  The MySQL C API now supports asynchronous functions for nonblocking communication
with the MySQL server. Each function is the asynchronous counterpart to an existing synchronous
function. The synchronous functions block if reads from or writes to the server connection must wait.
The asynchronous functions enable an application to check whether work on the server connection is
ready to proceed. If not, the application can perform other work before checking again later. See C API
Asynchronous Interface.

Additional target types for casts.  The functions CAST() and CONVERT() now support conversions
to types DOUBLE, FLOAT, and REAL. Added in MySQL 8.0.17. See Section 12.11, “Cast Functions and
Operators”.

JSON schema validation.  MySQL 8.0.17 adds two functions JSON_SCHEVMA VALI D() and

JSON SCHENMA VALI DATI ON_REPORT( ) for validating JSON documents again JSON schemas.
JSON_SCHEMA VALI D() returns TRUE (1) if the document validates against the schema and FALSE
(0) if it does not. JSON_SCHENMA VALI DATI ON_REPORT( ) returns a JSON document containing
detailed information about the results of the validation. The following statements apply to both of these
functions:

e The schema must conform to Draft 4 of the JISON Schema specification.
e requi red attributes are supported.

« External resources and the $r ef keyword are not supported.

30


https://dev.mysql.com/doc/c-api/8.0/en/c-api-asynchronous-interface.html
https://dev.mysql.com/doc/c-api/8.0/en/c-api-asynchronous-interface.html

Features Added in MySQL 8.0

« Regular expression patterns are supported; invalid patterns are silently ignored.
See Section 12.18.7, “JSON Schema Validation Functions”, for more information and examples.

Multi-valued indexes.  Beginning with MySQL 8.0.17, | nnoDB supports the creation of a multi-valued
index, which is a secondary index defined on a JSON column that stores an array of values and which
can have multiple index records for a single data record. Such an index uses a key part definition such
as CAST(dat a->"' $. zi pcode' AS UNSI GNED ARRAY) . A multi-valued index is used automatically by
the MySQL optimizer for suitable queries, as can be viewed in the output of EXPLAI N.

As part of this work, MySQL adds a new function JSON_OVERLAPS() and a new VEMBER OF()
operator for working with J SON documents, additionally extending the CAST() function with a new
ARRAY keyword, as described in the following list:

« JSON OVERLAPS() compares two JSON documents. If they contain any key-value pairs or array
elements in common, the function returns TRUE (1); otherwise it returns FALSE (0). If both values are
scalars, the function performs a simple test for equality. If one argument is a JSON array and the other
is a scalar, the scalar is treated as an array element. Thus, JSON_ OVERLAPS() acts as a complement
to JSON_CONTAI NS() .

« MEMBER OF() tests whether the first operand (a scalar or JSON document) is a member of the JSON
array passed as the second operand, returning TRUE (1) if it is, and FALSE (0) if it is not. No type
conversion of the operand is performed.

e CAST(expression AS type ARRAY) permits creation of a functional index by casting the JISON
array found in a JSON document at j son_pat h to an SQL array. Type specifiers are limited to those
already supported by CAST( ) , with the exception of Bl NARY (not supported). This usage of CAST()
(and the ARRAY keyword) is supported only by | nnoDB, and only for the creation of a multi-valued
index.

For detailed information about multi-valued indexes, including examples, see Multi-Valued Indexes.
Section 12.18.3, “Functions That Search JSON Values”, provides information about JSON OVERLAPS()
and MEMBER OF( ), along with examples of use.

Hintable time_zone. As of MySQL 8.0.17, thet i ne_zone session variable is hintable using
SET_VAR.

Redo Log Archiving.  As of MySQL 8.0.17, | nnoDB supports redo log archiving. Backup utilities
that copy redo log records may sometimes fail to keep pace with redo log generation while a backup
operation is in progress, resulting in lost redo log records due to those records being overwritten. The
redo log archiving feature addresses this issue by sequentially writing redo log records to an archive
file. Backup utilities can copy redo log records from the archive file as necessary, thereby avoiding the
potential loss of data. For more information, see Redo Log Archiving.

The Clone Plugin.  As of MySQL 8.0.17, MySQL provides a clone plugin that permits cloning | nnoDB
data locally or from a remote MySQL server instance. A local cloning operation stores cloned data on the
same server or node where the MySQL instance runs. A remote cloning operation transfers cloned data
over the network from a donor MySQL server instance to the recipient server or node where the cloning
operation was initiated.

The clone plugin supports replication. In addition to cloning data, a cloning operation extracts and
transfers replication coordinates from the donor and applies them on the recipient, which enables using
the clone plugin for provisioning Group Replication members and replicas. Using the clone plugin for
provisioning is considerably faster and more efficient than replicating a large number of transactions.
Group Replication members can also be configured to use the clone plugin as an alternative method of
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recovery, so that members automatically choose the most efficient way to retrieve group data from seed
members.

For more information, see Section 5.6.7, “The Clone Plugin”, and Section 18.5.3.2, “Cloning for
Distributed Recovery”.

As of MySQL 8.0.27, concurrent DDL operations on the donor MySQL Server instance are permitted
while a cloning operation is in progress. Previously, a backup lock was held during the cloning operation,
preventing concurrent DDL on the donor. To revert to the previous behavior of blocking concurrent DDL
on the donor during a clone operation, enable the cl one_bl ock _ddl variable. See Section 5.6.7.4,
“Cloning and Concurrent DDL".

Hash Join Optimization.  Beginning with MySQL 8.0.18, a hash join is used whenever each pair
of tables in a join includes at least one equi-join condition, and no indexes apply to any join condition.
A hash join does not require indexes, although it can be used with indexes applying to single-table
predicates only. A hash join is more efficient in most cases than the block-nested loop algorithm. Joins
such as those shown here can be optimized in this manner:

SELECT *
FROM t 1
JONt2
ONtl.cl=t2.cl;

SELECT *
FROM t 1
JON t2
ON (tl.cl =t2.c1 ANDtl.c2 < t2.c2)
JONt3
ON (t2.cl1 = t3.cl)

Hash joins can also be used for Cartesian products—that is, when no join condition is specified.

You can see when the hash join optimization is being used for a particular query using EXPLAI N
FORMAT=TREE or EXPLAI N ANALYZE. (In MySQL 8.0.20 and later, you can also use EXPLAI N, omitting
FORMAT=TREE.)

The amount of memory available to a hash join is limited by the value of | oi n_buf f er _si ze. A hash
join that requires more than this much memory is executed on disk; the number of disk files that can be
used by an on-disk hash join is limited by open_files limt.

As of MySQL 8.0.19, the hash_j oi n optimizer switch which was introduced in MySQL 8.0.18 no longer
supported (hash_join=on still appears as part of the value of optimizer_switch, but setting it no longer
has any effect). The HASH JO Nand NO _HASH JO N optimizer hints are also no longer supported. The
switch and the hint are both now deprecated; expect them to be removed in a future MySQL release. In
MySQL 8.0.18 and later, hash joins can be disabled using the NO_BNL optimizer switch.

In MySQL 8.0.20 and later, block nested loop is no longer used in the MySQL server, and a hash join is
employed any time a block nested loop would have been used previously, even when the query contains
no equi-join conditions. This applies to inner non-equijoins, semijoins, antijoins, left outer joins, and right
outer joins. TThe bl ock_nest ed_I| oop flag for the opt i m zer _swi t ch system variable as well as
the BNL and NO_BNL optimizer hints are still supported, but henceforth control use of hash joins only.

In addition, both inner and outer joins (including semijoins and antijoins) can now employ batched key
access (BKA), which allocates join buffer memory incrementally so that individual queries need not use
up large amounts of resources that they do not actually require for resolution. BKA for inner joins only is
supported starting with MySQL 8.0.18.

MySQL 8.0.20 also replaces the executor used in previous versions of MySQL with the iterator executor.
This work includes replacement of the old index subquery engines that governed queries of the form
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WHERE val ue I N (SELECT col unmm FROM t abl e WHERE . ..) for those | N queries which have
not been optimized as semijoins, as well as queries materialized in the same form, which formerly
depended on the old executor.

For more information and examples, see Section 8.2.1.4, “Hash Join Optimization”. See also Batched
Key Access Joins.

EXPLAIN ANALYZE Statement. A new form of the EXPLAI N statement, EXPLAI N ANALYZE,

is implemented in MySQL 8.0.18, providing expanded information about the execution of SELECT
statements in TREE format for each iterator used in processing the query, and making it possible to
compare estimated cost with the actual cost of the query. This information includes startup cost, total
cost, number of rows returned by this iterator, and the number of loops executed.

In MySQL 8.0.21 and later, this statement also supports a FORVAT=TREE specifier. TREE is the only
supported format.

See Obtaining Information with EXPLAIN ANALYZE, for more information.

Query cast injection.  In version 8.0.18 and later, MySQL injects cast operations into the query item
tree inside expressions and conditions in which the data type of the argument and the expected data
type do not match. This has no effect on query results or speed of execution, but makes the query as
executed equivalent to one which is compliant with the SQL standard while maintaining backwards
compatibility with previous releases of MySQL.

Such implicit casts are now performed between temporal types (DATE, DATETI VE, TI MESTAMP, Tl MVE)
and numeric types (SMALLI NT, TI NYI NT, MEDI UM NT, | NT/I NTEGER, Bl G NT; DECI MAL/NUVERI C;
FLOAT, DOUBLE, REAL; BI T) whenever they are compared using any of the standard numeric
comparison operators (=, >=, >, <, <=, <>/l =, or <=>). In this case, any value that is not already a
DOUBLE is cast as one. Cast injection is also now performed for comparisons between DATE or T ME
values and DATETI ME values, where the arguments are cast whenever necessary as DATETI ME.

Beginning with MySQL 8.0.21, such casts are also performed when comparing string types with other
types. String types that are cast include CHAR, VARCHAR, Bl NARY, VARBI NARY, BLOB, TEXT, ENUM
and SET. When comparing a value of a string type with a numeric type or YEAR, the string cast is to
DOUBLE; if the type of the other argument is not FLOAT, DOUBLE, or REAL, it is also cast to DOUBLE.
When comparing a string type to a DATETI VE or TI MESTANP value, the string is cast is to DATETI VE;
when comparing a string type with DATE, the string is cast to DATE.

It is possible to see when casts are injected into a given query by viewing the output of EXPLAI N
ANALYZE, EXPLAI N FORMAT=JSON, or, as shown here, EXPLAI N FORVAT=TREE:

nysql > CREATE TABLE d (dt DATETIME, d DATE, t TIM);
Query OK, O rows affected (0.62 sec)

nysql > CREATE TABLE n (i INT, d DECI MAL, f FLOAT, dc DECI MVAL);
Query OK, O rows affected (0.51 sec)

nmysql > CREATE TABLE s (¢ CHAR(25), vc VARCHAR(25),
-> bn BI NARY(50), vb VARBI NARY(50), b BLOB, t TEXT,
== e ENUM'a', 'b', 'c'), se SET('x" ,'y', 'z'));
Query OK, 0 rows affected (0.50 sec)

nysql > EXPLAI N FORVAT=TREE SELECT * fromd JONnNn ONd.dt = n.i\G
PR EEEE SRR EREEEEEEEREEEEESEEREES] 1 rOW EEEEEE SRR EREEEEEEEEEEEESEERESES]
EXPLAIN: -> Inner hash join (cast(d.dt as double) = cast(n.i as double))
(cost=0.70 rows=1)
-> Tabl e scan on n (cost=0.35 rows=1)
-> Hash
-> Tabl e scan on d (cost=0.35 rows=1)
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nysql > EXPLAI N FORVAT=TREE SELECT * froms JONd ONd.dt = s.c\G

R R R R R R R R R R R l r ow R R R R R R

EXPLAIN: -> Inner hash join (d.dt = cast(s.c as datetime(6))) (cost=0.72 rows=1)
-> Tabl e scan on d (cost=0.37 rows=1)
-> Hash
-> Tabl e scan on s (cost=0.35 rows=1)

1 rowin set (0.01 sec)

mysql > EXPLAI N FORVAT=TREE SELECT * fromn JONs ONn.d = s.c\G

R R R R R R R R l r ow R R R R R R R R R

EXPLAIN: -> Inner hash join (cast(n.d as double) = cast(s.c as double)) (cost=0.70 rows=1)
-> Tabl e scan on s (cost=0.35 rows=1)
-> Hash
-> Tabl e scan on n (cost=0.35 rows=1)

1 rowin set (0.00 sec)

Such casts can also be seen by executing EXPLAI N [ FORVAT=TRADI TI ONAL] , in which case it is also
necessary to issue SHOW WARNI NGS after executing the EXPLAI N statement.

Time zone support for TIMESTAMP and DATETIME.  As of MySQL 8.0.19, the server accepts a
time zone offset with inserted datetime (TI MESTAMP and DATETI ME) values. This offset uses the same
format as that employed when setting the t i ne_zone system variable, except that a leading zero is
required when the hours portion of the offset is less than 10, and ' - 00: 00" is not allowed. Examples of
datetime literals that include time zone offsets are ' 2019- 12- 11 10: 40: 30- 05: 00' , ' 2003- 04- 14
03: 30: 00+10: 00" , and ' 2020- 01- 01 15: 35: 45+05: 30" .

Time zone offsets are not displayed when selecting datetime values.
Datetime literals incorporating time zone offsets can be used as prepared statement parameter values.

As part of this work, the value used to set the t i me_zone system variable is now also restricted to the
range - 13: 59 to +14: 00, inclusive. (It remains possible to assign name values tot i ne_zone such as
"EST', " Posi x/ Australial/Brisbane',and' Europe/ St ockhol m to this variable, provided that
the MySQL time zone tables are loaded; see Populating the Time Zone Tables).

For more information and examples, see Section 5.1.15, “MySQL Server Time Zone Support”, as well as
Section 11.2.2, “The DATE, DATETIME, and TIMESTAMP Types".

Precise information for JSON schema CHECK constraint failures.  When using
JSON_SCHEMA VALI D() to specify a CHECK constraint, MySQL 8.0.19 and later provides precise
information about the reasons for failures of such constraints.

For examples and more information, see JSON_SCHEMA_VALID() and CHECK constraints. See also
Section 13.1.20.6, “CHECK Constraints”.

Row and column aliases with ON DUPLICATE KEY UPDATE. Beginning with MySQL 8.0.19, it
is possible to reference the row to be inserted, and, optionally, its columns, using aliases. Consider the
following | NSERT statement on a table t having columns a and b:

I NSERT INTO t SET a=9, b=5
ON DUPLI CATE KEY UPDATE a=VALUES(a) +VALUES( b) ;

Using the alias new for the new row, and, in some cases, the aliases mand n for this row's columns, the
| NSERT statement can be rewritten in many different ways, some examples of which are shown here:

I NSERT INTO t SET a=9, b=5 AS new
ON DUPLI CATE KEY UPDATE a=new. a+new. b;
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I NSERT | NTO t VALUES(9,5) AS new
ON DUPLI CATE KEY UPDATE a=new. a+new. b;

INSERT INTO t SET a=9, b=5 AS new(m n)
ON DUPLI CATE KEY UPDATE a=mtn;

I NSERT I NTO t VALUES(9,5) AS new(m n)
ON DUPLI CATE KEY UPDATE a=mtn;

For more information and examples, see Section 13.2.6.2, “INSERT ... ON DUPLICATE KEY UPDATE
Statement”.

SQL standard explicit table clause and table value constructor.  Added table value constructors
and explicit table clauses according to the SQL standard. These are implemented in MySQL 8.0.19,
respectively, as the TABLE statement and the VALUES statement.

The TABLE statement has the format TABLE t abl e_nane, and is equivalent to SELECT * FROM

tabl e_nane. It supports ORDER BY and LI M T clauses ( the latter with optional OFFSET), but does not
allow for the selection of individual table columns. TABLE can be used anywhere that you would employ
the equivalent SELECT statement; this includes joins, unions, | NSERT ... SELECT, REPLACE, CREATE
TABLE ... SELECT statements, and subqueries. For example:

e TABLE t1 UNI ON TABLE t 2 is equivalentto SELECT * FROM t1 UNI ON SELECT * FROM t 2
* CREATE TABLE t2 TABLE t1is equivalentto CREATE TABLE t2 SELECT * FROM t1

e SELECT a FROMt1 WHERE b > ANY (TABLE t2) is equivalentto SELECT a FROM t 1 WHERE
b > ANY (SELECT * FROM t2).

VALUES can be used to supply a table value to an | NSERT, REPLACE, or SELECT statement, and
consists of the VALUES keyword followed by a series of row constructors (ROA( ) ) separated by commas.
For example, the statement | NSERT | NTO t 1 VALUES ROWN 1, 2, 3), RON4,5,6), ROAN7,8,9)
provides an SQL-compliant equivalent to the MySQL-specific | NSERT | NTO t 1 VALUES (1, 2, 3),
(4,5,6), (7,8,9).Youcan also select from a VALUES table value constructor just as you would a
table, bearing in mind that you must supply a table alias when doing so, and use this SELECT just as you
would any other; this includes joins, unions, and subqueries.

For more information about TABLE and VALUES, and for examples of their use, see the following
sections of this documentation:

¢ Section 13.2.12, “TABLE Statement”

» Section 13.2.14, “VALUES Statement”

» Section 13.1.20.4, “CREATE TABLE ... SELECT Statement”
e Section 13.2.6.1, “INSERT ... SELECT Statement”

e Section 13.2.10.2, “JOIN Clause”

e Section 13.2.11, “Subqueries”

* Section 13.2.10.3, “UNION Clause”

35



Features Added in MySQL 8.0

e Optimizer hints for FORCE INDEX, IGNORE INDEX.  MySQL 8.0 introduces index-level optimizer

hints which serve as analogs to the traditional index hints as described in Section 8.9.4, “Index Hints”.
The new hints are listed here, along with their FORCE | NDEX or | GNORE | NDEX equivalents:

e GROUP_I NDEX: Equivalent to FORCE | NDEX FOR GROUP BY

NO_GROUP_| NDEX: Equivalent to | GNORE | NDEX FOR GROUP BY

¢ JO N_I NDEX: Equivalent to FORCE | NDEX FOR JO N

NO_JO N_I NDEX: Equivalent to | GNORE | NDEX FOR JO N

» ORDER_| NDEX: Equivalent to FORCE | NDEX FOR ORDER BY

NO_ORDER_| NDEX: Equivalent to | GNORE | NDEX FOR ORDER BY

e | NDEX: Same as GROUP_| NDEX plus JO N_I NDEX plus ORDER _| NDEX; equivalent to FORCE | NDEX
with no modifier

NO_I NDEX: Same as NO_GROUP_I NDEX plus NO_JO N_I NDEX plus NO_ORDER _| NDEX; equivalent to
| GNORE | NDEX with no modifier

For example, the following two queries are equivalent:
SELECT a FROM t1 FORCE | NDEX (i _a) FOR JO N WHERE a=1 AND b=2;

SELECT /*+ JON_INDEX(t1 i _a) */ a FROMt1 WHERE a=1 AND b=2;

The optimizer hints listed previously follow the same basic rules for syntax and usage as existing index-
level optimizer hints.

These optimizer hints are intended to replace FORCE | NDEX and | GNORE | NDEX, which we plan to
deprecate in a future MySQL release, and subsequently to remove from MySQL. They do not implement
a single exact equivalent for USE | NDEX; instead, you can employ one or more of NO_| NDEX,

NO JO N_I NDEX, NO_GROUP_| NDEX, or NO_ORDER | NDEX to achieve the same effect.

For further information and examples of use, see Index-Level Optimizer Hints.

JSON_VALUE() function.  MySQL 8.0.21 implements a new function JSON_VALUE() intended to
simplify indexing of JSON columns. In its most basic form, it takes as arguments a JSON document and
a JSON path pointing to a single value in that document, as well as (optionally) allowing you to specify
a return type with the RETURNI NG keyword. JSON_VALUE(j son_doc, path RETURNI NG type) is
equivalent to this:

CAST(
JSON_UNQUOTE( JSON_EXTRACT(j son_doc, path) )
AS type

)

You can also specify ON EMPTY, ON ERROR, or both clauses, similar to those employed with
JSON_TABLE().

You can use JSON VALUE() to create an index on an expression on a JSON column like this:

CREATE TABLE t 1(
j Json,
INDEX i1 ( (JSON_VALUE(j, '$.id RETURNING UNSI GNED)) )
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I NSERT I NTO t1 VALUES ROW' {"id": "123", "name": "shoes", "price": "49.95"}');

A query using this expression, such as that shown here, can make use of the index:

SELECT nane, price FROMt1
WHERE JSON _VALUE(j, '$.id" RETURNI NG UNSI GNED) = 123;

In many cases, this is simpler than creating a generated column from the JSON column and then creating
an index on the generated column.

For more information and examples, see the description of JSON_VALUE() .

User comments and user attributes.  MySQL 8.0.21 introduces the ability to set user comments
and user attributes when creating or updating user accounts. A user comment consists of arbitrary text
passed as the argument to a COMVENT clause used with a CREATE USER or ALTER USER statement. A
user attribute consists of data in the form of a JSON object passed as the argument to an ATTRI BUTE
clause used with either of these two statements. The attribute can contain any valid key-value pairs in
JSON object notation. Only one of COMVENT or ATTRI BUTE can be used in a single CREATE USER or
ALTER USER statement.

User comments and user attributes are stored together internally as a JSON object, the comment

text as the value of an element having corment as its key. This information can be retrieved from the
ATTRI BUTE column of the | NFORMATI ON_SCHENMA. USER_ATTRI BUTES table; since it is in JSON
format, you can use MySQL's JSON function and operators to parse its contents (see Section 12.18,
“JSON Functions”). Successive changes to the user attribute are merged with its current value as when
using the JSON_MERGE_PATCH( ) function.

Example:

nmysql > CREATE USER 'mary' @1 ocal host' COMMVENT 'This is Mary Smith\'s account';
Query OK, 0 rows affected (0.33 sec)

nmysql > ALTER USER ' nary' @I ocal host'
- > ATTRI BUTE ' {"fnanme":"Mary", "lnane":"Smth"}";
Query OK, O rows affected (0.14 sec)

nmysql > ALTER USER ' nary' @I ocal host'
->> ATTRI BUTE ' {"enmil":"nary. sm t h@xanpl e. coni'}";
Query OK, 0 rows affected (0.12 sec)

nmysql > SELECT

> USER,
-> HOST,
-> ATTRI BUTE- >>"$. f nane" AS 'First Nange',
-> ATTRI BUTE- >>"$. | name" AS 'Last Nane',
-> ATTRI BUTE->>"$. emai | " AS ' Emai | ',
-> ATTRI BUTE- >>"$. comment " AS ' Comment '

-> FROM | NFORVATI ON_SCHEMA. USER_ATTRI BUTES
-> WHERE USER=' nary' AND HOST='l ocal host'\ G
R R R R R EEEEEEEEEEEEEEEEESESESE] 1 rOW R R R EEEEEEEEEEEEEEEEEEESESESE]
USER: nmary
HOST: | ocal host
First Nanme: Mary
Last Nane: Smith
Emai |l : mary.sm th@xanpl e. com
Comment: This is Mary Smith's account
1 rowin set (0.00 sec)

For more information and examples, see Section 13.7.1.3, “CREATE USER Statement”,
Section 13.7.1.1, “ALTER USER Statement”, and Section 26.3.46, “The INFORMATION_SCHEMA
USER_ATTRIBUTES Table”.
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* New optimizer_switch flags. MySQL 8.0.21 adds two new flags for the opt i m zer _swi tch

system variable, as described in the following list:

e prefer_ordering_index flag

By default, MySQL attempts to use an ordered index for any ORDER BY or GROUP BY query that has a
LI M T clause, whenever the optimizer determines that this would result in faster execution. Because

it is possible in some cases that choosing a different optimization for such queries actually performs
better, it is now possible to disable this optimization by setting the pr ef er _or deri ng_i ndex flag to
of f.

The default value for this flag is on.

e subquery_to_derived flag

When this flag is set to on, the optimizer transforms eligible scalar subqueries into joins on derived
tables. For example, the query SELECT * FROMt1 WHERE t1.a > ( SELECT COUNT(a) FROM
t 2) is rewritten as SELECT t1.a FROMt1 JO N ( SELECT COUNT(t2.a) AS ¢ FROMt2 )
AS d WHERE t1.a > d.c.

This optimization can be applied to a subquery which is part of a SELECT, WHERE, JO N, or HAVI NG
clause; contains one or more aggregate functions but no GROUP BY clause; is not correlated; and
does not use any nondeterministic functions.

The optimization can also be applied to a table subquery which is the argumentto | N, NOT | N,

EXI STS, or NOT EXI STS, and which does not contain a GROUP BY. For example, the query SELECT
*FROMtl1 WHERE t1.b < 0 ORtl.a IN (SELECT t2.a + 1 FROM t 2) is rewritten as
SELECT a, b FROMt1 LEFT JO N (SELECT DI STINCT 1 AS el, t2.a AS e2 FROM t2)
d ONtl.a+1=4d.e2 WHERE t1l.b < 0 OR d.el IS NOT NULL.

Starting with MySQL 8.0.24, this optimization can also be applied to a correlated scalar subquery by
applying an extra grouping to it, and then an outer join on the lifted predicate. For example, a query
suchas SELECT * FROMt1 WHERE (SELECT a FROMt2 WHERE t2.a=t1.a) > 0 canbe
rewritten as SELECT t1.* FROM t1 LEFT QUTER JO N (SELECT a, COUNT(*) AS ct FROM
t2 GROUP BY a) AS derived ONtl.a = derived.a WHERE derived.a > 0. MySQL
performs a cardinality check to make sure that the subquery does not return more than one row
(ER_SUBQUERY_NO 1 ROW. See Section 13.2.11.7, “Correlated Subqueries”, for more information.

This optimization is normally disabled, since it does not yield a noticeable performance benefit in most
cases; the flag is set to of f by default.

For more information, see Section 8.9.2, “Switchable Optimizations”. See also Section 8.2.1.19, “LIMIT
Query Optimization”, Section 8.2.2.1, “Optimizing IN and EXISTS Subquery Predicates with Semijoin
Transformations”, and Section 8.2.2.4, “Optimizing Derived Tables, View References, and Common
Table Expressions with Merging or Materialization”.

XML enhancements.  As of MySQL 8.0.21, the LOAD XM. statement now supports CDATA sections in
the XML to be imported.

Casting to the YEAR type now supported.  Beginning with MySQL 8.0.22, the server allows casting
to YEAR. Both the CAST() and CONVERT() functions support single-digit, two-digit, and four-digit YEAR
values. For one-digit and two-digit values, the allowed range is 0-99. Four-digit values must be in the
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range 1901-2155. YEAR can also be used as the return type for the JSON_VALUE( ) function; this
function supports four-digit years only.

String, time-and-date, and floating-point values can all be cast to YEAR. Casting of GEOVETRY values to
YEAR is not supported.

For more information, including conversion rules, see the description of the CONVERT( ) function.

Retrieval of TIMESTAMP values as UTC.  MySQL 8.0.22 and later supports conversion of

a Tl MESTAMP column value from the system time zone to a UTC DATETI VE on retrieval, using
CAST(val ue AT TI ME ZONE specifier AS DATETI ME), where the specifier is one of

[ NTERVAL] ' +00: 00" or' UTC . The precision of the DATETI ME value returned by the cast can be
specified up to 6 decimal places, if desired. The ARRAY keyword is not supported with this construct.

TI MESTAMP values inserted into a table using a timezone offset are also supported. Use of AT TI ME
ZONE is not supported for CONVERT() or any other MySQL function or construct.

For further information and examples, see the description of the CAST() function.

Dump file output synchronization.  MySQL 8.0.22 and later supports periodic synchronization when
writing to files by SELECT | NTO DUMPFI LE and SELECT | NTO OUTFI LE statements. This can be
enabled by setting the sel ect _i nt o_di sk_sync system variable to ON; the size of the write buffer is
determined by the value set for sel ect _i nt o_buf f er _si ze; the default is 131072 (217) bytes.

In addition, an optional delay following synchronization to disk can be set using
sel ect _i nto_di sk_sync_del ay; the default is no delay (0 milliseconds).

For more information, see the descriptions of the variables referenced previously in this item.

Single preparation of statements.  As of MySQL 8.0.22, a prepared statement is prepared a single
time, rather than once each time it is executed. This is done when executing PREPARE. This is also true
for any statement inside a stored procedure; the statement is prepared once, when the stored procedure
is first executed.

One result of this change is that the fashion in which dynamic parameters used in prepared statements
are resolved is also changed in the ways listed here:

< A prepared statement parameter is assigned a data type when the statement is prepared; the type
persists for each subsequent execution of the statement (unless the statement is reprepared; see
following).

Using a different data type for a given parameter or user variable within a prepared statement

for executions of the statement subsequent to the first execution may cause the statement to be
reprepared; for this reason, it is advisable to use the same data type for a given parameter when re-
executing a prepared statement.

» The following constructs employing window functions are no longer accepted, in order to align with the
SQL standard:

e NTI LE( NULL)
e NTH_VALUE(expr, NULL)
e LEAD( expr, nn) and LAG expr, nn),where nn is a negative number

This facilitates greater compliance with the SQL standard. See the individual function descriptions for
further details.
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« A user variable referenced within a prepared statement now has its data type determined when the
statement is prepared; the type persists for each subsequent execution of the statement.

< A user variable referenced by a statement occurring within a stored procedure now has its data type
determined the first time the statement is executed; the type persists for any subsequent invocation of
the containing stored procedure.

¢ When executing a prepared statement of the form SELECT expr1, expr2, ... FROMtable
ORDER BY ?, passing an integer value N for the parameter no longer causes ordering of the results by
the N expression in the select list; the results are no longer ordered, as is expected with ORDER BY
constant .

Preparing a statement used as a prepared statement or within a stored procedure only once enhances
the performance of the statement, since it negates the added cost of repeated preparation. Doing so
also avoids possible multiple rollbacks of preparation structures, which has been the source of numerous
issues in MySQL.

For more information, see Section 13.5.1, “PREPARE Statement”.

RIGHT JOIN as LEFT JOIN handling.  As of MySQL 8.0.22, the server handles all instances of
Rl GHT JO Ninternally as LEFT JO N, eliminating a number of special cases in which a complete
conversion was not performed at parse time.

Derived condition pushdown optimization.  MySQL 8.0.22 (and later) implements derived condition
pushdown for queries having materialized derived tables. For a query such as SELECT * FROM

(SELECT i, ] FROMt1l) AS dt WHERE i > constant, itis now possible in many cases to
push the the outer WHERE condition down to the derived table, in this case resulting in SELECT * FROM
(SELECT i, | FROMt1l WHERE i > constant) AS dt.

Previously, if the derived table was materialized and not merged, MySQL materialized the entire
table, then qualified the rows with the WHERE condition. Moving the WHERE condition into the subquery
using the derived condition pushdown optimization can often reduce the number of rows must be be
processed, which can decrease the time needed to execute the query.

An outer WHERE condition can be pushed down directly to a materialized derived table when the derived
table does not use any aggregate or window functions. When the derived table has a GROUP BY and
does not use any window functions, the outer WHERE condition can be pushed down to the derived table
as a HAVI NG condition. The VVWHERE condition can also be pushed down when the derived table uses a
window function and the outer WVHERE references columns used in the window function's PARTI TI ON
clause.

Derived condition pushdown is enabled by default, as indicated by the opti m zer switch

system variable's deri ved _condi ti on_pushdown flag. The flag, added in MySQL 8.0.22,

is set to on by default; to disable the optimization for a specific query, you can use the

NO_DERI VED_CONDI TI ON_PUSHDOWN optimizer hint (also added in MySQL 8.0.22). If the optimization
is disabled due to deri ved_condi ti on_pushdown being set to of f , you can enable it for a given
guery using DERI VED_CONDI TI ON_PUSHDOVN.

The derived condition pushdown optimization cannot be employed for a derived table that contains a
UNI ONor LI M T clause. In addition, a condition that itself uses a subquery cannot be pushed down,
and a VWHERE condition cannot be pushed down to a derived table that is also an inner table of an
outer join. For additional information and examples, see Section 8.2.2.5, “Derived Condition Pushdown
Optimization”.
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e Non-locking reads on MySQL grant tables.  As of MySQL 8.0.22, to permit concurrent DML and
DDL operations on MySQL grant tables, read operations that previously acquired row locks on MySQL
grant tables are executed as non-locking reads.

The operations that are now performed as non-locking reads on MySQL grant tables include:

» SELECT statements and other read-only statements that read data from grant tables through join lists
and subqueries, including SELECT ... FOR SHARE statements, using any transaction isolation level.

« DML operations that read data from grant tables (through join lists or subqueries) but do not modify
them, using any transaction isolation level.

For additional information, see Grant Table Concurrency.

» 64-bit support for FROM_UNIXTIME(), UNIX_TIMESTAMP(), CONVERT_TZ(). As of MySQL
8.0.28, the functions FROM_UNI XTI ME() , UNI X_TI MESTAMP() , and CONVERT_TZ() handle 64-bit
values on platforms that support them. This includes 64-bit versions of Linux, MacOS, and Windows.

On compatible platforms, UNI X_TI MESTAMP() now handles values up to' 3001- 01- 18
23:59:59.999999"' UTC, and FROM UNI XTI ME() can convert values up to 32536771199.999999
seconds since the Unix Epoch; CONVERT _TZ() now accepts values that do not exceed ' 3001-01- 18
23:59:59. 999999"' UTC following conversion.

The behavior of these functions on 32-bit platforms is unaffected by these changes. The behavior of the
TI MESTAMNP type is also not affected (on any platform); for working with datetimes after ' 2038- 01- 19
03:14:07.999999' , UTC, use the DATETI ME type instead.

For more information, see the descriptions of the individual functions just discussed, in Section 12.7,
“Date and Time Functions”.

» Resource allocation control.  Beginning with MySQL 8.0.28, you can see the amount of memory
used for queries issued by all regular users by checking the G obal connecti on_nenory status
variable. (This total does not include resources used by system users such as MySQL root. It is also
exclusive of any memory taken by the | nnoDB buffer pool.)

To enable updates of G obal _connecti on_nenory, itis necessary to set
gl obal _connection_nmenory_tracki ng = 1; thisis O (off) by default. You can control how often
A obal _connection_nenory is updated by setting connecti on_nmenory_chunk_si ze.

It is also possible to set memory usage limits for normal users on the session or global level, or both, by
setting either or both of the system variables listed here:

e connection_nenory_|imt:Amount of memory allocated for each connection. Whenever this limit
is exceeded for any user, new queries from this user are rejected.

e gl obal connection_nenory_|imt:Amount of memory allocated for all connections. Whenever
this limit is exceeded, new queries from any regular user are rejected.

These limits do not apply to system processes or administrative accounts.

See the descriptions of the referenced variables for more information.

Features Deprecated in MySQL 8.0

The following features are deprecated in MySQL 8.0 and may be removed in a future series. Where
alternatives are shown, applications should be updated to use them.
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For applications that use features deprecated in MySQL 8.0 that have been removed in a higher MySQL
series, statements may fail when replicated from a MySQL 8.0 source to a higher-series replica, or may

have different effects on source and replica. To avoid such problems, applications that use features
deprecated in 8.0 should be revised to avoid them and use alternatives when possible.

The ut f 8mb3 character set is deprecated. Please use ut f 8nmb4 instead.
The following character sets are deprecated:
e ucs?2 (see Section 10.9.4, “The ucs2 Character Set (UCS-2 Unicode Encoding)”)

e macr oman and nacce (see Section 10.10.2, “West European Character Sets”, and Section 10.10.3,
“Central European Character Sets”)

e dec (see Section 10.10.2, “West European Character Sets”)
* hp8 (see Section 10.10.2, “West European Character Sets”)

In MySQL 8.0.28 and later, any of these character sets or their collations produces a deprecation
warning when used in either of the following ways:

¢ When starting the MySQL server with - - char act er - set - server or--col | ati on-server

« When specified in any SQL statement, including but not limited to CREATE TABLE, CREATE
DATABASE, SET NAMES, and ALTER TABLE

You should use ut f 8mb4 instead any of the character sets listed previously.

Because cachi ng_sha2_passwor d is the default authentication plugin in MySQL 8.0 and provides
a superset of the capabilities of the sha256_passwor d authentication plugin, sha256_passwor d is
deprecated; expect it to be removed in a future version of MySQL. MySQL accounts that authenticate
using sha256_passwor d should be migrated to use cachi ng_sha2_ passwor d instead.

The val i dat e_passwor d plugin has been reimplemented to use the component infrastructure. The
plugin form of val i dat e_passwor d is still available but is now deprecated; expect it to be removed in a
future version of MySQL. MySQL installations that use the plugin should make the transition to using the
component instead. See Section 6.4.3.3, “Transitioning to the Password Validation Component”.

The ENG NE clause for the ALTER TABLESPACE and DROP TABLESPACE statements is deprecated.
The PAD CHAR TO FULL LENGTH SQL mode is deprecated.

AUTO | NCREMENT support is deprecated for columns of type FLOAT and DOUBLE (and any synonyms).
Consider removing the AUTO | NCREMENT attribute from such columns, or convert them to an integer

type.

The UNSI GNED attribute is deprecated for columns of type FLOAT, DOUBLE, and DECI MAL (and any
synonyms). Consider using a simple CHECK constraint instead for such columns.

FLOAT(M D) and DOUBLE( M D) syntax to specify the number of digits for columns of type FLOAT and
DOUBLE (and any synonyms) is a nonstandard MySQL extension. This syntax is deprecated.

The ZEROFI LL attribute is deprecated for numeric data types, as is the display width attribute for integer
data types. Consider using an alternative means of producing the effect of these attributes. For example,
applications could use the LPAD() function to zero-pad numbers up to the desired width, or they could
store the formatted numbers in CHAR columns.

For string data types, the Bl NARY attribute is a nonstandard MySQL extension that is shorthand for
specifying the binary (_bi n) collation of the column character set (or of the table default character set
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if no column character set is specified). In MySQL 8.0, this nonstandard use of Bl NARY is ambiguous
because the ut f 8nb4 character set has multiple _bi n collations, so the Bl NARY attribute is deprecated;
expect support for it to be removed in a future version of MySQL. Applications should be adjusted to use
an explicit _bi n collation instead.

The use of Bl NARY to specify a data type or character set remains unchanged.

Previous versions of MySQL supported the nonstandard shorthand expressions ASCl | and UNI CODE,
respectively, for CHARACTER SET | at i n1 and CHARACTER SET ucs2. ASCl | and UNI CODE are
deprecated (MySQL 8.0.28 and later) and now produce a warning. Use CHARACTER SET instead, in
both cases.

The nonstandard C-style &&, | | , and ! operators that are synonyms for the standard SQL AND, OR, and
NOT operators, respectively, are deprecated. Applications that use the nonstandard operators should be
adjusted to use the standard operators.

Note
@ Use of | | is deprecated unless the Pl PES_AS_CONCAT SQL mode is enabled. In
that case, | | signifies the SQL-standard string concatenation operator).

The JSON_MERGE() function is deprecated. Use JSON MVERGE PRESERVE() instead.

The SQL_CALC_FOUND_ROWS query modifier and accompanying FOUND_ROWS( ) function are
deprecated. See the FOUND ROWS5() description for information about an alternative strategy.

Support for TABLESPACE = i nnodb_fil e_per_tabl e and TABLESPACE = i nnodb_t enporary
clauses with CREATE TEMPORARY TABLE is deprecated as of MySQL 8.0.13.

For SELECT statements, use of an | NTOclause after FROMbut not at the end of the SELECT is
deprecated as of MySQL 8.0.20. It is preferred to place the | NTOat the end of the statement.

For UNI ON statements, these two variants containing | NTO are deprecated as of MySQL 8.0.20:
* In the trailing query block of a query expression, use of | NTO before FROM

« In a parenthesized trailing block of a query expression, use of | NTO, regardless of its position relative
to FROM

See Section 13.2.10.1, “SELECT ... INTO Statement”, and Section 13.2.10.3, “UNION Clause”.

FLUSH HOSTS is deprecated as of MySQL 8.0.23. Instead, truncate the Performance Schema
host cache table:

TRUNCATE TABLE perf or mance_schemna. host _cache;

The TRUNCATE TABLE operation requires the DROP privilege for the table.

The nysql _upgr ade client is deprecated because its capabilities for upgrading the system tables in
the mysql system schema and objects in other schemas have been moved into the MySQL server. See
Section 2.11.3, “What the MySQL Upgrade Process Upgrades”.

The - - no- dd- upgr ade server option is deprecated. It is superseded by the - - upgr ade option, which
provides finer control over data dictionary and server upgrade behavior.

The nysql _upgr ade_i nf o file, which is created data directory and used to store the MySQL version
number, is deprecated; expect it to be removed in a future version of MySQL.
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Therelay | og info fil e systemvariable and --naster-info-fil e option are deprecated.
Previously, these were used to specify the name of the relay log info log and source info log when
relay | og info repository=FlILEand master _info_repository=Fl LE were set, but those
settings have been deprecated. The use of files for the relay log info log and source info log has been
superseded by crash-safe replica tables, which are the default in MySQL 8.0.

The max_| ength_for _sort dat a system variable is now deprecated due to optimizer changes that
make it obsolete and of no effect.

These legacy parameters for compression of connections to the server are deprecated: The - -

conpr ess client command-line option; the MYSQL_ OPT_COVPRESS option for the mysql _options() C
API function; the sl ave_conpressed_pr ot ocol system variable. For information about parameters to
use instead, see Section 4.2.8, “Connection Compression Control”.

Use of the MYySQL_PWD environment variable to specify a MySQL password is deprecated.

Use of VALUES()) to access new row values in | NSERT ... ON DUPLI CATE KEY UPDATE is
deprecated as of MySQL 8.0.20. Use aliases for the new row and columns, instead.

Because specifying ON ERROR before ON' EMPTY when invoking JSON_TABLE( ) is counter to the
SQL standard, this syntax is now deprecated in MySQL. Beginning with MySQL 8.0.20, the server
prints a warning whenever you attempt to do so. When specifying both of these clauses in a single
JSON_TABLE() invocation, make sure that ON EMPTY is used first.

Columns with index prefixes have never been supported as part of a table's partitioning key; previously,
these were allowed when creating, altering, or upgrading partitioned tables but were excluded by the
table's partitioning function, and no warning that this had occurred was issued by the server. This
permissive behavior is now deprecated, and subject to removal in a future version of MySQL in which
using any such columns in the partitioning key causes the CREATE TABLE or ALTER TABLE statement
in they occur to be rejected.

As of MySQL 8.0.21, whenever columns using index prefixes are specified as part of the partitioning key,
a warning is generated for each such column. Whenever a CREATE TABLE or ALTER TABLE statement
is rejected because all columns in the proposed partitioning key would have index prefixes, the resulting
error now provides the exact reason for the rejection. In either instance, this includes cases in which

the columns used in the partitioning function are defined implicitly as those in the table's primary key by
employing an empty PARTI TI ON BY KEY() clause.

For more information and examples, see Column index prefixes not supported for key partitioning.

The InnoDB memcached plugin is deprecated as of MySQL 8.0.22; expect support for it to be removed
in a future version of MySQL.

The t enpt abl e_use_nmap variable is deprecated as of MySQL 8.0.26; expect support for it to be
removed in a future version of MySQL.

The Bl NARY operator is deprecated as of MySQL 8.0.27, and you should expect its removal in a future
version of MySQL. Use of Bl NARY now causes a warning. Use CAST(. .. AS Bl NARY) instead.

The def aul t _aut henti cati on_pl ugi n variable is deprecated as of MySQL 8.0.27; expect support
for it to be removed in a future version of MySQL.

The def aul t _aut henti cati on_pl ugi n variable is still used in MySQL 8.0.27, but in conjunction
with and at a lower precedence than the new aut hent i cati on_pol i cy system variable, which is
introduced in MySQL 8.0.27 with the multifactor authentication feature. For details, see The Default
Authentication Plugin.
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Features Removed in MySQL 8.0

The following items are obsolete and have been removed in MySQL 8.0. Where alternatives are shown,

applications should be updated to use them.

For MySQL 5.7 applications that use features removed in MySQL 8.0, statements may fail when replicated
from a MySQL 5.7 source to a MySQL 8.0 replica, or may have different effects on source and replica. To
avoid such problems, applications that use features removed in MySQL 8.0 should be revised to avoid

them and use alternatives when possible.

e Theinnodb_| ocks_unsafe_for_binl og system variable was removed. The READ COVM TTED

isolation level provides similar functionality.

e Theinformati on_schena_st at s variable, introduced in MySQL 8.0.0, was removed and replaced
byinformation_schenma_stats_expiry in MySQL 8.0.3.

i nformation_schema_stats_expiry defines an expiration setting for cached
| NFORIVATI ON_SCHENA table statistics. For more information, see Section 8.2.3, “Optimizing

INFORMATION_SCHEMA Queries”.

» Code related to obsoleted | nnoDB system tables was removed in MySQL 8.0.3.
| NFORVATI ON_SCHENMA views based on | nnoDB system tables were replaced by internal system views
on data dictionary tables. Affected | nnoDB | NFORVATI ON_SCHENA views were renamed:

Table 1.1 Renamed InnoDB Information Schema Views

Old Name

New Name

| NNODB_SYS_COLUMNS

| NNODB_COLUWNS

| NNODB_SYS_DATAFI LES

| NNODB_DATAFI LES

I NNODB_SYS_FI ELDS

I NNODB_FI ELDS

I NNODB_SYS_FOREI GN

I NNODB_FOREI GN

| NNODB_SYS_FOREI GN_COLS

| NNODB_FOREI GN_COLS

I NNODB_SYS_| NDEXES

| NNODB_| NDEXES

| NNODB_SYS_TABLES

| NNODB_TABLES

| NNODB_SYS_TABLESPACES

I NNODB_ TABLESPACES

| NNODB_SYS TABLESTATS

| NNODB_TABLESTATS

| NNODB_SYS_ VI RTUAL

| NNODB_VI RTUAL

After upgrading to MySQL 8.0.3 or later, update any scripts that reference previous | nnoDB

| NFORVATI ON_SCHENA view hames.

» The following features related to account management are removed:

» Using GRANT to create users. Instead, use CREATE USER. Following this practice makes the
NO AUTO CREATE_USER SQL mode immaterial for GRANT statements, so it too is removed, and an
error now is written to the server log when the presence of this value for the sql _node option in the

options file prevents nysql d from starting.

« Using GRANT to modify account properties other than privilege assignments. This includes
authentication, SSL, and resource-limit properties. Instead, establish such properties at account-
creation time with CREATE USER or modify them afterward with ALTER USER.
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e | DENTI FI ED BY PASSWORD ' aut h_string' syntax for CREATE USER and GRANT. Instead, use
| DENTI FI ED W TH aut h_pl ugin AS 'aut h_string' for CREATE USERand ALTER USER,
where the ' aut h_string' value is in a format compatible with the named plugin.

Additionally, because | DENTI FI ED BY PASSWORD syntax was removed, the
log builtin_as identified by password system variable is superfluous and was removed.

e The PASSWORD( ) function. Additionally, PASSWORD( ) removal means that SET PASSWORD ... =
PASSWORD( "' aut h_string') syntax is no longer available.

e The ol d_passwor ds system variable.
e The query cache was removed. Removal includes these items:
e The FLUSH QUERY CACHE and RESET QUERY CACHE statements.

e These system variables: query_cache_linmt,query cache mn_res_ unit,
query_cache_si ze, query_cache_type, query_cache_w ock_i nval i dat e.

« These status variables: Qcache free_ bl ocks, Qcache free nenory,
Qcache_hits, Qache_inserts, Qcache_| owmem prunes, Qcache_not cached,
cache_queries_in_cache, Qcache_t otal _bl ocks.

e These thread states: checki ng privil eges on cached query, checki ng query cache
for query,invalidating query cache entries,sending cached result to client,
storing result in query cache,Waiting for query cache | ock.

¢ The SQL_CACHE SELECT modifier.

These deprecated query cache items remain deprecated, but have no effect; expect them to be removed
in a future MySQL release:

e The SQL_NO_CACHE SELECT maodifier.

e« The ndb_cache_check_ti nme system variable.

The have_query_cache system variable remains deprecated, and always has a value of NO, expect it
to be removed in a future MySQL release.

» The data dictionary provides information about database objects, so the server no longer checks
directory names in the data directory to find databases. Consequently, the - - i gnor e- db- di r option
and i gnor e_db_di r s system variables are extraneous and are removed.

The DDL log, also known as the metadata log, has been removed. Beginning with MySQL 8.0.3, this
functionality is handled by the data dictionary i nnodb_ddl| | og table. See Viewing DDL Logs.

» Thetx isolationandtx read only system variables have been removed. Use
transaction_i sol ati onandtransaction_read_only instead.

» The sync_fr msystem variable has been removed because . f r mfiles have become obsolete.

e The secur e_aut h system variable and - - secur e- aut h client option have been removed. The
MYSQL_SECURE_AUTH option for the mysql _opti ons() C API function was removed.

 Thenul ti _range_count system variable is removed.
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The | og_war ni ngs system variable and - - | og- war ni ngs server option have been removed. Use the
| og_error_verbosity system variable instead.

The global scope for the sql _| og_bi n system variable was removed. sql _| og_bi n has session
scope only, and applications that rely on accessing @5 OBAL. sql _I| og_bi n should be adjusted.

The net adat a_| ocks_cache_si ze and net adat a_| ocks_hash_i nst ances system variables are
removed.

The unused dat e _format,datetinme format,time_format,and max_t np_t abl es system
variables are removed.

These deprecated compatibility SQL modes are removed: DB2, MAXDB, M5SSQL, MYSQL323, MYSQL40,
ORACLE, POSTGRESQL, NO_FI ELD_OPTI ONS, NO_KEY_OPTI ONS, NO_TABLE_OPTI ONS. They can no
longer be assigned to the sql _node system variable or used as permitted values for the mysql dunp - -
conpat i bl e option.

Removal of MAXDB means that the TI MESTAMP data type for CREATE TABLE or ALTER TABLE is
treated as TI MESTAMP, and is no longer treated as DATETI ME.

The deprecated ASC or DESC qualifiers for GROUP BY clauses are removed. Queries that previously
relied on GROUP BY sorting may produce results that differ from previous MySQL versions. To produce a
given sort order, provide an ORDER BY clause.

The EXTENDED and PARTI TI ONS keywords for the EXPLAI N statement have been removed. These
keywords are unnecessary because their effect is always enabled.

These encryption-related items are removed:
e The ENCODE() and DECODE() functions.
e The ENCRYPT() function.

e The DES _ENCRYPT(), and DES_DECRYPT() functions, the - - des- key-fi | e option, the
have crypt system variable, the DES KEY FI LE option for the FLUSH statement, and the
HAVE CRYPT CMVake option.

In place of the removed encryption functions: For ENCRYPT( ) , consider using SHA2( ) instead for one-
way hashing. For the others, consider using AES_ENCRYPT() and AES_DECRYPT() instead.

In MySQL 5.7, several spatial functions available under multiple names were deprecated to move in the
direction of making the spatial function namespace more consistent, the goal being that each spatial
function name begin with ST__ if it performs an exact operation, or with MBRif it performs an operation
based on minimum bounding rectangles. In MySQL 8.0, the deprecated functions are removed to leave
only the corresponding ST_ and MBR functions:

» These functions are removed in favor of the MBR names: Cont ai ns(), Di sj oi nt (), Equal s(),
Intersects(),Overlaps(),Wthin().

¢ These functions are removed in favor of the ST_ names: Area(), AsBi nary(), AsText (),
AsVKB( ), ASVKT(),Buffer(),Centroid(), ConvexHull (), Crosses(), D nensi on(),
Di stance(), EndPoi nt (), Envel ope(), Exteri or Ri ng(), GeonCol | FronText (),
GeontCol | Fr om\KB( ) , Geontr onText (), GeonfFr omAKB( ) , Geonet ryCol | ecti onFromlext (),
Geonet ryCol | ecti onFr omAKB( ) , Geonet r yFr onilrext (), Geomret r yFr omAKB( ) ,
GeonetryN(), GeonetryType(),InteriorRi ngN(),IsC osed(),|sEnpty(),
I sSi npl e(), Li neFronText (), Li neFr omAKB( ), Li neSt ri ngFronirext (),
Li neStri ngFromAKB( ), M.i neFr onirext (), MLi neFr omKB() , MPoi nt Fr onText (),
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MPoi nt Fr omAKB( ) , MPol yFr onirext (), MPol yFr omAKB() , Mul ti Li neSt ri ngFromrext (),
Mul ti Li neStringFromAKB(), Mul ti Poi nt Fromrext (), Mul ti Poi nt Fr om\KB() ,

Mul ti Pol ygonFronmText (), Mul ti Pol ygonFr omAKB( ), NumGeonetri es(),

Numl nteri or Ri ngs(), NunmPoi nt s(), Poi nt Fr omlext (), Poi nt Fr omWKB( ) , Poi nt N(),
Pol yFromText (), Pol yFr omKB( ) , Pol ygonFr omrext (), Pol ygonFr omKB( ), SRI X ) ,
Start Poi nt (), Touches(), X(), Y().

e GLengt h() isremoved in favor of ST Lengt h().

The functions described in Section 12.17.4, “Functions That Create Geometry Values from WKB Values”
previously accepted either WKB strings or geometry arguments. Geometry arguments are no longer
permitted and produce an error. See that section for guidelines for migrating queries away from using
geometry arguments.

The parser no longer treats \ N as a synonym for NULL in SQL statements. Use NULL instead.

This change does not affect text file import or export operations performed with LOAD DATA or
SELECT ... | NTO OUTFI LE, for which NULL continues to be represented by \ N. See Section 13.2.7,
“LOAD DATA Statement”.

PROCEDURE ANALYSE() syntax is removed.

The client-side - - ssl and - - ssl -veri fy-server-cert options have been removed. Use - - ssi -
node=REQUI RED instead of - - ssl =1 or - - enabl e- ssl . Use - - ss| - nbde=DI SABLED instead of - -
ssl =0, - - ski p-ssl, or--di sabl e-ssl . Use - -ssl - node=VERI FY_| DENTI TY instead of - - ssl -
verify-server-cert options. (The server-side - - ss| option is still available, but is deprecated as of
MySQL 8.0.26 and subject to removal in a future MySQL version.)

For the C API, MYSQL_OPT_SSL_ENFORCE and MYSQL_OPT_SSL_VERI FY_SERVER CERT options

for mysqgl _options() correspond to the client-side - - ssl and - - ssl -verify-server-cert
options and are removed. Use MYSQL_OPT_SSL_MODE with an option value of SSL_MODE_REQUI RED or
SSL_MODE_VERI FY_| DENTI TY instead.

The - -t enp- pool server option was removed.
The i gnore_buil tin_i nnodb system variable is removed.

The server no longer performs conversion of pre-MySQL 5.1 database names containing special
characters to 5.1 format with the addition of a #mysql 50# prefix. Because these conversions are
no longer performed, the - - f i x- db- nanes and - - f i x-t abl e- nanes options for nysql check,
the UPCRADE DATA DI RECTORY NAME clause for the ALTER DATABASE statement, and the
Com al ter _db_upgr ade status variable are removed.

Upgrades are supported only from one major version to another (for example, 5.0 to 5.1, or 5.1 to 5.5),
so there should be little remaining need for conversion of older 5.0 database names to current versions
of MySQL. As a workaround, upgrade a MySQL 5.0 installation to MySQL 5.1 before upgrading to a
more recent release.

The nysql _i nstal | _db program has been removed from MySQL distributions. Data directory
initialization should be performed by invoking nysql d withthe --initializeor--initialize-

i nsecur e option instead. In addition, the - - boot st r ap option for nysql d that was used by

nysqgl _i nstall _db was removed, and the | NSTALL_SCRI PTDI R C\vake option that controlled the
installation location for nysql _i nst al | _db was removed.

The generic partitioning handler was removed from the MySQL server. In order to support partitioning
of a given table, the storage engine used for the table must now provide its own (“native”) partitioning
handler. The - - partitionand--skip-partition options are removed from the MySQL
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Server, and partitioning-related entries are no longer shown in the output of SHOW PLUG NS or in the
| NFORMATI ON_SCHENA. PLUG NS table.

Two MySQL storage engines currently provide native partitioning support: | nnoDB and NDB. Of these,
only | nnoDB is supported in MySQL 8.0. Any attempt to create partitioned tables in MySQL 8.0 using
any other storage engine fails.

Ramifications for upgrades.  The direct upgrade of a partitioned table using a storage engine other
than | nnoDB (such as Myl SAM from MySQL 5.7 (or earlier) to MySQL 8.0 is not supported. There are
two options for handling such a table:

* Remove the table's partitioning, using ALTER TABLE ... REMOVE PARTI TI ONI NG

¢ Change the storage engine used for the table to | nnoDB, with ALTER TABLE ... ENG NE=I NNCDB.

At least one of the two operations just listed must be performed for each partitioned non-I nnoDB table
prior to upgrading the server to MySQL 8.0. Otherwise, such a table cannot be used following the
upgrade.

Due to the fact that table creation statements that would result in a partitioned table using a storage
engine without partitioning support now fail with an error (ER_CHECK NOT_| MPLEMENTED), you must
make sure that any statements in a dump file (such as that written by mysql dunp) from an older version
of MySQL that you wish to import into a MySQL 8.0 server that create partitioned tables do not also
specify a storage engine such as Myl SAMthat has no native partitioning handler. You can do this by
performing either of the following:

« Remove any references to partitioning from CREATE TABLE statements that use a value for the
STORAGE ENG NE option other than | nnoDB.

< Specifying the storage engine as | nnoDB, or allow | nnoDB to be used as the table's storage engine
by default.

For more information, see Section 24.6.2, “Partitioning Limitations Relating to Storage Engines”.

System and status variable information is no longer maintained in the | NFORVATI ON_SCHENA.

These tables are removed: GLOBAL_VARI ABLES, SESSI ON VARI ABLES, GLOBAL_STATUS,

SESSI ON_STATUS. Use the corresponding Performance Schema tables instead. See Section 27.12.14,
“Performance Schema System Variable Tables”, and Section 27.12.15, “Performance Schema Status
Variable Tables”. In addition, the show _conpati bil ity 56 system variable was removed. It was used
in the transition period during which system and status variable information in | NFORVATI ON_SCHENA
tables was moved to Performance Schema tables, and is no longer needed. These status variables are
removed: S| ave_heart beat period, Sl ave_| ast _heartbeat, Sl ave_recei ved_heart beat s,
Slave retried_transactions, Sl ave_runni ng. The information they provided is available

in Performance Schema tables; see Migrating to Performance Schema System and Status Variable
Tables.

The Performance Schema set up_ti ner s table was removed, as was the Tl CK row in the
performance_ti ners table.
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e Theli bnysql d embedded server library is removed, along with:

e« The mysql _options() MYSQL_OPT_GUESS CONNECTI ON,
MYSQL_OPT_USE_ENMBEDDED CONNECTI ON, MYSQL_OPT_USE_REMOTE_CONNECTI ON, and
MYSQL_SET_CLI ENT_I P options

e Thenysqgl config--1libnysqgld-libs,--enbedded-1ibs, and--enbedded options

e The Cvake W TH_EMBEDDED_ SERVER, W TH_EMBEDDED_SHARED_LI| BRARY, and
I NSTALL_SECURE_FI LE_PRI V_ENMBEDDEDDI R options

e The (undocumented) nysql --server-ar g option
e« Thenysql test --enbedded- server,--server-arg,and--server-fil e options
e Thenysql test enbedded and nysql client test enbedded test programs

e The nmysql _pl ugi n utility was removed. Alternatives include loading plugins at server startup using
the - - pl ugi n- 1 oad or - - pl ugi n- | oad- add option, or at runtime using the | NSTALL PLUG N
statement.

e Theresol vei p utility is removed. nsl ookup, host, or di g can be used instead.

 Theresol ve_stack_dunp utility is removed. Stack traces from official MySQL builds are always
symbolized, so there is no need to use r esol ve_st ack_dunp.

» The following server error codes are not used and have been removed. Applications that test specifically
for any of these errors should be updated.

ER Bl NLOG_READ_EVENT CHECKSUM FAI LURE
ER Bl NLOG_ROW RBR TO SBR

ER Bl NLOG_ROW WRONG TABLE_DEF
ER_CANT_ACTI VATE_LOG
ER_CANT_CHANGE_GTI D_NEXT_| N_TRANSACTI ON
ER_CANT_CREATE_FEDERATED TABLE
ER_CANT_CREATE_SROUTI NE
ER_CANT_DELETE_FI LE
ER_CANT_GET_\W\D

ER_CANT_SET_GTI D_PURGED WHEN_GTI D_MODE_| S_CFF
ER_CANT_SET_\W\D

ER_CANT_WRI TE_LOCK_LOG TABLE
ER_CREATE DB W TH_READ_LOCK
ER_CYCLI C_REFERENCE
ER_DB_DROP_DELETE
ER_DELAYED_NOT_SUPPORTED

ER DI FF_GROUPS_PROC

ER DI SK_FULL

ER_DROP_DB_W TH_READ LOCK
ER_DROP_USER

ER_DUVP_NOT_| MPLENENTED
ER_ERROR_DURI NG_CHECKPOI NT
ER_ERROR_ON_CLOSE

ER_EVENTS DB_ERRCR
ER_EVENT_CANNOT_DELETE
ER_EVENT_CANT_ALTER
ER_EVENT_COVPI LE_ERROR
ER_EVENT_DATA TOO LONG
ER_EVENT_DRCP_FAI LED
ER_EVENT_MODI FY_QUEUE_ERRCR
ER_EVENT_NEI THER_ M EXPR_NOR_M AT
ER_EVENT_OPEN_TABLE_FAI LED
ER_EVENT_STORE_FAI LED
ER_EXEC_STMI_W TH_OPEN_CURSOR
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ER_FAI LED_ROUTI NE_BREAK_BI NLOG
ER_FLUSH_MASTER BI NLOG_CLOSED
ER_FORM_NOT_FOUND

ER_FOUND_GTI D_EVENT_WHEN_GTI D_MODE_| S_OFF__ UNUSED
ER_FRM UNKNOWN_TYPE

ER_GOT_SI GNAL

ER_GRANT_PLUGI N_USER EXI STS

ER_GTI D_MODE_REQUI RES_BI NLOG

ER_GTI D_NEXT_| S_NOT_| N_GTI D_NEXT_LI ST
ER_HASHCHK

ER_| NDEX_REBUI LD

ER_| NNODB_NO_FT_USES_PARSER

ER LI ST_OF FIELDS_ONLY_I N_HASH ERROR
ER_LOAD _DATA | NVALI D_COLUMN_UNUSED
ER_LOGG NG_PROHI BI T_CHANG NG OF
ER_MALFORMVED DEFI NER
ER_MASTER KEY_ ROTATI ON_ERROR BY_SE
ER_NDB_CANT_SW TCH_BI NLOG_FORMAT
ER_NEVER_USED

ER_NI SAMCHK

ER_NO_CONST_EXPR | N_RANGE_OR LI ST_ERROR
ER_NO_FI LE_MAPPI NG
ER_NO_GROUP_FOR_PRCC

ER_NO_RAl D_COMPI LED
ER_NO_SUCH_KEY_VALUE

ER_NO_SUCH_PARTI TI ON__UNUSED
ER_OBSOLETE_CANNOT_LOAD FROM TABLE
ER_OBSOLETE_COL_COUNT_DOESNT_MATCH_CORRUPTED
ER_ORDER W TH_PRCC

ER_PARTI TI ON_SUBPARTI Tl ON_ERRCR
ER_PARTI TI ON_SUBPART M X_ERRCR
ER_PART_STATE_ERROR

ER_PASSWD_LENGTH

ER_QUERY_ON_MASTER

ER_RBR_NOT_AVAI LABLE

ER_SKI PPl NG_LOGGED_TRANSACTI ON
ER_SLAVE_CHANNEL_DELETE
ER_SLAVE_MULTI PLE_CHANNELS HOST_PORT
ER_SLAVE_MJST_STOP

ER_SLAVE_WAS NOT_RUNNI NG
ER_SLAVE_WAS_RUNNI NG

ER_SP_GOTO | N_HNDLR
ER_SP_PROC_TABLE_CORRUPT
ER_SQL_MODE_NO_EFFECT

ER SR | NVALI D_CREATI ON_CTX

ER TABLE_NEEDS_UPG PART

ER_TOO MJCH_AUTO TI MESTAMP_COLS
ER_UNEXPECTED ECF

ER_UNI ON_TABLES | N_DI FFERENT_DI R
ER_UNSUPPORTED_BY_REPLI CATI ON_THREAD
ER_UNUSEDL

ER_UNUSED2

ER_UNUSED3

ER_UNUSED4

ER_UNUSED5

ER_UNUSEDG

ER VI EW SELECT DERI VED_UNUSED
ER_WRONG_MAG C

ER WBAS_FAI LED
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e The deprecated | NFORMATI ON_SCHENMA | NNODB_LOCKS and | NNODB_LOCK_WAI TS tables are
removed. Use the Performance Schema dat a_| ocks and dat a_| ock_wai t s tables instead.

Note

@ In MySQL 5.7, the LOCK_TABLE column in the | NNODB_L OCKS table and the
| ocked_t abl e column in the sys schemai nnodb_| ock _wai t s and x
$i nnodb_| ock_wai t s views contain combined schema/table name values.
In MySQL 8.0, the dat a_| ocks table and the sys schema views contain
separate schema name and table name columns. See Section 28.4.3.9, “The
innodb_lock_waits and x$innodb_lock_waits Views”.

» | nnoDB no longer supports compressed temporary tables. When i nnodb_strict node is enabled
(the default), CREATE TEMPORARY TABLE returns an error if ROW FORVAT=COVPRESSED or
KEY BLOCK Sl ZE is specified. If i nnodb_stri ct _node is disabled, warnings are issued and the
temporary table is created using a non-compressed row format.

* | nnoDB no longer creates . i sl files (I nnoDB Symbolic Link files) when creating tablespace data
files outside of the MySQL data directory. The i nnodb_di r ect ori es option now supports locating
tablespace files created outside of the data directory.

With this change, moving a remote tablespace while the server is offline by manually modifying

an . i sl file is no longer supported. Moving remote tablespace files is now supported by the

i nnodb_di rectori es option. See Section 15.6.3.6, “Moving Tablespace Files While the Server is
Offline”.

» The following | nnoDB file format variables were removed:
e innodb file_ fornmat
e innodb_file_format_check
e innodb file format nax
¢ innodb_| arge_prefix

File format variables were necessary for creating tables compatible with earlier versions of | nnoDB
in MySQL 5.1. Now that MySQL 5.1 has reached the end of its product lifecycle, these options are no
longer required.

The FI LE_FORNVAT column was removed from the | NNODB_TABLES and | NNODB_TABLESPACES
Information Schema tables.

 The i nnodb_support _xa system variable, which enables support for two-phase commit in XA
transactions, was removed. | nnoDB support for two-phase commit in XA transactions is always enabled.

e Support for DTrace was removed.
» The JSON_APPEND( ) function was removed. Use JSON_ARRAY_APPEND( ) instead.

e Support for placing table partitions in shared | nnoDB tablespaces was removed in MySQL 8.0.13.
Shared tablespaces include the | nnoDB system tablespace and general tablespaces. For information
about identifying partitions in shared tablespaces and moving them to file-per-table tablespaces, see
Section 2.11.5, “Preparing Your Installation for Upgrade”.

» Support for setting user variables in statements other than SET was deprecated in MySQL 8.0.13. This
functionality is subject to removal in MySQL 9.0.
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The - - ndb perror option was removed. Use the ndb_per r or utility instead.

The i nnodb_undo_| ogs variable was removed. The i nnodb_r ol | back_segnent s variables
performs the same function and should be used instead.

The I nnodb_avai | abl e_undo_I ogs status variable was removed. The number of
available rollback segments per tablespace may be retrieved using SHOW VARI ABLES LI KE
"“innodb_rol | back_segnents';

As of MySQL 8.0.14, the previously deprecated i nnodb_undo_t abl espaces variable is no longer
configurable. For more information, see Section 15.6.3.4, “Undo Tablespaces”.

Support for the ALTER TABLE ... UPGRADE PARTI Tl ONI NG statement has been removed.

As of MySQL 8.0.16, support for the i nt er nal _t np_di sk_st or age_engi ne system variable has
been removed; internal temporary tables on disk now always use the | nnoDB storage engine. See
Storage Engine for On-Disk Internal Temporary Tables,for more information.

The DI SABLE_SHARED CVake option was unused and has been removed.

1.4 Server and Status Variables and Options Added, Deprecated, or
Removed in MySQL 8.0

Options and Variables Introduced in MySQL 8.0
Options and Variables Deprecated in MySQL 8.0

Options and Variables Removed in MySQL 8.0

This section lists server variables, status variables, and options that were added for the first time, have
been deprecated, or have been removed in MySQL 8.0.

Options and Variables Introduced in MySQL 8.0

The following system variables, status variables, and server options have been added in MySQL 8.0.

Acl _cache_it ens_count : Number of cached privilege objects. Added in MySQL 8.0.0.

Audit | og current _si ze: Audit log file current size. Added in MySQL 8.0.11.

Audit | og _event nax_drop_si ze: Size of largest dropped audited event. Added in MySQL 8.0.11.
Audi t _| og_event s: Number of handled audited events. Added in MySQL 8.0.11.

Audit | og events_filtered: Number of filtered audited events. Added in MySQL 8.0.11.

Audit | og events_| ost: Number of dropped audited events. Added in MySQL 8.0.11.

Audit | og events_written: Number of written audited events. Added in MySQL 8.0.11.

Audit _| og_total _size: Combined size of written audited events. Added in MySQL 8.0.11.

Audit | og wite waits:Number of write-delayed audited events. Added in MySQL 8.0.11.

Aut henti cation_| dap_sasl supported_net hods: Supported authentication methods for SASL
LDAP authentication. Added in MySQL 8.0.21.

Cachi ng_sha2_password _rsa_public_key: caching_sha2_ password authentication plugin RSA
public key value. Added in MySQL 8.0.4.
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Com al ter_resource_group: Count of ALTER RESOURCE GROUP statements. Added in MySQL
8.0.3.

Com al ter _user_default _rol e: Count of ALTER USER ... DEFAULT ROLE statements. Added in
MySQL 8.0.0.

Com cl one: Count of CLONE statements. Added in MySQL 8.0.2.

Com creat e_resour ce_group: Count of CREATE RESOURCE GROUP statements. Added in
MySQL 8.0.3.

Com creat e_r ol e: Count of CREATE ROLE statements. Added in MySQL 8.0.0.

Com dr op_resource_group: Count of DROP RESOURCE GROUP statements. Added in MySQL
8.0.3.

Com dr op_r ol e: Count of DROP ROLE statements. Added in MySQL 8.0.0.
Com grant _rol es: Count of GRANT ROLE statements. Added in MySQL 8.0.0.
Com i nstal | _conponent : Count of INSTALL COMPONENT statements. Added in MySQL 8.0.0.

Com replica_start: Count of START REPLICA and START SLAVE statements. Added in MySQL
8.0.22.

Com replica_stop: Count of STOP REPLICA and STOP SLAVE statements. Added in MySQL
8.0.22.

Com rest art: Count of RESTART statements. Added in MySQL 8.0.4.

Com revoke_r ol es: Count of REVOKE ROLES statements. Added in MySQL 8.0.0.

Com set _resour ce_group: Count of SET RESOURCE GROUP statements. Added in MySQL 8.0.3.
Com set _r ol e: Count of SET ROLE statements. Added in MySQL 8.0.0.

Com show replica_st at us: Count of SHOW REPLICA STATUS and SHOW SLAVE STATUS
statements. Added in MySQL 8.0.22.

Com show repl i cas: Count of SHOW REPLICAS and SHOW SLAVE HOSTS statements. Added in
MySQL 8.0.22.

Com uni nstal | _conponent : Count of UINSTALL COMPONENT statements. Added in MySQL 8.0.0.
Conpr essi on_al gori t hm Compression algorithm for current connection. Added in MySQL 8.0.18.
Conpr essi on_| evel : Compression level for current connection. Added in MySQL 8.0.18.

Connection_control _del ay_gener at ed: How many times server delayed connection request.
Added in MySQL 8.0.1.

Current _tls_ca: Current value of ssl_ca system variable. Added in MySQL 8.0.16.

Current _tls_capat h: Current value of ssl_capath system variable. Added in MySQL 8.0.16.
Current _tls_cert: Current value of ssl_cert system variable. Added in MySQL 8.0.16.
Current _tls_ci pher: Current value of ssl_cipher system variable. Added in MySQL 8.0.16.

Current _tls_ciphersuites: Current value of tsl_ciphersuites system variable. Added in MySQL
8.0.16.

54



Options and Variables Introduced in MySQL 8.0

Current _tls_crl: Current value of ssl_crl system variable. Added in MySQL 8.0.16.

Current _tls_crl pat h: Current value of ssl_crlpath system variable. Added in MySQL 8.0.16.
Current _tls_key: Current value of ssl_key system variable. Added in MySQL 8.0.16.

Current tls_version: Current value of tls_version system variable. Added in MySQL 8.0.16.
Error _| og_buf fered_byt es: Number of bytes used in error_log table. Added in MySQL 8.0.22.
Error _| og_buf fered_event s: Number of events in error_log table. Added in MySQL 8.0.22.

Error _| og_expired_event s: Number of events discarded from error_log table. Added in MySQL
8.0.22.

Error _| og | atest _wite: Time of last write to error_log table. Added in MySQL 8.0.22.

Firewal | _access_deni ed: Number of statements rejected by MySQL Enterprise Firewall. Added in
MySQL 8.0.11.

Firewal | _access_gr ant ed: Number of statements accepted by MySQL Enterprise Firewall. Added
in MySQL 8.0.11.

Firewal | _cached_entri es: Number of statements recorded by MySQL Enterprise Firewall. Added
in MySQL 8.0.11.

d obal _connecti on_menory: Amount of memory currently used by all user threads. Added in
MySQL 8.0.28.

I nnodb_r edo_I| og_enabl ed: InnoDB redo log status. Added in MySQL 8.0.21.

I nnodb_system rows_del et ed: Number of rows deleted from system schema tables. Added in
MySQL 8.0.19.

| nnodb_system rows_i nsert ed: Number of rows inserted into system schema tables. Added in
MySQL 8.0.19.

| nnodb_syst em r ows_r ead: Number of rows read from system schema tables. Added in MySQL
8.0.19.

I nnodb_undo_t abl espaces_act i ve: Number of active undo tablespaces. Added in MySQL 8.0.14.

| nnodb_undo_t abl espaces_expl i ci t : Number of user-created undo tablespaces. Added in
MySQL 8.0.14.

I nnodb_undo_t abl espaces_i npl i ci t : Number of undo tablespaces created by InnoDB. Added in
MySQL 8.0.14.

| nnodb_undo_t abl espaces_t ot al : Total number of undo tablespaces. Added in MySQL 8.0.14.

Mysql x_bytes_recei ved_conpressed_payl oad: Number of bytes received as compressed
message payloads, measured before decompression. Added in MySQL 8.0.19.

Mysqgl x_bytes_recei ved_unconpr essed_f r ame: Number of bytes received as compressed
message payloads, measured after decompression. Added in MySQL 8.0.19.

Mysqgl x_bytes _sent _conpressed_payl oad: Number of bytes sent as compressed message
payloads, measured after compression. Added in MySQL 8.0.19.
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Mysql x_bytes _sent _unconpressed_frane: Number of bytes sent as compressed message
payloads, measured before compression. Added in MySQL 8.0.19.

Mysql x_conpr essi on_al gori t hm Compression algorithm in use for X Protocol connection for this
session. Added in MySQL 8.0.20.

Mysql x_conpr essi on_| evel : Compression level in use for X Protocol connection for this session.
Added in MySQL 8.0.20.

Repl i ca_open_t enp_t abl es: Number of temporary tables that replication SQL thread currently has
open. Added in MySQL 8.0.26.

Replica rows | ast_search_al gorithm used: Search algorithm most recently used by this
replica to locate rows for row-based replication (index, table, or hash scan). Added in MySQL 8.0.26.

Rpl _sem _sync_replica_st at us: Whether semisynchronous replication is operational on replica.
Added in MySQL 8.0.26.

Rpl _sem _sync_source_cli ents: Number of semisynchronous replicas. Added in MySQL 8.0.26.

Rpl _sem _sync_source_net _avg_wait_ti ne: Average time source has waited for replies from
replica. Added in MySQL 8.0.26.

Rpl _sem sync_source_net wait _time: Total time source has waited for replies from replica.
Added in MySQL 8.0.26.

Rpl _sem _sync_source_net _wai t s: Total number of times source waited for replies from replica.
Added in MySQL 8.0.26.

Rpl _seni _sync_sour ce_no_ti mes: Number of times source turned off semisynchronous replication.
Added in MySQL 8.0.26.

Rpl _sem _sync_sour ce_no_t x: Number of commits not acknowledged successfully. Added in
MySQL 8.0.26.

Rpl _seni _sync_sour ce_st at us: Whether semisynchronous replication is operational on source.
Added in MySQL 8.0.26.

Rpl _sem _sync_source_tinefunc_fail ures: Number of times source failed when calling time
functions. Added in MySQL 8.0.26.

Rpl _sem _sync_source_t x_avg_wai t _ti me: Average time source waited for each transaction.
Added in MySQL 8.0.26.

Rpl _sem _sync_source_tx_wait _time: Total time source waited for transactions. Added in
MySQL 8.0.26.

Rpl _sem _sync_source_tx_waits: Total number of times source waited for transactions. Added in
MySQL 8.0.26.

Rpl _sem _sync_source wait_pos_backt raver se: Total number of times source has waited for
event with binary coordinates lower than events waited for previously. Added in MySQL 8.0.26.

Rpl _seni _sync_sour ce_wai t _sessi ons: Number of sessions currently waiting for replica replies.
Added in MySQL 8.0.26.

Rpl _sem _sync_source_yes_t x: Number of commits acknowledged successfully. Added in MySQL
8.0.26.
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Secondary_engi ne_execut i on_count : Number of queries offloaded to a secondary engine.. Added
in MySQL 8.0.13.

activate_all _rol es_on_I| ogi n: Whether to activate all user roles at connect time. Added in
MySQL 8.0.2.

adm n- ssl : Enable connection encryption. Added in MySQL 8.0.21.

adm n_addr ess: IP address to bind to for connections on administrative interface. Added in MySQL
8.0.14.

adm n_port : TCP/IP number to use for connections on administrative interface. Added in MySQL
8.0.14.

adm n_ssl _ca: File that contains list of trusted SSL Certificate Authorities. Added in MySQL 8.0.21.

adm n_ssl _capat h: Directory that contains trusted SSL Certificate Authority certificate files. Added in
MySQL 8.0.21.

adm n_ssl _cert: File that contains X.509 certificate. Added in MySQL 8.0.21.

adm n_ssl _ci pher: Permissible ciphers for connection encryption. Added in MySQL 8.0.21.

adm n_ssl _crl : File that contains certificate revocation lists. Added in MySQL 8.0.21.

adm n_ssl| _cr | pat h: Directory that contains certificate revocation list files. Added in MySQL 8.0.21.
adm n_ssl _key: File that contains X.509 key. Added in MySQL 8.0.21.

adm n_t| s_ci pher sui t es: Permissible TLSv1.3 ciphersuites for encrypted connections. Added in
MySQL 8.0.21.

adm n_tls_versi on: Permissible TLS protocols for encrypted connections. Added in MySQL 8.0.21.
audi t - | og: Whether to activate audit log plugin. Added in MySQL 8.0.11.

audit _| og_buffer_si ze: Size of audit log buffer. Added in MySQL 8.0.11.

audi t _| og_conpressi on: Audit log file compression method. Added in MySQL 8.0.11.

audi t _| og_connecti on_pol i cy: Audit logging policy for connection-related events. Added in
MySQL 8.0.11.

audit | og_current sessi on: Whether to audit current session. Added in MySQL 8.0.11.
audi t _| og_encrypti on: Audit log file encryption method. Added in MySQL 8.0.11.

audi t _| og_excl ude_account s: Accounts not to audit. Added in MySQL 8.0.11.

audit _| og_fil e: Name of audit log file. Added in MySQL 8.0.11.

audit | og filter_id:ID ofcurrent audit log filter. Added in MySQL 8.0.11.

audi t _| og_f 1 ush: Close and reopen audit log file. Added in MySQL 8.0.11.

audi t _| og_f or mat : Audit log file format. Added in MySQL 8.0.11.

audit | og_format_uni x_tinmestanp: Whether to include Unix timestamp in JISON-format audit log.
Added in MySQL 8.0.26.

audit _| og_i ncl ude_account s: Accounts to audit. Added in MySQL 8.0.11.
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audi t _| og_nmax_si ze: Limit on combined size of JSON audit log files. Added in MySQL 8.0.26.

audit | og_password_hi story_keep_days: Number of days to retain archived audit log encryption
passwords. Added in MySQL 8.0.17.

audi t _| og_pol i cy: Audit logging policy. Added in MySQL 8.0.11.

audi t _| og_prune_seconds: The number of seconds after which audit log files become subject to
pruning. Added in MySQL 8.0.24.

audit _| og_read_buffer_size: Audit log file read buffer size. Added in MySQL 8.0.11.
audit | og_rotate_on_size: Close and reopen audit log file at this size. Added in MySQL 8.0.11.

audit | og_statement _pol i cy: Audit logging policy for statement-related events. Added in MySQL
8.0.11.

audi t _| og_strat egy: Audit logging strategy. Added in MySQL 8.0.11.

aut henti cation_fido_rp_id:Relying party ID for FIDO multifactor authentication. Added in MySQL
8.0.27.

aut henti cati on_kerberos_servi ce_key_t ab: File containing Kerberos service keys to
authenticate TGS ticket. Added in MySQL 8.0.26.

aut henti cati on_kerberos_servi ce_pri nci pal : Kerberos service principal name. Added in
MySQL 8.0.26.

aut henti cation_| dap_sasl _aut h_net hod_nane: Authentication method name. Added in MySQL
8.0.11.

aut henti cati on_| dap_sasl _bi nd_base_dn: LDAP server base distinguished name. Added in
MySQL 8.0.11.

aut henti cati on_| dap_sasl _bi nd_r oot _dn: LDAP server root distinguished name. Added in
MySQL 8.0.11.

aut henti cati on_| dap_sasl _bi nd_r oot _pwd: LDAP server root bind password. Added in MySQL
8.0.11.

aut henti cati on_| dap_sasl _ca_pat h: LDAP server certificate authority file name. Added in
MySQL 8.0.11.

aut henti cation_| dap_sasl _group_search_attr: LDAP server group search attribute. Added in
MySQL 8.0.11.

aut henti cation_| dap_sasl _group_search_filter:LDAP custom group search filter. Added in
MySQL 8.0.11.

aut hentication_| dap_sasl _init_pool _size: LDAP server initial connection pool size. Added in
MySQL 8.0.11.

aut henti cation_| dap_sasl | og_st at us: LDAP server log level. Added in MySQL 8.0.11.

aut henti cation_| dap_sasl _max_pool _si ze: LDAP server maximum connection pool size.
Added in MySQL 8.0.11.

aut henti cation_| dap_sasl _referral : Whether to enable LDAP search referral. Added in MySQL
8.0.20.

58



Options and Variables Introduced in MySQL 8.0

aut henti cation_| dap_sasl _server host : LDAP server host name or IP address. Added in
MySQL 8.0.11.

aut henti cation_| dap_sasl _server _port: LDAP server port number. Added in MySQL 8.0.11.

aut henti cation_| dap_sasl _t|s: Whether to use encrypted connections to LDAP server. Added in
MySQL 8.0.11.

aut henti cation_| dap_sasl user_search_attr: LDAP server user search attribute. Added in
MySQL 8.0.11.

aut henti cation_| dap_si npl e_aut h_net hod_nane: Authentication method name. Added in
MySQL 8.0.11.

aut henti cation_| dap_si npl e_bi nd_base_dn: LDAP server base distinguished name. Added in
MySQL 8.0.11.

aut henti cation_| dap_si npl e_bi nd_root _dn: LDAP server root distinguished name. Added in
MySQL 8.0.11.

aut henti cation_| dap_si npl e_bi nd_root pwd: LDAP server root bind password. Added in
MySQL 8.0.11.

aut henti cation_| dap_si npl e_ca_pat h: LDAP server certificate authority file name. Added in
MySQL 8.0.11.

aut henti cation_| dap_si npl e_group_search_attr: LDAP server group search attribute. Added
in MySQL 8.0.11.

aut hentication_| dap_sinpl e_group_search _filter:LDAP custom group search filter. Added
in MySQL 8.0.11.

aut hentication_| dap_sinple_init_pool size: LDAP server initial connection pool size. Added
in MySQL 8.0.11.

aut henti cation_| dap_si npl e_| og_st at us: LDAP server log level. Added in MySQL 8.0.11.

aut henti cation_| dap_si npl e_nmax_pool _si ze: LDAP server maximum connection pool size.
Added in MySQL 8.0.11.

aut henti cation_| dap_si npl e_r ef erral : Whether to enable LDAP search referral. Added in
MySQL 8.0.20.

aut henti cation_| dap_si npl e_server _host : LDAP server host name or IP address. Added in
MySQL 8.0.11.

aut henti cation_| dap_si npl e_server _port : LDAP server port number. Added in MySQL 8.0.11.

aut henti cati on_| dap_si npl e_t| s: Whether to use encrypted connections to LDAP server. Added
in MySQL 8.0.11.

aut henti cation_| dap_sinpl e_user _search_attr:LDAP server user search attribute. Added in
MySQL 8.0.11.

aut henti cati on_pol i cy: Plugins for multifactor authentication.. Added in MySQL 8.0.27.

aut henti cati on_w ndows_| og_| evel : Windows authentication plugin logging level. Added in
MySQL 8.0.11.
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aut henti cati on_w ndows_use_pri nci pal _nane: Whether to use Windows authentication plugin
principal name. Added in MySQL 8.0.11.

bi nl og_encrypti on: Enable encryption for binary log files and relay log files on this server. Added in
MySQL 8.0.14.

bi nl og_expi re_| ogs_seconds: Purge binary logs after this many seconds. Added in MySQL 8.0.1.

bi nl og _rotate_encrypti on_naster_key_ at _startup: Rotate binary log master key at server
startup. Added in MySQL 8.0.14.

bi nl og_r ow_net adat a: Whether to record all or only minimal table related metadata to binary log
when using row-based logging. Added in MySQL 8.0.1.

bi nl og_row _val ue_opti ons: Enables binary logging of partial JSON updates for row-based
replication. Added in MySQL 8.0.3.

bi nl og_transacti on_conpressi on: Enable compression for transaction payloads in binary log
files. Added in MySQL 8.0.20.

bi nl og_transacti on_conpressi on_| evel _zst d: Compression level for transaction payloads in
binary log files. Added in MySQL 8.0.20.

bi nl og_transacti on_dependency_hi story_si ze: Number of row hashes kept for looking up
transaction that last updated some row. Added in MySQL 8.0.1.

bi nl og_transacti on_dependency_tracki ng: Source of dependency information (commit
timestamps or transaction write sets) from which to assess which transactions can be executed in
parallel by replica's multithreaded applier. Added in MySQL 8.0.1.

cachi ng_sha2_password_aut o_gener at e_rsa_keys: Whether to autogenerate RSA key-pair
files. Added in MySQL 8.0.4.

cachi ng_sha2_password_di gest _rounds: Number of hash rounds for caching_sha2_password
authentication plugin. Added in MySQL 8.0.24.

cachi ng_sha2_password_privat e_key_pat h: SHA2 authentication plugin private key path name.
Added in MySQL 8.0.3.

cachi ng_sha2 password_public_key_ pat h: SHA2 authentication plugin public key path name.
Added in MySQL 8.0.3.

cl one_aut ot une_concur r ency: Enables dynamic spawning of threads for remote cloning
operations. Added in MySQL 8.0.17.

cl one_bl ock_ddl : Enables an exclusive backup lock during clone operations. Added in MySQL
8.0.27.

cl one_buf f er _si ze: Defines size of intermediate buffer on donor MySQL server instance. Added in
MySQL 8.0.17.

cl one_ddl _ti nmeout : Number of seconds cloning operation waits for backup lock. Added in MySQL
8.0.17.

cl one_donor _tineout _after_network_fail ure: The time allowed to restart a cloning operation
after a network failure. Added in MySQL 8.0.24.

cl one_enabl e_conpr essi on: Enables compression of data at network layer during cloning. Added in
MySQL 8.0.17.
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cl one_max_concur r ency: Maximum number of concurrent threads used to perform cloning operation.
Added in MySQL 8.0.17.

cl one_nmax_dat a_bandwi dt h: Maximum data transfer rate in MiB per second for remote cloning
operation. Added in MySQL 8.0.17.

cl one_nmax_net wor k_bandwi dt h: Maximum network transfer rate in MiB per second for remote
cloning operation. Added in MySQL 8.0.17.

cl one_ssl _ca: Specifies path to certificate authority (CA) file. Added in MySQL 8.0.14.
cl one_ssl _cert: Specifies path to public key certificate file. Added in MySQL 8.0.14.
cl one_ssl _key: Specifies path to private key file. Added in MySQL 8.0.14.

clone_val i d_donor _|i st: Defines donor host addresses for remote cloning operations. Added in
MySQL 8.0.17.

connection_control failed connections_threshol d: Consecutive failed connection attempts
before delays occur. Added in MySQL 8.0.1.

connecti on_control _nmax_connecti on_del ay: Maximum delay (milliseconds) for server response
to failed connection attempts. Added in MySQL 8.0.1.

connection_control _m n_connection_del ay: Minimum delay (milliseconds) for server response
to failed connection attempts. Added in MySQL 8.0.1.

connecti on_nenory_chunk_si ze: Update Global_connection_memory only when user memory
usage changes by this amount or more; 0 disables updating. Added in MySQL 8.0.28.

connection_nenory_|im t:Maximum amount of memory that can be consumed by any one user
connection before additional queries by that user are rejected. Does not apply to system users such as
MySQL root. Added in MySQL 8.0.28.

create_adm n_li stener _thread: Whether to use dedicated listening thread for connections on
administrative interface. Added in MySQL 8.0.14.

cte_max_recursi on_dept h: Common table expression maximum recursion depth. Added in MySQL
8.0.3.

ddl -rewr it er : Whether to activate ddl_rewriter plugin. Added in MySQL 8.0.16.

default _collation_for_utf8nb4: Default collation for utf8mb4 character set. Added in MySQL
8.0.11.

defaul t _tabl e_encrypti on: Default schema and tablespace encryption setting. Added in MySQL
8.0.16.

dr agnet . St at us: Result of most recent assignment to dragnet.log_error_filter_rules. Added in MySQL
8.0.12.

dragnet.log _error_filter_rul es: Filter rules for error logging. Added in MySQL 8.0.4.

ear| y- pl ugi n-1 oad: Specify plugins to load before loading mandatory built-in plugins and before
storage engine initialization. Added in MySQL 8.0.0.

gener at ed_random passwor d_| engt h: Maximum length of generated passwords. Added in MySQL
8.0.18.
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gl obal _connecti on_nenory_tracki ng: Whether or not to calculate global connection memory
usage (as shown by Global_connection_memory); default is disabled. Added in MySQL 8.0.28.

group_replication_advertise recovery_endpoi nts: Connections offered for distributed
recovery. Added in MySQL 8.0.21.

group_replication_autorejoin_tries: Number of tries that member makes to rejoin group
automatically. Added in MySQL 8.0.16.

group_replication_clone_threshol d: Transaction number gap between donor and recipient
above which remote cloning operation is used for state transfer. Added in MySQL 8.0.17.

group_replication_comruni cati on_debug_opti ons: Level of debugging messages for Group
Replication components. Added in MySQL 8.0.3.

group_replication_comruni cati on_nmax_mnessage_si ze: Maximum message size for Group
Replication communications, larger messages are fragmented. Added in MySQL 8.0.16.

group_replication_comruni cati on_st ack: Specifies whether the XCom communication stack or
the MySQL communication stack is to be used to establish group communication connections between
members.. Added in MySQL 8.0.27.

group_replication_consistency: Type of transaction consistency guarantee which group
provides. Added in MySQL 8.0.14.

group_replication_exit_state_action: How instance behaves when it leaves group
involuntarily. Added in MySQL 8.0.12.

group_replication_flow control hol d_percent : Percentage of group quota to remain
unused. Added in MySQL 8.0.2.

group_replication_flow control max_commit _quot a: Maximum flow control quota for group.
Added in MySQL 8.0.2.

group_replication_flow control nenber_quot a_per cent : Percentage of quota which
member should assume is available for itself when calculating quotas. Added in MySQL 8.0.2.

group_replication_flow control _m n_quot a: Lowest flow control quota which can be assigned
per member. Added in MySQL 8.0.2.

group_replication flow control min_recovery_ quot a: Lowest quota which can be assigned
per member because another group member is recovering. Added in MySQL 8.0.2.

group_replication_flow control _period: Defines how many seconds to wait between flow
control iterations. Added in MySQL 8.0.2.

group_replication_flow control rel ease_percent: How group quota should be released
when flow control no longer needs to throttle writer members. Added in MySQL 8.0.2.

group_replication_ip_allowi st: Listof hosts permitted to connect to group (MySQL 8.0.22 and
later). Added in MySQL 8.0.22.

group_replication_menber_expel _ti nmeout: Time between suspected failure of group member
and expelling it from group, causing group membership reconfiguration. Added in MySQL 8.0.13.

group_replication_nenber_ wei ght: Chance of this member being elected as primary. Added in
MySQL 8.0.2.
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group_replication_nessage_cache_si ze: Maximum memory for group communication engine
message cache (XCom). Added in MySQL 8.0.16.

group_replication_paxos_singl e_| eader: Use a single consensus leader in single-primary
mode. Added in MySQL 8.0.27.

group_replication_recovery conpression_al gorithns: Permitted compression algorithms
for outgoing recovery connections. Added in MySQL 8.0.18.

group_replication_recovery_get public_key: Whether to accept preference about fetching
public key from donor. Added in MySQL 8.0.4.

group_replication_recovery public_key path: To accept public key information. Added in
MySQL 8.0.4.

group_replication_recovery_ tls_ciphersuites:Permitted cipher suites when TLSv1.3 is
used for connection encryption with this instance as client (joining member). Added in MySQL 8.0.19.

group_replication_recovery tls_version: Permitted TLS protocols for connection encryption
as client (joining member). Added in MySQL 8.0.19.

group_replication_recovery zstd_conpression_| evel : Compression level for recovery
connections that use zstd compression. Added in MySQL 8.0.18.

group_replication_tls_source: Source of TLS material for Group Replication. Added in MySQL
8.0.21.

group_replication_unreachabl e _majority_timeout: How long to wait for network partitions
that result in minority to leave group. Added in MySQL 8.0.2.

group_replication_view change uui d: UUID for view change event GTIDs. Added in MySQL
8.0.26.

hi st ogram gener ati on_nmax_nmem si ze: Maximum memory for creating histogram statistics. Added
in MySQL 8.0.2.

i mredi at e_server _ver si on: MySQL Server release number of server which is immediate
replication source. Added in MySQL 8.0.14.

i nformati on_schena_st at s_expi ry: Expiration setting for cached table statistics. Added in
MySQL 8.0.3.

i nit_replica: Statements that are executed when replica connects to source. Added in MySQL
8.0.26.

i nnodb_buf fer _pool _debug: Permits multiple buffer pool instances when buffer pool is less than
1GB in size. Added in MySQL 8.0.0.

i nnodb_buffer_pool in_core_fil e: Controls writing of buffer pool pages to core files. Added in
MySQL 8.0.14.

i nnodb_checkpoi nt _di sabl ed: Disables checkpoints so that deliberate server exit always initiates
recovery. Added in MySQL 8.0.2.

i nnodb_ddl _buf f er _si ze: The maximum buffer size for DDL operations. Added in MySQL 8.0.27.

i nnodb_ddl | og _crash_reset debug: Debug option that resets DDL log crash injection counters.
Added in MySQL 8.0.3.
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i nnodb_ddl _t hr eads: The maximum number of parallel threads for index creation. Added in MySQL
8.0.27.

i nnodb_deadl ock_det ect : Enables or disables deadlock detection. Added in MySQL 8.0.0.

i nnodb_dedi cat ed_ser ver : Enables automatic configuration of buffer pool size, log file size, and
flush method. Added in MySQL 8.0.3.

i nnodb_di rect ori es: Defines directories to scan at startup for tablespace data files. Added in
MySQL 8.0.4.

i nnodb_doubl ewrite_bat ch_si ze: Number of doublewrite pages to write per batch. Added in
MySQL 8.0.20.

i nnodb_doubl ewri t e_di r : Doublewrite buffer file directory. Added in MySQL 8.0.20.
i nnodb_doubl ewrite fil es: Number of doublewrite files. Added in MySQL 8.0.20.
i nnodb_doubl ewri t e_pages: Number of doublewrite pages per thread. Added in MySQL 8.0.20.

i nnodb_extend_and_i ni ti al i ze: Controls how new tablespace pages are allocated on Linux.
Added in MySQL 8.0.22.

i nnodb_f sync_t hreshol d: Controls how often InnoDB calls fsync when creating new file. Added in
MySQL 8.0.13.

i nnodb_i dl e_fl ush_pct : Limits I/0 operations when InnoDB is idle. Added in MySQL 8.0.18.

i nnodb_I| og_checkpoi nt _fuzzy_ now: Debug option that forces InnoDB to write fuzzy checkpoint.
Added in MySQL 8.0.13.

i nnodb_I| og_spi n_cpu_abs_| wm Minimum amount of CPU usage below which user threads no
longer spin while waiting for flushed redo. Added in MySQL 8.0.11.

i nnodb_| og_spi n_cpu_pct _hwm Maximum amount of CPU usage above which user threads no
longer spin while waiting for flushed redo. Added in MySQL 8.0.11.

i nnodb_I| og_wai t _for_fl ush_spi n_hwm Maximum average log flush time beyond which user
threads no longer spin while waiting for flushed redo. Added in MySQL 8.0.11.

i nnodb_| og_writer_threads: Enables dedicated log writer threads for writing and flushing redo
logs. Added in MySQL 8.0.22.

i nnodb_paral | el _read_t hr eads: Number of threads for parallel index reads. Added in MySQL
8.0.14.

i nnodb_print _ddl _| ogs: Whether or not to print DDL logs to error log. Added in MySQL 8.0.3.
i nnodb_redo_| og_archi ve_dirs: Labeled redo log archive directories. Added in MySQL 8.0.17.

i nnodb_redo_| og_encrypt : Controls encryption of redo log data for encrypted tablespaces. Added
in MySQL 8.0.1.

i nnodb_scan_di rect ori es: Defines directories to scan for tablespace files during InnoDB recovery.
Added in MySQL 8.0.2.

i nnodb_segnent _reserve_fact or: The percentage of tablespace file segment pages reserved as
empty pages. Added in MySQL 8.0.26.
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i nnodb_spin_wait_pause_nul tipli er: Multiplier value used to determine number of PAUSE
instructions in spin-wait loops. Added in MySQL 8.0.16.

i nnodb_stats_i ncl ude_del et e_nmar ked: Include delete-marked records when calculating
persistent InnoDB statistics. Added in MySQL 8.0.1.

i nnodb_t enp_t abl espaces_di r: Session temporary tablespaces path. Added in MySQL 8.0.13.

i nnodb_t npdi r : Directory location for temporary table files created during online ALTER TABLE
operations. Added in MySQL 8.0.0.

i nnodb_undo_| og_encr ypt : Controls encryption of undo log data for encrypted tablespaces. Added
in MySQL 8.0.1.

i nnodb_use_f dat async: Whether InnoDB uses fdatasync() instead of fsync() when flushing data to
the operating system. Added in MySQL 8.0.26.

i nnodb_val i dat e_t abl espace_pat hs: Enables tablespace path validation at startup. Added in
MySQL 8.0.21.

i nternal _tnp_mem st orage_engi ne: Storage engine to use for internal in-memory temporary
tables. Added in MySQL 8.0.2.

keyring-m gration-destinati on: Key migration destination keyring plugin. Added in MySQL
8.0.4.

keyring-m gration-host: Host name for connecting to running server for key migration. Added in
MySQL 8.0.4.

keyri ng-m grati on- passwor d: Password for connecting to running server for key migration. Added
in MySQL 8.0.4.

keyring-m gration-port: TCP/IP port number for connecting to running server for key migration.
Added in MySQL 8.0.4.

keyring-m gration-socket : Unix socket file or Windows named pipe for connecting to running
server for key migration. Added in MySQL 8.0.4.

keyring-m gration-sour ce: Key migration source keyring plugin. Added in MySQL 8.0.4.

keyring-m gration-to-conponent : Keyring migration is from plugin to component. Added in
MySQL 8.0.24.

keyring-m gration-user: User name for connecting to running server for key migration. Added in
MySQL 8.0.4.

keyring_aws_cnk i d: AWS keyring plugin customer master key ID value. Added in MySQL 8.0.11.
keyring_aws_conf _fil e: AWS keyring plugin configuration file location. Added in MySQL 8.0.11.
keyring_aws_data fil e: AWS keyring plugin storage file location. Added in MySQL 8.0.11.
keyring_aws_regi on: AWS keyring plugin region. Added in MySQL 8.0.11.
keyring_encrypted_fil e _dat a: keyring_encrypted_file plugin data file. Added in MySQL 8.0.11.

keyring_encrypted fil e password: keyring_encrypted_file plugin password. Added in MySQL
8.0.11.
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keyring_hashi cor p_aut h_pat h: HashiCorp Vault AppRole authentication path. Added in MySQL
8.0.18.

keyring_hashi cor p_ca_pat h: Path to keyring_hashicorp CA file. Added in MySQL 8.0.18.

keyri ng_hashi cor p_cachi ng: Whether to enable keyring_hashicorp caching. Added in MySQL
8.0.18.

keyring_hashi corp_commt_aut h_pat h: keyring_hashicorp_auth_path value in use. Added in
MySQL 8.0.18.

keyring_hashi corp_conmt_ca_pat h: keyring_hashicorp_ca_path value in use. Added in MySQL
8.0.18.

keyring_hashi corp_conmm t _cachi ng: keyring_hashicorp_caching value in use. Added in MySQL
8.0.18.

keyring_hashi corp_conmit_rol e_id: keyring_hashicorp_role_id value in use. Added in MySQL
8.0.18.

keyring_hashicorp_conmt_server _url:keyring_hashicorp_server_url value in use. Added in
MySQL 8.0.18.

keyring_hashi corp_conmit_store_pat h: keyring_hashicorp_store_path value in use. Added in
MySQL 8.0.18.

keyring_hashi corp_rol e_i d: HashiCorp Vault AppRole authentication role ID. Added in MySQL
8.0.18.

keyring_hashi corp_secret i d: HashiCorp Vault AppRole authentication secret ID. Added in
MySQL 8.0.18.

keyri ng_hashi corp_server _url : HashiCorp Vault server URL. Added in MySQL 8.0.18.
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keyri
keyri
keyri
keyri
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keyri
keyri
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keyri
keyri

keyri

ng_hashi cor p_st or e_pat h: HashiCorp Vault store path. Added in MySQL 8.0.18.

ng_oci _ca_certifi cate: CA certificate file for peer authentication. Added in MySQL 8.0.22.
ng_oci _conpart ment : OCI compartment OCID. Added in MySQL 8.0.22.

ng_oci _encryption_endpoi nt: OCI encryption server endpoint. Added in MySQL 8.0.22.
ng_oci _key fil e: OCI RSA private key file. Added in MySQL 8.0.22.

ng_oci _key fingerprint:OCIRSA private key file fingerprint. Added in MySQL 8.0.22.
ng_oci _managenent _endpoi nt : OCI management server endpoint. Added in MySQL 8.0.22.
ng_oci _nmast er _key: OCI master key OCID. Added in MySQL 8.0.22.

ng_oci _secrets_endpoi nt: OCI secrets server endpoint. Added in MySQL 8.0.22.

ng_oci _t enancy: OCI tenancy OCID. Added in MySQL 8.0.22.

ng_oci _user: OCl user OCID. Added in MySQL 8.0.22.

ng_oci _vaul t s_endpoi nt : OCI vaults server endpoint. Added in MySQL 8.0.22.

ng_oci _virtual vaul t: OCI vault OCID. Added in MySQL 8.0.22.
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keyring_okv_conf _di r: Oracle Key Vault keyring plugin configuration directory. Added in MySQL
8.0.11.

keyri ng_oper ati ons: Whether keyring operations are enabled. Added in MySQL 8.0.4.
| ock_or der : Whether to enable LOCK_ORDER tool at runtime. Added in MySQL 8.0.17.

| ock_order _debug | oop: Whether to cause debug assert when LOCK_ORDER tool encounters
dependency flagged as loop. Added in MySQL 8.0.17.

| ock_order _debug m ssi ng_ar c: Whether to cause debug assert when LOCK_ORDER tool
encounters undeclared dependency. Added in MySQL 8.0.17.

| ock_order _debug_m ssi ng_key: Whether to cause debug assert when LOCK_ORDER tool
encounters object not properly instrumented with Performance Schema. Added in MySQL 8.0.17.

| ock_order _debug m ssi ng_unl ock: Whether to cause debug assert when LOCK_ORDER tool
encounters lock that is destroyed while still held. Added in MySQL 8.0.17.

| ock_order _dependenci es: Path to lock_order_dependencies.txt file. Added in MySQL 8.0.17.
| ock_order extra_dependenci es: Path to second dependency file. Added in MySQL 8.0.17.

| ock_order output_directory: Directory where LOCK_ORDER tool writes logs. Added in MySQL
8.0.17.

| ock_order_print_txt:Whether to perform lock-order graph analysis and print textual report. Added
in MySQL 8.0.17.

| ock_order _trace_| oop: Whether to print log file trace when LOCK_ORDER tool encounters
dependency flagged as loop. Added in MySQL 8.0.17.

| ock_order _trace_m ssi ng_ar c: Whether to print log file trace when LOCK_ORDER tool
encounters undeclared dependency. Added in MySQL 8.0.17.

| ock_order_trace_m ssi ng_key: Whether to print log file trace when LOCK_ORDER tool
encounters object not properly instrumented with Performance Schema. Added in MySQL 8.0.17.

| ock_order _trace_m ssi ng_unl ock: Whether to print log file trace when LOCK_ORDER tool
encounters lock that is destroyed while still held. Added in MySQL 8.0.17.

l og_error_filter_rul es: Filter rules for error logging. Added in MySQL 8.0.2.
| og_error_servi ces: Components to use for error logging. Added in MySQL 8.0.2.

| og_error_suppression_list: Warning/information error log messages to suppress. Added in
MySQL 8.0.13.

| og_replica_updat es: Whether replica should log updates performed by its replication SQL thread
to its own binary log. Added in MySQL 8.0.26.

| og_sl ow_ext r a: Whether to write extra information to slow query log file. Added in MySQL 8.0.14.

| og_sl ow replica_statenments: Cause slow statements as executed by replica to be written to
slow query log. Added in MySQL 8.0.26.

mandat ory_r ol es: Automatically granted roles for all users. Added in MySQL 8.0.2.

mysqgl _firewal |l _node: Whether MySQL Enterprise Firewall is operational. Added in MySQL 8.0.11.
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nysqgl _firewal |l trace: Whether to enable firewall trace. Added in MySQL 8.0.11.
nysql x: Whether X Plugin is initialized. Added in MySQL 8.0.11.

nysql x_conpr essi on_al gori t hns: Compression algorithms permitted for X Protocol connections.
Added in MySQL 8.0.19.

nysql x_defl ate_defaul t _conpressi on_| evel : Default compression level for Deflate algorithm
on X Protocol connections. Added in MySQL 8.0.20.

nysqgl x_defl ate_nmax_client_conpressi on_| evel : Maximum permitted compression level for
Deflate algorithm on X Protocol connections. Added in MySQL 8.0.20.

nysql x_interactive_ti neout: Number of seconds to wait for interactive clients to timeout. Added
in MySQL 8.0.4.

nysql x_| z4_defaul t _conpressi on_| evel : Default compression level for LZ4 algorithm on X
Protocol connections. Added in MySQL 8.0.20.

nysqgl x_|1z4_max_client_conpression_| evel : Maximum permitted compression level for LZ4
algorithm on X Protocol connections. Added in MySQL 8.0.20.

nysql x_read_ti nmeout : Number of seconds to wait for blocking read operations to complete. Added in
MySQL 8.0.4.

nysqgl x_wai t _ti meout : Number of seconds to wait for activity from connection. Added in MySQL
8.0.4.

nysqgl x_write_tineout:Number of seconds to wait for blocking write operations to complete. Added
in MySQL 8.0.4.

nysqgl x_zstd _default_conpressi on_| evel : Default compression level for zstd algorithm on X
Protocol connections. Added in MySQL 8.0.20.

nysqgl x_zstd _max_client _conpression_| evel : Maximum permitted compression level for zstd
algorithm on X Protocol connections. Added in MySQL 8.0.20.

naned_pi pe_full _access_gr oup: Name of Windows group granted full access to named pipe.
Added in MySQL 8.0.14.

no- dd- upgr ade: Prevent automatic upgrade of data dictionary tables at startup. Added in MySQL
8.0.4.

no- noni t or ;: Do not fork monitor process required for RESTART. Added in MySQL 8.0.12.

original _commt _tinestanp: Time when transaction was committed on original source. Added in
MySQL 8.0.1.

ori gi nal _server _versi on: MySQL Server release number of server on which transaction was
originally committed. Added in MySQL 8.0.14.

parti al _revokes: Whether partial revocation is enabled. Added in MySQL 8.0.16.

passwor d_hi st or y: Number of password changes required before password reuse. Added in MySQL
8.0.3.

passwor d_requi re_current: Whether password changes require current password verification.
Added in MySQL 8.0.13.

68



Options and Variables Introduced in MySQL 8.0

password_reuse_i nt erval : Number of days elapsed required before password reuse. Added in
MySQL 8.0.3.

performance_schenma_nax_di gest _sanpl e_age: Query resample age in seconds. Added in
MySQL 8.0.3.

performance_schenma_show processl i st: Select SHOW PROCESSLIST implementation. Added
in MySQL 8.0.22.

persi st _only_adm n_x509 subj ect : SSL certificate X.509 Subject that enables persisting persist-
restricted system variables. Added in MySQL 8.0.14.

per si st ed_gl obal s_I| oad: Whether to load persisted configuration settings. Added in MySQL 8.0.0.

print _identified with as hex: For SHOW CREATE USER, print hash values containing
unprintable characters in hex. Added in MySQL 8.0.17.

prot ocol conpression_al gorit hns: Permitted compression algorithms for incoming connections.
Added in MySQL 8.0.18.

pseudo_replica_node: For internal server use. Added in MySQL 8.0.26.
regexp_stack_|inmt:Regular expression match stack size limit. Added in MySQL 8.0.4.
regexp_tine_l|imt:Regular expression match timeout. Added in MySQL 8.0.4.

repli ca_checkpoi nt _group: Maximum number of transactions processed by multithreaded replica
before checkpoint operation is called to update progress status. Not supported by NDB Cluster. Added in
MySQL 8.0.26.

replica_checkpoi nt _peri od: Update progress status of multithreaded replica and flush relay log
info to disk after this number of milliseconds. Not supported by NDB Cluster. Added in MySQL 8.0.26.

replica_conpressed_protocol : Use compression of source/replica protocol. Added in MySQL
8.0.26.

repl i ca_exec_node: Allows for switching replication thread between IDEMPOTENT mode (key and
some other errors suppressed) and STRICT mode; STRICT mode is default, except for NDB Cluster,
where IDEMPOTENT is always used. Added in MySQL 8.0.26.

replica_l oad_t npdi r: Location where replica should put its temporary files when replicating LOAD
DATA statements. Added in MySQL 8.0.26.

replica_max_al | owed_packet : Maximum size, in bytes, of packet that can be sent from replication
source server to replica; overrides max_allowed packet. Added in MySQL 8.0.26.

replica_net tinmeout: Number of seconds to wait for more data from source/replica connection
before aborting read. Added in MySQL 8.0.26.

replica_parall el type: Tells replica to use timestamp information (LOGICAL_CLOCK) or
database partioning (DATABASE) to parallelize transactions. Added in MySQL 8.0.26.

replica_parall el _workers: Number of applier threads for executing replication transactions in
parallel. 0 disables replica multithreading. Not supported by MySQL Cluster. Added in MySQL 8.0.26.

replica_pendi ng_j obs_si ze_max: Maximum size of replica worker queues holding events not yet
applied. Added in MySQL 8.0.26.

replica_preserve_comm t_order: Ensures that all commits by replica workers happen in same
order as on source to maintain consistency when using parallel applier threads. Added in MySQL 8.0.26.
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replica_ski p_errors: Tells replication thread to continue replication when query returns error from
provided list. Added in MySQL 8.0.26.

replica_sql _verify_ checksum Cause replica to examine checksums when reading from relay log.
Added in MySQL 8.0.26.

replica_transaction_retries: Number of times replication SQL thread retries transaction in case
it failed with deadlock or elapsed lock wait timeout, before giving up and stopping. Added in MySQL
8.0.26.

replica_type_conversi ons: Controls type conversion mode on replica. Value is list of zero or
more elements from this list: ALL_LOSSY, ALL_NON_LOSSY. Set to empty string to disallow type
conversions between source and replica. Added in MySQL 8.0.26.

replication_optimze_ for_static_plugin_config: Shared locks for semisynchronous
replication. Added in MySQL 8.0.23.

replication_sender_observe_comm t_onl y: Limited callbacks for semisynchronous replication.
Added in MySQL 8.0.23.

require_row_format: Forinternal server use. Added in MySQL 8.0.19.
resul t set _net adat a: Whether server returns result set metadata. Added in MySQL 8.0.3.

rpl _read_si ze: Set minimum amount of data in bytes which is read from binary log files and relay log
files. Added in MySQL 8.0.11.

rpl _sem _sync_replica_enabl ed: Whether semisynchronous replication is enabled on replica.
Added in MySQL 8.0.26.

rpl _sem _sync_replica_trace_| evel : Semisynchronous replication debug trace level on replica.
Added in MySQL 8.0.26.

rpl _sem _sync_sour ce_enabl ed: Whether semisynchronous replication is enabled on source.
Added in MySQL 8.0.26.

rpl _sem _sync_source_ti neout : Number of milliseconds to wait for replica acknowledgment.
Added in MySQL 8.0.26.

rpl _sem _sync_source_trace_| evel : Semisynchronous replication debug trace level on source.
Added in MySQL 8.0.26.

rpl _sem sync_source wait_for_replica_count:Number of replica acknowledgments source
must receive per transaction before proceeding. Added in MySQL 8.0.26.

rpl _sem _sync_source_wait_no_repl i ca: Whether source waits for timeout even with no
replicas. Added in MySQL 8.0.26.

rpl _sem _sync_source_wait _poi nt: Wait point for replica transaction receipt acknowledgment.
Added in MySQL 8.0.26.

rpl _stop_replica_timeout: Number of seconds that STOP REPLICA waits before timing out.
Added in MySQL 8.0.26.

secondary_engi ne_cost _t hreshol d: Optimizer cost threshold for query offload to a secondary
engine.. Added in MySQL 8.0.16.

sel ect _i nto_buffer_si ze: Size of buffer used for OUTFILE or DUMPFILE export file; overrides
read_buffer_size. Added in MySQL 8.0.22.
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sel ect _i nto_di sk_sync: Synchronize data with storage device after flushing buffer for OUTFILE or
DUMPFILE export file; OFF disables synchronization and is default value. Added in MySQL 8.0.22.

sel ect i nto_di sk_sync_del ay: When select_into_sync_disk = ON, sets delay in milliseconds after
each synchronization of OUTFILE or DUMPFILE export file buffer, no effect otherwise. Added in MySQL
8.0.22.

show-repl i ca- aut h-i nf o: Show user name and password in SHOW REPLICAS on this source.
Added in MySQL 8.0.26.

show creat e_tabl e_ski p_secondary_engi ne: Whether to exclude the SECONDARY ENGINE
clause from SHOW CREATE TABLE output. Added in MySQL 8.0.18.

show create_tabl e verbosity: Whether to display ROW_FORMAT in SHOW CREATE TABLE
even if it has default value. Added in MySQL 8.0.11.

ski p-replica-start: If set, replication is not autostarted when replica server starts. Added in MySQL
8.0.26.

source_verify_checksum Cause source to examine checksums when reading from binary log.
Added in MySQL 8.0.26.

sql _replica_skip_counter: Number of events from source that replica should skip. Not compatible
with GTID replication. Added in MySQL 8.0.26.

sql _require_primary_key: Whether tables must have primary key. Added in MySQL 8.0.13.

ssl _fi ps_node: Whether to enable FIPS mode on server side. Added in MySQL 8.0.11.
sync_sour ce_i nf o: Synchronize source information after every #th event. Added in MySQL 8.0.26.
sysevent| og. faci |l ity: Facility for syslog messages. Added in MySQL 8.0.13.

sysevent | og. i ncl ude_pi d: Whether to include server PID in syslog messages. Added in MySQL
8.0.13.

sysevent | og. t ag: Tag for server identifier in syslog messages. Added in MySQL 8.0.13.

tabl e_encryption_privil ege _check: Enables TABLE_ENCRYPTION_ADMIN privilege check.
Added in MySQL 8.0.16.

t enpt abl e_max_mrap: The maximum amount of memory the TempTable storage engine can allocate
from memory-mapped temporary files. Added in MySQL 8.0.23.

t enpt abl e_max_r am Defines maximum amount of memory that can occupied by TempTable storage
engine before data is stored on disk. Added in MySQL 8.0.2.

t enpt abl e_use_nmap: Defines whether TempTable storage engine allocates memory-mapped files
when the temptable_max_ram threshold is reached. Added in MySQL 8.0.16.

term nol ogy_use_previ ous: Use terminology before specified version where changes are
incompatible. Added in MySQL 8.0.26.

t hread_pool _al gorit hm Thread pool algorithm. Added in MySQL 8.0.11.

thread_pool _high_priority_connecti on: Whether current session is high priority. Added in
MySQL 8.0.11.

thread_pool nmax_active_query_threads: Maximum permissible number of active query threads
per group. Added in MySQL 8.0.19.

71



Options and Variables Deprecated in MySQL 8.0

t hread_pool _nmax_unused_t hr eads: Maximum permissible number of unused threads. Added in
MySQL 8.0.11.

thread_pool prio_kickup_tiner:How long before statement is moved to high-priority execution.
Added in MySQL 8.0.11.

t hr ead_pool _si ze: Number of thread groups in thread pool. Added in MySQL 8.0.11.

thread_pool _stall _|imt:How long before statement is defined as stalled. Added in MySQL
8.0.11.

tls_ci phersuites: Permissible TLSv1.3 ciphersuites for encrypted connections. Added in MySQL
8.0.16.

upgr ade: Control automatic upgrade at startup. Added in MySQL 8.0.16.

use_secondary_engi ne: Whether to execute queries using a secondary engine. Added in MySQL
8.0.13.

val i dat e- confi g: Validate server configuration. Added in MySQL 8.0.16.

val i dat e_passwor d. check _user _nane: Whether to check passwords against user name. Added in
MySQL 8.0.4.

val i dat e_password. di cti onary_fil e: validate_password dictionary file. Added in MySQL 8.0.4.

val i dat e_password. dictionary_file_| ast_par sed: When dictionary file was last parsed.
Added in MySQL 8.0.4.

val i dat e_password. dictionary_fil e_words_count: Number of words in dictionary file. Added
in MySQL 8.0.4.

val i dat e_passwor d. | engt h: validate_password required password length. Added in MySQL 8.0.4.

val i dat e_passwor d. m xed_case_count : validate_password required number of uppercase/
lowercase characters. Added in MySQL 8.0.4.

val i dat e_passwor d. nunber _count : validate_password required number of digit characters. Added
in MySQL 8.0.4.

val i dat e_passwor d. pol i cy: validate_password password policy. Added in MySQL 8.0.4.

val i dat e_passwor d. speci al _char _count : validate_password required number of special
characters. Added in MySQL 8.0.4.

ver si on_conpi | e_zl i b: Version of compiled-in zlib library. Added in MySQL 8.0.11.

wi ndowi ng_use_hi gh_pr eci si on: Whether to compute window functions to high precision. Added in
MySQL 8.0.2.

Options and Variables Deprecated in MySQL 8.0

The following system variables, status variables, and options have been deprecated in MySQL 8.0.

» Conpr essi on: Whether client connection uses compression in client/server protocol. Deprecated in

MySQL 8.0.18.

e Sl ave_open_t enp_t abl es: Number of temporary tables that replication SQL thread currently has

open. Deprecated in MySQL 8.0.26.
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Sl ave_rows_| ast _search_al gorit hm used: Search algorithm most recently used by this replica
to locate rows for row-based replication (index, table, or hash scan). Deprecated in MySQL 8.0.26.

adm n- ssl : Enable connection encryption. Deprecated in MySQL 8.0.26.
defaul t _aut henti cati on_pl ugi n: Default authentication plugin. Deprecated in MySQL 8.0.27.
expi re_| ogs_days: Purge binary logs after this many days. Deprecated in MySQL 8.0.3.

group_replication_i p_whitelist:Listofhosts permitted to connect to group. Deprecated in
MySQL 8.0.22.

have_openssl| : Whether mysqld supports SSL connections. Deprecated in MySQL 8.0.26.
have_ssl : Whether mysqld supports SSL connections. Deprecated in MySQL 8.0.26.

i ni t_sl ave: Statements that are executed when replica connects to source. Deprecated in MySQL
8.0.26.

i nnodb_undo_t abl espaces: Number of tablespace files that rollback segments are divided between.
Deprecated in MySQL 8.0.4.

| og_bin_use_v1 row events: Whether server is using version 1 binary log row events. Deprecated
in MySQL 8.0.18.

| og_sl ave_updat es: Whether replica should log updates performed by its replication SQL thread to
its own binary log. Deprecated in MySQL 8.0.26.

| og_sl ow sl ave_st at enent s: Cause slow statements as executed by replica to be written to slow
query log. Deprecated in MySQL 8.0.26.

| og_sysl og: Whether to write error log to syslog. Deprecated in MySQL 8.0.2.

mast er -i nf o-fi | e: Location and name of file that remembers source and where 1/O replication thread
is in source's binary log. Deprecated in MySQL 8.0.18.

mast er _i nfo_reposit ory: Whether to write connection metadata repository, containing source
information and replication 1/O thread location in source's binary log, to file or table. Deprecated in
MySQL 8.0.23.

mast er _veri fy_checksum Cause source to examine checksums when reading from binary log.
Deprecated in MySQL 8.0.26.

max_| engt h_for_sort dat a: Max number of bytes in sorted records. Deprecated in MySQL 8.0.20.

no- dd- upgr ade: Prevent automatic upgrade of data dictionary tables at startup. Deprecated in MySQL
8.0.16.

pseudo_sl ave_node: For internal server use. Deprecated in MySQL 8.0.26.

relay |l og info_fil e:File name for applier metadata repository in which replica records information
about relay logs. Deprecated in MySQL 8.0.18.

relay | og_info_repository: Whether to write location of replication SQL thread in relay logs to file
or table. Deprecated in MySQL 8.0.23.

rpl _stop_slave_tineout: Number of seconds that STOP REPLICA or STOP SLAVE waits before
timing out. Deprecated in MySQL 8.0.26.
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show- sl ave- aut h-i nf 0: Show user name and password in SHOW REPLICAS and SHOW SLAVE
HOSTS on this source. Deprecated in MySQL 8.0.26.

ski p- sl ave- st art : If set, replication is not autostarted when replica server starts. Deprecated in
MySQL 8.0.26.

sl ave- ski p- errors: Tells replication thread to continue replication when query returns error from
provided list. Deprecated in MySQL 8.0.26.

sl ave_checkpoi nt _gr oup: Maximum number of transactions processed by multithreaded replica
before checkpoint operation is called to update progress status. Not supported by NDB Cluster.
Deprecated in MySQL 8.0.26.

sl ave_checkpoi nt _peri od: Update progress status of multithreaded replica and flush relay log info
to disk after this number of milliseconds. Not supported by NDB Cluster. Deprecated in MySQL 8.0.26.

sl ave_conpressed_pr ot ocol : Use compression of source/replica protocol. Deprecated in MySQL
8.0.18.

sl ave_| oad_t npdi r: Location where replica should put its temporary files when replicating LOAD
DATA statements. Deprecated in MySQL 8.0.26.

sl ave_nmax_al | owed_packet : Maximum size, in bytes, of packet that can be sent from replication
source server to replica; overrides max_allowed_packet. Deprecated in MySQL 8.0.26.

sl ave_net _ti meout : Number of seconds to wait for more data from source/replica connection before
aborting read. Deprecated in MySQL 8.0.26.

sl ave_paral |l el _type: Tells replica to use timestamp information (LOGICAL CLOCK) or database
partioning (DATABASE) to parallelize transactions. Deprecated in MySQL 8.0.26.

sl ave_paral | el _wor ker s: Number of applier threads for executing replication transactions in
parallel. O disables replica multithreading. Not supported by MySQL Cluster. Deprecated in MySQL
8.0.26.

sl ave_pendi ng_j obs_si ze_max: Maximum size of replica worker queues holding events not yet
applied. Deprecated in MySQL 8.0.26.

sl ave_preserve_conmt _order: Ensures that all commits by replica workers happen in same order
as on source to maintain consistency when using parallel applier threads. Deprecated in MySQL 8.0.26.

sl ave_rows_sear ch_al gori t hns: Determines search algorithms used for replica update batching.
Any 2 or 3 from this list: INDEX_SEARCH, TABLE_SCAN, HASH_SCAN. Deprecated in MySQL 8.0.18.

sl ave_sql _verify_checksum Cause replica to examine checksums when reading from relay log.
Deprecated in MySQL 8.0.26.

sl ave_transaction_retries: Number of times replication SQL thread retries transaction in case it
failed with deadlock or elapsed lock wait timeout, before giving up and stopping. Deprecated in MySQL
8.0.26.

sl ave_type_conversi ons: Controls type conversion mode on replica. Value is list of zero or
more elements from this list: ALL_LOSSY, ALL_NON_LOSSY. Set to empty string to disallow type
conversions between source and replica. Deprecated in MySQL 8.0.26.

sql _sl ave_ski p_count er : Number of events from source that replica should skip. Not compatible
with GTID replication. Deprecated in MySQL 8.0.26.

ssl : Enable connection encryption. Deprecated in MySQL 8.0.26.
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synbol i c- | i nks: Permit symbolic links for MyISAM tables. Deprecated in MySQL 8.0.2.

sync_nmst er _i nf o: Synchronize source information after every #th event. Deprecated in MySQL
8.0.26.

t enpt abl e_use_nmap: Defines whether TempTable storage engine allocates memory-mapped files
when the temptable_max_ram threshold is reached. Deprecated in MySQL 8.0.26.

transaction_wite_set_ extraction: Defines algorithm used to hash writes extracted during
transaction. Deprecated in MySQL 8.0.26.

Options and Variables Removed in MySQL 8.0

The following system variables, status variables, and options have been removed in MySQL 8.0.

Com al ter _db_upgr ade: Count of ALTER DATABASE ... UPGRADE DATA DIRECTORY NAME
statements. Removed in MySQL 8.0.0.

I nnodb_avai | abl e_undo_| ogs: Total number of InnoDB rollback segments; different from
innodb_rollback_segments, which displays number of active rollback segments. Removed in MySQL
8.0.2.

Qcache_free_bl ocks: Number of free memory blocks in query cache. Removed in MySQL 8.0.3.
Qcache_free_nenory: Amount of free memory for query cache. Removed in MySQL 8.0.3.
Qcache_hi t s: Number of query cache hits. Removed in MySQL 8.0.3.

Qcache_i nsert s: Number of query cache inserts. Removed in MySQL 8.0.3.

Qcache_| ownrem prunes: Number of queries which were deleted from query cache due to lack of free
memory in cache. Removed in MySQL 8.0.3.

Qcache_not _cached: Number of noncached queries (not cacheable, or not cached due to
query_cache_type setting). Removed in MySQL 8.0.3.

Qcache_queries_i n_cache: Number of queries registered in query cache. Removed in MySQL 8.0.3.
Qcache_total bl ocks: Total number of blocks in query cache. Removed in MySQL 8.0.3.

Sl ave_heart beat peri od: Replica's replication heartbeat interval, in seconds. Removed in MySQL
8.0.1.

Sl ave | ast _heart beat : Shows when latest heartbeat signal was received, in TIMESTAMP format.
Removed in MySQL 8.0.1.

Sl ave_recei ved_heart beat s: Number of heartbeats received by replica since previous reset.
Removed in MySQL 8.0.1.

Slave retried transacti ons: Total number of times since startup that replication SQL thread has
retried transactions. Removed in MySQL 8.0.1.

Sl ave_runni ng: State of this server as replica (replication 1/O thread status). Removed in MySQL
8.0.1.

boot st r ap: Used by mysql installation scripts. Removed in MySQL 8.0.0.

dat e_f or mat : DATE format (unused). Removed in MySQL 8.0.3.
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dat eti me_f or mat : DATETIME/TIMESTAMP format (unused). Removed in MySQL 8.0.3.

des-key-fil e: Load keys for des_encrypt() and des_encrypt from given file. Removed in MySQL
8.0.3.

group_replication_allow | ocal disjoint _gtids_join:Allow current server to join group
even if it has transactions not present in group. Removed in MySQL 8.0.4.

have_crypt : Availability of crypt() system call. Removed in MySQL 8.0.3.

i gnor e- db-di r: Treat directory as nondatabase directory. Removed in MySQL 8.0.0.

i gnore_bui |l tin_i nnodb: Ignore built-in InnoDB. Removed in MySQL 8.0.3.

i gnore_db_di rs: Directories treated as nondatabase directories. Removed in MySQL 8.0.0.
i nnodb_checksuns: Enable InnoDB checksums validation. Removed in MySQL 8.0.0.

i nnodb_di sabl e _resi ze buffer_pool debug: Disables resizing of InnoDB buffer pool. Removed
in MySQL 8.0.0.

i nnodb_file_format:Format for new InnoDB tables. Removed in MySQL 8.0.0.

i nnodb_file format_check: Whether InnoDB performs file format compatibility checking. Removed
in MySQL 8.0.0.

i nnodb_file_ format_max: File format tag in shared tablespace. Removed in MySQL 8.0.0.
i nnodb_| arge_pr efi x: Enables longer keys for column prefix indexes. Removed in MySQL 8.0.0.

i nnodb_| ocks_unsaf e_f or_bi nl og: Force InnoDB not to use next-key locking. Instead use only
row-level locking. Removed in MySQL 8.0.0.

i nnodb_scan_di rectori es: Defines directories to scan for tablespace files during InnoDB recovery.
Removed in MySQL 8.0.4.

i nnodb_st at s_sanpl e_pages: Number of index pages to sample for index distribution statistics.
Removed in MySQL 8.0.0.

i nnodb_support _xa: Enable InnoDB support for XA two-phase commit. Removed in MySQL 8.0.0.

i nnodb_undo_I| ogs: Number of undo logs (rollback segments) used by InnoDB; alias for
innodb_rollback_segments. Removed in MySQL 8.0.2.

internal tnp_di sk_storage_engi ne: Storage engine for internal temporary tables. Removed in
MySQL 8.0.16.

| 0og- war ni ngs: Write some noncritical warnings to log file. Removed in MySQL 8.0.3.

log builtin_as identified by password: Whether to log CREATE/ALTER USER, GRANT in
backward-compatible fashion. Removed in MySQL 8.0.11.

| og_error_filter_rul es: Filter rules for error logging. Removed in MySQL 8.0.4.
| og_sysl og: Whether to write error log to syslog. Removed in MySQL 8.0.13.
| og_sysl og_facility: Facility for syslog messages. Removed in MySQL 8.0.13.

| og_sysl og_i ncl ude_pi d: Whether to include server PID in syslog messages. Removed in MySQL
8.0.13.
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| og_sysl og_t ag: Tag for server identifier in syslog messages. Removed in MySQL 8.0.13.

max_t np_t abl es: Unused. Removed in MySQL 8.0.3.

nmet adat a_| ocks_cache_si ze: Size of metadata locks cache. Removed in MySQL 8.0.13.

net adat a_| ocks_hash_i nst ances: Number of metadata lock hashes. Removed in MySQL 8.0.13.

mul ti _range_count : Maximum number of ranges to send to table handler at once during range
selects. Removed in MySQL 8.0.3.

ol d_passwor ds: Selects password hashing method for PASSWORD(). Removed in MySQL 8.0.11.
partiti on: Enable (or disable) partitioning support. Removed in MySQL 8.0.0.
query_cache_l i m t: Do not cache results that are bigger than this. Removed in MySQL 8.0.3.

query_cache_m n_res_uni t : Minimal size of unit in which space for results is allocated (last unit is
trimmed after writing all result data). Removed in MySQL 8.0.3.

query_cache_si ze: Memory allocated to store results from old queries. Removed in MySQL 8.0.3.
query_cache_t ype: Query cache type. Removed in MySQL 8.0.3.

query cache_w ock_i nval i dat e: Invalidate queries in query cache on LOCK for write. Removed in
MySQL 8.0.3.

secur e_aut h: Disallow authentication for accounts that have old (pre-4.1) passwords. Removed in
MySQL 8.0.3.

show conpati bi ity 56: Compatibility for SHOW STATUS/VARIABLES. Removed in MySQL 8.0.1.
ski p- partition: Do not enable user-defined partitioning. Removed in MySQL 8.0.0.
sync_frm Sync .frm to disk on create. Enabled by default. Removed in MySQL 8.0.0.

t enp- pool : Using this option causes most temporary files created to use small set of names, rather
than unique name for each new file. Removed in MySQL 8.0.1.

time_f ormat : TIME format (unused). Removed in MySQL 8.0.3.
t x_i sol at i on: Default transaction isolation level. Removed in MySQL 8.0.3.

tx_read_onl y: Default transaction access mode. Removed in MySQL 8.0.3.

1.5 MySQL Information Sources

This section lists sources of additional information that you may find helpful, such as MySQL websites,
mailing lists, user forums, and Internet Relay Chat.

MySQL Websites
MySQL Community Support at the MySQL Forums

MySQL Enterprise

MySQL Websites

The primary website for MySQL documentation is https://dev.mysgl.com/doc/. Online and downloadable
documentation formats are available for the MySQL Reference Manual, MySQL Connectors, and more.
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The MySQL developers provide information about new and upcoming features as the MySQL Server Blog.

MySQL Community Support at the MySQL Forums

The forums at http://forums.mysqgl.com are an important community resource. Many forums are available,
grouped into these general categories:

» Migration

* MySQL Usage

* MySQL Connectors

e Programming Languages
* Tools

» 3rd-Party Applications

» Storage Engines

* MySQL Technology

» SQL Standards

* Business
MySQL Enterprise

Oracle offers technical support in the form of MySQL Enterprise. For organizations that rely on the MySQL
DBMS for business-critical production applications, MySQL Enterprise is a commercial subscription
offering which includes:

e MySQL Enterprise Server

» MySQL Enterprise Monitor

* Monthly Rapid Updates and Quarterly Service Packs
* MySQL Knowledge Base

» 24x7 Technical and Consultative Support

MySQL Enterprise is available in multiple tiers, giving you the flexibility to choose the level of service that
best matches your needs. For more information, see MySQL Enterprise.

1.6 How to Report Bugs or Problems

Before posting a bug report about a problem, please try to verify that it is a bug and that it has not been
reported already:

 Start by searching the MySQL online manual at https://dev.mysgl.com/doc/. We try to keep the manual
up to date by updating it frequently with solutions to newly found problems. In addition, the release
notes accompanying the manual can be particularly useful since it is quite possible that a newer version
contains a solution to your problem. The release notes are available at the location just given for the
manual.

« If you get a parse error for an SQL statement, please check your syntax closely. If you cannot find
something wrong with it, it is extremely likely that your current version of MySQL Server doesn't support
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the syntax you are using. If you are using the current version and the manual doesn't cover the syntax
that you are using, MySQL Server doesn't support your statement.

If the manual covers the syntax you are using, but you have an older version of MySQL Server, you
should check the MySQL change history to see when the syntax was implemented. In this case, you
have the option of upgrading to a newer version of MySQL Server.

 For solutions to some common problems, see Section B.3, “Problems and Common Errors”.

» Search the bugs database at http://bugs.mysql.com/ to see whether the bug has been reported and
fixed.

» You can also use http://www.mysqgl.com/search/ to search all the Web pages (including the manual) that
are located at the MySQL website.

If you cannot find an answer in the manual, the bugs database, or the mailing list archives, check with your
local MySQL expert. If you still cannot find an answer to your question, please use the following guidelines
for reporting the bug.

The normal way to report bugs is to visit http://bugs.mysql.com/, which is the address for our bugs
database. This database is public and can be browsed and searched by anyone. If you log in to the
system, you can enter new reports.

Bugs posted in the bugs database at http://bugs.mysql.com/ that are corrected for a given release are
noted in the release notes.

If you find a security bug in MySQL Server, please let us know immediately by sending an email message
to <secal ert _us@r acl e. conm. Exception: Support customers should report all problems, including
security bugs, to Oracle Support at http://support.oracle.com/.

To discuss problems with other users, you can use the MySQL Community Slack.

Writing a good bug report takes patience, but doing it right the first time saves time both for us and for
yourself. A good bug report, containing a full test case for the bug, makes it very likely that we will fix the
bug in the next release. This section helps you write your report correctly so that you do not waste your
time doing things that may not help us much or at all. Please read this section carefully and make sure that
all the information described here is included in your report.

Preferably, you should test the problem using the latest production or development version of MySQL
Server before posting. Anyone should be able to repeat the bug by just using nysql test <

script _fil e onyourtestcase or by running the shell or Perl script that you include in the bug report.
Any bug that we are able to repeat has a high chance of being fixed in the next MySQL release.

It is most helpful when a good description of the problem is included in the bug report. That is, give a good
example of everything you did that led to the problem and describe, in exact detail, the problem itself.

The best reports are those that include a full example showing how to reproduce the bug or problem. See
Section 5.9, “Debugging MySQL".

Remember that it is possible for us to respond to a report containing too much information, but not to one
containing too little. People often omit facts because they think they know the cause of a problem and
assume that some details do not matter. A good principle to follow is that if you are in doubt about stating
something, state it. It is faster and less troublesome to write a couple more lines in your report than to wait
longer for the answer if we must ask you to provide information that was missing from the initial report.

The most common errors made in bug reports are (a) not including the version number of the MySQL
distribution that you use, and (b) not fully describing the platform on which the MySQL server is installed
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(including the platform type and version number). These are highly relevant pieces of information, and in
99 cases out of 100, the bug report is useless without them. Very often we get questions like, “Why doesn't
this work for me?” Then we find that the feature requested wasn't implemented in that MySQL version,

or that a bug described in a report has been fixed in newer MySQL versions. Errors often are platform-
dependent. In such cases, it is next to impossible for us to fix anything without knowing the operating
system and the version number of the platform.

If you compiled MySQL from source, remember also to provide information about your compiler if it is
related to the problem. Often people find bugs in compilers and think the problem is MySQL-related.
Most compilers are under development all the time and become better version by version. To determine
whether your problem depends on your compiler, we need to know what compiler you used. Note that
every compiling problem should be regarded as a bug and reported accordingly.

If a program produces an error message, it is very important to include the message in your report. If we try
to search for something from the archives, it is better that the error message reported exactly matches the
one that the program produces. (Even the lettercase should be observed.) It is best to copy and paste the
entire error message into your report. You should never try to reproduce the message from memory.

If you have a problem with Connector/ODBC (MyODBC), please try to generate a trace file and send it with
your report. See How to Report Connector/ODBC Problems or Bugs.

If your report includes long query output lines from test cases that you run with the nysql command-
line tool, you can make the output more readable by using the - - ver t i cal option or the \ Gstatement
terminator. The EXPLAI N SELECT example later in this section demonstrates the use of \ G

Please include the following information in your report:

* The version number of the MySQL distribution you are using (for example, MySQL 5.7.10). You can find
out which version you are running by executing nysql admi n ver si on. The nysqgl adm n program can
be found in the bi n directory under your MySQL installation directory.

» The manufacturer and model of the machine on which you experience the problem.

» The operating system name and version. If you work with Windows, you can usually get the name and
version number by double-clicking your My Computer icon and pulling down the “Help/About Windows”
menu. For most Unix-like operating systems, you can get this information by executing the command
unanme - a.

» Sometimes the amount of memory (real and virtual) is relevant. If in doubt, include these values.

e The contents of the docs/ | NFO _BI Nfile from your MySQL installation. This file contains information
about how MySQL was configured and compiled.

« If you are using a source distribution of the MySQL software, include the name and version number of
the compiler that you used. If you have a binary distribution, include the distribution name.

« If the problem occurs during compilation, include the exact error messages and also a few lines of
context around the offending code in the file where the error occurs.

» If nysql d died, you should also report the statement that caused nmysql d to unexpectedly exit. You can
usually get this information by running nysql d with query logging enabled, and then looking in the log
after mysql d exits. See Section 5.9, “Debugging MySQL”.

« If a database table is related to the problem, include the output from the SHOW CREATE TABLE
db_nane. t bl _nane statement in the bug report. This is a very easy way to get the definition of
any table in a database. The information helps us create a situation matching the one that you have
experienced.
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e The SQL mode in effect when the problem occurred can be significant, so please report the value of
the sql _node system variable. For stored procedure, stored function, and trigger objects, the relevant
sql _node value is the one in effect when the object was created. For a stored procedure or function,
the SHOW CREATE PROCEDURE or SHOW CREATE FUNCTI ON statement shows the relevant SQL mode,
or you can query | NFORVATI ON_SCHENA for the information:

SELECT ROUTI NE_SCHEMA, ROUTI NE_NAME, SQL_MODE
FROM | NFORVATI ON_SCHENMA. ROUTI NES;

For triggers, you can use this statement:

SELECT EVENT_OBJECT_SCHEMA, EVENT_OBJECT TABLE, TRI GGER NAME, SQL_MODE
FROM | NFORMATI ON_SCHEMA. TRI GGERS;

» For performance-related bugs or problems with SELECT statements, you should always include the
output of EXPLAI N SELECT . . ., and at least the number of rows that the SELECT statement produces.
You should also include the output from SHOVN CREATE TABLE t bl _nane for each table that is
involved. The more information you provide about your situation, the more likely it is that someone can
help you.

The following is an example of a very good bug report. The statements are run using the mysq|l
command-line tool. Note the use of the \ G statement terminator for statements that would otherwise
provide very long output lines that are difficult to read.

nysql > SHOW VARI ABLES;
nysgl > SHOW COLUWS FROM ...\ G
<out put from SHOW COLUVNS>
nysql > EXPLAIN SELECT ...\G
<out put from EXPLAI N>
nysql > FLUSH STATUS;
nysql > SELECT .. .;
<A short version of the output from SELECT,
including the time taken to run the query>
nysql > SHOW STATUS;
<out put from SHOW STATUS>

« If a bug or problem occurs while running nmysql d, try to provide an input script that reproduces the
anomaly. This script should include any necessary source files. The more closely the script can
reproduce your situation, the better. If you can make a reproducible test case, you should upload it to be
attached to the bug report.

If you cannot provide a script, you should at least include the output from nysql admi n vari abl es
ext ended- st at us processl i st inyour report to provide some information on how your system is
performing.

« If you cannot produce a test case with only a few rows, or if the test table is too big to be included in the
bug report (more than 10 rows), you should dump your tables using mysql dunp and create a READVE
file that describes your problem. Create a compressed archive of your files using t ar and gzi p or zi p.
After you initiate a bug report for our bugs database at http://bugs.mysql.com/, click the Files tab in the
bug report for instructions on uploading the archive to the bugs database.

« If you believe that the MySQL server produces a strange result from a statement, include not only the
result, but also your opinion of what the result should be, and an explanation describing the basis for
your opinion.

» When you provide an example of the problem, it is better to use the table names, variable names, and
so forth that exist in your actual situation than to come up with new names. The problem could be related
to the name of a table or variable. These cases are rare, perhaps, but it is better to be safe than sorry.
After all, it should be easier for you to provide an example that uses your actual situation, and it is by all
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means better for us. If you have data that you do not want to be visible to others in the bug report, you
can upload it using the Files tab as previously described. If the information is really top secret and you do
not want to show it even to us, go ahead and provide an example using other names, but please regard
this as the last choice.

Include all the options given to the relevant programs, if possible. For example, indicate the options that
you use when you start the nysql d server, as well as the options that you use to run any MySQL client
programs. The options to programs such as nmysql d and nysql , and to the conf i gur e script, are often
key to resolving problems and are very relevant. It is never a bad idea to include them. If your problem
involves a program written in a language such as Perl or PHP, please include the language processor's
version number, as well as the version for any modules that the program uses. For example, if you have
a Perl script that uses the DBl and DBD: : mysgl modules, include the version numbers for Perl, DBI ,
and DBD: : nysql .

If your question is related to the privilege system, please include the output of nysql adni n rel oad,
and all the error messages you get when trying to connect. When you test your privileges, you should
execute nysql adm n rel oad versi on and try to connect with the program that gives you trouble.

If you have a patch for a bug, do include it. But do not assume that the patch is all we need, or that we
can use it, if you do not provide some necessary information such as test cases showing the bug that

your patch fixes. We might find problems with your patch or we might not understand it at all. If so, we
cannot use it.

If we cannot verify the exact purpose of the patch, we will not use it. Test cases help us here. Show that
the patch handles all the situations that may occur. If we find a borderline case (even a rare one) where
the patch will not work, it may be useless.

Guesses about what the bug is, why it occurs, or what it depends on are usually wrong. Even the
MySQL team cannot guess such things without first using a debugger to determine the real cause of a
bug.

Indicate in your bug report that you have checked the reference manual and mail archive so that others
know you have tried to solve the problem yourself.

If your data appears corrupt or you get errors when you access a particular table, first check your tables
with CHECK TABLE. If that statement reports any errors:

< The | nnoDB crash recovery mechanism handles cleanup when the server is restarted after being
killed, so in typical operation there is no need to “repair” tables. If you encounter an error with
| nnoDB tables, restart the server and see whether the problem persists, or whether the error
affected only cached data in memory. If data is corrupted on disk, consider restarting with the
i nnodb_force_recovery option enabled so that you can dump the affected tables.

« For non-transactional tables, try to repair them with REPAI R TABLE or with nyi santhk. See
Chapter 5, MySQL Server Administration.

If you are running Windows, please verify the value of | ower case_t abl e_nanes using the SHOW
VARI ABLES LI KE ' | ower _case_t abl e_nanes' statement. This variable affects how the server

handles lettercase of database and table names. Its effect for a given value should be as described in
Section 9.2.3, “Identifier Case Sensitivity”.

If you often get corrupted tables, you should try to find out when and why this happens. In this case,
the error log in the MySQL data directory may contain some information about what happened. (This
is the file with the . er r suffix in the name.) See Section 5.4.2, “The Error Log”. Please include any
relevant information from this file in your bug report. Normally mysqgl d should never corrupt a table if
nothing killed it in the middle of an update. If you can find the cause of nysql d dying, it is much easier
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for us to provide you with a fix for the problem. See Section B.3.1, “How to Determine What Is Causing a
Problem”.

* If possible, download and install the most recent version of MySQL Server and check whether it solves
your problem. All versions of the MySQL software are thoroughly tested and should work without
problems. We believe in making everything as backward-compatible as possible, and you should be able
to switch MySQL versions without difficulty. See Section 2.1.2, “Which MySQL Version and Distribution
to Install”.

1.7 MySQL Standards Compliance

This section describes how MySQL relates to the ANSI/ISO SQL standards. MySQL Server has many
extensions to the SQL standard, and here you can find out what they are and how to use them. You can
also find information about functionality missing from MySQL Server, and how to work around some of the
differences.

The SQL standard has been evolving since 1986 and several versions exist. In this manual, “SQL-92"
refers to the standard released in 1992. “SQL:1999", “SQL:2003", “SQL:2008", and “SQL:2011" refer to the
versions of the standard released in the corresponding years, with the last being the most recent version.
We use the phrase “the SQL standard” or “standard SQL” to mean the current version of the SQL Standard
at any time.

One of our main goals with the product is to continue to work toward compliance with the SQL standard,
but without sacrificing speed or reliability. We are not afraid to add extensions to SQL or support for non-
SQL features if this greatly increases the usability of MySQL Server for a large segment of our user base.
The HANDLER interface is an example of this strategy. See Section 13.2.4, “HANDLER Statement”.

We continue to support transactional and nontransactional databases to satisfy both mission-critical 24/7
usage and heavy Web or logging usage.

MySQL Server was originally designed to work with medium-sized databases (10-100 million rows,
or about 100MB per table) on small computer systems. Today MySQL Server handles terabyte-sized
databases.

We are not targeting real-time support, although MySQL replication capabilities offer significant
functionality.

MySQL supports ODBC levels 0 to 3.51.

MySQL supports high-availability database clustering using the NDBCLUSTER storage engine. See
Chapter 23, MySQL NDB Cluster 8.0.

We implement XML functionality which supports most of the W3C XPath standard. See Section 12.12,
“XML Functions”.

MySQL supports a native JSON data type as defined by RFC 7159, and based on the ECMAScript
standard (ECMA-262). See Section 11.5, “The JSON Data Type”. MySQL also implements a subset of the
SQL/JSON functions specified by a pre-publication draft of the SQL:2016 standard; see Section 12.18,
“JSON Functions”, for more information.

Selecting SQL Modes

The MySQL server can operate in different SQL modes, and can apply these modes differently for different
clients, depending on the value of the sql _node system variable. DBAs can set the global SQL mode to
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match site server operating requirements, and each application can set its session SQL mode to its own
requirements.

Modes affect the SQL syntax MySQL supports and the data validation checks it performs. This makes it
easier to use MySQL in different environments and to use MySQL together with other database servers.

For more information on setting the SQL mode, see Section 5.1.11, “Server SQL Modes”.

Running MySQL in ANSI Mode

To run MySQL Server in ANSI mode, start mysqgl d with the - - ansi option. Running the server in ANSI
mode is the same as starting it with the following options:

--transaction-isol ati on=SERI ALI ZABLE - - sql - rode=ANSI

To achieve the same effect at runtime, execute these two statements:

SET GLOBAL TRANSACTI ON | SOLATI ON LEVEL SERI AL| ZABLE;
SET GLOBAL sqgl _npde = ' ANS|';

You can see that setting the sql _node system variable to ' ANSI ' enables all SQL mode options that are
relevant for ANSI mode as follows:

nysqgl > SET GLOBAL sql _npde=' ANS| ' ;

nysql > SELECT @d&LOBAL. sql _node;
-> ' REAL_AS FLOAT, Pl PES_AS_CONCAT, ANSI _QUOTES, | GNORE_SPACE, ANSI '

Running the server in ANSI mode with - - ansi is not quite the same as setting the SQL mode to ' ANSI '
because the - - ansi option also sets the transaction isolation level.

See Section 5.1.7, “Server Command Options”.

1.7.1 MySQL Extensions to Standard SQL

MySQL Server supports some extensions that you are not likely to find in other SQL DBMSs. Be warned
that if you use them, your code is most likely not portable to other SQL servers. In some cases, you can
write code that includes MySQL extensions, but is still portable, by using comments of the following form:

/*! MySQL-specific code */

In this case, MySQL Server parses and executes the code within the comment as it would any other SQL
statement, but other SQL servers should ignore the extensions. For example, MySQL Server recognizes
the STRAI GHT_JO N keyword in the following statement, but other servers should not:

SELECT /*! STRAIGHT_JO N */ col1l FROM tabl el, tabl e2 WHERE . . .

If you add a version number after the | character, the syntax within the comment is executed only if the
MySQL version is greater than or equal to the specified version number. The KEY BLOCK S| ZE clause in
the following comment is executed only by servers from MySQL 5.1.10 or higher:

CREATE TABLE t1(a INT, KEY (a)) /*!50110 KEY_BLOCK Sl ZE=1024 */;
The following descriptions list MySQL extensions, organized by category.
» Organization of data on disk

MySQL Server maps each database to a directory under the MySQL data directory, and maps tables
within a database to file hames in the database directory. Consequently, database and table names are
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case-sensitive in MySQL Server on operating systems that have case-sensitive file names (such as most
Unix systems). See Section 9.2.3, “Identifier Case Sensitivity”.

General language syntax

By default, strings can be enclosed by " as well as ' . If the ANSI _ QUOTES SQL mode is enabled,
strings can be enclosed only by ' and the server interprets strings enclosed by " as identifiers.

\ is the escape character in strings.

In SQL statements, you can access tables from different databases with the db_nane. t bl _nane
syntax. Some SQL servers provide the same functionality but call this User space. MySQL
Server doesn't support tablespaces such as used in statements like this: CREATE TABLE

ral ph.nmy_table ... I N ny_tabl espace.

SQL statement syntax

The ANALYZE TABLE, CHECK TABLE, OPTI M ZE TABLE, and REPAI R TABLE statements.

The CREATE DATABASE, DROP DATABASE, and ALTER DATABASE statements. See Section 13.1.12,
“CREATE DATABASE Statement”, Section 13.1.24, “DROP DATABASE Statement”, and
Section 13.1.2, “ALTER DATABASE Statement”.

The DO statement.

EXPLAI N SELECT to obtain a description of how tables are processed by the query optimizer.
The FLUSH and RESET statements.

The SET statement. See Section 13.7.6.1, “SET Syntax for Variable Assignment”.

The SHOWSstatement. See Section 13.7.7, “SHOW Statements”. The information produced by many of
the MySQL-specific SHOWstatements can be obtained in more standard fashion by using SELECT to
query | NFORVATI ON_SCHEMA. See Chapter 26, INFORMATION_SCHEMA Tables.

Use of LOAD DATA. In many cases, this syntax is compatible with Oracle LOAD DATA. See
Section 13.2.7, “LOAD DATA Statement”.

Use of RENAME TABLE. See Section 13.1.36, “RENAME TABLE Statement”.
Use of REPLACE instead of DELETE plus | NSERT. See Section 13.2.9, “REPLACE Statement”.

Use of CHANGE col _nane, DROP col _name, or DROP | NDEX, | GNORE or RENAME in ALTER TABLE
statements. Use of multiple ADD, ALTER, DROP, or CHANGE clauses in an ALTER TABLE statement.
See Section 13.1.9, “ALTER TABLE Statement”.

Use of index names, indexes on a prefix of a column, and use of | NDEX or KEY in CREATE TABLE
statements. See Section 13.1.20, “CREATE TABLE Statement”.

Use of TEMPORARY or | F NOT EXI STS with CREATE TABLE.

Use of | F EXI STS with DROP TABLE and DROP DATABASE.

The capability of dropping multiple tables with a single DROP TABLE statement.
The ORDER BY and LI M T clauses of the UPDATE and DELETE statements.

I NSERT | NTO tbl _nane SET col _nane = ... syntax.
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The DELAYED clause of the | NSERT and REPLACE statements.
The LOW PRI ORI TY clause of the | NSERT, REPLACE, DELETE, and UPDATE statements.

Use of | NTO OUTFI LE or | NTO DUMPFI LE in SELECT statements. See Section 13.2.10, “SELECT
Statement”.

Options such as STRAI GHT_JO Nor SQL_SVALL RESULT in SELECT statements.

You don't need to name all selected columns in the GROUP BY clause. This gives better performance
for some very specific, but quite normal queries. See Section 12.20, “Aggregate Functions”.

You can specify ASC and DESC with GROUP BY, not just with ORDER BY.

The ability to set variables in a statement with the : = assignment operator. See Section 9.4, “User-
Defined Variables”.

Data types

The MEDI UM NT, SET, and ENUMdata types, and the various BLOB and TEXT data types.
The AUTO_| NCREMENT, Bl NARY, NULL, UNSI GNED, and ZERCFI LL data type attributes.

Functions and operators

To make it easier for users who migrate from other SQL environments, MySQL Server supports
aliases for many functions. For example, all string functions support both standard SQL syntax and
ODBC syntax.

MySQL Server understands the | | and && operators to mean logical OR and AND, as in the

C programming language. In MySQL Server, | | and OR are synonyms, as are && and AND.
Because of this nice syntax, MySQL Server doesn't support the standard SQL | | operator for string
concatenation; use CONCAT( ) instead. Because CONCAT( ) takes any number of arguments, it is easy
to convert use of the | | operator to MySQL Server.

Use of COUNT( DI STI NCT val ue_li st) whereval ue_| i st has more than one element.

String comparisons are case-insensitive by default, with sort ordering determined by the collation
of the current character set, which is ut f 8nb4 by default. To perform case-sensitive comparisons
instead, you should declare your columns with the Bl NARY attribute or use the Bl NARY cast, which
causes comparisons to be done using the underlying character code values rather than a lexical
ordering.

The %operator is a synonym for MOD( ) . That is, N % Mis equivalent to MOD( N, M) . %is supported
for C programmers and for compatibility with PostgreSQL.

The =, <>, <=, <, >=, >, <<, >>, <=> AND, OR, or LI KE operators may be used in expressions in the
output column list (to the left of the FROM) in SELECT statements. For example:

nmysqgl > SELECT col 1=1 AND col 2=2 FROM ny_t abl e;

The LAST_I NSERT_| D() function returns the most recent AUTO_| NCREMENT value. See
Section 12.16, “Information Functions”.

LI KE is permitted on numeric values.

The REGEXP and NOT REGEXP extended regular expression operators.
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e CONCAT() or CHAR() with one argument or more than two arguments. (In MySQL Server, these
functions can take a variable number of arguments.)

e The BI T_COUNT( ), CASE, ELT(), FROM DAYS() , FORVAT(), | F(), MD5(), PERI OD_ADI(),
PERI OD_DI FF(), TO_DAYS() , and VEEKDAY( ) functions.

e Use of TRI M) to trim substrings. Standard SQL supports removal of single characters only.

« The GROUP BY functions STD(), BI T_OR(), BI T_AND(), Bl T_XOR() , and GROUP_CONCAT() . See
Section 12.20, “Aggregate Functions”.

1.7.2 MySQL Differences from Standard SQL

We try to make MySQL Server follow the ANSI SQL standard and the ODBC SQL standard, but MySQL
Server performs operations differently in some cases:

» There are several differences between the MySQL and standard SQL privilege systems. For example, in
MySQL, privileges for a table are not automatically revoked when you delete a table. You must explicitly
issue a REVOKE statement to revoke privileges for a table. For more information, see Section 13.7.1.8,
“REVOKE Statement”.

e The CAST() function does not support cast to REAL or Bl G NT. See Section 12.11, “Cast Functions and
Operators”.

1.7.2.1 SELECT INTO TABLE Differences

MySQL Server doesn't support the SELECT ... | NTO TABLE Sybase SQL extension. Instead, MySQL
Server supports the | NSERT | NTO ... SELECT standard SQL syntax, which is basically the same thing.
See Section 13.2.6.1, “INSERT ... SELECT Statement”. For example:

I NSERT I NTO thl _tenp2 (fld_id)
SELECT tbl _tenpl.fld_order _id
FROM t bl _tenpl WHERE tbl _tenpl.fld _order_id > 100;

Alternatively, you can use SELECT ... | NTO OUTFI LE or CREATE TABLE ... SELECT.

You can use SELECT ... | NTOwith user-defined variables. The same syntax can also be used inside
stored routines using cursors and local variables. See Section 13.2.10.1, “SELECT ... INTO Statement”.

1.7.2.2 UPDATE Differences

If you access a column from the table to be updated in an expression, UPDATE uses the current value of
the column. The second assignment in the following statement sets col 2 to the current (updated) col 1

value, not the original col 1 value. The result is that col 1 and col 2 have the same value. This behavior
differs from standard SQL.

UPDATE t1 SET coll = coll + 1, col2 = col 1;

1.7.2.3 FOREIGN KEY Constraint Differences

The MySQL implementation of foreign key constraints differs from the SQL standard in the following key
respects:

« If there are several rows in the parent table with the same referenced key value, | nnoDB performs a
foreign key check as if the other parent rows with the same key value do not exist. For example, if you
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define a RESTRI CT type constraint, and there is a child row with several parent rows, | nnoDB does not
permit the deletion of any of the parent rows.

If ON UPDATE CASCADE or ON UPDATE SET NULL recurses to update the same table it has previously
updated during the same cascade, it acts like RESTRI CT. This means that you cannot use self-
referential ON UPDATE CASCADE or ON UPDATE SET NULL operations. This is to prevent infinite
loops resulting from cascaded updates. A self-referential ON DELETE SET NULL, on the other hand, is
possible, as is a self-referential ON DELETE CASCADE. Cascading operations may not be nested more
than 15 levels deep.

In an SQL statement that inserts, deletes, or updates many rows, foreign key constraints (like unique
constraints) are checked row-by-row. When performing foreign key checks, | nnoDB sets shared row-
level locks on child or parent records that it must examine. MySQL checks foreign key constraints
immediately; the check is not deferred to transaction commit. According to the SQL standard, the
default behavior should be deferred checking. That is, constraints are only checked after the entire SQL
statement has been processed. This means that it is not possible to delete a row that refers to itself
using a foreign key.

No storage engine, including | nnoDB, recognizes or enforces the MATCH clause used in referential-
integrity constraint definitions. Use of an explicit MATCH clause does not have the specified effect, and it
causes ON DELETE and ON UPDATE clauses to be ignored. Specifying the MATCH should be avoided.

The MATCH clause in the SQL standard controls how NULL values in a composite (multiple-column)
foreign key are handled when comparing to a primary key in the referenced table. MySQL essentially
implements the semantics defined by MATCH SI MPLE, which permits a foreign key to be all or partially
NULL. In that case, a (child table) row containing such a foreign key can be inserted even though it does
not match any row in the referenced (parent) table. (It is possible to implement other semantics using
triggers.)

MySQL requires that the referenced columns be indexed for performance reasons. However, MySQL
does not enforce a requirement that the referenced columns be UNI QUE or be declared NOT NULL.

A FOREI GN KEY constraint that references a non-UNI QUE key is not standard SQL but rather an
I nnoDB extension. The NDB storage engine, on the other hand, requires an explicit unique key (or
primary key) on any column referenced as a foreign key.

The handling of foreign key references to nonunique keys or keys that contain NULL values is not well
defined for operations such as UPDATE or DELETE CASCADE. You are advised to use foreign keys that
reference only UNI QUE (including PRI MARY) and NOT NULL keys.

For storage engines that do not support foreign keys (such as Myl SAM), MySQL Server parses and
ignores foreign key specifications.

MySQL parses but ignores “inline REFERENCES specifications” (as defined in the SQL standard) where
the references are defined as part of the column specification. MySQL accepts REFERENCES clauses
only when specified as part of a separate FORElI GN KEY specification.

Defining a column to use a REFERENCES t bl _nane(col nane) clause has no actual effect and
serves only as a memo or comment to you that the column which you are currently defining is intended
to refer to a column in another table. It is important to realize when using this syntax that:

* MySQL does not perform any sort of check to make sure that col _nane actually exists int bl _nane
(or even that t bl _nane itself exists).

« MySQL does not perform any sort of action on t bl _nane such as deleting rows in response to
actions taken on rows in the table which you are defining; in other words, this syntax induces no ON
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DELETE or ON UPDATE behavior whatsoever. (Although you can write an ON DELETE or ON UPDATE

clause as part of the REFERENCES clause, it is also ignored.)

e This syntax creates a column; it does not create any sort of index or key.

You can use a column so created as a join column, as shown here:

CREATE TABLE person (
id SMALLI NT UNSI GNED NOT NULL AUTO | NCREMENT,
nane CHAR(60) NOT NULL,
PRI MARY KEY (i d)

)

CREATE TABLE shirt (
id SMALLI NT UNSI GNED NOT NULL AUTO_ | NCREMENT,
style ENUM't-shirt', 'polo', 'dress') NOT NULL,
color ENUM'red', 'blue', 'orange', 'white', 'black') NOTI' NULL,
owner SMALLI NT UNSI GNED NOT NULL REFERENCES person(id),
PRI MARY KEY (id)

DE
I NSERT | NTO person VALUES (NULL, 'Antonio Paz');
SELECT @ast := LAST_INSERT_|ID);

I NSERT | NTO shirt VALUES

(NULL, 'polo', 'blue', @ast),
(NULL, 'dress', '"white', @ast),
(NULL, "t-shirt', 'blue', @ast);

I NSERT | NTO person VALUES (NULL, 'Lilliana Angel ovska');
SELECT @ast := LAST_INSERT_|ID);

I NSERT | NTO shirt VALUES

(NULL, "dress', 'orange', @ast),
(NULL, 'polo', 'red', @ast),
(NULL, "dress', 'blue', @ast),
(NULL, "t-shirt', '"white', @ast);

SELECT * FROM person;

docmebie e eeeeeaeaas +
| id | nanme |
docmebie e eeeeeaeaas +
| 1| Antonio Paz |
| 2| Lilliana Angel ovska |
docmebie e eeeeeaeaas +

SELECT * FROM shirt;

e oo b= mmo oo +
| id | style | color | owner |
e oo b= mmo oo +
| 1| polo | blue | 1|
| 2| dress | white | 1|
| 3| t-shirt | blue | 1|
| 4| dress | orange | 2 |
| 5| polo | red | 2 |
| 6| dress | blue | 2 |
| 7] t-shirt | white | 2 |
e oo b= mmo oo +

SELECT s.* FROM person p INNER JON shirt s
ON s.owner = p.id

WHERE p. name LIKE 'Lilliana%
AND s.color <> '"white';
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When used in this fashion, the REFERENCES clause is not displayed in the output of SHOW CREATE
TABLE or DESCRI BE:

SHOW CREATE TABLE shirt\G

EEEEEEEEEEEEEEEEEEEEEEEEESESE] 1 r ow EEEEEEEEEEEEEEEEEEEEEEEEESESE]

Tabl e: shirt

Create Tabl e: CREATE TABLE “shirt™ (

“id smallint(5) unsigned NOT NULL auto_increnent,

“style’ enun('t-shirt','polo',"'dress') NOT NULL,

“color® enun('red','blue','orange', ' white','black') NOTI NULL,
“owner” smallint(5) unsigned NOT NULL,

PRI MARY KEY ("id")

) ENG NE=My| SAM DEFAULT CHARSET=ut f 8nb4

For information about foreign key constraints, see Section 13.1.20.5, “FOREIGN KEY Constraints”.
1.7.2.4'--" as the Start of a Comment

Standard SQL uses the Csyntax/* this is a conmment */ for comments, and MySQL Server
supports this syntax as well. MySQL also support extensions to this syntax that enable MySQL-specific
SQL to be embedded in the comment, as described in Section 9.7, “Comments”.

Standard SQL uses “- - " as a start-comment sequence. MySQL Server uses # as the start comment
character. MySQL Server also supports a variant of the - - comment style. That is, the - - start-comment
sequence must be followed by a space (or by a control character such as a newline). The space is required
to prevent problems with automatically generated SQL queries that use constructs such as the following,
where we automatically insert the value of the payment for paynent :

UPDATE account SET credit=credit-paynent

Consider about what happens if paynent has a negative value such as - 1:

UPDATE account SET credit=credit--1

credit--1isavalid expression in SQL, but - - is interpreted as the start of a comment, part of the
expression is discarded. The result is a statement that has a completely different meaning than intended:

UPDATE account SET credit=credit

The statement produces no change in value at all. This illustrates that permitting comments to start with - -
can have serious consequences.

Using our implementation requires a space following the - - for it to be recognized as a start-comment
sequence in MySQL Server. Therefore, credi t - - 1 is safe to use.

Another safe feature is that the mysqgl command-line client ignores lines that start with - - .

1.7.3 How MySQL Deals with Constraints

MySQL enables you to work both with transactional tables that permit rollback and with nontransactional
tables that do not. Because of this, constraint handling is a bit different in MySQL than in other DBMSs. We
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must handle the case when you have inserted or updated a lot of rows in a nontransactional table for which
changes cannot be rolled back when an error occurs.

The basic philosophy is that MySQL Server tries to produce an error for anything that it can detect while
parsing a statement to be executed, and tries to recover from any errors that occur while executing the
statement. We do this in most cases, but not yet for all.

The options MySQL has when an error occurs are to stop the statement in the middle or to recover as well
as possible from the problem and continue. By default, the server follows the latter course. This means, for
example, that the server may coerce invalid values to the closest valid values.

Several SQL mode options are available to provide greater control over handling of bad data values

and whether to continue statement execution or abort when errors occur. Using these options, you can
configure MySQL Server to act in a more traditional fashion that is like other DBMSs that reject improper
input. The SQL mode can be set globally at server startup to affect all clients. Individual clients can

set the SQL mode at runtime, which enables each client to select the behavior most appropriate for its
requirements. See Section 5.1.11, “Server SQL Modes”.

The following sections describe how MySQL Server handles different types of constraints.

1.7.3.1 PRIMARY KEY and UNIQUE Index Constraints

Normally, errors occur for data-change statements (such as | NSERT or UPDATE) that would violate
primary-key, unique-key, or foreign-key constraints. If you are using a transactional storage engine such
as | nnoDB, MySQL automatically rolls back the statement. If you are using a nontransactional storage
engine, MySQL stops processing the statement at the row for which the error occurred and leaves any
remaining rows unprocessed.

MySQL supports an | GNORE keyword for | NSERT, UPDATE, and so forth. If you use it, MySQL ignores
primary-key or unique-key violations and continues processing with the next row. See the section for the
statement that you are using (Section 13.2.6, “INSERT Statement”, Section 13.2.13, “UPDATE Statement”,
and so forth).

You can get information about the number of rows actually inserted or updated with the nysql i nfo() C
API function. You can also use the SHOW WARNI NGS statement. See mysql_info(), and Section 13.7.7.42,
“SHOW WARNINGS Statement”.

I nnoDB and NDB tables support foreign keys. See Section 1.7.3.2, “FOREIGN KEY Constraints”.

1.7.3.2 FOREIGN KEY Constraints

Foreign keys let you cross-reference related data across tables, and foreign key constraints help keep this
spread-out data consistent.

MySQL supports ON UPDATE and ON DELETE foreign key references in CREATE TABLE and ALTER
TABLE statements. The available referential actions are RESTRI CT, CASCADE, SET NULL, and NO
ACTI ON (the default).

SET DEFAULT is also supported by the MySQL Server but is currently rejected as invalid by | nnoDB.
Since MySQL does not support deferred constraint checking, NO ACTI ONis treated as RESTRI CT. For the
exact syntax supported by MySQL for foreign keys, see Section 13.1.20.5, “FOREIGN KEY Constraints”.

MATCH FULL, MATCH PARTI AL, and MATCH SI MPLE are allowed, but their use should be avoided,
as they cause the MySQL Server to ignore any ON DELETE or ON UPDATE clause used in the same
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statement. MATCH options do not have any other effect in MySQL, which in effect enforces MVATCH SI MPLE
semantics full-time.

MySQL requires that foreign key columns be indexed; if you create a table with a foreign key constraint but
no index on a given column, an index is created.

You can obtain information about foreign keys from the | NFORVATI ON_SCHENMA. KEY_ COLUWMN_USAGE
table. An example of a query against this table is shown here:

nysql > SELECT TABLE_SCHEMA, TABLE NAME, COLUMN NAVE, CONSTRAI NT_NAVE
> FROM | NFORMATI ON_SCHEMA. KEY_COLUMN_USAGE
> WHERE REFERENCED TABLE_SCHEMA |'S NOT NULL;

dimccoccooocooos dieccocccoscoocoso dimccoccsooc=os dimocccosoccoooc=os +
| TABLE SCHEMA | TABLE_NANE | COLUVN NAME | CONSTRAI NT_NAME |
dimccoccooocooos dieccocccoscoocoso dimccoccsooc=os dimocccosoccoooc=os +
| fki1 | myuser | myuser_id | f |
| fki1 | product_order | custonmer_id | f2

| fki1 | product_order | product_id | f1

dimccoccooocooos dieccocccoscoocoso dimccoccsooc=os dimocccosoccoooc=os +

3 rows in set (0.01 sec)

Information about foreign keys on | nnoDB tables can also be found in the | NNODB_FOREI GN and
| NNODB_FOREI GN_COLS tables, in the | NFORVATI ON_SCHEMA database.

| nnoDB and NDB tables support foreign keys.

1.7.3.3 Enforced Constraints on Invalid Data

By default, MySQL 8.0 rejects invalid or improper data values and aborts the statement in which they
occur. It is possible to alter this behavior to be more forgiving of invalid values, such that the server
coerces them to valid ones for data entry, by disabling strict SQL mode (see Section 5.1.11, “Server SQL
Modes”), but this is not recommended.

Older versions of MySQL employed the forgiving behavior by default; for a description of this behavior, see
Constraints on Invalid Data.

1.7.3.4 ENUM and SET Constraints

ENUMand SET columns provide an efficient way to define columns that can contain only a given set of
values. See Section 11.3.5, “The ENUM Type”, and Section 11.3.6, “The SET Type”.

Unless strict mode is disabled (not recommended, but see Section 5.1.11, “Server SQL Modes”), the
definition of a ENUMor SET column acts as a constraint on values entered into the column. An error occurs
for values that do not satisfy these conditions:

» An ENUMvalue must be one of those listed in the column definition, or the internal numeric equivalent
thereof. The value cannot be the error value (that is, 0 or the empty string). For a column defined as
ENUM"a','b'","c'),valuessuchas'','d",or'ax"' areinvalid and are rejected.

» A SET value must be the empty string or a value consisting only of the values listed in the column
definition separated by commas. For a column defined as SET("a','b',"'c¢'), valuessuchas'd' or
"a, b, c,d areinvalid and are rejected.

Errors for invalid values can be suppressed in strict mode if you use | NSERT | GNORE or UPDATE

| GNORE. In this case, a warning is generated rather than an error. For ENUM the value is inserted as the
error member (0). For SET, the value is inserted as given except that any invalid substrings are deleted.
For example, ' a, x, b, y' resultsinavalueof' a, b' .
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1.8 Credits

The following sections list developers, contributors, and supporters that have helped to make MySQL what
it is today.

1.8.1 Contributors to MySQL

Although Oracle Corporation and/or its affiliates own all copyrights in the MySQL ser ver and the My SQL
manual , we wish to recognize those who have made contributions of one kind or another to the My SQL
di stri buti on. Contributors are listed here, in somewhat random order:

Gianmassimo Vigazzola <qwer g@rbox. vol .it>or<qwerg@in.it>

The initial port to Win32/NT.

Per Eric Olsson

For constructive criticism and real testing of the dynamic record format.

Irena Pancirov <i r ena@mi | . yacc.it>

Win32 port with Borland compiler. mysql shut down. exe and nysql wat ch. exe.
David J. Hughes

For the effort to make a shareware SQL database. At TcX, the predecessor of MySQL AB, we started
with n5QL, but found that it couldn't satisfy our purposes so instead we wrote an SQL interface to our
application builder Unireg. mysql admi n and nysql client are programs that were largely influenced

by their n5QL counterparts. We have put a lot of effort into making the MySQL syntax a superset of
nSQL. Many of the API's ideas are borrowed from nSQL to make it easy to port free n5QL programs

to the MySQL API. The MySQL software doesn't contain any code from nSQL. Two files in the
distribution (cl i ent/insert _test.candclient/sel ect_test.c)arebased on the corresponding
(noncopyrighted) files in the n5QL distribution, but are modified as examples showing the changes
necessary to convert code from nSQL to MySQL Server. (m5QL is copyrighted David J. Hughes.)

Patrick Lynch
For helping us acquire http://www.mysgl.com/.
Fred Lindberg

For setting up gmail to handle the MySQL mailing list and for the incredible help we got in managing the
MySQL mailing lists.

Igor Romanenko <i gor @ r og. ki ev. ua>

nysql dunp (previously nsql dunp, but ported and enhanced by Monty).
Yuri Dario

For keeping up and extending the MySQL OS/2 port.

Tim Bunce

Author of nysql hot copy.

Zarko Mocnik <zar ko. nocni k@lem si >
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Contributors to MySQL

Sorting for Slovenian language.

"TAMITO" <t onmry @ al | ey. ne. | p>

The B character set macros and the ujis and sjis character sets.
Joshua Chamas <j oshua@hanas. con»

Base for concurrent insert, extended date syntax, debugging on NT, and answering on the MySQL
mailing list.

Yves Carlier <Yves. Carl i er @ ug. ac. be>

nysql access, a program to show the access rights for a user.
Rhys Jones <r hys@wal es. con> (And GWE Technologies Limited)
For one of the early JDBC drivers.

Dr Xiaokun Kelvin ZHU <X. Zhu@r ad. ac. uk>

Further development of one of the early JDBC drivers and other MySQL-related Java tools.
James Cooper <pi xel @r gani c. conp

For setting up a searchable mailing list archive at his site.

Rick Mehalick <Ri ck_Mehal i ck@ - 0. con®

For xmysql , a graphical X client for MySQL Server.

Doug Sisk <si sk@u x. conp

For providing RPM packages of MySQL for Red Hat Linux.
Diemand Alexander V. <axel d@i al . et hz. ch>

For providing RPM packages of MySQL for Red Hat Linux-Alpha.
Antoni Pamies Olive <t oni @ eadysoft. es>

For providing RPM versions of a lot of MySQL clients for Intel and SPARC.
Jay Bloodworth <j ay @at hways. sde. st ate. sc. us>

For providing RPM versions for MySQL 3.21.

David Sacerdote <davi ds@ecnet . con>

Ideas for secure checking of DNS host names.

Wei-Jou Chen <j ou@enatic. i eo. nctu. edu. t w>

Some support for Chinese(BIG5) characters.

Wei He <hewei @rai | . i ed. ac. cn>

A lot of functionality for the Chinese(GBK) character set.
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Jan Pazdziora <adel ton@ i . nuni . cz>
Czech sorting order.
Zeev Suraski <bour bon@net vi si on. net.i |l >

FROM_UNI XTI ME() time formatting, ENCRYPT() functions, and bi son advisor. Active mailing list
member.

Luuk de Boer <l uuk@ws. nl >

Ported (and extended) the benchmark suite to DBI /DBD. Have been of great help with cr ash- ne and
running benchmarks. Some new date functions. The nysql _set per m ssi on script.

Alexis Mikhailov <r oot @redi nf . chuvashi a. su>

Loadable functions; CREATE FUNCTI ON and DROP FUNCTI ON.
Andreas F. Bobak <bobak@ el og. ch>

The AGGREGATE extension to loadable functions.

Ross Wakelin <R. Wakel i n@rar ch. co. uk>

Help to set up InstallShield for MySQL-Win32.

Jethro Wright lll <j et man@ 1 . net >

The | i bnysql . dl | library.

James Pereria <j perei ra@ afri ca. con»

Mysglmanager, a Win32 GUI tool for administering MySQL Servers.
Curt Sampson <cj s@ortal . ca>

Porting of MIT-pthreads to NetBSD/Alpha and NetBSD 1.3/i386.
Martin Ramsch <m ransch@onput er . or g>

Examples in the MySQL Tutorial.

Steve Harvey

For making mysgl access more secure.

Konark IA-64 Centre of Persistent Systems Private Limited

Help with the Win64 port of the MySQL server.

Albert Chin-A-Young.

Configure updates for Tru64, large file support and better TCP wrappers support.
John Birrell

Emulation of pt hr ead_nut ex() for OS/2.

Benjamin Pflugmann
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Contributors to MySQL

Extended MVERGE tables to handle | NSERTS. Active member on the MySQL mailing lists.
» Jocelyn Fournier
Excellent spotting and reporting innumerable bugs (especially in the MySQL 4.1 subquery code).
e Marc Liyanage
Maintaining the OS X packages and providing invaluable feedback on how to create OS X packages.
* Robert Rutherford
Providing invaluable information and feedback about the QNX port.
» Previous developers of NDB Cluster

Lots of people were involved in various ways summer students, master thesis students, employees. In
total more than 100 people so too many to mention here. Notable name is Ataullah Dabaghi who up until
1999 contributed around a third of the code base. A special thanks also to developers of the AXE system
which provided much of the architectural foundations for NDB Cluster with blocks, signals and crash
tracing functionality. Also credit should be given to those who believed in the ideas enough to allocate of
their budgets for its development from 1992 to present time.

» Google Inc.

We wish to recognize Google Inc. for contributions to the MySQL distribution: Mark Callaghan's SMP
Performance patches and other patches.

Other contributors, bugfinders, and testers: James H. Thompson, Maurizio Menghini, Wojciech

Tryc, Luca Berra, Zarko Mocnik, Wim Bonis, EImar Haneke, <j ehanby@ i ght si de>,

<psm t h@ayNet wor ks. conp, <duane@onnect . com au>, Ted Deppner <t ed@syber . conr, Mike
Simons, Jaakko Hyvatti.

And lots of bug report/patches from the folks on the mailing list.
A big tribute goes to those that help us answer questions on the MySQL mailing lists:
» Daniel Koch <dkoch@nctity. cons
Irix setup.
* Luuk de Boer <l uuk@ws. nl >
Benchmark questions.
» Tim Sailer <t ps@iser s. buoy. conr
DBD: : nysqgl questions.
» Boyd Lynn Gerber <ger berb@enez. conr
SCO-related questions.
* Richard Mehalick <RML86061 @ hel | us. con®
xnysql -related questions and basic installation questions.

» Zeev Suraski <bour bon@net vi si on. net.il >
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Apache module configuration questions (log & auth), PHP-related questions, SQL syntax-related
questions and other general questions.

Francesc Guasch <f ranki e@i t el . upc. es>
General questions.
Jonathan J Smith <j smi t h@ p. net >

Questions pertaining to OS-specifics with Linux, SQL syntax, and other things that might need some
work.

David Sklar <skl ar @t udent . net >

Using MySQL from PHP and Perl.

Alistair MacDonald <A. MacDonal d@iel . ac. uk>

Is flexible and can handle Linux and perhaps HP-UX.
John Lyon <j | yon@ nmag. net >

Questions about installing MySQL on Linux systems, using either . r pmfiles or compiling from source.
Lorvid Ltd. <I or vi d@\OLFENET. con®

Simple billing/license/support/copyright issues.

Patrick Sherrill <pat ri ck@oconet. cone

ODBC and VisualC++ interface questions.

Randy Harmon <r j har non@upt i neconput ers. conw

DBD, Linux, some SQL syntax questions.

1.8.2 Documenters and translators

The following people have helped us with writing the MySQL documentation and translating the
documentation or error messages in MySQL.

Kim Aldale
Helped to rewrite Monty's and David's early attempts at English into English.
Michael J. Miller Jr. <nke@ errapi n. turbolift.conp

For the first MySQL manual. And a lot of spelling/language fixes for the FAQ (that turned into the MySQL
manual a long time ago).

Yan Cailin

First translator of the MySQL Reference Manual into simplified Chinese in early 2000 on which the Big5
and HK coded versions were based.

Jay Flaherty <f t y@redi apul se. con»

Big parts of the Perl DBI /DBD section in the manual.
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Documenters and translators

Paul Southworth <paul s@t ext . or g>, Ray Loyzaga <yar @s. su. 0z. au>
Proof-reading of the Reference Manual.

Therrien Gilbert <gi | bert @ can. net >, Jean-Marc Pouyot <j np@cal ai re. fr>
French error messages.

Petr Snajdr, <snaj dr @vt . net >

Czech error messages.

Jaroslaw Lewandowski <j ot el @t net.com pl >

Polish error messages.

Miguel Angel Fernandez Roiz

Spanish error messages.

Roy-Magne Mo <r nro@ww. hi vol da. no>

Norwegian error messages and testing of MySQL 3.21.xx.

Timur |. Bakeyev <root @i nur . t at ar st an. ru>

Russian error messages.

<brenno@ew nt er. con® & Filippo Grassilli <phi | @yppo. conr
Italian error messages.

Dirk Munzinger <di rk@rini ty. saar. de>

German error messages.

Billik Stefan <bi | [ i k@un. uni ag. sk>

Slovak error messages.

Stefan Saroiu <t zoonpy@s. washi ngt on. edu>

Romanian error messages.

Peter Feher

Hungarian error messages.

Roberto M. Serqueira

Portuguese error messages.

Carsten H. Pedersen

Danish error messages.

Arjen Lentz

Dutch error messages, completing earlier partial translation (also work on consistency and spelling).

98



Packages that support MySQL

1.8.3 Packages that support MySQL

The following is a list of creators/maintainers of some of the most important API/packages/applications that
a lot of people use with MySQL.

We cannot list every possible package here because the list would then be way to hard to maintain. For
other packages, please refer to the software portal at http://solutions.mysql.com/software/.

Tim Bunce, Alligator Descartes

For the DBD (Perl) interface.

Andreas Koenig <a. koeni g@n nd. de>

For the Perl interface for MySQL Server.

Jochen Wiedmann <wi edmann@eckar - al b. de>
For maintaining the Perl DBD: : nysql module.
Eugene Chan <eugene@cenet . com sg>

For porting PHP for MySQL Server.

Georg Richter

MySQL 4.1 testing and bug hunting. New PHP 5.0 nysql i extension (API) for use with MySQL 4.1 and
up.

Giovanni Maruzzelli<maruzz@mtrice.it>
For porting iODBC (Unix ODBC).
Xavier Leroy <Xavi er. Leroy@nria.fr>

The author of LinuxThreads (used by the MySQL Server on Linux).

1.8.4 Tools that were used to create MySQL

The following is a list of some of the tools we have used to create MySQL. We use this to express our
thanks to those that has created them as without these we could not have made MySQL what it is today.

Free Software Foundation

From whom we got an excellent compiler (gcc), an excellent debugger (gdb and the | i bc library (from
which we have borrowed st rt 0. ¢ to get some code working in Linux).

Free Software Foundation & The XEmacs development team
For a really great editor/environment.
Julian Seward

Author of val gri nd, an excellent memory checker tool that has helped us find a lot of otherwise hard to
find bugs in MySQL.

Dorothea Litkehaus and Andreas Zeller
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Supporters of MySQL

For DDD (The Data Display Debugger) which is an excellent graphical front end to gdb).

1.8.5 Supporters of MySQL

Although Oracle Corporation and/or its affiliates own all copyrights in the MySQL ser ver and the My SQL
manual , we wish to recognize the following companies, which helped us finance the development of the
MySQL server, such as by paying us for developing a new feature or giving us hardware for development
of the MySQL server.

* VA Linux / Andover.net

Funded replication.
* NuSphere

Editing of the MySQL manual.
 Stork Design studio

The MySQL website in use between 1998-2000.
* Intel

Contributed to development on Windows and Linux platforms.
» Compagq

Contributed to Development on Linux/Alpha.
* SWSoft

Development on the embedded mysql d version.
* FutureQuest

The - - ski p- show dat abase option.
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Chapter 2 Installing and Upgrading MySQL
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This chapter describes how to obtain and install MySQL. A summary of the procedure follows and later

sections provide the details. If you plan to upgrade an existing version of MySQL to a newer version rather
than install MySQL for the first time, see Section 2.11, “Upgrading MySQL”, for information about upgrade

procedures and about issues that you should consider before upgrading.

If you are interested in migrating to MySQL from another database system, see Section A.8, “MySQL 8.0
FAQ: Migration”, which contains answers to some common questions concerning migration issues.

Installation of MySQL generally follows the steps outlined here:
1. Determine whether MySQL runs and is supported on your platform.

Please note that not all platforms are equally suitable for running MySQL, and that not all platforms
on which MySQL is known to run are officially supported by Oracle Corporation. For information about
those platforms that are officially supported, see https://www.mysgl.com/support/supportedplatforms/

database.html on the MySQL website.

2. Choose which distribution to install.

Several versions of MySQL are available, and most are available in several distribution formats. You

can choose from pre-packaged distributions containing binary (precompiled) programs or source code.

When in doubt, use a binary distribution. Oracle also provides access to the MySQL source code for
those who want to see recent developments and test new code. To determine which version and type
of distribution you should use, see Section 2.1.2, “Which MySQL Version and Distribution to Install”.

3. Download the distribution that you want to install.

For instructions, see Section 2.1.3, “How to Get MySQL". To verify the integrity of the distribution, use
the instructions in Section 2.1.4, “Verifying Package Integrity Using MD5 Checksums or GnuPG”.
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4.

Install the distribution.

To install MySQL from a binary distribution, use the instructions in Section 2.2, “Installing MySQL on
Unix/Linux Using Generic Binaries”. Alternatively, use the Secure Deployment Guide, which provides
procedures for deploying a generic binary distribution of MySQL Enterprise Edition Server with features
for managing the security of your MySQL installation.

To install MySQL from a source distribution or from the current development source tree, use the
instructions in Section 2.9, “Installing MySQL from Source”.

Perform any necessary postinstallation setup.

After installing MySQL, see Section 2.10, “Postinstallation Setup and Testing” for information

about making sure the MySQL server is working properly. Also refer to the information provided in
Section 2.10.4, “Securing the Initial MySQL Account”. This section describes how to secure the initial
MySQL r oot user account, which has no password until you assign one. The section applies whether
you install MySQL using a binary or source distribution.

If you want to run the MySQL benchmark scripts, Perl support for MySQL must be available. See
Section 2.13, “Perl Installation Notes”.

Instructions for installing MySQL on different platforms and environments is available on a platform by
platform basis:

Unix, Linux, FreeBSD

For instructions on installing MySQL on most Linux and Unix platforms using a generic binary (for
example, a. t ar . gz package), see Section 2.2, “Installing MySQL on Unix/Linux Using Generic
Binaries”.

For information on building MySQL entirely from the source code distributions or the source code
repositories, see Section 2.9, “Installing MySQL from Source”

For specific platform help on installation, configuration, and building from source see the corresponding
platform section:

 Linux, including notes on distribution specific methods, see Section 2.5, “Installing MySQL on Linux”.
* IBM AIX, see Section 2.7, “Installing MySQL on Solaris”.
* FreeBSD, see Section 2.8, “Installing MySQL on FreeBSD".

Microsoft Windows

For instructions on installing MySQL on Microsoft Windows, using either the MySQL Installer or Zipped
binary, see Section 2.3, “Installing MySQL on Microsoft Windows”.

For details and instructions on building MySQL from source code using Microsoft Visual Studio, see
Section 2.9, “Installing MySQL from Source”.

macOS

For installation on macOS, including using both the binary package and native PKG formats, see
Section 2.4, “Installing MySQL on macOS”.

For information on making use of an macOS Launch Daemon to automatically start and stop MySQL,
see Section 2.4.3, “Installing and Using the MySQL Launch Daemon”.
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General Installation Guidance

For information on the MySQL Preference Pane, see Section 2.4.4, “Installing and Using the MySQL
Preference Pane”.

2.1 General Installation Guidance

The immediately following sections contain the information necessary to choose, download, and verify your
distribution. The instructions in later sections of the chapter describe how to install the distribution that you
choose. For binary distributions, see the instructions at Section 2.2, “Installing MySQL on Unix/Linux Using
Generic Binaries” or the corresponding section for your platform if available. To build MySQL from source,
use the instructions in Section 2.9, “Installing MySQL from Source”.

2.1.1 Supported Platforms

MySQL platform support evolves over time; please refer to https://www.mysql.com/support/
supportedplatforms/database.html for the latest updates.

2.1.2 Which MySQL Version and Distribution to Install

When preparing to install MySQL, decide which version and distribution format (binary or source) to use.

First, decide whether to install a development release or a General Availability (GA) release. Development
releases have the newest features, but are not recommended for production use. GA releases, also called
production or stable releases, are meant for production use. We recommend using the most recent GA
release.

The naming scheme in MySQL 8.0 uses release names that consist of three numbers and an optional
suffix (for example, mysql-8.0.1-dmr). The numbers within the release name are interpreted as follows:

e The first number (8) is the major version number.

» The second number (0) is the minor version number. Taken together, the major and minor numbers
constitute the release series number. The series number describes the stable feature set.

* The third number (1) is the version number within the release series. This is incremented for each new
bugfix release. In most cases, the most recent version within a series is the best choice.

Release names can also include a suffix to indicate the stability level of the release. Releases within a
series progress through a set of suffixes to indicate how the stability level improves. The possible suffixes
are:

e dmr indicates a development milestone release (DMR). MySQL development uses a milestone model,
in which each milestone introduces a small subset of thoroughly tested features. From one milestone
to the next, feature interfaces may change or features may even be removed, based on feedback
provided by community members who try these early releases. Features within milestone releases may
be considered to be of pre-production quality.

 rc indicates a Release Candidate (RC). Release candidates are believed to be stable, having passed all
of MySQL's internal testing. New features may still be introduced in RC releases, but the focus shifts to
fixing bugs to stabilize features introduced earlier within the series.

» Absence of a suffix indicates a General Availability (GA) or Production release. GA releases are stable,
having successfully passed through the earlier release stages, and are believed to be reliable, free of
serious bugs, and suitable for use in production systems.

Development within a series begins with DMR releases, followed by RC releases, and finally reaches GA
status releases.
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How to Get MySQL

After choosing which MySQL version to install, decide which distribution format to install for your operating
system. For most use cases, a binary distribution is the right choice. Binary distributions are available

in native format for many platforms, such as RPM packages for Linux or DMG packages for macOS.
Distributions are also available in more generic formats such as Zip archives or compressed t ar files. On
Windows, you can use the MySQL Installer to install a binary distribution.

Under some circumstances, it may be preferable to install MySQL from a source distribution:

» You want to install MySQL at some explicit location. The standard binary distributions are ready to run at
any installation location, but you might require even more flexibility to place MySQL components where
you want.

» You want to configure nysql d with features that might not be included in the standard binary
distributions. Here is a list of the most common extra options used to ensure feature availability:

e - DW TH_LI BWRAP=1 for TCP wrappers support.

e -DWTH ZLI B={syst en{ bundl ed} for features that depend on compression

e - DW TH_DEBUG=1 for debugging support

For additional information, see Section 2.9.7, “MySQL Source-Configuration Options”.

* You want to configure nysql d without some features that are included in the standard binary
distributions.

* You want to read or modify the C and C++ code that makes up MySQL. For this purpose, obtain a
source distribution.

» Source distributions contain more tests and examples than binary distributions.

2.1.3 How to Get MySQL

Check our downloads page at https://dev.mysql.com/downloads/ for information about the current version
of MySQL and for downloading instructions.

For RPM-based Linux platforms that use Yum as their package management system, MySQL can be
installed using the MySQL Yum Repository. See Section 2.5.1, “Installing MySQL on Linux Using the
MySQL Yum Repository” for details.

For Debian-based Linux platforms, MySQL can be installed using the MySQL APT Repository. See
Section 2.5.2, “Installing MySQL on Linux Using the MySQL APT Repository” for details.

For SUSE Linux Enterprise Server (SLES) platforms, MySQL can be installed using the MySQL SLES
Repository. See Section 2.5.3, “Installing MySQL on Linux Using the MySQL SLES Repository” for details.

To obtain the latest development source, see Section 2.9.5, “Installing MySQL Using a Development
Source Tree”.

2.1.4 Verifying Package Integrity Using MD5 Checksums or GnuPG

After downloading the MySQL package that suits your needs and before attempting to install it, make sure
that it is intact and has not been tampered with. There are three means of integrity checking:

* MD5 checksums
 Cryptographic signatures using GhuPG, the GNU Privacy Guard

» For RPM packages, the built-in RPM integrity verification mechanism
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The following sections describe how to use these methods.

If you notice that the MD5 checksum or GPG signatures do not match, first try to download the respective
package one more time, perhaps from another mirror site.

2.1.4.1 Verifying the MD5 Checksum

After you have downloaded a MySQL package, you should make sure that its MD5 checksum matches
the one provided on the MySQL download pages. Each package has an individual checksum that you can
verify against the package that you downloaded. The correct MD5 checksum is listed on the downloads
page for each MySQL product; you should compare it against the MD5 checksum of the file (product) that
you download.

Each operating system and setup offers its own version of tools for checking the MD5 checksum. Typically
the command is named nd5sum or it may be named nd5, and some operating systems do not ship it at
all. On Linux, it is part of the GNU Text Utilities package, which is available for a wide range of platforms.
You can also download the source code from http://www.gnu.org/software/textutils/. If you have OpenSSL
installed, you can use the command openssl nd5 package_nane instead. A Windows implementation
of the md5 command line utility is available from http://www.fourmilab.ch/md5/. wi nMd5Sumis a graphical
MD5 checking tool that can be obtained from http://www.nullriver.com/index/products/winmd5sum. Our
Microsoft Windows examples assume the name nd5. exe.

Linux and Microsoft Windows examples:

$> nd5sum nysql - st andard-8. 0. 27-1i nux-i 686.tar. gz
aaab65abbec64d5e907dcd41b8699945 nysql - st andard- 8. 0. 27-1i nux-i 686.tar. gz

$> nd5. exe nysql -install er-communi ty-8.0.27. nsi
aaab65abbec64d5e907dcd41b8699945 nysql -instal |l er-communi ty-8. 0. 27. nsi

You should verify that the resulting checksum (the string of hexadecimal digits) matches the one displayed
on the download page immediately below the respective package.

.tar.gz,or.nsi file)and not of the files that are contained inside of the archive.

Note
@ Make sure to verify the checksum of the archive file (for example, the . zi p,
In other words, verify the file before extracting its contents.

2.1.4.2 Signature Checking Using GnuPG

Another method of verifying the integrity and authenticity of a package is to use cryptographic signatures.
This is more reliable than using MD5 checksums, but requires more work.

We sign MySQL downloadable packages with GhuPG (GNU Privacy Guard). GhuPGis an Open Source
alternative to the well-known Pretty Good Privacy (PGP) by Phil Zimmermann. Most Linux distributions ship
with GhuPGinstalled by default. Otherwise, see http://www.gnupg.org/ for more information about GhuPG
and how to obtain and install it.

To verify the signature for a specific package, you first need to obtain a copy of our public GPG build
key, which you can download from http://pgp.mit.edu/. The key that you want to obtain is named nysql -
bui | d@ss. or acl e. com Alternatively, you can copy and paste the key directly from the following text:

----- BEG N PGP PUBLI C KEY BLOCK-- - - -
Ver si on: GhuPG v1

nQG BD4+owwRBAC14d f Uf CyEDSI e PvEVWBSAFUdJ Bt oQHH nJKZy Qr7h9bPl UWC3
ROD] QReyCl TRr dwy r KUGku2Fme VGm 2u2 WrDIMNABLnppr WPk BdCk 96+QOTSLNSbr Z
f w2v OUg CiYv 2hWohy DHuv Yl Q&/ BThQoADgj 8AWS/ OLo7V1V8/ 8VuHPOgQWCgvzV3
BgOxRznNCRCRxAuAuVzt HRCEAJooQK1+i Si unZMYD1IWIf eXf shc57S/ +yeJkegNwW
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hxwROp RWAr NYJdDRT+r f 2RUe3vpquKNQU/ hnEl UHJRQqYHo8gTxvxXNQc 7f JYLV
K2Ht kr PbP72vws EKMYhhr 0eKCbt LG | s9kr j J6sBgACy P/ Vb7hi Pwxhér DZ71 TnE
k YpXBACMABP8NJ TkanmEnPCi a2Zo OHODANwWP UK P43 7j sDirgt obZX9qgnr AXw+uNDI

QIEXMBFShi OLLt Zci NI Ysaf wAPEOVDKpMjAK6EI yi sNt PvalLd8l HObPAnWjcyef ep
r vosxxgqUEM: MBo7wwgf N83PCk DasDbs3pj wPhxvhz6/ / 62zQ17QTX TUUwg Umvs
ZWFzZSBFbndpbmVl e uZy ABbXl zcWit YnVpbGRAb3NzLmAy YWNsZS5) b20+i GhE
Ex ECACWCGy MCHg ECF4 ACGQEGCOWkK | BWMCBh UKCQg CAWUWAG MBAAUCXEBY+WUJ | 87e
5AAKCRCMEYO7UHLhORZPAJQuvnDz| zf CN+DHxHVaoFLFj dVYTQC bor sC9t nEZYa
whhogj eBkZkor byl aQQTEQ AKQ bl wYLCQgHAW EFQI | AwWQWAgVBAh4BAhe AAhKB
BQITAdRMBQkaZsvLAAOJEI xxj Tt QcuHLX4MAOKNLWAbCBUj 96637kv6Xa/ f JuX5m
AJwPt ngDf j Ue2i uhXdTr FEPT19SB6ohnBBMRAgAMAhsj BgsJ CAc DAgQVAggDBBYC
AWECHgECF4AFAK53Pi oFCRP7AhUACgk Q HGNOLBy 4f Unz ACeJdf qgc9gWIUhgnt M
AOTAR] wuxcAoKf M-UBYy MOGELi +TRi f 7M KEnms 6pi Gk EEx ECACK CGy MGOwk | BWMC
BBUCCAMEFgI DAQ eAQ XgAl ZAQUCUZSROgUJFTchqgAKCRCME YO7UHLh9Yt AAJ9X
r A ym mozPZn+A9l s8/ umvt Ts QCf aQWNg1dNkhH2ky By c3Rx9/ V2 xf qJ ARMEEAEC
AAYFAl AS6+UACgk@al C+CGoXHi vr Wi / dt Lk/ x+NC2VMDI g+vOeMIqgGLI | hXZf i

NsEi svvGaz4nBf SFRGe+1bvvf DoKRhxi GXU48Rusj i xzvBb6KTMuY6JpOVf z9D0j 3
HIspYri Ha+i 6r YySXZI pOhf Li MiTy 7NH20OvYCyNz SS/ ci | UACI f H 2NH8z NT5CNF
1uPNRs7HsHzzz7pA Tj t TW F4cq/ | j 6Z6CNr ndj +Si Mvj YNQu6SAEKG oNt pycgD
S5HGKR+I 7Nd/ 7v56yhalUe4FpuvsNXi g86K9t | 6MUFS8CUyy 7H 3k VBZOMWBMD53k
NGJIALSygQr 50DA3j MKVl 4ZnH e2RVW\RNFTr 5YWORTMK USQPMLpBNI k BHAQQAQ A
BgUCU1B+v QAKCRAohbc D0z ¢ ¢ 8d WWCACWKXWDXI c AWRUWA+j 3ph8dr 9u3SI t | j n3wB
c7cl pcl KWuLvTz7l Ggzl VBOs8hHAXgkSA+zLzl 6u56nmpUzskFl 7f 11 3Ac9CH M
OMevMROhwW D1HAZt Gf bD+wkj | gqgi t NLoRcGdRf / +U7x09CGhSS7Bf 339sunl X6sM
gXSC4L32D3zDj F5i cGdbOkj +3I Cr Rnp853dGy A3f f 9y Ui BkxcKNawpi 7Vz3D2ddU
pOF3BP+8NKPg4P2+sr KgkFbd4Hi dcl SQCt 3r YAvaTKkEKLKgOnNNA6U4r 0YgCa7wl T
SsxFI nt MVzaRg53Q KO+YkHOKuZR3GY8B7pi +t | gycyVR7m Fo7r i QEc BBABCAAG
BQIW)VdOAA0JEEZu4b/ gk4UKkOMH Rnt 7EccPj SIC5Cr B2AUSLY2Dsr +PePl 2ubP
WEdG82qSj j Gobhl H8LSg/ Pz QoGHI FWMmZW Kkt RT+dcglLbs3b2VWCNAWCESj OHd
UkChEowgondNvH BHKHj P4/ | F68KOPi O 2mxYYknpM7BW 3kB57DJ5CTi 3/ JLoN7
zF40ql s/ p09ePvnwst pgl bbt Un7XPO+1/ Ee8VHzi mABonb2PkQ uxNi VUzLVn3bS
Wjr d5ecugLk6yzj PXd2XhDHWCOTwpl 68CGePr u6EzQ usi OnbS/ sHgEXgh/ | xr FZV
JI'1j F75JvosZqg5zeul r 0i 6kO j +Y1p6M f i hl TZ1gTnk+CLvK2JASI EEAECAAWF
Ak53QS4FAWASAQAACKQ x CAnBpXr Xwd 8 / be/ UOAnmf oc2s MyhwivoN4/ f d BV

Lk A12 FXQDOQWWHIHs nEj nf UgYKXschZRi +DuHXe1P7| 8G2aQLubhBs Q¥ 9ej KvRF
TzuWMXdIl g+6Koul xv6of kCcv3dixt QW nb5yxcpVBPr Rf GFGebJvZa58Dy mCNg
yG AUBACz4veavNm 2+d D Y66+t YDvZ+CxwzdYu+HDVIHNT Jf c6deMdmBn7SR
j gzxJPgoThi hTaveq/ R5/ 2p5NvQ H840gS6G osf Gc2duUDz CP/ khe MRKf zuyKC
OHQPt Jul j 8++gf pHt EU7| DUX1S03c9n0PdpeBvcl s DbpRnCNx QAU4mBot 4k Bl gQQ
AQ ADAUCToi 2GQUDABJ 1AAAKCRCXELI byl et f LZAB/ 90Rgx+NC98UQD/ W xCRyt z
Vi / MuPnbgQUPLHEap10t vEi 33S/ H xDR/ t cGof Y4cj Avo5skZXXeWj93Av7PACUb
zkg0X0eSr 20L6wWy 66xf ov72AwSuX+i UK68qt KaLgRLi t MD2y8aNRV/ ggKvt 7UM/ G
mOvs5yLaYl obyvGaFC2C f KNGt 2M VnQZCrm YBOWCKt PGKEXi u2yZM f c YGxQcpH
KVFG59KeF2cM2d4x YMBHI gk SGGWBO6LFVSy eRwGHwbt t gLpD5bM T2b3f F/ J35r a
CSM_Zear RTq8aygPl +XM/MVReR946aw6j mOsgNBEr bvvl dQ 6LudAZj +8i nc XV2K
i QEi BBABAgAVBQJ OmlnRBQVAENUAAACJEJcQuIVKVE18AvI | Al EF1ZJ+Ry 7WOdKF
50eQ@ ynaYU gzN92f W 9zB8yuQ ngkFJG dYMoci 1t Rlsi zi | VIFusR3ZonqAPGK
/ SUt a9Y6KWL.hnt 7¢5UnEHKI g/ Nf dMZ2WV/SI yk Xl ct gwOsbb+z1lecEd4GBu9j 5i | |

MOLB36r Qay YAPoeXLX8dY4Vy FLVGaQO0r WBYFZr pwl6 ATWOWGI P332NSf Ck4zZq
6k XEWD7q0st 3YBgAAGINQy EeZCa4d4pBRSX6189Kj g6CDnl cai OF6HO6PLr 9f Rl L
r 5CbCgU+&@gEhf i VWDEVIE+7/ Bg2pYZ9whhk BqWQz dpXTNTM24uaEhEO1EPC5zeC
O214q6mJ ASI EEAECAAWFAK 61 pg EFAWASA QAACgKQ xCAnBpXr Xz Ahwf / f 9099216
3Y5FZVI xexygXQ Mct QUKHUXEVNRFYbA49dQLD4S73N+zN7gn9j FeQcBo4wdqVUV
94U/ t a/ VbLkdt NREypl PMAXYBYESW d9bf yg3q1PbEi Vj k995sBF+2+To99YYKst

gXPqj | HOj Uf EyDmexQ +hsp8Rc63kvkl x36VBa4ONRYFef GAhKDM gL2YAhc1UkG
t KGTuLm COM V6! vi DZD3RIf 5375VFnaHv 7eXf wQx OwE+Bx G3CURY j f xj ax MImvP
yAGr hDp50TUEVgDYNbko5Ux YOnT Sj vF4Fz Xwger El XJUkUz ShOpp7RxHB/ 11 CxD
s7D1F1hl gFQuNI kBl gQQAQ ADAUCTr zZHAUDABJ 1AAAKCRCXEL. byl et f MUpB/ 4s
07dREULI BnA1D6qr 3f HsQINZgbAuy Dl vgGGE-W oy EDs+1JMFFIl aa+Eel| 01386GU
2DamDC23p31 B79uhJeD2Z1TcVg4cA64Sf F/ CHca5coeRSr dAi udzU/ cgLG XI P
/ CaFamXgdMkAhl oLFbSHPCZkyb0OphVa8+xel VDr KLIHBy ZsNI Xy/ SSK8U26S2PVZ
2014f WKbJ1Aga8N6DuWY/ D8P2mi 3RAbi uZgf zknKL5i dH wSKf nFKdTgJzssdCc
1j ZEGVK5r FYcWOr JARHeP/ t snb/ UxKBEsNt O7e3N2e/ r LVnEykVI C066hz 7xZK/ V
NBSpx3k3qj 4XPK41l Hy2i QEi BBABAgAVBQI Oz q CBBOQVAENUAAA0JEJcQUIVKV618
2t wH 01 zj XLxN45nv| f Ej C75a+i 9ZSL| gR8I sHL4GpEScFKI 0a0l T4l VAI Y2RKG+
MAs 2e HMOUf KuwGs 5j | uRZ9RgKr c61sYOXQVI/ 7znY9Db16ghX04Jj knOKs/ f Pi 87
r vkk B/ QxJW58gbb/ er RmM-cPNj bRx TFPS5J I wFWHAL6i e FEpvdAgKVenf vaVTqlr
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j PDcnl AQCIN2SmUFx9Qx3SRc61 Thamlhj FnY6sCh6AUhXLI 2f 1nglxHOPgEy42Um
68pr RqTyJ71 ox1g/ UDDkeeUcAg7T1lvi Tz7uXpS3W q4zzo4dyOpalf LDR3pl 592Zk
SNGTMb6ay SE40ABt 8i 1Pc1Pn6AmI ASI EEAECAAWFAK 7y PFYFAWASA QAACgk Q xC4
mBpXr Xz Xi Af 9Fr XeOl gcPM+t YOAMLhv5gXJi 2VUBaLxpy RXm kJcnmxl nKqlGCd3y
D4/ FLHNu3Zc Cz/ ukl PAbZXW 006ewqOLVW Rt kI mlj W edH+hGyaTv95VkI oj Rl Bd
8nBaJ6MB8r | j MBHTFWWWj QFVF 4FLRIQZgH vj cCkq2Dd9BW pGXvr / gp Kk mV YNK
/ ftfZRcChb35N 19VRpChj 9u8080Pc KWW ZBc PWFGV5¢c EBzmAC94J7JcD8+S8I k8
i UIMQGEL3QcmZOBozovh86hj 7KTSEBH LXI 832z289HLhLeuLbnXoGLv3zeUFSxkv
1h35LhZLgl MDQRXLuUz x GHVBpLhPy GARJ 4k Bl g QQAQI ADAUCTWQI FWUDABJ 1 AAAK
CRCXELi byl et f ABvB/ 9Cy69cj OgLGyw Ts3Cpg/ / 40j ndhSAVxi | Ji vP6J5bubFH
DJl VTx541Dv5h4hTG2BQUUeQ4q1VCpSGWH HcdhPyvinZGRz 1r xdQQGh1Dv0Bod2¢
3PJVSYPSr RSwCZJkJHCO VRBdj K4nkZb5aFTza+Tor 9kxzj 4FcXVd4KAS+hHOHYHc
Ar8tt2e0OLzqdEFTULeG SoNn+PVzvzdf hndphK+8F2j f QRUKuc0107k0Yn9xZVx0
OG6f E1gSt zLv7C5amN.Rd8+xh+MOG3MgNgl pBoExs EMM PBYSUHa6! xpdMNWLi b
r 1 yVncE9X8Qoh! nt 8KOsNn/ Edbul dIJNGYbDLt 704i QEi BBABAgGAMBQI PFdTc BQVA
EnUAAA0JEJcQuIVKV6184owHwZ/ uLpezXnSxi geHlsi g72QEXM Nd5DVHCIdi g3
bo+K5YmMMN710/ nbz+63XKUEWd6/ knaj CbgckThzW t NeK1SSFQGPnD YZPIEZnSU
7L+/ dSUpExbj 842G5LYagr CyM& | x RywMENbi 72TKS/ JOKOj Li OCdvVy+PHr ZSu0D
TVQ7cJIh1BnPsbz7zzxj ncl 51 +7B7K7RHZHq45nDLol abwbDacj 7BXvBKOAj qz4QyJ
GQUj XC7q+88I +pt PvOXl E5nl / Nbi CIOM 6d/ bWN1KwYr C80f ZuFaznf QFc Py UaDw
yRaun+K3kEj i 2wiXecq+y MrLUEp01TKs UeOL50HD6hHHO7W-J ASI EEAECAAWFAK 85
b Qs FAWASdQAACgkQ xCANBpXr XwKPQIAI kbUsTr 7nkg+haCk0j KpaHWEbRVEGWV B
| 3F7E+RDO6V/ 8y4Jt n04EYDc8GgZMBah+nDgel Ng3y8j RMYV5j Wt ZXv2MAYFUcj M
kVBKeqghi / pGEj mudndt 3D Pv3Z+f MTMRmAocl 981i Y/ go8PVPg/ +nr R6c FK2xxnO
R8Taci kJBFeSf kkORg1lt Dzj j Yv1B5ZI Ekppl epl 5ahJBBq7cpYhTdY6Yk0Sz0J8w
Edf f LSaNxr RuMLr Rf\W ZU7p9bFzf b/ 70Hc21dJnB7wKv5Wit gE+j i QvAt OKaf 5hc
SgRYuF6heu+B25gc5Uu88l 0409nZ70xQhDCn7JHvzhOr hnSN+Ki d4k Bl gQQAQ A
DAUCTOqQr QUDABJ 1 AAAKCRCXEL. byl et f COUB/ 402ggJ YMDCLX EpPOGUSUKCh3+/
zmLDN7Qe4kY2i Ct Flpl KHQaTgt 5FI gRCFai XcW7We Gz/ FnnxonR1| eLl +kf Rl wy
PPnol / AWPCy/ NO4Cl 5Knj sSmsdDUpCowZ4KYsdi | ZR7Vi Ju2swdAl gnXBuwr | RIR
7CKATAKr TeonRgVSr Vx8Vt / / 8/ cYj 73CLg80Y/ KKOi Hi Q@ Swo44uyhdi FI Assj yX
n6/ 2E+w0zgvPex NSNNROHBpj bg+NTY6GAKI Gsaej 3UTRWQ7 psv KXz 8y 7xdz mOAr
/ khGvxB5gj kx02pi nj ei aBv66aH6r bnoj JMAovNUS4EHAHNul v4r ovC8Kf 9i i QEi
BBABAgAMBQI PVds aBQVAENUAAA0JEJc QuIVvKV618vVEI ALFXPBzcAOLSnQar BLzy
YMWZZunPv SXKnUHAO+6kj ApXPJ+gFRdUaSNshZxVKY9Zr ybl u4ol / f LUTt 0Cl i SD
| xD6LAGXEMAVYYC 41 PO8bVsInG TLFWQGHMWR7Enj VoTi DBCh7kPq2EXr 3dMRgzj
pdz+6aHGSUf CdLTPXuf DvWW83bEWGARVUTIKw+w r cuRqQtucW gJGacE4zeH Zad
JIx1XUmLX+Bbl 73ui Qussyj hhQVWNU7QEdr j yuscaz/ H38wj UnmNby| x DPB4| 8quCl
knQOwSHr 7gKpM+-E9nhi S14poRqU18u78/ sJ2MJPXnQA65331 C238/ LP8JgqB+Bi Q
BTSJASI EEAECAAWFAK 9Ng3c FAWASAQAACGKQ x CAnBpXr Xx QRAF / UZI kkpFJj 1om
9hl Rz7gS+| 7YvTaKSzpo+TBcx3C7aqKJpi r 6TI MK9ch9HGTHo2Xp1N3Ft QL72NvO
6CcJpBURbVSyb4i Ohr m YcbUCA4Y3eaj WWkRS3i Vf GNFbc/ r Ht hVi zOr 6Y5] hXX16
aVkDv5Cl FWAF3Bi UKOFnHr Zi y4FPac UXCwEj v3uf 8MpxV50END8Vs1h4TL3oby Uz
gr | nFr EMYE/ 12| kE8i R5SKWCaF8eFy| 56HL3PPI 90JMXBXz hws FoWCPuwj f MbwesW
LI // zynwxt | J9CRz9c2vK6aJ8DRu3Of BKNLi i ECNEynksDnNXEr n5x XKz 3p5pYdq
e9BLz UQCDYkBI gQQAQ ADAUCT3i nRgUDABJ1AAAKCRCXELI byl et f GWKCADI97gk
geBnt Q+t Zt KSFy XznAugYQnbzJl d8U6e GSQnQkMA0Vd62UZLdASM | VIKS8y 4A4L.2
Ocl 14zs5t KEQ72BxQOn5x kx| LASwWL/ 8WeYEbw7 ZA+s PG / q9v 3kl kr u3sve4mvA
enZt xsykexRGyCunxLj zl AcL1dr W GUYE2KI 6uzQS7j b+3PNBI oQvz6nb3YRZ+Cqg
Ly9D41SI K+f pnV8r 4i ghu7r 4LmAQ7 QLDF9aoGaYvn2+xLGyWHxJAUet 4xk MNOLp6
k9RF1nbNe4l / sqeCB25CZhCTEvHdj SGTD2yJR5j f oVkwCOW8DZGLQOW Wjki 4hSB
| OcncvB4pClSIYzi QEi BBABAGAMBQIPi nQFBQVAENUAAA0JEJcQuJVKVE18CFEI
AJp5BbcV7+IBMRSvkoUc AWDoJ SP2ug9z G5 FB8J90PDef KWCKs5Tj ayf 2TvVent g
5DE9SGaxbl ol wa74FoZl gql hMZ4At Y9Br +oy PJ 5S84 4wp AmAMFC 6 NnEPFaHQk Q+b
dJYpRVNd9OI zagJP261P3S+S9T2UeHVdQJ BgW q9Mos4l nZzWsnZf Q4Lsz0aPqe48
t kUghw+nf | by994qgl wNA k/ u+l /| IbNz5z2DY910sc XTR 2j V1gBgKYWwCXxyB3j 9
fyVpR +7QngbTWCl CVFL+uuYpPOH doKNghz EQUAUQQLOBINs PTXf a2hG+32ZYg
5pz| 5V7GCHqOKO6u5Ct j 3TGIASI EEAECAAW-AK +¢c QEEFAWASA QAACgK Q x CAnBpX
r Xzi 7AgAx8wJzNdD7Ul gdKnr AK/ / YqH7ar Sssb33Xf 45s VHDpUVA454DXeBr Zpi +
zEuo0305BhAuf 38cwf bkV6j NLMC2NOFZf py4v7RxHKLYr 7t r 6r +DRn1L1gi X5ybx
CgYOf LAxkws c WJKGKABW kz9b/ be EXaQ2r M +7DBUdp AOP5 FNRQBW.RWBc M3Q aT
S4YcNDAI Nkr SP8CMLQP+04hQ ahxwCgBnksyl ci gz3Y5/ M eybNnTOr dj VDsFOCe
t OuLO WKUZV1Ff ad db/ oBQLg+e1B74p5+q3aF8YI 97qAZpPalqi QzW DX8LX9QX
EFyZ3mvqz G- xkFooc Xl eNPgWI'8f Ruok Bl gQQAQ ADAUCT64N QUDABJ 1 AAAKCRCX
ELi byl et f DOGCACKf cj Q Sxr W EUr YYZpoBP7DE+YdI | Gunt 51 6vBmxnt / 5CEhqr
+dWwoi yC5t nBCvJIbuZup8anW Fz TTInPRPsnE4z 7EK+3CNWM2W ynsLCGt 1pRFK
4/ 5RNj RLbwl 6Et 0CQ¥ pLcZJd/ / SB56sK4DoFKH28Ck4cpl ESPnoMyA3Qaf dSEA/ FL
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qvzZV/ i Pgt Tz7vj QkMr XAl UVAf vKe3i Xk AEXGXt mgd XHVFoKnHr xJ2DTSvM7// 19z
j GJeu2Mhl KHygEnCk6hLj xy CESpAH59KI bAQOP1bS28x| Rsk BApm2wiN+LOZW C62
HhERe Q60i nCGuuubKOPqUNy Yc+l UFxr Fpcl i QEi BBABAGAMBQI Pv9l VBQVAENUA
AA0JEJcQuIVKVE18AzgH | RFFCI 4gj voqj i 1f i 7yNPZVOVWMRH13Ks+Af cj Rt HUV
aa30u50ND7 TH+XQebyer TapLh3aAm sNP99aTx| uwRS| yKEoDs 93+XVSgRgPBgbF
/ vxvOykok3p6L9DxFQ wscL8Jr BhMZoJr Ekl BFkwiN8t W ¢ XPRFQvcdBYv3MBDTZU
qY+UHnOxHvSzsl +LJ0S9Xcd9C5bv Yf abmyJvG5eRS3pj 1L/ y3a6ywehv Y+Jt nQAk
t 05TdeHM gQH zb8VI9wx Dz mEOuUN8LY0C2Jx5Tpi k@ JSej wK6b3cox VBl ngku6+C
gDAI mMbZLW6HIX YY1 KOFoJs7j 5b QZEWJUO7 OLBgj cMOgJ ASI EEAECAAWFAK/ Rpc8F
AWASAQAACgkQ xCAnBpXr Xwd9Q¥ / TdNbun2ht Q+c RWAr szOx8BLEi W x6PVyUQpZ
nV/ 0gvhKzl JUi MMhQPcAOAsG hqgt CN6Cy 8KXbK/ TvPnBD/ Nk 6 HW\D1Ponzr JVFk2
yWGHl uTR+! | uKSp7nmembymdwds5cPg7311 nB1RUQUSNdj Lr g9YCOF 5FVL8Ngnt QAU
4E8d68BbmVCQC5MM 0901 FKwKz nShf py 7VYN25/ BASj 8dhnynBYQEr qToQIB6Cnd
JhdTI bf R4Si r qAYZZg3XeqGhByyt EHE1x 7FMANFYhdNt snAvhYBbWjAzBs8I F9Jd
Mhaf OVQU/ 4z10gVr Rt XLR/ i xr G +P4cM f OQkqd6pwgVkaXt 60k Bl gQQAQ ADAUC
T+Nx| AUDABJ1AAAKCRCXELI byl et f FBBCAC6+0TUJDcNagqOx OGLKVi Y6KYgONCL8
PWNK+RKNK/ N1V+WGEI QH7 gDMMRoOn3yogr Hax4x! eON | Lr vHKOO6dr S1D0j sym hR
Snm2XbE/ 8pYnEbuJ9vHh3b/ FTChnSAO7dDj SKdWD3dvaY8| SsuDDgPdTX8FzOf r XC
M22C/ YPg70URA5svELlb+yi smPAKnVNWAepEuPZcnEMPFgop3haHg9X2+nj / bt DB
Yr 6p9kAgl Y17ni gt NTNj t | 0dM_u43al zedCYHqO NHi B049j kJs54f MGBj FOqPt ¢
nDk44xyKd1/ IXWWHNUNt wks ChAXJIS3YCci Myl x6t gYUTndr P41 6qlr f ri QEi BBAB
AgAVBQIP9T1VBQVAENUAAAOJEJcQuIVKVE18J9w Al 11 | d9SMEHF6PKXRe154| E
pap5i M/ | GTj +9ZcXm f 802PoMvhnb3/ E1k+EZUaeSBoOnrj S8C2gwd5XFwRr | wAD
Rl K/ pG5XsL4h5wniN2f j 1or or r IXvgH427PLRQK9y zdwA+9HTBOXj 0S8qZT9pl yK
AlZz AydAMyy seRHgNoOvMM gr s4oj o+CcFGQHr F31 ayj vV UPOM j 7af opFdl Zml

GaSFOTXBzqczZlchFv/ eTBcl ul KRvl aDee5FgV7+nLH2nKOARCLVV/ +8ubi 2zbr 83
| p5x2t D3XuUZOZWk DOAQWNET LdnGh4| kxbGxvCt saJHaLXWRn760Rj | UcwWMEBKJ
AS| EEAECAAWFAI AGYW FAWASAQAACgK Q xCAnBpXr Xwy VAgAvuUVEl 6yuGkni WO v
uHEusUv/ +2GCBg6qV+! EpVt bTCCgi Fj YR5GasSplgpZ5r 4BocA bGdj dJGHTpyK8
xD1i +6gZWUYhNRg2POXWVzcNEl 2hhouwPLQG f cmM'wAKU76 TEV3L5STvi L3hWjUR2
yEUZ3Ut 0l GVWW6UPER9j pR3gd6O3PeuFkwf +NaGTye4j i oLAy3aYwt ZCUXzvYniNLP
90K4y+5yauzt eLmNeq26m KC/ NQu4snNFCl PbGRj HD1ex9KDi AM t OQgNAVEQ7sr T
r Ygt T531Wr4deHpNgoPl HPuAf COH+S6YWIMogf cb6dV+Rr d8I j 6zM3B/ Pcj s YUf

OPdPt | kBl gQQAQ ADAUCUBgt f QUDABJ1AAAKCRCXELI byl et f AvBCACQ w21Lf eg
d8Rm | Tsf nFGE sf MBMv/Zcj Vf EAt sY3f TKONi yUOB3yX0PU3ei 37qEW-50Bzqi St f

5VhNvLf bZR+yPou702MAP31ng3Uc6gr pTV64BRI kCmRWj40WM NI Lhv7AN Oat gj

ATYQXgnEwW7 nf FbOXZt MTD6cnr z/ AAnTPVgZDxz opOVyCCCLZK4Vpq9FKdCYUaHpX
3sqnDf +gpVI HkTCMHWLYQCOe X5N +f gng6Jppa@y SZRUDr +uFUsOuvDRvI / cn+ur

ri 92wdDnczj FunKvz/ cLIAg5TGJIv1Ix3wecALsVgQ@BgL7f 7vr 10OVvaghl 5FEBqdN
29L9cZe/ Znkr i QEi BBl BCQAMBQI VoNxy BYMHhh+AAA0JEE0z 7NUny PxLD1EH 2eh
7a4+8A1l PLy2L9xcNt 2bi f Lf FP2pEj cGsul BoMKpHvuTCgt X6ZPdHpM7uUQg e/ F1
CCNOI PB533ULNI oW KndwNUJj ught oRMtcaMJd Yy c4k Q29 Se6hMPDf y s WwXE5Bwe
PrmoOmax WPVOH/ cVNO4zy Luxdl QZNQF/ nJg6PMsz4wsz +K6ENGGTR4NEPCC72i V+6R
Uc/ ry/ 7v5cVudhOs+r 104mm\V5yLecQF13cHy2J1 ngl HXPSI xTZbeJ X7qqxE7TCh
5nvi SPgdk890B5j FSx4glef Xi wt LI P71 bDl xHduomy QuHIy qnPPZMokJt QuZDc 87z
MYsDDw c 7Bl e5bGKf j qJ AhWEEAECAAYFAI SanFl ACgkQdzHqU52I cqlLdvg/ / cAEP
qdNSVTKWEoDFj DS41 6t 8+0KzdDWbac VFWKI8RA01M2 Skl Dxnl vnzysZd2VHp5Pq7
i 4LYCZo5I| Dkert Q6LwaQxc4X6nmyKY4ALTA652CbFqgs Sf gh9kWaJ BBAy eahPQBCDD
+Yl 23+MY5WTsj 4qt 7Kf f Nzy78vLbYnVnvRQ@3/ CboVi xOSRzg0Il 3G 7n3B0I i hvXy
5goy9i kj zZevej MEf j f eRCgor yy9j 5SRVHHIPF3f JVt Ut HCSAf +kx LmbQJ 1 XqNDVD
hl Fzj z8oUzz/ 8YXy3i nbMY7Zugq4P4wW | 7r kI FM TYSpz/ evxkVI kR74q0OngT2pY
VHLyJkqwh56i OaXcj MzZi uu2cymut 2LB9I saMyWBNJj Xr 2doRGVAf j uR5Zai t t mVL
yZwi Xx9mAVK7t kwl | xmT/ | WeNpOqvhDZcWYqPRpf 7+MyY3ZYMK4552b8abDM hXr nO
On.sz+Ul 4bZalr 9dgul Wt 2C2b5C1RQAs QBPwg7h5P+HhRuFAuDKK+vgV8FRuz R
JeKk FgwB4yONv 7Bz Kb FKmP+V+/ kr Rv+/ Dyz9Bz/ j yAQgwO2ult PupHOBGhI Ryl uN
yCIFTSN 7G+OLUO/ | 4XNph500C7sy+AMZcsL/ gsT/ TXCi zRc CuApNTPDaenACpbv
9800l zm\Whh4LXbAUHCKMY/ / hEwdPv TZA1x KHgy J AhwEEgECAAYFAI JYsKQACgkQ
0i r k60MpxUV2XQ / b2/ uvThkkbeCegus DCAAZS j nL/ V3nmgk4i Yy4ACOhunDRIoN

XDR51P1TEWONClbt H +7n7| glaS5ke5w C7ENZi i | r OyPgeWyL5+LC98dz/ L85hgA
w 0GeCf Mhr | aVbAZEj 4y QTAJDA35vZHVs Qmp87i | Om+f ZX04OBLXBzWB6E0AAZ7Q
EoH4qFcT9k1T363t vNnl nBnEvk QW E1ROuchJalg7hdl NQ Vkj FnPZr JKOf | 4z5
6Dt 089P04Sge48j DHOpi as4HATYHsxWB19nz5j Zz GexLnFRRRSI | TVZi 9qzsHP7N
bUn3gxuWCHS9xzi XpOc SZY848x Xw63Y5) DIf pzupzu/ KHj 6CzXYJUEEqPOM uoCGb
/ BCCEPzdZ0ovyxFut M BRcc6DvE6S TDF/ UES21ROgf uwt J6gJ YWK+| Bl gyClvj 40
RdbzxU eePuzqCzmar | Xt oOKWORI j 4SCeF9y OWUMBTGWE/ nCLmMNAdwf 1KW2RP2Eg
4ERbuUy 7QnwWRP5UCI +0I SZJy YUl Sf g8f nPl dQset UK9C +Qbj pB2GXwWELXWhl K6h
K/ 6] Xp+EGEXSqd| E53vAFe7Lw Hi P/ D5M71D2h62sdl OrnBI n¥xMOnMbt Kl Bi V+
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4j JSUnt i CT62z0710+6i LGgnmUUYI El | 6Ppvo8yuanXk YRCFJIpSSP7VP0ObBql ZgQT
EQ AJgUCTnc9dgl bl wJJEPPzpwYLCQgHAW EFQ | AWQWAg VBAh4BAhe AAAOJEI XX
j Tt QcuHLUt 4A0l Kj hdf 70899d+7JFq3LD7zeeyl 0AJ9Z+YyE1HZSnzYi 73br Sci |

bl V6sbQ7 TXI TUUWgUGF] a2FnZSBzaWluaWsnl Gt | eSAod3d3Lnml5¢c3FsLn\vbSkg
PG 1aWwkQGL5¢c3FsLm\vbT61 bwQWEQ ALWUCTNnc9r Sgdl G 1laWwkk QGL5¢ 3Fs Lmi\v
bSB3aWks| HNOb3Agd29ya2l uZyBzb29uAAoJEl xxj Tt QcuHLlt TOAN3EM Sj EkUv2
90X05JkLi Vf Q ODPAIwKt L1ycnLPv15pGW Szav8JyWN3I hl BBMRAgAdBQJ Hr J SO
BQKNMFi 0BQs HCg MEAX UDAgMAAGECF4AAEgk @ HGNOL By 4f UHZUd QRWABAa6 SAJ 9/

PgZQSPNe 6LV VVz CALEBIOBt 7QCf f gs+vWP18Jut dZc7Xi awgANIvnmi TAQTEQ A
DAUCPj 6j 0QADCWYAUWAKCRBJ UCEQqs nKR8i ThAJ9ZsR4037dNGyl 77nEqP6RAI Jga
YgCeNTPTEVY+VXHR/ yj f yoObVur RxT21 TAQTEQ ADAUCPK KCAWMDCW i i QAKCRC2
9c1Nxr okP5aRAKCI aaegaMyi PKenmmBxeTJSR+f KQCgr vOTgHyvCRI Nmi 6LPucx
Gkwi y 7KI RgQQEQ ABgUCP6zj r wWAKCRCvXxSNI el NODY aWAKDb Ui EQWwWAFNNh2n8gGJ

Sw/ 81 Aul SgCdHMzZLAS26NDP8T2i ej sf UORSsNr i | RgQREQ ABgUCP7 RDAWAKCRCF
| g+r MHNOZsbDAJOVWPV+t W Lt ZG3wYqg5LuHMD3f aQCeKuW CndPt r 006xDzeeTX
Vr Z14+d RgQQEQ ABgUCQLUuz6gAKCRCL2C5v M| LXHI0AJ0Qs ghdAqTAk3SBnC2w
zuSOwi DI UWCdFExsdDt Xf 1cL3Q4i | 0+OTdr TW2Cl RgQTEQ ABgUCRPEz JgAKCRD2
ScTOYJINTDApxAKCIt g TIL CHFYf WKNGGBgK|j ka0zi 9wCc CG3M/nv Bz DUgDVebudUZ
61Sont +1 TAQREQ ADAUCQYHLAQWDBI LZi wWAKCRAYWIAF Z3uh7EKNAIJWPY Wk ONz +Z
Lybwd YNQ7HLUxZy caQCePVhY4P5CHG eYj 9SX2gQCE2SNx+1 TAQQEQ ADAUCQYHL
NAWDBI LZWAAKCRCBwf r 4hQ2Ki | j AJOVULVQHz F7y YVeg+bh31nng900kwCeJl 8D
9mx8neg4wspqvgXRA8+t 2sal TAQREQ ADAUCQYHLYgWDBI LZKgAKCRBr c Oz ZXc PO
cwngAJsFj OvkY9c5eA/ zyM OZ1uPB6pd4QCdGyzgbYb/ eoPu6 FM/VI 9PVI eNZRel

TAQREQ ADAUCQUCTJAWDBI QRaAAKCRBIJ c o KWSmrmwml VAKCG9a+Qtqj Cz Dz Dt ZKx
5Nz D\ +WQCeL68seX8Coi XLQUR! i f mPM V2mB+I TAQQEQ ADAUCQ t bugWDBXI |

0gAKCRDM36SJFeu5q/ MTAKCTMI CQt LKI zD0s YdwWLHXJr RUvgCr f mdeS6aDpwl n
U0/ yvYj gl1xl Yi ugl TAQGSEQ ADAUCQCPZOgWDB3pLUgAKCRA80R80I Pr 4YSZc AJwP
4DncDk4YzvDvnRoXWSr i Jnly QCdEy +d0Cqf dhM7 HGUs +PZQOmI KBKgl TAQSEQ A
DAUCQD36ugWDB2ap0gAKCRDy 11xj 45x| nLLf AKCONz CVar bTDRw25cUss 14RRoUV
PACeLpEc3zSahJUBONNGTN pw Tczl Cl TAQSEQ ADAUCQAKhAWDBpaaCAAKCRAS
yi VOPWIKX/ zdAJ4hNn3Ai j t cAyMr Lhl ZQvi b551mvCgweFEhGLj Z+asO0W681l uc
WZ6Pz W TAQSEQ ADAUCQoCl NAWDBSP/ WAAKCRAEDC CFf | OfF gOMKAIWPUDhS1eTz
gnXcl DKgf 353Lbj vXgCeLCWyj / 2d0gl k6SgzaPl 2UcW qgi | TAQTEQ ADAUCPK1N
hAWDCVd XCAAKCRAt u3a/ r dTIMMIMAKCVPkbk1Up/ kyPr | sVKU/ Nv3bOTZACE Wbz a
HX38j DCuxsj | r/ 084n4kw ul TAQTEQ ADAUCQde Adg\WDBc Ok FgAKCRBNV9v I zYL9
Pj +8AJ9d7r v&I cHz TCSYVnasSt v6j P+AEACeNHa5yl t gqi eRBCCcLcacGgYK8loml

TAQTEQ ADAUCChi BDgWDBYw f gAKCRB2wWQVEoj FuoaDuAJ9CLYdysef 71 sW2Uf W
hl 6H xkzSgCf eEpXS4hEmG cdpRi JQ W21aB0G ZQQTEQ AHQUL Bwo DBAMVAW D
Fgl BAhe ABQILcC/ KBQkQB/ OnABI HZUd QRWABAQK Q) HGNOLBYy 4f Wiw2wCeJi | gEar L
8eEyf DdYTyRdgE45Hk0AN] FSZY8Zg/ i XeEr HI Or 04BRukNVgi Hs EMBECADs FAkJ3
Nf UOHQBPb3BzLi 4ul HNob3VsZCBoYXZI | GJI ZWAgh®0j YWihl EknbSAqc28ql HNO
dXBpZCAuLgAKCRASyi vOPWIKX+9HAJOW Tx/ r ggouK4QCr OV/ 21 OU+j MQCF YSC8
Jgsl | eN8ai yuSt TdYr KOWACI j wWQWEQ ATWUCRWBAV0gdAFNob3VsZCBoYXZI | GII

Z\WgYSBsb2NnbCBzaWluYXR1crms| GOyl HN\vbW/0aG uzZyAt | FdURI B3YXMySSBO
ad ua2l uzz8ACgkQCcor 9D1qi | +g+wCf cFWo5qUl 4XTE9K8t H3Q+XxGNeYYAN] i i

Kxj t OXcOl s+Bl gXxbf Z9uqgBsi Q i BBABAGQAMBQIBgcuFBYM3 t kHAA0JEKr j 5s5m
0URoqC8QAI | SudocbJRhr TAROOPoMs Reyp46Jdp3i L1oFDCGe Pf kZSBwWW8L+cJj h
dycl wwSezZ1D2h9S5Tc4EnoEOkhs S6wBpuAui h5s// coRgl | i LKEdhTnNqul kCH5m
i MCzc5zXWZDWDhpLr 21 nGsZMuh2 QCwAk B4ARTBMtr 18c UXMLV4AYHKYyj | Vabhsi PP/

MKUj 6r INsUDNDq1G JdQ ySj t CFj YADI QYSD7zcd1lvpqQ.ThnZBESvEoCqunEf OP
xenmNU6x ABOCL+pUpB40pE6UNG6Kr r 5h6yZxYZ/ NSvzt 0Y3B5UUMKgYDSpj bul NvaU
TFi OxEU3gJvXc1+h0Bsx M/ FwBZnuMASLEA+UdQb76YcyuFBcRChnt EUTI ducLu84
E2BZ2NSBdy mRQKSI nhvXsEW H6Txmlgt JLynYsvPi 4B4JxKbb+awnFPusL8Wgf z

j bygeKdyqgzYgKj 3M/9R3geaY7Q75Kx| 1Uogi OKcbl 5VZvg470QCWeeERnej gEAdX
EQ WGA/ ARhVOP/ 11 OLQA7j g2P1xTt r BgqC2uf DB+v+j hXaCXxst KSWLI Thv/ b0d6
454UaOUV7R sN39pE2zFvJvY7bwf i woUJVmYLmdr WAEQILI Dt DRt t 2h8JahDCbm
3CVkpadj wos7S5vic/ m+xV9yTgVx5YUF C/ 788L1HNKXf eVDg8zbAi Q i BBMBAGAM
BQJ Cnwoc BYMFBZpwWAAOJEN CCgl aJFf Pl T4AP/ 25zvPp8i xqV85i gs3r RgMBt Bsj +
S5E0EWSDInI Ghoi 26yf 1nasC2f r VasWG7i 431 nDU3W LZERGD) R/ ngl OCEqsP5gS3
43N7r 4UpDkBs YnOWkH/ Zt ST51 | FK3zd7Xgt xvgKL98! / OSgi j H2ZW2SJ9DGpj t O+T
i egq7i gt Jzw7Vax9z/ LQH2xhRQKZRIy er nwVBYaJd 72i 9SyWK3k0+e95f Gnl R5pF
z| Gg320r YHgD7v9yo@t 1kl sAxK6e3b7Z+Ri JG5cAUB08FOKkGxj W F4v8Dlop7 S+
| oRdBOBap01koOKLyt 3+g4/ 33/ 2UxsWb0Bt f gcv YNIvU4bZns1YSqAgDOCanBhg8
| p5XPI DxH6J/ 3997n5JN / nk50j f d8nYf e/ 5Tj f | WNi put 6t Z7f r Eki 1wl 6pTNbv

VOCleLUJMSXf DZy Ht UXmi P9DKNpsuc CUeBKWRKLgnsHLKLYyds| eUl8+ci Kc+EWh

FXEY+M 72cXAaz5BUVALB8KHNz ZZf ez/ ZJabi ARQoFf j OwAnnmhz J9r ++TEKRLEr 96
taul 9/ 8nVPvT6LNBpcM38Td6dJ639YvuHS3i | AgmPPw50Yvgl | Ee4BUYD5r 52Seqc
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8XQowouCuBX4vs7zgWFuYA/ s9ebf Gal w+uJdd/ 56XI 91 | 6q5CghqgB/ yt 1EceFEnF
CAj Qc2SeRo6gzx22i EYEEBECAAYFAK SAby c ACgk QCywYeUx D5vWDc ACE Qs Vk/ XG

| TFyFVQBI R/ 3W 7zqBMAoNhso/ cX8VUf s2BzxPvvGS3y+5Qi EYEEBECAAYFAK Uw
nt cACgk QO 41 6LNBI YkyFgCbBcwsgl i i ORTDIsdNi uJDcu/ NPqEANni Sq9i Talj gF
HZbai zUUBar sVCB5i EYEEBECAAYFAkWh02s ACgk Qu9u2hBuwKr 6bj wCf a7ZK60+X
nT08Sysg4DE0ZnK4L9UAoLWIHUYg35wbZYx+ZUTh98di GU/ ni FOEEXECABOFAj 4+
owWFCQ mMAYAFCwe KAWQDFQMCAX YCAQN XgAAKCRCME YO 7 UHLh9XGOAJ4pVMELS/ DG
r UDoht Gv2z8a7yv4AgCeKl pOj WMES25QocBWiB 7ezxd6sy | XQATEQ AHQUCRGY U
zwWUJ DTBYgAUL BnoDBAMVAW DFgl BAhe AAAOJEI xxj Tt QcuH1dCoAoLC6Rt sDIK3N
7NOxcp3PYOz H20qz AKCFHNOj Sgxk7E8by 3sh+Ay 8y VW 0BYhd BBMRAgAdBQs HCg VE
AxUDAgMMAgECF4AFAKk equSEFCQOuf RUACgkQ HGNOL By 4f Udt wCf RNcueXi kBMy 7
t E2Bbf wEy TLBTFAANi f QGbknt ARVS7ngauCGhelED/ vdgi FOEEx ECABOFCwe KAWQD
FQVCAX YCAQ XgAUCS3AuZQUJ EPPy WQAKCRCM: YO 7 UHLh9aA+AKCHDk OBKBr Gb8t O
g9BI ub3LFhM/HQCel OCot 1hHHU sTI XAUr D8+ubl eZaJ ARWMEEgECAAYFAKV Cl gMVA
Cgk@BPTr HsNvDi 8eQyf / dSxORIKI 0zz8i K79wOONGCsdoJ YONaONTFnirbgHg30XJo
G62cXYgc3+TInd+pYhYi 5gyBi xF/ L8k/ kPVPz X9WD Yf wChZDsf TwOi DVmGxCswi N
j 2S00l hwy86/ nEL30KhI 9AhCC1XFNRWBWZY(q9Z1qUXHHI2r DARaedvpKHG zRYON
