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CYBERCRIME...
A BAD BUSINESS FOR ENTERPRISE

Sinister new breeds of malware are growing and enterprises are vulnerable

of enterprises have New malicious files detected every day*

suffered an external
security threat

Of organisations lost sensitive business
data due to internal and external threats
in the last 12 months*

Spearfishing - number one malware threat,
from one click on a link*

* Source: Kaspersky Lab



70% SECURITY
IS SIMPLY NOT ENOUGH

Enterprise thinks it's got endpoint security covered, but the statistics say otherwise

Good antivirus 29% missed threats

1% are new

protection typically are THOUSANDS

gives you 70% of new threats, advancel o/
. deadly threats

security every day
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0 data leak incident*
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o (*Kaspersky IT Risks Report 2014)

The bigger the business,
the greater the potential
loss to reputation, trust
and expense
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Presentation Notes
Slide 3 
Enterprise thinks it’s got endpoint security covered (rather than anti-virus)
90%, 10% missed threats – where did these stats come from? Make a note of where these are from
Don’t use the words bugs, use exploits instead, or similar


The estimated impact of data breaches for SMBs has dropped by around 12% since last year but has risen by 14% for Enterprises
The rise in total financial impact for Enterprises is driven by a 22% increase in direct damages and costs 


If you have good Malware protection, it will cover 90 % of known threats, but it is the remaining 10% that are the most potent of all. 
Missing that 10% leaves your enterprise vulnerable to thousands of threats, every day. 
Threats that can lose your enterprise productivity during downtime, expense and resource for fixing issues



ENTERPRISE IS MORE AT RISK
THAN EVER BEFORE

Increased BYOD adds complexity and threat to your enterprise. Your network
perimeter may be secure. But when workers go beyond it every day, it drops
fast and steeply. It's not just about the device, it's about users accessing your
network in new and different ways. The endpoint is the entry point

60% 328m

Access enterprise data Workers will bring their
via own device ({50) own smartphones to work
by 2017, according to IDC



Presenter
Presentation Notes
60% enterprise workforce using personal devices to access enterprise data (Information Security Group) 

40% of the enterprise workforce will be mobile by 2016 (IDC)

328m workers will be using smartphone apps for work by 2017 (IDC)



http://blog.insight.com/2014/12/2014-year-byod-stats/

THREAT EVOLUTION
IS RELENTLESS

There are real world hidden dangers everywhere your people go...

...Cybercriminals are everywhere
your people are, hotels, business

centre WiFi and physical connections

Dark Hotel

Cybercriminals are infecting PCs and stealing
sensitive data from targeted business travellers
staying in high-end hotels
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When unsuspecting guests, including situationally aware corporate executives and
high-tech entrepreneurs, travel to a variety of hotels and connect to the internet,
they are infected with a rare APT Trojan posing as any one of several major software
releases. These might be GoogleToolbar, Adobe Flash, Windows Messenger, etc.
This first stage of malware helps the attackers to identify more significant victims,
leading to the selective download of more advanced stealing tools.
At the hotels, these installs are selectively distributed to targeted individuals. This
group of attackers seems to know in advance when these individuals will arrive
and depart from their high-end hotels. So, the attackers lay in wait until these
travelers arrive and connect to the Internet.
The FBI issued advisories about similar hotel incidents; Australian government officials
produced similar, newsworthy accounts when they were infected. While an FBI
announcement related to attacks on hotel guests overseas appeared in May 2012,
related Darkhotel samples were already circulating back in 2007. And available
Darkhotel server log data records connections as early as Jan 1, 2009. Additionally,
seeding p2p networks with widely spread malware and 0-day spear-phishing
attacks demonstrate that the Darkhotel APT maintains an effective toolset and a
long-running operation behind the questionable hospitality it shows its guests.


IT'S TIME
TO GET PROACTIVE

High level threats are evolving all the time and simply
patching up network security adds complexity and costs

0 Maximum protection

Q Global security intelligence

Analysis of application behaviours
and patterns
Applying more dynamic protection

. 2. Protection against ALL threats,
IS critical to secure that last 30% 9 J

known, unknown and advanced
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High level threats are constantly evolving.  It’s no longer about perimeter security or devices, but users, data, and network access. Every new user is a new risk
Maybe your strategy is based on end point protection. Great! But your perimeter might be safe, your end points are insecure – your weakest link
Is your blacklist thorough?  If it’s 70% less – other malware tech needs to be applied. If it’s 90%, 10% is still a massive problem as the smallest bugs are the deadliest.

You might expect a certain amount of infection to get through, and patch up the problems. A band aid on security perimeter increases complexity (communication) and costs

It’s time to be proactive, not reactive by applying: 


Max protection of known malware 

Global intelligence

Analysis of application behaviours and patterns. 
�Identification/protection against ALL threats, known and unknown  



AT KASPERSKY LAB,
SECURITY INTELLIGENCE IS IN OUR DNA

Expertise from the Independent recognition of
TOP down -, L " our leadership in tests
- g i "
Respected among TOP - / N g Leading global threat intelligence.
security organizations > / ' GREAT team

See and predict security incidents

Technology driven.
with Kaspersky Security Network

Strong R&D

Leading discovery of the
most complicated threats




KASPERSKY LAB SOLUTIONS
ARE DESIGNED FOR THE ENTERPRISE

Virtualization Security ‘-‘ Endpoint Security
DDoS Protection e / - \@ Mobile Security
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Fraud Prevention Industrial Security

Anti-APT




OUR LEADERSHIP IS PROVEN
BY INDEPENDENT TESTS
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g In 2014 Kaspersky Lab products participated in 93
100% E independent tests and reviews. Our products were
& awarded 51 firsts and received 66 top-three finishes.
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KASPERSKY LAB
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INNOVATION
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Award-winning forward thinking I\
progressive protection ~————
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World leading innovators 


KAYPER§KY#2
J— 1

|

in )} Elusselin)
il B WITLET,

................................................... r-\i) YO L) D!‘:

o


https://www.youtube.com/playlist?list=PLPmbqO785HlvQWPewDjhbiHGOQIEx37HI
https://twitter.com/hashtag/enterprisesec
http://www.linkedin.com/company/kaspersky-lab
https://twitter.com/KasperskyLabB2B
http://business.kaspersky.com/
http://www.linkedin.com/company/kaspersky-lab
https://twitter.com/KasperskyLabB2B
https://www.youtube.com/playlist?list=PLPmbqO785HlvQWPewDjhbiHGOQIEx37HI
https://twitter.com/hashtag/enterprisesec
http://business.kaspersky.com/
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