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INTRODUCTION

| have been asked by Kaspersky Lab to comment on a report pre pared by Professor Peter B Maggs,
dated 2 |December 2017 and dealing, inter alia, with the application of certain legislative acts of the
Russian|Federation to Kaspersky Lab and its activities in the Russian Federation.

prof Maggs’ report was prepared at the request of, and submitted to, the Department of Homeland
Security of the United States.

MY QUALIFICATIONS AND EXPERIENCE

Since 1 may 2012 lam Professor of International Investment and Trade Law at Uppsala University,
Sweden. Prior to that — during 2010 - | was Professor of If ternational | Law at Dundee University,
Scotlahd. During 1997-2009 | was Professor of East Eurogean | aw at Uppsala University.

One of my specialties is Russian law and the law of the fdrmer Soviet Union. | have been researching
and teaching Soviet/Russian Law for more than 30 years,

During 1982-2014 | was associate and partner in major Swedish and American law firms. A large part
of my practice was devoted to the legal aspects of business and trade transactions with the former
Soviet Union and the Russian Federation. In my capacity|as counsel and advisor | have represented
both Soviet/Russian enterprises and governmental orga hizations, as well as Western enterprises and

organizations.
My practice includes acting as counsel and arbitrator in international disputes, very often in the East-

West trade area. In such capacities | have been involved in approximately A00 international
arbitrations. | am on the list of arbitrators of the International Commercial Arbitration Court at the

Russian Chamber of Commerce and Industry.

Towards the end of the 1980’s and the beginning of the 1990’s | was heavily involved in legislative
reforms in the former Soviet Union/Russian Federation, including in the privatization area and also
with respect to corporate and commercial legislation.

| am a regular and frequent visitor to Russia since 1971. | lived in Moscow 1997-2000 as the resident
partner of my law firm managing the Moscow office of the ffirm. | am fluent in the Russian language.

| have published several books and numerous articles pn Soviet/Russian law.

SCOPE OF MY REPORT

My analysis and comments on Prof Maggs” report fodus on the following three legislative acts of the

Russian Federation:




1 Federal Law No 40-FZ of 3 April 1995 On the Federal Secufity Service, as amended;

2 Federdl Law No 149-FZ of 27 July 2006 On Information, Information Technologies and Protection of

information, as amended;

3 Federal Law No 144-FZ of 12 August 1995 On Operational-inv ostigative Activity, as amended.
| have reviewed Russian as well as English versions of these legislative acts.

In my rgport | focuson the extent to which these three laws apply to Kaspersky Lab and its activities
in the Russian Federation and on the extent to which obligations set forth in these three laws relate

to Kaspersky Lab and its activities in the Russian Federatign.

The first step in this analysis is to ascertain the nature of aspersky Lab’s activities in the Russian

Federation. | address this aspect in the next section.

THE NATURE OF KASPERSKY LAB’S ACTIVITIES IN THER SSIAN FEDERATION

Based on publicly available information and data, the nagure f Kaspersky Lab’s activities in the
Russian Federation can fairly be described as follows.

Kaspersky Lab is a privately owned company providing roducts and services concerning information
securlity. The customers of Kaspersky Lab include consumers, small and medium-sized enterprises
and organizations in need of services and tools to control and manage their cyber-security. Kaspersky
Lab provides a wide range of services and solutions covering most aspects of cyber-security in a
corpprate network, including mobile and portable deviges, ata centers and entire industrial

environments.

Kaspersky Lab’s activities include, among other things, developing and providing its customers with
antilvirus software which is installed on the computers of its customers. The customers obtain the
antilvirus software via different forms of licensing arrapgements.

Kaspersky Lab also provides its customers with cyber-security protection via its cloud system, called
Kaspersky Security Network, based on agreement withl the customer in gquestion.

Kaspersky Lab does not provide telecommunications services, nor does it manufacture equipment for
telecommunication.
Kaspersky Lab does not provide software or services for receiving, transmitting, delivering or

pracessing electronic messages between Users of the Internet.

Kaspersky Lab is not an Internet Service Provider and js not registered as such a provider in the
Registry of Internet Service Providers in the Russian Federation.




THE LAW ON THE FEDERAL SECURITY SERVICE
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Article 24 of the Law stipulates that the Prosecutor General of the Russian Federation is tasked with

the supervision of the Federal Security Service.

THE LAW ON INFORMATION, INFORMATION TECHNOLOGIES ﬂND PROTECTION OF INFORMATION

In Prof Maggs™ report reference is made to Article 10.1 of this Law. This provision deals with duties
imposed on so-called organizers of dissemination of informatioin on the Internet.

Article 10.1,item 1 of the Law provides a definition of such organizers. Article 10 of the Law

specifigally deals with the dissemination of information on the |Internet.

pt of “dissemination of information”,

Article 2, item 9 of the Law, sets forth a definition of the conce
rmation by an undefined group of

as used in the Law. It means “actions directed at obtaining infg
persons or transfer of information to an undefined group of persons”.

It follows from the nature of Kaspersky Lab’s activities described above, that Kaspersky Lab does not

engage in the dissemination of information as defined in the Law.

Kaspersky Lab is notan Internet Service Provider and is npt registered in the Russian Federation

Registry of Internet Service Providers.

Kaspersky Lab is not engaged in the operation of informdtion [systems or computer programs

intended for users of the Internet.
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THE LAW ON OPERATIONAL-INVESTIGATIVE ACTIVITY

This|Law regulates the investigative activities that the Federal Security Service may carry out.

Article 5 of the Law sets out limitations on the operatig nal-investigative activities with a view to

protecting the rights and interests of individuals and legal persons.
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Article 15 of the Law deals with the rights of bodies involved in operationaI-investigative activities.
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