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Gimme the codes first!

Sources

https://github.com/lloc/simple-ping

Checkout the branches 

- ajax-endpoint
- rest-api
- master (restful)

PHP + some (obsolete 😁) JavaScript code for demonstration.

https://github.com/lloc/simple-ping


AJAXAsynchronous JavaScript and XML



Brief history...



AJAX flowchart



Enqueue script and define ajaxurl in your theme’s function.php or a custom plugin

Classic AJAX implementation

add_action( 'wp_enqueue_scripts', function () {
  $handle = 'simple-ping';
  $src    = plugins_url( 'simple-ping.js', __FILE__ );

  wp_enqueue_script( $handle, $src, [ 'jquery' ] );
  wp_localize_script( $handle, 'LLOC', [
     'ajaxurl' => admin_url( 'admin-ajax.php' )
  ] );
} );



jQuery event listener in a file named simple-ping.js

Classic AJAX implementation

jQuery(document).ready(function($) {
 'use strict';

 $('body').click(function() {
   var settings = {
     url: LLOC.ajaxurl,
     data: {action: 'simple_ping', msg: 'ping'}
   };
   $.ajax(settings).done(function(response) {
     console.debug(response.data);
   });
 });
});



PHP callback definition in your theme’s function.php or a custom plugin

 

Classic AJAX implementation

add_action( 'wp_ajax_simple_ping', 'simple_ping' );
add_action( 'wp_ajax_nopriv_simple_ping', 'simple_ping' );

function simple_ping(): void {
  if ( 'ping' == $_REQUEST['msg'] ) {
     wp_send_json_success( 'pong' );
  }

  wp_send_json_error( 'Huhh?' );
}



APIApplication Programming Interface



Example of a root endpoint of the WordPress REST API using the JSON Formatter browser extension.

https://chrome.google.com/webstore/search/JSON%20Formatter


Enqueue script and define the url of the API endpoint (function.php or custom plugin)

WordPress REST API implementation

add_action( 'wp_enqueue_scripts', function () {
  $handle   = 'simple-ping';
  $src      = plugins_url( 'simple-ping.js', __FILE__ );
  $endpoint = '/wp-json/lloc/v1/';

  wp_enqueue_script( $handle, $src, [ 'jquery' ] );
  wp_localize_script( $handle, 'LLOC', [
     'apiurl' => site_url( $endpoint )
  ] );
} );



Small change in jQuery event listener (still in simple-ping.js)

 

WordPress REST API implementation

jQuery(document).ready(function($) {
 'use strict';

 $('body').click(function() {
   var settings = {
     url: LLOC.apiurl + 'ping',
     data: {msg: 'ping'}
   };
   $.ajax(settings).done(function(response) {
     console.debug(response);
   });
 });
});



PHP callback definition in your theme’s function.php or a custom plugin

WordPress REST API implementation

add_action( 'rest_api_init', function () {
  register_rest_route( 'lloc/v1', 'ping', [
        'methods'  => 'GET',
        'callback' => 'simple_ping',
        'args'     => [ 'msg' => [ 'required' => true ] ],
     ]
  );
} );

function simple_ping( \WP_REST_Request $request ): \WP_REST_Response {
  $data = 'ping' == $request->get_param( 'msg' ) ? 'pong' : 'Huhh?';

  return rest_ensure_response( $data );
}



RESTREpresentational State Transfer



PHP register routes (let’s use a custom plugin)

WordPress RESTful implementation

add_action( 'rest_api_init', function () {
  register_rest_route( 'lloc/v1', 'ping',
     [
        'methods'  => \WP_REST_Server:: READABLE,
        'callback' => 'read_ping',
        'args'     => [ 'msg' => [ 'required' => true ] ],
     ],
     [
        'methods'  => \WP_REST_Server:: EDITABLE,
        'callback' => 'edit_ping',
        'args'     => [ 'msg' => [ 'required' => true ] ],
     ]
  );
} );



jQuery event listener … some further changes in simple-ping.js 

WordPress RESTful implementation

jQuery(document).ready(function($) {
 'use strict';

 $('body').click(function() {
   var settings = {
     url: LLOC.apiurl + 'ping',
     type: 'POST', // 'GET', 'DELETE', ...
     data: {msg: 'ping'}
   };
   $.ajax(settings).done(function(response) {
     console.debug(response);
   });
 });
});



Why should I use the WordPress REST API?

WordPress REST API

- easy to use
- easy to structure complete applications
- strong replacement for admin-ajax.php
- your imagination is the limit



Performance... Increase of > 15 %



Security Any risks?



What should I know about the security of the WordPress REST API?

Security Giveaways

- You’d like to deactivate it? You need it probably 
activated.

- Don’t expect security by obscurity working. 
- Don’t expose confidential data without protection.
- Use basic auth or better OATH, application passwords 

or JWT (Handbook).

https://github.com/WP-API/Basic-Auth
https://developer.wordpress.org/rest-api/using-the-rest-api/authentication/


Can I just... Ignore all this?



Dennis Ploetner @realloc

Thank you for your attention!


