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3awwmTa pabounx mecT — 3To HeobxoauMas coctasnsowas IT-6esonacHocTu. VimeHHo Ha pabouune cTaHuun
COTPYAHWUKOB HanpaBneHo 6onbwMnHCTBO Knbepatak. «JlabopaTtopusi Kacnepckoro» npepnaraet nnuHeky
npoaykToB Kaspersky Security ans 6usHeca — oHu nomoryT komnaHusim nto6oro Macltaba n nioboii oTpacnu
a¢pdekTMBHO NpoTMBOAEicTBOBaTb KNbepyrpo3am, B TOM YMC/ie COXHbIM aTakam, 6ecdaiinosbiMm BUpycam n
nporpammamM-BbiMoraTensm. bnarogaps eauHo KoHcoNM ynpaBneHns 1 aBTOMaTU3aLmMm MHOMMX NPOLLECCOB
Kaspersky Security pns 6usHeca skoHOMUT pecypcbl BalMxX cNeLManmcToB no 6e3onacHoCcTy 1 ynpoLuaeT
nocTpoeHue apanTuBHo cTpaTernn IT-6esonacHocTu.
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MHoroypoBHeBas 3awWwmTa pabounx mect

Kaspersky Security ona 6usHeca obecneurBaeT BCECTOPOHHIOK 3aLLMTY pabourx MecT
C NMOMOLLIbIO COBPEMEHHbIX TexHonoruii. Kak ato paboTaeT?

Bo-nepBbix, cpecTBa 3aLLMTbI Ha BCEX YPOBHSIX JIMHEVKI B3aMMOLECTBYIOT Mex .y COBOA,
LOMOJHSS BO3MOXHOCTY APYr Apyra. basoBas salyta pabourix MecT 06beAnHSET rmbkme
cpencTBa KOHTPONS (C BO3MOXHOCTSAMM BrIOKNPOBaHKS BE6-PeCcypCoB, MPUIOXEHWIA

N YCTPOWCTB 1 YCTaHOBKM OFPaHNYEHIIN) 1 MOLLIHBI ABUXOK, OBHapY XMBatoLLmi
BpenoHocHoe 0. HaunHas ¢ ypoBHs PaclumpeHHbiii, agMUHMCTpaTopamM AOCTYMNHa
dYHKLINS aBTOMATUYECKON YCTaHOBKM NCTPaBNEHNIA 1 OLIEHKW YSI3BUMOCTE, a Takxe
WNHCTPYMEHTbI LLeHTpanm3oBaHHo ycTaHoBkuM [10. Takm 06pasom, OHY TPaTIT MeHbLLe
BPEMEHM Ha Py TUHHbIE, HO OYeHb BadkHble AJ1st IT-6esonacHoCcTI onepaumn.

Bo-BTOpbIx, ypoBHY Kaspersky EDR pna 6usHeca OntumansHbiii 1 Kaspersky Total

Plus Security ons 6usHeca copepxaT 6a30Bble MHCTPYMeHTbI knacca EDR — oHu
MO3BONSIOT aBTOMATUHECKMN pearmpoBaThb Ha CIIOXHbIE aTaky, MOBbILLAIOT NPO3PaYHOCTb
NHPPACTPYKTYpPbl ¥ MOMOratoT MPOBOANTL paccnefoBaHe ataki. TV UHCTPYMEHTDI
paboTatoT cooblLiia C TEXHOMOMMIMU 3aLLMTbl pabourx MecT knacca Endpoint Protection
Platform n ycunmealoT ycTonuMBOCTD 3almThl. B TO e Bpems ypoBeHb YHMBEpPCabHbIi
BKJIlOYaeT B cebs CpeacTsa 3alUmnTbl BUPTYasbHbIX cpef, a ypoBHu Total Security n Total
Security Plus paclumpsiioT rpaHuLibl 3aLLMThl C MOMOLLBIO PeLLleHnii Ans 6esonacHocT
MOYTOBBIX CEPBEPOB U IHTEPHET-LLIMIO30B.

B-TpeTbuix, y KOMMNaHWii €CTb BO3MOXHOCTb AOMOMHUTL 3aLUMTY NPOABUHY TbIM CPEACTBOM
60pbObI C HEN3BECTHBIMY 1 MaCKUPYIOLLMMUNCS yrpo3amuy — necounmuein. CylecteyeT
BpenoHocHoe [0, koTopoe MoXeT 06X0ANTb AaXe CaMble CNOXHbIE MEXaHV3Mb 3aLLMThI
pabourx MeCT 1 HAKaK He MPOSIBNSET cebs, Moka He MOSBUTCS MOAXOASLLAs BO3MOXHOCTb
L5 NpoBefeHns aTakun. YTobbl NpOTNBOAENCTBOBaTL TakM Yrpo3am, HEOHXOAMMO
3acTaBuUTb BpenoHocHoe M0 BbidaTh cebs, 3anyCcTMBLUNCH B 6E30MacHOM, MOAKOHTPONbHOM
crneumnancTam cpege. [ 3Toro kak Henb3s Nyulle NoAXoamnT necoyHuua. 18 yposeHb
Total Plus oHa BkJlo4eHa No yMOo4aHmio.

CoBMeCTHOE NPUMEHEHNE TEXHOSOMMIA 3aLUUTLI PaboUnX MECT, 6a30BbIX UHCTPYMEHTOB
EDR v necouHuLbl opMUpyeT MHTErPUPOBaHHBIM NMOAXOM K 06ecrneyeHmnio
6e30MacHOCTIN KOPNOPATUBHOM CETU, KOTOPbI CEPbE3HO YBENNUMBAET FyBOUHY
3aLLMTbI 1 MOMOraeT 0BHapy KMBaTb CMOXHbIE YIPO3bl, MAaCKMPYHOLLE CBOU AECTBUS.
C NOMOLLIO MHTErPPOBAHHOIO PELLIEHNS Bbl CMOXETE OBHaPY>XMBaTb 1 yCTPaHSATb
HOBbIE 1 HEN3BECTHbIE YrPO3bl U HE MO3BOINTE 3/10YMbILLIEHHNKaM MPOHMKaTb B BaLU
KopropaTuBHbIE CUCTEMBI.



NMopb6epute ypoBeHb 3anThI,
noaxoAsiLVA ANns Balwlel KoMmnaHum

Kaspersky Security nna 6usHeca — 3To nMHelika NPoAyKTOB, MO3TOMY KaXaasi KOMMNaHUs MoXeT BbibpaTb
onTumanbHoe ans cebs pelueHue. Kaxxapllii ypoBeHb BKlOYaeT B ce65 nepeAoBblie TEXHONOMMM 3aluTbl pabounx
MEeCT — KOMMbIOTEPOB, CEPBEPOB U MOBWbHbIX YCTPOMCTB, @ TaKXXe MMOKne MHCTPYMEHTbI KOHTPONS MPorpamMmm,
YCTPOIACTB 1 NCMOb30BaHUs MHTEPHETA. Ha ka>kgom crnepyiowemM ypoBHe NOoSIBASIOTCS AOMNONHUTENbHbIE
BO3MOXHOCTU — CKaXeM, YPpOBEHb YHUBepCasbHbIli N0 cpaBHeHUIO ¢ PacluMpeHHbIM AOMOMHUTENIbHO COAEPXUT
VMHCTPYMEHTbI 3aLUMTbI BUPTYarnbHbIX NaaT$opmM, a ypoBeHb OnTuManbHbIi Mo cpaBHeHMIO ¢ PaclumpeHHbim —
MHCTpyMeHTbl EDR.

Ka.spersky . Kaspersky EDR Ka.spersky . Kaspersky Kaspersky Total
Endpoint Security Endpoint Security : -
BoamoxxHocTH Ans 6usHeca Total Security Security Plus
Ans 6usHeca - Ans 6usHeca
P o OnTUManbHbIiA - Ans 6usHeca Ans 6usHeca
acLUMPEHHDbI YHuBepcanbHblii
Bawyita ot BpenoHocHoro MO v v v v v
KoHTponb ycTpoicTB, nporpaMm v v v v v
1 NCMOMb30BaHNs UHTepHEeTa
EnvHas KkoHconb ynpaBneHus v 4 v v v
KoHTponb 3anycka npunoxeHuia v v v v v
Ha cepBepax
ALanTUBHbIA KOHTPOJb aHOManNui v v v v v
NHCTPYMEHTBI CUCTEMHOrO v v v v v
aOMUHUCTPUPOBaHNS
BcTpoeHHoe windposaHme v v v v v
MaTy-meHemXXMeHT v v v v v
BaszoBble nHcTpymMeHTb EDR v v
3alyiTa BUpTyasbHbIX Cpeq v
3alumTa NoYToBbIX CEPBEPOB v v
3alnTa UHTepPHET-LLMIO30B v
MecoyHnua v
PaclmnpeHHasa TexHnyeckas v

noaaep>kka

Enunas conconty Be3zonacHoCcTb MOBW/bHBLIX YCTPONCTB

Bce npofyKTbl MMHERKN ynpaBngoTcs
C NOMOLLbIO EAVHON KOHCOMN
Kaspersky Security Center, koTopas

CouyeTaHune MPOaKTBHbIX o6naYHbIX METOOOB OGHapy)KeHVI‘;I naHannsa c TpagnunoHHbIMIN
TexHonoruaMm obecrneusaeT 3awnTy MOBUIbHBIX yCTpOVICTB OT N3BECTHbIX, HOBbIX

npenocTasnseT agMUHICTPaTOpam N KOMMMEKCHbIX Yrpo3. KOHTpOonb MPUIOXEHUI MO3BONSET Pa3peLLnTb UCMNOb30BaHNe
LUIVPOKMNE BO3MOXHOCTH rmékom TOJIbKO HpVIﬂO)D(EHMVI, OJJ,O6peHHbIX aAMUHNCTPATOPOM, a ¢YHKLI,VI9| AHTVI-BOp

HaCTPOVIKV CUCTEMbI 3aLUATHI. romoraeT 06e30nacuTb faHHbIE B CIyYae NOTepV U Kpaxiu yCTPOCTBa — Hanpumep,
HaunHas ¢ yposHg PaclumpeHHbiii, aOMVHVCTPaTOP MOXET yAaneHHO CTepeTb BCe KOPropaTUBHbIE AaHHbIE.

KOHCO/J1b MO3BONAET pa3feniaTb 30HbI . -
OTBETCTBEHHOCTU aIMAHUCTPATOPOB, MNMonpobHee o BoamoxHocTax Kaspersky Security ons 6usHeca: kaspersky.ru/business

YTO yrmpoLiaeT B3aumoaencTene
COTPYLAHVKOB CNyX6bl
IT-BesonacHocTw.
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