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ʋʚʘʞʘʝʤʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ!  

ʉʧʘʩʠʙʦ, ʯʪʦ ʜʦʚʝʨʷʝʪʝ ʥʘʤ. ʄʳ ʥʘʜʝʝʤʩʷ, ʯʪʦ ʵʪʦʪ ʜʦʢʫʤʝʥʪ ʧʦʤʦʞʝʪ ʚʘʤ ʚ ʨʘʙʦʪʝ ʠ ʦʪʚʝʪʠʪ ʥʘ 

ʙʦʣʴʰʠʥʩʪʚʦ ʚʦʟʥʠʢʘʶʱʠʭ ʚʦʧʨʦʩʦʚ. 

ɺʥʠʤʘʥʠʝ! ʇʨʘʚʘ ʥʘ ʵʪʦʪ ʜʦʢʫʤʝʥʪ ʷʚʣʷʶʪʩʷ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ɸʆ "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" (ʜʘʣʝʝ ʪʘʢʞʝ 

"ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ") ʠ ʟʘʱʠʱʝʥʳ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʦʙ ʘʚʪʦʨʩʢʦʤ ʧʨʘʚʝ ʠ 

ʤʝʞʜʫʥʘʨʦʜʥʳʤʠ ʜʦʛʦʚʦʨʘʤʠ. ɿʘ ʥʝʟʘʢʦʥʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʜʦʢʫʤʝʥʪʘ ʠ ʝʛʦ ʦʪʜʝʣʴʥʳʭ 

ʯʘʩʪʝʡ ʥʘʨʫʰʠʪʝʣʴ ʥʝʩʝʪ ʛʨʘʞʜʘʥʩʢʫʶ, ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʫʶ ʠʣʠ ʫʛʦʣʦʚʥʫʶ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʧʨʠʤʝʥʠʤʳʤ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ.  

ʂʦʧʠʨʦʚʘʥʠʝ ʚ ʣʶʙʦʡ ʬʦʨʤʝ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ, ʚ ʪʦʤ ʯʠʩʣʝ ʚ ʧʝʨʝʚʦʜʝ, ʣʶʙʳʭ ʤʘʪʝʨʠʘʣʦʚ ʚʦʟʤʦʞʥʳ 

ʪʦʣʴʢʦ ʩ ʧʠʩʴʤʝʥʥʦʛʦ ʨʘʟʨʝʰʝʥʠʷ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ɼʦʢʫʤʝʥʪ ʠ ʩʚʷʟʘʥʥʳʝ ʩ ʥʠʤ ʛʨʘʬʠʯʝʩʢʠʝ ʠʟʦʙʨʘʞʝʥʠʷ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʪʦʣʴʢʦ ʚ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ, ʥʝʢʦʤʤʝʨʯʝʩʢʠʭ ʠʣʠ ʣʠʯʥʳʭ ʮʝʣʷʭ. 

ɼʦʢʫʤʝʥʪ ʤʦʞʝʪ ʙʳʪʴ ʠʟʤʝʥʝʥ ʙʝʟ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʫʚʝʜʦʤʣʝʥʠʷ. 

ɿʘ ʩʦʜʝʨʞʘʥʠʝ, ʢʘʯʝʩʪʚʦ, ʘʢʪʫʘʣʴʥʦʩʪʴ ʠ ʜʦʩʪʦʚʝʨʥʦʩʪʴ ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʜʦʢʫʤʝʥʪʝ ʤʘʪʝʨʠʘʣʦʚ, ʧʨʘʚʘ ʥʘ 

ʢʦʪʦʨʳʝ ʧʨʠʥʘʜʣʝʞʘʪ ʜʨʫʛʠʤ ʧʨʘʚʦʦʙʣʘʜʘʪʝʣʷʤ, ʘ ʪʘʢʞʝ ʟʘ ʚʦʟʤʦʞʥʳʡ ʫʱʝʨʙ, ʩʚʷʟʘʥʥʳʡ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʵʪʠʭ ʤʘʪʝʨʠʘʣʦʚ, "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʥʝ ʥʝʩʝʪ. 

ɺ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʝ ʪʦʚʘʨʥʳʝ ʟʥʘʢʠ ʠ ʟʥʘʢʠ ʦʙʩʣʫʞʠʚʘʥʠʷ, ʢʦʪʦʨʳʝ 

ʷʚʣʷʶʪʩʷ ʩʦʙʩʪʚʝʥʥʦʩʪʴʶ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʨʘʚʦʦʙʣʘʜʘʪʝʣʝʡ. 

ɼʘʪʘ ʨʝʜʘʢʮʠʠ ʜʦʢʫʤʝʥʪʘ: 26.04.2019 

É ɸʆ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè, 2019. 

https://www.kaspersky.ru 

https://support.kaspersky.ru 

 

https://www.kaspersky.ru/
https://support.kaspersky.ru/


 

 

 
 

ʉʦʜʝʨʞʘʥʠʝ 
ʆʙ ʵʪʦʤ ʨʫʢʦʚʦʜʩʪʚʝ ........................................................................................................................................... 16 

ɺ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ ............................................................................................................................................ 16 

ʋʩʣʦʚʥʳʝ ʦʙʦʟʥʘʯʝʥʠʷ................................................................................................................................... 18 

ʀʩʪʦʯʥʠʢʠ ʠʥʬʦʨʤʘʮʠʠ ʦ Kaspersky Embedded Systems Security .................................................................. 20 

ʀʩʪʦʯʥʠʢʠ ʜʣʷ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʛʦ ʧʦʠʩʢʘ ʠʥʬʦʨʤʘʮʠʠ .............................................................................. 20 

ʆʙʩʫʞʜʝʥʠʝ ʧʨʦʛʨʘʤʤ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚ ʩʦʦʙʱʝʩʪʚʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ................................. 21 

Kaspersky Embedded Systems Security ............................................................................................................... 22 

ʆ Kaspersky Embedded Systems Security ...................................................................................................... 22 

ʏʪʦ ʥʦʚʦʛʦ ........................................................................................................................................................ 24 

ʂʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ .......................................................................................................................................... 24 

ɸʧʧʘʨʘʪʥʳʝ ʠ ʧʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ...................................................................................................... 27 

ʌʫʥʢʮʠʦʥʘʣʴʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʠ ʦʛʨʘʥʠʯʝʥʠʷ ............................................................................................... 29 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ............................................................................................................................... 29 

ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ ............................................................................................................. 30 

ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ .................................................................................................................. 31 

ʇʨʦʯʠʝ ʦʛʨʘʥʠʯʝʥʠʷ .................................................................................................................................. 31 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ...................................................................................................................... 33 

ʂʦʜʳ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security ʜʣʷ ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ 
Windows ........................................................................................................................................................... 33 

ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Embedded Systems Security ...................................................... 34 

ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" .................................................... 36 

ʀʟʤʝʥʝʥʠʷ ʚ ʩʠʩʪʝʤʝ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ....................................... 37 

ʇʨʦʮʝʩʩʳ Kaspersky Embedded Systems Security ........................................................................................ 40 

ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ ʠ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʜʣʷ ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ Windows ....... 40 

ɾʫʨʥʘʣʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security ................................................... 43 

ʇʣʘʥʠʨʦʚʘʥʠʝ ʫʩʪʘʥʦʚʢʠ ............................................................................................................................... 44 

ɺʳʙʦʨ ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ........................................................................................................ 44 

ɺʳʙʦʨ ʩʧʦʩʦʙʘ ʫʩʪʘʥʦʚʢʠ ......................................................................................................................... 45 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ .............................................................................. 47 

ʋʩʪʘʥʦʚʢʘ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ............................................................................................... 47 

ʋʩʪʘʥʦʚʢʘ Kaspersky Embedded Systems Security ............................................................................. 48 

ʋʩʪʘʥʦʚʢʘ ʂʦʥʩʦʣʠ Kaspersky Embedded Systems Security .............................................................. 50 

ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ .......... 51 

ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security .................................................. 54 

ʀʟʤʝʥʝʥʠʝ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ Kaspersky Embedded Systems Security ............ 57 

ʋʜʘʣʝʥʠʝ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ............................................................................................... 58 

ʋʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security .............................................................................. 59 

ʋʜʘʣʝʥʠʝ ʂʦʥʩʦʣʠ Kaspersky Embedded Systems Security ............................................................... 60 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ............................................................................. 60 



 

 

 
 

ʆʙ ʫʩʪʘʥʦʚʢʝ ʠ ʫʜʘʣʝʥʠʠ Kaspersky Embedded Systems Security ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ .................... 61 

ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ..................................................... 61 

ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ....................................................... 63 

ɼʦʙʘʚʣʝʥʠʝ ʠ ʫʜʘʣʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ. ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ ...................................................................... 63 

ʋʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security. ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ .................................................... 64 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ ............................................................................................................................................ 65 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ Kaspersky Security Center .......................................................... 65 

ʆʙʱʠʝ ʩʚʝʜʝʥʠʷ ʦʙ ʫʩʪʘʥʦʚʢʝ ʯʝʨʝʟ Kaspersky Security Center ........................................................... 66 

ʇʨʘʚʘ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʠʣʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security ........................................ 66 

ʋʩʪʘʥʦʚʢʘ Kaspersky Embedded Systems Security ʯʝʨʝʟ Kaspersky Security Center ............................ 67 

ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ....................................................... 69 

ʋʩʪʘʥʦʚʢʘ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ Kaspersky Security Center .......................................................... 69 

ʋʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security ʯʝʨʝʟ Kaspersky Security Center ............................ 70 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory ......................................... 70 

ʋʩʪʘʥʦʚʢʘ Kaspersky Embedded Systems Security ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory .......... 71 

ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ....................................................... 72 

ʋʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory ........... 72 

ʇʨʦʚʝʨʢʘ ʬʫʥʢʮʠʡ Kaspersky Embedded Systems Security. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʪʝʩʪʦʚʦʛʦ ʚʠʨʫʩʘ EICAR ... 73 

ʆ ʪʝʩʪʦʚʦʤ ʚʠʨʫʩʝ EICAR ......................................................................................................................... 73 

ʇʨʦʚʝʨʢʘ ʬʫʥʢʮʠʡ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ..................................................... 74 

ʀʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʤʳ ........................................................................................................................................ 77 

ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ ............................................................................................................................... 78 

ʆ ʃʠʮʝʥʟʠʦʥʥʦʤ ʩʦʛʣʘʰʝʥʠʠ ........................................................................................................................ 78 

ʆ ʣʠʮʝʥʟʠʠ ...................................................................................................................................................... 79 

ʆ ʃʠʮʝʥʟʠʦʥʥʦʤ ʩʝʨʪʠʬʠʢʘʪʝ ....................................................................................................................... 79 

ʆ ʢʣʶʯʝ ............................................................................................................................................................ 80 

ʆ ʬʘʡʣʝ ʢʣʶʯʘ ................................................................................................................................................ 80 

ʆ ʢʦʜʝ ʘʢʪʠʚʘʮʠʠ ............................................................................................................................................ 81 

ʆ ʧʨʝʜʦʩʪʘʚʣʝʥʠʠ ʜʘʥʥʳʭ ............................................................................................................................. 81 

ɸʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʣʠʮʝʥʟʠʦʥʥʦʛʦ ʢʣʶʯʘ ........................................................................... 83 

ɸʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʢʦʜʘ ʘʢʪʠʚʘʮʠʠ ..................................................................................... 84 

ʇʨʦʩʤʦʪʨ ʠʥʬʦʨʤʘʮʠʠ ʦ ʜʝʡʩʪʚʫʶʱʝʡ ʣʠʮʝʥʟʠʠ ....................................................................................... 85 

ʌʫʥʢʮʠʦʥʘʣʴʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷ ʧʦʩʣʝ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ............................................. 87 

ʇʨʦʜʣʝʥʠʝ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ........................................................................................................... 87 

ʋʜʘʣʝʥʠʝ ʢʣʶʯʘ .............................................................................................................................................. 88 

ʈʘʙʦʪʘ ʩ ʇʣʘʛʠʥʦʤ ʫʧʨʘʚʣʝʥʠʷ .......................................................................................................................... 89 

ʋʧʨʘʚʣʝʥʠʝ Kaspersky Embedded Systems Security ʠʟ Kaspersky Security Center .................................... 89 

ʋʧʨʘʚʣʝʥʠʝ ʧʘʨʘʤʝʪʨʘʤʠ ʧʨʦʛʨʘʤʤʳ .......................................................................................................... 91 

ʋʧʨʘʚʣʝʥʠʝ Kaspersky Embedded Systems Security ʠʟ Kaspersky Security Center .............................. 91 

ʅʘʚʠʛʘʮʠʷ ................................................................................................................................................... 92 

ʇʝʨʝʭʦʜ ʢ ʦʙʱʠʤ ʧʘʨʘʤʝʪʨʘʤ ʠʟ ʧʦʣʠʪʠʢʠ ....................................................................................... 92 



 

 

 
 

ʇʝʨʝʭʦʜ ʢ ʦʙʱʠʤ ʧʘʨʘʤʝʪʨʘʤ ʠʟ ʦʢʥʘ ʩʚʦʡʩʪʚ ʧʨʦʛʨʘʤʤʳ ............................................................. 93 

ʆ ʥʘʩʪʨʦʡʢʝ ʦʙʱʠʭ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʛʨʘʤʤʳ ʚ Kaspersky Security Center ............................................ 93 

ʅʘʩʪʨʦʡʢʘ ʤʘʩʰʪʘʙʠʨʫʝʤʦʩʪʠ ʠ ʠʥʪʝʨʬʝʡʩʘ ʚ Kaspersky Security Center ..................................... 93 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ Kaspersky Security Center .................................................. 95 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʩʦʝʜʠʥʝʥʠʷ ʚ Kaspersky Security Center ..................................................... 96 

ʅʘʩʪʨʦʡʢʘ ʟʘʧʫʩʢʘ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʣʦʢʘʣʴʥʳʭ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ ..................................................... 98 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʢʘʨʘʥʪʠʥʘ ʠ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʚ Kaspersky Security Center .................. 99 

ʆ ʥʘʩʪʨʦʡʢʝ ʞʫʨʥʘʣʦʚ ʠ ʫʚʝʜʦʤʣʝʥʠʡ .................................................................................................. 100 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʞʫʨʥʘʣʦʚ ..................................................................................................... 101 

ɾʫʨʥʘʣ ʙʝʟʦʧʘʩʥʦʩʪʠ ........................................................................................................................ 102 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʠʥʪʝʛʨʘʮʠʠ ʩ SIEM ...................................................................................... 102 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʫʚʝʜʦʤʣʝʥʠʡ ............................................................................................... 105 

ʅʘʩʪʨʦʡʢʘ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʩ ʉʝʨʚʝʨʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ .............................................. 107 

ʉʦʟʜʘʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʧʦʣʠʪʠʢ .................................................................................................................... 108 

ʉʦʟʜʘʥʠʝ ʧʦʣʠʪʠʢʠ .................................................................................................................................. 109 

ʈʘʟʜʝʣʳ ʧʘʨʘʤʝʪʨʦʚ ʧʦʣʠʪʠʢʠ Kaspersky Embedded Systems Security ............................................. 111 

ʅʘʩʪʨʦʡʢʘ ʧʦʣʠʪʠʢʠ ................................................................................................................................. 115 

ʉʦʟʜʘʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʟʘʜʘʯ ʚ Kaspersky Security Center ......................................................................... 116 

ʆ ʩʦʟʜʘʥʠʠ ʟʘʜʘʯ ʚ Kaspersky Security Center ...................................................................................... 116 

ʉʦʟʜʘʥʠʝ ʟʘʜʘʯʠ ʚ Kaspersky Security Center ....................................................................................... 117 

ʅʘʩʪʨʦʡʢʘ ʣʦʢʘʣʴʥʳʭ ʟʘʜʘʯ ʚ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʚ Kaspersky Security Center................. 119 

ʅʘʩʪʨʦʡʢʘ ʛʨʫʧʧʦʚʳʭ ʟʘʜʘʯ ʚ Kaspersky Security Center ..................................................................... 120 

ɿʘʜʘʯʘ ɸʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤʳ ........................................................................................................... 125 

ɿʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ............................................................................................................................ 126 

ʇʨʦʚʝʨʢʘ ʮʝʣʦʩʪʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ ................................................................................................... 127 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʜʠʘʛʥʦʩʪʠʢʠ ʩʙʦʝʚ ʚ Kaspersky Security Center ............................................. 128 

ʈʘʙʦʪʘ ʩ ʨʘʩʧʠʩʘʥʠʝʤ ʟʘʜʘʯ .................................................................................................................. 130 

ʅʘʩʪʨʦʡʢʘ ʨʘʩʧʠʩʘʥʠʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯ ............................................................................................... 130 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ............................................................... 132 

ʇʨʦʩʤʦʪʨ ʦʪʯʝʪʦʚ ʚ Kaspersky Security Center .......................................................................................... 133 

ʈʘʙʦʪʘ ʩ ʂʦʥʩʦʣʴʶ Kaspersky Embedded Systems Security ........................................................................... 136 

ʇʘʨʘʤʝʪʨʳ Kaspersky Embedded Systems Security ʚ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ............................................. 136 

ʆ ʂʦʥʩʦʣʠ Kaspersky Embedded Systems Security ..................................................................................... 143 

ʀʥʪʝʨʬʝʡʩ ʂʦʥʩʦʣʠ Kaspersky Embedded Systems Security .................................................................... 144 

ɿʥʘʯʦʢ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ ʚ ʧʘʥʝʣʠ ʟʘʜʘʯ ........................................................................................... 147 

ʋʧʨʘʚʣʝʥʠʝ Kaspersky Embedded Systems Security ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʥʘ 
ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ ....................................................................................................................................... 148 

ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ Kaspersky Embedded Systems Security ................................................................. 149 

ʂʘʪʝʛʦʨʠʠ ʟʘʜʘʯ Kaspersky Embedded Systems Security ...................................................................... 149 

ʉʦʭʨʘʥʝʥʠʝ ʟʘʜʘʯʠ ʧʦʩʣʝ ʠʟʤʝʥʝʥʠʷ ʝʝ ʧʘʨʘʤʝʪʨʦʚ ......................................................................... 150 

ɿʘʧʫʩʢ / ʧʨʠʦʩʪʘʥʦʚʢʘ / ʚʦʟʦʙʥʦʚʣʝʥʠʝ / ʦʩʪʘʥʦʚʢʘ ʟʘʜʘʯʠ ʚʨʫʯʥʫʶ ................................................. 150 



 

 

 
 

ʈʘʙʦʪʘ ʩ ʨʘʩʧʠʩʘʥʠʝʤ ʟʘʜʘʯ .................................................................................................................. 151 

ʅʘʩʪʨʦʡʢʘ ʨʘʩʧʠʩʘʥʠʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯ ............................................................................................... 151 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʟʘʧʫʩʢʘ ʟʘʜʘʯ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ............................................................... 152 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯ ............................................................................ 153 

ʆʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯ ................................................................. 153 

ʋʢʘʟʘʥʠʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʜʣʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯʠ ................................................................................. 154 

ʀʤʧʦʨʪ ʠ ʵʢʩʧʦʨʪ ʧʘʨʘʤʝʪʨʦʚ ................................................................................................................ 154 

ʆʙ ʠʤʧʦʨʪʝ ʠ ʵʢʩʧʦʨʪʝ ʧʘʨʘʤʝʪʨʦʚ .................................................................................................. 155 

ʕʢʩʧʦʨʪ ʧʘʨʘʤʝʪʨʦʚ ........................................................................................................................... 156 

ʀʤʧʦʨʪ ʧʘʨʘʤʝʪʨʦʚ ............................................................................................................................ 157 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʰʘʙʣʦʥʦʚ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ.......................................................................... 157 

ʆ ʰʘʙʣʦʥʘʭ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ............................................................................................ 158 

ʉʦʟʜʘʥʠʝ ʰʘʙʣʦʥʘ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ................................................................................ 158 

ʇʨʦʩʤʦʪʨ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʰʘʙʣʦʥʝ ............................................................................. 159 

ʇʨʠʤʝʥʝʥʠʝ ʰʘʙʣʦʥʘ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ........................................................................... 159 

ʋʜʘʣʝʥʠʝ ʰʘʙʣʦʥʘ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ................................................................................ 160 

ʇʨʦʩʤʦʪʨ ʩʦʩʪʦʷʥʠʷ ʟʘʱʠʪʳ ʠ ʠʥʬʦʨʤʘʮʠʠ ʦ Kaspersky Embedded Systems Security ......................... 161 

ɼʠʘʛʥʦʩʪʠʯʝʩʢʦʝ ʦʢʥʦ ................................................................................................................................... 167 

ʆ ʜʠʘʛʥʦʩʪʠʯʝʩʢʦʤ ʦʢʥʝ .......................................................................................................................... 167 

ʇʨʦʩʤʦʪʨ ʩʪʘʪʫʩʘ Kaspersky Embedded Systems Security ʩ ʧʦʤʦʱʴʶ ʜʠʘʛʥʦʩʪʠʯʝʩʢʦʛʦ ʦʢʥʘ ........ 168 

ʇʨʦʩʤʦʪʨ ʩʪʘʪʠʩʪʠʢʠ ʩʦʙʳʪʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ........................................................................................ 169 

ʇʨʦʩʤʦʪʨ ʪʝʢʫʱʝʡ ʘʢʪʠʚʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ ........................................................................................... 169 

ʅʘʩʪʨʦʡʢʘ ʟʘʧʠʩʠ ʬʘʡʣʦʚ ʜʘʤʧʦʚ ʠ ʬʘʡʣʦʚ ʪʨʘʩʩʠʨʦʚʢʠ .................................................................. 171 

ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʠ ʤʦʜʫʣʝʡ Kaspersky Embedded Systems Security ........................................................ 172 

ʆ ʟʘʜʘʯʘʭ ʦʙʥʦʚʣʝʥʠʷ ............................................................................................................................ 172 

ʆʙ ʦʙʥʦʚʣʝʥʠʠ ʧʨʦʛʨʘʤʤʥʳʭ ʤʦʜʫʣʝʡ Kaspersky Embedded Systems Security ................................ 173 

ʆʙ ʦʙʥʦʚʣʝʥʠʠ ʙʘʟ Kaspersky Embedded Systems Security ................................................................. 174 

ʉʭʝʤʳ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʘʥʪʠʚʠʨʫʩʥʳʭ ʧʨʦʛʨʘʤʤ ʚ ʦʨʛʘʥʠʟʘʮʠʠ ...................................... 174 

ʅʘʩʪʨʦʡʢʘ ʟʘʜʘʯ ʦʙʥʦʚʣʝʥʠʷ ................................................................................................................. 178 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʨʘʙʦʪʳ ʩ ʠʩʪʦʯʥʠʢʘʤʠ ʦʙʥʦʚʣʝʥʠʡ Kaspersky Embedded Systems 
Security ................................................................................................................................................. 178 

ʆʧʪʠʤʠʟʘʮʠʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʜʠʩʢʦʚʦʡ ʧʦʜʩʠʩʪʝʤʳ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʟʘʜʘʯʠ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ 
ʧʨʦʛʨʘʤʤʳ ........................................................................................................................................... 181 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ ʂʦʧʠʨʦʚʘʥʠʝ ʦʙʥʦʚʣʝʥʠʡ .............................................................. 182 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ ʆʙʥʦʚʣʝʥʠʝ ʤʦʜʫʣʝʡ ʧʨʦʛʨʘʤʤʳ ................................................. 183 

ʆʪʢʘʪ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Embedded Systems Security ............................................................ 184 

ʆʪʢʘʪ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʳʭ ʤʦʜʫʣʝʡ ............................................................................................. 185 

ʉʪʘʪʠʩʪʠʢʘ ʟʘʜʘʯ ʦʙʥʦʚʣʝʥʠʷ ................................................................................................................ 185 

ʀʟʦʣʠʨʦʚʘʥʠʝ ʠ ʨʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʦʙʲʝʢʪʦʚ ................................................................................... 186 

ʀʟʦʣʠʨʦʚʘʥʠʝ ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ. ʂʘʨʘʥʪʠʥ ................................................................. 186 

ʆʙ ʠʟʦʣʠʨʦʚʘʥʠʠ ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ ........................................................................ 186 

ʇʨʦʩʤʦʪʨ ʦʙʲʝʢʪʦʚ ʥʘ ʢʘʨʘʥʪʠʥʝ ..................................................................................................... 186 



 

 

 
 

ʇʨʦʚʝʨʢʘ ʦʙʲʝʢʪʦʚ ʥʘ ʢʘʨʘʥʪʠʥʝ ...................................................................................................... 188 

ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʩʦʜʝʨʞʠʤʦʛʦ ʢʘʨʘʥʪʠʥʘ ........................................................................................ 190 

ʇʦʤʝʱʝʥʠʝ ʦʙʲʝʢʪʦʚ ʥʘ ʢʘʨʘʥʪʠʥ .................................................................................................... 192 

ʋʜʘʣʝʥʠʝ ʦʙʲʝʢʪʦʚ ʩ ʢʘʨʘʥʪʠʥʘ ....................................................................................................... 192 

ʆʪʧʨʘʚʢʘ ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ ʥʘ ʠʩʩʣʝʜʦʚʘʥʠʝ ʚ "ʃʘʙʦʨʘʪʦʨʠʶ ʂʘʩʧʝʨʩʢʦʛʦ" ..... 192 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʢʘʨʘʥʪʠʥʘ .................................................................................................... 194 

ʉʪʘʪʠʩʪʠʢʘ ʢʘʨʘʥʪʠʥʘ ........................................................................................................................ 195 

ʈʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʦʙʲʝʢʪʦʚ. ʈʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ.................................................................. 195 

ʆ ʨʝʟʝʨʚʥʦʤ ʢʦʧʠʨʦʚʘʥʠʠ ʦʙʲʝʢʪʦʚ ʧʝʨʝʜ ʣʝʯʝʥʠʝʤ ʠʣʠ ʫʜʘʣʝʥʠʝʤ ......................................... 196 

ʇʨʦʩʤʦʪʨ ʦʙʲʝʢʪʦʚ ʚ ʨʝʟʝʨʚʥʦʤ ʭʨʘʥʠʣʠʱʝ .................................................................................. 196 

ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʬʘʡʣʦʚ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ....................................................................... 198 

ʋʜʘʣʝʥʠʝ ʬʘʡʣʦʚ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ .................................................................................. 200 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ............................................................................... 200 

ʉʪʘʪʠʩʪʠʢʘ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ................................................................................................... 201 

ʈʝʛʠʩʪʨʘʮʠʷ ʩʦʙʳʪʠʡ. ɾʫʨʥʘʣʳ Kaspersky Embedded Systems Security ................................................ 203 

ʉʧʦʩʦʙʳ ʟʘʧʠʩʠ ʩʦʙʳʪʠʡ Kaspersky Embedded Systems Security ....................................................... 203 

ɾʫʨʥʘʣ ʩʠʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ ..................................................................................................................... 204 

ʉʦʨʪʠʨʦʚʢʘ ʩʦʙʳʪʠʡ ʚ ʞʫʨʥʘʣʝ ʩʠʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ ....................................................................... 204 

ʌʠʣʴʪʨʘʮʠʷ ʩʦʙʳʪʠʡ ʚ ʞʫʨʥʘʣʝ ʩʠʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ ....................................................................... 205 

ʋʜʘʣʝʥʠʝ ʩʦʙʳʪʠʡ ʠʟ ʞʫʨʥʘʣʘ ʩʠʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ ......................................................................... 205 

ɾʫʨʥʘʣʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ................................................................................................................... 206 

ʆ ʞʫʨʥʘʣʘʭ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ......................................................................................................... 206 

ʇʨʦʩʤʦʪʨ ʩʧʠʩʢʘ ʩʦʙʳʪʠʡ ʚ ʞʫʨʥʘʣʘʭ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ............................................................. 207 

ʉʦʨʪʠʨʦʚʢʘ ʩʦʙʳʪʠʡ ʚ ʞʫʨʥʘʣʘʭ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ...................................................................... 207 

ʌʠʣʴʪʨʘʮʠʷ ʩʦʙʳʪʠʡ ʚ ʞʫʨʥʘʣʘʭ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ..................................................................... 207 

ʇʨʦʩʤʦʪʨ ʩʪʘʪʠʩʪʠʢʠ ʠ ʠʥʬʦʨʤʘʮʠʠ ʦ ʟʘʜʘʯʘʭ Kaspersky Embedded Systems Security ʚ 
ʞʫʨʥʘʣʘʭ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ............................................................................................................. 208 

ʕʢʩʧʦʨʪ ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʞʫʨʥʘʣʘ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ................................................................... 209 

ʋʜʘʣʝʥʠʝ ʩʦʙʳʪʠʡ ʠʟ ʞʫʨʥʘʣʦʚ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ........................................................................ 209 

ɾʫʨʥʘʣ ʙʝʟʦʧʘʩʥʦʩʪʠ ............................................................................................................................. 210 

ʇʨʦʩʤʦʪʨ ʞʫʨʥʘʣʘ ʩʦʙʳʪʠʡ Kaspersky Embedded Systems Security ʚ ʦʩʥʘʩʪʢʝ ʇʨʦʩʤʦʪʨ 
ʩʦʙʳʪʠʡ ..................................................................................................................................................... 210 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʞʫʨʥʘʣʦʚ ʚ ʂʦʥʩʦʣʠ Kaspersky Embedded Systems Security ....................... 211 

ʆʙ ʠʥʪʝʛʨʘʮʠʠ ʩ SIEM ........................................................................................................................ 214 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʠʥʪʝʛʨʘʮʠʠ ʩ SIEM ...................................................................................... 215 

ʅʘʩʪʨʦʡʢʘ ʫʚʝʜʦʤʣʝʥʠʡ ............................................................................................................................... 218 

ʉʧʦʩʦʙʳ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ .................................................................. 218 

ʅʘʩʪʨʦʡʢʘ ʫʚʝʜʦʤʣʝʥʠʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ............................................................... 219 

ɿʘʧʫʩʢ ʠ ʦʩʪʘʥʦʚʢʘ Kaspersky Embedded Systems Security ........................................................................... 222 

ɿʘʧʫʩʢ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security ....................................................... 222 

ɿʘʧʫʩʢ ʂʦʥʩʦʣʠ Kaspersky Embedded Systems Security ʠʟ ʤʝʥʶ ʇʫʩʢ .................................................... 222 

ɿʘʧʫʩʢ ʠ ʦʩʪʘʥʦʚʢʘ ʩʣʫʞʙʳ Kaspersky Security .......................................................................................... 223 



 

 

 
 

ɿʘʧʫʩʢ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security ʧʨʠ ʙʝʟʦʧʘʩʥʦʤ ʨʝʞʠʤʝ ʟʘʛʨʫʟʢʠ 
ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ................................................................................................................................ 225 

ʆ ʨʘʙʦʪʝ Kaspersky Embedded Systems Security ʧʨʠ ʙʝʟʦʧʘʩʥʦʤ ʨʝʞʠʤʝ ʟʘʛʨʫʟʢʠ ʦʧʝʨʘʮʠʦʥʥʦʡ 
ʩʠʩʪʝʤʳ .................................................................................................................................................... 225 

ɿʘʧʫʩʢ Kaspersky Embedded Systems Security ʚ ʙʝʟʦʧʘʩʥʦʤ ʨʝʞʠʤʝ ................................................ 226 

ʄʝʭʘʥʠʟʤʳ ʩʘʤʦʟʘʱʠʪʳ Kaspersky Embedded Systems Security .................................................................. 227 

ʆ ʤʝʭʘʥʠʟʤʘʭ ʩʘʤʦʟʘʱʠʪʳ Kaspersky Embedded Systems Security ........................................................ 227 

ɿʘʱʠʪʘ ʦʪ ʠʟʤʝʥʝʥʠʡ ʧʘʧʦʢ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ Kaspersky Embedded Systems 
Security ........................................................................................................................................................... 227 

ɿʘʱʠʪʘ ʦʪ ʠʟʤʝʥʝʥʠʡ ʢʣʶʯʝʡ ʨʝʝʩʪʨʘ Kaspersky Embedded Systems Security ...................................... 227 

ʈʝʛʠʩʪʨʘʮʠʷ ʩʣʫʞʙʳ Kaspersky Security ʢʘʢ ʟʘʱʠʱʸʥʥʦʡ ʩʣʫʞʙʳ .......................................................... 228 

ʋʧʨʘʚʣʝʥʠʝ ʧʨʘʚʘʤʠ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems Security ................................ 229 

ʆ ʧʨʘʚʘʭ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Embedded Systems Security ........................................................ 229 

ʆ ʧʨʘʚʘʭ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʨʝʛʠʩʪʨʠʨʫʝʤʳʤʠ ʩʣʫʞʙʘʤʠ ........................................................................ 231 

ʆ ʧʨʘʚʘʭ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʩʣʫʞʙʦʡ Kaspersky Security .......................................................................... 231 

ʆ ʧʨʘʚʘʭ ʜʦʩʪʫʧʘ ʢ ʩʣʫʞʙʝ Kaspersky Security Management ............................................................... 233 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚ ʜʦʩʪʫʧʘ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Embedded Systems Security ʠ ʩʣʫʞʙʦʡ 
Kaspersky Security .................................................................................................................................... 234 

ɿʘʱʠʪʘ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems Security ʩ ʧʦʤʦʱʴʶ ʧʘʨʦʣʷ ................. 236 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚ ʜʦʩʪʫʧʘ ʚ Kaspersky Security Center ........................................................................... 237 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ .............................................................................................................................. 239 

ʆ ʟʘʜʘʯʝ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ........................................................................................................ 239 

ʆʙ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ʠ ʧʘʨʘʤʝʪʨʘʭ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʜʘʯʠ .......................................................................... 240 

ʆ ʚʠʨʪʫʘʣʴʥʦʡ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ .................................................................................................................. 241 

ʉʪʘʥʜʘʨʪʥʳʝ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ..................................................................................................................... 241 

ʉʪʘʥʜʘʨʪʥʳʝ ʫʨʦʚʥʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ............................................................................................................ 242 

ʈʘʩʰʠʨʝʥʠʷ ʬʘʡʣʦʚ, ʧʨʦʚʝʨʷʝʤʳʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ ʟʘʜʘʯʝ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ .................. 244 

ʇʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ .............................................................. 247 

ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʝʡ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ............................. 247 

ʅʘʚʠʛʘʮʠʷ ................................................................................................................................................. 248 

ʇʝʨʝʭʦʜ ʢ ʧʘʨʘʤʝʪʨʘʤ ʧʦʣʠʪʠʢʠ ʜʣʷ ʟʘʜʘʯʠ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ .................................. 248 

ʇʝʨʝʭʦʜ ʢ ʧʘʨʘʤʝʪʨʘʤ ʟʘʜʘʯʠ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ .......................................................... 249 

ʅʘʩʪʨʦʡʢʘ ʟʘʜʘʯʠ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ .................................................................................... 249 

ɺʳʙʦʨ ʨʝʞʠʤʘ ʟʘʱʠʪʳ ʦʙʲʝʢʪʦʚ ...................................................................................................... 250 

ʅʘʩʪʨʦʡʢʘ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘʪʦʨʘ ʠ ʠʥʪʝʛʨʘʮʠʠ ʩ ʜʨʫʛʠʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ ʧʨʦʛʨʘʤʤʳ .... 251 

ʅʘʩʪʨʦʡʢʘ ʨʘʩʧʠʩʘʥʠʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯ ............................................................................................... 252 

ʉʦʟʜʘʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ʟʘʜʘʯʠ .................................................................................... 254 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʨʫʯʥʫʶ ..................................................................................... 255 

ʅʘʩʪʨʦʡʢʘ ʦʙʱʠʭ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ .............................................................................................. 256 

ʅʘʩʪʨʦʡʢʘ ʜʝʡʩʪʚʠʡ ........................................................................................................................... 258 

ʅʘʩʪʨʦʡʢʘ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ........................................................................................................ 261 

ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʝʡ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ............................. 262 



 

 

 
 

ʅʘʚʠʛʘʮʠʷ ................................................................................................................................................. 263 

ʇʝʨʝʭʦʜ ʢ ʥʘʩʪʨʦʡʢʝ ʦʙʣʘʩʪʠ ʟʘʜʘʯʠ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ .................................................... 263 

ʇʝʨʝʭʦʜ ʢ ʧʘʨʘʤʝʪʨʘʤ ʟʘʜʘʯʠ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ............................................................... 263 

ʅʘʩʪʨʦʡʢʘ ʟʘʜʘʯʠ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ .................................................................................... 264 

ɺʳʙʦʨ ʨʝʞʠʤʘ ʟʘʱʠʪʳ ʦʙʲʝʢʪʦʚ ...................................................................................................... 264 

ʅʘʩʪʨʦʡʢʘ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘʪʦʨʘ ʠ ʠʥʪʝʛʨʘʮʠʠ ʩ ʜʨʫʛʠʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ ʧʨʦʛʨʘʤʤʳ .... 265 

ʅʘʩʪʨʦʡʢʘ ʨʘʩʧʠʩʘʥʠʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯ ............................................................................................... 267 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ............................................................................................................. 268 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ........................................................................................................ 268 

ʉʦʟʜʘʥʠʝ ʚʠʨʪʫʘʣʴʥʦʡ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ .......................................................................................... 270 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʨʫʯʥʫʶ ..................................................................................... 271 

ʅʘʩʪʨʦʡʢʘ ʦʙʱʠʭ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ .............................................................................................. 272 

ʅʘʩʪʨʦʡʢʘ ʜʝʡʩʪʚʠʡ ........................................................................................................................... 275 

ʅʘʩʪʨʦʡʢʘ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ........................................................................................................ 277 

ʉʪʘʪʠʩʪʠʢʘ ʟʘʜʘʯʠ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ................................................................................... 279 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN ........................................................................................................................................... 281 

ʆ ʟʘʜʘʯʝ ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN ..................................................................................................................... 281 

ʇʘʨʘʤʝʪʨʳ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʟʘʜʘʯʠ ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN .................................................................... 283 

ʋʧʨʘʚʣʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ KSN ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ...................................................... 284 

ʅʘʩʪʨʦʡʢʘ ʟʘʜʘʯʠ ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ......................................... 284 

ʅʘʩʪʨʦʡʢʘ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ......................................................... 286 

ʋʧʨʘʚʣʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ KSN ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ....................................................... 288 

ʅʘʩʪʨʦʡʢʘ ʟʘʜʘʯʠ ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ .......................................... 288 

ʅʘʩʪʨʦʡʢʘ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ .......................................................... 289 

ʅʘʩʪʨʦʡʢʘ ʧʝʨʝʜʘʯʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʜʘʥʥʳʭ .......................................................................................... 291 

ʉʪʘʪʠʩʪʠʢʘ ʟʘʜʘʯʠ ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN ..................................................................................................... 293 

ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ .............................................................................................................................. 294 

ʆ ʟʘʜʘʯʝ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ........................................................................................................ 294 

ʆ ʧʨʘʚʠʣʘʭ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ..................................................................................................... 295 

ʆ ʂʦʥʪʨʦʣʝ ʧʘʢʝʪʦʚ ʫʩʪʘʥʦʚʢʠ .................................................................................................................... 297 

ʆʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ KSN ʚ ʟʘʜʘʯʝ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ................................................................ 300 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ .................................................................................. 301 

ʇʘʨʘʤʝʪʨʳ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʟʘʜʘʯʠ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ........................................................ 302 

ʋʧʨʘʚʣʝʥʠʝ ʢʦʥʪʨʦʣʝʤ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ .......................................... 306 

ʅʘʚʠʛʘʮʠʷ ................................................................................................................................................. 306 

ʇʝʨʝʭʦʜ ʢ ʧʘʨʘʤʝʪʨʘʤ ʧʦʣʠʪʠʢʠ ʜʣʷ ʟʘʜʘʯʠ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ .................................. 307 

ʇʝʨʝʭʦʜ ʢ ʩʧʠʩʢʫ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ .................................................................... 307 

ʇʝʨʝʭʦʜ ʢ ʤʘʩʪʝʨʫ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʠ ʝʝ 
ʩʚʦʡʩʪʚʘʤ ............................................................................................................................................ 308 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ............................................................... 308 

ʅʘʩʪʨʦʡʢʘ ʂʦʥʪʨʦʣʷ ʧʘʢʝʪʦʚ ʫʩʪʘʥʦʚʢʠ ................................................................................................ 312 



 

 

 
 

ʅʘʩʪʨʦʡʢʘ ʟʘʜʘʯʠ ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ............................................. 314 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʚ Kaspersky Security Center ...................................... 316 

ɼʦʙʘʚʣʝʥʠʝ ʧʨʘʚʠʣʘ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ .......................................................................... 317 

ɺʢʣʶʯʝʥʠʝ ʨʝʞʠʤʘ ʨʘʟʨʝʰʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ .............................................................................. 319 

ʉʦʟʜʘʥʠʝ ʨʘʟʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ ʥʘ ʦʩʥʦʚʝ ʩʦʙʳʪʠʡ Kaspersky Security Center .......................... 320 

ʀʤʧʦʨʪ ʧʨʘʚʠʣ ʠʟ ʦʪʯʝʪʘ Kaspersky Security Center ʦ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ ʧʨʦʛʨʘʤʤʘʭ ................ 321 

ʀʤʧʦʨʪ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʠʟ XML-ʬʘʡʣʘ ........................................................... 323 

ʇʨʦʚʝʨʢʘ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ .............................................................................................................. 325 

ʉʦʟʜʘʥʠʝ ʟʘʜʘʯʠ ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ............................................... 325 

ʆʛʨʘʥʠʯʝʥʠʝ ʦʙʣʘʩʪʠ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ ............................................................................................ 327 

ɼʝʡʩʪʚʠʷ ʧʨʠ ʘʚʪʦʤʘʪʠʯʝʩʢʦʤ ʬʦʨʤʠʨʦʚʘʥʠʠ ʧʨʘʚʠʣ ................................................................... 327 

ɼʝʡʩʪʚʠʷ ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʬʦʨʤʠʨʦʚʘʥʠʷ ʧʨʘʚʠʣ .............................................. 329 

ʋʧʨʘʚʣʝʥʠʝ ʢʦʥʪʨʦʣʝʤ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ........................................... 330 

ʅʘʚʠʛʘʮʠʷ ................................................................................................................................................. 331 

ʇʝʨʝʭʦʜ ʢ ʧʘʨʘʤʝʪʨʘʤ ʟʘʜʘʯʠ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ .......................................................... 331 

ʇʝʨʝʭʦʜ ʢ ʦʢʥʫ ʩ ʧʨʘʚʠʣʘʤʠ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ .............................................................. 331 

ʇʝʨʝʭʦʜ ʢ ʧʘʨʘʤʝʪʨʘʤ ʟʘʜʘʯʠ ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ................... 331 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ............................................................... 332 

ɺʳʙʦʨ ʨʝʞʠʤʘ ʨʘʙʦʪʳ ʟʘʜʘʯʠ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ .......................................................... 332 

ʅʘʩʪʨʦʡʢʘ ʦʙʣʘʩʪʠ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ................................................ 334 

ʅʘʩʪʨʦʡʢʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ KSN ......................................................................................................... 335 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʜʦʚʝʨʝʥʥʳʭ ʧʘʢʝʪʦʚ ʫʩʪʘʥʦʚʢʠ ................................................................... 336 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ .................................................................................... 338 

ɼʦʙʘʚʣʝʥʠʝ ʧʨʘʚʠʣʘ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ .......................................................................... 339 

ɺʢʣʶʯʝʥʠʝ ʨʝʞʠʤʘ ʨʘʟʨʝʰʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ .............................................................................. 342 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʨʘʟʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ ʧʦ ʩʦʙʳʪʠʷʤ ʟʘʜʘʯʠ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ........... 342 

ʕʢʩʧʦʨʪ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ................................................................................... 343 

ʀʤʧʦʨʪ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʠʟ XML-ʬʘʡʣʘ ........................................................... 343 

ʋʜʘʣʝʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ................................................................................ 344 

ʅʘʩʪʨʦʡʢʘ ʟʘʜʘʯʠ ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ............................................. 344 

ʆʛʨʘʥʠʯʝʥʠʝ ʦʙʣʘʩʪʠ ʜʝʡʩʪʚʠʷ ʟʘʜʘʯʠ ............................................................................................ 345 

ɼʝʡʩʪʚʠʷ ʧʨʠ ʘʚʪʦʤʘʪʠʯʝʩʢʦʤ ʬʦʨʤʠʨʦʚʘʥʠʠ ʧʨʘʚʠʣ ................................................................... 346 

ɼʝʡʩʪʚʠʷ ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʬʦʨʤʠʨʦʚʘʥʠʷ ʧʨʘʚʠʣ .............................................. 348 

ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ............................................................................................................................................ 350 

ʆ ʟʘʜʘʯʝ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ...................................................................................................................... 350 

ʆ ʧʨʘʚʠʣʘʭ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ .................................................................................................................. 351 

ʆ ʬʦʨʤʠʨʦʚʘʥʠʠ ʩʧʠʩʢʘ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ............................................................................... 353 

ʆ ʟʘʜʘʯʝ ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ............................................................................... 355 

ʉʮʝʥʘʨʠʠ ʬʦʨʤʠʨʦʚʘʥʠʷ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ.............................................................................. 355 

ʇʘʨʘʤʝʪʨʳ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʟʘʜʘʯʠ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ..................................................................... 356 

ʋʧʨʘʚʣʝʥʠʝ ʢʦʥʪʨʦʣʝʤ ʫʩʪʨʦʡʩʪʚ ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ....................................................... 357 



 

 

 
 

ʅʘʚʠʛʘʮʠʷ ................................................................................................................................................. 358 

ʇʝʨʝʭʦʜ ʢ ʧʘʨʘʤʝʪʨʘʤ ʧʦʣʠʪʠʢʠ ʜʣʷ ʟʘʜʘʯʠ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ................................................ 358 

ʇʝʨʝʭʦʜ ʢ ʩʧʠʩʢʫ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ................................................................................. 358 

ʇʝʨʝʭʦʜ ʢ ʤʘʩʪʝʨʫ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ʠ ʝʝ 
ʩʚʦʡʩʪʚʘʤ ............................................................................................................................................ 359 

ʅʘʩʪʨʦʡʢʘ ʟʘʜʘʯʠ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ .................................................................................................. 359 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ʜʣʷ ʚʩʝʡ ʩʝʪʠ ʚ Kaspersky Security Center ................... 361 

ʅʘʩʪʨʦʡʢʘ ʟʘʜʘʯʠ ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ........................................................... 362 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ʚ Kaspersky Security Center ................................................... 363 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʨʘʟʨʝʰʘʶʱʠʭ ʧʨʘʚʠʣ ʥʘ ʦʩʥʦʚʝ ʜʘʥʥʳʭ ʩʠʩʪʝʤʳ ʚ ʧʦʣʠʪʠʢʝ Kaspersky 
Security Center ..................................................................................................................................... 363 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʜʣʷ ʧʦʜʢʣʶʯʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ ..................................................................... 364 

ʀʤʧʦʨʪ ʧʨʘʚʠʣ ʠʟ ʦʪʯʝʪʘ Kaspersky Security Center ʦ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ................ 364 

ʉʦʟʜʘʥʠʝ ʧʨʘʚʠʣ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ...................... 366 

ɼʦʙʘʚʣʝʥʠʝ ʩʬʦʨʤʠʨʦʚʘʥʥʳʭ ʧʨʘʚʠʣ ʚ ʩʧʠʩʦʢ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ............................... 368 

ʋʧʨʘʚʣʝʥʠʝ ʂʦʥʪʨʦʣʝʤ ʫʩʪʨʦʡʩʪʚ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ....................................................... 369 

ʅʘʚʠʛʘʮʠʷ ................................................................................................................................................. 369 

ʇʝʨʝʭʦʜ ʢ ʧʘʨʘʤʝʪʨʘʤ ʟʘʜʘʯʠ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ........................................................................ 369 

ʇʝʨʝʭʦʜ ʢ ʦʢʥʫ ʩ ʧʨʘʚʠʣʘʤʠ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ............................................................................ 369 

ʇʝʨʝʭʦʜ ʢ ʧʘʨʘʤʝʪʨʘʤ ʟʘʜʘʯʠ ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ................................. 370 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ............................................................................. 370 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ .................................................................................................. 371 

ʀʤʧʦʨʪ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ʠʟ ʬʘʡʣʘ ʬʦʨʤʘʪʘ XML ........................................................ 372 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʩʧʠʩʢʘ ʧʨʘʚʠʣ ʧʦ ʩʦʙʳʪʠʷʤ ʟʘʜʘʯʠ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ ..................................... 373 

ɼʦʙʘʚʣʝʥʠʝ ʨʘʟʨʝʰʘʶʱʝʛʦ ʧʨʘʚʠʣʘ ʜʣʷ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ ....................................................... 373 

ʋʜʘʣʝʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ .............................................................................................. 374 

ʕʢʩʧʦʨʪ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ................................................................................................. 374 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʧʨʘʚʠʣʘ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ................................................................. 375 

ʈʘʩʰʠʨʝʥʠʝ ʦʙʣʘʩʪʠ ʧʨʠʤʝʥʝʥʠʷ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ..................................................... 375 

ʅʘʩʪʨʦʡʢʘ ʟʘʜʘʯʠ ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ........................................................... 376 

ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ .......................................................................................................................... 378 

ʆ ʟʘʜʘʯʝ ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ ..................................................................................................... 378 

ʆ ʧʨʘʚʠʣʘʭ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ........................................................................................................................ 379 

ʇʘʨʘʤʝʪʨʳ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʟʘʜʘʯʠ ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ .................................................... 381 

ʋʧʨʘʚʣʝʥʠʝ ʧʨʘʚʠʣʘʤʠ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ............................................ 381 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʧʨʘʚʠʣ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ .............................................................................. 382 

ɼʦʙʘʚʣʝʥʠʝ ʧʨʘʚʠʣ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʚʨʫʯʥʫʶ ...................................................................................... 383 

ʋʜʘʣʝʥʠʝ ʧʨʘʚʠʣ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ......................................................................................................... 384 

ʋʧʨʘʚʣʝʥʠʝ ʧʨʘʚʠʣʘʤʠ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ............................................. 385 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʧʨʘʚʠʣ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ .............................................................................. 385 

ɼʦʙʘʚʣʝʥʠʝ ʧʨʘʚʠʣ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʚʨʫʯʥʫʶ ...................................................................................... 386 

ʋʜʘʣʝʥʠʝ ʧʨʘʚʠʣ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ......................................................................................................... 387 



 

 

 
 

ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ ..................................................................................................................... 388 

ʆ ʟʘʜʘʯʝ ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ ................................................................................................ 388 

ʆ ʧʨʘʚʠʣʘʭ ʤʦʥʠʪʦʨʠʥʛʘ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ .......................................................................................... 389 

ʇʘʨʘʤʝʪʨʳ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʟʘʜʘʯʠ ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ ............................................... 391 

ʋʧʨʘʚʣʝʥʠʝ ʤʦʥʠʪʦʨʠʥʛʦʤ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ............................... 392 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ....................................................... 393 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʤʦʥʠʪʦʨʠʥʛʘ ............................................................................................................. 394 

ʋʧʨʘʚʣʝʥʠʝ ʤʦʥʠʪʦʨʠʥʛʦʤ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ................................ 397 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ....................................................... 397 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʤʦʥʠʪʦʨʠʥʛʘ ............................................................................................................. 398 

ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ ................................................................................................................................................ 402 

ʆ ʟʘʜʘʯʝ ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ .......................................................................................................................... 402 

ʇʘʨʘʤʝʪʨʳ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʟʘʜʘʯʠ ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ ......................................................................... 403 

ʋʧʨʘʚʣʝʥʠʝ ʧʨʘʚʠʣʘʤʠ ʘʥʘʣʠʟʘ ʞʫʨʥʘʣʦʚ ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ........................................ 404 

ʋʧʨʘʚʣʝʥʠʝ ʩʪʘʥʜʘʨʪʥʳʤʠ ʧʨʘʚʠʣʘʤʠ ʟʘʜʘʯʠ ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ............................. 404 

ɼʦʙʘʚʣʝʥʠʝ ʧʨʘʚʠʣ ʘʥʘʣʠʟʘ ʞʫʨʥʘʣʦʚ ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ......................................... 406 

ʋʧʨʘʚʣʝʥʠʝ ʧʨʘʚʠʣʘʤʠ ʘʥʘʣʠʟʘ ʞʫʨʥʘʣʦʚ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ......................................... 408 

ʋʧʨʘʚʣʝʥʠʝ ʩʪʘʥʜʘʨʪʥʳʤʠ ʧʨʘʚʠʣʘʤʠ ʟʘʜʘʯʠ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ .............................. 408 

ʅʘʩʪʨʦʡʢʘ ʧʨʘʚʠʣ ʘʥʘʣʠʟʘ ʞʫʨʥʘʣʦʚ .................................................................................................... 409 

ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ .................................................................................................................................. 411 

ʆ ʟʘʜʘʯʘʭ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ............................................................................................................ 411 

ʆʙ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ .................................................................................................................................... 412 

ʉʪʘʥʜʘʨʪʥʳʝ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ .................................................................................................................. 413 

ʇʨʦʚʝʨʢʘ ʬʘʡʣʦʚ ʚ ʦʙʣʘʯʥʦʤ ʭʨʘʥʠʣʠʱʝ ................................................................................................. 414 

ʇʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʳʙʨʘʥʥʦʛʦ ʫʟʣʘ ʚ ʟʘʜʘʯʘʭ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ .................................. 416 

ʆ ʩʪʘʥʜʘʨʪʥʳʭ ʫʨʦʚʥʷʭ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʟʘʜʘʯʘʭ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ........................................... 416 

ʇʨʦʚʝʨʢʘ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ ........................................................................................................................... 418 

ɿʘʜʘʥʥʳʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ .................................................... 420 

ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʘʤʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ............................... 422 

ʅʘʚʠʛʘʮʠʷ ................................................................................................................................................. 422 

ʇʝʨʝʭʦʜ ʢ ʤʘʩʪʝʨʫ ʩʦʟʜʘʥʠʷ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ..................................................... 422 

ʇʝʨʝʭʦʜ ʢ ʩʚʦʡʩʪʚʘʤ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ .................................................................. 423 

ʉʦʟʜʘʥʠʝ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ........................................................................................... 424 

ʇʨʠʩʚʦʝʥʠʝ ʟʘʜʘʯʝ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʩʪʘʪʫʩʘ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ .................... 427 

ɺʳʧʦʣʥʝʥʠʝ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ ............................................... 428 

ʈʝʛʠʩʪʨʘʮʠʷ ʚʳʧʦʣʥʝʥʠʷ ʇʨʦʚʝʨʢʠ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ................................................................... 428 

ʅʘʩʪʨʦʡʢʘ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ ʜʣʷ ʟʘʜʘʯʠ .............................................................................................. 429 

ɺʳʙʦʨ ʩʪʘʥʜʘʨʪʥʳʭ ʫʨʦʚʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʟʘʜʘʯʘʭ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ .............................. 430 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʨʫʯʥʫʶ ..................................................................................... 430 

ʅʘʩʪʨʦʡʢʘ ʦʙʱʠʭ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ .............................................................................................. 431 

ʅʘʩʪʨʦʡʢʘ ʜʝʡʩʪʚʠʡ ........................................................................................................................... 434 



 

 

 
 

ʅʘʩʪʨʦʡʢʘ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ........................................................................................................ 436 

ʅʘʩʪʨʦʡʢʘ ʧʨʦʚʝʨʢʠ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ .................................................................................................... 438 

ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʝʡ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ................................... 438 

ʅʘʚʠʛʘʮʠʷ ................................................................................................................................................. 439 

ʇʝʨʝʭʦʜ ʢ ʧʘʨʘʤʝʪʨʘʤ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ............................................................... 439 

ʉʦʟʜʘʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ..................................................................... 440 

ʆʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʚ ʟʘʜʘʯʘʭ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ....................................................................... 442 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʦʪʦʙʨʘʞʝʥʠʷ ʩʝʪʝʚʳʭ ʬʘʡʣʦʚʳʭ ʨʝʩʫʨʩʦʚ .............................................. 442 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ ..................................................................................................... 442 

ɺʢʣʶʯʝʥʠʝ ʚ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ ʩʝʪʝʚʳʭ ʦʙʲʝʢʪʦʚ ......................................................................... 444 

ʉʦʟʜʘʥʠʝ ʚʠʨʪʫʘʣʴʥʦʡ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ ....................................................................................... 445 

ɺʳʙʦʨ ʩʪʘʥʜʘʨʪʥʳʭ ʫʨʦʚʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʟʘʜʘʯʘʭ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ .............................. 446 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʨʫʯʥʫʶ ..................................................................................... 446 

ʅʘʩʪʨʦʡʢʘ ʦʙʱʠʭ ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯʠ .............................................................................................. 447 

ʅʘʩʪʨʦʡʢʘ ʜʝʡʩʪʚʠʡ ........................................................................................................................... 450 

ʅʘʩʪʨʦʡʢʘ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ........................................................................................................ 452 

ʅʘʩʪʨʦʡʢʘ ʠʝʨʘʨʭʠʯʝʩʢʦʛʦ ʭʨʘʥʠʣʠʱʘ ............................................................................................ 453 

ʇʨʦʚʝʨʢʘ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ ...................................................................................................................... 454 

ʉʪʘʪʠʩʪʠʢʘ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ .......................................................................................... 454 

ɼʦʚʝʨʝʥʥʘʷ ʟʦʥʘ ................................................................................................................................................ 457 

ʆ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʝ ....................................................................................................................................... 457 

ʋʧʨʘʚʣʝʥʠʝ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʦʡ ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ............................................................ 458 

ʅʘʚʠʛʘʮʠʷ ................................................................................................................................................. 459 

ʋʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʦʡ ʩ ʧʦʤʦʱʴʶ Kaspersky Security Center .................................................... 459 

ʇʝʨʝʭʦʜ ʢ ʦʢʥʫ ʧʘʨʘʤʝʪʨʦʚ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʳ................................................................................. 460 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʳ ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ...................................... 460 

ɼʦʙʘʚʣʝʥʠʝ ʠʩʢʣʶʯʝʥʠʡ .................................................................................................................... 461 

ɼʦʙʘʚʣʝʥʠʝ ʜʦʚʝʨʝʥʥʳʭ ʧʨʦʮʝʩʩʦʚ ................................................................................................. 462 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʤʘʩʢʠ not-a-virus ....................................................................................................... 465 

ʋʧʨʘʚʣʝʥʠʝ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʦʡ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ............................................................. 465 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʳ ʜʣʷ ʟʘʜʘʯ ʚ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ................................................... 465 

ʅʘʩʪʨʦʡʢʘ ʧʘʨʘʤʝʪʨʦʚ ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʳ ʚ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤ  r........................................................ 466 

ɼʦʙʘʚʣʝʥʠʝ ʠʩʢʣʶʯʝʥʠʡ ʚ ʜʦʚʝʨʝʥʥʫʶ ʟʦʥʫ ................................................................................... 467 

ɼʦʚʝʨʝʥʥʳʝ ʧʨʦʮʝʩʩʳ ....................................................................................................................... 468 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʤʘʩʢʠ not-a-virus ....................................................................................................... 471 

ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ........................................................................................................................................ 472 

ʆ ʟʘʱʠʪʝ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ............................................................................................................................... 472 

ʋʧʨʘʚʣʝʥʠʝ ʟʘʱʠʪʦʡ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ .................................................... 473 

ʅʘʚʠʛʘʮʠʷ ................................................................................................................................................. 474 

ʇʝʨʝʭʦʜ ʢ ʧʘʨʘʤʝʪʨʘʤ ʧʦʣʠʪʠʢʠ ʜʣʷ ʟʘʱʠʪʳ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ......................................................... 474 

ʇʝʨʝʭʦʜ ʢ ʦʢʥʫ ʧʘʨʘʤʝʪʨʦʚ ʟʘʱʠʪʳ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ........................................................................ 475 



 

 

 
 

ʅʘʩʪʨʦʡʢʘ ʟʘʱʠʪʳ ʧʘʤʷʪʠ ʧʨʦʮʝʩʩʦʚ ................................................................................................... 475 

ɼʦʙʘʚʣʝʥʠʝ ʟʘʱʠʱʘʝʤʦʛʦ ʧʨʦʮʝʩʩʘ ..................................................................................................... 476 

ʋʧʨʘʚʣʝʥʠʝ ʟʘʱʠʪʦʡ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ..................................................... 478 

ʅʘʚʠʛʘʮʠʷ ................................................................................................................................................. 478 

ʇʝʨʝʭʦʜ ʢ ʦʩʥʦʚʥʳʤ ʧʘʨʘʤʝʪʨʘʤ ʟʘʱʠʪʳ ʦʪ ʵʢʩʧʣʦʡʪʦʚ .............................................................. 478 

ʇʝʨʝʭʦʜ ʢ ʧʘʨʘʤʝʪʨʘʤ ʟʘʱʠʪʳ ʧʨʦʮʝʩʩʦʚ ʧʨʠ ʟʘʱʠʪʝ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ......................................... 478 

ʅʘʩʪʨʦʡʢʘ ʟʘʱʠʪʳ ʧʘʤʷʪʠ ʧʨʦʮʝʩʩʦʚ ................................................................................................... 479 

ɼʦʙʘʚʣʝʥʠʝ ʟʘʱʠʱʘʝʤʦʛʦ ʧʨʦʮʝʩʩʘ ..................................................................................................... 480 

ʊʝʭʥʠʢʠ ʟʘʱʠʪʳ ʦʪ ʵʢʩʧʣʦʡʪʦʚ .................................................................................................................... 481 

ʀʥʪʝʛʨʘʮʠʷ ʩʦ ʩʪʦʨʦʥʥʠʤʠ ʩʠʩʪʝʤʘʤʠ ............................................................................................................ 483 

ʂʦʥʪʨʦʣʴ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. ʉʯʝʪʯʠʢʠ Kaspersky Embedded Systems Security ................................. 483 

ʉʯʝʪʯʠʢʠ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʜʣʷ ʧʨʦʛʨʘʤʤʳ ʉʠʩʪʝʤʥʳʡ ʤʦʥʠʪʦʨ ................................................. 483 

ʆ ʩʯʝʪʯʠʢʘʭ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ Kaspersky Embedded Systems Security .................................... 484 

ʆʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ʦʪʚʝʨʛʥʫʪʳʭ ʟʘʧʨʦʩʦʚ ....................................................................................... 484 

ʆʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ʧʨʦʧʫʱʝʥʥʳʭ ʟʘʧʨʦʩʦʚ ..................................................................................... 485 

ʂʦʣʠʯʝʩʪʚʦ ʟʘʧʨʦʩʦʚ, ʥʝ ʦʙʨʘʙʦʪʘʥʥʳʭ ʠʟ-ʟʘ ʥʝʭʚʘʪʢʠ ʩʠʩʪʝʤʥʳʭ ʨʝʩʫʨʩʦʚ ............................. 486 

ʂʦʣʠʯʝʩʪʚʦ ʟʘʧʨʦʩʦʚ, ʦʪʜʘʥʥʳʭ ʥʘ ʦʙʨʘʙʦʪʢʫ ................................................................................ 487 

ʉʨʝʜʥʝʝ ʢʦʣʠʯʝʩʪʚʦ ʧʦʪʦʢʦʚ ʜʠʩʧʝʪʯʝʨʘ ʬʘʡʣʦʚʳʭ ʧʝʨʝʭʚʘʪʦʚ ................................................. 487 

ʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʦʪʦʢʦʚ ʜʠʩʧʝʪʯʝʨʘ ʬʘʡʣʦʚʳʭ ʧʝʨʝʭʚʘʪʦʚ ....................................... 488 

ʂʦʣʠʯʝʩʪʚʦ ʵʣʝʤʝʥʪʦʚ ʚ ʦʯʝʨʝʜʠ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ ............................................................... 488 

ʂʦʣʠʯʝʩʪʚʦ ʦʙʲʝʢʪʦʚ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʟʘ ʩʝʢʫʥʜʫ ....................................................................... 489 

ʉʯʝʪʯʠʢʠ ʠ ʣʦʚʫʰʢʠ SNMP Kaspersky Embedded Systems Security .................................................... 490 

ʆ ʩʯʝʪʯʠʢʘʭ ʠ ʣʦʚʫʰʢʘʭ SNMP Kaspersky Embedded Systems Security ........................................ 490 

SNMP-ʩʯʝʪʯʠʢʠ Kaspersky Embedded Systems Security .................................................................. 491 

SNMP-ʣʦʚʫʰʢʠ Kaspersky Embedded Systems Security .................................................................. 493 

ʀʥʪʝʛʨʘʮʠʷ ʩ WMI ......................................................................................................................................... 500 

ʈʘʙʦʪʘ ʩ Kaspersky Embedded Systems Security ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ......................................................... 504 

ʂʦʤʘʥʜʳ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ......................................................................................................................... 504 

ʆʪʦʙʨʘʞʝʥʠʝ ʩʧʨʘʚʢʠ ʦ ʢʦʤʘʥʜʘʭ Kaspersky Embedded Systems Security. KAVSHELL HELP ......... 507 

ɿʘʧʫʩʢ ʠ ʦʩʪʘʥʦʚʢʘ ʩʣʫʞʙʳ Kaspersky Security. KAVSHELL START, KAVSHELL STOP ................... 507 

ʇʨʦʚʝʨʢʘ ʫʢʘʟʘʥʥʦʡ ʦʙʣʘʩʪʠ. KAVSHELL SCAN .................................................................................. 508 

ɿʘʧʫʩʢ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. KAVSHELL SCANCRITICAL ........................................... 512 

ʋʧʨʘʚʣʝʥʠʝ ʫʢʘʟʘʥʥʦʡ ʟʘʜʘʯʝʡ ʚ ʘʩʠʥʭʨʦʥʥʦʤ ʨʝʞʠʤʝ. KAVSHELL TASK ...................................... 513 

ʈʝʛʠʩʪʨʘʮʠʷ KAVFS ʢʘʢ ʩʠʩʪʝʤʥʦʛʦ ʟʘʱʠʱʝʥʥʦʛʦ ʧʨʦʮʝʩʩʘ. ʂʦʤʘʥʜʘ KAVSHELL CONFIG .......... 515 

ɿʘʧʫʩʢ ʠ ʦʩʪʘʥʦʚʢʘ ʟʘʜʘʯ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ. KAVSHELL RTP ........................................................ 515 

ʋʧʨʘʚʣʝʥʠʝ ʟʘʜʘʯʝʡ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ. KAVSHELL APPCONTROL /CONFIG ................. 516 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ. KAVSHELL APPCONTROL /GENERATE ........ 517 

ɿʘʧʦʣʥʝʥʠʝ ʩʧʠʩʢʘ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ. KAVSHELL APPCONTROL ....................... 519 

ʅʘʧʦʣʥʝʥʠʝ ʩʧʠʩʢʘ ʧʨʘʚʠʣ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ ʠʟ ʬʘʡʣʘ. KAVSHELL DEVCONTROL ................... 520 

ɿʘʧʫʩʢ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Embedded Systems Security. KAVSHELL UPDATE ......... 521 

ʆʪʢʘʪ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Embedded Systems Security. KAVSHELL ROLLBACK ................... 525 



 

 

 
 

ʋʧʨʘʚʣʝʥʠʝ ʘʥʘʣʠʟʦʤ ʞʫʨʥʘʣʦʚ. KAVSHELL TASK LOG-INSPECTOR .............................................. 525 

ɺʢʣʶʯʝʥʠʝ, ʥʘʩʪʨʦʡʢʘ ʠ ʚʳʢʣʶʯʝʥʠʝ ʩʦʟʜʘʥʠʷ ʞʫʨʥʘʣʘ ʪʨʘʩʩʠʨʦʚʢʠ. KAVSHELL TRACE ............ 525 

ɼʝʬʨʘʛʤʝʥʪʘʮʠʷ ʬʘʡʣʦʚ ʞʫʨʥʘʣʘ ʩʦʙʳʪʠʡ Kaspersky Embedded Systems Security. KAVSHELL 
VACUUM ................................................................................................................................................... 528 

ʆʯʠʱʝʥʠʝ ʙʘʟʳ iSwift. KAVSHELL FBRESET ........................................................................................ 529 

ɺʢʣʶʯʝʥʠʝ ʠ ʚʳʢʣʶʯʝʥʠʝ ʩʦʟʜʘʥʠʷ ʬʘʡʣʘ ʜʘʤʧʘ. KAVSHELL DUMP .............................................. 529 

ʀʤʧʦʨʪ ʧʘʨʘʤʝʪʨʦʚ. KAVSHELL IMPORT ............................................................................................. 531 

ʕʢʩʧʦʨʪ ʧʘʨʘʤʝʪʨʦʚ. KAVSHELL EXPORT ........................................................................................... 531 

ʀʥʪʝʛʨʘʮʠʷ ʩ Microsoft Operations Management Suite. KAVSHELL OMSINFO .................................... 532 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ................................................................................................................ 533 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜ KAVSHELL START ʠ KAVSHELL STOP .......................................................... 533 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜ KAVSHELL SCAN ʠ KAVSHELL SCANCRITICAL ........................................... 534 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜʳ KAVSHELL TASK LOG-INSPECTOR ............................................................. 534 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜʳ KAVSHELL TASK ............................................................................................ 535 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜʳ KAVSHELL RTP .............................................................................................. 535 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜʳ KAVSHELL UPDATE....................................................................................... 536 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜʳ KAVSHELL ROLLBACK .................................................................................. 536 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜʳ KAVSHELL LICENSE ...................................................................................... 537 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜʳ KAVSHELL TRACE ......................................................................................... 537 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜʳ KAVSHELL FBRESET .................................................................................... 538 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜʳ KAVSHELL DUMP........................................................................................... 538 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜʳ KAVSHELL IMPORT ....................................................................................... 538 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜʳ KAVSHELL EXPORT ...................................................................................... 539 

ʆʙʨʘʱʝʥʠʝ ʚ ʉʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ............................................................................................... 540 

ʉʧʦʩʦʙʳ ʧʦʣʫʯʝʥʠʷ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ............................................................................................. 540 

ʇʦʣʫʯʝʥʠʝ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ʧʦ ʪʝʣʝʬʦʥʫ ...................................................................................... 540 

ʊʝʭʥʠʯʝʩʢʘʷ ʧʦʜʜʝʨʞʢʘ ʯʝʨʝʟ Kaspersky CompanyAccount ..................................................................... 541 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʬʘʡʣʘ ʪʨʘʩʩʠʨʦʚʢʠ ʠ ʩʢʨʠʧʪʘ AVZ ................................................................................... 541 

ɻʣʦʩʩʘʨʠʡ ........................................................................................................................................................... 543 

ɸʆ "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" ........................................................................................................................ 548 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʩʪʦʨʦʥʥʝʤ ʢʦʜʝ ........................................................................................................................ 550 

ʋʚʝʜʦʤʣʝʥʠʷ ʦ ʪʦʚʘʨʥʳʭ ʟʥʘʢʘʭ ...................................................................................................................... 551 

ʇʨʝʜʤʝʪʥʳʡ ʫʢʘʟʘʪʝʣʴ ...................................................................................................................................... 552 

  



 

ʆʙ ʵʪʦʤ ʨʫʢʦʚʦʜʩʪʚʝ 

16 

 

 

 
 

ʆʙ ʵʪʦʤ ʨʫʢʦʚʦʜʩʪʚʝ  
ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ Kaspersky Embedded Systems Security 2.3 (ʜʘʣʝʝ ʪʘʢʞʝ "Kaspersky Embedded 

Systems Security", "ʧʨʦʛʨʘʤʤʘ") ʘʜʨʝʩʦʚʘʥʦ ʩʧʝʮʠʘʣʠʩʪʘʤ, ʢʦʪʦʨʳʝ ʦʩʫʱʝʩʪʚʣʷʶʪ ʫʩʪʘʥʦʚʢʫ ʠ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʝ Kaspersky Embedded Systems Security ʥʘ ʚʩʝʭ ʟʘʱʠʱʘʝʤʳʭ ʫʩʪʨʦʡʩʪʚʘʭ, ʠ 

ʩʧʝʮʠʘʣʠʩʪʘʤ, ʢʦʪʦʨʳʝ ʦʩʫʱʝʩʪʚʣʷʶʪ ʪʝʭʥʠʯʝʩʢʫʶ ʧʦʜʜʝʨʞʢʫ ʦʨʛʘʥʠʟʘʮʠʡ, ʠʩʧʦʣʴʟʫʶʱʠʭ Kaspersky 

Embedded Systems Security. 

ɺ ʵʪʦʤ ʨʫʢʦʚʦʜʩʪʚʝ ʧʨʠʚʝʜʝʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ ʥʘʩʪʨʦʡʢʝ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ Kaspersky Embedded Systems 

Security. 

ʊʘʢʞʝ ʠʟ ʵʪʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ ʚʳ ʤʦʞʝʪʝ ʫʟʥʘʪʴ ʦʙ ʠʩʪʦʯʥʠʢʘʭ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʨʦʛʨʘʤʤʝ ʠ ʩʧʦʩʦʙʘʭ 

ʧʦʣʫʯʝʥʠʷ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. 

 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ɺ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ .................................................................................................................................................. 16 

ʋʩʣʦʚʥʳʝ ʦʙʦʟʥʘʯʝʥʠʷ ......................................................................................................................................... 18 

 

 

ɺ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ  

ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ Kaspersky Embedded Systems Security ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʨʘʟʜʝʣʳ: 

ʀʩʪʦʯʥʠʢʠ ʠʥʬʦʨʤʘʮʠʠ ʦ Kaspersky Embedded Systems Security 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʠʩʪʦʯʥʠʢʦʚ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʨʦʛʨʘʤʤʝ. 

Kaspersky Embedded Systems Security 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʬʫʥʢʮʠʡ, ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ Kaspersky Embedded Systems 

Security, ʧʝʨʝʯʝʥʴ ʘʧʧʘʨʘʪʥʳʭ ʠ ʧʨʦʛʨʘʤʤʥʳʭ ʪʨʝʙʦʚʘʥʠʡ Kaspersky Embedded Systems Security. 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʧʦʰʘʛʦʚʳʝ ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʫʩʪʘʥʦʚʢʝ ʠ ʫʜʘʣʝʥʠʶ Kaspersky Embedded Systems 

Security. 

ʀʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʤʳ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʵʣʝʤʝʥʪʘʭ ʠʥʪʝʨʬʝʡʩʘ Kaspersky Embedded Systems Security. 

ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʩʥʦʚʥʳʭ ʧʦʥʷʪʠʷʭ, ʩʚʷʟʘʥʥʳʭ ʩ ʣʠʮʝʥʟʠʨʦʚʘʥʠʝʤ ʧʨʦʛʨʘʤʤʳ. 

ɿʘʧʫʩʢ ʠ ʦʩʪʘʥʦʚʢʘ Kaspersky Embedded Systems Security 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʧʫʩʢʝ ʠ ʦʩʪʘʥʦʚʢʝ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded 

Systems Security (ʜʘʣʝʝ ʪʘʢʞʝ "ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ") ʠ ʩʣʫʞʙʳ Kaspersky Security. 



 

ʆʙ ʵʪʦʤ ʨʫʢʦʚʦʜʩʪʚʝ 

17 

 

 

 
 

ʇʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems Security 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʘʚʘʭ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Embedded Systems Security ʠ 

ʩʣʫʞʙʘʤʠ WindowsÈ, ʢʦʪʦʨʳʝ ʨʝʛʠʩʪʨʠʨʫʝʪ ʧʨʦʛʨʘʤʤʘ, ʘ ʪʘʢʞʝ ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʥʘʩʪʨʦʡʢʝ ʵʪʠʭ ʧʨʘʚ. 

ʉʦʟʜʘʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʧʦʣʠʪʠʢ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʩʦʜʝʨʞʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʨʠʤʝʥʝʥʠʠ ʧʦʣʠʪʠʢ Kaspersky Security Center ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

Kaspersky Embedded Systems Security ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ. 

ʉʦʟʜʘʥʠʝ ʠ ʥʘʩʪʨʦʡʢʘ ʟʘʜʘʯ ʚ Kaspersky Security Center 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʜʘʯʘʭ Kaspersky Embedded Systems Security, ʠʭ ʩʦʟʜʘʥʠʠ, 

ʥʘʩʪʨʦʡʢʝ ʧʘʨʘʤʝʪʨʦʚ ʚʳʧʦʣʥʝʥʠʷ, ʟʘʧʫʩʢʝ ʠ ʦʩʪʘʥʦʚʢʝ. 

ʋʧʨʘʚʣʝʥʠʝ ʧʘʨʘʤʝʪʨʘʤʠ ʧʨʦʛʨʘʤʤʳ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʥʘʩʪʨʦʡʢʝ ʦʙʱʠʭ ʧʘʨʘʤʝʪʨʦʚ ʨʘʙʦʪʳ Kaspersky Embedded Systems 

Security ʚ Kaspersky Security Center. 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʢʦʤʧʴʶʪʝʨʘ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʦʤʧʦʥʝʥʪʘʭ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ: ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ 

ʬʘʡʣʦʚ, ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN ʠ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ. ʊʘʢʞʝ ʵʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʥʘʩʪʨʦʡʢʝ 

ʧʘʨʘʤʝʪʨʦʚ ʟʘʜʘʯ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ ʠ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ʂʦʥʪʨʦʣʴ ʘʢʪʠʚʥʦʩʪʠ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʬʫʥʢʮʠʷʭ Kaspersky Embedded Systems Security, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʶʪ 

ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʟʘʧʫʩʢʠ ʧʨʦʛʨʘʤʤ ʠ ʧʦʜʢʣʶʯʝʥʠʷ ʚʥʝʰʥʠʭ ʫʩʪʨʦʡʩʪʚ ʧʦ USB. 

ʂʦʥʪʨʦʣʴ ʘʢʪʠʚʥʦʩʪʠ ʚ ʩʝʪʠ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʜʘʯʝ ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ. 

ɼʠʘʛʥʦʩʪʠʢʘ ʩʠʩʪʝʤʳ  

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʜʘʯʝ ʢʦʥʪʨʦʣʷ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ ʠ ʚʦʟʤʦʞʥʦʩʪʷʭ ʘʥʘʣʠʟʘ 

ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

ʀʥʪʝʛʨʘʮʠʷ ʩʦ ʩʪʦʨʦʥʥʠʤʠ ʩʠʩʪʝʤʘʤʠ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʘʥʘ ʠʥʪʝʛʨʘʮʠʷ Kaspersky Embedded Systems Security ʩ ʬʫʥʢʮʠʷʤʠ ʠ ʪʝʭʥʦʣʦʛʠʷʤʠ 

ʩʪʦʨʦʥʥʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ. 

ʈʘʙʦʪʘ ʩ Kaspersky Embedded Systems Security ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʨʘʙʦʪʳ ʩ Kaspersky Embedded Systems Security ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

ʆʙʨʘʱʝʥʠʝ ʚ ʉʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʧʦʩʦʙʘʭ ʠ ʫʩʣʦʚʠʷʭ ʧʦʣʫʯʝʥʠʷ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. 

ɻʣʦʩʩʘʨʠʡ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʩʧʠʩʦʢ ʪʝʨʤʠʥʦʚ, ʢʦʪʦʨʳʝ ʚʩʪʨʝʯʘʶʪʩʷ ʚ ʪʝʢʩʪʝ ʜʦʢʫʤʝʥʪʘ, ʘ ʪʘʢʞʝ ʦʧʨʝʜʝʣʝʥʠʷ 

ʵʪʠʭ ʪʝʨʤʠʥʦʚ. 

ɸʆ "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ" 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ɸʆ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 
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ʀʥʬʦʨʤʘʮʠʷ ʦ ʩʪʦʨʦʥʥʝʤ ʢʦʜʝ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʪʦʨʦʥʥʝʤ ʢʦʜʝ, ʠʩʧʦʣʴʟʫʝʤʦʤ ʚ ʧʨʦʛʨʘʤʤʝ. 

ʋʚʝʜʦʤʣʝʥʠʷ ʦ ʪʦʚʘʨʥʳʭ ʟʥʘʢʘʭ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʧʝʨʝʯʠʩʣʝʥʳ ʪʦʚʘʨʥʳʝ ʟʥʘʢʠ ʩʪʦʨʦʥʥʠʭ ʧʨʘʚʦʦʙʣʘʜʘʪʝʣʝʡ, ʠʩʧʦʣʴʟʦʚʘʥʥʳʝ ʚ ʜʦʢʫʤʝʥʪʝ. 

ʇʨʝʜʤʝʪʥʳʡ ʫʢʘʟʘʪʝʣʴ 

ʕʪʦʪ ʨʘʟʜʝʣ ʧʦʟʚʦʣʷʝʪ ʙʳʩʪʨʦ ʥʘʡʪʠ ʥʝʦʙʭʦʜʠʤʳʝ ʩʚʝʜʝʥʠʷ ʚ ʜʦʢʫʤʝʥʪʝ. 

 

 

 

ʋʩʣʦʚʥʳʝ ʦʙʦʟʥʘʯʝʥʠʷ 

ɺ ʵʪʦʤ ʜʦʢʫʤʝʥʪʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʫʩʣʦʚʥʳʝ ʦʙʦʟʥʘʯʝʥʠʷ (ʩʤ. ʪʘʙʣʠʮʫ ʥʠʞʝ). 

ʊʘʙʣʠʮʘ 1. ʋʩʣʦʚʥʳʝ ʦʙʦʟʥʘʯʝʥʠʷ 
 

ʇʨʠʤʝʨ ʪʝʢʩʪʘ ʆʧʠʩʘʥʠʝ ʫʩʣʦʚʥʦʛʦ ʦʙʦʟʥʘʯʝʥʠʷ 

ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ ʥʘ ʪʦ, 

ʯʪʦ... 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʷ ʚʳʜʝʣʝʥʳ ʢʨʘʩʥʳʤ ʮʚʝʪʦʤ ʠ ʟʘʢʣʶʯʝʥʳ ʚ ʨʘʤʢʫ. 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʷ ʩʦʜʝʨʞʘʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʝʡʩʪʚʠʷʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʠʤʝʪʴ ʥʝʞʝʣʘʪʝʣʴʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ. 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ 

ʠʩʧʦʣʴʟʦʚʘʪʴ... 

ʇʨʠʤʝʯʘʥʠʷ ʟʘʢʣʶʯʝʥʳ ʚ ʨʘʤʢʫ. ʇʨʠʤʝʯʘʥʠʷ ʩʦʜʝʨʞʘʪ 

ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠ ʩʧʨʘʚʦʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

 

 

ʇʨʠʤʝʨ: 

é 
 

ʇʨʠʤʝʨʳ ʧʨʠʚʝʜʝʥʳ ʚ ʙʣʦʢʘʭ ʥʘ ʛʦʣʫʙʦʤ ʬʦʥʝ ʧʦʜ ʟʘʛʦʣʦʚʢʦʤ 

"ʇʨʠʤʝʨ". 

ʆʙʥʦʚʣʝʥʠʝ ï ʵʪʦ... 

ɺʦʟʥʠʢʘʝʪ ʩʦʙʳʪʠʝ ɹʘʟʳ 

ʫʩʪʘʨʝʣʠ. 

ʂʫʨʩʠʚʦʤ ʚʳʜʝʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʵʣʝʤʝʥʪʳ ʪʝʢʩʪʘ: 

¶ ʥʦʚʳʝ ʪʝʨʤʠʥʳ; 

¶ ʥʘʟʚʘʥʠʷ ʩʪʘʪʫʩʦʚ ʠ ʩʦʙʳʪʠʡ ʧʨʦʛʨʘʤʤʳ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʣʘʚʠʰʫ ENTER. 

ʅʘʞʤʠʪʝ ʢʦʤʙʠʥʘʮʠʶ ʢʣʘʚʠʰ 

ALT+F4. 

ʅʘʟʚʘʥʠʷ ʢʣʘʚʠʰ ʢʣʘʚʠʘʪʫʨʳ ʚʳʜʝʣʝʥʳ ʧʦʣʫʞʠʨʥʳʤ ʰʨʠʬʪʦʤ ʠ 

ʧʨʦʧʠʩʥʳʤʠ ʙʫʢʚʘʤʠ. 

ʅʘʟʚʘʥʠʷ ʢʣʘʚʠʰ, ʩʦʝʜʠʥʝʥʥʳʝ ʟʥʘʢʦʤ + (ʧʣʶʩ), ʦʟʥʘʯʘʶʪ 

ʢʦʤʙʠʥʘʮʠʶ ʢʣʘʚʠʰ. ʊʘʢʠʝ ʢʣʘʚʠʰʠ ʪʨʝʙʫʝʪʩʷ ʥʘʞʠʤʘʪʴ 

ʦʜʥʦʚʨʝʤʝʥʥʦ. 
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ʇʨʠʤʝʨ ʪʝʢʩʪʘ ʆʧʠʩʘʥʠʝ ʫʩʣʦʚʥʦʛʦ ʦʙʦʟʥʘʯʝʥʠʷ 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɺʢʣʶʯʠʪʴ. ʅʘʟʚʘʥʠʷ ʵʣʝʤʝʥʪʦʚ ʠʥʪʝʨʬʝʡʩʘ ʧʨʦʛʨʘʤʤʳ, ʥʘʧʨʠʤʝʨ, ʧʦʣʝʡ ʚʚʦʜʘ, 

ʧʫʥʢʪʦʚ ʤʝʥʶ, ʢʥʦʧʦʢ, ʚʳʜʝʣʝʥʳ ʧʦʣʫʞʠʨʥʳʤ ʰʨʠʬʪʦʤ. 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ 

ʨʘʩʧʠʩʘʥʠʝ ʟʘʜʘʯʠ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

ɺʚʦʜʥʳʝ ʬʨʘʟʳ ʠʥʩʪʨʫʢʮʠʡ ʚʳʜʝʣʝʥʳ ʢʫʨʩʠʚʦʤ ʠ ʩʠʤʚʦʣʦʤ 

"ʩʪʨʝʣʢʘ". 

ɺ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʚʝʜʠʪʝ 

ʪʝʢʩʪ help  

ʇʦʷʚʠʪʩʷ ʩʣʝʜʫʶʱʝʝ 

ʩʦʦʙʱʝʥʠʝ: 

ʋʢʘʞʠʪʝ ʜʘʪʫ ʚ ʬʦʨʤʘʪʝ 

ɼɼ:MM:ɻɻ. 

ʉʧʝʮʠʘʣʴʥʳʤ ʩʪʠʣʝʤ ʚʳʜʝʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʪʝʢʩʪʘ: 

¶ ʪʝʢʩʪ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ; 

¶ ʪʝʢʩʪ ʩʦʦʙʱʝʥʠʡ, ʚʳʚʦʜʠʤʳʭ ʧʨʦʛʨʘʤʤʦʡ ʥʘ ʵʢʨʘʥ; 

¶ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʪʨʝʙʫʝʪʩʷ ʚʚʝʩʪʠ ʩ ʢʣʘʚʠʘʪʫʨʳ. 

<ʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ> ʇʝʨʝʤʝʥʥʳʝ ʟʘʢʣʶʯʝʥʳ ʚ ʫʛʣʦʚʳʝ ʩʢʦʙʢʠ. ɺʤʝʩʪʦ ʠʤʝʥʠ ʧʝʨʝʤʝʥʥʦʡ 

ʪʨʝʙʫʝʪʩʷ ʧʦʜʩʪʘʚʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʝʡ ʟʥʘʯʝʥʠʝ, ʦʧʫʩʪʠʚ ʫʛʣʦʚʳʝ 

ʩʢʦʙʢʠ. 
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ʀʩʪʦʯʥʠʢʠ ʠʥʬʦʨʤʘʮʠʠ ʦ 
Kaspersky Embedded Systems 
Security 
ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʠʩʪʦʯʥʠʢʦʚ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʨʦʛʨʘʤʤʝ. 

ɺʳ ʤʦʞʝʪʝ ʚʳʙʨʘʪʴ ʥʘʠʙʦʣʝʝ ʫʜʦʙʥʳʡ ʠʩʪʦʯʥʠʢ ʠʥʬʦʨʤʘʮʠʠ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʚʘʞʥʦʩʪʠ ʠ ʩʨʦʯʥʦʩʪʠ 

ʚʦʧʨʦʩʘ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ʀʩʪʦʯʥʠʢʠ ʜʣʷ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʛʦ ʧʦʠʩʢʘ ʠʥʬʦʨʤʘʮʠʠ .................................................................................... 20 
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ʀʩʪʦʯʥʠʢʠ ʜʣʷ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʛʦ ʧʦʠʩʢʘ ʠʥʬʦʨʤʘʮʠʠ 

ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʝʜʫʶʱʠʝ ʠʩʪʦʯʥʠʢʠ ʜʣʷ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦʛʦ ʧʦʠʩʢʘ ʠʥʬʦʨʤʘʮʠʠ ʦ Kaspersky 

Embedded Systems Security: 

¶ ʩʪʨʘʥʠʮʘ Kaspersky Embedded Systems Security ʥʘ ʚʝʙ-ʩʘʡʪʝ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ"; 

¶ ʩʪʨʘʥʠʮʘ ʧʨʦʛʨʘʤʤʳ ʥʘ ʚʝʙ-ʩʘʡʪʝ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ (ɹʘʟʘ ʟʥʘʥʠʡ); 

¶ ʜʦʢʫʤʝʥʪʘʮʠʷ. 

ɽʩʣʠ ʚʳ ʥʝ ʥʘʰʣʠ ʨʝʰʝʥʠʝ ʩʚʦʝʡ ʧʨʦʙʣʝʤʳ, ʦʙʨʘʪʠʪʝʩʴ ʚ ʉʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" https://support.kaspersky.ru/. 

 

ɼʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠʩʪʦʯʥʠʢʦʚ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʚʝʙ-ʩʘʡʪʘʭ ʪʨʝʙʫʝʪʩʷ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʠʥʪʝʨʥʝʪʫ. 

ʉʪʨʘʥʠʮʘ Kaspersky Embedded Systems Security ʥʘ ʚʝʙ-ʩʘʡʪʝ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" 

ʅʘ ʩʪʨʘʥʠʮʝ Kaspersky Embedded Systems Security 

https://www.kaspersky.ru/enterprise-security/embedded-systems ʤʦʞʥʦ ʦʟʥʘʢʦʤʠʪʴʩʷ ʩ ʦʙʱʝʡ ʠʥʬʦʨʤʘʮʠʝʡ ʦ 

ʧʨʦʛʨʘʤʤʝ, ʝʝ ʚʦʟʤʦʞʥʦʩʪʷʭ ʠ ʦʩʦʙʝʥʥʦʩʪʷʭ ʨʘʙʦʪʳ. 

ʉʪʨʘʥʠʮʘ Kaspersky Embedded Systems Security ʩʦʜʝʨʞʠʪ ʩʩʳʣʢʫ ʥʘ ʠʥʪʝʨʥʝʪ-ʤʘʛʘʟʠʥ. ɺ ʥʝʤ ʚʳ ʤʦʞʝʪʝ 

ʧʨʠʦʙʨʝʩʪʠ ʧʨʦʛʨʘʤʤʫ ʠʣʠ ʧʨʦʜʣʠʪʴ ʣʠʮʝʥʟʠʶ. 

ʉʪʨʘʥʠʮʘ Kaspersky Embedded Systems Security ʚ ɹʘʟʝ ʟʥʘʥʠʡ 

ɹʘʟʘ ʟʥʘʥʠʡ ï ʵʪʦ ʨʘʟʜʝʣ ʚʝʙ-ʩʘʡʪʘ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. 

https://support.kaspersky.ru/
https://www.kaspersky.ru/enterprise-security/embedded-systems
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ʅʘ ʩʪʨʘʥʠʮʝ Kaspersky Embedded Systems Security ʚ ɹʘʟʝ ʟʥʘʥʠʡ (https://support.kaspersky.ru/kess2/) ʚʳ 

ʥʘʡʜʝʪʝ ʩʪʘʪʴʠ, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ ʧʦʣʝʟʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʨʝʢʦʤʝʥʜʘʮʠʠ ʠ ʦʪʚʝʪʳ ʥʘ ʯʘʩʪʦ ʟʘʜʘʚʘʝʤʳʝ 

ʚʦʧʨʦʩʳ ʦ ʧʨʠʦʙʨʝʪʝʥʠʠ, ʫʩʪʘʥʦʚʢʝ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʦʛʨʘʤʤʳ. 

ʉʪʘʪʴʠ ɹʘʟʳ ʟʥʘʥʠʡ ʤʦʛʫʪ ʦʪʚʝʯʘʪʴ ʥʘ ʚʦʧʨʦʩʳ, ʢʦʪʦʨʳʝ ʦʪʥʦʩʷʪʩʷ ʥʝ ʪʦʣʴʢʦ ʢ Kaspersky Embedded 

Systems Security, ʥʦ ʠ ʢ ʜʨʫʛʠʤ ʧʨʦʛʨʘʤʤʘʤ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ʉʪʘʪʴʠ ɹʘʟʳ ʟʥʘʥʠʡ ʪʘʢʞʝ ʤʦʛʫʪ 

ʩʦʜʝʨʞʘʪʴ ʥʦʚʦʩʪʠ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. 

ɼʦʢʫʤʝʥʪʘʮʠʷ Kaspersky Embedded Systems Security 

ɺ ʈʫʢʦʚʦʜʩʪʚʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ Kaspersky Embedded Systems Security ʚʳ ʤʦʞʝʪʝ ʥʘʡʪʠ ʠʥʬʦʨʤʘʮʠʶ ʦʙ 

ʫʩʪʘʥʦʚʢʝ, ʫʜʘʣʝʥʠʠ, ʥʘʩʪʨʦʡʢʝ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʦʛʨʘʤʤʳ. 

 

ʆʙʩʫʞʜʝʥʠʝ ʧʨʦʛʨʘʤʤ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚ 
ʩʦʦʙʱʝʩʪʚʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ɽʩʣʠ ʚʘʰ ʚʦʧʨʦʩ ʥʝ ʪʨʝʙʫʝʪ ʩʨʦʯʥʦʛʦ ʦʪʚʝʪʘ, ʚʳ ʤʦʞʝʪʝ ʦʙʩʫʜʠʪʴ ʝʛʦ ʩʦ ʩʧʝʮʠʘʣʠʩʪʘʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ" ʠ ʜʨʫʛʠʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʚ ʥʘʰʝʤ ʩʦʦʙʱʝʩʪʚʝ https://community.kaspersky.com/. 

ɺ ʩʦʦʙʱʝʩʪʚʝ ʚʳ ʤʦʞʝʪʝ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʦʧʫʙʣʠʢʦʚʘʥʥʳʝ ʪʝʤʳ, ʜʦʙʘʚʣʷʪʴ ʩʚʦʠ ʢʦʤʤʝʥʪʘʨʠʠ, ʩʦʟʜʘʚʘʪʴ 

ʥʦʚʳʝ ʪʝʤʳ ʜʣʷ ʦʙʩʫʞʜʝʥʠʷ. 

 

https://support.kaspersky.ru/kess2/
https://community.kaspersky.com/
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Security 
ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʬʫʥʢʮʠʡ, ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ Kaspersky Embedded Systems 

Security, ʧʝʨʝʯʝʥʴ ʘʧʧʘʨʘʪʥʳʭ ʠ ʧʨʦʛʨʘʤʤʥʳʭ ʪʨʝʙʦʚʘʥʠʡ Kaspersky Embedded Systems Security. 
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ʆ Kaspersky Embedded Systems Security 

Kaspersky Embedded Systems Security ʟʘʱʠʱʘʝʪ ʢʦʤʧʴʶʪʝʨʳ ʠ ʜʨʫʛʠʝ ʚʩʪʨʦʝʥʥʳʝ ʩʠʩʪʝʤʳ ʧʦʜ 

ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ MicrosoftÈ Windows ʦʪ ʚʠʨʫʩʦʚ ʠ ʧʨʦʯʠʭ ʫʛʨʦʟ ʢʦʤʧʴʶʪʝʨʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʦʣʴʟʦʚʘʪʝʣʷʤʠ Kaspersky Embedded Systems Security ʷʚʣʷʶʪʩʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʩʝʪʠ 

ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʩʦʪʨʫʜʥʠʢʠ, ʦʪʚʝʯʘʶʱʠʝ ʟʘ ʘʥʪʠʚʠʨʫʩʥʫʶ ʟʘʱʠʪʫ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

Kaspersky Embedded Systems Security ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʥʘ ʨʘʟʣʠʯʥʳʝ ʚʩʪʨʦʝʥʥʳʝ ʩʠʩʪʝʤʳ ʧʦʜ 

ʫʧʨʘʚʣʝʥʠʝʤ Windows, ʚʢʣʶʯʘʷ ʫʩʪʨʦʡʩʪʚʘ ʩʣʝʜʫʶʱʠʭ ʪʠʧʦʚ: 

¶ ʙʘʥʢʦʚʩʢʠʝ ʘʚʪʦʤʘʪʳ; 

¶ POS-ʪʝʨʤʠʥʘʣʳ. 

ɺʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems Security ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʥʘ ʦʜʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʩ Kaspersky Embedded Systems 

Security ʠʣʠ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ; 

¶ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ; 

¶ ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ Kaspersky Security Center ʜʣʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ 

ʢʦʤʧʴʶʪʝʨʘʤʠ ʩ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʧʨʦʛʨʘʤʤʦʡ Kaspersky Embedded Systems Security. 

ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʯʝʪʯʠʢʠ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ Kaspersky Embedded Systems Security ʜʣʷ 

ʧʨʦʛʨʘʤʤʳ "ʉʠʩʪʝʤʥʳʡ ʤʦʥʠʪʦʨ", ʘ ʪʘʢʞʝ ʩʯʝʪʯʠʢʠ ʠ ʣʦʚʫʰʢʠ SNMP. 

 

 

 

 



 

Kaspersky Embedded Systems Security 

23 

 

 

 
 

ʂʦʤʧʦʥʝʥʪʳ ʠ ʬʫʥʢʮʠʠ Kaspersky Embedded Systems Security 

ɺ ʩʦʩʪʘʚ ʧʨʦʛʨʘʤʤʳ ʚʭʦʜʷʪ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: 

¶ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ. Kaspersky Embedded Systems Security ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ ʧʨʠ ʦʙʨʘʱʝʥʠʠ ʢ 

ʥʠʤ. Kaspersky Embedded Systems Security ʧʨʦʚʝʨʷʝʪ ʩʣʝʜʫʶʱʠʝ ʦʙʲʝʢʪʳ: 

¶ ʬʘʡʣʳ; 

¶ ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ ʧʦʪʦʢʠ ʬʘʡʣʦʚʳʭ ʩʠʩʪʝʤ (NTFS-streams); 

¶ ʆʩʥʦʚʥʳʝ ʟʘʛʨʫʟʦʯʥʳʝ ʟʘʧʠʩʠ ʠ ʟʘʛʨʫʟʦʯʥʳʝ ʩʝʢʪʦʨʳ ʣʦʢʘʣʴʥʳʭ ʞʝʩʪʢʠʭ ʠ ʩʲʝʤʥʳʭ ʜʠʩʢʦʚ. 

¶ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ. Kaspersky Embedded Systems Security ʦʜʥʦʢʨʘʪʥʦ ʧʨʦʚʝʨʷʝʪ ʫʢʘʟʘʥʥʫʶ 

ʦʙʣʘʩʪʴ ʥʘ ʥʘʣʠʯʠʝ ʚʠʨʫʩʦʚ ʠ ʜʨʫʛʠʭ ʫʛʨʦʟ ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʨʦʛʨʘʤʤʘ ʧʨʦʚʝʨʷʝʪ 

ʬʘʡʣʳ, ʦʧʝʨʘʪʠʚʥʫʶ ʧʘʤʷʪʴ ʠ ʦʙʲʝʢʪʳ ʘʚʪʦʟʘʧʫʩʢʘ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

¶ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ. ʂʦʤʧʦʥʝʥʪ ʦʪʩʣʝʞʠʚʘʝʪ ʧʦʧʳʪʢʠ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ 

ʨʝʛʫʣʠʨʫʝʪ ʟʘʧʫʩʢ ʧʨʦʛʨʘʤʤ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

¶ ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ. ʂʦʤʧʦʥʝʥʪ ʧʦʟʚʦʣʷʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʨʝʛʠʩʪʨʘʮʠʶ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʟʘʧʦʤʠʥʘʶʱʠʭ ʫʩʪʨʦʡʩʪʚ ʠ ʫʩʪʨʦʡʩʪʚ ʯʪʝʥʠʷ CD/DVD-ʜʠʩʢʦʚ ʩ ʮʝʣʴʶ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ ʦʪ ʫʛʨʦʟ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʚʦʟʥʠʢʥʫʪʴ ʚʦ ʚʨʝʤʷ ʬʘʡʣʦʚʦʛʦ ʦʙʤʝʥʘ ʩ USB-ʧʦʜʢʣʶʯʘʝʤʳʤ 

ʬʣʝ-hʥʘʢʦʧʠʪʝʣʝʤ ʠʣʠ ʚʥʝʰʥʠʤ ʫʩʪʨʦʡʩʪʚʦʤ ʜʨʫʛʦʛʦ ʪʠʧʘ. 

¶ ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ. ʂʦʤʧʦʥʝʥʪ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʫʧʨʘʚʣʝʥʠʷ ʙʨʘʥʜʤʘʫʵʨʦʤ 

Windows: ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʘʠʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʠ ʧʨʘʚʠʣʘ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ 

ʙʣʦʢʠʨʫʝʪ ʣʶʙʫʶ ʚʦʟʤʦʞʥʦʩʪʴ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʠʟʚʥʝ. 

¶ ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ. Kaspersky Embedded Systems Security ʦʙʥʘʨʫʞʠʚʘʝʪ ʠʟʤʝʥʝʥʠʷ 

ʚ ʬʘʡʣʘʭ ʠʟ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ, ʫʢʘʟʘʥʥʦʡ ʚ ʧʘʨʘʤʝʪʨʘʭ ʟʘʜʘʯʠ. ʕʪʠ ʠʟʤʝʥʝʥʠʷ ʤʦʛʫʪ 

ʩʚʠʜʝʪʝʣʴʩʪʚʦʚʘʪʴ ʦ ʥʘʨʫʰʝʥʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

¶ ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ. ʂʦʤʧʦʥʝʥʪ ʚʳʧʦʣʥʷʝʪ ʢʦʥʪʨʦʣʴ ʮʝʣʦʩʪʥʦʩʪʠ ʟʘʱʠʱʘʝʤʦʡ ʩʨʝʜʳ ʥʘ ʦʩʥʦʚʝ 

ʨʝʟʫʣʴʪʘʪʦʚ ʘʥʘʣʠʟʘ ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ Windows. 

ɺ ʧʨʦʛʨʘʤʤʝ ʨʝʘʣʠʟʦʚʘʥʳ ʩʣʝʜʫʶʱʠʝ ʬʫʥʢʮʠʠ: 

¶ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʠ ʆʙʥʦʚʣʝʥʠʝ ʤʦʜʫʣʝʡ ʧʨʦʛʨʘʤʤʳ. Kaspersky Embedded Systems 

Security ʟʘʛʨʫʞʘʝʪ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʠ ʤʦʜʫʣʝʡ ʧʨʦʛʨʘʤʤʳ ʩ FTP ʠʣʠ HTTP-ʩʝʨʚʝʨʦʚ ʦʙʥʦʚʣʝʥʠʡ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ", ʉʝʨʚʝʨʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʠʣʠ ʜʨʫʛʠʭ 

ʠʩʪʦʯʥʠʢʦʚ ʦʙʥʦʚʣʝʥʠʡ. 

¶ ʂʘʨʘʥʪʠʥ. Kaspersky Embedded Systems Security ʧʝʨʝʤʝʱʘʝʪ ʦʙʲʝʢʪʳ, ʢʦʪʦʨʳʝ ʧʨʠʟʥʘʝʪ ʚʦʟʤʦʞʥʦ 

ʟʘʨʘʞʝʥʥʳʤʠ, ʠʟ ʠʩʭʦʜʥʦʛʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ ʚ ʭʨʘʥʠʣʠʱʝ ʢʘʨʘʥʪʠʥʘ. ɺ ʮʝʣʷʭ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʦʙʲʝʢʪʳ, ʧʦʤʝʱʸʥʥʳʝ ʥʘ ʢʘʨʘʥʪʠʥ, ʭʨʘʥʷʪʩʷ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ. 

¶ ʈʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ. Kaspersky Embedded Systems Security ʩʦʭʨʘʥʷʝʪ ʟʘʰʠʬʨʦʚʘʥʥʳʝ ʢʦʧʠʠ 

ʦʙʲʝʢʪʦʚ ʩʦ ʩʪʘʪʫʩʦʤ ʟʘʨʘʞʝʥʥʳʡ ʚ ʨʝʟʝʨʚʥʦʤ ʭʨʘʥʠʣʠʱʝ ʧʝʨʝʜ ʪʝʤ, ʢʘʢ ʚʳʧʦʣʥʠʪʴ ʣʝʯʝʥʠʝ ʠʣʠ 

ʫʜʘʣʝʥʠʝ ʵʪʠʭ ʦʙʲʝʢʪʦʚ. 

¶ ʋʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ɺʳ ʤʦʞʝʪʝ ʥʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʝ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʦʙʨʘʱʘʶʪʩʷ ʢ ʟʘʱʠʱʘʝʤʦʤʫ ʢʦʤʧʴʶʪʝʨʫ, ʦ ʩʦʙʳʪʠʷʭ, 

ʩʚʷʟʘʥʥʳʭ ʩ ʨʘʙʦʪʦʡ Kaspersky Embedded Systems Security ʠ ʩʦʩʪʦʷʥʠʝʤ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʳ 

ʢʦʤʧʴʶʪʝʨʘ. 

¶ ʀʤʧʦʨʪ ʠ ʵʢʩʧʦʨʪ ʧʘʨʘʤʝʪʨʦʚ. ɺʳ ʤʦʞʝʪʝ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ Kaspersky Embedded 

Systems Security ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʚ ʬʦʨʤʘʪʝ XML ʠ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʚ 

Kaspersky Embedded Systems Security ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ. ɺʳ ʤʦʞʝʪʝ ʩʦʭʨʘʥʠʪʴ ʚ 

ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ ʢʘʢ ʚʩʝ ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ, ʪʘʢ ʠ ʧʘʨʘʤʝʪʨʳ ʝʝ ʦʪʜʝʣʴʥʳʭ 

ʢʦʤʧʦʥʝʥʪʦʚ. 
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¶ ʇʨʠʤʝʥʝʥʠʝ ʰʘʙʣʦʥʦʚ. ɺʳ ʤʦʞʝʪʝ ʚʨʫʯʥʫʶ ʥʘʩʪʨʦʠʪʴ ʧʘʨʘʤʝʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʟʣʘ ʚ ʜʝʨʝʚʝ ʠʣʠ 

ʩʧʠʩʢʝ ʬʘʡʣʦʚʳʭ ʨʝʩʫʨʩʦʚ ʢʦʤʧʴʶʪʝʨʘ ʠ ʩʦʭʨʘʥʠʪʴ ʟʥʘʯʝʥʠʷ ʥʘʩʪʨʦʝʥʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʚ ʰʘʙʣʦʥ. 

ɿʘʪʝʤ ʚʳ ʤʦʞʝʪʝ ʧʨʠʤʝʥʠʪʴ ʵʪʦʪ ʰʘʙʣʦʥ ʧʨʠ ʥʘʩʪʨʦʡʢʝ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʨʫʛʠʭ ʫʟʣʦʚ ʚ 

ʟʘʜʘʯʘʭ ʟʘʱʠʪʳ ʠ ʧʨʦʚʝʨʢʠ Kaspersky Embedded Systems Security. 

¶ ʋʧʨʘʚʣʝʥʠʝ ʧʨʘʚʘʤʠ ʜʦʩʪʫʧʘ ʢ ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems Security. ɺʳ ʤʦʞʝʪʝ 

ʥʘʩʪʨʘʠʚʘʪʴ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʛʨʫʧʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʫʧʨʘʚʣʝʥʠʝ Kaspersky Embedded 

Systems Security ʠ ʩʣʫʞʙʘʤʠ Windows, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤʠ ʧʨʦʛʨʘʤʤʦʡ. 

¶ ɿʘʧʠʩʴ ʩʦʙʳʪʠʡ ʚ ʞʫʨʥʘʣ ʩʦʙʳʪʠʡ ʧʨʦʛʨʘʤʤʳ. Kaspersky Embedded Systems Security 

ʟʘʧʠʩʳʚʘʝʪ ʚ ʞʫʨʥʘʣ ʩʦʙʳʪʠʡ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʘʨʘʤʝʪʨʘʭ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ 

ʧʨʦʛʨʘʤʤʳ, ʪʝʢʫʱʝʤ ʩʦʩʪʦʷʥʠʠ ʟʘʜʘʯ, ʩʦʙʳʪʠʷʭ, ʚʦʟʥʠʢʰʠʭ ʟʘ ʚʨʝʤʷ ʠʭ ʚʳʧʦʣʥʝʥʠʷ, ʘ ʪʘʢʞʝ ʦ 

ʩʦʙʳʪʠʷʭ, ʩʚʷʟʘʥʥʳʭ ʩ ʫʧʨʘʚʣʝʥʠʝʤ Kaspersky Embedded Systems Security, ʠ ʠʥʬʦʨʤʘʮʠʶ, 

ʥʝʦʙʭʦʜʠʤʫʶ ʜʣʷ ʜʠʘʛʥʦʩʪʠʢʠ ʩʙʦʝʚ ʚ ʨʘʙʦʪʝ ʧʨʦʛʨʘʤʤʳ. 

¶ ɼʦʚʝʨʝʥʥʘʷ ʟʦʥʘ. ɺʳ ʤʦʞʝʪʝ ʩʬʦʨʤʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʠʩʢʣʶʯʝʥʠʡ ʠʟ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ʠʣʠ ʧʨʦʚʝʨʢʠ, 

ʢʦʪʦʨʳʡ Kaspersky Embedded Systems Security ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴ ʚ ʟʘʜʘʯʘʭ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ 

ʠ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʬʘʡʣʦʚ. 

¶ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ. ɺʳ ʤʦʞʝʪʝ ʟʘʱʠʱʘʪʴ ʧʘʤʷʪʴ ʧʨʦʮʝʩʩʦʚ ʦʪ ʵʢʩʧʣʫʘʪʘʮʠʠ ʫʷʟʚʠʤʦʩʪʝʡ ʩ 

ʧʦʤʦʱʴʶ ʚʥʝʜʨʷʝʤʦʛʦ ʚ ʧʨʦʮʝʩʩʳ ɸʛʝʥʪʘ ʟʘʱʠʪʳ. 

 

 

ʏʪʦ ʥʦʚʦʛʦ 

ɺ Kaspersky Embedded Systems Security ʧʦʷʚʠʣʠʩʴ ʩʣʝʜʫʶʱʠʝ ʚʦʟʤʦʞʥʦʩʪʠ ʠ ʫʣʫʯʰʝʥʠʷ: 

¶ ʇʦʜʜʝʨʞʢʘ ʥʦʚʳʭ ʚʝʨʩʠʡ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows: 

Windows 10 Redstone 6 (x32 ʠ x64); 

¶ ʂʦʜ ʘʢʪʠʚʘʮʠʠ ʥʝ ʦʪʦʙʨʘʞʘʝʪʩʷ ʧʦʣʥʦʩʪʴʶ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʦʛʨʘʤʤʳ. 

ɼʦʙʘʚʣʝʥʥʳʡ ʢʦʜ ʘʢʪʠʚʘʮʠʠ ʯʘʩʪʠʯʥʦ ʩʢʨʳʪ ʧʨʠ ʦʪʦʙʨʘʞʝʥʠʠ ʚ ʠʥʪʝʨʬʝʡʩʝ ʧʨʦʛʨʘʤʤʳ. ʅʠ ʦʜʠʥ ʠʟ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʝ ʤʦʞʝʪ ʫʚʠʜʝʪʴ ʝʛʦ ʧʦʣʥʦʩʪʴʶ. 
 

ʂʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ 

ɺ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ ʚʭʦʜʠʪ ʧʨʦʛʨʘʤʤʘ-ʧʨʠʚʝʪʩʪʚʠʝ, ʠʟ ʢʦʪʦʨʦʡ ʚʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

¶ ʟʘʧʫʩʪʠʪʴ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security; 

¶ ʟʘʧʫʩʪʠʪʴ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ Kaspersky Embedded Systems Security; 

¶ ʟʘʧʫʩʪʠʪʴ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security, ʢʦʪʦʨʳʡ 

ʧʦʟʚʦʣʷʝʪ ʫʧʨʘʚʣʷʪʴ ʧʨʦʛʨʘʤʤʦʡ ʯʝʨʝʟ Kaspersky Security Center; 

¶ ʧʨʦʯʠʪʘʪʴ ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ; 

¶ ʧʝʨʝʡʪʠ ʥʘ ʩʪʨʘʥʠʮʫ Kaspersky Embedded Systems Security ʥʘ ʚʝʙ-ʩʘʡʪʝ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ"; 

¶ ʧʝʨʝʡʪʠ ʥʘ ʚʝʙ-ʩʘʡʪ ʉʣʫʞʙʳ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ https://support.kaspersky.ru; 

¶ ʧʨʦʯʠʪʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʝʢʫʱʝʤ ʚʳʧʫʩʢʝ Kaspersky Embedded Systems Security. 

https://support.kaspersky.ru/
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ʇʘʧʢʘ \console ʩʦʜʝʨʞʠʪ ʬʘʡʣʳ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ (ʥʘʙʦʨ ʢʦʤʧʦʥʝʥʪʦʚ "ʉʨʝʜʩʪʚʘ 

ɸʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Embedded Systems Security"). 

ʇʘʧʢʘ \product ʩʦʜʝʨʞʠʪ ʩʣʝʜʫʶʱʠʝ ʬʘʡʣʳ: 

¶ ʬʘʡʣʳ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security ʥʘ ʩʝʨʚʝʨʝ ʧʦʜ 

ʫʧʨʘʚʣʝʥʠʝʤ 32-ʨʘʟʨʷʜʥʦʡ ʠʣʠ 64-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Microsoft Windows. 

¶ ʬʘʡʣ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security ʯʝʨʝʟ Kaspersky 

Security Center; 

¶ ʘʨʭʠʚ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ, ʘʢʪʫʘʣʴʥʳʭ ʥʘ ʤʦʤʝʥʪ ʚʳʧʫʩʢʘ ʧʨʦʛʨʘʤʤʳ; 

¶ ʬʘʡʣ ʩ ʪʝʢʩʪʦʤ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

ʇʘʧʢʘ \product_no_avbases ʩʦʜʝʨʞʠʪ ʬʘʡʣʳ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security ʠ 

ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ʙʝʟ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ. 

ʇʘʧʢʘ \setup ʩʦʜʝʨʞʠʪ ʬʘʡʣʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤʳ-ʧʨʠʚʝʪʩʪʚʠʷ. 

ʌʘʡʣʳ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ ʨʘʩʧʦʣʘʛʘʶʪʩʷ ʚ ʨʘʟʥʳʭ ʧʘʧʢʘʭ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʠʭ ʧʨʝʜʥʘʟʥʘʯʝʥʠʷ (ʩʤ. 

ʪʘʙʣʠʮʫ ʥʠʞʝ). 

ʊʘʙʣʠʮʘ 2. ʌʘʡʣʳ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ Kaspersky Embedded Systems Security 
 

ʌʘʡʣ ʅʘʟʥʘʯʝʥʠʝ 

autorun.inf ʌʘʡʣ ʘʚʪʦʟʘʧʫʩʢʘ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded 

Systems Security ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʦʛʨʘʤʤʳ ʩ ʧʝʨʝʥʦʩʥʳʭ 

ʥʦʩʠʪʝʣʝʡ. 

ess_admin_guide_ru.pdf ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

release_notes.txt ʌʘʡʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʝʨʩʠʠ. 

setup.exe ʌʘʡʣ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤʳ ʧʨʠʚʝʪʩʪʚʠʷ (ʟʘʧʫʩʢʘʝʪ setup.hta). 

\console\esstools_x86(x64).msi ʇʘʢʝʪ ʫʩʪʘʥʦʚʱʠʢʘ Windows; ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʂʦʥʩʦʣʴ 

ʧʨʦʛʨʘʤʤʳ ʥʘ ʟʘʱʠʱʘʝʤʳʡ ʢʦʤʧʴʶʪʝʨ. 

\console\setup.exe ʌʘʡʣ ʟʘʧʫʩʢʘ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʜʣʷ ʥʘʙʦʨʘ ʢʦʤʧʦʥʝʥʪʦʚ 

"ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" (ʚʢʣʶʯʘʶʱʝʛʦ ʂʦʥʩʦʣʴ 

ʧʨʦʛʨʘʤʤʳ); ʟʘʧʫʩʢʘʝʪ ʬʘʡʣ ʧʘʢʝʪʘ ʫʩʪʘʥʦʚʢʠ esstools.msi ʩ 

ʫʢʘʟʘʥʥʳʤʠ ʚ ʤʘʩʪʝʨʝ ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ. 

\product\bases.cab ɸʨʭʠʚ ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ, ʘʢʪʫʘʣʴʥʳʭ ʥʘ ʤʦʤʝʥʪ ʚʳʧʫʩʢʘ 

ʧʨʦʛʨʘʤʤʳ. 

\product\setup.exe ʌʘʡʣ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʥʘ 

ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ; 

ʟʘʧʫʩʢʘʝʪ ʬʘʡʣ ʧʘʢʝʪʘ ʫʩʪʘʥʦʚʢʠ ess.msi ʩ ʫʢʘʟʘʥʥʳʤʠ ʚ 

ʤʘʩʪʝʨʝ ʧʘʨʘʤʝʪʨʘʤʠ. 

\product\ess_x86(x64).msi ʇʘʢʝʪ ʫʩʪʘʥʦʚʱʠʢʘ Windows; ʫʩʪʘʥʘʚʣʠʚʘʝʪ Kaspersky 

Embedded Systems Security ʥʘ ʟʘʱʠʱʘʝʤʳʡ ʢʦʤʧʴʶʪʝʨ. 

\product\ess.kud ʌʘʡʣ ʚ ʬʦʨʤʘʪʝ Kaspersky Unicode Definition ʩ ʦʧʠʩʘʥʠʝʤ 

ʧʘʢʝʪʘ ʫʩʪʘʥʦʚʢʠ ʜʣʷ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky 

Embedded Systems Security ʯʝʨʝʟ Kaspersky Security Center.  
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ʌʘʡʣ ʅʘʟʥʘʯʝʥʠʝ 

\product\klcfginst.exe ʇʨʦʛʨʘʤʤʘ ʫʩʪʘʥʦʚʢʠ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ Kaspersky 

Embedded Systems Security ʯʝʨʝʟ Kaspersky Security Center. 

ʋʩʪʘʥʦʚʠʪʝ ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ ʥʘ ʢʘʞʜʳʡ ʢʦʤʧʴʶʪʝʨ, ʥʘ 

ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky 

Security Center, ʝʩʣʠ ʚʳ ʧʣʘʥʠʨʫʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky 

Embedded Systems Security ʯʝʨʝʟ ʥʝʝ. 

\product\license.txt ʌʘʡʣ ʩ ʪʝʢʩʪʦʤ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

\product\migration.txt ʌʘʡʣ ʩ ʦʧʠʩʘʥʠʝʤ ʧʝʨʝʭʦʜʘ ʩ ʧʨʝʜʳʜʫʱʠʭ ʚʝʨʩʠʡ 

ʧʨʦʛʨʘʤʤʳ. 

\setup\setup.hta ʌʘʡʣ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤʳ ʧʨʠʚʝʪʩʪʚʠʷ. 
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ɸʧʧʘʨʘʪʥʳʝ ʠ ʧʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ 

ʇʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ Kaspersky Embedded Systems Security ʪʨʝʙʫʝʪʩʷ ʫʜʘʣʠʪʴ ʩ ʢʦʤʧʴʶʪʝʨʘ ʜʨʫʛʠʝ 

ʘʥʪʠʚʠʨʫʩʥʳʝ ʧʨʦʛʨʘʤʤʳ. 

ʇʨʦʛʨʘʤʤʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʟʘʱʠʱʘʝʤʦʤʫ ʢʦʤʧʴʶʪʝʨʫ 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ 32-ʨʘʟʨʷʜʥʦʡ 

ʠʣʠ 64-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Microsoft Windows. 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʠ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ Windows 

XP ʪʨʝʙʫʝʪʩʷ ʥʘʣʠʯʠʝ ʫʩʪʘʥʦʚʱʠʢʘ Windows ʚʝʨʩʠʠ 3.1. 

 

ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʠ ʨʘʙʦʪʳ Kaspersky Embedded Systems Security ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩʦ ʚʩʪʨʦʝʥʥʦʡ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ ʥʝʦʙʭʦʜʠʤ ʢʦʤʧʦʥʝʥʪ "ɼʠʩʧʝʪʯʝʨ ʬʠʣʴʪʨʦʚ" (Filter Manager). 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʜʥʦʡ ʠʟ 

ʩʣʝʜʫʶʱʠʭ 32- ʠʣʠ 64-ʨʘʟʨʷʜʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows: 

¶ Windows XP Embedded SP3 (32-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows Embedded POSReady 2009 (32-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows XP Professional SP2 / SP3 (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows Embedded Standard 7 SP1 (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows Embedded Enterprise 7 SP1 (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows Embedded POSReady 7 (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows 7 Professional / Enterprise SP1 (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows Embedded 8.1 Industry Professional / Enterprise (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows Embedded 8.0 Standard (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows 8 Professional / Enterprise (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows 8.1 Professional / Enterprise (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows 10 Professional / Enterprise (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows 10 IoT Enterprise (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows 10 Redstone 1 Professional / Enterprise / IoT Enterprise (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows 10 Redstone 2 Professional / Enterprise / IoT Enterprise (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows 10 Redstone 3 Professional / Enterprise / IoT Enterprise (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 
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¶ Windows 10 Redstone 4 Professional / Enterprise / IoT Enterprise (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows 10 Redstone 5 Professional / Enterprise / IoT Enterprise (32-ʨʘʟʨʷʜʥʘʷ, 64-ʨʘʟʨʷʜʥʘʷ); 

¶ Windows 10 Redstone 6 Professional / Enterprise / IoT Enterprise (32-ʨʘʟʨʷʜʥʘ,̫ 64-ʨʘʟʨʷʜʥʘʷ). 

ɸʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʟʘʱʠʱʘʝʤʦʤʫ ʢʦʤʧʴʶʪʝʨʫ 

ɸʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʟʘʱʠʱʘʝʤʦʤʫ ʢʦʤʧʴʶʪʝʨʫ ʨʘʟʣʠʯʘʶʪʩʷ ʚ ʨʘʟʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ 

Windows. 

¶ ɸʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʜʣʷ ʢʦʤʧʴʶʪʝʨʘ ʩ ʦʧʝʨʘʮʠʦʥʥʳʤʠ ʩʠʩʪʝʤʘʤʠ Windows XP (32 / 

64-ʨʘʟʨʷʜʥʘʷ), Windows 7 (32-ʨʘʟʨʷʜʥʘʷ), Windows 8 (32-ʨʘʟʨʷʜʥʘʷ), Windows Embedded XP, 

Windows Embedded POSReady 2009 ʠ Windows Embedded POSReady 7: 

¶ ʄʠʥʠʤʘʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ: 

¶ ʆʙʲʝʤ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ: 

¶ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ï 50 ʄɹ; 

¶ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security ï 2 ɻɹ. 

¶ ʆʙʲʝʤ ʦʧʝʨʘʪʠʚʥʦʡ ʧʘʤʷʪʠ: 

¶ 256 ʄɹ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʪʦʣʴʢʦ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʥʘ ʢʦʤʧʴʶʪʝʨ ʩ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ Microsoft Windows; 

¶ 512 ʄɹ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʧʦʣʥʦʡ ʫʩʪʘʥʦʚʢʠ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ. 

¶ ʊʨʝʙʦʚʘʥʠʷ ʢ ʧʨʦʮʝʩʩʦʨʫ: 

¶ ʜʣʷ 32-ʨʘʟʨʷʜʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows: ʦʜʥʦʷʜʝʨʥʳʡ ʧʨʦʮʝʩʩʦʨ 

IntelÈ PentiumÈ III, 1,4 ɻɻʮ; 

¶ ʜʣʷ 64-ʨʘʟʨʷʜʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows: ʦʜʥʦʷʜʝʨʥʳʡ ʧʨʦʮʝʩʩʦʨ Intel 

Pentium IV, 1,4 ɻɻʮ. 

¶ ʈʝʢʦʤʝʥʜʫʝʤʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ: 

¶ ʆʙʲʝʤ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ: 

¶ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ï 2 ɻɹ; 

¶ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security ï 4 ɻɹ. 

¶ ʆʧʝʨʘʪʠʚʥʘʷ ʧʘʤʷʪʴ: 2 ɻɹ. 

¶ ʊʨʝʙʦʚʘʥʠʷ ʢ ʧʨʦʮʝʩʩʦʨʫ: 2,4 ɻɻʮ, ʯʝʪʳʨʝʭʲʷʜʝʨʥʳʡ. 

¶ ɸʧʧʘʨʘʪʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʜʣʷ ʢʦʤʧʴʶʪʝʨʘ ʩ ʦʧʝʨʘʮʠʦʥʥʳʤʠ ʩʠʩʪʝʤʘʤʠ Windows 7 (64-ʨʘʟʨʷʜʥʘʷ), 

Windows 8 (64-ʨʘʟʨʷʜʥʘʷ), Windows 10 (64-ʨʘʟʨʷʜʥʘʷ), Windows Embedded 7 ʠ Windows Embedded 8: 

¶ ʄʠʥʠʤʘʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ: 

¶ ʆʙʲʝʤ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ: 

¶ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ï 50 ʄɹ; 

¶ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security ï 2 ɻɹ. 

¶ ʆʧʝʨʘʪʠʚʥʘʷ ʧʘʤʷʪʴ: 1 ɻɹ. 

¶ ʊʨʝʙʦʚʘʥʠʷ ʢ ʧʨʦʮʝʩʩʦʨʫ: 

¶ ʜʣʷ 32-ʨʘʟʨʷʜʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows: ʦʜʥʦʷʜʝʨʥʳʡ ʧʨʦʮʝʩʩʦʨ Intel 
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Pentium III, 1,4 ɻɻʮ; 

¶ ʜʣʷ 64-ʨʘʟʨʷʜʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Microsoft Windows: ʦʜʥʦʷʜʝʨʥʳʡ ʧʨʦʮʝʩʩʦʨ Intel 

Pentium IV, 1,4 ɻɻʮ. 

¶ ʈʝʢʦʤʝʥʜʫʝʤʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ 

¶ ʆʙʲʝʤ ʜʠʩʢʦʚʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ: 

¶ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʘ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ï 2 ɻɹ; 

¶ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʩʝʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security ï 4 ɻɹ. 

¶ ʆʧʝʨʘʪʠʚʥʘʷ ʧʘʤʷʪʴ: 2 ɻɹ. 

¶ ʊʨʝʙʦʚʘʥʠʷ ʢ ʧʨʦʮʝʩʩʦʨʫ: 2,4 ɻɻʮ, ʯʝʪʳʨʝʭʲʷʜʝʨʥʳʡ. 
 

ʌʫʥʢʮʠʦʥʘʣʴʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʠ ʦʛʨʘʥʠʯʝʥʠʷ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʧʨʠʚʝʜʝʥʦ ʦʧʠʩʘʥʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʪʨʝʙʦʚʘʥʠʡ ʠ ʩʫʱʝʩʪʚʫʶʱʠʭ 

ʦʛʨʘʥʠʯʝʥʠʡ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ 

¶ ɺʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʦʪʦʙʨʘʞʘʝʪʩʷ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ, ʝʩʣʠ ʥʦʚʳʡ ʧʫʪʴ ʢ ʧʘʧʢʝ ʫʩʪʘʥʦʚʢʠ 

Kaspersky Embedded Systems Security ʩʦʜʝʨʞʠʪ ʙʦʣʝʝ 150 ʩʠʤʚʦʣʦʚ. ʕʪʦ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʥʝ 

ʚʣʠʷʝʪ ʥʘ ʧʨʦʮʝʩʩ ʫʩʪʘʥʦʚʢʠ. ʇʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security ʙʫʜʝʪ ʫʩʧʝʰʥʦ 

ʫʩʪʘʥʦʚʣʝʥʘ ʠ ʟʘʧʫʱʝʥʘ. 

¶ ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʢʦʤʧʦʥʝʥʪʦʚ, ʧʦʜʜʝʨʞʠʚʘʶʱʠʭ ʧʨʦʪʦʢʦʣ SNMP, ʚʘʤ ʥʫʞʥʦ ʧʝʨʝʟʘʧʫʩʪʠʪʴ ʩʣʫʞʙʫ 

SNMP, ʝʩʣʠ ʦʥʘ ʟʘʧʫʱʝʥʘ. 

¶ ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʠ ʨʘʙʦʪʳ Kaspersky Embedded Systems Security ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ, ʫʧʨʘʚʣʷʝʤʳʭ 

ʚʩʪʨʦʝʥʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ, ʥʫʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʢʦʤʧʦʥʝʥʪ Filter Manager. 

¶ ʋʩʪʘʥʦʚʢʘ ʉʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Embedded Systems Security ʥʝʚʦʟʤʦʞʥʘ 

ʩʨʝʜʩʪʚʘʤʠ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ Microsoft Active DirectoryÈ. 

¶ ʇʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʦʛʨʘʤʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨʳ ʩ ʫʩʪʘʨʝʚʰʝʡ ʚʝʨʩʠʝʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʜʣʷ 

ʢʦʪʦʨʦʡ ʥʝʚʦʟʤʦʞʥʦ ʨʝʛʫʣʷʨʥʦʝ ʧʦʣʫʯʝʥʠʝ ʦʙʥʦʚʣʝʥʠʡ, ʥʫʞʥʦ ʧʨʦʚʝʨʠʪʴ ʩʣʝʜʫʶʱʠʝ ʢʦʨʥʝʚʳʝ 

ʩʝʨʪʠʬʠʢʘʪʳ: DigiCert Assured ID Root CA, DigiCert_High_Assurance_EV_Root_CA, 

DigiCertAssuredIDRootCA. ʆʪʩʫʪʩʪʚʠʝ ʫʢʘʟʘʥʥʳʭ ʩʝʨʪʠʬʠʢʘʪʦʚ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʥʝʢʦʨʨʝʢʪʥʦʡ 

ʨʘʙʦʪʝ ʧʨʦʛʨʘʤʤʳ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ ʫʢʘʟʘʥʥʳʝ ʩʝʨʪʠʬʠʢʘʪʳ ʣʶʙʳʤ ʚʦʟʤʦʞʥʳʤ 

ʩʧʦʩʦʙʦʤ. 
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¶ ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security ʥʝʚʦʟʤʦʞʥʦ ʫʜʘʣʠʪʴ ʠʟ ʤʝʥʶ ʇʫʩʢ. ʂʦʥʩʦʣʴ 

Kaspersky Embedded Systems Security ʤʦʞʥʦ ʫʜʘʣʠʪʴ ʩ ʧʦʤʦʱʴʶ ʩʩʳʣʢʠ ʚ ʦʢʥʝ ʋʩʪʘʥʦʚʢʘ / 

ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤ. 
 

ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʢʦʤʧʦʥʝʥʪ ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ ʥʝ ʧʨʦʚʝʨʷʝʪ ʠʟʤʝʥʝʥʠʷ ʚ ʩʠʩʪʝʤʥʳʭ ʧʘʧʢʘʭ ʠ ʚ 

ʩʣʫʞʝʙʥʳʭ ʬʘʡʣʘʭ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ, ʯʪʦʙʳ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʪʘʥʜʘʨʪʥʳʭ ʠʟʤʝʥʝʥʠʷʭ ʬʘʡʣʦʚ, ʧʦʩʪʦʷʥʥʦ 

ʦʩʫʱʝʩʪʚʣʷʝʤʳʭ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ, ʥʝ ʧʦʧʘʜʘʣʘ ʚ ʦʪʯʝʪ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ. ʅʝʣʴʟʷ ʚʨʫʯʥʫʶ 

ʜʦʙʘʚʠʪʴ ʵʪʠ ʧʘʧʢʠ ʚ ʦʙʣʘʩʪʴ ʤʦʥʠʪʦʨʠʥʛʘ. 

ʉʣʝʜʫʶʱʠʝ ʧʘʧʢʠ ʠ ʬʘʡʣʳ ʠʩʢʣʶʯʝʥʳ ʠʟ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ: 

¶ ʉʣʫʞʝʙʥʳʝ ʬʘʡʣʳ NTFS ʩ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʤ ʬʘʡʣʘ ʦʪ 0 ʜʦ 33 

¶ "%SystemRoot%\\Prefetch\\" 

¶ "%SystemRoot%\\ServiceProfiles\\LocalService\\AppData\\Local\\" 

¶ "%SystemRoot%\\System32\\LogFiles\\Scm\\" 

¶ "%SystemRoot%\\Microsoft.NET\\Framework\\v4.0.30319\\" 

¶ "%SystemRoot%\\Microsoft.NET\\Framework64\\v4.0.30319\\" 

¶ "%SystemRoot%\\Microsoft.NET\\" 

¶ "%SystemRoot%\\System32\\config\\" 

¶ "%SystemRoot%\\Temp\\" 

¶ "%SystemRoot%\\ServiceProfiles\\LocalService\\" 

¶ "%SystemRoot%\\System32\\winevt\\Logs\\" 

¶ "%SystemRoot%\\System32\\wbem\\repository\\" 

¶ "%SystemRoot%\\System32\\wbem\\Logs\\" 

¶ "%ProgramData%\\Microsoft\\Windows\\WER\\ReportQueue\\" 

¶ "%SystemRoot%\\SoftwareDistribution\\DataStore\\" 

¶ "%SystemRoot%\\SoftwareDistribution\\DataStore\\Logs\\" 

¶ "%ProgramData%\\Microsoft\\Windows\\AppRepository\\" 

¶ "%ProgramData%\\Microsoft\\Search\\Data\\Applications\\Windows\\" 

¶ "%SystemRoot%\\Logs\\SystemRestore\\" 

¶ "%SystemRoot%\\System32\\Tasks\\Microsoft\\Windows\\TaskScheduler\\" 

ʇʨʦʛʨʘʤʤʘ ʠʩʢʣʶʯʘʝʪ ʧʘʧʢʠ ʚʝʨʭʥʝʛʦ ʫʨʦʚʥʷ. 

ʂʦʤʧʦʥʝʥʪ ʥʝ ʦʩʫʱʝʩʪʚʣʷʝʪ ʤʦʥʠʪʦʨʠʥʛ ʠʟʤʝʥʝʥʠʡ ʚ ʬʘʡʣʘʭ, ʢʦʪʦʨʳʝ ʧʨʦʠʩʭʦʜʷʪ ʚ ʦʙʭʦʜ ʬʘʡʣʦʚʦʡ 

ʩʠʩʪʝʤʳ ReFS/NTFS (ʠʟʤʝʥʝʥʠʷ, ʩʜʝʣʘʥʥʳʝ ʯʝʨʝʟ BIOS, LiveCD ʠ ʪ.ʜ.). 
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ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ 

¶ ʈʘʙʦʪʘ ʩ IP-ʘʜʨʝʩʘʤʠ ʚ ʬʦʨʤʘʪʝ IPv6 ʥʝʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʦʙʣʘʩʪʴ ʫʢʘʟʘʥʥʦʛʦ ʧʨʠʤʝʥʷʝʤʦʛʦ ʧʨʘʚʠʣʘ 

ʩʦʩʪʦʠʪ ʠʟ ʦʜʥʦʛʦ ʘʜʨʝʩʘ. 

¶ ʊʝʢʫʱʠʝ ʧʨʘʚʠʣʘ ʧʦʣʠʪʠʢʠ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʦʙʝʩʧʝʯʠʚʘʶʪ ʚʳʧʦʣʥʝʥʠʝ ʦʩʥʦʚʥʳʭ ʩʮʝʥʘʨʠʝʚ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ ʣʦʢʘʣʴʥʳʤʠ ʢʦʤʧʴʶʪʝʨʘʤʠ ʠ ʉʝʨʚʝʨʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ɼʣʷ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʬʫʥʢʮʠʡ Kaspersky Security Center ʚ ʧʦʣʥʦʤ ʦʙʲʝʤʝ ʚʘʤ ʥʫʞʥʦ ʚʨʫʯʥʫʶ ʥʘʩʪʨʦʠʪʴ 

ʧʨʘʚʠʣʘ ʜʣʷ ʧʦʨʪʦʚ. ʀʥʬʦʨʤʘʮʠʷ ʦ ʥʦʤʝʨʘʭ ʧʦʨʪʦʚ, ʧʨʦʪʦʢʦʣʘʭ ʠ ʠʭ ʬʫʥʢʮʠʷʭ ʧʨʠʚʝʜʝʥʘ ʚ ɹʘʟʝ 

ʟʥʘʥʠʡ Kaspersky Security Center (ʩʪʘʪʴʷ 9297). 

¶ ʇʨʦʛʨʘʤʤʘ ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪ ʠʟʤʝʥʝʥʠʝ ʧʨʘʚʠʣ ʠ ʛʨʫʧʧ ʧʨʘʚʠʣ ʙʨʘʥʜʤʘʫʵʨʘ Windows ʚʦ ʚʨʝʤʷ 

ʝʞʝʤʠʥʫʪʥʳʭ ʟʘʧʨʦʩʦʚ ʢ ʟʘʜʘʯʝ ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ, ʝʩʣʠ ʵʪʠ ʧʨʘʚʠʣʘ ʥʝ ʙʳʣʠ 

ʜʦʙʘʚʣʝʥʳ ʚ ʢʦʥʬʠʛʫʨʘʮʠʶ ʟʘʜʘʯʠ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʦʛʨʘʤʤʳ. ʏʪʦʙʳ ʦʙʥʦʚʠʪʴ ʩʪʘʪʫʩ ʠ ʚʢʣʶʯʠʪʴ 

ʪʘʢʠʝ ʧʨʘʚʠʣʘ, ʚʘʤ ʥʫʞʥʦ ʧʝʨʝʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ. 

¶ ʇʨʠ ʟʘʧʫʩʢʝ ʟʘʜʘʯʠ ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʧʨʘʚʠʣ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʫʜʘʣʷʶʪʩʷ ʠʟ ʧʘʨʘʤʝʪʨʦʚ ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

¶ ʟʘʧʨʝʱʘʶʱʠʝ ʧʨʘʚʠʣʘ;  

¶ ʧʨʘʚʠʣʘ ʤʦʥʠʪʦʨʠʥʛʘ ʠʩʭʦʜʷʱʝʛʦ ʪʨʘʬʠʢʘ. 
 

ʇʨʦʯʠʝ ʦʛʨʘʥʠʯʝʥʠʷ 

ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʠ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ: 

¶ ʅʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʧʨʦʚʝʨʢʘ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʜʣʷ ʫʩʪʨʦʡʩʪʚ, ʨʘʙʦʪʘʶʱʠʭ ʧʦ ʧʨʦʪʦʢʦʣʫ MTP. 

¶ ʇʨʦʚʝʨʢʘ ʦʙʲʝʢʪʦʚ ʚ ʘʨʭʠʚʘʭ ʥʝʚʦʟʤʦʞʥʘ ʙʝʟ ʧʨʦʚʝʨʢʠ SFX-ʘʨʭʠʚʦʚ: ʝʩʣʠ ʚʢʣʶʯʝʥʘ ʧʨʦʚʝʨʢʘ 

ʘʨʭʠʚʦʚ ʚ ʧʘʨʘʤʝʪʨʘʭ ʟʘʱʠʪʳ Kaspersky Embedded Systems Security, ʧʨʦʛʨʘʤʤʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ ʢʘʢ ʚ ʘʨʭʠʚʘʭ, ʪʘʢ ʠ ʚ SFX-ʘʨʭʠʚʘʭ. ɺʦʟʤʦʞʥʘ ʧʨʦʚʝʨʢʘ SFX-ʘʨʭʠʚʦʚ ʙʝʟ 

ʧʨʦʚʝʨʢʠ ʘʨʭʠʚʦʚ. 

ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ: 

¶ ɺ ʤʘʩʪʝʨʝ ʫʩʪʘʥʦʚʢʠ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʘʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ ʢʣʶʯʘ, ʝʩʣʠ ʬʘʡʣ 

ʢʣʶʯʘ ʭʨʘʥʠʪʩʷ ʥʘ ʜʠʩʢʝ, ʩʦʟʜʘʥʥʦʤ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ SUBST, ʠʣʠ ʝʩʣʠ ʫʢʘʟʘʥ ʩʝʪʝʚʦʡ ʧʫʪʴ ʢ 

ʬʘʡʣʫ ʢʣʶʯʘ. 

ʆʙʥʦʚʣʝʥʠʷ: 

¶ ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʢʨʠʪʠʯʝʩʢʠʭ ʦʙʥʦʚʣʝʥʠʡ ʤʦʜʫʣʝʡ Kaspersky Embedded Systems Security, ʧʦ 

ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʦʢ ʧʨʦʛʨʘʤʤʳ ʙʫʜʝʪ ʩʢʨʳʪ. 

¶ KLRAMDISK ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ Windows XP ʠ Windows 

2003. 

ʀʥʪʝʨʬʝʡʩ: 

¶ ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʠʣʴʪʨʦʚ ʚ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʫʯʠʪʳʚʘʝʪʩʷ ʨʝʛʠʩʪʨ ʜʣʷ ʢʘʨʘʥʪʠʥʘ, ʨʝʟʝʨʚʥʦʛʦ 

ʭʨʘʥʠʣʠʱʘ, ʞʫʨʥʘʣʘ ʩʠʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ ʠ ʞʫʨʥʘʣʘ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ. 

¶ ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ʠ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ ʚ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʪʦʣʴʢʦ ʦʜʥʫ ʤʘʩʢʫ ʠ ʪʦʣʴʢʦ ʚ ʢʦʥʮʝ ʧʫʪʠ. ʇʨʠʤʝʨʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʤʘʩʢʠ: "C:\Temp\Temp*", 

"C:\Temp\Temp???.doc", "C:\Temp\Temp*.doc". ʕʪʠ ʦʛʨʘʥʠʯʝʥʠʷ ʥʝ ʨʘʩʧʨʦʩʪʨʘʥʷʶʪʩʷ ʥʘ ʥʘʩʪʨʦʡʢʫ 

ʜʦʚʝʨʝʥʥʦʡ ʟʦʥʳ. 
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ɹʝʟʦʧʘʩʥʦʩʪʴ: 

¶ ɽʩʣʠ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ ʘʢʪʠʚʠʨʦʚʘʥ ʂʦʥʪʨʦʣʴ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʦʣʞʥʳ ʚʭʦʜʠʪʴ ʚ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ KAVWSEE, ʯʪʦʙʳ ʦʪʢʨʳʚʘʪʴ ʂʦʥʩʦʣʴ 

ʧʨʦʛʨʘʤʤʳ ʜʚʦʡʥʳʤ ʱʝʣʯʢʦʤ ʤʳʰʠ ʥʘ ʟʥʘʯʢʝ ʧʨʦʛʨʘʤʤʳ ʚ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ ʧʘʥʝʣʠ ʟʘʜʘʯ. ɺ 

ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʥʫʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʩ ʧʨʘʚʘʤʠ ʦʪʢʨʳʚʘʪʴ ɼʠʘʛʥʦʩʪʠʯʝʩʢʦʝ ʦʢʥʦ 

ʠʣʠ ʦʩʥʘʩʪʢʫ Microsoft Management Console. 

¶ ɽʩʣʠ ʘʢʪʠʚʠʨʦʚʘʥ ʂʦʥʪʨʦʣʴ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʥʝʜʦʩʪʫʧʥʦ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʠʟ 

ʦʢʥʘ Microsoft Windows ʇʨʦʛʨʘʤʤʳ ʠ ʢʦʤʧʦʥʝʥʪʳ. 

ʀʥʪʝʛʨʘʮʠʷ ʩ Kaspersky Security Center: 

¶ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʧʨʦʚʝʨʷʝʪ ʢʦʨʨʝʢʪʥʦʩʪʴ ʦʙʥʦʚʣʝʥʠʡ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʧʨʠ ʧʦʣʫʯʝʥʠʠ 

ʧʘʢʝʪʦʚ ʦʙʥʦʚʣʝʥʠʡ ʠ ʧʝʨʝʜ ʦʪʧʨʘʚʢʦʡ ʦʙʥʦʚʣʝʥʠʡ ʥʘ ʢʦʤʧʴʶʪʝʨʳ ʩʝʪʠ. ʉʝʨʚʝʨ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʥʝ ʧʨʦʚʝʨʷʝʪ ʢʦʨʨʝʢʪʥʦʩʪʴ ʧʦʣʫʯʝʥʥʳʭ ʦʙʥʦʚʣʝʥʠʡ ʤʦʜʫʣʝʡ ʧʨʦʛʨʘʤʤʳ. 

¶ ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʫʩʪʘʥʦʚʣʝʥʳ ʥʝʦʙʭʦʜʠʤʳʝ ʬʣʘʞʢʠ ʚ ʦʢʥʝ ʧʘʨʘʤʝʪʨʦʚ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʉʝʨʚʝʨʦʤ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʢʦʤʧʦʥʝʥʪʦʚ, ʧʝʨʝʜʘʶʱʠʭ ʜʠʥʘʤʠʯʝʩʢʠ ʠʟʤʝʥʷʶʱʠʝʩʷ 

ʜʘʥʥʳʝ ʚ Kaspersky Security Center ʩ ʧʦʤʦʱʴʶ ʩʝʪʝʚʳʭ ʩʧʠʩʢʦʚ (ʢʘʨʘʥʪʠʥ, ʨʝʟʝʨʚʥʦʝ ʭʨʘʥʠʣʠʱʝ). 

ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ: 

¶ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ʥʝʜʦʩʪʫʧʥʘ, ʝʩʣʠ ʙʠʙʣʠʦʪʝʢʠ apphelp.dll ʥʝ ʟʘʛʨʫʞʝʥʳ ʚ ʪʝʢʫʱʝʡ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʝʪʝʚʦʛʦ ʦʢʨʫʞʝʥʠʷ. 

¶ ʂʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ʥʝʩʦʚʤʝʩʪʠʤ ʩ ʫʪʠʣʠʪʦʡ EMET ʦʪ Microsoft ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʦʡ Microsoft Windows 10. Kaspersky Embedded Systems Security ʙʣʦʢʠʨʫʝʪ 

EMET, ʝʩʣʠ ʢʦʤʧʦʥʝʥʪ ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʩ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʫʪʠʣʠʪʦʡ 

EMET. 

 

 



 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ 

33 

 

 

 
 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ 
ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʧʦʰʘʛʦʚʳʝ ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʫʩʪʘʥʦʚʢʝ ʠ ʫʜʘʣʝʥʠʶ Kaspersky Embedded Systems 

Security. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ʂʦʜʳ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security ʜʣʷ ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ 

Windows ................................................................................................................................................................. 33 

ʀʟʤʝʥʝʥʠʷ ʚ ʩʠʩʪʝʤʝ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ............................................. 37 

ʇʨʦʮʝʩʩʳ Kaspersky Embedded Systems Security .............................................................................................. 40 

ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ ʠ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʜʣʷ ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ Windows ............. 40 

ɾʫʨʥʘʣʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security ......................................................... 43 

ʇʣʘʥʠʨʦʚʘʥʠʝ ʫʩʪʘʥʦʚʢʠ ..................................................................................................................................... 44 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ .................................................................................... 47 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ................................................................................... 60 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ Kaspersky Security Center ................................................................ 65 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory ............................................... 70 

ʇʨʦʚʝʨʢʘ ʬʫʥʢʮʠʡ Kaspersky Embedded Systems Security. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʪʝʩʪʦʚʦʛʦ ʚʠʨʫʩʘ EICAR ......... 73 

 

 

ʂʦʜʳ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded 
Systems Security ʜʣ ̫ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ Windows 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʘʡʣʳ \product\ess _x86.msi ʠ \product\ess _x64.msi ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʩʝʭ 

ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security. ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʵʪʠ ʢʦʤʧʦʥʝʥʪʳ ʧʨʠ ʚʳʙʦʨʦʯʥʦʡ 

ʫʩʪʘʥʦʚʢʝ ʧʨʦʛʨʘʤʤʳ. 

ʌʘʡʣʳ \console\esstools_x86.msi ʠ \console\esstools_x64.msi ʫʩʪʘʥʘʚʣʠʚʘʶʪ ʚʩʝ ʧʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ 

ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ". 

ɺ ʩʣʝʜʫʶʱʠʭ ʨʘʟʜʝʣʘʭ ʧʨʠʚʝʜʝʥʳ ʢʦʜʳ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security ʜʣʷ ʩʣʫʞʙʳ 

ʫʩʪʘʥʦʚʱʠʢʘ Windows. ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʠ ʢʦʜʳ, ʯʪʦʙʳ ʟʘʜʘʪʴ ʩʧʠʩʦʢ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ 

ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 
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ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Embedded Systems Security 

ɺ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʧʨʠʚʝʜʝʥʳ ʢʦʜʳ ʠ ʦʧʠʩʘʥʠʷ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems 

Security. 

ʊʘʙʣʠʮʘ 3. ʆʧʠʩʘʥʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security 
 

ʂʦʤʧʦʥʝʥʪ ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʇʨʝʜʥʘʟʥʘʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʘ 

ʆʩʥʦʚʥʘʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ Core ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʥʘʙʦʨ 

ʙʘʟʦʚʳʭ ʬʫʥʢʮʠʡ ʧʨʦʛʨʘʤʤʳ ʠ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʠʭ ʨʘʙʦʪʫ. 

ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ AppCtrl ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʪʩʣʝʞʠʚʘʝʪ ʧʦʧʳʪʢʠ 

ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ 

ʨʘʟʨʝʰʘʝʪ ʠʣʠ ʟʘʧʨʝʱʘʝʪ ʟʘʧʫʩʢ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʜʘʥʥʳʤʠ ʧʨʘʚʠʣʘʤʠ 

ʢʦʥʪʨʦʣʷ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ. 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪʩʷ ʚ ʟʘʜʘʯʝ ʂʦʥʪʨʦʣʴ 

ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ. 

ʂʦʥʪʨʦʣʴ ʫʩʪʨʦʡʩʪʚ DevCtrl ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʪʩʣʝʞʠʚʘʝʪ ʧʦʧʳʪʢʠ 

ʧʦʜʢʣʶʯʝʥʠʷ ʟʘʧʦʤʠʥʘʶʱʠʭ 

USB-ʫʩʪʨʦʡʩʪʚ ʢ ʟʘʱʠʱʘʝʤʦʤʫ 

ʢʦʤʧʴʶʪʝʨʫ ʠ ʨʘʟʨʝʰʘʝʪ ʠʣʠ ʟʘʧʨʝʱʘʝʪ ʠʭ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʟʘʜʘʥʥʳʤʠ ʧʨʘʚʠʣʘʤʠ ʢʦʥʪʨʦʣʷ ʫʩʪʨʦʡʩʪʚ. 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪʩʷ ʚ ʟʘʜʘʯʝ ʂʦʥʪʨʦʣʴ 

ʫʩʪʨʦʡʩʪʚ. 

ɸʥʪʠʚʠʨʫʩʥʘʷ ʟʘʱʠʪʘ AVProtection ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ 

ʘʥʪʠʚʠʨʫʩʥʫʶ ʟʘʱʠʪʫ ʠ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ 

ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: 

¶ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ 

¶ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ 

ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ Ods ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʩʠʩʪʝʤʥʳʝ 

ʬʘʡʣʳ Kaspersky Embedded Systems 

Security ʠ ʚʳʧʦʣʥʷʝʪ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʧʦ 

ʪʨʝʙʦʚʘʥʠʶ (ʧʨʦʚʝʨʢʘ ʦʙʲʝʢʪʦʚ 

ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, ʚʳʧʦʣʥʷʝʤʘʷ 

ʧʦ ʢʦʤʘʥʜʝ). 

ɽʩʣʠ, ʫʩʪʘʥʘʚʣʠʚʘʷ Kaspersky Embedded 

Systems Security ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʚʳ 

ʫʢʘʞʝʪʝ ʜʨʫʛʠʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky 

Embedded Systems Security, ʥʝ ʫʢʘʟʳʚʘʷ 

ʢʦʤʧʦʥʝʥʪ Core, ʢʦʤʧʦʥʝʥʪ Core ʙʫʜʝʪ 

ʫʩʪʘʥʦʚʣʝʥ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 
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ʂʦʤʧʦʥʝʥʪ ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʇʨʝʜʥʘʟʥʘʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʘ 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ Oas ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ 

ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʬʘʡʣʦʚ ʥʘ 

ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʧʨʠ ʦʙʨʘʱʝʥʠʠ ʢ 

ʵʪʠʤ ʬʘʡʣʘʤ. 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪ ʟʘʜʘʯʫ ʇʦʩʪʦʷʥʥʘʷ 

ʟʘʱʠʪʘ ʬʘʡʣʦʚ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ Kaspersky Security 

Network 

Ksn ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʟʘʱʠʪʫ ʥʘ 

ʦʩʥʦʚʝ ʦʙʣʘʯʥʳʭ ʪʝʭʥʦʣʦʛʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ". 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪ ʟʘʜʘʯʫ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ KSN (ʦʪʧʨʘʚʢʘ ʟʘʧʨʦʩʦʚ ʠ 

ʧʦʣʫʯʝʥʠʝ ʟʘʢʣʶʯʝʥʠʡ ʦʪ ʩʣʫʞʙʳ 

Kaspersky Security Network). 

ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ Fim ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʧʦʟʚʦʣʷʝʪ ʨʝʛʠʩʪʨʠʨʦʚʘʪʴ 

ʦʧʝʨʘʮʠʠ, ʧʨʦʠʟʚʦʜʠʤʳʝ ʥʘʜ ʬʘʡʣʘʤʠ ʚ 

ʚʳʙʨʘʥʥʦʡ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ. 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪ ʟʘʜʘʯʫ ʄʦʥʠʪʦʨʠʥʛ 

ʬʘʡʣʦʚʳʭ ʦʧʝʨʘʮʠʡ. 

ɿʘʱʠʪʘ ʦʪ ʵʢʩʧʣʦʡʪʦʚ AntiExploit ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʫʧʨʘʚʣʝʥʠʝ 

ʧʘʨʘʤʝʪʨʘʤʠ ʟʘʱʠʪʳ ʧʨʦʮʝʩʩʦʚ ʚ ʧʘʤʷʪʠ 

ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ Firewall ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʧʨʝʜʦʩʪʘʚʣʷʝʪ 

ʚʦʟʤʦʞʥʦʩʪʴ ʫʧʨʘʚʣʝʥʠʷ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ 

Windows ʯʝʨʝʟ ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ 

Kaspersky Embedded Systems Security. 

ʂʦʤʧʦʥʝʥʪ ʨʝʘʣʠʟʫʝʪ ʟʘʜʘʯʫ ʋʧʨʘʚʣʝʥʠʝ 

ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ. 

ʄʦʜʫʣʴ ʠʥʪʝʛʨʘʮʠʠ ʩ ɸʛʝʥʪʦʤ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky 

Security Center 

AKIntegration ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʚʷʟʴ 

Kaspersky Embedded Systems Security ʩ 

ɸʛʝʥʪʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky 

Security Center. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʵʪʦʪ ʢʦʤʧʦʥʝʥʪ ʥʘ 

ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʝʩʣʠ ʚʳ 

ʧʣʘʥʠʨʫʝʪʝ ʫʧʨʘʚʣʷʪʴ ʧʨʦʛʨʘʤʤʦʡ ʯʝʨʝʟ 

Kaspersky Security Center. 

ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ LogInspector ʂʦʤʧʦʥʝʥʪ ʚʳʧʦʣʥʷʝʪ ʢʦʥʪʨʦʣʴ 

ʮʝʣʦʩʪʥʦʩʪʠ ʟʘʱʠʱʘʝʤʦʡ ʩʨʝʜʳ ʥʘ ʦʩʥʦʚʝ 

ʨʝʟʫʣʴʪʘʪʦʚ ʘʥʘʣʠʟʘ ʞʫʨʥʘʣʦʚ ʩʦʙʳʪʠʡ 

Windows. 
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ʂʦʤʧʦʥʝʥʪ ʀʜʝʥʪʠʬʠʢʘʪʦʨ ʇʨʝʜʥʘʟʥʘʯʝʥʠʝ ʢʦʤʧʦʥʝʥʪʘ 

ʅʘʙʦʨ ʩʯʝʪʯʠʢʦʚ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ 

"ʉʠʩʪʝʤʥʳʡ ʤʦʥʠʪʦʨ" 

PerfMonCounters ʂʦʤʧʦʥʝʥʪ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʥʘʙʦʨ ʩʯʝʪʯʠʢʦʚ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ 

"ʉʠʩʪʝʤʥʳʡ ʤʦʥʠʪʦʨ". ʉʯʝʪʯʠʢʠ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʧʦʟʚʦʣʷʶʪ ʠʟʤʝʨʷʪʴ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ Kaspersky Embedded 

Systems Security ʠ ʥʘʭʦʜʠʪʴ ʚʦʟʤʦʞʥʳʝ 

ʫʟʢʠʝ ʤʝʩʪʘ ʧʨʠ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʝ 

Kaspersky Embedded Systems Security ʩ 

ʜʨʫʛʠʤʠ ʧʨʦʛʨʘʤʤʘʤʠ. 

ʇʦʜʜʝʨʞʢʘ SNMP-ʧʨʦʪʦʢʦʣʘ SnmpSupport ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʧʫʙʣʠʢʫʝʪ ʩʯʝʪʯʠʢʠ ʠ 

ʣʦʚʫʰʢʠ Kaspersky Embedded Systems 

Security ʯʝʨʝʟ ʩʣʫʞʙʫ Simple Network 

Management Protocol (SNMP) Microsoft 

Windows. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʤʦʞʥʦ 

ʫʩʪʘʥʦʚʠʪʴ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, 

ʪʦʣʴʢʦ ʝʩʣʠ ʥʘ ʥʝʤ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʘ 

ʩʣʫʞʙʘ Microsoft SNMP. 

ɿʥʘʯʦʢ Kaspersky Embedded 

Systems Security ʚ ʦʙʣʘʩʪʠ 

ʫʚʝʜʦʤʣʝʥʠʡ 

TrayApp ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʦʪʦʙʨʘʞʘʝʪ ʟʥʘʯʦʢ 

Kaspersky Embedded Systems Security ʚ 

ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ ʧʘʥʝʣʠ ʟʘʜʘʯ 

ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. ɿʥʘʯʦʢ 

Kaspersky Embedded Systems Security 

ʧʦʢʘʟʳʚʘʝʪ ʩʦʩʪʦʷʥʠʝ ʟʘʱʠʪʳ ʢʦʤʧʴʶʪʝʨʘ 

ʠ ʧʦʟʚʦʣʷʝʪ ʦʪʢʨʳʪʴ ʂʦʥʩʦʣʴ Kaspersky 

Embedded Systems Security ʩ ʧʦʤʦʱʴʶ 

Microsoft Management Console, ʝʩʣʠ ʦʥʘ 

ʫʩʪʘʥʦʚʣʝʥʘ, ʠ ʦʢʥʦ ʆ ʧʨʦʛʨʘʤʤʝ. 

 

 

ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" 

ɺ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ ʧʨʠʚʝʜʝʥʳ ʢʦʜʳ ʠ ʦʧʠʩʘʥʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ". 

ʊʘʙʣʠʮʘ 4. ʆʧʠʩʘʥʠʝ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" 
 

ʂʦʤʧʦʥʝʥʪ ʂʦʜ ʌʫʥʢʮʠʠ ʢʦʤʧʦʥʝʥʪʘ 

ʆʩʥʘʩʪʢʘ Kaspersky 

Embedded Systems 

Security 

MmcSnapin ʂʦʤʧʦʥʝʥʪ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʦʩʥʘʩʪʢʫ Microsoft 

Management Console ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʯʝʨʝʟ ʂʦʥʩʦʣʴ 

Kaspersky Embedded Systems Security. 

ɽʩʣʠ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʚʳ ʫʢʘʞʝʪʝ 

ʜʨʫʛʠʝ ʢʦʤʧʦʥʝʥʪʳ ʥʘʙʦʨʘ, ʥʦ ʥʝ ʫʢʘʞʠʪʝ ʢʦʤʧʦʥʝʥʪ 

MmcSnapin, ʢʦʤʧʦʥʝʥʪ MmcSnapin ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 
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ʂʦʤʧʦʥʝʥʪ ʂʦʜ ʌʫʥʢʮʠʠ ʢʦʤʧʦʥʝʥʪʘ 

ʉʧʨʘʚʢʘ Help ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ chm-ʬʘʡʣ 

ʩʧʨʘʚʢʠ. ʆʥ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʧʘʧʢʫ ʩ ʬʘʡʣʘʤʠ ʉʨʝʜʩʪʚ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Embedded Systems 

Security. ɺʳ ʤʦʞʝʪʝ ʦʪʢʨʳʪʴ ʬʘʡʣ ʩʧʨʘʚʢʠ ʠʟ ʤʝʥʶ 

ʇʫʩʢ ʠʣʠ ʩ ʧʦʤʦʱʴʶ ʢʣʘʚʠʰʠ F1 ʧʨʠ ʦʪʢʨʳʪʦʤ ʦʢʥʝ 

ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ. 

ɼʦʢʫʤʝʥʪʘʮʠʷ Help Kaspersky Embedded Systems Security ʜʦʙʘʚʣʷʝʪ ʷʨʣʳʢ 

ʜʣʷ ʧʝʨʝʭʦʜʘ ʥʘ ʚʝʙ-ʩʘʡʪ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ", 

ʛʜʝ ʜʦʢʫʤʝʥʪ "ʈʫʢʦʚʦʜʩʪʚʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ" ʜʦʩʪʫʧʝʥ 

ʚ ʬʦʨʤʘʪʝ PDF. ʕʪʦʪ ʷʨʣʳʢ ʜʦʩʪʫʧʝʥ ʠʟ ʤʝʥʶ ʇʫʩʢ. 

 

 

ʀʟʤʝʥʝʥʠʷ ʚ ʩʠʩʪʝʤʝ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky 
Embedded Systems Security 

ʇʨʠ ʩʦʚʤʝʩʪʥʦʡ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security ʠ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ", 

ʚʢʣʶʯʘʶʱʝʛʦ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʩʣʫʞʙʘ ʫʩʪʘʥʦʚʱʠʢʘ Windows ʚʳʧʦʣʥʷʝʪ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʩʣʝʜʫʶʱʠʝ ʠʟʤʝʥʝʥʠʷ: 

¶ ʩʦʟʜʘʝʪ ʧʘʧʢʠ Kaspersky Embedded Systems Security ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, 

ʛʜʝ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ; 

¶ ʨʝʛʠʩʪʨʠʨʫʝʪ ʩʣʫʞʙʳ Kaspersky Embedded Systems Security; 

¶ ʩʦʟʜʘʝʪ ʛʨʫʧʧʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Embedded Systems Security; 

¶ ʨʝʛʠʩʪʨʠʨʫʝʪ ʚ ʩʠʩʪʝʤʥʦʤ ʨʝʝʩʪʨʝ ʢʣʶʯʠ Kaspersky Embedded Systems Security. 

ʕʪʠ ʠʟʤʝʥʝʥʠʷ ʦʧʠʩʘʥʳ ʥʠʞʝ. 

ʇʘʧʢʠ Kaspersky Embedded Systems Security ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʩʦʟʜʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ 

ʧʘʧʢʠ: 

¶ ɿʘʜʘʥʥʘʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʘʧʢʘ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security, ʩʦʜʝʨʞʘʱʘʷ 

ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ Kaspersky Embedded Systems Security ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʨʘʟʨʷʜʥʦʩʪʠ 

ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʧʘʧʢʠ ʫʩʪʘʥʦʚʢʠ: 

¶ ɺ 32-ʭ ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft Windows: %ProgramFiles%\Kaspersky Lab\Kaspersky Embedded 

Systems Security\ 

¶ ɺ 64-ʭ ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft Windows: %ProgramFiles(x86)%\Kaspersky Lab\Kaspersky 

Embedded Systems Security\ 

¶ ʌʘʡʣʳ Management Information Base (MIB), ʩʦʜʝʨʞʘʱʠʝ ʦʧʠʩʘʥʠʝ ʩʯʝʪʯʠʢʦʚ ʠ ʣʦʚʫʰʝʢ, 

ʧʫʙʣʠʢʫʝʤʳʭ Kaspersky Embedded Systems Security ʧʦ ʧʨʦʪʦʢʦʣʫ SNMP. 

¶ %Kaspersky Embedded Systems Security%\mibs 

¶ 64-ʨʘʟʨʷʜʥʳʝ ʚʝʨʩʠʠ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ Kaspersky Embedded Systems Security (ʧʘʧʢʘ ʩʦʟʜʘʝʪʩʷ 

ʪʦʣʴʢʦ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security ʚ 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft 

Windows). 
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¶ %Kaspersky Embedded Systems Security%\x64 

¶ ʉʣʫʞʝʙʥʳʝ ʬʘʡʣʳ Kaspersky Embedded Systems Security: 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Data\ 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Settings\ 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Dskm\ 

¶ ʌʘʡʣʳ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʠʩʪʦʯʥʠʢʦʚ ʦʙʥʦʚʣʝʥʠʡ: 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Update\ 

¶ ʆʙʥʦʚʣʝʥʠʷ ʙʘʟ ʠ ʧʨʦʛʨʘʤʤʥʳʭ ʤʦʜʫʣʝʡ, ʟʘʛʨʫʞʝʥʥʳʝ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʂʦʧʠʨʦʚʘʥʠʝ ʦʙʥʦʚʣʝʥʠʡ 

(ʧʘʧʢʘ ʩʦʟʜʘʝʪʩʷ ʧʨʠ ʧʝʨʚʦʡ ʟʘʛʨʫʟʢʝ ʦʙʥʦʚʣʝʥʠʡ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʂʦʧʠʨʦʚʘʥʠʝ ʦʙʥʦʚʣʝʥʠʡ). 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Update\Distribution\ 

¶ ɾʫʨʥʘʣʳ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ ʠ ʞʫʨʥʘʣ ʩʠʩʪʝʤʥʦʛʦ ʘʫʜʠʪʘ. 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Reports\ 

¶ ʅʘʙʦʨ ʠʩʧʦʣʴʟʫʝʤʳʭ ʙʘʟ ʜʘʥʥʳʭ: 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Bases\Current\ 

¶ ʈʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʙʘʟ; ʧʝʨʝʟʘʧʠʩʳʚʘʝʪʩʷ ʧʨʠ ʢʘʞʜʦʤ ʦʙʥʦʚʣʝʥʠʠ ʙʘʟ. 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Bases\Backup\ 

¶ ɺʨʝʤʝʥʥʳʝ ʬʘʡʣʳ, ʩʦʟʜʘʚʘʝʤʳʝ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ ʟʘʜʘʯ ʦʙʥʦʚʣʝʥʠʷ. 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Bases\Temp\ 

¶ ʆʙʲʝʢʪʳ ʥʘ ʢʘʨʘʥʪʠʥʝ (ʧʘʧʢʘ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Quarantine\ 

¶ ʆʙʲʝʢʪʳ ʚ ʨʝʟʝʨʚʥʦʤ ʭʨʘʥʠʣʠʱʝ (ʧʘʧʢʘ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Backup\ 

¶ ʆʙʲʝʢʪʳ, ʚʦʩʩʪʘʥʦʚʣʝʥʥʳʝ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʠ ʢʘʨʘʥʪʠʥʘ (ʧʘʧʢʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ 

ʚʦʩʩʪʘʥʦʚʣʝʥʥʳʭ ʦʙʲʝʢʪʦʚ). 

¶ %ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Restored\ 
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ʇʘʧʢʘ, ʩʦʟʜʘʚʘʝʤʘʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ 

ɿʘʜʘʥʥʘʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʘʧʢʘ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ, ʩʦʜʝʨʞʘʱʘʷ ʬʘʡʣʳ ʥʘʙʦʨʘ "ʉʨʝʜʩʪʚʘ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ", ʟʘʚʠʩʠʪ ʦʪ ʨʘʟʨʷʜʥʦʩʪʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʶʪʩʷ 

ʩʣʝʜʫʶʱʠʝ ʧʘʧʢʠ ʫʩʪʘʥʦʚʢʠ: 

¶ ɺ 32-ʭ ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft Windows: %ProgramFiles%\Kaspersky Lab\Kaspersky Embedded 

Systems Security Admins Tools\ 

¶ ɺ 64-ʭ ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft Windows: %ProgramFiles(x86)%\Kaspersky Lab\Kaspersky 

Embedded Systems Security Admins Tools\ 

ʉʣʫʞʙʳ Kaspersky Embedded Systems Security 

ʉʣʝʜʫʶʱʠʝ ʩʣʫʞʙʳ Kaspersky Embedded Systems Security ʟʘʧʫʩʢʘʶʪʩʷ ʧʦʜ ʩʠʩʪʝʤʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ 

"ʃʦʢʘʣʴʥʘʷ ʩʠʩʪʝʤʘ" (SYSTEM). 

¶ Kaspersky Security Service (KAVFS) ï ʵʪʦ ʦʩʥʦʚʥʘʷ ʩʣʫʞʙʘ Kaspersky Embedded Systems Security, 

ʢʦʪʦʨʘʷ ʫʧʨʘʚʣʷʝʪ ʟʘʜʘʯʘʤʠ ʠ ʨʘʙʦʯʠʤʠ ʧʨʦʮʝʩʩʘʤʠ Kaspersky Embedded Systems Security. 

¶ ʉʣʫʞʙʘ Kaspersky Security Management (KAVFSGT) ï ʵʪʦ ʩʣʫʞʙʘ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʘʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

Kaspersky Embedded Systems Security ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. 

¶ ʉʣʫʞʙʘ Kaspersky Security Exploit Prevention (KAVFSSLP) ï ʵʪʦ ʩʣʫʞʙʘ, ʠʩʧʦʣʥʷʶʱʘʷ ʨʦʣʴ 

ʧʦʩʨʝʜʥʠʢʘ ʧʨʠ ʧʝʨʝʜʘʯʝ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʥʝʰʥʠʤ ʘʛʝʥʪʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʠ 

ʧʦʣʫʯʝʥʠʠ ʜʘʥʥʳʭ ʦ ʩʦʙʳʪʠʷʭ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɻʨʫʧʧʘ Kaspersky Embedded Systems Security 

ESS Administrators ï ʵʪʦ ʛʨʫʧʧʘ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʧʦʣʴʟʦʚʘʪʝʣʠ ʢʦʪʦʨʦʡ ʠʤʝʶʪ ʧʦʣʥʳʡ ʜʦʩʪʫʧ ʢ 

ʩʣʫʞʙʝ Kaspersky Security Management ʠ ʢʦ ʚʩʝʤ ʬʫʥʢʮʠʷʤ Kaspersky Embedded Systems Security. 

ʂʣʶʯʠ ʩʠʩʪʝʤʥʦʛʦ ʨʝʝʩʪʨʘ 

ʇʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security ʩʦʟʜʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʢʣʶʯʠ ʩʠʩʪʝʤʥʦʛʦ ʨʝʝʩʪʨʘ: 

¶ ʉʚʦʡʩʪʚʘ Kaspersky Embedded Systems Security: 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFS] 

¶ ʇʘʨʘʤʝʪʨʳ ʞʫʨʥʘʣʘ ʩʦʙʳʪʠʡ Kaspersky Embedded Systems Security (Kaspersky Event Log): 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Eventlog\Kaspersky Security] 

¶ ʉʚʦʡʩʪʚʘ ʩʣʫʞʙʳ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security: 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\KAVFSGT] 

¶ ʇʘʨʘʤʝʪʨʳ ʩʯʝʪʯʠʢʦʚ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ: 

¶ ɺ 32-ʭ ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft Windows: 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky Security\Performance] 

¶ ɺ 64-ʭ ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft Windows: 

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Kaspersky Security 

x64\Performance] 

¶ ʇʘʨʘʤʝʪʨʳ ʢʦʤʧʦʥʝʥʪʘ ʇʦʜʜʝʨʞʢʘ SNMP-ʧʨʦʪʦʢʦʣʘ:  

¶ ɺ 32-ʭ ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft Windows: 

[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\ESS\2.3\SnmpAgent] 

¶ ɺ 64-ʭ ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft Windows: 
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[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\ESS\2.3\SnmpAgent] 

¶ ʇʘʨʘʤʝʪʨʳ ʬʘʡʣʘ ʜʘʤʧʘ:  

¶ ɺ 32-ʭ ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft Windows: 

[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\ESS\2.3\CrashDump] 

¶ ɺ 64-ʭ ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft Windows: 

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\ESS\2.3\CrashDump] 

¶ ʇʘʨʘʤʝʪʨʳ ʬʘʡʣʘ ʪʨʘʩʩʠʨʦʚʢʠ: 

¶ ɺ 32-ʭ ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft Windows: 

[HKEY_LOCAL_MACHINE\SOFTWARE\KasperskyLab\ESS\2.3\Trace] 

¶ ɺ 64-ʭ ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft Windows: 

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\ESS\2.3\Trace] 

¶ ʇʘʨʘʤʝʪʨʳ ʟʘʜʘʯ ʠ ʬʫʥʢʮʠʡ ʧʨʦʛʨʘʤʤʳ: 

[HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\KasperskyLab\ESS\2.3\Environment] 
 

 

 

ʇʨʦʮʝʩʩʳ Kaspersky Embedded Systems Security 

Kaspersky Embedded Systems Security ʟʘʧʫʩʢʘʝʪ ʧʨʦʮʝʩʩʳ, ʦʧʠʩʘʥʥʳʝ ʚ ʪʘʙʣʠʮʝ ʥʠʞʝ. 

ʊʘʙʣʠʮʘ 5. ʇʨʦʮʝʩʩʳ Kaspersky Embedded Systems Security 
 

ʀʤʷ ʬʘʡʣʘ ʅʘʟʥʘʯʝʥʠʝ 

kavfswp.exe ʈʘʙʦʯʠʡ ʧʨʦʮʝʩʩ Kaspersky Embedded Systems Security 

kavtray.exe ʇʨʦʮʝʩʩ ʟʥʘʯʢʘ ʦʙʣʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʡ 

kavfsmui.exe ʇʨʦʮʝʩʩ ʢʦʤʧʦʥʝʥʪʘ ɼʠʘʛʥʦʩʪʠʯʝʩʢʦʝ ʦʢʥʦ 

kavshell.exe ʇʨʦʮʝʩʩ ʫʪʠʣʠʪʳ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

kavfsrcn.exe ʇʨʦʮʝʩʩ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems 

Security 

kavfs.exe ʇʨʦʮʝʩʩ ʩʣʫʞʙʳ Kaspersky Security 

kavfsgt.exe ʇʨʦʮʝʩʩ ʩʣʫʞʙʳ Kaspersky Security Management 

kavfswh.exe ʇʨʦʮʝʩʩ ʩʣʫʞʙʳ Kaspersky Security Exploit Prevention 

 
 

ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ ʠ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ 
ʩʪʨʦʢʠ ʜʣʷ ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ Windows 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʘʥʳ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security, ʠʭ 

ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʫʢʘʟʘʥʳ ʢʣʶʯʠ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʫʩʪʘʥʦʚʢʠ ʠ ʚʦʟʤʦʞʥʳʝ ʟʥʘʯʝʥʠʷ ʵʪʠʭ 
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ʢʣʶʯʝʡ. ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʠ ʢʣʶʯʠ ʚʤʝʩʪʝ ʩʦ ʩʪʘʥʜʘʨʪʥʳʤʠ ʢʣʶʯʘʤʠ ʢʦʤʘʥʜʳ msiexec  ʩʣʫʞʙʳ 

ʫʩʪʘʥʦʚʱʠʢʘ Windows ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʜʣʷ ʫʩʪʘʥʦʚʱʠʢʘ Windows 

¶ ʉʦʛʣʘʩʠʝ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ: ʥʝʦʙʭʦʜʠʤʦ ʧʨʠʥʷʪʴ ʫʩʣʦʚʠʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ 

Kaspersky Embedded Systems Security.  

ɺʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ ʢʣʶʯʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ EULA=<ʟʥʘʯʝʥʠʝ>: 

¶ 0 ï ʚʳ ʦʪʢʣʦʥʷʝʪʝ ʫʩʣʦʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ (ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

¶ 1 ï ʚʳ ʧʨʠʥʠʤʘʝʪʝ ʫʩʣʦʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ. 

¶ ʉʦʛʣʘʩʠʝ ʩ ʫʩʣʦʚʠʷʤʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ: ʥʝʦʙʭʦʜʠʤʦ ʧʨʠʥʷʪʴ ʫʩʣʦʚʠʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ 

Kaspersky Embedded Systems Security.  

ɺʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ ʢʣʶʯʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ PRIVACYPOLICY=<ʟʥʘʯʝʥʠʝ>: 

¶ 0 ï ʚʳ ʦʪʢʣʦʥʷʝʪʝ ʫʩʣʦʚʠʷ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ (ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

¶ 1 ï ʚʳ ʧʨʠʥʠʤʘʝʪʝ ʫʩʣʦʚʠʷ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

¶ ʋʩʪʘʥʦʚʢʘ Kaspersky Embedded Systems Security ʩ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʡ ʧʨʦʚʝʨʢʦʡ ʘʢʪʠʚʥʳʭ ʧʨʦʮʝʩʩʦʚ 

ʠ ʟʘʛʨʫʟʦʯʥʳʭ ʩʝʢʪʦʨʦʚ ʣʦʢʘʣʴʥʳʭ ʜʠʩʢʦʚ. 

ɺʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ ʢʣʶʯʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ PRESCAN=<ʟʥʘʯʝʥʠʝ>: 

¶ 0 ï ʥʝ ʚʳʧʦʣʥʷʪʴ ʧʨʝʜʚʘʨʠʪʝʣʴʥʫʶ ʧʨʦʚʝʨʢʫ ʘʢʪʠʚʥʳʭ ʧʨʦʮʝʩʩʦʚ ʠ ʟʘʛʨʫʟʦʯʥʳʭ ʩʝʢʪʦʨʦʚ 

ʣʦʢʘʣʴʥʳʭ ʜʠʩʢʦʚ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ (ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

¶ 1 ï ʚʳʧʦʣʥʠʪʴ ʧʨʝʜʚʘʨʠʪʝʣʴʥʫʶ ʧʨʦʚʝʨʢʫ ʘʢʪʠʚʥʳʭ ʧʨʦʮʝʩʩʦʚ ʠ ʟʘʛʨʫʟʦʯʥʳʭ ʩʝʢʪʦʨʦʚ 

ʣʦʢʘʣʴʥʳʭ ʜʠʩʢʦʚ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ. 

¶ ʇʘʧʢʘ, ʚ ʢʦʪʦʨʫʶ ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ ʬʘʡʣʳ Kaspersky Embedded Systems Security ʧʨʠ ʫʩʪʘʥʦʚʢʝ. ɺʳ 

ʤʦʞʝʪʝ ʫʢʘʟʘʪʴ ʜʨʫʛʫʶ ʧʘʧʢʫ. 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʢʣʶʯʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ INSTALLDIR=<ʧʦʣʥʳʡ ʧʫʪʴ ʢ ʧʘʧʢʝ>: 

¶ Kaspersky Embedded Systems Security: %ProgramFiles%\Kaspersky Lab\Kaspersky Embedded 

Systems Security 

¶ ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ: %ProgramFiles%\Kaspersky Lab\Kaspersky Embedded Systems 

Security Admins Tools 

¶ ɺ Microsoft Windows 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ: %ProgramFiles(x86)% 

¶ ɿʘʜʘʯʘ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʟʘʧʫʩʢʘʝʪʩʷ ʩʨʘʟʫ ʧʦʩʣʝ ʟʘʧʫʩʢʘ Kaspersky Embedded Systems 

Security. ɺʢʣʶʯʠʪʝ ʵʪʦʪ ʧʘʨʘʤʝʪʨ, ʯʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʇʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʬʘʡʣʦʚ ʧʨʠ ʟʘʧʫʩʢʝ 

Kaspersky Embedded Systems Security (ʨʝʢʦʤʝʥʜʫʝʪʩʷ).  

ɺʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ ʢʣʶʯʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ RUNRTP=<ʟʥʘʯʝʥʠʝ>: 

¶ 1 ï ʟʘʧʫʩʪʠʪʴ (ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

¶ 0 ï ʥʝ ʟʘʧʫʩʢʘʪʴ. 

¶ ʀʩʢʣʶʯʝʥʠʷ ʠʟ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ, ʨʝʢʦʤʝʥʜʫʝʤʳʝ ʢʦʨʧʦʨʘʮʠʝʡ Microsoft. ɺ ʟʘʜʘʯʝ ʇʦʩʪʦʷʥʥʘʷ 

ʟʘʱʠʪʘ ʬʘʡʣʦʚ: ʠʩʢʣʶʯʘʪʴ ʠʟ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ʦʙʲʝʢʪʳ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʢʦʪʦʨʳʝ ʨʝʢʦʤʝʥʜʫʝʪ 

ʠʩʢʣʶʯʘʪʴ ʢʦʨʧʦʨʘʮʠʷ Microsoft. ʅʝʢʦʪʦʨʳʝ ʧʨʦʛʨʘʤʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʤʦʛʫʪ ʨʘʙʦʪʘʪʴ ʥʝʩʪʘʙʠʣʴʥʦ, 

ʢʦʛʜʘ ʘʥʪʠʚʠʨʫʩʥʘʷ ʧʨʦʛʨʘʤʤʘ ʧʝʨʝʭʚʘʪʳʚʘʝʪ ʠʣʠ ʠʟʤʝʥʷʝʪ ʬʘʡʣʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʵʪʠʤʠ 

ʧʨʦʛʨʘʤʤʘʤʠ. ʂ ʪʘʢʠʤ ʧʨʦʛʨʘʤʤʘʤ ʢʦʨʧʦʨʘʮʠʷ Microsoft ʦʪʥʦʩʠʪ, ʥʘʧʨʠʤʝʨ, ʥʝʢʦʪʦʨʳʝ ʧʨʦʛʨʘʤʤʳ 
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ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʦʚ.  

ɺʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ ʢʣʶʯʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ADDMSEXCLUSION=<ʟʥʘʯʝʥʠʝ>: 

¶ 1 ï ʠʩʢʣʶʯʠʪʴ (ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

¶ 0 ï ʥʝ ʠʩʢʣʶʯʘʪʴ. 

¶ ʆʙʲʝʢʪʳ, ʠʩʢʣʶʯʘʝʤʳʝ ʠʟ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ". ɺ ʟʘʜʘʯʝ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ: ʠʩʢʣʶʯʘʪʴ ʠʟ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ʦʙʲʝʢʪʳ ʥʘ 

ʢʦʤʧʴʶʪʝʨʝ, ʢʦʪʦʨʳʝ ʨʝʢʦʤʝʥʜʫʝʪ ʠʩʢʣʶʯʘʪʴ "ʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦ".  

ɺʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ ʢʣʶʯʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ADDKLEXCLUSION=<ʟʥʘʯʝʥʠʝ>: 

¶ 1 ï ʠʩʢʣʶʯʠʪʴ (ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

¶ 0 ï ʥʝ ʠʩʢʣʶʯʘʪʴ. 

¶ ʈʘʟʨʝʰʠʪʴ ʫʜʘʣʝʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʜʘʣʝʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʢ 

ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ, ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʥʝ ʨʘʟʨʝʰʝʥʦ. ɺʦ ʚʨʝʤʷ 

ʫʩʪʘʥʦʚʢʠ ʤʦʞʥʦ ʨʘʟʨʝʰʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ. Kaspersky Embedded Systems Security ʩʦʟʜʘʩʪ 

ʨʘʟʨʝʰʘʶʱʠʝ ʧʨʘʚʠʣʘ ʜʣʷ ʧʨʦʮʝʩʩʘ kavfsgt.exe ʧʦ ʧʨʦʪʦʢʦʣʫ TCP ʜʣʷ ʚʩʝʭ ʧʦʨʪʦʚ. 

ɺʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ ʢʣʶʯʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ALLOWREMOTECON=<ʟʥʘʯʝʥʠʝ>: 

¶ 1 ï ʨʘʟʨʝʰʠʪʴ. 

¶ 0 ï ʟʘʧʨʝʪʠʪʴ (ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

¶ ʇʫʪʴ ʢ ʬʘʡʣʫ ʢʣʶʯʘ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʘʥʦʚʱʠʢ Windows ʧʳʪʘʝʪʩʷ ʥʘʡʪʠ ʬʘʡʣ ʩ ʨʘʩʰʠʨʝʥʠʝʤ .key 

ʚ ʧʘʧʢʝ \product ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ. ɽʩʣʠ ʚ ʧʘʧʢʝ \product ʠʤʝʝʪʩʷ ʥʝʩʢʦʣʴʢʦ ʬʘʡʣʦʚ ʢʣʶʯʘ, 

ʫʩʪʘʥʦʚʱʠʢ Windows ʚʳʙʠʨʘʝʪ ʬʘʡʣ ʢʣʶʯʘ ʩ ʩʘʤʦʡ ʧʦʟʜʥʝʡ ʜʘʪʦʡ ʠʩʪʝʯʝʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ. 

ʄʦʞʥʦ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʩʦʭʨʘʥʠʪʴ ʬʘʡʣ ʢʣʶʯʘ ʚ ʧʘʧʢʝ \product ʠʣʠ ʫʢʘʟʘʪʴ ʜʨʫʛʦʡ ʧʫʪʴ ʢ ʬʘʡʣʫ 

ʢʣʶʯʘ ʩ ʧʦʤʦʱʴʶ ʧʘʨʘʤʝʪʨʘ ɼʦʙʘʚʣʝʥʠʝ ʢʣʶʯʘ. ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʢʣʶʯ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ 

Kaspersky Embedded Systems Security ʩ ʧʦʤʦʱʴʶ ʚʳʙʨʘʥʥʦʛʦ ʚʘʤʠ ʩʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, 

ʥʘʧʨʠʤʝʨ, ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. ɽʩʣʠ ʚʳ ʥʝ ʜʦʙʘʚʠʪʝ ʢʣʶʯ ʧʨʦʛʨʘʤʤʳ ʚʦ ʚʨʝʤʷ ʝʛʦ ʫʩʪʘʥʦʚʢʠ, 

ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʥʝ ʙʫʜʝʪ ʬʫʥʢʮʠʦʥʠʨʦʚʘʪʴ. 

¶ ʇʫʪʴ ʢ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤʫ ʬʘʡʣʫ. Kaspersky Embedded Systems Security ʠʤʧʦʨʪʠʨʫʝʪ ʧʘʨʘʤʝʪʨʳ ʠʟ 

ʫʢʘʟʘʥʥʦʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ, ʩʦʟʜʘʥʥʦʛʦ ʚ ʧʨʦʛʨʘʤʤʝ. Kaspersky Embedded Systems 

Security ʥʝ ʠʤʧʦʨʪʠʨʫʝʪ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʧʘʨʦʣʠ, ʥʘʧʨʠʤʝʨ ʧʘʨʦʣʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ 

ʜʣʷ ʟʘʧʫʩʢʘ ʟʘʜʘʯ ʠʣʠ ʧʘʨʦʣʠ ʜʣʷ ʩʦʝʜʠʥʝʥʠʷ ʩ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʦʤ. ʇʦʩʣʝ ʠʤʧʦʨʪʘ ʧʘʨʘʤʝʪʨʦʚ ʚʘʤ 

ʥʫʞʥʦ ʚʚʝʩʪʠ ʚʩʝ ʧʘʨʦʣʠ ʚʨʫʯʥʫʶ. ɽʩʣʠ ʚʳ ʥʝ ʫʢʘʞʝʪʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ 

ʧʨʦʛʨʘʤʤʘ ʥʘʯʥʝʪ ʨʘʙʦʪʘʪʴ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʧʘʨʘʤʝʪʨʘ CONFIGPATH=<ʠʤʷ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ> ʥʝ 

ʫʢʘʟʘʥʦ. 

¶ ɺʢʣʶʯʝʥʠʝ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʜʣʷ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ. ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʦʪ ʧʘʨʘʤʝʪʨ, ʝʩʣʠ ʚʳ 

ʫʩʪʘʥʘʚʣʠʚʘʝʪʝ Kaspersky Embedded Systems Security ʥʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. ɺʳ ʤʦʞʝʪʝ 

ʫʜʘʣʝʥʥʦ ʫʧʨʘʚʣʷʪʴ ʟʘʱʠʪʦʡ ʢʦʤʧʴʶʪʝʨʘ ʩ ʜʨʫʛʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ 

Kaspersky Embedded Systems Security. ɺ ʙʨʘʥʜʤʘʫʵʨʝ Microsoft Windows ʙʫʜʝʪ ʦʪʢʨʳʪ TCP-ʧʦʨʪ 

135, ʨʘʟʨʝʰʝʥʳ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ kavfsrcn.exe ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ 

ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security ʠ ʧʨʝʜʦʩʪʘʚʣʝʥ ʜʦʩʪʫʧ ʢ DCOM-ʧʨʦʛʨʘʤʤʘʤ. 

ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʫʩʪʘʥʦʚʢʠ ʜʦʙʘʚʴʪʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʫʧʨʘʚʣʷʪʴ ʧʨʦʛʨʘʤʤʦʡ 

ʫʜʘʣʝʥʥʦ, ʚ ʛʨʫʧʧʫ ESS Administrators ʠ ʨʘʟʨʝʰʠʪʝ ʩʝʪʝʚʳʝ ʧʦʜʢʣʶʯʝʥʠʷ ʢʦʤʧʴʶʪʝʨʘ ʢ ʩʣʫʞʙʝ 

Kaspersky Security Management (ʬʘʡʣ kavfsgt.exe). ɺʳ ʤʦʞʝʪʝ ʧʦʜʨʦʙʥʝʝ ʧʨʦʯʠʪʘʪʴ ʦ 

ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʥʘʩʪʨʦʡʢʝ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ (ʩʤ. ʨʘʟʜʝʣ 

"ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ" ʥʘ ʩʪʨ. 51). 
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ɺʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ ʢʣʶʯʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ADDWFEXCLUSION=<ʟʥʘʯʝʥʠʝ>: 

¶ 1 ï ʨʘʟʨʝʰʠʪʴ. 

¶ 0 ï ʟʘʧʨʝʪʠʪʴ (ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

¶ ʆʪʢʣʶʯʝʥʠʝ ʧʨʦʚʝʨʢʠ ʥʘ ʥʘʣʠʯʠʝ ʥʝʩʦʚʤʝʩʪʠʤʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʦʪ 

ʧʘʨʘʤʝʪʨ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʚʳʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʥʘ ʥʘʣʠʯʠʝ ʥʝʩʦʚʤʝʩʪʠʤʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʧʨʦʛʨʘʤʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨ ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ. ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʟʥʘʯʝʥʠʷ 

ʵʪʦʛʦ ʧʘʨʘʤʝʪʨʘ, ʧʨʠ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security ʧʨʦʛʨʘʤʤʘ ʚʩʝʛʜʘ 

ʧʨʝʜʫʧʨʝʞʜʘʝʪ ʦ ʜʨʫʛʠʭ ʚʝʨʩʠʷʭ ʧʨʦʛʨʘʤʤʳ, ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʥʘ ʵʪʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

ɺʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ ʢʣʶʯʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ SKIPINCOMPATIBLESW=<ʟʥʘʯʝʥʠʝ>: 

¶ 0 ï ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʦʚʝʨʢʘ ʥʘ ʥʝʩʦʚʤʝʩʪʠʤʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ (ʟʥʘʯʝʥʠʝ ʧʦ 

ʫʤʦʣʯʘʥʠʶ). 

¶ 1 ï ʧʨʦʚʝʨʢʘ ʥʘ ʥʘʣʠʯʠʝ ʥʝʩʦʚʤʝʩʪʠʤʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ. 

ʇʘʨʘʤʝʪʨʳ ʫʜʘʣʝʥʠʷ ʠ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʜʣʷ ʫʩʪʘʥʦʚʱʠʢʘ Windows 

¶ ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʩʦʜʝʨʞʠʤʦʛʦ ʢʘʨʘʥʪʠʥʘ. 

ɺʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ ʢʣʶʯʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ RESTOREQTN=<ʟʥʘʯʝʥʠʝ>: 

¶ 0 ï ʫʜʘʣʠʪʴ ʩʦʜʝʨʞʠʤʦʝ ʢʘʨʘʥʪʠʥʘ (ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

¶ 1 ï ʚʦʩʩʪʘʥʦʚʠʪʴ ʩʦʜʝʨʞʠʤʦʝ ʢʘʨʘʥʪʠʥʘ ʚ ʧʘʧʢʫ, ʫʢʘʟʘʥʥʫʶ ʚ ʢʘʯʝʩʪʚʝ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʘ 

RESTOREPATH, ʚʦ ʚʣʦʞʝʥʥʫʶ ʧʦʜʧʘʧʢʫ \Quarantine. 

¶ ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʩʦʜʝʨʞʠʤʦʛʦ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ. 

ɺʦʟʤʦʞʥʳ ʩʣʝʜʫʶʱʠʝ ʟʥʘʯʝʥʠʷ ʢʣʶʯʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ RESTOREBCK=<ʟʥʘʯʝʥʠʝ>: 

¶ 0 ï ʫʜʘʣʠʪʴ ʩʦʜʝʨʞʠʤʦʝ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ (ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ). 

¶ 1 ï ʚʦʩʩʪʘʥʦʚʠʪʴ ʩʦʜʝʨʞʠʤʦʝ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ ʚ ʧʘʧʢʫ, ʫʢʘʟʘʥʥʫʶ ʚ ʢʘʯʝʩʪʚʝ ʟʥʘʯʝʥʠʷ 

ʧʘʨʘʤʝʪʨʘ RESTOREPATH, ʚʦ ʚʣʦʞʝʥʥʫʶ ʧʘʧʢʫ \Backup. 

¶ ɺʚʦʜ ʪʝʢʫʱʝʛʦ ʧʘʨʦʣʷ ʜʣʷ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʦʧʝʨʘʮʠʠ ʫʜʘʣʝʥʠʷ (ʧʨʠ ʚʢʣʶʯʝʥʥʦʡ ʬʫʥʢʮʠʠ ʟʘʱʠʪʳ 

ʧʘʨʦʣʝʤ). 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʢʣʶʯʘ UNLOCK_PASSWORD=<ʫʢʘʟʘʥʥʳʡ ʧʘʨʦʣʴ> ʥʝ ʟʘʜʘʥʦ. 

¶ ʇʘʧʢʘ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʥʳʭ ʦʙʲʝʢʪʦʚ. ɺʦʩʩʪʘʥʦʚʣʝʥʥʳʝ ʦʙʲʝʢʪʳ ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ ʚ ʫʢʘʟʘʥʥʦʡ 

ʧʘʧʢʝ.  

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʢʣʶʯʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ RESTOREPATH=<ʧʦʣʥʳʡ ʧʫʪʴ ʢ ʧʘʧʢʝ> ï 

%ALLUSERSPROFILE%\Application Data\Kaspersky Lab\Kaspersky Embedded Systems 

Security\2.3\Restored. 

 
 

ɾʫʨʥʘʣʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded 
Systems Security 

ɽʩʣʠ ʚʳ ʚʳʧʦʣʥʷʝʪʝ ʫʩʪʘʥʦʚʢʫ ʠʣʠ ʫʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ 

ʫʩʪʘʥʦʚʢʠ (ʫʜʘʣʝʥʠʷ), ʩʣʫʞʙʘ ʫʩʪʘʥʦʚʱʠʢʘ Windows ʩʦʟʜʘʝʪ ʞʫʨʥʘʣ ʫʩʪʘʥʦʚʢʠ (ʫʜʘʣʝʥʠʷ). ʌʘʡʣ ʞʫʨʥʘʣʘ ʩ 

ʠʤʝʥʝʤ ess_install_<uid>.log (ʛʜʝ <uid> ï ʵʪʦ ʫʥʠʢʘʣʴʥʳʡ ʚʦʩʴʤʠʟʥʘʯʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʞʫʨʥʘʣʘ) 
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ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʧʘʧʢʫ %temp% ʧʦʣʴʟʦʚʘʪʝʣʷ, ʩ ʧʨʘʚʘʤʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʢʦʪʦʨʦʛʦ ʙʳʣ ʟʘʧʫʱʝʥ ʬʘʡʣ 

setup.exe. 

ɽʩʣʠ ʚ ʤʝʥʶ ʇʫʩʢ ʚʳ ʚʳʙʨʘʣʠ ʧʫʥʢʪ ʀʟʤʝʥʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ ʉʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky 

Embedded Systems Security 2.3 ʜʣʷ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʠʣʠ ʜʣʷ Kaspersky Embedded Systems Security, ʚ 

ʧʘʧʢʝ %temp% ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʦʟʜʘʥ ʬʘʡʣ ʞʫʨʥʘʣʘ ʩ ʠʤʝʥʝʤ ess_2.3_maintenance.log. 

ɽʩʣʠ ʚʳ ʚʳʧʦʣʥʷʝʪʝ ʫʩʪʘʥʦʚʢʫ ʠʣʠ ʫʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʧʦ 

ʫʤʦʣʯʘʥʠʶ ʬʘʡʣ ʞʫʨʥʘʣʘ ʫʩʪʘʥʦʚʢʠ ʥʝ ʩʦʟʜʘʝʪʩʷ. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʠ ʩʦʟʜʘʪʴ ʬʘʡʣ ʞʫʨʥʘʣʘ ʥʘ ʜʠʩʢʝ 

ʉ:\, ʚʳʧʦʣʥʠʪʝ ʦʜʥʫ ʠʟ ʩʣʝʜʫʶʱʠʭ ʢʦʤʘʥʜ: 

¶ msiexec /i ess_x86.msi /l*v C: \ ess.log /qn EULA=1 PRIVACYPOLICY=1  

¶ msiexec /i  ess_x64.msi /l*v C: \ ess.log /qn EULA=1 PRIVACYPOLICY=1  
 

ʇʣʘʥʠʨʦʚʘʥʠʝ ʫʩʪʘʥʦʚʢʠ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʘʥʳ ʩʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Embedded Systems Security, ʦʩʦʙʝʥʥʦʩʪʠ 

ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ (ʩʤ. ʨʘʟʜʝʣ 

"ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ" ʥʘ ʩʪʨ. 47), ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ (ʩʤ. ʨʘʟʜʝʣ 

"ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ" ʥʘ ʩʪʨ. 60), ʯʝʨʝʟ Kaspersky Security Center (ʩʤ. 

ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ Kaspersky Security Center" ʥʘ ʩʪʨ. 65) ʠ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ 

ʧʦʣʠʪʠʢʠ Active Directory (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active 

Directory" ʥʘ ʩʪʨ. 70). 

ʇʝʨʝʜ ʥʘʯʘʣʦʤ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʩʦʩʪʘʚʴʪʝ ʧʣʘʥ ʦʩʥʦʚʥʳʭ ʵʪʘʧʦʚ 

ʫʩʪʘʥʦʚʢʠ. 

1. ɺʳʙʝʨʠʪʝ ʩʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʢʦʪʦʨʳʝ ʚʳ ʙʫʜʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

Kaspersky Embedded Systems Security ʠ ʝʛʦ ʥʘʩʪʨʦʡʢʠ. 

2. ʆʧʨʝʜʝʣʠʪʝ, ʢʘʢʠʝ ʧʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ (ʩʤ. ʨʘʟʜʝʣ "ʂʦʜʳ 

ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security ʜʣʷ ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ 

Windows" ʥʘ ʩʪʨ. 33). 

3. ɺʳʙʝʨʠʪʝ ʩʧʦʩʦʙ ʫʩʪʘʥʦʚʢʠ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ɺʳʙʦʨ ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ................................................................................................................... 44 

ɺʳʙʦʨ ʩʧʦʩʦʙʘ ʫʩʪʘʥʦʚʢʠ .................................................................................................................................... 45 

 

 

ɺʳʙʦʨ ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

ʆʧʨʝʜʝʣʠʪʝ, ʢʘʢʠʝ ʩʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʳ ʙʫʜʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ʠ 

ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security. ɺ ʢʘʯʝʩʪʚʝ ʩʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky 

Embedded Systems Security ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʫʪʠʣʠʪʫ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʠ 

ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 
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ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security 

ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʘʤʦʩʪʦʷʪʝʣʴʥʫʶ ʦʩʥʘʩʪʢʫ, ʢʦʪʦʨʘʷ 

ʜʦʙʘʚʣʷʝʪʩʷ ʚ Microsoft Management Console. ɺʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems Security 

ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ ʚ ʩʝʪʠ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʥʝʩʢʦʣʴʢʦ ʦʩʥʘʩʪʦʢ Kaspersky Embedded Systems Security ʚ Microsoft Management 

Console ʚ ʘʚʪʦʨʩʢʦʤ ʨʝʞʠʤʝ, ʯʪʦʙʳ ʫʧʨʘʚʣʷʪʴ ʟʘʱʠʪʦʡ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʘ 

ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security. 

ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʚʭʦʜʠʪ ʚ ʥʘʙʦʨ ʢʦʤʧʦʥʝʥʪʦʚ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ". 

ʋʪʠʣʠʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ɺʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems Security ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʟʘʱʠʱʘʝʤʦʛʦ 

ʢʦʤʧʴʶʪʝʨʘ. 

ʋʪʠʣʠʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʚʭʦʜʠʪ ʚ ʥʘʙʦʨ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security. 

Kaspersky Security Center 

ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ Kaspersky Security Center ʜʣʷ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʦʡ 

ʢʦʤʧʴʶʪʝʨʦʚ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʚʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems Security ʯʝʨʝʟ 

ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

ɺʘʤ ʧʦʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ ʩʣʝʜʫʶʱʠʝ ʢʦʤʧʦʥʝʥʪʳ: 

¶ ʄʦʜʫʣʴ ʠʥʪʝʛʨʘʮʠʠ ʩ ɸʛʝʥʪʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ 

ʚʭʦʜʠʪ ʚ ʛʨʫʧʧʫ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security. ʆʥ ʧʦʟʚʦʣʷʝʪ 

Kaspersky Embedded Systems Security ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ ɸʛʝʥʪʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ʋʩʪʘʥʦʚʠʪʝ ʤʦʜʫʣʴ ʠʥʪʝʛʨʘʮʠʠ ʩ ɸʛʝʥʪʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʥʘ 

ʟʘʱʠʱʘʝʤʳʡ ʢʦʤʧʴʶʪʝʨ. 

¶ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ʋʩʪʘʥʦʚʠʪʝ ʵʪʦʪ ʢʦʤʧʦʥʝʥʪ ʥʘ ʢʘʞʜʳʡ 

ʟʘʱʠʱʘʝʤʳʡ ʢʦʤʧʴʶʪʝʨ. ʕʪʦʪ ʢʦʤʧʦʥʝʥʪ ʙʫʜʝʪ ʦʙʝʩʧʝʯʠʚʘʪʴ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʤʝʞʜʫ ʧʨʦʛʨʘʤʤʦʡ 

Kaspersky Embedded Systems Security, ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʠ ʂʦʥʩʦʣʴʶ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ʌʘʡʣ ʫʩʪʘʥʦʚʢʠ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚʭʦʜʠʪ ʚ 

ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ Kaspersky Security Center. 

¶ ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security 2.3. ɼʦʧʦʣʥʠʪʝʣʴʥʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, 

ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center, ʫʩʪʘʥʦʚʠʪʝ ʇʣʘʛʠʥ 

ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security ʜʣʷ ʨʘʙʦʪʳ ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ʇʣʘʛʠʥ ʦʙʝʩʧʝʯʠʚʘʝʪ ʠʥʪʝʨʬʝʡʩ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʦʡ ʯʝʨʝʟ Kaspersky Security Center. ʌʘʡʣ 

ʫʩʪʘʥʦʚʢʠ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ \product\klcfginst.exe ʚʭʦʜʠʪ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ Kaspersky 

Embedded Systems Security. 
 

ɺʳʙʦʨ ʩʧʦʩʦʙʘ ʫʩʪʘʥʦʚʢʠ 

ʇʦʩʣʝ ʦʧʨʝʜʝʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security (ʩʤ. 

ʨʘʟʜʝʣ "ʂʦʜʳ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security ʜʣʷ ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ 

Windows" ʥʘ ʩʪʨ. 33) ʥʫʞʥʦ ʚʳʙʨʘʪʴ ʩʧʦʩʦʙ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. 

ɺʳʙʝʨʠʪʝ ʩʧʦʩʦʙ ʫʩʪʘʥʦʚʢʠ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʘʨʭʠʪʝʢʪʫʨʳ ʩʝʪʠ ʠ ʩʣʝʜʫʶʱʠʭ ʫʩʣʦʚʠʡ: 

¶ ʧʦʪʨʝʙʫʝʪʩʷ ʣʠ ʚʘʤ ʟʘʜʘʪʴ ʩʧʝʮʠʘʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems 

Security ʠʣʠ ʚʳ ʙʫʜʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʝʢʦʤʝʥʜʫʝʤʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ (ʩʤ. ʨʘʟʜʝʣ "ʇʘʨʘʤʝʪʨʳ 



 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ 

46 

 

 

 
 

ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ ʠ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʜʣʷ ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ Windows" ʥʘ ʩʪʨ. 40); 

¶ ʙʫʜʫʪ ʣʠ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʝʜʠʥʳʤʠ ʜʣʷ ʚʩʝʭ ʢʦʤʧʴʶʪʝʨʦʚ ʠʣʠ ʠʥʜʠʚʠʜʫʘʣʴʥʳʤʠ ʜʣʷ ʢʘʞʜʦʛʦ 

ʢʦʤʧʴʶʪʝʨʘ. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʢʘʢ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ, ʪʘʢ ʠ ʚ 

ʨʝʞʠʤʝ ʙʝʟ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʫʢʘʟʘʚ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ. ɺʳ ʤʦʞʝʪʝ 

ʚʳʧʦʣʥʠʪʴ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʫʶ ʫʜʘʣʝʥʥʫʶ ʫʩʪʘʥʦʚʢʫ Kaspersky Embedded Systems Security: ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ 

ʧʦʣʠʪʠʢʠ Active Directory ʠʣʠ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky Security Center. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʠ ʥʘʩʪʨʦʠʪʴ Kaspersky Embedded Systems Security ʥʘ ʦʪʜʝʣʴʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠ 

ʩʦʭʨʘʥʠʪʴ ʝʛʦ ʧʘʨʘʤʝʪʨʳ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ, ʯʪʦʙʳ ʟʘʪʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʦʟʜʘʥʥʳʡ ʬʘʡʣ ʜʣʷ 

ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʥʘ ʜʨʫʛʠʝ ʢʦʤʧʴʶʪʝʨʳ. ʆʜʥʘʢʦ ʵʪʦ ʥʝʚʦʟʤʦʞʥʦ ʧʨʠ 

ʫʩʪʘʥʦʚʢʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory. 

ɿʘʧʫʩʢ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ 

ʉ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʚʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ: 

¶ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Embedded Systems Security (ʩʤ. ʨʘʟʜʝʣ "ʇʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky 

Embedded Systems Security" ʥʘ ʩʪʨ. 34) ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʟ ʬʘʡʣʘ \product\setup.exe, 

ʚʭʦʜʷʱʝʛʦ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ; 

¶ ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʂʦʥʩʦʣʠ Kaspersky Embedded 

Systems Security" ʥʘ ʩʪʨ. 50) ʠʟ ʬʘʡʣʘ \console\setup.exe, ʚʭʦʜʷʱʝʛʦ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ, ʥʘ 

ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ ʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ. 

ɿʘʧʫʩʢ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʬʘʡʣʘ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ 

ɿʘʧʫʩʪʠʚ ʬʘʡʣ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʙʝʟ ʢʣʶʯʝʡ, ʚʳ ʫʩʪʘʥʦʚʠʪʝ Kaspersky Embedded Systems Security ʩ 

ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʉ ʧʦʤʦʱʴʶ ʢʣʶʯʝʡ Kaspersky Embedded Systems Security ʚʳ 

ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʥʘ ʨʘʙʦʯʝʤ ʤʝʩʪʝ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʳ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʠ ʂʦʥʩʦʣʠ 

ʧʨʦʛʨʘʤʤʳ (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ" ʥʘ ʩʪʨ. 60). 

ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʘʷ ʫʩʪʘʥʦʚʢʘ ʯʝʨʝʟ Kaspersky Security Center 

ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ Kaspersky Security Center ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʘʥʪʠʚʠʨʫʩʥʦʡ ʟʘʱʠʪʦʡ ʢʦʤʧʴʶʪʝʨʦʚ ʩʝʪʠ, 

ʚʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ 

ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ. 

ʂʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʭ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʯʝʨʝʟ Kaspersky 

Security Center (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ Kaspersky Security Center" ʥʘ ʩʪʨ. 

65), ʤʦʛʫʪ ʥʘʭʦʜʠʪʴʩʷ ʢʘʢ ʚ ʦʜʥʦʤ ʜʦʤʝʥʝ ʩ Kaspersky Security Center, ʪʘʢ ʠ ʚ ʜʨʫʛʦʤ ʜʦʤʝʥʝ ʠʣʠ ʚʦʦʙʱʝ ʥʝ 

ʧʨʠʥʘʜʣʝʞʘʪʴ ʥʠ ʦʜʥʦʤʫ ʜʦʤʝʥʫ. 

ʎʝʥʪʨʘʣʠʟʦʚʘʥʥʘʷ ʫʩʪʘʥʦʚʢʘ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory 

ʉ ʧʦʤʦʱʴʶ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ Active Directory ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʥʘ 

ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ 

ʨʘʙʦʯʝʤ ʤʝʩʪʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security, ʠʩʧʦʣʴʟʫʷ ʣʠʰʴ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʧʦ 

ʫʤʦʣʯʘʥʠʶ. 

ʂʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʭ ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security ʫʩʪʘʥʦʚʣʝʥʘ ʩ ʧʦʤʦʱʴʶ 
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ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ Active Directory (ʩʤ. ʨʘʟʜʝʣ "ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ 

Active Directory" ʥʘ ʩʪʨ. 70), ʜʦʣʞʥʳ ʥʘʭʦʜʠʪʴʩʷ ʚ ʪʦʤ ʞʝ ʜʦʤʝʥʝ ʠ ʚ ʪʦʤ ʞʝ ʧʦʜʨʘʟʜʝʣʝʥʠʠ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʋʩʪʘʥʦʚʢʘ ʚʳʧʦʣʥʷʝʪʩʷ ʧʨʠ ʟʘʧʫʩʢʝ ʢʦʤʧʴʶʪʝʨʘ, ʧʝʨʝʜ ʚʭʦʜʦʤ ʚ Microsoft Windows. 

 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʘʥʘ ʫʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security ʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ 

ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ, ʘ ʪʘʢʞʝ ʧʨʠʚʝʜʝʥʘ ʠʥʬʦʨʤʘʮʠʷ ʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʘʨʘʤʝʪʨʘʭ Kaspersky 

Embedded Systems Security ʠ ʜʝʡʩʪʚʠʷʭ ʧʨʠ ʫʩʪʘʥʦʚʢʝ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʋʩʪʘʥʦʚʢʘ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ 

ɺ ʩʣʝʜʫʶʱʠʭ ʨʘʟʜʝʣʘʭ ʩʦʜʝʨʞʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security ʠ 

ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʠ ʥʘʯʘʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ Kaspersky Embedded Systems Security, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʋʩʪʘʥʦʚʠʪʝ Kaspersky Embedded Systems Security ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

2. ʅʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʩ ʢʦʪʦʨʳʭ ʚʳ ʧʣʘʥʠʨʫʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems Security, 

ʫʩʪʘʥʦʚʠʪʝ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. 

3. ɽʩʣʠ ʚʳ ʫʩʪʘʥʦʚʠʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʥʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʘ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʩʝʪʠ, ʚʳʧʦʣʥʠʪʝ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʥʘʩʪʨʦʡʢʫ, ʯʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʤʦʛʣʠ 

ʫʜʘʣʝʥʥʦ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems Security. 

4. ɺʳʧʦʣʥʠʪʝ ʜʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʋʩʪʘʥʦʚʢʘ Kaspersky Embedded Systems Security 

ʇʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ Kaspersky Embedded Systems Security ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʥʝ ʫʩʪʘʥʦʚʣʝʥʳ ʜʨʫʛʠʝ ʘʥʪʠʚʠʨʫʩʥʳʝ ʧʨʦʛʨʘʤʤʳ. 

¶ ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʡ ʚʳ ʟʘʧʫʩʢʘʝʪʝ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ, ʚʭʦʜʠʪ ʚ ʛʨʫʧʧʫ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʦʧʠʩʘʥʥʳʭ ʚʳʰʝ ʜʝʡʩʪʚʠʡ, ʧʝʨʝʡʜʠʪʝ ʢ ʧʨʦʮʝʜʫʨʝ ʫʩʪʘʥʦʚʢʠ. ʉʣʝʜʫʷ ʠʥʩʪʨʫʢʮʠʷʤ 

ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ, ʟʘʜʘʡʪʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security. ɺʳ ʤʦʞʝʪʝ 

ʧʨʝʨʚʘʪʴ ʫʩʪʘʥʦʚʢʫ Kaspersky Embedded Systems Security ʥʘ ʣʶʙʦʤ ʰʘʛʝ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ. ɼʣʷ ʵʪʦʛʦ ʚ 

ʦʢʥʝ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʪʤʝʥʘ. 

ʇʦʜʨʦʙʥʝʝ ʦ ʧʘʨʘʤʝʪʨʘʭ ʫʩʪʘʥʦʚʢʠ (ʫʜʘʣʝʥʠʷ) ʤʦʞʥʦ ʧʨʦʯʠʪʘʪʴ ʚ ʨʘʟʜʝʣʝ "ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ 

ʫʜʘʣʝʥʠʷ ʠ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʜʣʷ ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ Windows" ʥʘ ʩʪʨ. 40. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʟʘʧʫʩʪʠʪʝ ʬʘʡʣ setup.exe. 

2. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʚ ʙʣʦʢʝ ʋʩʪʘʥʦʚʢʘ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʋʩʪʘʥʦʚʠʪʴ ʟʘʱʠʪʫ ʥʘ ʦʩʥʦʚʝ 

ʘʥʪʠʚʠʨʫʩʥʳʭ ʙʘʟ ʠʣʠ ʧʦ ʩʩʳʣʢʝ ʋʩʪʘʥʦʚʠʪʴ ʟʘʱʠʪʫ ʥʘ ʦʩʥʦʚʝ ʙʝʣʳʭ ʩʧʠʩʢʦʚ. 

3. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʧʨʠʚʝʪʩʪʚʠʷ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʥʘʞʤʠʪʝ 

ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʠ ʇʦʣʠʪʠʢʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

4. ʆʟʥʘʢʦʤʴʪʝʩʴ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

5. ɽʩʣʠ ʚʳ ʩʦʛʣʘʩʥʳ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʜʣʷ 

ʧʨʦʜʦʣʞʝʥʠʷ ʫʩʪʘʥʦʚʢʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ, ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʱʠʝ, ʯʪʦ ʚʳ ʧʨʠʥʠʤʘʝʪʝ ʧʦʣʦʞʝʥʠʷ ʠ 

ʫʩʣʦʚʠʷ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʢʦʪʦʨʘʷ 

ʦʧʠʩʳʚʘʝʪ ʦʙʨʘʙʦʪʢʫ ʜʘʥʥʳʭ.  

ɽʩʣʠ ʚʳ ʥʝ ʧʨʠʥʠʤʘʝʪʝ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʠ ʇʦʣʠʪʠʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʫʩʪʘʥʦʚʢʘ 

ʙʫʜʝʪ ʧʨʝʨʚʘʥʘ. 

6. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɹʳʩʪʨʘʷ ʧʨʦʚʝʨʢʘ ʢʦʤʧʴʶʪʝʨʘ ʧʝʨʝʜ ʥʘʯʘʣʦʤ ʫʩʪʘʥʦʚʢʠ. 

7. ɺ ʦʢʥʝ ɹʳʩʪʨʘʷ ʧʨʦʚʝʨʢʘ ʢʦʤʧʴʶʪʝʨʘ ʧʝʨʝʜ ʥʘʯʘʣʦʤ ʫʩʪʘʥʦʚʢʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʇʨʦʚʝʨʠʪʴ 

ʢʦʤʧʴʶʪʝʨ ʥʘ ʚʠʨʫʩʳ, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʥʘ ʥʘʣʠʯʠʝ ʫʛʨʦʟ ʩʠʩʪʝʤʥʫʶ ʧʘʤʷʪʴ ʠ ʟʘʛʨʫʟʦʯʥʳʝ 

ʩʝʢʪʦʨʳ ʣʦʢʘʣʴʥʳʭ ʜʠʩʢʦʚ ʢʦʤʧʴʶʪʝʨʘ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. ʇʦ ʦʢʦʥʯʘʥʠʠ ʧʨʦʚʝʨʢʠ 

ʦʪʢʨʦʝʪʩʷ ʦʢʥʦ ʩ ʨʝʟʫʣʴʪʘʪʘʤʠ ʧʨʦʚʝʨʢʠ. 

ɺʳ ʤʦʞʝʪʝ ʧʨʦʩʤʦʪʨʝʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʦʚʝʨʝʥʥʳʭ ʦʙʲʝʢʪʘʭ ʥʘ ʢʦʤʧʴʶʪʝʨʝ: ʦʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ 

ʧʨʦʚʝʨʝʥʥʳʭ ʦʙʲʝʢʪʦʚ, ʢʦʣʠʯʝʩʪʚʦ ʦʙʥʘʨʫʞʝʥʥʳʭ ʫʛʨʦʟ, ʢʦʣʠʯʝʩʪʚʦ ʦʙʥʘʨʫʞʝʥʥʳʭ ʟʘʨʘʞʝʥʥʳʭ ʠ 

ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ, ʢʦʣʠʯʝʩʪʚʦ ʦʧʘʩʥʳʭ ʠʣʠ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʧʨʦʮʝʩʩʦʚ, ʢʦʪʦʨʳʝ 

ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security ʫʜʘʣʠʣʘ ʠʟ ʧʘʤʷʪʠ, ʠ ʢʦʣʠʯʝʩʪʚʦ ʦʧʘʩʥʳʭ ʠʣʠ 

ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʧʨʦʮʝʩʩʦʚ, ʢʦʪʦʨʳʝ ʧʨʦʛʨʘʤʤʝ ʥʝ ʫʜʘʣʦʩʴ ʫʜʘʣʠʪʴ. 

ʏʪʦʙʳ ʧʦʩʤʦʪʨʝʪʴ, ʢʘʢʠʝ ʠʤʝʥʥʦ ʦʙʲʝʢʪʳ ʙʳʣʠ ʧʨʦʚʝʨʝʥʳ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʉʧʠʩʦʢ 

ʦʙʨʘʙʦʪʘʥʥʳʭ ʦʙʲʝʢʪʦʚ. 
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8. ɺ ʦʢʥʝ ɹʳʩʪʨʘʷ ʧʨʦʚʝʨʢʘ ʢʦʤʧʴʶʪʝʨʘ ʧʝʨʝʜ ʥʘʯʘʣʦʤ ʫʩʪʘʥʦʚʢʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ. 

9. ɺʳʙʝʨʠʪʝ ʢʦʤʧʦʥʝʥʪʳ, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ.  

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚ ʩʧʠʩʦʢ ʨʝʢʦʤʝʥʜʫʝʤʳʭ ʢ ʫʩʪʘʥʦʚʢʝ ʦʙʲʝʢʪʦʚ ʚʢʣʶʯʝʥʳ ʚʩʝ ʢʦʤʧʦʥʝʥʪʳ Kaspersky 

Embedded Systems Security, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʢʦʤʧʦʥʝʥʪʘ ʋʧʨʘʚʣʝʥʠʝ ʩʝʪʝʚʳʤ ʵʢʨʘʥʦʤ. 

ʂʦʤʧʦʥʝʥʪ ʇʦʜʜʝʨʞʢʘ SNMP-ʧʨʦʪʦʢʦʣʘ ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʩʧʠʩʢʝ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʢʦʤʧʦʥʝʥʪʦʚ 

Kaspersky Embedded Systems Security, ʪʦʣʴʢʦ ʝʩʣʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʫʩʪʘʥʦʚʣʝʥʘ ʩʣʫʞʙʘ 

Microsoft Windows SNMP. 

10. ʏʪʦʙʳ ʦʪʤʝʥʠʪʴ ʚʩʝ ʠʟʤʝʥʝʥʠʷ, ʚ ʦʢʥʝ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʉʙʨʦʩʠʪʴ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

11. ɺ ʦʢʥʝ ɺʳʙʦʨ ʧʘʧʢʠ ʥʘʟʥʘʯʝʥʠʷ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʫʢʘʞʠʪʝ ʧʘʧʢʫ, ʚ ʢʦʪʦʨʦʡ ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ ʬʘʡʣʳ Kaspersky Embedded Systems 

Security. 

¶ ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʠʩʢ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʜʦʩʪʫʧʥʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ 

ʥʘ ʣʦʢʘʣʴʥʳʭ ʞʝʩʪʢʠʭ ʜʠʩʢʘʭ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

12. ɺ ʦʢʥʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʥʘʩʪʨʦʡʪʝ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ: 

¶ ɺʢʣʶʯʠʪʴ ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ 

¶ ɼʦʙʘʚʠʪʴ ʢ ʠʩʢʣʶʯʝʥʠʷʤ ʬʘʡʣʳ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ Microsoft 

¶ ɼʦʙʘʚʠʪʴ ʢ ʠʩʢʣʶʯʝʥʠʷʤ ʬʘʡʣʳ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ "ʃʘʙʦʨʘʪʦʨʠʝʡ ʂʘʩʧʝʨʩʢʦʛʦ" 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

13. ɺ ʦʢʥʝ ʀʤʧʦʨʪ ʧʘʨʘʤʝʪʨʦʚ ʠʟ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʠʤʧʦʨʪʠʨʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ Kaspersky Embedded Systems Security ʠʟ 

ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ, ʩʦʟʜʘʥʥʦʛʦ ʚ ʣʶʙʦʡ ʧʨʝʜʳʜʫʱʝʡ ʩʦʚʤʝʩʪʠʤʦʡ 

ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʳ, ʫʢʘʞʠʪʝ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʳʡ ʬʘʡʣ.  

b. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

14. ɺ ʦʢʥʝ ɸʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤʳ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ, ʫʢʘʞʠʪʝ ʬʘʡʣ ʢʣʶʯʘ Kaspersky Embedded Systems 

Security ʜʣʷ ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ. 

¶ ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ ʧʦʟʞʝ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

¶ ɽʩʣʠ ʚʳ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʩʦʭʨʘʥʠʣʠ ʬʘʡʣ ʢʣʶʯʘ ʚ ʧʘʧʢʝ \product ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ, ʠʤʷ ʵʪʦʛʦ 

ʬʘʡʣʘ ʦʪʦʙʨʘʟʠʪʩʷ ʚ ʧʦʣʝ ʂʣʶʯ. 

ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʢʣʶʯ ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ ʢʣʶʯʘ, ʢʦʪʦʨʳʡ ʭʨʘʥʠʪʩʷ ʚ ʜʨʫʛʦʡ ʧʘʧʢʝ, ʫʢʘʞʠʪʝ 

ʬʘʡʣ ʢʣʶʯʘ. 

ʇʦʩʣʝ ʜʦʙʘʚʣʝʥʠʷ ʬʘʡʣʘ ʢʣʶʯʘ ʚ ʦʢʥʝ ʦʪʦʙʨʘʟʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʣʠʮʝʥʟʠʠ. ɺ Kaspersky 

Embedded Systems Security ʦʪʦʙʨʘʞʘʝʪʩʷ ʨʘʩʯʝʪʥʘʷ ʜʘʪʘ ʠʩʪʝʯʝʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ. 

ʉʨʦʢ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʦʪʩʯʠʪʳʚʘʝʪʩʷ ʩ ʤʦʤʝʥʪʘ ʜʦʙʘʚʣʝʥʠʷ ʢʣʶʯʘ, ʘ ʠʩʪʝʢʘʝʪ ʥʝ ʧʦʟʜʥʝʝ 
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ʜʘʪʳ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʬʘʡʣʘ ʢʣʶʯʘ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ, ʯʪʦʙʳ ʜʦʙʘʚʠʪʴ ʬʘʡʣ ʢʣʶʯʘ ʚ ʧʨʦʛʨʘʤʤʫ. 

15. ɺ ʦʢʥʝ ɻʦʪʦʚʥʦʩʪʴ ʢ ʫʩʪʘʥʦʚʢʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ. ʄʘʩʪʝʨ ʧʨʠʩʪʫʧʠʪ ʢ ʫʩʪʘʥʦʚʢʝ 

ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security. 

16. ʇʦ ʟʘʚʝʨʰʝʥʠʠ ʫʩʪʘʥʦʚʢʠ ʦʪʢʨʦʝʪʩʷ ʦʢʥʦ ʋʩʪʘʥʦʚʢʘ ʟʘʚʝʨʰʝʥʘ. 

17. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʇʨʦʯʠʪʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʨʝʣʠʟʝ, ʯʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʝʨʩʠʠ 

ʧʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʨʘʙʦʪʳ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ. 

18. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. 

ʈʘʙʦʪʘ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʙʫʜʝʪ ʟʘʚʝʨʰʝʥʘ. ʇʦ ʟʘʚʝʨʰʝʥʠʠ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems 

Security ʙʫʜʝʪ ʛʦʪʦʚ ʢ ʨʘʙʦʪʝ, ʝʩʣʠ ʚʳ ʜʦʙʘʚʠʣʠ ʢʣʶʯ ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ. 

 

ʋʩʪʘʥʦʚʢʘ ʂʦʥʩʦʣʠ Kaspersky Embedded Systems Security 

ʉʣʝʜʫʷ ʠʥʩʪʨʫʢʮʠʷʤ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ, ʥʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ. ɺʳ ʤʦʞʝʪʝ 

ʧʨʝʨʚʘʪʴ ʫʩʪʘʥʦʚʢʫ ʥʘ ʣʶʙʦʤ ʰʘʛʝ ʤʘʩʪʝʨʘ. ɼʣʷ ʵʪʦʛʦ ʚ ʦʢʥʝ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ 

ʆʪʤʝʥʘ. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʡ ʚʳ ʟʘʧʫʩʢʘʝʪʝ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ, ʚʭʦʜʠʪ ʚ ʛʨʫʧʧʫ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʥʘ ʢʦʤʧʴʶʪʝʨʝ. 

2. ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʟʘʧʫʩʪʠʪʝ ʬʘʡʣ setup.exe. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʧʨʦʛʨʘʤʤʳ-ʧʨʠʚʝʪʩʪʚʠʷ. 

3. ʇʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʋʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʧʨʠʚʝʪʩʪʚʠʷ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ.  

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʦʟʥʘʢʦʤʴʪʝʩʴ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ, ʯʪʦʙʳ ʧʨʦʜʦʣʞʠʪʴ 

ʫʩʪʘʥʦʚʢʫ, ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʗ ʧʦʜʪʚʝʨʞʜʘʶ, ʯʪʦ ʧʦʣʥʦʩʪʴʶ ʧʨʦʯʠʪʘʣ(ʘ), ʧʦʥʠʤʘʶ ʠ 

ʧʨʠʥʠʤʘʶ ʧʦʣʦʞʝʥʠʷ ʠ ʫʩʣʦʚʠʷ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ.  

6. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ. 

7. ɺ ʦʢʥʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɽʩʣʠ ʚʳ ʧʣʘʥʠʨʫʝʪʝ ʩ ʧʦʤʦʱʴʶ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʫʧʨʘʚʣʷʪʴ ʧʨʦʛʨʘʤʤʦʡ Kaspersky 

Embedded Systems Security, ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʥʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ 

ʈʘʟʨʝʰʠʪʴ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ.  

¶ ʏʪʦʙʳ ʦʪʢʨʳʪʴ ʦʢʥʦ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ ʠ ʚʳʙʨʘʪʴ ʢʦʤʧʦʥʝʥʪʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ: 

a. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʧʦʣʥʠʪʝʣʴʥʦ.  

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ. 

b. ɺ ʩʧʠʩʢʝ ʚʳʙʝʨʠʪʝ ʥʘʙʦʨ ʢʦʤʧʦʥʝʥʪʦʚ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ". 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʚʩʝ ʢʦʤʧʦʥʝʥʪʳ. 
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c. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʇʦʜʨʦʙʥʝʝ ʦ ʢʦʤʧʦʥʝʥʪʘʭ Kaspersky Embedded Systems Security ʤʦʞʥʦ ʧʨʦʯʠʪʘʪʴ ʚ ʨʘʟʜʝʣʝ 

"ʂʦʜʳ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security ʜʣʷ ʩʣʫʞʙʳ 

ʫʩʪʘʥʦʚʱʠʢʘ Windows" ʥʘ ʩʪʨ. 33. 

8. ɺ ʦʢʥʝ ɺʳʙʦʨ ʧʘʧʢʠ ʥʘʟʥʘʯʝʥʠʷ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʫʢʘʞʠʪʝ ʜʨʫʛʫʶ ʧʘʧʢʫ, ʚ ʢʦʪʦʨʦʡ ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʝ ʬʘʡʣʳ.  

b. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

9. ɺ ʦʢʥʝ ɻʦʪʦʚʥʦʩʪʴ ʢ ʫʩʪʘʥʦʚʢʝ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ.  

ʄʘʩʪʝʨ ʧʨʠʩʪʫʧʠʪ ʢ ʫʩʪʘʥʦʚʢʝ ʚʳʙʨʘʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ. 

10. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɻʦʪʦʚʦ. 

ʈʘʙʦʪʘ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʙʫʜʝʪ ʟʘʚʝʨʰʝʥʘ. ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ ʟʘʱʠʱʘʝʤʳʡ 

ʢʦʤʧʴʶʪʝʨ. 

ɽʩʣʠ ʚʳ ʫʩʪʘʥʦʚʠʣʠ ʥʘʙʦʨ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" ʥʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʘ ʥʘ ʜʨʫʛʦʤ 

ʢʦʤʧʴʶʪʝʨʝ ʩʝʪʠ, ʚʳʧʦʣʥʠʪʝ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʥʘʩʪʨʦʡʢʫ (ʩʤ. ʨʘʟʜʝʣ "ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʧʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ" ʥʘ ʩʪʨ. 51). 

 

ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʥʘʩʪʨʦʡʢʘ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʥʘ ʜʨʫʛʦʤ 
ʢʦʤʧʴʶʪʝʨʝ 

ɽʩʣʠ ʚʳ ʫʩʪʘʥʦʚʠʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʥʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʘ ʥʘ ʜʨʫʛʦʤ ʢʦʤʧʴʶʪʝʨʝ ʩʝʪʠ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʣʠ ʫʜʘʣʝʥʥʦ ʫʧʨʘʚʣʷʪʴ Kaspersky 

Embedded Systems Security: 

¶ ɼʦʙʘʚʴʪʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Kaspersky Embedded Systems Security ʚ ʛʨʫʧʧʫ ESS Administrators ʥʘ 

ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

¶ ɺʢʣʶʯʠʪʝ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʩʣʫʞʙʳ Kaspersky Security Management (kavfsgt.exe) (ʩʤ. ʨʘʟʜʝʣ 

"ʆ ʧʨʘʚʘʭ ʜʦʩʪʫʧʘ ʢ ʩʣʫʞʙʝ Kaspersky Security Management" ʥʘ ʩʪʨ. 233), ʝʩʣʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ 

ʢʦʤʧʴʶʪʝʨʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʙʨʘʥʜʤʘʫʵʨ Windows ʠʣʠ ʩʝʪʝʚʦʡ ʵʢʨʘʥ ʩʪʦʨʦʥʥʝʛʦ ʧʦʩʪʘʚʱʠʢʘ.  

¶ ɽʩʣʠ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Microsoft Windows ʥʝ 

ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ ʬʣʘʞʦʢ ʈʘʟʨʝʰʠʪʴ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ, ʥʝʦʙʭʦʜʠʤʦ ʚʨʫʯʥʫʶ ʚʢʣʶʯʠʪʴ ʩʝʪʝʚʳʝ 

ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʩʝʪʝʚʦʡ ʵʢʨʘʥ ʢʦʤʧʴʶʪʝʨʘ. 

ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʥʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʩʧʦʣʴʟʫʝʪ ʧʨʦʪʦʢʦʣ DCOM ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʩʦʙʳʪʠʷʭ Kaspersky Embedded Systems Security, ʥʘʧʨʠʤʝʨ, ʦ ʧʨʦʚʝʨʝʥʥʳʭ ʦʙʲʝʢʪʘʭ ʠʣʠ ʦ ʟʘʚʝʨʰʝʥʠʠ 

ʟʘʜʘʯ, ʦʪ ʩʣʫʞʙʳ Kaspersky Security Management ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. ʅʝʦʙʭʦʜʠʤʦ ʨʘʟʨʝʰʠʪʴ 

ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʚ ʧʘʨʘʤʝʪʨʘʭ ʙʨʘʥʜʤʘʫʵʨʘ Windows, ʯʪʦʙʳ ʫʩʪʘʥʘʚʣʠʚʘʪʴ 

ʩʦʝʜʠʥʝʥʠʷ ʤʝʞʜʫ ʂʦʥʩʦʣʴʶ ʧʨʦʛʨʘʤʤʳ ʠ ʩʣʫʞʙʦʡ Kaspersky Security Management.  

ʅʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʨʘʟʨʝʰʝʥ ʘʥʦʥʠʤʥʳʡ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʧʨʦʛʨʘʤʤʘʤ COM (ʥʦ ʥʝ ʫʜʘʣʝʥʥʳʡ 

ʟʘʧʫʩʢ ʠ ʘʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤ COM). 

¶ ɺ ʧʘʨʘʤʝʪʨʘʭ ʙʨʘʥʜʤʘʫʵʨʘ Windows ʦʪʢʨʦʡʪʝ ʧʦʨʪ TCP 135 ʠ ʨʘʟʨʝʰʠʪʝ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ ʜʣʷ 

ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ ʧʨʦʮʝʩʩʘ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security ï 

kavfsrcn.exe. 
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ʂʣʠʝʥʪʩʢʠʡ ʢʦʤʧʴʶʪʝʨ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʦʙʤʝʥʠʚʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʝʡ ʩ 

ʟʘʱʠʱʘʝʤʳʤ ʢʦʤʧʴʶʪʝʨʦʤ ʯʝʨʝʟ ʧʦʨʪ TCP 135. 

¶ ʏʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ, ʥʘʩʪʨʦʡʪʝ ʧʨʘʚʠʣʦ ʠʩʭʦʜʷʱʝʛʦ ʧʦʜʢʣʶʯʝʥʠʷ ʜʣʷ ʙʨʘʥʜʤʘʫʵʨʘ 

Windows.  

ɺ ʦʪʣʠʯʠʝ ʦʪ ʩʪʘʥʜʘʨʪʥʳʭ ʩʣʫʞʙ TCP/IP ʠ UDP/IP, ʛʜʝ ʜʣʷ ʢʘʞʜʦʛʦ ʧʨʦʪʦʢʦʣʘ ʠʤʝʝʪʩʷ 

ʬʠʢʩʠʨʦʚʘʥʥʳʡ ʧʦʨʪ, DCOM ʜʠʥʘʤʠʯʝʩʢʠ ʥʘʟʥʘʯʘʝʪ ʧʦʨʪʳ ʫʜʘʣʝʥʥʳʤ COM-ʦʙʲʝʢʪʘʤ. ɽʩʣʠ ʤʝʞʜʫ 

ʢʣʠʝʥʪʩʢʠʤ ʫʩʪʨʦʡʩʪʚʦʤ (ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ) ʠ DCOM-ʫʩʪʨʦʡʩʪʚʦʤ 

(ʟʘʱʠʱʘʝʤʳʤ ʢʦʤʧʴʶʪʝʨʦʤ) ʠʤʝʝʪʩʷ ʩʝʪʝʚʦʡ ʵʢʨʘʥ, ʚʘʤ ʥʫʞʥʦ ʦʪʢʨʳʪʴ ʰʠʨʦʢʠʡ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ. 

ɸʥʘʣʦʛʠʯʥʳʝ ʰʘʛʠ ʩʣʝʜʫʝʪ ʚʳʧʦʣʥʠʪʴ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʣʶʙʦʛʦ ʜʨʫʛʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʠʣʠ ʘʧʧʘʨʘʪʥʦʛʦ 

ʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ. 

Ʒ ɽʩʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʦʪʢʨʳʪʘ ʚʦ ʚʨʝʤʷ ʥʘʩʪʨʦʡʢʠ ʩʦʝʜʠʥʝʥʠʷ ʤʝʞʜʫ ʟʘʱʠʱʘʝʤʳʤ 

ʢʦʤʧʴʶʪʝʨʦʤ ʠ ʢʦʤʧʴʶʪʝʨʦʤ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. 

2. ɼʦʞʜʠʪʝʩʴ ʟʘʚʝʨʰʝʥʠʷ ʧʨʦʮʝʩʩʘ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security ï 

kavfsrcn.exe. 

3. ʇʝʨʝʟʘʧʫʩʪʠʪʝ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. 

ɹʫʜʫʪ ʧʨʠʤʝʥʝʥʳ ʥʦʚʳʝ ʧʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ʈʘʟʨʝʰʝʥʠʝ ʘʥʦʥʠʤʥʦʛʦ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʧʨʦʛʨʘʤʤʘʤ COM ................................................................. 52 

ʈʘʟʨʝʰʝʥʠʝ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʜʣʷ ʧʨʦʮʝʩʩʘ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded 

Systems Security .................................................................................................................................................... 53 
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ʈʘʟʨʝʰʝʥʠʝ ʘʥʦʥʠʤʥʦʛʦ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʧʨʦʛʨʘʤʤʘʤ COM 

ʅʘʟʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʚ ʨʘʟʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows. 

Ʒ ʏʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʘʥʦʥʠʤʥʳʡ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʧʨʦʛʨʘʤʤʘʤ COM, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security, 

ʦʪʢʨʦʡʪʝ ʢʦʥʩʦʣʴ ʉʣʫʞʙʳ ʢʦʤʧʦʥʝʥʪʦʚ. 

2. ɺʳʙʝʨʠʪʝ ʇʫʩʢ Ÿ ɺʳʧʦʣʥʠʪʴ. 

3. ɺʚʝʜʠʪʝ ʢʦʤʘʥʜʫ dcomcnfg . 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 
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5. ɺ ʢʦʥʩʦʣʠ ʉʣʫʞʙʳ ʢʦʤʧʦʥʝʥʪʦʚ ʢʦʤʧʴʶʪʝʨʘ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʂʦʤʧʴʶʪʝʨʳ. 

6. ʆʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʫʟʣʘ ʄʦʡ ʢʦʤʧʴʶʪʝʨ. 

7. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʉʚʦʡʩʪʚʘ. 

8. ɺ ʦʢʥʝ ʉʚʦʡʩʪʚʘ ʥʘ ʟʘʢʣʘʜʢʝ ɹʝʟʦʧʘʩʥʦʩʪʴ COM ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʀʟʤʝʥʠʪʴ ʦʛʨʘʥʠʯʝʥʠʷ ʚ 

ʙʣʦʢʝ ʧʘʨʘʤʝʪʨʦʚ ʇʨʘʚʘ ʜʦʩʪʫʧʘ. 

9. ɺ ʦʢʥʝ ʈʘʟʨʝʰʝʥʠʝ ʥʘ ʜʦʩʪʫʧ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ANONYMOUS LOGON ʫʩʪʘʥʦʚʣʝʥ 

ʬʣʘʞʦʢ ʈʘʟʨʝʰʠʪʴ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ. 

10. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 
 

ʈʘʟʨʝʰʝʥʠʝ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʜʣʷ ʧʨʦʮʝʩʩʘ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Kaspersky 
Embedded Systems Security 

ʅʘʟʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʚ ʨʘʟʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows. 

Ʒ ʏʪʦʙʳ ʦʪʢʨʳʪʴ TCP-ʧʦʨʪ 135 ʚ ʙʨʘʥʜʤʘʫʵʨʝ Windows ʠ ʨʘʟʨʝʰʠʪʴ ʩʝʪʝʚʳʝ ʩʦʝʜʠʥʝʥʠʷ 

ʜʣʷ ʧʨʦʮʝʩʩʘ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ Kaspersky Embedded Systems Security, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʟʘʢʨʦʡʪʝ ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security. 

2. ɺʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ɺ Microsoft Windows XP ʩ ʧʘʢʝʪʦʤ ʦʙʥʦʚʣʝʥʠʡ 2 ʠʣʠ ʚʳʰʝ: 

a. ɺr ʙʝʨʠʪʝ ʇʫʩʢ > ɹʨʘʥʜʤʘʫʵʨ Windows. 

b. ɺ ʦʢʥʝ ɹʨʘʥʜʤʘʫʵʨ Windows (ʠʣʠ ʇʘʨʘʤʝʪʨʳ ʙʨʘʥʜʤʘʫʵʨʘ Windows) ʥʘ ʟʘʢʣʘʜʢʝ 

ʀʩʢʣʶʯʝʥʠʷ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʧʦʨʪ. 

c. ɺ ʧʦʣʝ ʀʤ  ̫ʫʢʘʞʠʪʝ ʠʤʷ ʧʦʨʪʘ RPC (TCP/135) ʠʣʠ ʟʘʜʘʡʪʝ ʜʨʫʛʦʝ ʠʤʷ, ʥʘʧʨʠʤʝʨ, DCOM 

Kaspersky Embedded Systems Security, ʘ ʚ ʧʦʣʝ ʅʦʤʝʨ ʧʦʨʪʘ ʫʢʘʞʠʪʝ ʥʦʤʝʨ ʧʦʨʪʘ: 135. 

d. ɺʳʙʝʨʠʪʝ ʧʨʦʪʦʢʦʣ TCP. 

e. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

f. ʅʘ ʟʘʢʣʘʜʢʝ ʀʩʢʣʶʯʝʥʠʷ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʦʙʘʚʠʪʴ ʧʨʦʛʨʘʤʤʫ. 

¶ ɺ Microsoft Windows 7 ʠ ʚʳʰʝ: 

a. ɺʳʙʝʨʠʪʝ ʇʫʩʢ > ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ > ɹʨʘʥʜʤʘʫʵʨ Windows.  

b. ɺ ʦʢʥʝ ɹʨʘʥʜʤʘʫʵʨ Windows ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʈʘʟʨʝʰʠʪʴ ʟʘʧʫʩʢ ʧʨʦʛʨʘʤʤʳ ʠʣʠ 

ʢʦʤʧʦʥʝʥʪʘ ʯʝʨʝʟ ʙʨʘʥʜʤʘʫʵʨ Windows. 

c. ɺ ʦʢʥʝ ʈʘʟʨʝʰʠʪʴ ʩʚʷʟʴ ʧʨʦʛʨʘʤʤ ʯʝʨʝʟ ʙʨʘʥʜʤʘʫʵʨ Windows ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ 

ʈʘʟʨʝʰʠʪʴ ʜʨʫʛʫʶ ʧʨʦʛʨʘʤʤʫ. 

3. ɺ ʦʢʥʝ ɼʦʙʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʫʢʘʞʠʪʝ ʬʘʡʣ kavfsrcn.exe. ʆʥ ʭʨʘʥʠʪʩʷ ʚ ʧʘʧʢʝ, ʢʦʪʦʨʫʶ ʚʳ 

ʫʢʘʟʘʣʠ ʚ ʢʘʯʝʩʪʚʝ ʧʘʧʢʠ ʥʘʟʥʘʯʝʥʠʷ ʧʨʠ ʫʩʪʘʥʦʚʢʝ ʂʦʥʩʦʣʠ Kaspersky Embedded Systems Security ʩ 

ʧʦʤʦʱʴʶ Microsoft Management Console. 

4. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

5. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ ʚ ʦʢʥʝ ɹʨʘʥʜʤʘʫʵʨ Windows (ʇʘʨʘʤʝʪʨʳ ʙʨʘʥʜʤʘʫʵʨʘ Windows). 
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ɼʦʙʘʚʣʝʥʠʝ ʧʨʘʚʠʣʘ ʠʩʭʦʜʷʱʝʛʦ ʧʦʜʢʣʶʯʝʥʠʷ ʜʣʷ ʙʨʘʥʜʤʘʫʵʨʘ Windows 

ʅʘʟʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʚ ʨʘʟʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows. 

Ʒ ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʧʨʘʚʠʣʦ ʠʩʭʦʜʷʱʝʛʦ ʧʦʜʢʣʶʯʝʥʠʷ ʜʣʷ ʙʨʘʥʜʤʘʫʵʨʘ Windows, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺʳʙʝʨʠʪʝ ʇʫʩʢ > ʇʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ > ɹʨʘʥʜʤʘʫʵʨ Windows.  

2. ɺ ʦʢʥʝ ɹʨʘʥʜʤʘʫʵʨ Windows ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɹʨʘʥʜʤʘʫʵʨ Windows ʚ ʨʝʞʠʤʝ ʧʦʚʳʰʝʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

3. ɺʳʙʝʨʠʪʝ ʚʣʦʞʝʥʥʳʡ ʫʟʝʣ ʇʨʘʚʠʣʘ ʜʣʷ ʠʩʭʦʜʷʱʝʛʦ ʧʦʜʢʣʶʯʝʥʠʷ. 

4. ʅʘ ʧʘʥʝʣʠ ɼʝʡʩʪʚʠʷ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʉʦʟʜʘʪʴ ʧʨʘʚʠʣʦ. 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʄʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʧʨʘʚʠʣʘ ʜʣʷ ʥʦʚʦʛʦ ʠʩʭʦʜʷʱʝʛʦ ʧʦʜʢʣʶʯʝʥʠʷ ʚʳʙʝʨʠʪʝ 

ʧʘʨʘʤʝʪʨ ʇʦʨʪ ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

6. ɺʳʙʝʨʠʪʝ ʧʨʦʪʦʢʦʣ TCP. 

7. ɺ ʧʦʣʝ ʆʧʨʝʜʝʣʝʥʥʳʝ ʫʜʘʣʝʥʥʳʝ ʧʦʨʪʳ ʫʢʘʞʠʪʝ ʩʣʝʜʫʶʱʠʡ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ, ʯʪʦʙʳ ʨʘʟʨʝʰʠʪʴ 

ʠʩʭʦʜʷʱʠʝ ʧʦʜʢʣʶʯʝʥʠʷ: 1024ï65535. 

8. ɺ ʦʢʥʝ ɼʝʡʩʪʚʠʝ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʈʘʟʨʝʰʠʪʴ ʧʦʜʢʣʶʯʝʥʠʝ. 

9. ʉʦʭʨʘʥʠʪʝ ʩʦʟʜʘʥʥʦʝ ʧʨʘʚʠʣʦ ʠ ʟʘʢʨʦʡʪʝ ʦʢʥʦ ɹʨʘʥʜʤʘʫʵʨ Windows ʚ ʨʝʞʠʤʝ ʧʦʚʳʰʝʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɹʨʘʥʜʤʘʫʵʨ Windows ʥʝ ʨʘʟʨʝʰʘʝʪ ʫʩʪʘʥʦʚʢʫ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʤʝʞʜʫ ʂʦʥʩʦʣʴʶ ʧʨʦʛʨʘʤʤʳ ʠ 

ʩʣʫʞʙʦʡ Kaspersky Security Management. 

 

 

 

ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 

Kaspersky Embedded Systems Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʠ ʟʘʱʠʪʳ ʠ ʧʨʦʚʝʨʢʠ ʩʨʘʟʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ, ʝʩʣʠ ʚʳ 

ʘʢʪʠʚʠʨʦʚʘʣʠ ʧʨʦʛʨʘʤʤʫ. ɽʩʣʠ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ 

ʬʣʘʞʦʢ ɺʢʣʶʯʠʪʴ ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ (ʧʦ ʫʤʦʣʯʘʥʠʶ), ʧʨʦʛʨʘʤʤʘ 

ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʢʦʤʧʴʶʪʝʨʘ ʧʨʠ ʜʦʩʪʫʧʝ ʢ ʥʠʤ. ʂʘʞʜʫʶ ʧʷʪʥʠʮʫ ʚ 20:00 Kaspersky 

Embedded Systems Security ʚʳʧʦʣʥʷʝʪ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɿʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʧʨʦʛʨʘʤʤʳ. ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems 

Security ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʙʘʟ, ʢʦʪʦʨʳʝ ʚʭʦʜʠʣʠ ʚ ʩʦʩʪʘʚ ʧʨʦʛʨʘʤʤʳ ʧʨʠ 

ʧʦʩʪʘʚʢʝ.  

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʩʨʘʟʫ ʞʝ ʦʙʥʦʚʠʪʴ ʙʘʟʳ Kaspersky Embedded Systems Security, ʪʘʢ ʢʘʢ ʙʘʟʳ 

ʤʦʛʣʠ ʫʩʪʘʨʝʪʴ.  

ɼʘʣʝʝ ʧʨʦʛʨʘʤʤʘ ʙʫʜʝʪ ʦʙʥʦʚʣʷʪʴ ʙʘʟʳ ʢʘʞʜʳʡ ʯʘʩ ʩʦʛʣʘʩʥʦ ʨʘʩʧʠʩʘʥʠʶ, ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ ʚ 

ʟʘʜʘʯʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. 
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¶ ɺʳʧʦʣʥʠʪʴ ʇʨʦʚʝʨʢʫ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ, ʝʩʣʠ ʧʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ Kaspersky Embedded Systems 

Security ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʥʝ ʙʳʣʘ ʫʩʪʘʥʦʚʣʝʥʘ ʘʥʪʠʚʠʨʫʩʥʘʷ ʧʨʦʛʨʘʤʤʘ ʩ ʚʢʣʶʯʝʥʥʦʡ 

ʬʫʥʢʮʠʝʡ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʬʘʡʣʦʚ. 

¶ ʅʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ Kaspersky Embedded Systems Security. 

 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ɿʘʧʫʩʢ ʠ ʥʘʩʪʨʦʡʢʘ ʟʘʜʘʯʠ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ 

Ʒ ʏʪʦʙʳ ʦʙʥʦʚʠʪʴ ʙʘʟʳ ʧʨʦʛʨʘʤʤʳ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʩʚʦʡʩʪʚʘʭ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʥʘʩʪʨʦʡʪʝ ʩʦʝʜʠʥʝʥʠʝ ʩ ʠʩʪʦʯʥʠʢʦʤ ʦʙʥʦʚʣʝʥʠʡ ï 

HTTP- ʠʣʠ FTP-ʩʝʨʚʝʨʘʤʠ ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

2. ɿʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ. 

ɺ ʚʘʰʝʡ ʩʝʪʠ ʤʦʞʝʪ ʙʳʪʴ ʥʝ ʥʘʩʪʨʦʝʥ ʧʨʦʪʦʢʦʣ Web Proxy Auto-Discovery Protocol (WPAD) ʜʣʷ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʚ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʤʦʞʝʪ 

ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʧʨʦʚʝʨʢʘ ʧʦʜʣʠʥʥʦʩʪʠ ʧʨʠ ʜʦʩʪʫʧʝ ʢ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʫ. 

Ʒ ʏʪʦʙʳ ʫʢʘʟʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʠ ʧʘʨʘʤʝʪʨʳ ʧʨʦʚʝʨʢʠ 

ʧʦʜʣʠʥʥʦʩʪʠ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʫ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʆʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʫʟʣʘ Kaspersky Security. 

2. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʉʚʦʡʩʪʚʘ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ. 

3. ɺʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ. 

4. ɺ ʨʘʟʜʝʣʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʀʩʧʦʣʴʟʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʫʢʘʟʘʥʥʦʛʦ 

ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ. 

5. ɺ ʧʦʣʝ ɸʜʨʝʩ ʫʢʘʞʠʪʝ ʘʜʨʝʩ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ, ʘ ʚ ʧʦʣʝ ʇʦʨʪ ʫʢʘʞʠʪʝ ʥʦʤʝʨ ʧʦʨʪʘ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ. 

6. ɺ ʨʘʟʜʝʣʝ ʇʘʨʘʤʝʪʨʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʘ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʝ ʚʳʙʝʨʠʪʝ ʪʨʝʙʫʝʤʳʡ ʤʝʪʦʜ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʟ ʨʘʩʢʨʳʚʘʶʱʝʛʦʩʷ ʩʧʠʩʢʘ: 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ NTLM-ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ, ʝʩʣʠ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ ʧʦʜʜʝʨʞʠʚʘʝʪ ʚʩʪʨʦʝʥʥʫʶ 

ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ Microsoft Windows (NTLM-ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ). Kaspersky Embedded Systems 

Security ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʫ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, ʫʢʘʟʘʥʥʫʶ ʚ 

ʧʘʨʘʤʝʪʨʘʭ ʟʘʜʘʯʠ. ʇʦ ʫʤʦʣʯʘʥʠʶ ʟʘʜʘʯʘ ʟʘʧʫʩʢʘʝʪʩʷ ʧʦʜ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ ʃʦʢʘʣʴʥʘʷ 

ʩʠʩʪʝʤʘ (SYSTEM). 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ NTLM-ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʩ ʠʤʝʥʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʝʤ, ʝʩʣʠ 

ʧʨʦʢʩʠ-ʩʝʨʚʝʨ ʧʦʜʜʝʨʞʠʚʘʝʪ ʚʩʪʨʦʝʥʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ Microsoft Windows. Kaspersky 
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Embedded Systems Security ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʢʘʟʘʥʥʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʜʣʷ ʜʦʩʪʫʧʘ ʢ 

ʧʨʦʢʩʠ-ʩʝʨʚʝʨʫ. ɺʚʝʜʠʪʝ ʠʤʷ ʠ ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʚʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʧʠʩʢʝ. 

¶ ʀʩʧʦʣʴʟʦʚʘʪʴ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ, ʯʪʦʙʳ ʚʳʙʨʘʪʴ ʦʙʳʯʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʜʣʠʥʥʦʩʪʠ. 

ɺʚʝʜʠʪʝ ʠʤʷ ʠ ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʚʳʙʝʨʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʧʠʩʢʝ. 

7. ɺ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

Ʒ ʏʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʩʦʝʜʠʥʝʥʠʝ ʩ ʩʝʨʚʝʨʘʤʠ ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ" ʚ ʟʘʜʘʯʝ 

ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʧʫʩʪʠʪʝ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʦʜʥʠʤ ʠʟ ʩʣʝʜʫʶʱʠʭ ʩʧʦʩʦʙʦʚ: 

¶ ʆʪʢʨʦʡʪʝ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ. ɼʣʷ ʵʪʦʛʦ ʚ ʤʝʥʶ ʇʫʩʢ ʚʳʙʝʨʠʪʝ 

ɺʩʝ ʧʨʦʛʨʘʤʤʳ> Kaspersky Embedded Systems Security > ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ > 

ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security 2.3. 

¶ ɽʩʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʟʘʧʫʱʝʥʘ ʥʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʧʦʜʢʣʶʯʠʪʝʩʴ ʢ 

ʟʘʱʠʱʘʝʤʦʤʫ ʢʦʤʧʴʶʪʝʨʫ:  

a. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʫʟʣʘ Kaspersky Security. 

b. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʇʦʜʢʣʶʯʠʪʴʩʷ ʢ ʜʨʫʛʦʤʫ ʢʦʤʧʴʶʪʝʨʫ. 

c. ɺ ʦʢʥʝ ɺʳʙʦʨ ʢʦʤʧʴʶʪʝʨʘ ʚʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ɼʨʫʛʦʡ ʢʦʤʧʴʶʪʝʨ ʠ ʚ ʧʦʣʝ ʚʚʦʜʘ ʫʢʘʞʠʪʝ 

ʩʝʪʝʚʦʝ ʠʤʷ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

ɽʩʣʠ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʢʦʪʦʨʫʶ ʚʳ ʠʩʧʦʣʴʟʦʚʘʣʠ ʜʣʷ ʚʭʦʜʘ ʚ Microsoft Windows, ʥʝ ʦʙʣʘʜʘʝʪ 

ʧʨʘʚʘʤʠ ʜʦʩʪʫʧʘ ʢ ʩʣʫʞʙʝ Kaspersky Security Management (ʩʤ. ʨʘʟʜʝʣ "ʆ ʧʨʘʚʘʭ ʜʦʩʪʫʧʘ ʢ 

ʩʣʫʞʙʝ Kaspersky Security Management" ʥʘ ʩʪʨ. 233), ʫʢʘʞʠʪʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, ʢʦʪʦʨʘʷ 

ʦʙʣʘʜʘʝʪ ʵʪʠʤʠ ʧʨʘʚʘʤʠ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ. 

2. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʆʙʥʦʚʣʝʥʠʝ. 

3. ɺʳʙʝʨʠʪʝ ʚʣʦʞʝʥʥʳʡ ʫʟʝʣ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ. 

4. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʉʚʦʡʩʪʚʘ. 

5. ɺ ʦʪʢʨʳʚʰʝʤʩʷ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʚʳʙʝʨʠʪʝ ʟʘʢʣʘʜʢʫ ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ. 

6. ɺʳʙʝʨʠʪʝ ʀʩʧʦʣʴʟʦʚʘʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʜʣʷ ʩʦʝʜʠʥʝʥʠʷ ʩ ʩʝʨʚʝʨʘʤʠ ʦʙʥʦʚʣʝʥʠʡ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

7. ɺ ʦʢʥʝ ʇʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʇʘʨʘʤʝʪʨʳ ʩʦʝʜʠʥʝʥʠʷ ʩ ʠʩʪʦʯʥʠʢʦʤ ʦʙʥʦʚʣʝʥʠʡ ʚ ʟʘʜʘʯʝ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʙʫʜʫʪ 

ʩʦʭʨʘʥʝʥʳ. 

Ʒ ʏʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʆʙʥʦʚʣʝʥʠʝ. 

2. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʣʦʞʝʥʥʦʛʦ ʫʟʣʘ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɿʘʧʫʩʪʠʪʴ. 

ɿʘʜʘʯʘ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʙʫʜʝʪ ʟʘʧʫʱʝʥʘ.  

ʇʦʩʣʝ ʫʩʧʝʰʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ ʟʘʜʘʯʠ ʤʦʞʥʦ ʧʦʩʤʦʪʨʝʪʴ ʜʘʪʫ ʚʳʧʫʩʢʘ ʧʦʩʣʝʜʥʠʭ ʫʩʪʘʥʦʚʣʝʥʥʳʭ 

ʦʙʥʦʚʣʝʥʠʡ ʙʘʟ ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ Kaspersky Security. 
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ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ 

ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ ʚʳ ʦʙʥʦʚʠʣʠ ʙʘʟʳ Kaspersky Embedded Systems Security, ʧʨʦʚʝʨʴʪʝ ʢʦʤʧʴʶʪʝʨ ʥʘ ʥʘʣʠʯʠʝ 

ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

Ʒ ʏʪʦʙʳ ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ. 

2. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʣʦʞʝʥʥʦʛʦ ʫʟʣʘ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʚʳʙʝʨʠʪʝ ʢʦʤʘʥʜʫ ɿʘʧʫʩʪʠʪʴ. 

ɿʘʜʘʯʘ ʙʫʜʝʪ ʟʘʧʫʱʝʥʘ; ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʦʪʦʙʨʘʟʠʪʩʷ ʩʪʘʪʫʩ ʟʘʜʘʯʠ ɺʳʧʦʣʥʷʝʪʩʷ. 

Ʒ ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ,  

ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʆʪʢʨʳʪʴ ʞʫʨʥʘʣ 

ʚʳʧʦʣʥʝʥʠʷ. 

 

ʀʟʤʝʥʝʥʠʝ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ Kaspersky 
Embedded Systems Security 

ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʣʷʪʴ ʠʣʠ ʫʜʘʣʷʪʴ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Embedded Systems Security. ɺʘʤ ʥʫʞʥʦ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʦʩʪʘʥʦʚʠʪʴ ʟʘʜʘʯʫ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʫʜʘʣʠʪʴ ʢʦʤʧʦʥʝʥʪ 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ. ɺ ʦʩʪʘʣʴʥʳʭ ʩʣʫʯʘʷʭ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʟʘʜʘʯʫ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʠʣʠ 

ʩʣʫʞʙʫ Kaspersky Security ʥʝ ʪʨʝʙʫʝʪʩʷ. 

ɽʩʣʠ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, Kaspersky Embedded Systems Security 

ʟʘʧʨʘʰʠʚʘʝʪ ʚʚʦʜ ʧʘʨʦʣʷ ʧʨʠ ʧʦʧʳʪʢʝ ʫʜʘʣʝʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʩʦʩʪʘʚʘ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʚ 

ʤʘʩʪʝʨʝ ʫʩʪʘʥʦʚʢʠ. 

Ʒ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʩʦʩʪʘʚ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʤʝʥʶ ʇʫʩʢ ʚʳʙʝʨʠʪʝ ɺʩʝ ʧʨʦʛʨʘʤʤʳ > Kaspersky Embedded Systems Security > ʀʟʤʝʥʝʥʠʝ 

ʠʣʠ ʫʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʀʟʤʝʥʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

2. ɺʳʙʝʨʠʪʝ ʀʟʤʝʥʝʥʠʝ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ. 

3. ɺ ʩʧʠʩʢʝ ʜʦʩʪʫʧʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʚ ʦʢʥʝ ɺʳʙʦʨʦʯʥʘʷ ʫʩʪʘʥʦʚʢʘ ʚ ʙrʝʨʠʪʝ ʢʦʤʧʦʥʝʥʪʳ, ʢʦʪʦʨʳʝ 

ʪʨʝʙʫʝʪʩʷ ʜʦʙʘʚʠʪʴ ʠʣʠ ʫʜʘʣʠʪʴ ʠʟ ʩʦʩʪʘʚʘ Kaspersky Embedded Systems Security. ɼʣʷ ʵʪʦʛʦ 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʩʦʩʪʘʚ ʢʦʤʧʦʥʝʥʪʦʚ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʨʷʜʦʤ ʩ ʥʘʟʚʘʥʠʝʤ ʚʳʙʨʘʥʥʦʛʦ 

ʢʦʤʧʦʥʝʥʪʘ. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʳʙʝʨʠʪʝ: 

¶ ʧʫʥʢʪ ʂʦʤʧʦʥʝʥʪ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʣʦʢʘʣʴʥʳʡ ʞʝʩʪʢʠʡ ʜʠʩʢ, ʝʩʣʠ ʪʨʝʙʫʝʪʩʷ 

ʫʩʪʘʥʦʚʠʪʴ ʦʪʜʝʣʴʥʳʡ ʢʦʤʧʦʥʝʥʪ; 

¶ ʧʫʥʢʪ ʂʦʤʧʦʥʝʥʪ ʠ ʝʛʦ ʧʦʜʢʦʤʧʦʥʝʥʪʳ ʙʫʜʫʪ ʫʩʪʘʥʦʚʣʝʥʳ ʥʘ ʣʦʢʘʣʴʥʳʡ ʞʝʩʪʢʠʡ ʜʠʩʢ, 

ʝʩʣʠ ʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ ʛʨʫʧʧʫ ʢʦʤʧʦʥʝʥʪʦʚ. 
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¶ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʨʘʥʝʝ ʢʦʤʧʦʥʝʥʪʳ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʨʷʜʦʤ ʩ ʥʘʟʚʘʥʠʝʤ 

ʚʳʙʨʘʥʥʦʛʦ ʢʦʤʧʦʥʝʥʪʘ. ɺ ʢʦʥʪʝʢʩʪʥʦʤ ʤʝʥʶ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʂʦʤʧʦʥʝʥʪ ʙʫʜʝʪ ʥʝʜʦʩʪʫʧʝʥ. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

4. ɺ ʦʢʥʝ ɻʦʪʦʚʥʦʩʪʴ ʢ ʫʩʪʘʥʦʚʢʝ ʧʦʜʪʚʝʨʜʠʪʝ ʠʟʤʝʥʝʥʠʝ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ, ʥʘʞʘʚ ʥʘ 

ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ. 

5. ɺ ʦʢʥʝ, ʦʪʢʨʳʚʰʝʤʩʷ ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʫʩʪʘʥʦʚʢʠ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʉʦʩʪʘʚ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security ʙʫʜʝʪ ʠʟʤʝʥʝʥ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʜʘʥʥʳʤʠ 

ʧʘʨʘʤʝʪʨʘʤʠ. 

ɽʩʣʠ ʚ ʨʘʙʦʪʝ Kaspersky Embedded Systems Security ʚʦʟʥʠʢʣʠ ʧʨʦʙʣʝʤʳ (Kaspersky Embedded Systems 

Security ʟʘʚʝʨʰʘʝʪʩʷ ʘʚʘʨʠʡʥʦ, ʟʘʜʘʯʠ ʟʘʚʝʨʰʘʶʪʩʷ ʘʚʘʨʠʡʥʦ ʠʣʠ ʥʝ ʟʘʧʫʩʢʘʶʪʩʷ), ʤʦʞʥʦ ʧʦʧʨʦʙʦʚʘʪʴ 

ʚʦʩʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security. ɺʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʩ ʩʦʭʨʘʥʝʥʠʝʤ 

ʪʝʢʫʱʠʭ ʟʥʘʯʝʥʠʡ ʧʘʨʘʤʝʪʨʦʚ Kaspersky Embedded Systems Security ʠʣʠ ʚʳʙʨʘʪʴ ʨʝʞʠʤ, ʧʨʠ ʢʦʪʦʨʦʤ ʚʩʝ 

ʧʘʨʘʤʝʪʨʳ Kaspersky Embedded Systems Security ʧʨʠʤʫʪ ʟʥʘʯʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

Ʒ ʏʪʦʙʳ ʚʦʩʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʧʦʩʣʝ ʘʚʘʨʠʡʥʦʛʦ ʟʘʚʝʨʰʝʥʠʷ 

ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʠʣʠ ʟʘʜʘʯ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʤʝʥʶ ʇʫʩʢ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʩʝ ʧʨʦʛʨʘʤʤʳ. 

2. ɺʳʙʝʨʠʪʝ Kaspersky Embedded Systems Security.  

3. ɺʳʙʝʨʠʪʝ ʀʟʤʝʥʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʀʟʤʝʥʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

4. ɺʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ. 

5. ɺ ʦʢʥʝ ɺʦʩʩʪʘʥʦʚʣʝʥʠʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ɺʦʩʩʪʘʥʦʚʠʪʴ 

ʨʝʢʦʤʝʥʜʫʝʤʳʝ ʧʘʨʘʤʝʪʨʳ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ ʩʙʨʦʩʠʪʴ ʧʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤʳ 

ʠ ʚʦʩʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʅʘʞʤʠʪʝ ʥʘ 

ʢʥʦʧʢʫ ɼʘʣʝʝ. 

6. ɺ ʦʢʥʝ ɻʦʪʦʚʥʦʩʪʴ ʢ ʚʦʩʩʪʘʥʦʚʣʝʥʠʶ ʧʦʜʪʚʝʨʜʠʪʝ ʦʧʝʨʘʮʠʶ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʳ, ʥʘʞʘʚ 

ʥʘ ʢʥʦʧʢʫ ʋʩʪʘʥʦʚʠʪʴ. 

7. ɺ ʦʢʥʝ, ʦʪʢʨʳʚʰʝʤʩʷ ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʦʧʝʨʘʮʠʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʇʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security ʙʫʜʝʪ ʚʦʩʩʪʘʥʦʚʣʝʥʘ ʩ ʫʢʘʟʘʥʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ. 

 

ʋʜʘʣʝʥʠʝ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʧʨʠʚʝʜʝʥʳ ʠʥʩʪʨʫʢʮʠʠ ʧʦ ʫʜʘʣʝʥʠʶ Kaspersky Embedded Systems Security ʠ ʂʦʥʩʦʣʠ 

ʧʨʦʛʨʘʤʤʳ ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ / ʫʜʘʣʝʥʠʷ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ʋʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security .............................................................................................. 59 
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ʋʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security 

ʅʘʟʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʚ ʨʘʟʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows. 

ɺʳ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ 

ʫʩʪʘʥʦʚʢʠ / ʫʜʘʣʝʥʠʷ. 

ʇʦʩʣʝ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ 

ʧʝʨʝʟʘʛʨʫʟʢʘ. ʇʝʨʝʟʘʛʨʫʟʢʫ ʤʦʞʥʦ ʦʪʣʦʞʠʪʴ. 

ʋʜʘʣʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠ ʫʩʪʘʥʦʚʢʘ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʧʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ Windows ʥʝʚʦʟʤʦʞʥʘ, 

ʝʩʣʠ ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ ʠʩʧʦʣʴʟʫʝʪ ʬʫʥʢʮʠʶ ʂʦʥʪʨʦʣʴ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ (User Account Control) ʠʣʠ 

ʝʩʣʠ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ. 

 

ɽʩʣʠ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, Kaspersky Embedded Systems Security 

ʟʘʧʨʘʰʠʚʘʝʪ ʚʚʦʜ ʧʘʨʦʣʷ ʧʨʠ ʧʦʧʳʪʢʝ ʫʜʘʣʝʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʩʦʩʪʘʚʘ ʧʨʦʛʨʘʤʤʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʚ 

ʤʘʩʪʝʨʝ ʫʩʪʘʥʦʚʢʠ. 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʤʝʥʶ ʇʫʩʢ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʩʝ ʧʨʦʛʨʘʤʤʳ. 

2. ɺʳʙʝʨʠʪʝ Kaspersky Embedded Systems Security. 

3. ɺʳʙʝʨʠʪʝ ʀʟʤʝʥʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʀʟʤʝʥʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

4. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʋʜʘʣʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʜʘʣʝʥʠʷ ʧʨʦʛʨʘʤʤʳ. 

5. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʚ ʦʢʥʝ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʜʘʣʝʥʠʷ ʧʨʦʛʨʘʤʤʳ ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʕʢʩʧʦʨʪʠʨʦʚʘʪʴ ʦʙʲʝʢʪʳ ʥʘ ʢʘʨʘʥʪʠʥʝ, ʯʪʦʙʳ ʧʨʦʛʨʘʤʤʘ Kaspersky 

Embedded Systems Security ʵʢʩʧʦʨʪʠʨʦʚʘʣʘ ʦʙʲʝʢʪʳ, ʧʦʤʝʱʝʥʥʳʝ ʥʘ ʢʘʨʘʥʪʠʥ. ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʬʣʘʞʦʢ ʩʥʷʪ. 

b. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʕʢʩʧʦʨʪʠʨʦʚʘʪʴ ʦʙʲʝʢʪʳ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ, ʯʪʦʙʳ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ 

ʦʙʲʝʢʪʳ ʠʟ ʨʝʟʝʨʚʥʦʛʦ ʭʨʘʥʠʣʠʱʘ Kaspersky Embedded Systems Security. ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʣʘʞʦʢ 

ʩʥʷʪ. 

c. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʉʦʭʨʘʥʠʪʴ ʚ ʠ ʫʢʘʞʠʪʝ ʧʘʧʢʫ, ʚ ʢʦʪʦʨʫʶ ʪʨʝʙʫʝʪʩʷ ʵʢʩʧʦʨʪʠʨʦʚʘʪʴ ʦʙʲʝʢʪʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʵʢʩʧʦʨʪ ʦʙʲʝʢʪʦʚ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚ ʧʘʧʢʫ %ProgramData%\Kaspersky 

Lab\Kaspersky Embedded Systems Security\Uninstall. 

ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

6. ɺ ʦʢʥʝ ɻʦʪʦʚʥʦʩʪʴ ʢ ʫʜʘʣʝʥʠʶ ʧʦʜʪʚʝʨʜʠʪʝ ʫʜʘʣʝʥʠʝ, ʥʘʞʘʚ ʥʘ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ. 
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7. ɺ ʦʢʥʝ, ʦʪʢʨʳʚʰʝʤʩʷ ʧʦ ʟʘʚʝʨʰʝʥʠʠ ʫʜʘʣʝʥʠʷ, ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʇʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security ʙʫʜʝʪ ʫʜʘʣʝʥʘ ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

 

ʋʜʘʣʝʥʠʝ ʂʦʥʩʦʣʠ Kaspersky Embedded Systems Security 

ʅʘʟʚʘʥʠʷ ʧʘʨʘʤʝʪʨʦʚ ʤʦʛʫʪ ʦʪʣʠʯʘʪʴʩʷ ʚ ʨʘʟʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ Windows. 

ɺʳ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʩ ʢʦʤʧʴʶʪʝʨʘ ʩ ʧʦʤʦʱʴʶ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ / ʫʜʘʣʝʥʠʷ. 

ʇʦʩʣʝ ʫʜʘʣʝʥʠʷ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʧʝʨʝʟʘʛʨʫʟʢʘ ʢʦʤʧʴʶʪʝʨʘ ʥʝ ʪʨʝʙʫʝʪʩʷ. 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʤʝʥʶ ʇʫʩʢ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ɺʩʝ ʧʨʦʛʨʘʤʤʳ. 

2. ɺʳʙʝʨʠʪʝ Kaspersky Embedded Systems Security. 

3. ɺʳʙʝʨʠʪʝ ʀʟʤʝʥʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ ʉʨʝʜʩʪʚ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Embedded 

Systems Security 2.3. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʤʘʩʪʝʨʘ ʀʟʤʝʥʝʥʠʝ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʣʠ ʫʜʘʣʝʥʠʝ. 

4. ɺʳʙʝʨʠʪʝ ʧʫʥʢʪ ʋʜʘʣʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ ʠ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ɼʘʣʝʝ. 

5. ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ɻʦʪʦʚʥʦʩʪʴ ʢ ʫʜʘʣʝʥʠʶ. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʋʜʘʣʠʪʴ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʋʜʘʣʝʥʠʝ ʟʘʚʝʨʰʝʥʦ. 

6. ʅʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ OK. 

ʆʧʝʨʘʮʠʷ ʫʜʘʣʝʥʠʷ ʙʫʜʝʪ ʟʘʚʝʨʰʝʥʘ; ʦʢʥʦ ʤʘʩʪʝʨʘ ʫʩʪʘʥʦʚʢʠ ʙʫʜʝʪ ʟʘʢʨʳʪʦ. 

 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʦʩʦʙʝʥʥʦʩʪʝʡ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security 

ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʧʨʠʤʝʨʳ ʢʦʤʘʥʜ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security ʠʟ 

ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʧʨʠʤʝʨʳ ʢʦʤʘʥʜ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʠ ʫʜʘʣʝʥʠʷ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems 

Security ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 
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ʆʙ ʫʩʪʘʥʦʚʢʝ ʠ ʫʜʘʣʝʥʠʠ Kaspersky Embedded Systems Security ʠʟ 
ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʠ ʫʜʘʣʷʪʴ Kaspersky Embedded Systems Security, ʜʦʙʘʚʣʷʪʴ ʠʣʠ ʫʜʘʣʷʪʴ 

ʢʦʤʧʦʥʝʥʪʳ, ʟʘʧʫʩʪʠʚ ʠʟ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʬʘʡʣʳ ʧʘʢʝʪʘ ʫʩʪʘʥʦʚʢʠ \product\ess_x86(x64).msi ʠ ʫʢʘʟʘʚ 

ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʩ ʧʦʤʦʱʴʶ ʢʣʶʯʝʡ. 

ɺr  ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʥʘʙʦʨ "ʉʨʝʜʩʪʚʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ" ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠʣʠ ʜʨʫʛʦʤ 

ʢʦʤʧʴʶʪʝʨʝ ʚ ʩʝʪʠ, ʯʪʦʙʳ ʨʘʙʦʪʘʪʴ ʩ ʂʦʥʩʦʣʴʶ ʧʨʦʛʨʘʤʤʳ ʣʦʢʘʣʴʥʦ ʠʣʠ ʫʜʘʣʝʥʥʦ. ɼʣʷ ʵʪʦʛʦ ʠʩʧʦʣʴʟʫʡʪʝ 

ʧʘʢʝʪ ʫʩʪʘʥʦʚʢʠ \console\ess tools.msi. 

ɺʳʧʦʣʥʷʡʪʝ ʫʩʪʘʥʦʚʢʫ ʩ ʧʨʘʚʘʤʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʚʭʦʜʷʱʝʡ ʚ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, 

ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʘ ʧʨʦʛʨʘʤʤʘ. 

ɽʩʣʠ ʚʳ ʟʘʧʫʩʪʠʪʝ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʦʜʠʥ ʠʟ ʬʘʡʣʦʚ \product\ess_x86.msi ʠʣʠ 

\product\ess_x64.msi ʙʝʟ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʢʣʶʯʝʡ, ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security ʙʫʜʝʪ 

ʫʩʪʘʥʦʚʣʝʥʘ ʩ ʨʝʢʦʤʝʥʜʫʝʤʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʫʩʪʘʥʦʚʢʠ. 

ɺʳ ʤʦʞʝʪʝ ʟʘʜʘʪʴ ʥʘʙʦʨ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʩ ʧʦʤʦʱʴʶ ʢʣʶʯʘ ADDLOCAL, ʧʝʨʝʯʠʩʣʠʚ ʚ 

ʢʘʯʝʩʪʚʝ ʝʛʦ ʟʥʘʯʝʥʠʡ ʢʦʜʳ ʚʳʙʨʘʥʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʠʣʠ ʥʘʙʦʨʦʚ ʢʦʤʧʦʥʝʥʪʦʚ. 

 

ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʧʨʠʚʦʜʷʪʩʷ ʧʨʠʤʝʨʳ ʢʦʤʘʥʜ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security. 

ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Microsoft Windows 32-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ ʟʘʧʫʩʢʘʡʪʝ ʬʘʡʣʳ c 

ʩʫʬʬʠʢʩʦʤ ʭ86 ʠʟ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ. ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Microsoft Windows 

64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ ʟʘʧʫʩʢʘʡʪʝ ʬʘʡʣʳ c ʩʫʬʬʠʢʩʦʤ ʭ64 ʠʟ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʪʘʥʜʘʨʪʥʳʭ ʢʦʤʘʥʜ ʠ ʢʣʶʯʝʡ ʫʩʪʘʥʦʚʱʠʢʘ Windows ʩʦʜʝʨʞʠʪʩʷ 

ʚ ʜʦʢʫʤʝʥʪʘʮʠʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʢʦʨʧʦʨʘʮʠʝʡ Microsoft. 

ʇʨʠʤʝʨʳ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʠʟ ʬʘʡʣʘ setup.exe 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ ʙʝʟ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

\ product \ setup.exe /s/p EULA=1 PRIVACYPOLICY=1  

ʄʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʩʦ ʩʣʝʜʫʶʱʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ: 

¶ ʫʩʪʘʥʦʚʠʪʴ ʪʦʣʴʢʦ ʢʦʤʧʦʥʝʥʪʳ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʠ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ; 

¶ ʥʝ ʟʘʧʫʩʢʘʪʴ ʇʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʬʘʡʣʦʚ ʧʨʠ ʟʘʧʫʩʢʝ Kaspersky Embedded Systems Security; 

¶ ʥʝ ʠʩʢʣʶʯʘʪʴ ʠʟ ʧʨʦʚʝʨʢʠ ʬʘʡʣʳ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ ʢ ʠʩʢʣʶʯʝʥʠʶ ʢʦʨʧʦʨʘʮʠʝʡ Microsoft. 

ɼʣʷ ʵʪʦʛʦ ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

\ product \ setup.exe /p "ADDLOCAL=Oas RUNRTP=0 ADDMSEXCLUSION=0"  
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ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ ʜʣʷ ʫʩʪʘʥʦʚʢʠ: ʟʘʧʫʩʢ msi-ʬʘʡʣʘ 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ ʙʝʟ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i ess .msi /qn EULA=1 PRIVACYPOLICY=1 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠ 

ʧʦʢʘʟʘʪʴ ʠʥʪʝʨʬʝʡʩ ʫʩʪʘʥʦʚʢʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i ess .msi /qf EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʠ ʘʢʪʠʚʠʨʦʚʘʪʴ ʝʛʦ ʩ ʧʦʤʦʱʴʶ 

ʬʘʡʣʘ ʢʣʶʯʘ C:\0000000A.key, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i ess .msi LICENSEKEYPATH=C: \ 0000000A.key /qn EULA=1 

PRIVACYPOLICY=1 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʩ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʡ ʧʨʦʚʝʨʢʦʡ 

ʘʢʪʠʚʥʳʭ ʧʨʦʮʝʩʩʦʚ ʠ ʟʘʛʨʫʟʦʯʥʳʭ ʩʝʢʪʦʨʦʚ ʣʦʢʘʣʴʥʳʭ ʜʠʩʢʦʚ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ 

ʢʦʤʘʥʜʫ: 

msiexec /i ess .msi PRESCAN=1 /qn EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʚ ʧʘʧʢʫ ʫʩʪʘʥʦʚʢʠ C:\ESS, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i ess .msi INSTALLDIR=C: \ ESS /qn EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʠ ʩʦʭʨʘʥʠʪʴ ʬʘʡʣ ʞʫʨʥʘʣʘ 

ʫʩʪʘʥʦʚʢʠ ʩ ʠʤʝʥʝʤ ess .log ʚ ʧʘʧʢʫ, ʛʜʝ ʭʨʘʥʠʪʩʷ msi-ʬʘʡʣ Kaspersky Embedded Systems 

Security, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i ess .msi /l*v ess .log /qn EULA=1 PRIVACYPOLICY=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ 

ʢʦʤʘʥʜʫ: 

msiexec /i ess tools.msi /qn EULA=1  

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʠ ʘʢʪʠʚʠʨʦʚʘʪʴ Kaspersky Embedded Systems Security ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ 

ʢʣʶʯʘ C:\0000000A.key, ʘ ʪʘʢʞʝ ʥʘʩʪʨʦʠʪʴ Kaspersky Embedded Systems Security ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʚ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʤ ʬʘʡʣʝ C:\settings.xml, ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i ess.msi LICENSEKEYPATH=C: \ 0000000A.key 

CONFIGPATH=C:\ settings.xml /qn EULA=1 PRIVACYPOLICY=1  
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Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʠʩʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ, ʝʩʣʠ Kaspersky Embedded Systems Security 

ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /p "<msp ʧʫʪʴ ʢ ʠʤʝʥʠ ʬʘʡʣʘ>" UNLOCK_PASSWORD=<ʧʘʨʦʣʴ> 
 

ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 

Kaspersky Embedded Systems Security ʟʘʧʫʩʢʘʝʪ ʟʘʜʘʯʠ ʟʘʱʠʪʳ ʠ ʧʨʦʚʝʨʢʠ ʩʨʘʟʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ, ʝʩʣʠ ʚʳ 

ʘʢʪʠʚʠʨʦʚʘʣʠ ʧʨʦʛʨʘʤʤʫ. ɽʩʣʠ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʙʳʣ ʫʩʪʘʥʦʚʣʝʥ 

ʬʣʘʞʦʢ ɺʢʣʶʯʠʪʴ ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ, ʧʨʦʛʨʘʤʤʘ ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ 

ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ ʢʦʤʧʴʶʪʝʨʘ ʧʨʠ ʜʦʩʪʫʧʝ ʢ ʥʠʤ. ʂʘʞʜʫʶ ʧʷʪʥʠʮʫ ʚ 20:00 Kaspersky Embedded Systems 

Security ʚʳʧʦʣʥʷʝʪ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ.  

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʚʳʧʦʣʥʠʪʴ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

¶ ɿʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Embedded Systems Security. ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky 

Embedded Systems Security ʧʨʦʚʝʨʷʝʪ ʦʙʲʝʢʪʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʙʘʟ, ʢʦʪʦʨʳʝ ʚʭʦʜʠʣʠ ʚ ʝʛʦ ʩʦʩʪʘʚ 

ʧʨʠ ʧʦʩʪʘʚʢʝ. ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʩʨʘʟʫ ʞʝ ʦʙʥʦʚʠʪʴ ʙʘʟʳ Kaspersky Embedded Systems Security. ɼʣʷ 

ʵʪʦʛʦ ʚʘʤ ʥʫʞʥʦ ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ. ɼʘʣʝʝ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ ʙʫʜʝʪ 

ʚʳʧʦʣʥʷʪʴʩʷ ʢʘʞʜʳʡ ʯʘʩ ʩʦʛʣʘʩʥʦ ʨʘʩʧʠʩʘʥʠʶ, ʫʩʪʘʥʦʚʣʝʥʥʦʤʫ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʟʘʧʫʩʪʠʪʴ ʟʘʜʘʯʫ ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ, ʚʳʧʦʣʥʠʚ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

KAVSHELL UPDATE /KL /PROXY:proxy.company.com:8080 /AUTHTYPE:1 /PROXYUSER:inetuser 

/PROXYPWD:123456 

ʇʨʠ ʵʪʦʤ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ Kaspersky Embedded Systems Security ʙʫʜʫʪ ʟʘʛʨʫʞʝʥʳ ʩ ʩʝʨʚʝʨʦʚ 

ʦʙʥʦʚʣʝʥʠʡ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". ʉʦʝʜʠʥʝʥʠʝ ʩ ʠʩʪʦʯʥʠʢʦʤ ʦʙʥʦʚʣʝʥʠʡ ʧʨʦʠʩʭʦʜʠʪ ʯʝʨʝʟ 

ʧʨʦʢʩʠ-ʩʝʨʚʝʨ (ʘʜʨʝʩ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ: proxy.company.com, ʧʦʨʪ: 8080) ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʜʣʷ 

ʜʦʩʪʫʧʘ ʢ ʩʝʨʚʝʨʫ ʚʩʪʨʦʝʥʥʦʡ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ Microsoft Windows (NTLM-authentication) ʩ 

ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ (ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ: inetuser; ʧʘʨʦʣʴ: 123456). 

¶ ɺʳʧʦʣʥʠʪʴ ʇʨʦʚʝʨʢʫ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʝʩʣʠ ʧʝʨʝʜ ʫʩʪʘʥʦʚʢʦʡ Kaspersky Embedded 

Systems Security ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʥʝ ʙʳʣʦ ʫʩʪʘʥʦʚʣʝʥʦ ʘʥʪʠʚʠʨʫʩʥʦʡ ʧʨʦʛʨʘʤʤʳ ʩ 

ʬʫʥʢʮʠʝʡ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʬʘʡʣʦʚ. 

Ʒ ʏʪʦʙʳ ʚʳʧʦʣʥʠʪʴ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

KAVSHELL SCANCRITICAL /W:scancritical.log 

ʕʪʘ ʢʦʤʘʥʜʘ ʩʦʭʨʘʥʷʝʪ ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʚ ʬʘʡʣʝ scancritical.log ʚ ʪʝʢʫʱʝʡ ʧʘʧʢʝ. 

¶ ʅʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ Kaspersky Embedded Systems Security. 

 

 

ɼʦʙʘʚʣʝʥʠʝ ʠ ʫʜʘʣʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ. ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ 

ʂʦʤʧʦʥʝʥʪ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ɺʘʤ ʥʝ ʥʫʞʥʦ ʫʢʘʟʳʚʘʪʴ ʝʛʦ ʚ ʩʧʠʩʢʝ 

ʟʥʘʯʝʥʠʡ ʢʣʶʯʘ ADDLOCAL, ʜʦʙʘʚʣʷʷ ʠʣʠ ʫʜʘʣʷʷ ʢʦʤʧʦʥʝʥʪʳ Kaspersky Embedded Systems Security. 
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Ʒ ʏʪʦʙʳ ʜʦʙʘʚʠʪʴ ʢʦʤʧʦʥʝʥʪ ʂʦʥʪʨʦʣʴ ʟʘʧʫʩʢʘ ʧʨʦʛʨʘʤʤ ʢ ʨʘʥʝʝ ʫʩʪʘʥʦʚʣʝʥʥʳʤ 

ʢʦʤʧʦʥʝʥʪʘʤ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /i ess.msi ADDLOCAL=Oas,AppCtrl /qn  

ʠʣʠ 

\ product \ setup.exe /s /p "ADDLOCAL =Oas,AppCtrl"  

ɽʩʣʠ ʚʳ ʧʝʨʝʯʠʩʣʠʪʝ ʥʝ ʪʦʣʴʢʦ ʢʦʤʧʦʥʝʥʪʳ, ʢʦʪʦʨʳʝ ʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ, ʥʦ ʠ ʫʞʝ ʫʩʪʘʥʦʚʣʝʥʥʳʝ 

ʢʦʤʧʦʥʝʥʪʳ, Kaspersky Embedded Systems Security ʧʝʨʝʫʩʪʘʥʦʚʠʪ ʫʢʘʟʘʥʥʳʝ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʦʤʧʦʥʝʥʪʳ. 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʦʤʧʦʥʝʥʪʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec  / i  ess . msi  

" ADDLOCAL=Oas, Ods, Ksn, AntiExploit , DevCtrl , Firewall , AntiCryptor , LogInspecto

r , AKIntegration , PerfMonCounters , SnmpSupport , Shell , TrayApp , AVProtection , Ram

Disk  REMOVE=AppCtrl , Fim" / qn  

 

ʋʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security. ʇʨʠʤʝʨʳ ʢʦʤʘʥʜ 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

msiexec /x ess .msi /qn  

ʠʣʠ 

¶ ɼʣʷ 32-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

msiexec /x {51AACF7F - 421E- 40FA- B2B7- FCFE0BACF505} /qn  

¶ ɼʣʷ 64-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

msiexec /x {673F3697 - 9D6C- 4CF4- BB28- 478492F45DDC} /qn  

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ ʂʦʥʩʦʣʴ Kaspersky Embedded Systems Security, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ 

ʢʦʤʘʥʜʫ: 

msiexec  / x ess tools . msi  / qn  

ʠʣʠ 

¶ ɼʣʷ 32-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

 msiexec /x { 26E7C356- E535- 4434 - 9AB1- F1EA4E8A70F4} /qn  

¶ ɼʣʷ 64-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

msiexec  / x { 7EC1A40D- 52F4- 4F8F- 93BA- F6E68B152C26} / qn 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ 

ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥ ʧʘʨʦʣʴ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ: 

¶ ɼʣʷ 32-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 
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msiexec /x {51AACF7F - 421E- 40FA- B2B7- FCFE0BACF505} UNLOCK_PASSWORD=*** /qn 

¶ ɼʣʷ 64-ʨʘʟʨʷʜʥʦʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ: 

msiexec  / x {673 F3697 - 9D6C- 4CF4- BB28- 478492 F45DDC} UNLOCK_PASSWORD=*** / qn 
 

ʂʦʜʳ ʚʦʟʚʨʘʪʘ 

ɺ ʪʘʙʣʠʮʝ ʥʠʞʝ ʧʨʠʚʝʜʝʥʦ ʦʧʠʩʘʥʠʝ ʢʦʜʦʚ ʚʦʟʚʨʘʪʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

ʊʘʙʣʠʮʘ 6. ʂʦʜʳ ʚʦʟʚʨʘʪʘ 
 

ʂʦʜ ʆʧʠʩʘʥʠʝ 

1324 ʀʤʷ ʧʘʧʢʠ ʥʘʟʥʘʯʝʥʠʷ ʩʦʜʝʨʞʠʪ ʥʝʜʦʧʫʩʪʠʤʳʝ ʩʠʤʚʦʣʳ. 

25001 ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʨʘʚ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security. ʏʪʦʙʳ 

ʫʩʪʘʥʦʚʠʪʴ ʧʨʦʛʨʘʤʤʫ, ʟʘʧʫʩʪʠʪʝ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ ʩ ʧʨʘʚʘʤʠ ʣʦʢʘʣʴʥʦʛʦ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

25003 Kaspersky Embedded Systems Security ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʢʦʤʧʴʶʪʝʨ ʧʦʜ 

ʫʧʨʘʚʣʝʥʠʝʤ ʵʪʦʡ ʚʝʨʩʠʠ Microsoft Windows. ʇʦʞʘʣʫʡʩʪʘ, ʟʘʧʫʩʪʠʪʝ ʤʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ 

ʧʨʦʛʨʘʤʤʳ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ 64-ʨʘʟʨʷʜʥʦʡ ʚʝʨʩʠʠ Microsoft Windows. 

25004 ʆʙʥʘʨʫʞʝʥʦ ʥʝʩʦʚʤʝʩʪʠʤʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ. ʏʪʦʙʳ ʧʨʦʜʦʣʞʠʪʴ ʫʩʪʘʥʦʚʢʫ, 

ʫʜʘʣʠʪʝ ʩʣʝʜʫʶʱʝʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ: <ʩʧʠʩʦʢ ʥʝʩʦʚʤʝʩʪʠʤʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ>. 

25010 ʋʢʘʟʘʥʥʳʡ ʧʫʪʴ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʦʙʲʝʢʪʦʚ ʥʘ ʢʘʨʘʥʪʠʥʝ. 

25011  ʀʤʷ ʧʘʧʢʠ ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʦʙʲʝʢʪʦʚ ʥʘ ʢʘʨʘʥʪʠʥʝ ʩʦʜʝʨʞʠʪ ʥʝʜʦʧʫʩʪʠʤʳʝ ʩʠʤʚʦʣʳ. 

26251  ʅʝ ʫʜʘʣʦʩʴ ʟʘʛʨʫʟʠʪʴ DLL ʜʣʷ ʉʯʝʪʯʠʢʦʚ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. 

26252  ʅʝ ʫʜʘʣʦʩʴ ʟʘʛʨʫʟʠʪʴ DLL ʜʣʷ ʉʯʝʪʯʠʢʦʚ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. 

27300  ɼʨʘʡʚʝʨ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥ. 

27301  ɼʨʘʡʚʝʨ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʫʜʘʣʝʥ. 

27302  ʅʝʚʦʟʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʩʝʪʝʚʦʡ ʢʦʤʧʦʥʝʥʪ. ɼʦʩʪʠʛʥʫʪʦ ʤʘʢʩʠʤʘʣʴʥʦʝ ʧʦʨʦʛʦʚʦʝ 

ʟʥʘʯʝʥʠʝ ʧʦʜʜʝʨʞʠʚʘʝʤʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʫʩʪʨʦʡʩʪʚ ʬʠʣʴʪʨʘʮʠʠ. 

27303  ɸʥʪʠʚʠʨʫʩʥʳʝ ʙʘʟʳ ʥʝ ʥʘʡʜʝʥʳ. 

 

 

 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ Kaspersky 
Security Center 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʫʩʪʘʥʦʚʢʝ Kaspersky Embedded Systems Security ʯʝʨʝʟ Kaspersky 

Security Center, ʦʧʠʩʘʥʠʝ ʧʨʦʮʝʜʫʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security ʯʝʨʝʟ 

Kaspersky Security Center, ʘ ʪʘʢʞʝ ʦʧʠʩʘʥʠʝ ʜʝʡʩʪʚʠʡ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems 

Security. 
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ʆʙʱʠʝ ʩʚʝʜʝʥʠʷ ʦʙ ʫʩʪʘʥʦʚʢʝ ʯʝʨʝʟ Kaspersky Security Center 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʯʝʨʝʟ Kaspersky Security Center ʩ ʧʦʤʦʱʴʶ 

ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ. 

ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security ʙʫʜʝʪ 

ʫʩʪʘʥʦʚʣʝʥʘ ʩ ʦʜʠʥʘʢʦʚʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʴʶʪʝʨʘʭ. 

ɺʳ ʤʦʞʝʪʝ ʦʙʲʝʜʠʥʠʪʴ ʚʩʝ ʢʦʤʧʴʶʪʝʨʳ ʚ ʦʜʥʫ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʩʦʟʜʘʪʴ ʛʨʫʧʧʦʚʫʶ ʟʘʜʘʯʫ 

ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʥʘ ʢʦʤʧʴʶʪʝʨʳ ʵʪʦʡ ʛʨʫʧʧʳ. 

ɺʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ ʟʘʜʘʯʫ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʜʣʷ ʥʘʙʦʨʘ 

ʢʦʤʧʴʶʪʝʨʦʚ, ʥʝ ʦʙʲʝʜʠʥʝʥʥʳʭ ʚ ʦʜʥʫ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. ʇʨʠ ʩʦʟʜʘʥʠʠ ʵʪʦʡ ʟʘʜʘʯʠ ʚʘʤ ʥʫʞʥʦ 

ʩʬʦʨʤʠʨʦʚʘʪʴ ʩʧʠʩʦʢ ʦʪʜʝʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded 

Systems Security. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʟʘʜʘʯʝ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʧʨʠʚʝʜʝʥʘ ʚ ʉʧʨʘʚʢʝ Kaspersky Security Center. 

 

ʇʨʘʚʘ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʠʣʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems 
Security 

ʋʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʢʦʪʦʨʫʶ ʚʳ ʫʢʘʞʝʪʝ ʚ ʟʘʜʘʯʝ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ (ʫʜʘʣʝʥʠʷ), ʜʦʣʞʥʘ ʚʭʦʜʠʪʴ ʚ ʛʨʫʧʧʫ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʥʘ ʢʘʞʜʦʤ ʠʟ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʦʚ ʚʦ ʚʩʝʭ ʩʣʫʯʘʷʭ, ʢʨʦʤʝ ʩʣʝʜʫʶʱʠʭ ʩʠʪʫʘʮʠʡ: 

¶ ʅʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʥʘ ʢʦʪʦʨʳʭ ʪʨʝʙʫʝʪʩʷ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security, ʫʞʝ 

ʫʩʪʘʥʦʚʣʝʥ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center (ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʚ ʢʘʢʦʤ 

ʜʦʤʝʥʝ ʥʘʭʦʜʷʪʩʷ ʢʦʤʧʴʶʪʝʨʳ ʠ ʧʨʠʥʘʜʣʝʞʘʪ ʣʠ ʦʥʠ ʢ ʢʘʢʦʤʫ-ʣʠʙʦ ʜʦʤʝʥʫ). 

ɽʩʣʠ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʝʱʝ ʥʝ ʫʩʪʘʥʦʚʣʝʥ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʚʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ ʝʛʦ 

ʚʤʝʩʪʝ ʩ Kaspersky Embedded Systems Security ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ. ʇʝʨʝʜ 

ʫʩʪʘʥʦʚʢʦʡ ɸʛʝʥʪʘ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʢʦʪʦʨʫʶ ʚʳ ʫʢʘʞʝʪʝ ʚ 

ʟʘʜʘʯʝ, ʚʭʦʜʠʪ ʚ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʥʘ ʢʘʞʜʦʤ ʢʦʤʧʴʶʪʝʨʝ. 

¶ ɺʩʝ ʢʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security, ʥʘʭʦʜʷʪʩʷ 

ʚ ʦʜʥʦʤ ʜʦʤʝʥʝ ʩ ʉʝʨʚʝʨʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʘ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ 

ʧʦʜ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ ɸʜʤʠʥʠʩʪʨʘʪʦʨ ʜʦʤʝʥʘ (Domain Admin), ʝʩʣʠ ʵʪʘ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʦʙʣʘʜʘʝʪ 

ʧʨʘʚʘʤʠ ʣʦʢʘʣʴʥʦʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʜʦʤʝʥʘ. 
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ʇʦ ʫʤʦʣʯʘʥʠʶ ʟʘʜʘʯʘ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʤʝʪʦʜʦʤ ʌʦʨʩʠʨʦʚʘʥʥʘʷ ʫʩʪʘʥʦʚʢʘ ʟʘʧʫʩʢʘʝʪʩʷ ʩ ʧʨʘʚʘʤʠ 

ʪʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʧʦʜ ʢʦʪʦʨʦʡ ʨʘʙʦʪʘʝʪ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 

ɺ ʛʨʫʧʧʦʚʳʭ ʟʘʜʘʯʘʭ ʠ ʚ ʟʘʜʘʯʘʭ ʜʣʷ ʥʘʙʦʨʘ ʢʦʤʧʴʶʪʝʨʦʚ, ʚ ʢʦʪʦʨʳʭ ʙʳʣ ʚʳʙʨʘʥ ʤʝʪʦʜ ʬʦʨʩʠʨʦʚʘʥʥʦʡ 

ʫʩʪʘʥʦʚʢʠ (ʫʜʘʣʝʥʠʷ), ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʜʦʣʞʥʘ ʦʙʣʘʜʘʪʴ ʩʣʝʜʫʶʱʠʤʠ ʧʨʘʚʘʤʠ ʥʘ ʢʣʠʝʥʪʩʢʦʤ ʢʦʤʧʴʶʪʝʨʝ: 

¶ ʧʨʘʚʦʤ ʥʘ ʫʜʘʣʝʥʥʳʡ ʟʘʧʫʩʢ ʧʨʦʛʨʘʤʤ; 

¶ ʜʦʩʪʫʧʦʤ ʢ ʧʘʧʢʝ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ Admin$; 

¶ ʧʨʘʚʦʤ ɺʭʦʜ ʚ ʢʘʯʝʩʪʚʝ ʩʣʫʞʙʳ. 
 

ʋʩʪʘʥʦʚʢʘ Kaspersky Embedded Systems Security ʯʝʨʝʟ Kaspersky 
Security Center 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʬʦʨʤʠʨʦʚʘʥʠʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʠ ʩʦʟʜʘʥʠʠ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ 

ʫʩʪʘʥʦʚʢʠ ʩʦʜʝʨʞʠʪʩʷ ʚ ʈʫʢʦʚʦʜʩʪʚʝ ʧʦ ʚʥʝʜʨʝʥʠʶ Kaspersky Security Center. 

ɽʩʣʠ ʚʳ ʧʣʘʥʠʨʫʝʪʝ ʚ ʜʘʣʴʥʝʡʰʝʤ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems Security ʯʝʨʝʟ Kaspersky 

Security Center, ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʚʳʧʦʣʥʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʫʩʣʦʚʠʷ: 

¶ ʅʘ ʢʦʤʧʴʶʪʝʨʝ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʉʝʨʚʝʨʦʤ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʪʘʢʞʝ 

ʫʩʪʘʥʦʚʣʝʥ ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ (ʬʘʡʣ \product\klcfginst.exe ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ Kaspersky Embedded 

Systems Security). 

¶ ʅʘ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʫʩʪʘʥʦʚʣʝʥ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. ɽʩʣʠ 

ʥʘ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʘʭ ʥʝ ʫʩʪʘʥʦʚʣʝʥ ɸʛʝʥʪ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center, 

ʝʛʦ ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʚʤʝʩʪʝ ʩ Kaspersky Embedded Systems Security ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ 

ʫʩʪʘʥʦʚʢʠ. 

ʄʦʞʥʦ ʪʘʢʞʝ ʦʙʲʝʜʠʥʠʪʴ ʢʦʤʧʴʶʪʝʨʳ ʚ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʯʪʦʙʳ ʚ ʜʘʣʴʥʝʡʰʝʤ ʫʧʨʘʚʣʷʪʴ 

ʧʘʨʘʤʝʪʨʘʤʠ ʟʘʱʠʪʳ ʩ ʧʦʤʦʱʴʶ ʧʦʣʠʪʠʢ ʠ ʛʨʫʧʧʦʚʳʭ ʟʘʜʘʯ Kaspersky Security Center. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ 

ʫʩʪʘʥʦʚʢʠ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʧʫʩʪʠʪʝ ʂʦʥʩʦʣʴ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center. 

2. ɺ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ɼʦʧʦʣʥʠʪʝʣʴʥʦ. 

3. ʈʘʟʚʝʨʥʠʪʝ ʚʣʦʞʝʥʥʳʡ ʫʟʝʣ ʋʜʘʣʝʥʥʘʷ ʫʩʪʘʥʦʚʢʘ.  

4. ɺ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ ʫʟʣʘ ʀʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʉʦʟʜʘʪʴ 

ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ. 

5. ɺʳʙʝʨʠʪʝ ʚʘʨʠʘʥʪ ʉʦʟʜʘʪʴ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ ʜʣʷ ʧʨʦʛʨʘʤʤʳ "ʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦ". 

6. ɺʚʝʜʠʪʝ ʠʤʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ. 

7. ɺʳʙʝʨʠʪʝ ʬʘʡʣ ess.kud ʠʟ ʢʦʤʧʣʝʢʪʘ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʚ ʢʘʯʝʩʪʚʝ 

ʬʘʡʣʘ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ. 

ʆʪʢʨʦʝʪʩʷ ʦʢʥʦ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʠ ʇʦʣʠʪʠʢʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

8. ɽʩʣʠ ʚʳ ʩʦʛʣʘʩʥʳ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʜʣʷ 
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ʧʨʦʜʦʣʞʝʥʠʷ ʫʩʪʘʥʦʚʢʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ, ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʱʠʝ, ʯʪʦ ʚʳ ʧʨʠʥʠʤʘʝʪʝ ʧʦʣʦʞʝʥʠʷ ʠ 

ʫʩʣʦʚʠʷ ʥʘʩʪʦʷʱʝʛʦ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʢʦʪʦʨʘʷ 

ʦʧʠʩʳʚʘʝʪ ʦʙʨʘʙʦʪʢʫ ʜʘʥʥʳʭ. 

ɺʘʤ ʥʫʞʥʦ ʧʨʠʥʷʪʴ ʫʩʣʦʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʣʷ 

ʧʨʦʜʦʣʞʝʥʠʷ ʫʩʪʘʥʦʚʢʠ. 

9. ʏʪʦʙʳ ʠʟʤʝʥʠʪʴ ʥʘʙʦʨ ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security (ʩʤ. 

ʨʘʟʜʝʣ "ʀʟʤʝʥʝʥʠʝ ʩʦʩʪʘʚʘ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ Kaspersky Embedded Systems Security" 

ʥʘ ʩʪʨ. 57) ʠ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʩʤ. ʨʘʟʜʝʣ "ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ ʠ 

ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʜʣʷ ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ Windows " ʥʘ ʩʪʨ. 40) ʚ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʤ ʧʘʢʝʪʝ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɺ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʋʜʘʣʝʥʥʘʷ ʫʩʪʘʥʦʚʢʘ. 

b. ɺ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʚʣʦʞʝʥʥʦʛʦ ʫʟʣʘ ʀʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ 

ʩʦʟʜʘʥʥʦʛʦ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ Kaspersky Embedded Systems Security ʠ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ 

ʉʚʦʡʩʪʚʘ.  

c. ɺ ʦʢʥʝ ʉʚʦʡʩʪʚʘ: <ʥʘʟʚʘʥʠʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ> ʚ ʨʘʟʜʝʣʝ ʅʘʩʪʨʦʡʢʘ ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɺ ʛʨʫʧʧʝ ʧʘʨʘʤʝʪʨʦʚ ʋʩʪʘʥʘʚʣʠʚʘʝʤʳʝ ʢʦʤʧʦʥʝʥʪʳ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʢʠ ʨʷʜʦʤ ʩ 

ʥʘʟʚʘʥʠʷʤʠ ʢʦʤʧʦʥʝʥʪʦʚ Kaspersky Embedded Systems Security, ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ 

ʫʩʪʘʥʦʚʠʪʴ. 

b. ʏʪʦʙʳ ʫʢʘʟʘʪʴ ʧʘʧʢʫ ʥʘʟʥʘʯʝʥʠʷ, ʦʪʣʠʯʥʫʶ ʦʪ ʧʘʧʢʠ, ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʫʢʘʞʠʪʝ 

ʠʤʷ ʧʘʧʢʠ ʠ ʧʫʪʴ ʢ ʥʝʡ ʚ ʧʦʣʝ ʇʘʧʢʘ ʥʘʟʥʘʯʝʥʠʷ. 

ʇʫʪʴ ʢ ʧʘʧʢʝ ʥʘʟʥʘʯʝʥʠʷ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʩʠʩʪʝʤʥʳʝ ʧʝʨʝʤʝʥʥʳʝ ʦʢʨʫʞʝʥʠʷ. ɽʩʣʠ 

ʫʢʘʟʘʥʥʦʡ ʧʘʧʢʠ ʥʝ ʩʫʱʝʩʪʚʫʝʪ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʦʥʘ ʙʫʜʝʪ ʩʦʟʜʘʥʘ. 

c. ɺ ʛʨʫʧʧʝ ʧʘʨʘʤʝʪʨʦʚ ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʥʘʩʪʨʦʡʪʝ ʩʣʝʜʫʶʱʠʝ 

ʧʘʨʘʤʝʪʨʳ: 

¶ ɺʳʧʦʣʥʠʪʴ ʘʥʪʠʚʠʨʫʩʥʫʶ ʧʨʦʚʝʨʢʫ ʢʦʤʧʴʶʪʝʨʘ ʧʝʨʝʜ ʥʘʯʘʣʦʤ ʫʩʪʘʥʦʚʢʠ 

¶ ɺʢʣʶʯʠʪʴ ʧʦʩʪʦʷʥʥʫʶ ʟʘʱʠʪʫ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ 

¶ ɼʦʙʘʚʠʪʴ ʢ ʠʩʢʣʶʯʝʥʠʷʤ ʬʘʡʣʳ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ Microsoft 

d. ɼʦʙʘʚʠʪʴ ʢ ʠʩʢʣʶʯʝʥʠʷʤ ʬʘʡʣʳ, ʨʝʢʦʤʝʥʜʦʚʘʥʥʳʝ "ʃʘʙʦʨʘʪʦʨʠʝʡ ʂʘʩʧʝʨʩʢʦʛʦ" 

d. ɺ ʜʠʘʣʦʛʦʚʦʤ ʦʢʥʝ ʉʚʦʡʩʪʚʘ: <ʥʘʟʚʘʥʠʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ> ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʆʂ. 

10. ɺ ʫʟʣʝ ʀʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ ʩʦʟʜʘʡʪʝ ʟʘʜʘʯʫ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded 

Systems Security ʥʘ ʚʳʙʨʘʥʥʳʝ ʢʦʤʧʴʶʪʝʨʳ (ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ). ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ 

ʟʘʜʘʯʠ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʟʜʘʥʠʠ ʠ ʥʘʩʪʨʦʡʢʝ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʩʦʜʝʨʞʠʪʩʷ ʚ ʉʧʨʘʚʢʝ 

Kaspersky Security Center. 

11. ɿʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security. 

ʇʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ ʫʢʘʟʘʥʥʳʝ ʚ ʟʘʜʘʯʝ 

ʢʦʤʧʴʶʪʝʨʳ. 
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ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʦʙʥʦʚʠʪʴ ʙʘʟʳ Kaspersky Embedded 

Systems Security ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ, ʘ ʪʘʢʞʝ ʚʳʧʦʣʥʠʪʴ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ, ʝʩʣʠ ʜʦ ʫʩʪʘʥʦʚʢʠ 

Kaspersky Embedded Systems Security ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʥʝ ʙʳʣʠ ʫʩʪʘʥʦʚʣʝʥʳ ʘʥʪʠʚʠʨʫʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʩ 

ʚʢʣʶʯʝʥʥʦʡ ʬʫʥʢʮʠʝʡ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ. 

ɽʩʣʠ ʢʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʘ ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security, ʦʙʲʝʜʠʥʝʥʳ ʚ 

ʦʜʥʫ ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚ Kaspersky Security Center, ʤʦʞʥʦ ʚʳʧʦʣʥʠʪʴ ʵʪʠ ʟʘʜʘʯʠ ʩʣʝʜʫʶʱʠʤʠ 

ʩʧʦʩʦʙʘʤʠ: 

1. ʉʦʟʜʘʪʴ ʟʘʜʘʯʠ ʦʙʥʦʚʣʝʥʠʷ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʘ 

ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security. ʋʩʪʘʥʦʚʠʪʴ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky 

Security Center ʚ ʢʘʯʝʩʪʚʝ ʠʩʪʦʯʥʠʢʘ ʦʙʥʦʚʣʝʥʠʡ. 

2. ʉʦʟʜʘʪʴ ʛʨʫʧʧʦʚʫʶ ʟʘʜʘʯʫ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʩʦ ʩʪʘʪʫʩʦʤ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

Kaspersky Security Center ʦʮʝʥʠʚʘʝʪ ʩʦʩʪʦʷʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʘʞʜʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʛʨʫʧʧʳ ʧʦ 

ʨʝʟʫʣʴʪʘʪʘʤ ʚʳʧʦʣʥʝʥʠʷ ʵʪʦʡ ʟʘʜʘʯʠ, ʘ ʥʝ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʟʘʜʘʯʠ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

3. ʉʦʟʜʘʪʴ ʥʦʚʫʶ ʧʦʣʠʪʠʢʫ ʜʣʷ ʛʨʫʧʧʳ ʢʦʤʧʴʶʪʝʨʦʚ. ɺ ʩʚʦʡʩʪʚʘʭ ʧʦʣʠʪʠʢʠ ʚ ʨʘʟʜʝʣʝ ʇʘʨʘʤʝʪʨʳ 

ʧʨʦʛʨʘʤʤʳ ʚʳʢʣʶʯʠʪʴ ʟʘʧʫʩʢ ʧʦ ʨʘʩʧʠʩʘʥʠʶ ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʠ ʟʘʜʘʯʠ 

ʆʙʥʦʚʣʝʥʠʝ ʙʘʟ ʧʨʦʛʨʘʤʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʛʨʫʧʧʳ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʚ ʧʦʜʨʘʟʜʝʣʝ ɿʘʧʫʩʢ 

ʩʠʩʪʝʤʥʳʭ ʟʘʜʘʯ. 

ɺʳ ʤʦʞʝʪʝ ʪʘʢʞʝ ʥʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ Kaspersky Embedded Systems 

Security. 

 

ʋʩʪʘʥʦʚʢʘ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ Kaspersky Security Center 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʟʜʘʥʠʠ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʠ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ 

ʩʦʜʝʨʞʠʪʩʷ ʚ ʈʫʢʦʚʦʜʩʪʚʝ ʧʦ ʚʥʝʜʨʝʥʠʶ Kaspersky Security Center. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʟʘʜʘʯʠ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ, 

ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ɼʦʧʦʣʥʠʪʝʣʴʥʦ.  

2. ʈʘʟʚʝʨʥʠʪʝ ʚʣʦʞʝʥʥʳʡ ʫʟʝʣ ʋʜʘʣʝʥʥʘʷ ʫʩʪʘʥʦʚʢʘ. 

3. ɺ ʨʘʙʦʯʝʡ ʦʙʣʘʩʪʠ ʫʟʣʘ ʀʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ ʥʘʞʤʠʪʝ ʥʘ ʢʥʦʧʢʫ ʉʦʟʜʘʪʴ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ 

ʧʘʢʝʪ. ʇʨʠ ʩʦʟʜʘʥʠʠ ʥʦʚʦʛʦ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ: 

a. ɺ ʦʢʥʝ ʄʘʩʪʝʨ ʩʦʟʜʘʥʠʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ ʚʳʙʝʨʠʪʝ ʧʫʥʢʪ ʉʦʟʜʘʪʴ 

ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ ʜʣʷ ʫʢʘʟʘʥʥʦʛʦ ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ ʚ ʢʘʯʝʩʪʚʝ ʪʠʧʘ ʧʘʢʝʪʘ. 

b. ɺʚʝʜʠʪʝ ʠʤʷ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ ʧʘʢʝʪʘ. 

c. ɺ ʧʘʧʢʝ ʢʦʤʧʣʝʢʪʘ ʧʦʩʪʘʚʢʠ Kaspersky Embedded Systems Security ʚʳʙʝʨʠʪʝ ʬʘʡʣ 

\console\setup.exe ʠ ʫʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʂʦʧʠʨʦʚʘʪʴ ʚʩʶ ʧʘʧʢʫ ʚ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ. 

d. ɽʩʣʠ ʪʨʝʙʫʝʪʩʷ, ʩ ʧʦʤʦʱʴʶ ʢʣʶʯʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ADDLOCAL ʠʟʤʝʥʠʪʝ ʩʦʩʪʘʚ 

ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʚ ʧʦʣʝ ʇʘʨʘʤʝʪʨʳ ʟʘʧʫʩʢʘ ʠʩʧʦʣʥʷʝʤʦʛʦ ʬʘʡʣʘ 

(ʥʝʦʙʷʟʘʪʝʣʴʥʦ) ʠ ʧʘʧʢʫ ʥʘʟʥʘʯʝʥʠʷ. 

ʅʘʧʨʠʤʝʨ, ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʪʦʣʴʢʦ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʚ ʧʘʧʢʫ C:\KasperskyConsole, ʥʝ 
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ʫʩʪʘʥʘʚʣʠʚʘʷ ʬʘʡʣʳ ʩʧʨʘʚʢʠ ʠ ʜʦʢʫʤʝʥʪʘʮʠʠ, ʠʩʧʦʣʴʟʫʡʪʝ ʩʣʝʜʫʶʱʠʝ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ 

ʩʪʨʦʢʠ: 

/s  /p  "ADDLOCAL=MmcSnapin INSTALLDIR=C: \ KasperskyConsole EULA=1"  

4. ɺ ʫʟʣʝ ʀʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ ʩʦʟʜʘʡʪʝ ʟʘʜʘʯʫ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʥʘ 

ʚʳʙʨʘʥʥʳʝ ʢʦʤʧʴʶʪʝʨʳ (ʛʨʫʧʧʫ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ). ʅʘʩʪʨʦʡʪʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯʠ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʟʜʘʥʠʠ ʠ ʥʘʩʪʨʦʡʢʝ ʟʘʜʘʯ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ ʩʦʜʝʨʞʠʪʩʷ ʚ 

ʉʧʨʘʚʢʝ Kaspersky Security Center. 

5. ɿʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ ʫʜʘʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʠ. 

ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ ʫʢʘʟʘʥʥʳʝ ʚ ʟʘʜʘʯʝ ʢʦʤʧʴʶʪʝʨʳ. 

 

ʋʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security ʯʝʨʝʟ Kaspersky 
Security Center 

ɽʩʣʠ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ Kaspersky Embedded Systems Security ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʩʝʪʠ ʟʘʱʠʱʝʥ 

ʧʘʨʦʣʝʤ, ʚʚʝʜʠʪʝ ʧʘʨʦʣʴ ʧʨʠ ʩʦʟʜʘʥʠʠ ʟʘʜʘʯʠ ʫʜʘʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ ʧʨʦʛʨʘʤʤ. ɽʩʣʠ ʟʘʱʠʪʘ ʧʘʨʦʣʝʤ 

ʥʝ ʫʧʨʘʚʣʷʝʪʩʷ ʧʦʣʠʪʠʢʦʡ Kaspersky Security Center ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦ, ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded 

Systems Security ʙʫʜʝʪ ʫʩʧʝʰʥʦ ʫʜʘʣʝʥʘ ʩ ʟʘʱʠʱʘʝʤʳʭ ʢʦʤʧʴʶʪʝʨʦʚ, ʛʜʝ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ 

ʧʨʦʛʨʘʤʤʦʡ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, ʩʦʚʧʘʚʰʠʤ ʩ ʚʚʝʜʝʥʥʳʤ ʟʥʘʯʝʥʠʝʤ. Kaspersky Embedded Systems 

Security ʥʝ ʙʫʜʝʪ ʫʜʘʣʝʥ ʩ ʜʨʫʛʠʭ ʢʦʤʧʴʶʪʝʨʦʚ. 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security ʚ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ 

Kaspersky Security Center, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɺ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky Security Center ʩʦʟʜʘʡʪʝ ʠ ʟʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ ʫʜʘʣʝʥʠʷ 

ʧʨʦʛʨʘʤʤʳ. 

2. ɺ ʟʘʜʘʯʝ ʚʳʙʝʨʠʪʝ ʤʝʪʦʜ ʫʜʘʣʝʥʠʷ (ʘʥʘʣʦʛʠʯʥʦ ʚʳʙʦʨʫ ʤʝʪʦʜʘ ʫʩʪʘʥʦʚʢʠ, ʩʤ. ʧʨʝʜʳʜʫʱʠʡ ʨʘʟʜʝʣ) 

ʠ ʫʢʘʞʠʪʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, ʩ ʧʨʘʚʘʤʠ ʢʦʪʦʨʦʡ ʉʝʨʚʝʨ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʙʫʜʝʪ ʦʙʨʘʱʘʪʴʩʷ ʢ 

ʢʦʤʧʴʶʪʝʨʘʤ. ɺʳ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security ʪʦʣʴʢʦ ʩ ʧʘʨʘʤʝʪʨʘʤʠ 

ʫʜʘʣʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʩʤ. ʨʘʟʜʝʣ "ʇʘʨʘʤʝʪʨʳ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ ʠ ʢʣʶʯʠ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ 

ʜʣʷ ʩʣʫʞʙʳ ʫʩʪʘʥʦʚʱʠʢʘ Windows" ʥʘ ʩʪʨ. 40). 

 

 

ʋʩʪʘʥʦʚʢʘ ʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʳ ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ 
ʧʦʣʠʪʠʢʠ Active Directory 

ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʦʧʠʩʘʥʠʝ ʫʩʪʘʥʦʚʢʠ ʠ ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security ʯʝʨʝʟ 

ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory, ʘ ʪʘʢʞʝ ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʝʡʩʪʚʠʷʭ, ʢʦʪʦʨʳʝ ʪʨʝʙʫʝʪʩʷ ʚʳʧʦʣʥʠʪʴ ʧʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ. 
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ʋʩʪʘʥʦʚʢʘ Kaspersky Embedded Systems Security ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ 
ʧʦʣʠʪʠʢʠ Active Directory 

ɺʳ ʤʦʞʝʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʥʘ ʥʝʩʢʦʣʴʢʦ ʢʦʤʧʴʶʪʝʨʦʚ ʯʝʨʝʟ ʛʨʫʧʧʦʚʫʶ 

ʧʦʣʠʪʠʢʫ Active Directory. ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ ʘʥʘʣʦʛʠʯʥʳʤ ʦʙʨʘʟʦʤ. 

ʂʦʤʧʴʶʪʝʨʳ, ʥʘ ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security ʠʣʠ ʂʦʥʩʦʣʴ 

ʧʨʦʛʨʘʤʤʳ, ʜʦʣʞʥʳ ʙʳʪʴ ʚ ʦʜʥʦʤ ʜʦʤʝʥʝ ʠ ʚ ʦʜʥʦʡ ʦʨʛʘʥʠʟʘʮʠʦʥʥʦʡ ʝʜʠʥʠʮʝ. 

ʆʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʢʦʤʧʴʶʪʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʝ ʚʳ ʭʦʪʠʪʝ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems 

Security ʩ ʧʦʤʦʱʴʶ ʧʦʣʠʪʠʢʠ, ʜʦʣʞʥʳ ʙʳʪʴ ʦʜʥʦʡ ʨʘʟʨʷʜʥʦʩʪʠ (32-ʨʘʟʨʷʜʥʳʝ ʠʣʠ 64-ʨʘʟʨʷʜʥʳʝ). 

ɺʳ ʜʦʣʞʥʳ ʦʙʣʘʜʘʪʴ ʧʨʘʚʘʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʜʦʤʝʥʘ. 

ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security, ʠʩʧʦʣʴʟʫʡʪʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ 

es s_x86(x64).msi. ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ, ʠʩʧʦʣʴʟʫʡʪʝ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʝ ʧʘʢʝʪʳ 

ess tools.msi. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ Active Directory ʩʦʜʝʨʞʠʪʩʷ ʚ 

ʜʦʢʫʤʝʥʪʘʮʠʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʢʦʨʧʦʨʘʮʠʝʡ Microsoft. 

Ʒ ʏʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ Kaspersky Embedded Systems Security (ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ), ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʉʦʭʨʘʥʠʪʝ msi-ʬʘʡʣ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʨʘʟʨʷʜʥʦʩʪʠ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʚʝʨʩʠʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ 

Microsoft Windows, ʚ ʧʘʧʢʫ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʥʘ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ. 

2. ʉʦʭʨʘʥʠʪʝ ʬʘʡʣ ʢʣʶʯʘ (ʩʤ. ʨʘʟʜʝʣ "ʆ ʬʘʡʣʝ ʢʣʶʯʘ" ʥʘ ʩʪʨ. 80) ʚ ʵʪʫ ʞʝ ʧʘʧʢʫ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʥʘ 

ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ. 

3. ɺ ʵʪʦʡ ʞʝ ʧʘʧʢʝ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʥʘ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ ʩʦʟʜʘʡʪʝ ʬʘʡʣ install_props.json, 

ʩʦʜʝʨʞʘʱʠʡ ʧʨʠʚʝʜʝʥʥʳʝ ʥʠʞʝ ʩʪʨʦʢʠ. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʚʳ ʩʦʛʣʘʰʘʝʪʝʩʴ ʩ ʫʩʣʦʚʠʷʤʠ 

ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

{  

"EULA": "1",  

"PRIVACYPOLICY": "1"  

}  

4. ʅʘ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ ʩʦʟʜʘʡʪʝ ʥʦʚʫʶ ʧʦʣʠʪʠʢʫ ʜʣʷ ʛʨʫʧʧʳ, ʢ ʢʦʪʦʨʦʡ ʧʨʠʥʘʜʣʝʞʘʪ ʢʦʤʧʴʶʪʝʨʳ. 

5. ʉ ʧʦʤʦʱʴʶ ʈʝʜʘʢʪʦʨʘ ʦʙʲʝʢʪʦʚ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ ʩʦʟʜʘʡʪʝ ʥʦʚʳʡ ʠʥʩʪʘʣʣʷʮʠʦʥʥʳʡ ʧʘʢʝʪ ʚ 
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ʫʟʣʝ ʂʦʥʬʠʛʫʨʘʮʠʷ ʢʦʤʧʴʶʪʝʨʦʚ. ʋʢʘʞʠʪʝ ʧʫʪʴ ʢ msi-ʬʘʡʣʫ Kaspersky Embedded Systems Security 

ʠʣʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʚ ʬʦʨʤʘʪʝ UNC (Universal Naming Convention). 

6. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ ʫʩʪʘʥʦʚʱʠʢʘ Windows ɺʩʝʛʜʘ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʩ ʧʦʚʳʰʝʥʥʳʤʠ ʧʨʘʚʘʤʠ ʢʘʢ ʚ 

ʫʟʣʝ ʂʦʥʬʠʛʫʨʘʮʠʷ ʢʦʤʧʴʶʪʝʨʦʚ, ʪʘʢ ʠ ʚ ʫʟʣʝ ʂʦʥʬʠʛʫʨʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚʳʙʨʘʥʥʦʡ ʛʨʫʧʧʳ. 

7. ʇʨʠʤʝʥʠʪʝ ʠʟʤʝʥʝʥʠʷ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ gpupdate / force . 

ʇʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʘ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʛʨʫʧʧʳ ʧʦʩʣʝ ʠʭ 

ʧʝʨʝʟʘʛʨʫʟʢʠ. 

 

ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʥʘ ʟʘʱʠʱʘʝʤʳʝ ʢʦʤʧʴʶʪʝʨʳ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩʨʘʟʫ 

ʦʙʥʦʚʠʪʴ ʙʘʟʳ ʧʨʦʛʨʘʤʤʳ ʠ ʚʳʧʦʣʥʠʪʴ ʇʨʦʚʝʨʢʫ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. ɺʳ ʤʦʞʝʪʝ ʚʳʧʦʣʥʠʪʴ ʵʪʠ ʜʝʡʩʪʚʠʷ ʠʟ 

ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ (ʩʤ. ʈʘʟʜʝʣ "ɼʝʡʩʪʚʠʷ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security" ʥʘ ʩʪʨ. 

54). 

ɺʳ ʤʦʞʝʪʝ ʪʘʢʞʝ ʥʘʩʪʨʦʠʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʦ ʩʦʙʳʪʠʷʭ Kaspersky Embedded Systems 

Security. 

 

ʋʜʘʣʝʥʠʝ Kaspersky Embedded Systems Security ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ 
ʧʦʣʠʪʠʢʠ Active Directory 

ɽʩʣʠ ʚ  rʫʩʪʘʥʦʚʠʣʠ Kaspersky Embedded Systems Security ʠʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨʘʭ ʛʨʫʧʧʳ, 

ʠʩʧʦʣʴʟʫʷ ʛʨʫʧʧʦʚʫʶ ʧʦʣʠʪʠʢʫ Active Directory, ʚ  rʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʫ ʧʦʣʠʪʠʢʫ, ʯʪʦʙʳ ʫʜʘʣʠʪʴ 

Kaspersky Embedded Systems Security ʠʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. 

ɺʳ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ ʧʨʦʛʨʘʤʤʫ ʪʦʣʴʢʦ ʩ ʧʘʨʘʤʝʪʨʘʤʠ ʫʜʘʣʝʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ Active Directory ʩʦʜʝʨʞʠʪʩʷ ʚ 

ʜʦʢʫʤʝʥʪʘʮʠʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʢʦʨʧʦʨʘʮʠʝʡ Microsoft. 

 

ɽʩʣʠ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʦʡ ʟʘʱʠʱʝʥ ʧʘʨʦʣʝʤ, ʫʜʘʣʝʥʠʝ Kaspersky Embedded Systems 

Security ʯʝʨʝʟ ʛʨʫʧʧʦʚʳʝ ʧʦʣʠʪʠʢʠ Active Directory ʥʝʚʦʟʤʦʞʥʦ. 

Ʒ ʏʪʦʙʳ ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security ( ʠʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ), ʚʳʧʦʣʥʠʪʝ 

ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ʅʘ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʤʝʥʘ ʚʳʙʝʨʠʪʝ ʦʨʛʘʥʠʟʘʮʠʦʥʥʫʶ ʝʜʠʥʠʮʫ, ʩ ʢʦʤʧʴʶʪʝʨʦʚ ʢʦʪʦʨʦʡ ʪʨʝʙʫʝʪʩʷ 

ʫʜʘʣʠʪʴ Kaspersky Embedded Systems Security ʠʣʠ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ. 

2. ɺʳʙʝʨʠʪʝ ʧʦʣʠʪʠʢʫ, ʩʦʟʜʘʥʥʫʶ ʜʣʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security, ʠ ʚ ʈʝʜʘʢʪʦʨʝ 

ʦʙʲʝʢʪʦʚ ʛʨʫʧʧʦʚʳʭ ʧʦʣʠʪʠʢ, ʚ ʫʟʣʝ ʋʩʪʘʥʦʚʢʘ ʧʨʦʛʨʘʤʤ (ʂʦʥʬʠʛʫʨʘʮʠʷ ʢʦʤʧʴʶʪʝʨʦʚ > 

ʇʘʨʘʤʝʪʨʳ ʧʨʦʛʨʘʤʤ > ʋʩʪʘʥʦʚʢʘ ʧʨʦʛʨʘʤʤ) ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʠʥʩʪʘʣʣʷʮʠʦʥʥʦʛʦ 

ʧʘʢʝʪʘ Kaspersky Embedded Systems Security (ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ) ʠ ʚʳʙʝʨʠʪʝ ʢʦʤʘʥʜʫ ɺʩʝ ʟʘʜʘʯʠ 

> ʋʜʘʣʠʪʴ. 
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3. ɺʳʙʝʨʠʪʝ ʤʝʪʦʜ ʫʜʘʣʝʥʠʷ ʅʝʤʝʜʣʝʥʥʦ ʫʜʘʣʠʪʴ ʧʨʦʛʨʘʤʤʳ ʠʟ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʠ ʢʦʤʧʴʶʪʝʨʦʚ. 

4. ʇʨʠʤʝʥʠʪʝ ʠʟʤʝʥʝʥʠʷ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ gpupdate / force . 

ʇʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security ʙʫʜʝʪ ʫʜʘʣʝʥʘ ʩ ʢʦʤʧʴʶʪʝʨʦʚ ʧʦʩʣʝ ʠʭ ʧʝʨʝʟʘʛʨʫʟʢʠ, 

ʧʝʨʝʜ ʚʭʦʜʦʤ ʚ Microsoft Windows. 

 

 

ʇʨʦʚʝʨʢʘ ʬʫʥʢʮʠʡ Kaspersky Embedded Systems 
Security. ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʪʝʩʪʦʚʦʛʦ ʚʠʨʫʩʘ EICAR 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ ʦʧʠʩʘʥ ʪʝʩʪʦʚʳʡ ʚʠʨʫʩ EICAR ʠ ʝʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʜʣʷ ʧʨʦʚʝʨʢʠ ʬʫʥʢʮʠʡ ʧʦʩʪʦʷʥʥʦʡ 

ʟʘʱʠʪʳ ʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ Kaspersky Embedded Systems Security. 

ɺ ʵʪʦʤ ʨʘʟʜʝʣʝ 

ʆ ʪʝʩʪʦʚʦʤ ʚʠʨʫʩʝ EICAR .................................................................................................................................... 73 

ʇʨʦʚʝʨʢʘ ʬʫʥʢʮʠʡ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ................................................................ 74 

 

 

ʆ ʪʝʩʪʦʚʦʤ ʚʠʨʫʩʝ EICAR 

ʊʝʩʪʦʚʳʡ ʚʠʨʫʩ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʧʨʦʚʝʨʢʠ ʨʘʙʦʪʳ ʘʥʪʠʚʠʨʫʩʥʳʭ ʧʨʦʛʨʘʤʤ. ʆʥ ʨʘʟʨʘʙʦʪʘʥ ʦʨʛʘʥʠʟʘʮʠʝʡ 

The European Institute for Computer Antivirus Research (EICAR). 

ʊʝʩʪʦʚʳʡ ʚʠʨʫʩ ʥʝ ʷʚʣʷʝʪʩʷ ʚʨʝʜʦʥʦʩʥʳʤ ʦʙʲʝʢʪʦʤ ʠ ʥʝ ʩʦʜʝʨʞʠʪ ʠʩʧʦʣʥʷʝʤʦʛʦ ʢʦʜʘ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ 

ʥʘʥʝʩʪʠ ʚʨʝʜ ʚʘʰʝʤʫ ʢʦʤʧʴʶʪʝʨʫ, ʥʦ ʘʥʪʠʚʠʨʫʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʙʦʣʴʰʠʥʩʪʚʘ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ 

ʠʜʝʥʪʠʬʠʮʠʨʫʶʪ ʝʛʦ ʢʘʢ ʫʛʨʦʟʫ. 

ʌʘʡʣ, ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ ʪʝʩʪʦʚʳʡ ʚʠʨʫʩ, ʥʘʟʳʚʘʝʪʩʷ eicar.com. ɽʛʦ ʤʦʞʥʦ ʟʘʛʨʫʟʠʪʴ ʥʘ ʚʝʙ-ʩʘʡʪʝ EICAR 

http://www.eicar.org/anti_virus_test_file.htm. 

ʇʝʨʝʜ ʩʦʭʨʘʥʝʥʠʝʤ ʬʘʡʣʘ ʚ ʧʘʧʢʫ ʥʘ ʞʝʩʪʢʦʤ ʜʠʩʢʝ ʢʦʤʧʴʶʪʝʨʘ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ 

ʬʘʡʣʦʚ ʚʳʢʣʶʯʝʥʘ ʜʣʷ ʵʪʦʛʦ ʞʝʩʪʢʦʛʦ ʜʠʩʢʘ. 

ʌʘʡʣ eicar.com ʩʦʜʝʨʞʠʪ ʪʝʢʩʪʦʚʫʶ ʩʪʨʦʢʫ. ʇʨʠ ʧʨʦʚʝʨʢʝ ʬʘʡʣʘ Kaspersky Embedded Systems Security 

ʦʙʥʘʨʫʞʠʚʘʝʪ ʚ ʵʪʦʡ ʪʝʢʩʪʦʚʦʡ ʩʪʨʦʢʝ ʪʝʩʪʦʚʫʶ ʫʛʨʦʟʫ, ʧʨʠʩʚʘʠʚʘʝʪ ʬʘʡʣʫ ʩʪʘʪʫʩ ɿʘʨʘʞʝʥʥʳʡ ʠʣʠ 

ʦʙʥʘʨʫʞʠʚʘʝʤʳʡ ʠ ʫʜʘʣʷʝʪ ʝʛʦ. ʀʥʬʦʨʤʘʮʠʷ ʦʙ ʦʙʥʘʨʫʞʝʥʥʦʡ ʚ ʬʘʡʣʝ ʫʛʨʦʟʝ ʧʦʷʚʣʷʝʪʩʷ ʚ ʂʦʥʩʦʣʠ 

ʧʨʦʛʨʘʤʤʳ ʠ ʚ ʞʫʨʥʘʣʝ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ. 

ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʘʡʣ eicar.com, ʯʪʦʙʳ ʧʨʦʚʝʨʷʪʴ, ʢʘʢ Kaspersky Embedded Systems Security 

ʚʳʧʦʣʥʷʝʪ ʣʝʯʝʥʠʝ ʟʘʨʘʞʝʥʥʳʭ ʦʙʲʝʢʪʦʚ ʠ ʢʘʢ ʦʥ ʦʙʥʘʨʫʞʠʚʘʝʪ ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ. ɼʣʷ ʵʪʦʛʦ 

ʦʪʢʨʦʡʪʝ ʬʘʡʣ ʩ ʧʦʤʦʱʴʶ ʪʝʢʩʪʦʚʦʛʦ ʨʝʜʘʢʪʦʨʘ, ʜʦʙʘʚʴʪʝ ʢ ʥʘʯʘʣʫ ʪʝʢʩʪʦʚʦʡ ʩʪʨʦʢʠ ʚ ʬʘʡʣʝ ʦʜʠʥ ʠʟ 

http://www.eicar.org/anti_virus_test_file.htm
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ʧʨʝʬʠʢʩʦʚ, ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʚ ʪʘʙʣʠʮʝ ʥʠʞʝ, ʠ ʩʦʭʨʘʥʠʪʝ ʬʘʡʣ ʩ ʥʦʚʳʤ ʠʤʝʥʝʤ, ʥʘʧʨʠʤʝʨ, eicar_cure.com. 

ʏʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ Kaspersky Embedded Systems Security ʦʙʨʘʙʘʪʳʚʘʝʪ ʬʘʡʣ eicar.com ʩ 

ʧʨʝʬʠʢʩʦʤ, ʚ ʙʣʦʢʝ ʧʘʨʘʤʝʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ɿʘʱʠʪʘ ʦʙʲʝʢʪʦʚ ʫʩʪʘʥʦʚʠʪʝ ʟʥʘʯʝʥʠʝ ɺʩʝ ʦʙʲʝʢʪʳ 

ʜʣʷ ʟʘʜʘʯʠ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʠ ʜʣʷ ʟʘʜʘʯ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ Kaspersky Embedded 

Systems Security. 

ʊʘʙʣʠʮʘ 7. ʇʨʝʬʠʢʩʳ ʚ ʬʘʡʣʘʭ EICAR 
 

ʇʨʝʬʠʢʩ ʉʪʘʪʫʩ ʬʘʡʣʘ ʧʦʩʣʝ ʧʨʦʚʝʨʢʠ ʠ ʜʝʡʩʪʚʠʝ Kaspersky 

Embedded Systems Security 

ɹʝʟ ʧʨʝʬʠʢʩʘ Kaspersky Embedded Systems Security ʧʨʠʩʚʘʠʚʘʝʪ ʦʙʲʝʢʪʫ ʩʪʘʪʫʩ 

ɿʘʨʘʞʝʥʥʳʡ ʠʣʠ ʦʙʥʘʨʫʞʠʚʘʝʤʳʡ ʠ ʫʜʘʣʷʝʪ ʝʛʦ. 

SUSPï Kaspersky Embedded Systems Security ʧʨʠʩʚʘʠʚʘʝʪ ʩʪʘʪʫʩ ɺʦʟʤʦʞʥʦ 

ʟʘʨʘʞʝʥʥʳʡ ʦʙʲʝʢʪʫ, ʦʙʥʘʨʫʞʝʥʥʦʤʫ ʩ ʧʦʤʦʱʴʶ ʵʚʨʠʩʪʠʯʝʩʢʦʛʦ 

ʘʥʘʣʠʟʘʪʦʨʘ, ʠ ʫʜʘʣʷʝʪ ʝʛʦ, ʧʦʩʢʦʣʴʢʫ ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʝ ʦʙʲʝʢʪʳ 

ʥʝ ʧʦʜʚʝʨʛʘʶʪʩʷ ʣʝʯʝʥʠʶ. 

WARNï Kaspersky Embedded Systems Security ʧʨʠʩʚʘʠʚʘʝʪ ʩʪʘʪʫʩ ɺʦʟʤʦʞʥʦ 

ʟʘʨʘʞʝʥʥʳʡ ʦʙʲʝʢʪʫ, ʝʩʣʠ ʢʦʜ ʦʙʲʝʢʪʘ ʯʘʩʪʠʯʥʦ ʩʦʚʧʘʜʘʝʪ ʩ ʢʦʜʦʤ 

ʠʟʚʝʩʪʥʦʡ ʫʛʨʦʟʳ, ʠ ʫʜʘʣʷʝʪ ʝʛʦ, ʧʦʩʢʦʣʴʢʫ ʚʦʟʤʦʞʥʦ ʟʘʨʘʞʝʥʥʳʝ 

ʦʙʲʝʢʪʳ ʥʝ ʧʦʜʚʝʨʛʘʶʪʩʷ ʣʝʯʝʥʠʶ. 

CUREï Kaspersky Embedded Systems Security ʧʨʠʩʚʘʠʚʘʝʪ ʦʙʲʝʢʪʫ ʩʪʘʪʫʩ 

ɿʘʨʘʞʝʥʥʳʡ ʠʣʠ ʦʙʥʘʨʫʞʠʚʘʝʤʳʡ ʠ ʣʝʯʠʪ ʝʛʦ. ɽʩʣʠ ʣʝʯʝʥʠʝ 

ʫʩʧʝʰʥʦ, ʚʝʩʴ ʪʝʢʩʪ ʚ ʬʘʡʣʝ ʟʘʤʝʥʷʝʪʩʷ ʩʣʦʚʦʤ "CURE". 

 

 

ʇʨʦʚʝʨʢʘ ʬʫʥʢʮʠʡ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʠ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ 

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʚʳ ʤʦʞʝʪʝ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ Kaspersky Embedded 

Systems Security ʦʙʥʘʨʫʞʠʚʘʝʪ ʦʙʲʝʢʪʳ, ʩʦʜʝʨʞʘʱʠʝ ʚʨʝʜʦʥʦʩʥʳʡ ʢʦʜ. ɼʣʷ ʧʨʦʚʝʨʢʠ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʪʝʩʪʦʚʳʡ ʚʠʨʫʩ EICAR (ʩʤ. ʨʘʟʜʝʣ "ʆ ʪʝʩʪʦʚʦʤ ʚʠʨʫʩʝ EICAR" ʥʘ ʩʪʨ. 73). 

Ʒ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʬʫʥʢʮʠʶ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʛʨʫʟʠʪʝ ʬʘʡʣ eicar.com ʩ ʚʝʙ-ʩʘʡʪʘ EICAR http://www.eicar.org/anti_virus_test_file.htm. ʉʦʭʨʘʥʠʪʝ 

ʝʛʦ ʚ ʧʘʧʢʫ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʥʘ ʣʦʢʘʣʴʥʦʤ ʜʠʩʢʝ ʣʶʙʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʩʝʪʠ. 

ʇʝʨʝʜ ʩʦʭʨʘʥʝʥʠʝʤ ʬʘʡʣʘ ʚ ʧʘʧʢʫ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʬʫʥʢʮʠʷ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʬʘʡʣʦʚ 

ʦʪʢʣʶʯʝʥʘ ʜʣʷ ʵʪʦʡ ʧʘʧʢʠ. 

2. ɽʩʣʠ ʚʳ ʭʦʪʠʪʝ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʫ ʫʚʝʜʦʤʣʝʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʝʪʠ, ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʉʣʫʞʙʘ 

ʩʦʦʙʱʝʥʠʡ Microsoft Windows ʚʢʣʶʯʝʥʘ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ ʠ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʥʘ ʢʦʪʦʨʦʤ 

ʩʦʭʨʘʥʝʥ ʬʘʡʣ eicar.com. 

3. ʦʪʢʨʳʚʘʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ; 
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4. ʉʢʦʧʠʨʫʡʪʝ ʩʦʭʨʘʥʝʥʥʳʡ ʬʘʡʣ eicar.com ʥʘ ʣʦʢʘʣʴʥʳʡ ʜʠʩʢ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʦʜʥʠʤ ʠʟ 

ʩʣʝʜʫʶʱʠʭ ʩʧʦʩʦʙʦʚ: 

¶ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʫ ʫʚʝʜʦʤʣʝʥʠʡ ʯʝʨʝʟ ʦʢʥʦ ʉʣʫʞʙ ʪʝʨʤʠʥʘʣʦʚ, ʩʢʦʧʠʨʫʡʪʝ ʬʘʡʣ 

eicar.com ʥʘ ʢʦʤʧʴʶʪʝʨ, ʧʦʜʢʣʶʯʠʚʰʠʩʴ ʢ ʢʦʤʧʴʶʪʝʨʫ ʩ ʧʦʤʦʱʴʶ ʫʪʠʣʠʪʳ "ʇʦʜʢʣʶʯʝʥʠʝ ʢ 

ʫʜʘʣʝʥʥʦʤʫ ʨʘʙʦʯʝʤʫ ʩʪʦʣʫ". 

¶ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʨʘʙʦʪʫ ʫʚʝʜʦʤʣʝʥʠʡ ʯʝʨʝʟ ʉʣʫʞʙʫ ʩʦʦʙʱʝʥʠʡ Microsoft Windows, ʩʢʦʧʠʨʫʡʪʝ 

ʬʘʡʣ eicar.com ʩ ʢʦʤʧʴʶʪʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʚʳ ʝʛʦ ʩʦʭʨʘʥʠʣʠ, ʯʝʨʝʟ ʩʝʪʝʚʦʝ ʦʢʨʫʞʝʥʠʝ ʵʪʦʛʦ 

ʢʦʤʧʴʶʪʝʨʘ. 

ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʨʘʙʦʪʘʝʪ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ, ʝʩʣʠ ʚʳʧʦʣʥʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʫʩʣʦʚʠʷ: 

¶ ʌʘʡʣ eicar.com ʫʜʘʣʝʥ ʩ ʟʘʱʠʱʘʝʤʦʛʦ ʢʦʤʧʴʶʪʝʨʘ. 

¶ ɺ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʞʫʨʥʘʣʫ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʧʨʠʩʚʦʝʥ ʩʪʘʪʫʩ ʂʨʠʪʠʯʝʩʢʠʡ. ɺ ʞʫʨʥʘʣʝ 

ʧʦʷʚʠʣʘʩʴ ʩʪʨʦʢʘ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʫʛʨʦʟʝ ʚ ʬʘʡʣʝ eicar.com. ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʞʫʨʥʘʣ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ, ʚ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ 

ʢʦʤʧʴʶʪʝʨʘ, ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʇʦʩʪʦʷʥʥʘʷ ʟʘʱʠʪʘ ʬʘʡʣʦʚ ʠ ʚ ʧʘʥʝʣʠ ʨʝʟʫʣʴʪʘʪʦʚ ʫʟʣʘ 

ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʆʪʢʨʳʪʴ ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ. 

¶ ʅʘ ʢʦʤʧʴʶʪʝʨʝ, ʩ ʢʦʪʦʨʦʛʦ ʚʳ ʩʢʦʧʠʨʦʚʘʣʠ ʬʘʡʣ, ʧʦʷʚʠʣʦʩʴ ʩʣʝʜʫʶʱʝʝ ʩʦʦʙʱʝʥʠʝ ʉʣʫʞʙʳ 

ʩʦʦʙʱʝʥʠʡ Microsoft Windows: Kaspersky Embedded Systems Security ʟʘʙʣʦʢʠʨʦʚʘʣ 

ʜʦʩʪʫʧ ʢ <ʧʫʪʴ ʢ ʬʘʡʣʫ eicar.com ʥʘ ʢʦʤʧʴʶʪʝʨʝ>\ eicar.com ʥʘ ʢʦʤʧʴʶʪʝʨʝ 

<ʩʝʪʝʚʦʝ ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ> ʚ <ʚʨʝʤʷ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʩʦʙʳʪʠʷ>. ʇʨʠʯʠʥʘ: 

ʦʙʥʘʨʫʞʝʥʘ ʫʛʨʦʟʘ. ɺʠʨʫʩ: EICAR- Test - File. ʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ: <ʠʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ>. ʀʤʷ ʢʦʤʧʴʶʪʝʨʘ: <ʩʝʪʝʚʦʝ ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ, ʩ ʢʦʪʦʨʦʛʦ ʚʳ 

ʩʢʦʧʠʨʦʚʘʣʠ ʬʘʡʣ>. 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʉʣʫʞʙʘ ʩʦʦʙʱʝʥʠʡ Microsoft Windows ʨʘʙʦʪʘʝʪ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, ʩ ʢʦʪʦʨʦʛʦ ʚʳ 

ʩʢʦʧʠʨʦʚʘʣʠ ʬʘʡʣ eicar.com. 

Ʒ ʏʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʬʫʥʢʮʠʶ ʧʨʦʚʝʨʢʠ ʧʦ ʪʨʝʙʦʚʘʥʠʶ, ʚʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

1. ɿʘʛʨʫʟʠʪʝ ʬʘʡʣ eicar.com ʩ ʚʝʙ-ʩʘʡʪʘ EICAR http://www.eicar.org/anti_virus_test_file.htm. ʉʦʭʨʘʥʠʪʝ 

ʝʛʦ ʚ ʧʘʧʢʫ ʦʙʱʝʛʦ ʜʦʩʪʫʧʘ ʥʘ ʣʦʢʘʣʴʥʦʤ ʜʠʩʢʝ ʣʶʙʦʛʦ ʢʦʤʧʴʶʪʝʨʘ ʩʝʪʠ. 

ʇʝʨʝʜ ʩʦʭʨʘʥʝʥʠʝʤ ʬʘʡʣʘ ʚ ʧʘʧʢʫ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʬʫʥʢʮʠʷ ʧʦʩʪʦʷʥʥʦʡ ʟʘʱʠʪʳ ʬʘʡʣʦʚ 

ʦʪʢʣʶʯʝʥʘ ʜʣʷ ʵʪʦʡ ʧʘʧʢʠ. 

2. ʦʪʢʨʳʚʘʪʴ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ; 

3. ɺʳʧʦʣʥʠʪʝ ʩʣʝʜʫʶʱʠʝ ʜʝʡʩʪʚʠʷ: 

a. ɺ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʨʘʟʚʝʨʥʠʪʝ ʫʟʝʣ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ. 

b. ɺʳʙʝʨʠʪʝ ʚʣʦʞʝʥʥʳʡ ʫʟʝʣ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

c. ʅʘ ʟʘʢʣʘʜʢʝ ʅʘʩʪʨʦʡʢʘ ʦʙʣʘʩʪʠ ʧʨʦʚʝʨʢʠ ʦʪʢʨʦʡʪʝ ʢʦʥʪʝʢʩʪʥʦʝ ʤʝʥʶ ʥʘ ʫʟʣʝ ʉʝʪʝʚʦʝ 

ʦʢʨʫʞʝʥʠʝ ʠ ʚʳʙʝʨʠʪʝ ɼʦʙʘʚʠʪʴ ʩʝʪʝʚʦʡ ʬʘʡʣ. 

d. ɺʚʝʜʠʪʝ ʩʝʪʝʚʦʡ ʧʫʪʴ ʢ ʬʘʡʣʫ eicar.com ʥʘ ʫʜʘʣʝʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʚ ʬʦʨʤʘʪʝ UNC (Universal 

Naming Convention). 

e. ʋʩʪʘʥʦʚʠʪʝ ʬʣʘʞʦʢ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʜʦʙʘʚʣʝʥʥʳʡ ʩʝʪʝʚʦʡ ʧʫʪʴ ʚ ʦʙʣʘʩʪʴ ʧʨʦʚʝʨʢʠ. 
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f. ɿʘʧʫʩʪʠʪʝ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ. 

ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ ʨʘʙʦʪʘʝʪ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ, ʝʩʣʠ ʚʳʧʦʣʥʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʫʩʣʦʚʠʷ: 

¶ ʌʘʡʣ eicar.com ʫʜʘʣʝʥ ʩ ʞʝʩʪʢʦʛʦ ʜʠʩʢʘ ʢʦʤʧʴʶʪʝʨʘ. 

¶ ɺ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʞʫʨʥʘʣʫ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʧʨʠʩʚʦʝʥ ʩʪʘʪʫʩ ʂʨʠʪʠʯʝʩʢʠʡ. ɺ ʞʫʨʥʘʣʝ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ ʧʨʦʚʝʨʢʠ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʧʦʷʚʠʣʘʩʴ ʩʪʨʦʢʘ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʫʛʨʦʟʝ ʚ ʬʘʡʣʝ 

eicar.com. ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯʠ, ʚ ʜʝʨʝʚʝ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʨʘʟʚʝʨʥʠʪʝ 

ʫʟʝʣ ʇʨʦʚʝʨʢʘ ʧʦ ʪʨʝʙʦʚʘʥʠʶ, ʚʳʙʝʨʠʪʝ ʟʘʜʘʯʫ ʇʨʦʚʝʨʢʘ ʚʘʞʥʳʭ ʦʙʣʘʩʪʝʡ ʠ ʚ ʧʘʥʝʣʠ 

ʨʝʟʫʣʴʪʘʪʦʚ ʧʝʨʝʡʜʠʪʝ ʧʦ ʩʩʳʣʢʝ ʆʪʢʨʳʪʴ ʞʫʨʥʘʣ ʚʳʧʦʣʥʝʥʠʷ. 
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ʀʥʪʝʨʬʝʡʩ ʧʨʦʛʨʘʤʤʳ 
ɺʳ ʤʦʞʝʪʝ ʫʧʨʘʚʣʷʪʴ Kaspersky Embedded Systems Security ʩ ʧʦʤʦʱʴʶ ʇʣʘʛʠʥʘ ʫʧʨʘʚʣʝʥʠʷ ʠ ʯʝʨʝʟ 

ʣʦʢʘʣʴʥʫʶ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ.  

ɼʝʡʩʪʚʠʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʣʦʢʘʣʴʥʦʡ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʦʧʠʩʘʥʳ ʚ ʨʘʟʜʝʣʝ ʈʘʙʦʪʘ ʩ ʂʦʥʩʦʣʴʶ ʧʨʦʛʨʘʤʤʳ 

(ʩʤ. ʨʘʟʜʝʣ "ʈʘʙʦʪʘ ʩ ʂʦʥʩʦʣʴʶ Kaspersky Embedded Systems Security" ʥʘ ʩʪʨ. 136).  

ɼʝʡʩʪʚʠʷ ʩ ʇʣʘʛʠʥʦʤ ʫʧʨʘʚʣʝʥʠʷ ʦʩʫʱʝʩʪʚʣʷʶʪʩʷ ʚ ʠʥʪʝʨʬʝʡʩʝ ʂʦʥʩʦʣʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ Kaspersky 

Security Center. ʇʦʜʨʦʙʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʥʪʝʨʬʝʡʩʝ Kaspersky Security Center ʧʨʠʚʝʜʝʥʘ ʚ ʉʧʨʘʚʢʝ 

Kaspersky Security Center.  
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ʃʠʮʝʥʟʠʨʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ 
ʕʪʦʪ ʨʘʟʜʝʣ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʩʥʦʚʥʳʭ ʧʦʥʷʪʠʷʭ, ʩʚʷʟʘʥʥʳʭ ʩ ʣʠʮʝʥʟʠʨʦʚʘʥʠʝʤ ʧʨʦʛʨʘʤʤʳ. 
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ʆ ʃʠʮʝʥʟʠʦʥʥʦʤ ʩʦʛʣʘʰʝʥʠʠ 

ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ï ʵʪʦ ʶʨʠʜʠʯʝʩʢʦʝ ʩʦʛʣʘʰʝʥʠʝ ʤʝʞʜʫ ʚʘʤʠ ʠ ɸʆ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè, ʚ 

ʢʦʪʦʨʦʤ ʫʢʘʟʘʥʦ, ʥʘ ʢʘʢʠʭ ʫʩʣʦʚʠʷʭ ʚʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ. 

ɺʥʠʤʘʪʝʣʴʥʦ ʦʟʥʘʢʦʤʴʪʝʩʴ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʧʝʨʝʜ ʥʘʯʘʣʦʤ ʨʘʙʦʪʳ ʩ 

ʧʨʦʛʨʘʤʤʦʡ. 

ɺʳ ʤʦʞʝʪʝ ʦʟʥʘʢʦʤʠʪʴʩʷ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ɺʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security. 

¶ ʇʨʦʯʠʪʘʚ ʜʦʢʫʤʝʥʪ license.txt. ʕʪʦʪ ʜʦʢʫʤʝʥʪ ʚʢʣʶʯʝʥ ʚ ʢʦʤʧʣʝʢʪ ʧʦʩʪʘʚʢʠ ʧʨʦʛʨʘʤʤʳ. 

ɺʳ ʧʨʠʥʠʤʘʝʪʝ ʫʩʣʦʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ, ʧʦʜʪʚʝʨʞʜʘʷ ʩʚʦʝ ʩʦʛʣʘʩʠʝ ʩ ʪʝʢʩʪʦʤ ʃʠʮʝʥʟʠʦʥʥʦʛʦ 

ʩʦʛʣʘʰʝʥʠʷ ʚʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. ɽʩʣʠ ʚʳ ʥʝ ʩʦʛʣʘʩʥʳ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ, 

ʚʳ ʜʦʣʞʥʳ ʧʨʝʨʚʘʪʴ ʫʩʪʘʥʦʚʢʫ ʧʨʦʛʨʘʤʤʳ ʠ ʥʝ ʜʦʣʞʥʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ. 
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ʆ ʣʠʮʝʥʟʠʠ 

ʃʠʮʝʥʟʠʷ ï ʵʪʦ ʦʛʨʘʥʠʯʝʥʥʦʝ ʧʦ ʚʨʝʤʝʥʠ ʧʨʘʚʦ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʝ ʥʘ ʦʩʥʦʚʝ 

ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ. 

ʃʠʮʝʥʟʠʷ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʧʨʘʚʦ ʥʘ ʧʦʣʫʯʝʥʠʝ ʩʣʝʜʫʶʱʠʭ ʚʠʜʦʚ ʫʩʣʫʛ: 

¶ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ; 

¶ ʧʦʣʫʯʝʥʠʝ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. 

ʆʙʲʝʤ ʫʩʣʫʛ ʠ ʩʨʦʢ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦʛʨʘʤʤʳ ʟʘʚʠʩʠʪ ʦʪ ʪʠʧʘ ʣʠʮʝʥʟʠʠ, ʠʩʧʦʣʴʟʫʝʤʦʡ ʜʣʷ ʘʢʪʠʚʘʮʠʠ 

ʧʨʦʛʨʘʤʤʳ. 

ʇʨʦʛʨʘʤʤʘ ʘʢʪʠʚʠʨʫʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ ʢʣʶʯʘ ʠʣʠ ʢʦʜʘ ʘʢʪʠʚʘʮʠʠ ʜʣʷ ʧʨʠʦʙʨʝʪʝʥʥʦʡ ʢʦʤʤʝʨʯʝʩʢʦʡ 

ʣʠʮʝʥʟʠʠ. 

ʂʦʤʤʝʨʯʝʩʢʘʷ ʣʠʮʝʥʟʠʷ ï ʵʪʦ ʧʣʘʪʥʘʷ ʣʠʮʝʥʟʠʷ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʘʷ ʧʨʠ ʧʨʠʦʙʨʝʪʝʥʠʠ ʧʨʦʛʨʘʤʤʳ. 

ɺ Kaspersky Embedded Systems Security ʧʨʝʜʫʩʤʦʪʨʝʥʳ ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʢʦʤʤʝʨʯʝʩʢʠʭ ʣʠʮʝʥʟʠʡ: 

¶ ʩʪʘʥʜʘʨʪʥʘʷ ʣʠʮʝʥʟʠʷ Kaspersky Embedded Systems Security; 

¶ ʨʘʩʰʠʨʝʥʥʘʷ ʣʠʮʝʥʟʠʷ Kaspersky Embedded Systems Security Compliance Edition, 

ʨʘʩʧʨʦʩʪʨʘʥʷʶʱʘʷʩʷ ʥʘ ʜʚʘ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪʘ ʩʠʩʪʝʤʳ: ʄʦʥʠʪʦʨʠʥʛ ʬʘʡʣʦʚʳʭ 

ʦʧʝʨʘʮʠʡ ʠ ɸʥʘʣʠʟ ʞʫʨʥʘʣʦʚ. 

ʇʦ ʠʩʪʝʯʝʥʠʠ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʢʦʤʤʝʨʯʝʩʢʦʡ ʣʠʮʝʥʟʠʠ ʧʨʦʛʨʘʤʤʘ ʧʨʦʜʦʣʞʘʝʪ ʨʘʙʦʪʫ, ʥʦ ʩ ʦʛʨʘʥʠʯʝʥʥʦʡ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ (ʥʘʧʨʠʤʝʨ, ʥʝʜʦʩʪʫʧʥʦ ʦʙʥʦʚʣʝʥʠʝ ʙʘʟ Kaspersky Embedded Systems Security). ʏʪʦʙʳ 

ʧʨʦʜʦʣʞʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ Kaspersky Embedded Systems Security ʚ ʨʝʞʠʤʝ ʧʦʣʥʦʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ, ʚʘʤ 

ʥʫʞʥʦ ʧʨʦʜʣʠʪʴ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʢʦʤʤʝʨʯʝʩʢʦʡ ʣʠʮʝʥʟʠʠ. 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʦʜʣʝʚʘʪʴ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʥʝ ʧʦʟʜʥʝʝ ʜʘʪʳ ʝʛʦ ʦʢʦʥʯʘʥʠʷ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ 

ʤʘʢʩʠʤʘʣʴʥʫʶ ʟʘʱʠʪʫ ʦʪ ʫʛʨʦʟ ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʜʘʪʘ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʢʣʶʯʘ ʥʘʩʪʫʧʘʝʪ ʧʦʟʞʝ ʜʘʪʳ 

ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʘʢʪʠʚʥʦʛʦ ʢʣʶʯʘ.  

 

ʆ ʃʠʮʝʥʟʠʦʥʥʦʤ ʩʝʨʪʠʬʠʢʘʪʝ 

ʃʠʮʝʥʟʠʦʥʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ï ʵʪʦ ʜʦʢʫʤʝʥʪ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʡ ʚʤʝʩʪʝ ʩ ʬʘʡʣʦʤ ʢʣʶʯʘ ʠʣʠ ʢʦʜʦʤ 

ʘʢʪʠʚʘʮʠʠ (ʝʩʣʠ ʧʨʠʤʝʥʠʤʦ). 

ɺ ʃʠʮʝʥʟʠʦʥʥʦʤ ʩʝʨʪʠʬʠʢʘʪʝ ʩʦʜʝʨʞʠʪʩʷ ʩʣʝʜʫʶʱʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʣʠʮʝʥʟʠʠ: 

¶ ʥʦʤʝʨ ʟʘʢʘʟʘ; 

¶ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʦʣʴʟʦʚʘʪʝʣʝ, ʢʦʪʦʨʦʤʫ ʧʨʝʜʦʩʪʘʚʣʝʥʘ ʣʠʮʝʥʟʠʷ; 

¶ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʨʦʛʨʘʤʤʝ, ʢʦʪʦʨʫʶ ʤʦʞʥʦ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʦ ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʣʠʮʝʥʟʠʠ; 

¶ ʦʛʨʘʥʠʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʣʠʮʝʥʟʠʦʥʥʳʭ ʝʜʠʥʠʮ (ʥʘʧʨʠʤʝʨ, ʫʩʪʨʦʡʩʪʚʘ, ʥʘ ʢʦʪʦʨʳʭ ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ ʩ ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʡ ʣʠʮʝʥʟʠʝʡ); 
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¶ ʜʘʪʘ ʥʘʯʘʣʘ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ; 

¶ ʜʘʪʘ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ ʠʣʠ ʩʨʦʢ ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ; 

¶ ʊʠʧ ʣʠʮʝʥʟʠʠ 
 

ʆ ʢʣʶʯʝ 

ʂʣʶʯ ï ʵʪʦ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʙʠʪ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʡ ʚʳ ʤʦʞʝʪʝ ʘʢʪʠʚʠʨʦʚʘʪʴ ʠ ʟʘʪʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʧʨʦʛʨʘʤʤʫ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ. ʂʣʶʯ ʩʦʟʜʘʝʪʩʷ ʩʧʝʮʠʘʣʠʩʪʘʤʠ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ɺʳ ʤʦʞʝʪʝ ʜʦʙʘʚʠʪʴ ʢʣʶʯ ʚ ʧʨʦʛʨʘʤʤʫ ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ ʢʣʶʯʘ. ʂʣʶʯ ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʠʥʪʝʨʬʝʡʩʝ 

ʧʨʦʛʨʘʤʤʳ ʚ ʚʠʜʝ ʫʥʠʢʘʣʴʥʦʡ ʙʫʢʚʝʥʥʦ-ʮʠʬʨʦʚʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ, ʧʦʩʣʝ ʪʦʛʦ ʢʘʢ ʚʳ ʜʦʙʘʚʠʣʠ ʝʛʦ ʚ 

ʧʨʦʛʨʘʤʤʫ. 

ʂʣʶʯ ʤʦʞʝʪ ʙʳʪʴ ʟʘʙʣʦʢʠʨʦʚʘʥ "ʃʘʙʦʨʘʪʦʨʠʝʡ ʂʘʩʧʝʨʩʢʦʛʦ", ʝʩʣʠ ʫʩʣʦʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ 

ʥʘʨʫʰʝʥʳ. ɽʩʣʠ ʢʣʶʯ ʟʘʙʣʦʢʠʨʦʚʘʥ, ʜʣʷ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ ʪʨʝʙʫʝʪʩʷ ʜʦʙʘʚʠʪʴ ʜʨʫʛʦʡ ʢʣʶʯ. 

ʂʣʶʯ ʤʦʞʝʪ ʙʳʪʴ ʘʢʪʠʚʥʳʤ ʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤ. 

ɸʢʪʠʚʥʳʡ ʢʣʶʯ ï ʢʣʶʯ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʚ ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ ʜʣʷ ʨʘʙʦʪʳ ʧʨʦʛʨʘʤʤʳ. ɺ ʢʘʯʝʩʪʚʝ ʘʢʪʠʚʥʦʛʦ 

ʤʦʞʝʪ ʙʳʪʴ ʜʦʙʘʚʣʝʥ ʢʣʶʯ ʜʣʷ ʢʦʤʤʝʨʯʝʩʢʦʡ ʠʣʠ ʧʨʦʙʥʦʡ ʣʠʮʝʥʟʠʠ. ɺ ʧʨʦʛʨʘʤʤʝ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʙʦʣʴʰʝ 

ʦʜʥʦʛʦ ʘʢʪʠʚʥʦʛʦ ʢʣʶʯʘ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ ï ʢʣʶʯ, ʧʦʜʪʚʝʨʞʜʘʶʱʠʡ ʧʨʘʚʦ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʳ, ʥʦ ʥʝ ʠʩʧʦʣʴʟʫʝʤʳʡ 

ʚ ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ. ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʪʘʥʦʚʠʪʩʷ ʘʢʪʠʚʥʳʤ, ʢʦʛʜʘ ʟʘʢʘʥʯʠʚʘʝʪʩʷ ʩʨʦʢ 

ʜʝʡʩʪʚʠʷ ʣʠʮʝʥʟʠʠ, ʩʚʷʟʘʥʥʦʡ ʩ ʪʝʢʫʱʠʤ ʘʢʪʠʚʥʳʤ ʢʣʶʯʦʤ. ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ ʤʦʞʝʪ ʙʳʪʴ ʜʦʙʘʚʣʝʥ 

ʪʦʣʴʢʦ ʧʨʠ ʥʘʣʠʯʠʠ ʘʢʪʠʚʥʦʛʦ ʢʣʶʯʘ. 

 

 

ʆ ʬʘʡʣʝ ʢʣʶʯʘ 

ʌʘʡʣ ʢʣʶʯʘ ï ʵʪʦ ʬʘʡʣ ʩ ʨʘʩʰʠʨʝʥʠʝʤ key, ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʡ "ʃʘʙʦʨʘʪʦʨʠʝʡ ʂʘʩʧʝʨʩʢʦʛʦ". ʌʘʡʣ ʢʣʶʯʘ 

ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʣʠʮʝʥʟʠʦʥʥʦʛʦ ʢʣʶʯʘ, ʘʢʪʠʚʠʨʫʶʱʝʛʦ ʧʨʦʛʨʘʤʤʫ. 

ɺʳ ʧʦʣʫʯʘʝʪʝ ʬʘʡʣ ʢʣʶʯʘ ʥʘ ʫʢʘʟʘʥʥʳʡ ʚʘʤʠ ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʧʦʩʣʝ ʧʨʠʦʙʨʝʪʝʥʠʷ Kaspersky 

Embedded Systems Security ʠʣʠ ʟʘʢʘʟʘ ʧʨʦʙʥʦʡ ʚʝʨʩʠʠ Kaspersky Embedded Systems Security. 

ʏʪʦʙʳ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ ʢʣʶʯʘ, ʥʝ ʪʨʝʙʫʝʪʩʷ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʩʝʨʚʝʨʘʤ ʘʢʪʠʚʘʮʠʠ 

"ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ɽʩʣʠ ʬʘʡʣ ʢʣʶʯʘ ʙʳʣ ʩʣʫʯʘʡʥʦ ʫʜʘʣʝʥ, ʚʳ ʤʦʞʝʪʝ ʝʛʦ ʚʦʩʩʪʘʥʦʚʠʪʴ. ʌʘʡʣ ʢʣʶʯʘ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ 

ʚʘʤ, ʥʘʧʨʠʤʝʨ, ʜʣʷ ʨʝʛʠʩʪʨʘʮʠʠ Kaspersky CompanyAccount. 

ɼʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʬʘʡʣʘ ʢʣʶʯʘ ʚʳʧʦʣʥʠʪʝ ʦʜʥʦ ʠʟ ʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ: 

¶ ʆʙʨʘʪʠʪʝʩʴ ʢ ʧʦʩʪʘʚʱʠʢʫ ʣʠʮʝʥʟʠʠ. 

¶ ʇʦʣʫʯʠʪʝ ʬʘʡʣ ʢʣʶʯʘ ʥʘ ʩʘʡʪʝ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ (https://keyfile.kaspersky.com/ru/) ʩ 

ʧʦʤʦʱʴʶ ʠʤʝʶʱʝʛʦʩʷ ʫ ʚʘʩ ʢʦʜʘ ʘʢʪʠʚʘʮʠʠ. 
 

 

https://keyfile.kaspersky.com/ru/
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ʆ ʢʦʜʝ ʘʢʪʠʚʘʮʠʠ 

ʂʦʜ ʘʢʪʠʚʘʮʠʠ ï ʵʪʦ ʫʥʠʢʘʣʴʥʘʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʠʟ 20 ʩʠʤʚʦʣʦʚ (ʙʫʢʚ ʠ ʮʠʬʨ). ɺʘʤ ʥʫʞʥʦ ʚʚʝʩʪʠ ʢʦʜ 

ʘʢʪʠʚʘʮʠʠ, ʯʪʦʙʳ ʜʦʙʘʚʠʪʴ ʢʣʶʯ ʜʣʷ ʘʢʪʠʚʘʮʠʠ Kaspersky Embedded Systems Security. ɺʳ ʧʦʣʫʯʘʝʪʝ ʢʦʜ 

ʘʢʪʠʚʘʮʠʠ ʥʘ ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʫʢʘʟʘʥʥʳʡ ʧʨʠ ʧʨʠʦʙʨʝʪʝʥʠʠ Kaspersky Embedded Systems Security. 

ʏʪʦʙʳ ʘʢʪʠʚʠʨʦʚʘʪʴ ʧʨʦʛʨʘʤʤʫ ʩ ʧʦʤʦʱʴʶ ʢʦʜʘ ʘʢʪʠʚʘʮʠʠ, ʥʝʦʙʭʦʜʠʤ ʜʦʩʪʫʧ ʚ ʠʥʪʝʨʥʝʪ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ 

ʢ ʩʝʨʚʝʨʘʤ ʘʢʪʠʚʘʮʠʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ". 

ʄʦʞʥʦ ʚʦʩʩʪʘʥʦʚʠʪʴ ʫʪʝʨʷʥʥʳʡ ʧʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ ʢʦʜ ʘʢʪʠʚʘʮʠʠ. ʂʦʜ ʘʢʪʠʚʘʮʠʠ ʤʦʞʝʪ 

ʧʦʥʘʜʦʙʠʪʴʩʷ, ʥʘʧʨʠʤʝʨ, ʯʪʦʙʳ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ Kaspersky CompanyAccount. ɼʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʢʦʜʘ 

ʘʢʪʠʚʘʮʠʠ ʦʙʨʘʪʠʪʝʩʴ ʚ ʉʣʫʞʙʫ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ "ʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦ".  

 

ʆ ʧʨʝʜʦʩʪʘʚʣʝʥʠʠ ʜʘʥʥʳʭ 

ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ ʜʣʷ Kaspersky Embedded Systems Security, ʚ ʯʘʩʪʥʦʩʪʠ ʚ ʨʘʟʜʝʣʝ çʋʩʣʦʚʠʷ 

ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭè, ʦʧʨʝʜʝʣʷʝʪ ʫʩʣʦʚʠʷ, ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʠ ʧʦʨʷʜʦʢ ʧʝʨʝʜʘʯʠ ʠ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, 

ʫʢʘʟʘʥʥʳʭ ʚ ʥʘʩʪʦʷʱʝʤ ʈʫʢʦʚʦʜʩʪʚʝ. ɺʥʠʤʘʪʝʣʴʥʦ ʦʟʥʘʢʦʤʴʪʝʩʴ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ, 

ʘ ʪʘʢʞʝ ʩʦ ʚʩʝʤʠ ʜʦʢʫʤʝʥʪʘʤʠ, ʩʩʳʣʢʠ ʥʘ ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʠʪ ʃʠʮʝʥʟʠʦʥʥʦʝ ʩʦʛʣʘʰʝʥʠʝ, ʧʝʨʝʜ ʪʝʤ, ʢʘʢ 

ʧʨʠʥʷʪʴ ʝʛʦ. 

ɼʘʥʥʳʝ, ʢʦʪʦʨʳʝ çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʧʦʣʫʯʘʝʪ ʦʪ ʚʘʩ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʨʦʛʨʘʤʤʳ, ʟʘʱʠʱʘʶʪʩʷ 

ʠ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʇʦʣʠʪʠʢʦʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʡ ʧʦ ʘʜʨʝʩʫ: 

www.kaspersky.ru/Products-and-Services-Privacy-Policy. 

ʇʨʠʥʠʤʘʷ ʫʩʣʦʚʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ, ʚʳ ʩʦʛʣʘʰʘʝʪʝʩʴ ʦʪʧʨʘʚʣʷʪʴ ʚ ʘʚʪʦʤʘʪʠʯʝʩʢʦʤ ʨʝʞʠʤʝ 

ʩʣʝʜʫʶʱʠʝ ʜʘʥʥʳʝ ʚ çʃʘʙʦʨʘʪʦʨʠʶ ʂʘʩʧʝʨʩʢʦʛʦè:  

¶ ɼʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʤʝʭʘʥʠʟʤʘ ʧʦʣʫʯʝʥʠʷ ʦʙʥʦʚʣʝʥʠʡ - ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʧʨʦʛʨʘʤʤʝ ʠ 

ʘʢʪʠʚʘʮʠʠ ʧʨʦʛʨʘʤʤʳ: ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʫʩʪʘʥʘʚʣʠʚʘʝʤʦʡ ʧʨʦʛʨʘʤʤʳ ʠ ʝʝ ʧʦʣʥʫʶ ʚʝʨʩʠʶ, ʚʢʣʶʯʘʷ 

ʥʦʤʝʨ ʩʙʦʨʢʠ, ʪʠʧ ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʣʠʮʝʥʟʠʠ, ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʫʩʪʘʥʦʚʢʠ, ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʟʘʜʘʯʠ 

ʦʙʥʦʚʣʝʥʠʷ. 

¶ ɼʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʥʘ ʩʪʘʪʴʠ ɹʘʟʳ ʟʥʘʥʠʡ ʧʨʠ ʚʦʟʥʠʢʥʦʚʝʥʠʠ 

ʦʰʠʙʦʢ ʚ ʨʘʙʦʪʝ ʧʨʦʛʨʘʤʤʳ (ʩʣʫʞʙʘ Redirector): ʥʘʟʚʘʥʠʝ, ʣʦʢʘʣʠʟʘʮʠʶ ʠ ʧʦʣʥʳʡ ʥʦʤʝʨ ʚʝʨʩʠʠ 

ʧʨʦʛʨʘʤʤʳ, ʚʢʣʶʯʘʷ ʥʦʤʝʨ ʩʙʦʨʢʠ, ʪʠʧ ʧʝʨʝʥʘʧʨʘʚʣʷʶʱʝʡ ʩʩʳʣʢʠ, ʘ ʪʘʢʞʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

ʚʦʟʥʠʢʰʝʡ ʦʰʠʙʢʠ. 

¶ ɼʣʷ ʢʦʥʪʨʦʣʷ ʧʦʣʫʯʝʥʠʷ ʩʦʛʣʘʩʠʡ ʥʘ ʦʙʨʘʙʦʪʢʫ ʜʘʥʥʳʭ ï ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʪʘʪʫʩʝ ʩʦʛʣʘʩʠʷ ʩ 

ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠ ʜʨʫʛʠʭ ʜʦʢʫʤʝʥʪʦʚ, ʨʝʛʣʘʤʝʥʪʠʨʫʶʱʠʭ ʦʪʧʨʘʚʢʫ ʜʘʥʥʳʭ: 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠ ʚʝʨʩʠʷ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʠʣʠ ʜʨʫʛʦʛʦ ʜʦʢʫʤʝʥʪʘ, ʚ ʨʘʤʢʘʭ ʢʦʪʦʨʦʛʦ 

ʚʳʧʦʣʥʷʝʪʩʷ ʩʦʛʣʘʩʠʝ ʩ ʫʩʣʦʚʠʷʤʠ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʠʣʠ ʦʪʟʳʚ ʩʦʛʣʘʩʠʷ; ʧʨʠʟʥʘʢ, ʫʢʘʟʳʚʘʶʱʠʡ 

ʥʘ ʜʝʡʩʪʚʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʩʦʛʣʘʩʠʷ ʩ ʫʩʣʦʚʠʷʤʠ ʠʣʠ ʦʪʟʳʚ ʩʦʛʣʘʩʠʷ); ʜʘʪʘ ʠ ʚʨʝʤʷ 

ʠʟʤʝʥʝʥʠʷ ʩʪʘʪʫʩʘ ʩʦʛʣʘʩʠʷ ʩ ʫʩʣʦʚʠʷʤʠ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ. 

ɺʳ ʤʦʞʝʪʝ ʦʟʥʘʢʦʤʠʪʴʩʷ ʩ ʫʩʣʦʚʠʷʤʠ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʩʣʝʜʫʶʱʠʤʠ ʩʧʦʩʦʙʘʤʠ: 

¶ ɺʦ ʚʨʝʤʷ ʫʩʪʘʥʦʚʢʠ ʧʨʦʛʨʘʤʤʳ. ʄʘʩʪʝʨ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security 

ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʧʦʣʥʳʡ ʪʝʢʩʪ ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʥʘ ʰʘʛʝ ʩ ʟʘʧʨʦʩʦʤ ʩʦʛʣʘʩʠʷ ʩ ʫʩʣʦʚʠʷʤʠ 

ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ. 

¶ ɺ ʣʶʙʦʡ ʤʦʤʝʥʪ ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ ʚ ʬʦʨʤʘʪʝ TXT (license.txt), ʩʦʜʝʨʞʘʱʝʛʦ ʧʦʣʥʳʡ ʪʝʢʩʪ 

ʃʠʮʝʥʟʠʦʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ. ʌʘʡʣ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʚ ʢʦʤʧʣʝʢʪʝ ʧʦʩʪʘʚʢʠ Kaspersky Embedded 

Systems Security, ʩʦʚʤʝʩʪʥʦ ʩ ʫʩʪʘʥʦʚʦʯʥʳʤʠ ʬʘʡʣʘʤʠ ʧʨʦʛʨʘʤʤʳ. 
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ʃʦʢʘʣʴʥʘʷ ʦʙʨʘʙʦʪʢʘ ʜʘʥʥʳʭ 

ɺ ʧʨʦʮʝʩʩʝ ʚʳʧʦʣʥʝʥʠʷ ʦʩʥʦʚʥʳʭ ʬʫʥʢʮʠʡ ʧʨʦʛʨʘʤʤʳ, ʦʧʠʩʘʥʥʳʭ ʚ ʥʘʩʪʦʷʱʝʤ ʈʫʢʦʚʦʜʩʪʚʝ, 

Kaspersky Embedded Systems Security ʣʦʢʘʣʴʥʦ ʦʙʨʘʙʘʪʳʚʘʝʪ ʠ ʭʨʘʥʠʪ ʥʘʙʦʨ ʜʘʥʥʳʭ ʥʘ ʟʘʱʠʱʘʝʤʦʤ 

ʢʦʤʧʴʶʪʝʨʝ. 

Kaspersky Embedded Systems Security ʣʦʢʘʣʴʥʦ ʦʙʨʘʙʘʪʳʚʘʝʪ ʠ ʭʨʘʥʠʪ ʩʣʝʜʫʶʱʠʝ ʜʘʥʥʳʝ: 

¶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʦʚʝʨʷʝʤʳʭ ʬʘʡʣʘʭ ʠ ʦʙʥʘʨʫʞʝʥʥʳʭ ʦʙʲʝʢʪʘʭ, ʥʘʧʨʠʤʝʨ, ʠʤʝʥʘ ʠ ʘʪʨʠʙʫʪʳ 

ʦʙʨʘʙʦʪʘʥʥʳʭ ʬʘʡʣʦʚ ʠ ʧʦʣʥʳʝ ʧʫʪʠ ʢ ʥʠʤ ʥʘ ʧʨʦʚʝʨʷʝʤʦʤ ʥʦʩʠʪʝʣʝ, ʪʠʧʳ ʬʘʡʣʦʚ, ʜʝʡʩʪʚʠʷ ʥʘʜ 

ʧʨʦʚʝʨʷʝʤʳʤʠ ʬʘʡʣʘʤʠ, ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʚʳʧʦʣʥʷʶʱʠʭ ʢʘʢʠʝ-ʣʠʙʦ ʜʝʡʩʪʚʠʷ ʚ 

ʟʘɦʠʱʘʝʤʦʡ ʩʝʪʠ ʠʣʠ ʥʘ ʟʘʱʠʱʘʝʤʦʤ ʢʦʤʧʴʶʪʝʨʝ, ʠʤʝʥʘ ʠ ʘʪʨʠʙʫʪʳ ʧʨʦʚʝʨʷʝʤʳʭ ʫʩʪʨʦʡʩʪʚ, 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʧʫʱʝʥʥʳʭ ʚ ʩʠʩʪʝʤʝ ʧʨʦʮʝʩʩʘʭ, ʢʦʥʪʨʦʣʴʥʳʝ ʩʫʤʤʳ (MD5, SHA256) ʠ ʚʨʝʤʝʥʥʳʝ 

ʤʝʪʢʠ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ ʧʨʦʮʝʩʩʦʚ, ʧʘʨʘʤʝʪʨʳ ʮʠʬʨʦʚʦʛʦ ʩʝʨʪʠʬʠʢʘʪʘ, ʜʘʥʥʳʝ ʦ ʟʘʧʫʩʢʘʝʤʳʭ 

ʩʢʨʠʧʪʘʭ; 

¶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʘʢʪʠʚʥʦʩʪʠ ʠ ʧʘʨʘʤʝʪʨʘʭ ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ, ʥʘʧʨʠʤʝʨ, ʧʘʨʘʤʝʪʨʳ 

ɹʨʘʥʜʤʘʫʵʨʘ Windows, ʟʘʧʠʩʠ ɾʫʨʥʘʣʘ ʩʦʙʳʪʠʡ Windows, ʠʤʝʥʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 

ʟʘʧʫʩʢʠ ʠʩʧʦʣʥʷʝʤʳʭ ʬʘʡʣʦʚ, ʠʭ ʢʦʥʪʨʦʣʴʥʳʝ ʩʫʤʤʳ ʠ ʘʪʨʠʙʫʪʳ; 

Kaspersky Embedded Systems Security ʦʙʨʘʙʘʪʳʚʘʝʪ ʠ ʭʨʘʥʠʪ ʜʘʥʥʳʝ ʚ ʨʘʤʢʘʭ ʦʩʥʦʚʥʦʡ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ 

ʧʨʦʛʨʘʤʤʳ, ʚ ʪʦʤ ʯʠʩʣʝ ʜʣʷ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʳʪʠʡ ʧʨʦʛʨʘʤʤʳ ʠ ʧʦʣʫʯʝʥʠʷ ʜʠʘʛʥʦʩʪʠʯʝʩʢʠʭ ʜʘʥʥʳʭ. ɿʘʱʠʪʘ 

ʣʦʢʘʣʴʥʦ ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʜʘʥʥʳʭ ʚʳʧʦʣʥʷʝʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʥʘʩʪʨʦʝʥʥʳʤʠ ʠ ʧʨʠʤʝʥʷʶʱʠʤʠʩʷ 

ʧʘʨʘʤʝʪʨʘʤʠ ʧʨʦʛʨʘʤʤʳ. 

Kaspersky Embedded Systems Security ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ 

ʣʦʢʘʣʴʥʦ: ʚʳ ʤʦʞʝʪʝ ʠʟʤʝʥʷʪʴ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʜʦʩʪʫʧ ʢ ʦʙʨʘʙʘʪʳʚʘʝʤʳʤ ʜʘʥʥʳʤ, ʠʟʤʝʥʷʪʴ ʩʨʦʢʠ 

ʭʨʘʥʝʥʠʷ ʪʘʢʠʭ ʜʘʥʥʳʭ, ʯʘʩʪʠʯʥʦ ʠʣʠ ʧʦʣʥʦʩʪʴʶ ʦʪʢʣʶʯʘʪʴ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ, ʚ ʨʘʤʢʘʭ ʢʦʪʦʨʦʡ 

ʚʳʧʦʣʥʷʝʪʩʷ ʨʝʛʠʩʪʨʘʮʠʷ ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʠʟʤʝʥʷʪʴ ʧʫʪʴ ʢ ʧʘʧʢʝ, ʚ ʢʦʪʦʨʫʶ ʚʳʧʦʣʥʷʝʪʩʷ ʟʘʧʠʩʴ ʜʘʥʥʳʭ, ʠ 

ʝʝ ʘʪʨʠʙʫʪʳ. 

ɼʝʪʘʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʧʦ ʥʘʩʪʨʦʡʢʝ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ, ʚ ʨʘʤʢʘʭ ʢʦʪʦʨʦʡ ʚʳʧʦʣʥʷʝʪʩʷ 

ʦʙʨʘʙʦʪʢʘ ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʧʘʨʘʤʝʪʨʳ ʭʨʘʥʝʥʠʷ ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʜʘʥʥʳʭ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʩʦʜʝʨʞʠʪʩʷ ʚ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʨʘʟʜʝʣʘʭ ʥʘʩʪʦʷʱʝʛʦ ʈʫʢʦʚʦʜʩʪʚʘ. 

ɼʘʥʥʳʝ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʝ ʧʨʦʛʨʘʤʤʦʡ ʣʦʢʘʣʴʥʦ, ʥʝ ʧʝʨʝʜʘʶʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚ "ʃʘʙʦʨʘʪʦʨʠʶ 

ʂʘʩʧʝʨʩʢʦʛʦ" ʠʣʠ ʜʨʫʛʠʝ ʩʪʦʨʦʥʥʠʝ ʩʠʩʪʝʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚʩʝ ʜʘʥʥʳʝ, ʣʦʢʘʣʴʥʦ ʦʙʨʘʙʘʪʳʚʘʝʤʳʝ ʧʨʦʛʨʘʤʤʦʡ ʚ ʭʦʜʝ ʨʘʙʦʪʳ, ʫʜʘʣʷʶʪʩʷ ʧʦʩʣʝ 

ʫʜʘʣʝʥʠʷ Kaspersky Embedded Systems Security ʩ ʢʦʤʧʴʶʪʝʨʘ. 

ʀʩʢʣʶʯʝʥʠʝ ʩʦʩʪʘʚʣʷʶʪ ʬʘʡʣʳ ʩ ʜʠʘʛʥʦʩʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʝʡ (ʬʘʡʣʳ ʪʨʘʩʩʠʨʦʚʢʠ ʠ ʬʘʡʣʳ ʜʘʤʧʦʚ) ʠ 

ʬʘʡʣʳ ɾʫʨʥʘʣʘ ʩʦʙʳʪʠʡ Windows ʩ ʩʦʙʳʪʠʷʤʠ ʧʨʦʛʨʘʤʤʳ - ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʫʜʘʣʠʪʴ ʵʪʠ 

ʬʘʡʣʳ. 

ɺʳ ʤʦʞʝʪʝ ʥʘʡʪʠ ʜʝʪʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʨʘʙʦʪʝ ʩ ʬʘʡʣʘʤʠ, ʩʦʜʝʨʞʘʱʠʤʠ ʜʠʘʛʥʦʩʪʠʯʝʩʢʠʝ ʜʘʥʥʳʝ 

ʧʨʦʛʨʘʤʤʳ, ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʨʘʟʜʝʣʘʭ ʥʘʩʪʦʷʱʝʛʦ ʈʫʢʦʚʦʜʩʪʚʘ. 

ɺʳ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ ʬʘʡʣʳ ɾʫʨʥʘʣʘ ʩʦʙʳʪʠʡ Windows ʩ ʧʨʦʛʨʘʤʤʥʳʤʠ ʩʦʙʳʪʠʷʤʠ Kaspersky Embedded 

Systems Security ʩʪʘʥʜʘʨʪʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ. 

ʃʦʢʘʣʴʥʘʷ ʦʙʨʘʙʦʪʢʘ ʜʘʥʥʳʭ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ ʧʨʦʛʨʘʤʤ r

ɺ ʧʘʢʝʪ ʫʩʪʘʥʦʚʢʠ Kaspersky Embedded Systems Security ʚʢʣʶʯʝʥʳ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʝ ʢʦʤʧʦʥʝʥʪʳ 

ʧʨʦʛʨʘʤʤʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʳ ʥʘ ʚʘʰʝʤ ʢʦʤʧʴʶʪʝʨʝ, ʜʘʞʝ ʝʩʣʠ ʥʘ ʥʸʤ ʥʝ ʫʩʪʘʥʦʚʣʝʥʘ 

ʧʨʦʛʨʘʤʤʘ Kaspersky Embedded Systems Security. ʂ ʪʘʢʠʤ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʤ ʢʦʤʧʦʥʝʥʪʘʤ ʦʪʥʦʩʷʪʩʷ: 

¶ ʂʦʥʩʦʣʴ ʣʦʢʘʣʴʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʦʡ. ʂʦʤʧʦʥʝʥʪ ʚʭʦʜʠʪ ʚ ʩʦʩʪʘʚ ʉʨʝʜʩʪʚ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʦʩʥʘʩʪʢʫ Microsoft Management Console. 
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¶ ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ. ʂʦʤʧʦʥʝʥʪ ʦʙʝʩʧʝʯʠʚʘʝʪ ʧʦʣʥʦʮʝʥʥʫʶ ʠʥʪʝʛʨʘʮʠʶ ʩ ʧʨʦʛʨʘʤʤʦʡ Kaspersky 

Security Center. 

ɺ ʧʨʦʮʝʩʩʝ ʚʳʧʦʣʥʝʥʠʷ ʦʩʥʦʚʥʳʭ ʬʫʥʢʮʠʡ ʧʨʦʛʨʘʤʤʳ, ʦʧʠʩʘʥʥʳʭ ʚ ʥʘʩʪʦʷʱʝʤ ʈʫʢʦʚʦʜʩʪʚʝ, 

ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʝ ʢʦʤʧʦʥʝʥʪʳ ʧʨʦʛʨʘʤʤʳ ʣʦʢʘʣʴʥʦ ʦʙʨʘʙʘʪʳʚʘʶʪ ʠ ʭʨʘʥʷʪ ʥʘʙʦʨ ʜʘʥʥʳʭ ʥʘ ʢʦʤʧʴʶʪʝʨʝ, 

ʥʘ ʢʦʪʦʨʦʤ ʫʩʪʘʥʦʚʣʝʥʳ, ʚ ʪʦʤ ʯʠʩʣʝ ʝʩʣʠ ʫʩʪʘʥʦʚʣʝʥʳ ʦʪʜʝʣʴʥʦ ʦʪ Kaspersky Embedded Systems Security. 

ʂʦʤʧʦʥʝʥʪʳ ʧʨʦʛʨʘʤʤʳ ʣʦʢʘʣʴʥʦ ʦʙʨʘʙʘʪʳʚʘʶʪ ʠ ʭʨʘʥʷʪ ʩʣʝʜʫʶʱʠʝ ʜʘʥʥʳʝ: 

¶ ʂʦʥʩʦʣʴ ʣʦʢʘʣʴʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʦʡ: ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ ʩ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʧʨʦʛʨʘʤʤʦʡ 

Kaspersky Embedded Systems Security (IP-ʘʜʨʝʩ ʠʣʠ ʜʦʤʝʥʥʦʝ ʠʤʷ), ʢ ʢʦʪʦʨʦʤʫ ʚ ʧʦʩʣʝʜʥʠʡ ʨʘʟ 

ʚʳʧʦʣʥʷʣʦʩʴ ʫʜʘʣʝʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʯʝʨʝʟ ʂʦʥʩʦʣʴ ʧʨʦʛʨʘʤʤʳ; ʥʘʩʪʨʦʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ 

ʦʪʦʙʨʘʞʝʥʠʷ ʚ ʦʩʥʘʩʪʢʝ Microsoft Management Console; ʜʘʥʥʳʝ ʦ ʧʦʩʣʝʜʥʝʡ ʧʘʧʢʝ, ʚ ʢʦʪʦʨʦʡ 

ʧʦʣʴʟʦʚʘʪʝʣʴ ʚʳʧʦʣʥʷʣ ʚʳʙʦʨ ʦʙʲʝʢʪʦʚ ʧʦʩʨʝʜʩʪʚʦʤ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ (ʯʝʨʝʟ ʩʠʩʪʝʤʥʳʡ ʜʠʘʣʦʛ, 

ʦʪʢʨʳʚʘʶʱʠʡʩʷ ʧʦ ʢʥʦʧʢʝ ʆʙʟʦʨ). ʌʘʡʣʳ ʪʨʘʩʩʠʨʦʚʢʠ ʂʦʥʩʦʣʠ ʧʨʦʛʨʘʤʤʳ ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ 

ʩʣʝʜʫʶʱʠʝ ʜʘʥʥʳʝ: ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ ʩ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʧʨʦʛʨʘʤʤʦʡ Kaspersky Embedded Systems 

Security, ʢ ʢʦʪʦʨʦʡ ʚʳʧʦʣʥʷʣʦʩʴ ʫʜʘʣʝʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ, ʠʤʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʧʦʜ ʢʦʪʦʨʦʡ 

ʚʳʧʦʣʥʷʣʦʩʴ ʫʜʘʣʝʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ. 

¶ ʇʣʘʛʠʥ ʫʧʨʘʚʣʝʥʠʷ ʤʦʞʝʪ ʦʙʨʘʙʘʪʳʚʘʪʴ ʠ ʚʨʝʤʝʥʥʦ ʭʨʘʥʠʪʴ ʜʘʥʥʳʝ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʝ Kaspersky 

Embedded Systems Security, ʥʘʧʨʠʤʝʨ, ʥʘʩʪʨʦʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ ʟʘʜʘʯ ʠ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ, 

ʧʘʨʘʤʝʪʨʳ ʧʦʣʠʪʠʢ Kaspersky Security Center, ʜʘʥʥʳʝ, ʧʝʨʝʜʘʚʘʝʤʳʝ ʚ ʩʝʪʝʚʳʭ ʩʧʠʩʢʘʭ. 

ɼʘʥʥʳʝ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʝ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ ʧʨʦʛʨʘʤʤʳ, ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʥʝ ʧʝʨʝʜʘʶʪʩʷ ʚ 

"ʃʘʙʦʨʘʪʦʨʠʶ ʂʘʩʧʝʨʩʢʦʛʦ" ʠʣʠ ʜʨʫʛʠʝ ʩʪʦʨʦʥʥʠʝ ʩʠʩʪʝʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚʩʝ ʜʘʥʥʳʝ, ʣʦʢʘʣʴʥʦ ʦʙʨʘʙʘʪʳʚʘʝʤʳʝ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʤʠ ʢʦʤʧʦʥʝʥʪʘʤʠ ʧʨʦʛʨʘʤʤʳ ʚ ʭʦʜʝ 

ʨʘʙʦʪʳ, ʫʜʘʣʷʶʪʩʷ ʧʦʩʣʝ ʫʜʘʣʝʥʠʷ ʵʪʠʭ ʢʦʤʧʦʥʝʥʪʦʚ.  

ʀʩʢʣʶʯʝʥʠʝ ʩʦʩʪʘʚʣʷʶʪ ʬʘʡʣʳ ʪʨʘʩʩʠʨʦʚʢʠ ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ - ʨʝʢʦʤʝʥʜʫʝʪʩʷ 

ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʫʜʘʣʠʪʴ ʵʪʠ ʬʘʡʣʳ. 

ɺʳ ʤʦʞʝʪʝ ʥʘʡʪʠ ʜʝʪʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʨʘʙʦʪʝ ʩ ʬʘʡʣʘʤʠ, ʩʦʜʝʨʞʘʱʠʤʠ ʜʠʘʛʥʦʩʪʠʯʝʩʢʠʝ ʜʘʥʥʳʝ 

ʚʩʧʦʤʦʛʘʪʝʣʴʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ ʧʨʦʛʨʘʤʤʳ, ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʨʘʟʜʝʣʘʭ ʥʘʩʪʦʷʱʝʛʦ ʈʫʢʦʚʦʜʩʪʚʘ. 

 

ɸʢʪʠʚʘʮʠʷ ʧʨʦʛʨʘʤʤʳ ʩ ʧʦʤʦʱʴʶ ʣʠʮʝʥʟʠʦʥʥʦʛʦ 
ʢʣʶʯʘ 

ɺʳ ʤʦʞʝʪʝ ʘʢʪʠʚʠʨʦʚʘʪʴ Kaspersky Embedded Systems Security ʩ ʧʦʤʦʱʴʶ ʬʘʡʣʘ ʢʣʶʯʘ. 

ɽʩʣʠ ʚ Kaspersky Embedded Systems Security ʫʞʝ ʜʦʙʘʚʣʝʥ ʘʢʪʠʚʥʳʡ ʢʣʶʯ ʠ ʚʳ ʜʦʙʘʚʠʪʝ ʜʨʫʛʦʡ ʢʣʶʯ ʚ 

ʢʘʯʝʩʪʚʝ ʘʢʪʠʚʥʦʛʦ, ʪʦ ʥʦʚʳʡ ʢʣʶʯ ʟʘʤʝʥʠʪ ʨʘʥʝʝ ʜʦʙʘʚʣʝʥʥʳʡ ʢʣʶʯ. ɼʦʙʘʚʣʝʥʥʳʡ ʨʘʥʝʝ ʢʣʶʯ ʙʫʜʝʪ 

ʫʜʘʣʝʥ. 

ɽʩʣʠ ʚ Kaspersky Embedded Systems Security ʫʞʝ ʜʦʙʘʚʣʝʥ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ ʠ ʚʳ ʜʦʙʘʚʠʪʝ ʜʨʫʛʦʡ 

ʢʣʶʯ ʚ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ, ʪʦ ʥʦʚʳʡ ʢʣʶʯ ʟʘʤʝʥʠʪ ʨʘʥʝʝ ʜʦʙʘʚʣʝʥʥʳʡ ʢʣʶʯ. ɼʦʙʘʚʣʝʥʥʳʡ ʨʘʥʝʝ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ ʙʫʜʝʪ ʫʜʘʣʝʥ. 

ɽʩʣʠ ʚ Kaspersky Embedded Systems Security ʫʞʝ ʜʦʙʘʚʣʝʥʳ ʘʢʪʠʚʥʳʡ ʢʣʶʯ ʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ, ʘ ʚʳ 

ʜʦʙʘʚʠʪʝ ʥʦʚʳʡ ʢʣʶʯ ʚ ʢʘʯʝʩʪʚʝ ʘʢʪʠʚʥʦʛʦ, ʪʦ ʥʦʚʳʡ ʢʣʶʯ ʟʘʤʝʥʠʪ ʨʘʥʝʝ ʜʦʙʘʚʣʝʥʥʳʡ ʘʢʪʠʚʥʳʡ ʢʣʶʯ, ʘ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʢʣʶʯ ʥʝ ʙʫʜʝʪ ʫʜʘʣʝʥ. 












































































































































































































































































































































































































































































































































































































































































































































































































































































































































































