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9" BtcOdz f &dzf lgd s+ f smistsw dzdzlz 8 LOMdbE fthmd fitodBEE (ficts
sBl jCIsr WO2dse 52 fd Mmfstg @3S i ISCEEGIdE. ¢ IsjGoi@ 2 &9 200 Kakzdensiky Embedded

Systems Security 2.2 o"ftsdzd"jls LOHOYyk "ltwtseo jtcl O 9 0Oydz n ¢

1 smdzj EMlsOdzssoa Cd Kaspersky Embedded Systems Sec wHrji2thsozf.w2

T 1ot EmisdIs LOHOyYyk tsB dztso dzj dzd w B OL Kaspgr s2ky2 . E mbssfipdeje d
Kaspersky Embedded Systems Sedqdmitdg 2c20ddsjsd j8c@L s BBl
9j 65 Mmufiddf@dnils O € j . tdStsdzd dzhn 2 sfpw  MeOL k2 yJ tBdtse s B
Security 2.2. 1 dz¥ stsets 9 Odz dzlzy dzBH O QY s desd dzj dzedj B OL f tots @ to O dzdz”
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BOL BREHJjIls of fsdzdgv Is! iqw COYH'M 2 yOf Mmisc dz@bfsddisy Qi d i O dad &
1 0ftedd3jte, or dsyjlj LOfEkMIsdls: L OHOYk [ B datso dzjCdadfko daidrL:

KAVSHELL UPDATE /KL /PROXY:proxy.company.com:8080 /AUTHTYPE:1 /PROXYUSER:inetuser
/PROXYPWD:123456

ltcd {Issd3 tsBdetsodzi dzgdw BOL Kaspersky EmbeddednmFies j sms
sBdetso dzj dzd?2 " [ OBtsteOltsted d s Offilffij ldemEdadetss 5 tuBtsdpHodddg | dded?) 1 tot
ftotsGifptfo j to (OHte j-Mpj o es©@fMd proxy.company . mdmihsdz § tso l©dzd
HazH sMisEf)Ptce j ok oMot ddets? Htose j oS d f sH dzd eaddeffijiatdon) Mi c r
mMyd sdes?2 LOfdMm:' s (dJigvw sdz L1IBMB)sjdzv: inetuser; f Ottd

T 117§ sdzded Is ! ] ol jrte Stz de@nis j 2 S tsBf ! 6 Isj 6O, ifqpdzd fjtejH kfl
Systems Security 2.2 dzQ O dh O i3s3 € =dijif + 440 tzimls Odetseo dzj dzO Odelsd o iz f
fno € dzt yj dedets? WEdeC ydj 2?2 ¢Olsasodedzs? L Oh st

3 vyilssB" of ff sdzdzd Is LOHOYk 1 tetsdnf e8&0 § O F dr'd3© das elztk fr) 1) Js I ts €
or f sdzdzd Isj ) d€jtsHd dizHidz
KAVSHELL SCANCRITICAL /W:scancritical.log
ClkO CBOdZHO MshRtOd™ jIs ) ktodt@® daj" & dadzjodsd '€ ZfE@YSjD g
1 1 Ombbtetsdls! ko jHBdd] dedtwh BH dsdddednin Isktealpteta Gyktgms Seavbitg 2124 e d

[SBOodzj dzdj d bkHOdj dedj © tsRisERRidalstse . 1 to

s 5 3t s dgjisdiss te ts dz! L etz ls PdzOo dzd o O Ismw  Oo lsdzjdpl iy dets i MALCJOL © b OdE-
oM dmMSj L dOyjded?2 Cdz6é yo ADDLOCAL, HEBOoa dzww ddzd EZHOdzvw ¢
Security 2.2.

3 YistsB"T HtsBOodls! 1CtsalkZff s daAsts IsQdgi@BdEg o] O dizdfifls © dzts o dzj dzdz" o3
Codsf sdaj dels O3, o' f ts dzdfqtisdiO dgtizj:H 2 s h Iz

msiexec /i ess.msi ADDLOCAL=0as, Qds /gn
d dzd
\ compute r\ setup.exe /s /p "ADDLOCAL=0as, Qds”

{ Mdzd or IHAIOSdHEGSRY sdzj dzlsr, SCbtster j Rtlsdlsy EfMlsOdtsea dls! , dats
Kaspersky Embedded Systems Security 2.2 gdgfjtdgilsddsizso dls ¢

3 YistsB' EZHOddl! bkilsOdzsse dzj dadz’ | § 5B t5dzg EatBOczH b 1 f tsdzdzd Is §

msiexec /i ess.msi " ADDOCAI=0as,AppCtrl,Ksn,AntiExploit,DevCtrl,Firewall,
Loglnspector,AKIntegration,PerfMonCounters,SnmpSupport, TrayApp,AVPro
tection,RamDisk REMOVE=0Ods,Fim "/ qgn
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L HOdz] #dzbpersky Embedded Systems Security 2.2.
) tod di3) & 5 3O dzH
3 vyissB" BkHOdQ]Is!' Entbadslagu SystenksyBecurity 2.2fiL O dh O d@i3sets CsdiBY * ¢ Isj -
o' f sdzdzd Isd ) d€Hop dizHiAz
msiexec /x ess.msi /gn
d dzd
1 rdzv ©B®RteWHdEs2 i fnd6lsd mkizdzs 2
msiexec /x {D8279E25 - E44F- 4164 - 8651 - 10123E2E30EA} /gn

T rdv x@d4tewHds2 s ndeisd ekdedets 2
msiexec/ x{E8584EDC - 0675-4784- 96E5- FD10C26A613E} /gn

3 YlssB" EHOd]I! s tsdzitsdz! Kaspersky Embedded Systems
Mdzi HizZ QR3O dzH Iz :
msiexec [/ x esstools .msi /qgn
d dzq
T 1 dzv ®RtWHds?2 i jnd®lsd mkdzdzs 2
msiexec /x {A727008F - F8CG 4B35- 848A- 1AECEEF22178} /gn

1 1w £O4tewHBEE2 i g@isd sEizdzts 2
msiexec /x {D978C311-2D2D- 41A3- 8158- BDR7149 CCI}#}/ qgn

3 vyissBr BEZHOddIs! Kasper sky Embefgud@Ehdd "SOyjsdgtecntss SSedgtiu! reilst jy
A slsstetsd3 2 Mls Odztdsolzjfd@Ac deyhdgf o' f s dzddfsgOdgHidg H Iz h 2

1 v ®®RtewHds?2 i ng6isd sizdzts 2
msiexec/x{D8279E25 - E44F- 4164 - 8651 - 10123E2E30EA} UNLOCK_PASSWORD=***/gn

T v ©6086YHoGs?2 i Hyelsd eds?
msiexec/x{E8584EDC - 0675 - 4784 - 96E5- FD10C26A613E} UNLOCK_PASSWORD=***/gn
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25003 Kaspersky Embedded Systems Security 2.2 dzidz3tsy j Is B ' s Ha@@s©difs'e ddg fdc
fsEftcOQodzjdzgd jdz { ss2 o jtemdd Micros@ff zmWilsg o gOMIs)
ftescteOdd3r , f toj HHOABA- 2O (b zdzlz®2 o jtedd Microsoft W

25004 [ BdzOtclzy j dots dzj Mseo 3 Misdd3tsy fescteOBdBdetsy 5B J MY 4 ud dz
fpdzj Hizs M jj fescteOdddets] 8 MY J Wi dad j : Bdsabifedsh e jdijffy
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Hjtey do Oj Bsets StsdkzdyjMmMsoO kMstes2mise Wdd sttoydd.

27303 | d dzls d o d to lz f) cEzjlzO B D iz .
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Security Center
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Security Center, sfdmMoOded] ftesyjHEzter EMlsOdzetse € d d EkHOdzj ded
Kaspersky Security Center, 0O OS] tfdmoddj Hj2Msad?2 ¢ smd

11900 H § dzj
IBhdd Mo M Odses ¢ uydtdL Kasper.sky..Sec.ur.i.ty..Ce.nt.&9
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[Bhdj Mo jteigzdgdfOdzso ¢ j yjtejL Ka€gntemr sky S

Il dsydlsi EMlsOdisea dls! Kasper sky Embedde dSeQuitsQertenfyt tSBEhurs t y
LOHOYd k&HDBiS eatizs? C d .

1 smdzy orf ftsdzdzgj ded™w L OHOUYd EZHOMz] dedes? EMlsOdzso € fteseOBBO K
ZMmis Odets dntiz z@OC so " d3d f GA@IR);dhy SlsttedD SEdeff~' & Is j O R .

Ir ditsy il tBi jHdddIs! otoHitglz Cotaipff fetds j @&H i3 ded MlsteJtetso Odedw d iyt
HaizkMisOdzso € d Kaspersky Embeddt@ By & Isg mostc Bf&fesdr i ty 2. 2

I Bsyilsy MtsL HOIs! LOHOYEZ BkHOdzj dedets?2 EMmlsOdzetse € d HKAZEOB dsitcOk y

Csdstf ! 8 Is jdgitsB |,  dzj dzdzd B H dzlz ez f &z OH d3d didtddlsjtc d tdftsoL Qud@rdrd. d 90
Wistedzdteso Ols Mfdmtss ©GlsH da® il Stcr § s dY © j¢ bBslg jielssfigw, EMilsOdzso d Is
Systems Security 2.2.

]l SHistsB dzOW  d da¥LsQedsDud Wiz H O dzj dzdzts 2 Iz fry lso@ dftceDMefis pdnskyHSEdaritydOsritpy.

l cOaH@zEMIsOdzso € ddzd EZHOdzj dzedw Kasper sky
Security 2.2

VujlsdzOv L Ofdf, SCobs@EO®OUj 'k HADNdgdEE2 kflsOdse Cd (st fdaf v
OH i3q dzd M Is @B @ L EEHBON M Oj i3" 7 ¢ sap'fipjls] sz yOow 7, ¢ WEldsjz Oydfj2H 2 &

T 10 St sds wIOBtr = o ~BBIsdlsy EfMlsOdztse dIs! Kaspersky Em
EmMsOdzso dzj &z ¢cjdels OHMBJdzd Mistcd tetso Oded W Kas psdis sk OS sd3u r
Hsd3j dzgj dzOR tSHWIsfyw  CdooRtdz] sy IQ)istet SzGc: tatfelifiefefsts d3j dzlz ) .

{ Mdzd ¢ G J dzls OH B dzd ipisjls ) s @ azCdtd@E s dzf " Y Is 6Or, o By jbi
o d&3j Mfgkpspersky Embedded Systems Security 2.2 imif s d3tsh + & LOHOYd EHOdzj |dzdzts?2
1 jtoj H FPmMsOdzse € 52 ¢ ¢ J dzls Oz BQwdidsdedni Is tc dqudds® O bzt § Is dzO W L OF
ECOY pls@HOVY), se8BRifdE OH i3d daip® 1O @ Istlsistezi ' ¢ Isj oo .

1 IMmj] SoRf ' &@psie’ j of Aatlkdly EkMlsOdasse s Kaspersky E
dzOR tsH VW istdes d3  H Shggjjdgio j esds OH B3Pdflstcd totstoj oo j o OH osd dad M
LOtej e dMmisfdstatg Gdes?2 L O dfM! ¢ ¢ H d&3d dadnfipis A\Grsitg to  (Hj HiggddzO IS(O  I2-
LOfdM! ©B&ZOHO]jIs { tcOo QAaEE(ts B ‘a3 IeEiR OB ts tc O

15 Zl@sdzyOdzd® L OHOYO kH Odzj dedstisdn dshple @dszOW  szdpistOtiazd (&m Y Is dzts 2
LOf d fiff 4,00 OB S tlttets? tdBdsiad)fiss tadddnoj Quizd v .

] Gtezy ftsor n LOHOKPr, LOMEPOHFcO ¢ sSdfolsddgitgddson, BF dz o' BicOd
Wisted tetso O dzdzts 2 ZmisOdzso € d (zZHOdzj ded v ) , z unjdgjida@s b . B d fif'tc O &
de@ dzd § dalsSipS o3 © Is j t6 :

1 §cOods@H Odzj dadz’ 21 te O tkMEd3;
T  tcOo OaBej ) ZAGMMInG;
1T fcOolstiseC Oy Mfipdzliy B '

UMsOdso SO d kEHOMj ki fttdisodd
59



KASPER{KY3

L s O dzKasH&sky Embedded Systems Security 2.2 yJ tej L
Kaspersky Security Center

] SHtetsB dzZOW d dz¥sts s 3B ] f to Odadfmils O dzdzy yd sdzdztsets f OCjIsO d MiSL H O
EMmlsOdzse € d Mmday Hizj StasjodustfirftplsdajjH toj dzd ¥ Kas p eCemeky Secur ity

{ Mdzd o'  zOwAdzzdelsd " i &3 k2§ tcOo dzv Is Kaspersky Embedded Syst
Security Cent dsrts, ot ofjtsHizfii js fil Wiz fipdig oHdzs :h d j

1T 10 Sodif HEmidQdetso dzj dzdz" d3 o jteo jtesdz OH B dzd Mistcdtetso Odzad W K
EmMlsOdzso dzj dz 1 dzOGc ddz I \pecBuctk|cfdatftiexe (@ & © &3fzdzj € Is § fsmMlsOe € d
Embedded Systems Security 2.2).

T 10 LOMdROLERY! s IsjtcOr EMlsOdetsodzj dz ¢cj dzls OH BB dzd isted totso C
dzQ@ Oh dh O i3 7 ¢ G dFlZ fldsQdEs®rdz dz ¢ ¢ j dzls OH B dzd Mistcd tes o Oded W
i et sy des [k Mmls O dzigladplersky Emiggddets Systems Security 2.2 f sdi3tsh + 8 yd OH O
ZHOd] ddggsDdzts o € d .

lr sOC xJ Bsy J sy ftcjHOo OtedIlsj dz! dzts o el fj vk deddlsi dzd d@dtshiptidf te o tdsty ota®
OHOdz dzj 2N Jj 3 EftcOo dzvw Is! f O PEzRtsW'O3d & @d Isfdd d Ctezf fsor o
Security Center.

3 YyissB" EmMlsOdztse Is! K a s Pystens Becuritlf nbfigf dsdisasd * ¢ L OHOYd EH O
EMisOdzso €d, o fsdzdzd pd MBazgwuize h dJ

1. 10 kfmisdlsjy stdmtsdz? OHBJdzdMistcdBemterOdzdw Kaspersky Securi

2. 1 Kaspersky Security Cent @adzj dadaOw o | licfidd BtwadNQjddedzts d3 L
R dzffls O dzczw \ d ts dddz o' BYjALdjls ] @ Otcd Olzls d dzfls O dzcz™ \ ¢ tizdzdz's 2 to P BB s
" OBtttOstdd sOMYfjtmSscs"

3. lojudly ddw d dzlf @&drdsQd ts dzdzts 6 15

4. I Bjtedls] WOHS bk zkUHO f§sMsOoCd Kaspersky EorftOeyd dndsh jS
%02 &0 d dzfyls O dzdp'O§ ¢f tedRdzts ¢ B

[5C ] lshmwd pLdasd tdades j Mse dzOh jSdmsdpl dfH J dewizf{asdf'C dts iy Is o

5 [(fdzd o ftsydlsOodd [ dyjde dsdedetsy Msc dzON | dag gz tefts H ttsdendjlsagafc™
EMsOdzso € d EMlsOdzese dlsj W dzoy € d, Mo dH j Isjf dzdAtply o 2™ d jd, [nurisdid
ZOMmlssw hd gisdzf d sdedes e 5 fipfd asdd@fhisjddedzy € tsdeW d H j deyd Odz! detsmis d CE
5B tc OB HICKdlz" -

]l O3 dzzy dets  ff ted daw¥ Is Ehmdzseo dw [ duyj dal dsdedese s Mtse dz@h j dzd
Hdzf tetsH 5 dzyizj i@ dzts o € d .

VMlkiEse SO d bkHOM) ddj §tetscteOdd
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6. YlstsBT dL dgPdetfls! EMisOdzOo dzd o O d@3" =  SytEdglferddin) Syldos Secwmity g.2 r s k
( MBOL H jrdz di3] dzj dzd j MsMis0o 0O C(Rftdj dzsse d otmMMmMisOdatse dzj oz
Security 2.2" dz@nls 80) (Ot O3y Ister Hfifk Geziky OdiftsOL H ] @tc OB Ister EMls Odzt
EHOdzj dzd W d dn ¢ dzs yd @ wiydrtzy dzs? @S g " 'C @0 EvElh d o ws
od dzils Odzczw yd sdzdzts B f OC j Isj , Hejr2tfipscadgdls j fdzj Hize h dj
a. ]l Kaspersky Security OCeaotzg ddi@®OdegacUdls] kL j dz
b. I & o dzsy j dzdssddn IdzQ dddgw \ d ts dzdz' ejtc O BQYjj 97 5B ZOMGH dzlis € iplsdtis jj o

ML HOdzdzse 5 d dzeMls Odzdzw ydsdzdese s § ©OC jIs©O Kaspersky Embe
CsRBOdpis? MIse O

c. | ©Cumis2fiss O: <dzOL o Odzdj d dzfls Odztk®y ¢ fiy dBEESCIES S § P iz s |
fdzj HiZs W jdAmise dw:

a | cezffj (O0EhHHBPEOEERY)O0jC sk sdigisOdzso dlsj % &zOy ¢ d
fndzOL 9 Odzd v d3qd Ctli3f sdzj dzlstso Kaspersky Embedded Sys
- lsdzdnjls Odzs o d Is* .

b. vyissB' ECOLOL! §0fCE 20 GO dzd kMl Sfsnzdstpdzip@tzd s , SO
dqaisv § Of ¢ §dzf 8 fftizdsjOf WD L dzO Y. dzed

1 ST OS] dzOL dzOyj dedw sy jlk  MH ey Ok  Mmdflsj dgdz j
S OL O dzdzts 8z Ssdz® SR @ ¢ Isj o) , Misdz® OBzDH j Is

c. | RV AR ff O tor Oty tisdedspls j oz dzr § ff Ote OB Is te dzO ) iz thtis Distzts
Mdzj HEs P QOB Ister :

T Jryftssdkddgsds Qteemdzzs ftese jtoCkE CoBEMOJAsO®CHjtci H dzO
T 1Cdzs ydls!: ffistswddzdzs L O lsle PRz bMisOdzse € d
1 1 sBOaQdC dzs Yyj dedwW a3 W O dzr , ljprdseftzj dzH 59 Odzdz j
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d | HdOscsatdw2imbdD: <dOL o Odadj d dails Odiolzy dyofiisfjcdetafcadlz  OC j
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8. 10 zMmisdIlsj ML HOdzdzk® L OHOYk BkEHOdzj dzdzts?2 EMlsOdz®8.Cd Kaspe
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4 2Mmisy ¢ Hdzjnls © dztKaspefsky Embedded Systems Security 2.2

1 sfmdzj EmMlsOdzso € d Kasper sky Embedded Systems Security 2
Embedded Systems Security 2.2 d&z& sd3ff ! ¥ Is jOc OB OC % J or ff tsdzdzd Is ltese jteC Iz
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