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Zoom Video Communications, Inc.
Global Data Processing Addendum

This Data Processing Addendum (“Addendum”) forms part of the Master Subscription Agreement,
Terms of Service, Terms of Use, or any other agreement pertaining to the delivery of services (the
“Agreement”) between Zoom Video Communications, Inc. (“Zoom”) and the Customer na
Agreement and/or identified below to reflect the parties’ agreement with regard to't
Personal Data (as those terms are defined below).

In the course of providing the Services to Customer pursuant to the Agreement, Zdom ocess
Personal Data on behalf of Customer and the parties agree to comply wj ing Provisions with
respect to any Personal Data, each acting reasonably and in good fait

In the event of a conflict between the terms and conditions of this Add
terms and conditions of this Addendum shall supersede and control to tF

the Agreement, the
t of such conflict.

1. Definitions

1.1. “Applicable Data Protection Law” means any legislat regulatory regime enacted by a
recognized government, governmental or administfatisie entity with the purpose of protecting
the privacy rights of natural personsger households consisting of natural persons, in particular
the General Data Protection Regulatio
the European Union Member States ersonal Information Protection and Electronic
Documents Act (“PIPEDA”) S.C. 2000,\ch. 5,'9Rd any provincial legislation deemed
substantially similar to PIPEDA to the procedures set forth therein, and the California
Consumer Privacy Act (“CC

1.2. “Authorized Subpfe@

receive Person @

f2018.

SSOr a subprocessor engaged by Processor who agrees to

om Processor exclusively for Processing activities to be carried out on
behalf of Customé dance with Customer instructions, the terms of this Addendum
and the terms of the\@ikitten subcontract and who is either (i) listed in Exhibit C or (ii)
authorize Customer to do so under Section 5 of this Addendum.

1.3. “Contraller@means the entity that determines as a legal person alone or jointly with others
d means of the Processing of Personal Data. Controller or “data exporter”

Customer" means the contracting party set out below in the signature line.
1.5. a Subject” means the identified or identifiable person to whom Personal Data relates.

1.6. “Instruction” means a documented direction issued by Customer to Zoom and directing Zoom
to Process Personal Data.

1.7. “Personal Data” means any information relating to an identified or identifiable natural person,
including information that could be linked, directly or indirectly, with a particular Data Subject.
For the avoidance of doubt, Personal Data excludes anonymous data, and includes Sensitive
Personal Information.
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1.8. “Personal Data Breach” means a breach of security leading to the accidental or unlawful
destruction, loss, alteration, unauthorized disclosure of, or access to, Personal Data
transmitted, stored, or otherwise processed.

1.9. “Privacy Shield Principles” means the Swiss-U.S. and EU-U.S. Privacy Shield Framework and
Principles issued by the U.S. Department of Commerce, both available at
https://www.privacyshield.gov/EU-US-Framework.

1.10. “Process” or “Processing” means any operation or set of operations which is performed upon
Personal Data or sets of Personal Data, whether or not by automatic means, such as
collection, recording, organization, storage, adaptation or alteration, retri
disclosure by transmission, dissemination or otherwise making available,
combination, restriction, erasure, or destruction.

1.11. “Processor” means a natural or legal person, public authority, agency @

Agreement refers to Zoom.
1.12. “Sale of Personal Data” means the disclosure of Personal D3
written agreement that requires the

as protective as those applicable to
Personal Data.

service provider to take data protection measures
Zoom under this Addendum, shall not qualify as

1.13. “Sensitive Personal Information” means a JEEL’s (i) government-issued identification
number (including social security nufhber, er’s)license number or state-issued
identification number); (ii) financial acg@unt r, credit card number, debit card number,
credit report information, with or ou required security code, access code, personal
identification number or passw thiat wodlld permit access to an individual’s financial
account; (iii) genetic and biometri or data concerning health; or (iv) Personal Data

revealing racial or ethnic o @ litical opinions, religious or philosophical beliefs, or trade
union membershj d thelRrocgssing of genetic data, biometric data for the purpose of

entation, criminal convictions and offences (including commission
of or proceedings fo offense committed or alleged to have been committed), or trade

union me rship.

1.14. “Services” ns the various video conferencing, web conferencing, webinar, meeting room,
screg g and other collaborative services as well as voice connectivity services and shall
havé 2aning set forth in the Agreement.

Standard Contractual Clauses” means the agreement executed by and between Customer
d Zoom and attached hereto as EXHIBIT D pursuant to the European Commission’s decision
10)593) of February 5, 2010 on standard contractual clauses for the transfer of personal
data to processors established in third countries which do not ensure an adequate level of
protection.

1.16. “Supervisory Authority” means an independent public authority responsible for monitoring
the application of Applicable Data Protection Law, including the processing of personal data
covered by this Addendum.

2. Roles of the Parties
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Where Applicable Data Protection law provides for the roles of “controller,” “processor,” and
“subprocessor”:

2.1. Where Customer is a Controller of the Personal Data covered by this Addendum, Zoom shall be
a Processor Processing Personal Data on behalf of the Customer.

2.2. Where Customer is a processor of the Personal Data covered by this Addendum, Zoom shall be
a subprocessor of the Personal Data. In such case this Addendum shall apply accordingly.

In no event shall Zoom assume or otherwise serve as a Controller of the Personal Data covereddy this
Addendum.

3. Processing of Personal Data

3.1. Customer shall, in its use of the Services, at all times Process Personal Dat dp

the Personal Data provided to Zoom by or on behalf of
Customer acquired any such Personal Data; and (iii)

to Zoom any Personal Data in violation of the Agre or otherwise inappropriate for the
nature of the Services and shall inderwify z rqm all'claims and losses in connection
therewith.

3.2. Zoom shall Process Personal Data onl (i) he purposes of performing the Agreement and as
set out in EXHIBIT A; (ii) in accord ith te terms and conditions set forth in this
Addendum and (iii) any other docu d Instructions provided by Customer; including with
regard to transfers of Perso @% atq to a third country or an international organization, unless
requiredtodoso b plicalile lawfto which Zoom is subject; in such a case, Zoom shall inform

information on im gkalinds of public interest. Customer hereby instructs Zoom to
Process Personal Datalim accordance with the foregoing and as part of any Processing initiated
by Customerfib its use gfthe Services, using means of processing that are reasonably necessary

and propo, ate to providing the Services. For the avoidance of doubt, Zoom shall not engage
in the Salgof nal Data.
348. Zoo mediately notify the Customer, where in its opinion an Instruction of the
to ringes Applicable Data Protection Law and request Customer to withdraw, amend

r confirm the relevant Instruction. Pending the decision on the withdrawal, amendment or
irmation of the relevant Instruction, Zoom shall be entitled to suspend the implementation
of'the relevant Instruction.

3.4. The subject matter, nature, purpose, and duration of this Processing, as well as the types of
Personal Data collected and categories of Data Subjects, are described in EXHIBIT A to this
Addendum. Following completion of the Services, at Customer’s choice, Zoom shall enable
Customer to delete all Personal Data, return to Customer all Personal Data, or delete all
Personal Data, and delete any existing copies in compliance with its data retention and deletion
policy, except as storage is required by applicable law. If return or destruction is impracticable
or prohibited by law, rule or regulation, Zoom shall take measures to block such Personal Data
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from any further Processing (except to the extent necessary for its continued hosting or
Processing required by law, rule or regulation) and shall continue to appropriately protect the
Personal Data remaining in its possession, custody, or control and, where any Authorized
Subprocessor continues to possess Personal Data, require the Authorized Subprocessor to take
the same measures that would be required of Zoom.

4. Authorized persons

Zoom shall ensure that all persons authorized to Process the Personal Data are made aware of the
confidential nature of Personal Data and have committed themselves to confidentiality (e.g.,
confidentiality agreements) or are under an appropriate statutory obligation of confidentiality.

5. Authorized Subprocessors
5.1. Zoom shall not engage a Subprocessor without general written authorizatj
5.2. Customer approves the Subprocessors currently listed at zoom

5.3. Zoom may remove, replace or appoint suitable and reliable f
discretion in accordance with this Section 5.3:

5.3.1. Zoom shall at least fifteen (15) days before enabling aRy#Few subprocessors to

agement in writing within ten (10)
days of receipt of the aforementione he Customer. To enable such
notifications, Customer shall visit .us processors and enter the email
address to which Zoom sh@ll sen ch fotifications into the submission field at the
bottom of the page.

5.3.2. If the Customer reasonably\obje 0 an engagement, Zoom shall have the right to
cure the objection t e of the following options (to be selected at Zoom's

sole discretion):

a) Z0 its plans to use the subprocessor with regard to Customer's

b) ake the corrective steps requested by Customer in its objection
ove Controller's objection) and proceed to use the subprocessor

with régard to Customer's Personal Data.

c) oom may cease to provide or Customer may agree not to use (temporarily or
permanently) the particular aspect of the Service that would involve the use
of such subprocessor with regard to Controller's personal data.

d) Zoom provides Customer with a written description of commercially
reasonable alternative(s), if any, to such engagement, including without
limitation modification to the Services. If Zoom, in its sole discretion, cannot
provide any such alternative(s), or if Customer does not agree to any such
alternative(s) if provided, Zoom and Customer may terminate this Addendum
with prior written notice. Termination shall not relieve Customer of any fees
owed to Zoom under the Agreement.

5.3.3. If Customer does not object to the engagement of a new subprocessor within ten
(10) days of notice by Zoom, that new subprocessor shall be deemed accepted.
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https://zoom.us/subprocessors

5.4. Zoom shall ensure that all Authorized Subprocessors have executed confidentiality agreements
that prevent them from unauthorized Processing of Customer Personal Data both during and
after their engagement by Zoom.

5.5. Zoom shall, e.g., by way of contract or other legal act impose on the Authorized Subprocessor
the same data protection obligations as set out in this Addendum. Zoom shall, exercising
reasonable care, evaluate an organization’s data protection practices before allowing the
organization to act as an Authorized Subprocessor.

5.6. Zoom shall be fully liable to Customer where that Authorized Subprocessor fails to fulfil its data
protection obligations for the performance of that subprocessor’s obligations to t
extent that Zoom would itself be liable under this Addendum had it condu

omissions.

5.7. If Customer and Zoom have entered into Standard Contractual Clauses
(International Transfers of Personal Data), (i) the above authorjze
Customer’s prior written consent to the subcontracting by Zofm of the
Data if such consent is required under the Standard Contractlial Clausesfiand (ii) the parties
agree that the copies of the agreements with Authorized Subp hat must be provided
by Zoom to Customer pursuant to Clause 5(j) of the Standard Contractual Clauses may have
commercial information, or information unrelated to the §tandard Contractual Clauses or their
equivalent, removed by the Zoom beforehand, and h copies will be provided by the
Zoom only upon request by Customer.

6. Security of Personal Data @

6.1. Taking into account the state of the art, implementation and the nature, scope,
context and purposes of Processing the risk of varying likelihood and severity for the
rights and freedoms of natural p ns Zoo shall maintain appropriate technical and
organizational measures to e of security appropriate to the risk, including, but not
limited to, the security mea sat out in EXHIBIT B.

6.2. Zoom shall imple
involved, includinge

es to ensure a level of security appropriate to the risk

6.2.1. the pseuds ization and encryption of personal data;

6.2.2. e ability té ensure the ongoing confidentiality, integrity, availability and resilience
of@processing systems and services;

e ability to restore the availability and access to personal data in a timely manner
the event of a physical or technical incident; and

a process for regularly testing, assessing and evaluating the effectiveness of security
measures.

7. International Transfers of Personal Data from the EU

Any transfer of Personal Data made subject to this Addendum from member states of the European
Union, the European Economic Area (Iceland, Liechtenstein, Norway), Switzerland or the United
Kingdom (as long as it is treated like an European Union Member State) to any countries where the
European Commission has not decided that this third country or more specified sectors within that third
country in question ensures an adequate level of protection, shall be undertaken, in particular, through
one of the following mechanisms: (i) in accordance with the Swiss-U.S. and EU-U.S. Privacy Shield
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Principles issued by the U.S. Department of Commerce, both available at
https://www.privacyshield.gov/EU-US-Framework (the “Privacy Shield Principles”), or (ii) the Standard
Contractual Clauses set forth in EXHIBIT D to this Addendum. For the purposes of this Addendum, to the
extent Customer is a Processor, Zoom shall be deemed a “subprocessor” within the meaning of Clause
11 of the Standard Contractual Clauses (and therefore subject to all the provisions of the Standard
Contractual Clauses applicable to importers).

8. Rights of Data Subjects

9.

8.1.

8.2.

Assistance, Personal Data Breach and Audits

9.1.

9.2.

9.3.

9.4.

9.6.

9.7.

Zoom shall, to the extent required by Applicable Data Protection Law, promptly notif
Customer upon receipt of a request by a Data Subject to exercise Data Subject rights u
Applicable Data Protection Law. Zoom will advise the Data Subject to sub
Customer and Customer will be responsible for responding to such request, incldgling, whére
necessary, by using the functionality of the Services.

Zoom shall, taking into account the nature of the Processing, assi
appropriate technical and organizational measures, insofar as
of the Customer’s obligation to respond to requests for exerg
(regarding information, access, rectification and erasure, rest
data portability, objection and automated decision-makipg) unde
Law.

mey by
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ing the Data Subject’s rights
ion of Brocessing, notification,
r Applicable Data Protection

Zoom shall, taking into account the nature o rocessing and the information available to
Zoom, assist Customer in ensuring cofplian ith)its obligations under Applicable Data

Protection Law to conduct a data protegfien | assessment and with prior notice, assist
with consultations with the supervisefy au ity, where required.
Zoom shall maintain records suf demonstrate its compliance with its obligations under

this Addendum.
Zoom makes availak stofner all information reasonably necessary to demonstrate

compliance with gations1ald down in Art. 28 GDPR and allows for and contributes to
audits, including inSpg gasonably requested by the Customer.

Upon Customer’s requ@ oom shall, no more than once per calendar year make available for
view, copies of certifications or reports demonstrating Zoom’s compliance with
ecurity standards applicable to the Processing of Customer’s Personal Data.

rsonal data, inform Customer of the Personal Data Breach and take such steps as Zoom in
sole discretion deems necessary and reasonable to remediate such violation.

he event of a Personal Data Breach, Zoom shall, taking into account the nature of the
Processing and the information available to Zoom, provide Customer with reasonable
cooperation and assistance necessary for Customer to comply with its obligations under
Applicable Data Protection Law with respect to notifying (i) the relevant Supervisory Authority
and/or (ii) Data Subjects affected by such Personal Data Breach without undue delay.

The obligations described in Sections 9.5 and 9.6 shall not apply in the event that a Personal
Data Breach results from the actions or omissions of Customer. Zoom’s obligation to report or
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respond to a Personal Data Breach under Sections 9.5 and 9.6 will not be construed as an
acknowledgement by Zoom of any fault or liability with respect to the Personal Data Breach.
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EXHIBIT A

Details of Processing

Nature and Purpose of Processing: Zoom will Process Personal Data on behalf of Customer for the
purposes of providing the Services in accordance with the Agreement.

Duration of Processing: The term of the Agreement plus the period until Zoom deletes all Persopal Data
processed on behalf of Customer in accordance with the Agreement.

Categories of Data Subjects: Individuals about whom Personal Data is provided toZoGim via¥he S&fvices
by (or at the direction of) Customer or Customer’s end users, which may j ou itation
Customer’s employees, contractors and end users.

Type of Personal Data: Depending on Customer’s use of the Series, Pers a provided to Zoom via
the Services by (or at the direction of) Customer or Customer’s efigl users, including but not limited to
the following:

e Cloud Recordings (optional): Mp4 of all video, a presentations, M4A of all Audio, Text

file of all in meeting chats, Audio trans.cript fi
e In-Meeting Chat Logs
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EXHIBIT B
Technical and Organizational Security Measures

Zoom'’s technical and organizational security measures for Processing Customer Personal Data will meet
the Minimum Security Control Requirements set out in this Exhibit B (“Minimum Control
Requirements”). These Minimum Control Requirements are stated at a relatively high level. Customer
recognizes that there may be multiple acceptable approaches to accomplish a particular Minimum
Control Requirement. Zoom must document in reasonable detail how a particular control meets the
stated Minimum Control Requirement. Zoom may revise the Minimum Control Requirements
to time. The term “should” in these Minimum Control Requirements means that Zoom will
commercially reasonable efforts to accomplish the stated Minimum Control Requir
document those efforts in reasonable detail, including the rationale, if any, for deviation®

As used in these Minimum Control Requirements, (i) “including” and its derivatives'm
not limited to”; and (ii) any capitalized terms not defined in this Exhibit e sgme meaning
as set forth in this Addendum.

1. Definitions
1.1. “Systems” means Zoom’s production systems.
1.2. “Assets” means Zoom’s production assets.

1.3. “Facilities” means Zoom's production.faciliti ther owned or leased by Zoom (e.g., AWS,
data centers).

2. Risk Management

2.1. Risk Assessment Program. The e jvéness of controls must be regularly validated through a
documented risk assessment ram appropriately managed remediation efforts.

2.2. Risk Assessment. A Li
of controls that p

assesgfnentimust be performed annually to verify the implementation
Bbusine erations and Confidential Information.

3. Security Policy

A documented set of
services.

les and pgBcedures must regulate the Processing of information and associated

d Exception Process. Security policies must be documented, reviewed, and
h‘management oversight, on a periodic basis, following industry best practices.

communicated and socialized within the organization to Zoom personnel. Zoom personnel
must receive security awareness training on an annual basis.

4. Organizational Security

A personnel security policy must be in place to establish organizational requirements to ensure proper
training, competent performance and an appropriate and accountable security organization.

Zoom Global Data Processing Addendum, August 2020 9



4.1. Organization. Current organizational charts representing key management responsibilities for
services provided must be maintained.

4.2. Background Checks. Where legally permissible, background checks (including criminal) must be
performed on applicable Zoom personnel.

4.3. Confidentiality Agreements. Zoom personnel must be subject to written non-disclosure or
confidentiality obligations.

5. Technology Asset Management

Controls must be in place to protect Zoom production assets, including mechanisms to maintaintan

accurate inventory of assets and handling standards for introduction and transfer, r % osal
of assets.
5.1. Accountability. A process for maintaining an inventory of hardware and saft assets and

other information resources, such as databases and file structuge docWmented.

ific n of

5.2. Asset Disposal or Reuse. If applicable, Zoom will use industry st3
physical destruction as the minimum standard for dispo
documented procedures for disposal or reuse of ass

0 wipe or carry out
g of assets. Zoom must have

5.3. Procedures must be in place to remove data fro
Personal Data are stored, processed, or transamitied.
o

systems in which Customer

6. Physical and Environmental

Controls must be in place to protect systems awsical penetration by malicious or unauthorized
people, damage from environmental contaminapts and electronic penetration through active or passive
electronic emissions.

6.1. Physical and Environmental rity Policy. Physical and environmental security plans must
exist for facilities narigSiaM@Iving access or storage of Customer Personal Data.
Additional physt vironmental controls must be required and enforced for applicable

opriate environmental controls, including fire detection and suppression, climate control
d monitoring, power and back-up power solutions, and water damage detection.
ifonmental control components must be monitored and periodically tested.

7. Communication and Connectivity

Zoom must implement controls over its communication network to safeguard data. Controls must
include securing the production network and implementation of encryption, logging and monitoring,
and disabling communications where no business need exists.

7.1. Network Identification. A production network diagram, to include production devices, must be
kept current to facilitate analysis and incident response.
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7.2. Data Flow Diagram. A current data flow diagram must depict data from origination to endpoint
(including data which may be shared with Subprocessors).

7.3. Data Storage. All Customer Personal Data, including Customer Personal Data shared with
subprocessors, must be stored and maintained in a manner that allows for its return or secure
destruction upon request from Customer.

7.4. Firewalls. Firewalls must be used for the isolation of all environments, to include physical,
virtual, network devices, production and non-production, and application/presentation layers.
Firewall management must follow a process that includes restriction of administrativ
and that is documented, reviewed, and approved, with management oversight, o
basis.

7.5. The production network must be either firewalled or physically isolated fr
and test environments. Multi-tier security architectures that segment a
presentation layer, application and data) must be used.

7.6. Periodic network vulnerability scans must be performed and @ny criticaljyul

7.7. Clock Synchronization. Production network devices must have intéffial clocks synchronized to

reliable time sources.

7.8. Remote Access. The data flow in the remote conngctio
authentication must be utilized during the login

t be encrypted and multi- factor

7.9. Remote connection settings must limi® the y of remote users to access both initiating
network and remote network simultane@usly4i o split tunneling).
7.10. Subprocessors’ remote access,\f anyjust adhere to the same controls and must have

a valid business justification.

7.11. Wireless Access. Wirgless’access to the Zoom corporate network must be configured to
require authenticati encgypted.

8. Change Managem

Changes to the production sy s, production network, applications, data files structures, other
system components physicalfenvironmental changes must be monitored and controlled through a
formal change cont rocess. Changes must be reviewed, approved and monitored during post-
implementatio hat expected changes and their desired result are accurate.

and Procedure. A change management policy, including application, operating
vork infrastructure and firewall changes must be documented, reviewed and
pproved, with management oversight, on a periodic basis.

8.2. hange management policy must include clearly identified roles and responsibilities so as
td support separation of duties (e.g., request, approve, implement). The approval process must
include pre- and post-evaluation of change. Zoom posts service status and scheduled

maintenance at https://status.zoom.us.
9. Operations

Documented operational procedures must ensure correct and secure operation of Zoom’s assets.
Operational procedures must be documented and include monitoring of capacity, performance, service
level agreements and key performance indicators.
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10. Access Control

Authentication and authorization controls must be appropriately robust for the risk of the system, data,
application and platform; access rights must be granted based on the principle of least privilege and
monitored to log access and security events, using tools that enable rapid analysis of user activities.

10.1. Logical Access Control Policy. Documented logical access policies and procedur,
support role-based, “need-to-know” access (e.g., interdepartmental transfers, termi ns)

and ensure separation of duties during the approval and provisioning proc nt
provisioned must be uniquely identified. User access reviews must be conduct n a peripdic
basis.

10.2. Privileged Access. Management of privileged user accoup : se ag€ounts that

mustfollow a
e process must be
maintained to ensure appropriate provisioning of privileged ag

10.3. Authentication and Authorization. A documentedguthentication and authorization
policy must cover all applicable systems. That policy gdust\include password provisioning
requirements, password complexity requirementsy pa resets, thresholds for lockout
attempts, thresholds for inactivity, and assurance shared accounts are utilized.
Authentication credentials must be epcrypt cluding in transit to and from subprocessors’
environments or when stored by subprogessefs.

11. Data Integrity

Controls must ensure that any data store ed, controlled or otherwise accessed is accurate and
reliable. Procedures must be in place lidat ta integrity.
11.1. Data Transmission ColtrolsgProcesses, procedures and controls must be documented,

reviewed, and ag
integrity during tr

~@ ), with agement oversight, on a periodic basis, to ensure data
NS HATSE d to validate that the data transmitted is the same as data

received.
11.2. Datafransactionh Controls. Controls must be in place to protect the integrity of data
transactio rest and in transit.

ption. Data must be protected and should be encrypted, both in transit and at rest,
en shared with subprocessors.

Data Policies. A policy must be in place to cover data classifications, encryption use, key
ertificate lifecycle management, cryptographic algorithms and associated key lengths. This
icy must be documented, reviewed, and approved with management oversight, on a
periodic basis.

11.5. Encryption Uses. Customer Personal Data must be protected, and should be encrypted,
while in transit and at rest. Confidential Information must be protected, and should be
encrypted when stored and while in transit over any network; authentication credentials must
be encrypted at all times, in transit or in storage.
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12. Incident Response

A documented plan and associated procedures, to include the responsibilities of Zoom personnel and
identification of parties to be notified in case of an information security incident, must be in place.

12.1. Incident Response Process. The information security incident management program
must be documented, tested, updated as needed, reviewed, and approved, with management
oversight, on a periodic basis. The incident management policy and procedures must include
prioritization, roles and responsibilities, procedures for escalation (internal) and notification,
tracking and reporting, containment and remediation, and preservation of data to mai
forensic integrity.

13. Business Continuity and Disaster Recovery

Zoom must have formal documented recovery plans to identify the resources and

g those provided by subprocessors,
management oversight, on a
ptable alternative work location

periodic basis. The business resiliency plan must
in place to ensure service level commitment

13.2. Technology Recovery. Technogg recdvery glans to minimize service interruptions and
ensure recovery of systems, infrastru a ses, applications, etc.must be documented,
tested, reviewed, and approved with mana ent oversight, on a periodic basis.

14. Back-ups

roced foback-ups of Customer Personal Data. Back- ups must be
tice

Zoom must have policies and
protected using industry b

y Processes. Processes enabling full restoration of production
d data must be documented, reviewed, and approved, with
n a periodic basis.

e identified, assessed, managed and monitored. Subprocessors that provide
at support Zoom'’s provision of material services to Customers, must comply with
irements no less stringent than those outlined in this document.

Selection and Oversight. Zoom must have a process to identify subprocessors providing
ices to Zoom; these subprocessors must be disclosed to Customer and approved to the
extent required by this Agreement.

15.2. Lifecycle Management. Zoom must establish contracts with subprocessors providing
material services; these contracts should incorporate security control requirements, including
data protection controls and notification of security and privacy breaches must be included.
Review processes must be in place to ensure subprocessors’ fulfillment of contract terms and
conditions.
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16. Standard Builds

Production systems must be deployed with appropriate security configurations and reviewed
periodically for compliance with Zoom’s security policies and standards.

16.1. Secure Configuration Availability. Standard security configurations must be established
and security hardening demonstrated. Process documentation must be developed, maintained,
and under revision control, with management oversight, on a periodic basis. Configurations
must include security patches, vulnerability management, default passwords, registry settings,
file directory rights and permissions.

16.2. System Patches. Security patch process and procedures, to include réguir s¥or
timely patch application, must be documented.

16.3. Operating System. Versions of operating systems in use must be s te
respective security baselines documented.

16.4. Desktop Controls. Systems must be configured to pro @ssential’ capabilities. The
ability to write to removable media must be limited to docunignted excéptions.

17. Application Security

the purpose of defining, acquiring,
jon systems. Zoom must ensure that
ol or access Customer Personal

Zoom must have an established software development lifecycle
developing, enhancing, modifying, testing or implementing i
web-based and mobile applications used to store, receiv
Data are monitored, controlled and protected.

17.1. Functional Requirements. Appﬁcatio ustlimplement controls that protect against
known vulnerabilities and threats, inc 0) eb Application Security Project (OWASP)
Top 10 Risks and denial of service (DDQS) a S.

17.2. Application layer control$ ovide the ability to filter the source of malicious
traffic.

17.3. Restrictio also ced on or in front of web server resources to limit denial of

service (DoS) a

17.4. Zoom must itor uptime on a hosted web or mobile application.

17.5. Softwéte Development Life Cycle. A Software Development Life Cycle (SDLC)
methodol including release management procedures, must be documented, reviewed,
appra sion controlled, with management oversight, on a periodic basis. These must
clude ies that foster development of secure software.

ing and Remediation. Software executables related to client/server architecture that

e involved in handling Customer Personal Datamust undergo vulnerability assessments (both
t ient and server components) prior to release and on an on-going basis, either internally or
using external experts, and any gaps identified must be remediated in a timely manner.

17.6.1. Testing must be based on, at a minimum, the OWASP Top 10 risks (or the OWASP
Mobile Top 10 risks, where applicable), or comparable replacement.

17.7. Zoom must conduct penetration testing on an annual basis.

18. Vulnerability Monitoring
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Zoom must continuously gather information and analyze vulnerabilities in light of existing and emerging
threats and actual attacks. Processes must include vulnerability scans, anti-malware, Intrusion Detection
Systems (IDS)/Intrusion Prevention Systems (IPS), logging and security information and event
management analysis and correlation.

18.1. Vulnerability Scanning and Issue Resolution. Vulnerability scans (authenticated and
unauthenticated) and penetration tests must be performed against internal and external
networks and applications periodically and prior to system provisioning for production systems
that process, store or transmit Customer Data.

18.2. Malware. In production, Zoom must employ tools to detect, log and disposition

malware.

18.3. Intrusion Detection/Advanced Threat Protection. Network and host- rusio
detection/advanced threat protection must be deployed with events ge [ nto
centralized systems for analysis. These systems must accommag es and real-
time alerting. IDS/advanced threat protection signatures mu ate to respond to
threats.

18.4. Logging and Event Correlation. Monitoring and logging pport centralization of

security events for analysis and correlation. Organizatio
events must be defined. Retention schedule for vari

| responsibility for responding to
logs must be defined and followed.

19. Cloud Technology

Adequate safeguards must ensure the confideptiality,
Data stored, processed or transmitted using cloud te
provider, to include subprocessors), using ind

grity, and availability of Customer Personal
(either as a cloud customer or cloud

19.1. Audit Assurance and Comptiance. The)Cloud environment in which data is stored,
processed or transmitted must.be C iant with relevant industry standards and regulatory
restrictions.

19.2. Applicatio
the software d
Static/Dynamic sca
before hosting in clou

ter] urity. Threat modeling should be conducted throughout
ifecycle, including vulnerability assessments, including
g and code review, to identify defects and complete remediations

19.3. Bu s Continuity Management and Operational Resiliency. Business continuity plans
ime objectives (RTO) and recovery point objectives (RPO) must be in place.

Security and Information Lifecycle Management. Proper segmentation of data

between environments.

19.6. Governance and Risk Management. Comprehensive risk assessment processes and
centralized monitoring that enables incident response and forensic investigation must be used
to ensure proper governance and oversight.

19.7. Identity and Access Management. Management of accounts, including accounts with
privileged access, must prevent unauthorized access and mitigate the impacts thereof.

Zoom Global Data Processing Addendum, August 2020 15



19.8. Infrastructure and Virtualization Security. Controls defending against cyberattacks,
including the principle of least privilege, baseline management, intrusion detection,
host/network-based firewalls, segmentation, isolation, perimeter security, access management,
detailed data flow information, network, time, and a SIEM solution must be implemented.

19.9. Supply Chain Management, Transparency and Accountability. Zoom must be
accountable for the confidentiality, availability and integrity of production data, to include data
processed in cloud environments by subprocessors.

19.10. Threat and Vulnerability Management. Vulnerability scans (authenticated and
unauthenticated) must be performed, both internally and externally, for praductian systems.
Processes must be in place to ensure tracking and remediation.

20. Audits

Y review will be
Engagements (SSAE),
ill provide Customer
will provide a bridge
letter to cover time frames not covered by the SOC 2 Type |l audit{period scope within 30 days, upon
request by Customer. If exceptions are noted in the SOC 2 Typé |l audit, Zoom will document a plan to
promptly address such exceptions and shall implement cogecti asures within a reasonable and
specific period. Upon Customer’s reasonable request, m eep Customer informed of progress
and completion of corrective measures. PY

20.1. Customer shall rely on the third-pacty OC 2 Type Il report for validation of proper
information security practices and shdll notthave the right to audit, unless such right is granted
under applicable law, except in thé cas& of a Security Breach resulting in a material business
impact to Customer. If Custo ex s the right to audit as a result of a Security Breach,
such audit shall be within th pe of the Services. Customer will provide Zoom a minimum of
thirty (30) days of R i audit. Zoom shall have the right to approve any third-party
Customer may p conduct or be involved in the audit.

NO
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EXHIBIT D

Customer should complete and execute EXHIBIT D if it will transfer Personal Data to Zoom directly from
a Member State of the European Union, Iceland, Liechtenstein, Norway, Switzerland or the United
Kingdom. This EXHIBIT D cannot be modified in any way. Please leave EXHIBIT D blank (and DO NOT
SIGN) if Customer’s use of Zoom’s services will not involve Customer transferring Personal Data to Zoom
from any of the countries mentioned above.

Standard Contractual Clauses

4
For the purposes of Article 26(2) of Directive 95/46/EC for the transfer of personal data to processors
established in third countries which do not ensure an adequate level of data protection.

Name of the data exporting organisation: e st s e
AArESS: e e e et ste st et ee et e ebesaeete e seeaeatetbebeetaet et eteareete e saeaterberens

Tel: ; faX: s ; e-mail:

(the data exporter)
And
Name of the data importing organisation: Zoom Video Communications, Inc.
Address: 55 Almaden Blvd. Suite 600, San Jose, CA 95113
Tel.: 1.888.799.9666; fax: none; e-mail: privacy@zoom.us

Other information needed to identify the organisation: not applicable

(the data importer)
each a “party”; together “the parties”,

HAVE AGREED on theffollowing &tractual Clauses (the Clauses) in order to adduce adequate safeguards
with respect to the tection of privacy and fundamental rights and freedoms of individuals for the
parter to the data importer of the personal data specified in Appendix 1.

Clause 1
Definitions
For the puiposes of the Clauses:
(a) 'personal data', 'special categories of data', 'process/processing’, 'controller’, 'processor’, 'data

subject' and 'supervisory authority' shall have the same meaning as in Directive 95/46/EC of the
European Parliament and of the Council of 24 October 1995 on the protection of individuals with
regard to the processing of personal data and on the free movement of such data;

(b) 'the data exporter' means the controller who transfers the personal data;
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(c) ‘the data importer' means the processor who agrees to receive from the data exporter personal
data intended for processing on his behalf after the transfer in accordance with his instructions
and the terms of the Clauses and who is not subject to a third country's system ensuring
adequate protection within the meaning of Article 25(1) of Directive 95/46/EC Processor;

(d) ‘the subprocessor' means any processor engaged by the data importer or by any other
subprocessor of the data importer who agrees to receive from the data importer or from any
other subprocessor of the data importer personal data exclusively intended for processing
activities to be carried out on behalf of the data exporter after the transfer in accordance with
his instructions, the terms of the Clauses and the terms of the written subcontract;

(e) 'the applicable data protection law' means the legislation protecting the fu en ts and
freedoms of individuals and, in particular, their right to privacy with respect to rocessing of
personal data applicable to a data controller in the Member State in whi da eris
established;

(f) ‘technical and organizational security measures' means thg
personal data against accidental or unlawful destructid idental loss, alteration,
unauthorized disclosure or access, in particular where the pro olves the transmission
of data over a network, and against all other unlawful foyms of processing.

s ed at protecting

Clause 2

Details of the tr. r

—

The details of the transfer and in particular the special categories of personal data where applicable are
specified in Appendix 1 which forms an integral part of the Clauses.

N 4
cl 3
Thir. beneficiary clause

1. The data subject can enfor
to (e), and (g) to (j
beneficiary.

t the data exporter this Clause, Clause 4(b) to (i), Clause 5(a)
(2), Clause 7, Clause 8(2), and Clauses 9 to 12 as third-party

v

ol

2. The data subject against the data importer this Clause, Clause 5(a) to (e) and (g),
Clause 6, Clause 7, Cla (2), and Clauses 9to 12, in cases where the data exporter has factually
disappear r has ceased to exist in law unless any successor entity has assumed the entire
legal obligatidns of the data exporter by contract or by operation of law, as a result of which it

S ts and obligations of the data exporter, in which case the data subject can
against such entity.

3. data subject can enforce against the subprocessor this Clause, Clause 5(a) to (e) and (g),
lause 6, Clause 7, Clause 8(2), and Clauses 9 to 12, in cases where both the data exporter and
data importer have factually disappeared or ceased to exist in law or have become insolvent,
unless any successor entity has assumed the entire legal obligations of the data exporter by
contract or by operation of law as a result of which it takes on the rights and obligations of the
data exporter, in which case the data subject can enforce them against such entity. Such third-
party liability of the subprocessor shall be limited to its own processing operations under the
Clauses.

4, The parties do not object to a data subject being represented by an association or other body if
the data subject so expressly wishes and if permitted by national law.
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Clause 4
Obligations of the data exporter
The data exporter agrees and warrants:

(a) that the processing, including the transfer itself, of the personal data has been and will continue
to be carried out in accordance with the relevant provisions of the applicable data protection
law (and, where applicable, has been notified to the relevant authorities of the Member State
where the data exporter is established) and does not violate the relevant provisions of that
State;

es will
ta exparter's

(b) that it has instructed and throughout the duration of the personal data pr: Si
instruct the data importer to process the personal data transferred only on th

(d) that after assessment of the requirements of the applicabl&data protgction law, the security
measures are appropriate to protect personal data against accl€ gf unlawful destruction or
accidental loss, alteration, unauthorised disclosure or ag€ess, in particular where the processing
involves the transmission of data over a networkgand\ against all other unlawful forms of
processing, and that these measures ensure a level of y appropriate to the risks presented

by the processing and the nature of the data to ected having regard to the state of the
art and the cost of their impIementaB'on;

(e) that it will ensure compliance with the gecu sures;

(f) that, if the transfer involves special cgtego of data, the data subject has been informed or
will be informed before, or a s possible after, the transfer that its data could be
transmitted to a third co not viding adequate protection within the meaning of

Directive 95/46/EC;

(g) to forward any

decides to continue tQe transfer or to lift the suspension;

(h) tomake a ble to the data subjects upon request a copy of the Clauses, with the exception of

Appendix”2Z{qand a summary description of the security measures, as well as a copy of any
sulptrocessing services which has to be made in accordance with the Clauses, unless
br the contract contain commercial information, in which case it may remove such
gl information;

(i) at, in the event of subprocessing, the processing activity is carried out in accordance with
se 11 by a subprocessor providing at least the same level of protection for the personal data
and the rights of data subject as the data importer under the Clauses; and

(i) that it will ensure compliance with Clause 4(a) to (i).
Clause 5
Obligations of the data importer

The data importer agrees and warrants:
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(a) to process the personal data only on behalf of the data exporter and in compliance with its
instructions and the Clauses; if it cannot provide such compliance for whatever reasons, it agrees
to inform promptly the data exporter of its inability to comply, in which case the data exporter
is entitled to suspend the transfer of data and/or terminate the contract;

(b) that it has no reason to believe that the legislation applicable to it prevents it from fulfilling the
instructions received from the data exporter and its obligations under the contract and that in
the event of a change in this legislation which is likely to have a substantial adverse effect on the
warranties and obligations provided by the Clauses, it will promptly notify the change to the
data exporter as soon as it is aware, in which case the data exporter is entitled to suspend the
transfer of data and/or terminate the contract;

(c) that it has implemented the technical and organisational security meas d in

Appendix 2 before processing the personal data transferred;

speci

(d) that it will promptly notify the data exporter about:

(i) any legally binding request for disclosure of the peggonal datgiby @ law enforcement
nder criminal law to
preserve the confidentiality of a law enforcement investis

(ii)  any accidental or unauthorised access, an

d
(iii)  any request received directly from the data su without responding to that request,
unless it has been otherwise authorised to

(e) to deal promptly and properly with albinqui froln the data exporter relating to its processing
of the personal data subject to the tg@gsf to abide by the advice of the supervisory

authority with regard to the processifig o ata transferred;
(f) at the request of the data exp@ submit its data processing facilities for audit of the
processing activities covere he ses which shall be carried out by the data exporter or
an inspection body comp of)jindependent members and in possession of the required
i ns b vy a duty of confidentiality, selected by the data exporter,

gteement with the supervisory authority;

(g)

(h t, | event of subprocessing, it has previously informed the data exporter and obtained
its prior written consent;

(i) the processing services by the subprocessor will be carried out in accordance with Clause
11;

(i) to send promptly a copy of any subprocessor agreement it concludes under the Clauses to the

data exporter.
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Clause 6
Liability
1. The parties agree that any data subject, who has suffered damage as a result of any breach of

the obligations referred to in Clause 3 or in Clause 11 by any party or subprocessor is entitled to
receive compensation from the data exporter for the damage suffered.

2. If a data subject is not able to bring a claim for compensation in accordance with paragraph 1
against the data exporter, arising out of a breach by the data importer or his subprogessor of

that the data subject may issue a claim against the data importer as if it were
unless any successor entity has assumed the entire legal obligations of

entity.

The data importer may not rely on a breach by a subprocessg
its own liabilities.

3. If a data subject is not able to bring a claim against the data €Xporter or the data importer
referred to in paragraphs 1 and 2, arising out of a breagh by the subprocessor of any of their
both the data exporter and the data

importer have factually disappeared or cease aw or have become insolvent, the

subprocessor agrees that the data subject ue im against the data subprocessor with
regard to its own processing operati@hs un he Clauses as if it were the data exporter or the
data importer, unless any successor en h med the entire legal obligations of the data
exporter or data importer by contraefjor b ration of law, in which case the data subject can
enforce its rights against such e . The liability of the subprocessor shall be limited to its own
processing operations under C .
Clause 7
iation and jurisdiction
1. The data importer es that if the data subject invokes against it third-party beneficiary rights

and/or claims compe on for damages under the Clauses, the data importer will accept the
e data subject:

dispute to mediation, by an independent person or, where applicable, by the
isory authority;

er the dispute to the courts in the Member State in which the data exporter is
established.

2. parties agree that the choice made by the data subject will not prejudice its substantive or
procedural rights to seek remedies in accordance with other provisions of national or
international law.

Clause 8
Cooperation with supervisory authorities

1. The data exporter agrees to deposit a copy of this contract with the supervisory authority if it so
requests or if such deposit is required under the applicable data protection law.
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2. The parties agree that the supervisory authority has the right to conduct an audit of the data
importer, and of any subprocessor, which has the same scope and is subject to the same
conditions as would apply to an audit of the data exporter under the applicable data protection
law.

3. The data importer shall promptly inform the data exporter about the existence of legislation
applicable to it or any subprocessor preventing the conduct of an audit of the data importer, or
any subprocessor, pursuant to paragraph 2. In such a case the data exporter shall be €gtitled to
take the measures foreseen in Clause 5 (b).

Clause 9

Governing Law A

The Clauses shall be governed by the law of the Member State in which the data exporter is established.

Clause 10 y
Variation of the contract

The parties undertake not to vary or modify the Clauses. This d not preclude the parties from adding

clauses on business related issues where required as long as not contradict the Clause.
Clause 11
%bpra g
1. The data importer shall not subcontractf@any ofii ocessing operations performed on behalf of

the data exporter under the Clause§with@ut the prior written consent of the data exporter.
Where the data importer subco cts\its obligations under the Clauses, with the consent of the
data exporter, it shall do so of a written agreement with the subprocessor which
imposes the same obligati the subprocessor as are imposed on the data importer under
the Clauses!. Whes@lithe suliprocgssor fails to fulfil its data protection obligations under such
data importer shall remain fully liable to the data exporter for the
performance of t sor's obligations under such agreement.

between the data importer and the subprocessor shall also provide
rty beneficiary clause as laid down in Clause 3 for cases where the data subject is
not abl ing the claim for compensation referred to in paragraph 1 of Clause 6 against the

jgat of the data exporter or data importer by contract or by operation of law. Such third-
arty liability of the subprocessor shall be limited to its own processing operations under the
es.

3. The provisions relating to data protection aspects for subprocessing of the contract referred to
in paragraph 1 shall be governed by the law of the Member State in which the data exporter is
established.

! This requirement may be satisfied by the subprocessor co-signing the contract entered into
between the data exporter and the data importer under this Decision.
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4, The data exporter shall keep a list of subprocessing agreements concluded under the Clauses
and notified by the data importer pursuant to Clause 5 (j), which shall be updated at least once
a year. The list shall be available to the data exporter's data protection supervisory authority.

Clause 12
Obligation after the termination of personal data processing services

1. The parties agree that on the termination of the provision of data processing services, the data
importer and the subprocessor shall, at the choice of the data exporter, return all the personal
data transferred and the copies thereof to the data exporter or shall destroy all theYpersonal
data and certify to the data exporter that it has done so, unless legislatiofiai
data importer prevents it from returning or destroying all or part of t
transferred. In that case, the data importer warrants that it will guarante
the personal data transferred and will not actively process the pe
anymore.

2. The data importer and the subprocessor warrant that upon e data exporter and/or
of the supervisory authority, it will submit its data processing facilitles for an audit of the
measures referred to in paragraph 1.

(stamp of, niz )
o

\
&
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APPENDIX 1 TO THE STANDARD CONTRACTUAL CLAUSES

This Appendix forms part of the Clauses and must be completed and signed by the parties.

The Member States may complete or specify, according to their national procedures, any additional
necessary information to be contained in this Appendix.

Data exporter

The data exporter is a customer or other user of the data importer’s communication software, services,
systems and/or technologies.

Data importer
The data importer is a provider of communication software, services, systems and/or teGhpologies
Data subjects

Individuals about whom data is provided to Processor via the Services b
or Controller’s end users, including without limitation Controller’s e
agents, and end users

ction of) Controller
nsyltants, contractors,

Categories of data

Any Personal Data provided to Zoom via the Services, by (or atithe
end users, including but not limited to the following:

irection of) Customer or Customer’s

e Cloud Recordings (optional): Mp4 of all video io

file of all in meeting chats, Audio tranggript fi
e In Meeting Chat Logs
Special categories of data (if appropriate)
Special categories of data are not requi se the service. The data exporter may submit special
categories of data to Customer, the of which is determined and controlled by the data exporter in
ies
s

resentations, M4A of all Audio, Text

its sole discretion. Such speciahcate data include, but may not be limited to, Personal Data with
information revealing racié gthnic , political opinions, religious or philosophical beliefs, trade-
the ingr6f data concerning an individual’s health or sex life.

union membership, and

Processing operations

The personal data tgahsferred may be subject to the following basic processing activities:
e accou ig on and maintenance;

ferences and meetings between data subjects and third-party participants;

sting and storing personal data arising from such conferences and meetings solely for the
oses of providing the services;

e cuStomer/ client technical and operational support
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APPENDIX 2 TO THE STANDARD CONTRACTUAL CLAUSES

This Appendix forms part of the Clauses and must be completed and signed by the parties.

Description of the technical and organisational security measures implemented by the data importer in
accordance with Clauses 4(d) and 5(c) (or document/legislation attached):

Please see EXHIBIT B for a description of Zoom’s Security Measures.

O
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