IMAMSATKA
1o 0e30MaCHOCTH MPH MCNOJIL30BAHNHU YIAJEHHBIX KaHAI0B 00cayxuBanus ITAO Coepoank

Br1 npucoeaunmnucek x J{oroBopy, B paMkax KOTOPOTO KJIMEeHTaM baHKa IpeloCcTaBIsieTCs] BOBMOXHOCTh
COBepIIaTh OINEpalMy M TOJydaTh WH(OpPMANHIO MO cYeTaM dYepe3 YJaleHHbIe KaHAIbl OOCTY)XHUBaHUS, K
KOTOPBIM OTHOCSITCA:

- YcrpoiictBa camoobciyxuBanus banka,
- COepbank Ownaiiy,

- SMS-6ank (MoOUIbHBIM OAHK),

- Konraxthsiii Llentp banka.

BrI nMeeTe BO3MOKHOCTh YCTAHOBUTH OTPaHUYEHHUE TOCTYITHOCTH (BUIMMOCTH) CUETOB, KOTOpbIe Bbl He
XOTHTE UCTONB30BaTh B Y TAICHHBIX KaHANaX 00chyxuBaHus. OrpaHHYCHHE MOXKHO YCTAaHOBUTH OT/ACIBHO JIJISI
KKIOr0 W3 KaHaJoB: IJIsl YCTPOWCTB camooOcmyxuBaHus banka, mns COepbank OwnmaiiH (B TOM dmcie
OTACTBHO TSI MOOMITBHBIX IpUitoskeHui) 1 SMS-6anka (MoOunbHOro 6aHKa).

Y CTaHOBUTH WM M3MEHUTH MIEpeUeHb JOCTYIHBIX cueToB Bbl Moxkere kak yepe3 Coepbank Onnaita (1o
BCceM cueTam), Tak u B ytob6oM [lonpaznenennn banka Ha TeppuTopun 0OCITY>KHBAaHHS COOTBETCTBYIOLIETO
JI0TOBOpa (TOJBKO M0 CYeTaM BKJIAJOB).

[IpaBuiia noap30BaHus Y JaJicHHBIMU KaHaJIaMU O0CITy>KWBaHUs OIpeieieHbl B [loroBope.

Hcnonb3oBanne  YaaneHHBIX  KaHWIOB  OOCHYXKMBaHUS  CONPSDKEHO € PUCKOM  IOJMYYEHUS
HECaHKIIMOHUPOBAHHOTO JOCTYyNa K KOHQUACHIUATbHON nHpopMannu KimeHTa u ocyliecTBICHUS IEPEBOIOB
JIEHEXKHBIX CPEJCTB CO CUETOB HEYIIOJIHOMOYECHHBIMU JIMLIAMH.

K xondunernnansaoi napopmanuu Knrenra otHocuTcs:
- wmHpopMaIus 00 OCTaTKax JEHEKHBIX CPEJICTB Ha CUETAX;
- uH(pOpMAaIHs O COBEPILCHHBIX MEPEBO/IaX ICHEKHBIX CPEJICTB;

- wuHpopManus, coaepkamascs B Oo(GOpMIICHHBIX Bamu pacnopspkeHHSX Ha TEpeBOJ JICHEKHBIX
CPEICTB;

- wuH(popMmanus, HeoOXoaumasi AN ynocTtoBepeHus: KiMeHTamu TpaBa pacropsDKEHHs JIEHEKHBIMU
CpelcTBaMM, B TOM YHCJIE JaHHbIE JlepKaTesen KapT;

- wmHpOpMAaIUs OTPaHUYCHHOTO JIOCTYIa, B TOM YHCJE MEePCOHAIbHBIE JaHHbIE ¥ WHas WH(GOpMAaIus,
mojJiexaniasi 00s3aTeNbHONM  3allliTeé B COOTBETCTBUM C 3aKOHOJATENhCTBOM Poccuiickoit
deneparyu, obpabaTbiBacMas IPH OCYIIECTBICHHN TIEPEBOIOB IEHEKHBIX CPEJICTB.

Hwxe npuBeneHsl pexkoMeHOyeMble baHKOM  Mepbl 10 CHIDKEHHIO  PHCKOB  TOJYYEHUS
HECaHKIIMOHUPOBAHHOTO JIOCTYIa K KOHGUASHIIMAIbHOH nH(opMarnu KinenTa.

Iomuute! Tlepenaua kapThl WM ee pekBu3uToB, Jlormna (UneHTtudukaTopa moJib3oBaTels),
IHocTossnHoro mapoas, OnHopa3oBbix mnapogeii, KountposabHoii uHpopmammu u Kopa kiameHTa,
NMpeJHA3HAYEHHBIX JJIsl JOCTYNAa M NMOATBEPKICHUS ONepanuii B YJAaJeHHbIX KaHAJaxX 00CJyKHBAHUI,
apyromy Juumy (B ToM 4uciae padoTHHKY banka) o3nadaer, uro BblI mpenocrtaBisieTe BO3MOKHOCTH
APYTUM JMIaM NPOBOAUTH ONEPAIUH 10 cHeTaM.

[Ipn r00BIX TOHO3pEHUSX Ha MomeHHH4YecTBO (ecnmu Beli momyunnun  SMS-cooGuenue/Push-
yBeoMiIeHne oT baHka mo omepauuu, KoTopyto Bbl He coBeplasii WM OHO BBI3BIBAET JIIOOBIE COMHEHHS H
oTIaceHusl), CemyeT He3aMeIUTeasHO o0paTuThes B KonTakTHeIM LlenTp banmka mo HoMepam TenedOHOB,
yKa3aHHBIM Ha 000pOTHOH cTopoHe KapThl 1 Ha OdunuaisHoM caiite banka:

+7 (495) 500-55-50
8 (800) 555-55-50

a Taoke ¢ MoOubHOTrO yeTpolicTBa, Habpas Homep 900.

[Ipu oOpameHun 10 yKa3aHHBIM HOMEpaM Telle()OHOB TPOUCXOIUT COCIUHEHHE C CHCTEMOU
aBTomMaTu3upoBaHHoro obciyxuBanus (IVR). s coemrHeHUs C JIMHUEH, MpeAHa3HAYCHHOW IJIs Tepemaadn



cooOmieHust 00 yTpare KapThl WIM O NOJO3PEHMM Ha MOUICHHHUYECKHE ACHCTBHS, HEOOXOOUMO B TOHOBOM
pexxume Habpath Tudpy «1».

[MonpoGHas uHpOpPMaLKS 0 clTOcO0axX MOILICHHHYSCTBA U MEPax 3alluThl pasMerieHa Ha OQHUiraIbHOM
caiite baHka.

Mepbl 06€3011aCHOCTH NIPH UCIOJIL30BAHUU KAPTHI

XpaHHTEe CBOIO KapTy B HEAOCTYITHOM ISl OKpYXaromux Mecte. He mepenaBaiite KapTy U ee PEeKBH3UTHI
JIpyroMmy JUIly, 3a UCKIIOUEHHEM TpojaBlia (kaccupa). PeKoMeHyeTcsl XpaHUTh KapTy OTACIbHO OT HAJTHMYHBIX
JICHET ¥ IOKyMEHTOB, yIOCTOBEPSIOIINX JTUYHOCTh, 0COOCHHO B MOE3/IKaX.

Bo m306exanme MOIIEHHHMYECTBA C HMCIONB30BaHWEM Bameit kapTel TpeOyHTe MpOBEAEHHS OMeparfii ¢
KapToi ToIpKO B BaiieM mpucyTCTBUU, HE MO3BOJISINTE YHOCUTH KapTy U3 mojs Barero 3peHust.

He mpucnymmBaiitech k coBeTaM TPEThUX JIMII, & TAKXKE HE MPUHUMANWTE WX MMOMOIIL TPU MPOBEACHUN
omeparwii. [Ipu HEoOXoamMocTn oOpatuTech K coTpynHukaM B llompasmenennn baHka wiiy TO3BOHUTE MO
HOMepaMm TeneOHOB, YKa3aHHBIM Ha YCTPOHCTBE camMOOOCITy)XKMBaHHA WIIM Ha OOOpPOTHOH cTOpoHe Barmei
KapThl.

Bo u3bexanue wucmonb3oBaHusi Bamred kapTel TpethuM nurioM xpanute [IMH otmensHO OT KapTh,
WCKITIOYMB OJHOBPEMEHHBIH JOCTYI K HUM (HampuMmep, B ogHoM OymakHuke), He nummre [I1H Ha xapte, He
coobmaiite [IMH apyrum numam (B TOM 4ucie poiacTBeHHuKam), He BBomute [IMH mpu paGorte B ceTtn
Hurepuer.

Hu npu kakux oOcrositesibeTBax He coo0maiite cBoii [IMH HukoMy, BKIKYAsi COTPYIHUKOB
Banka.

Meps! 6e3onacHocTu npu padore B Coepoank Ouiaiin

Jlnst Bxoma B Coepbank Onnaitn Bam HeoOxomaumo BBecTr Jloruu (MmeHTHUKATOpP MOIB30BATENS) U
[TocTosiHHBIN Mapoib, IOMOJIHUTENBHO MOXET BBOAMTHCA OJIHOpPA30BBIA Mapoib (€cad AaHHAs OMNIUA
npenycMoTpeHa Bamu mpu HacTpoiike «indHOW crpaHunb»). Jns Bxoga B Coepbank OwnnaiiH He TpeOyercs
BBOJWTH HUKAKOH Mpyroil nHpopMaIuu (3a UCKIIOUEHHEM CITy4as IepBOHAYaIbHON peructpanuu B COepOaHK
Omutaiin Ha OdununanbHoM caiite banka, xornma s nonydeHus Jloruna (MpeHtudukaropa monb3oBartens) u
[ocrosiHHOTO Tapons TpeOyeTcsi BBECTH HOMEp JIHCTBYIOIIEH OaHKOBCKOW KapThl (KpOME KOPIOPATUBHBIX
KapT)).

Buumanue! Ecom nns Bxoma B COepbank OmuaiiH Bam npeanaraercs BBecTH JI00YI0 JAPYIYIO
NEpCOHANBHYI0 MHPOPMAIMIO WM JIONOJHUTENbHbIE IaHHbe (HOMEpPa KapT', HOMEP MOOWIBHOTO TenedoHa,
Kontponbhyro nHbOpManMio WM Apyrue AaHHBIE), 3TO yKa3blBaeT Ha MOIICHHHWYeCTBO! B Takux ciydasx
HEO0XO0IMMO HEMEIJICHHO MPEKPaTuTh ceanc padboTsl B COepbank OHalH U CpoYHO 0OpaTtuThes B baHk.

Bank HuKoraa He 3ampammBaeT MAaPOJH JJIs1 OTMEHBI onepanuii nin mabnonoB B Coepbank OHaiiH.
Ecnn Bam mpeamaraercss BBECTH MapoJib Ui OTMEHBI OINEpaluy, B TOM 4YHCIe M TOH, KoTopyio Bbl He
coBepuany, Bam HeoOxoanmo npekpatuTh ceanc padoTsl B COepbank OHaiiH U cpoyHO oOpaTtuThes B baHk.

ITpu monydenun ot banka Ha MobOuibHOe ycTpoiictBo SMS-cooOrienus w/uimu Push-ysemomienus c
OaHOPA30BBIM MapoJieM BHUMATEIbHO O3HAKOMBTECh C HMH(GOpPMAIMe B COOOIICHUU/YBEIOMIICHUU: BCE
PEKBH3UTHI ONEpallii B HaNpaBICHHOM BaM COOOLICHNH/YBEJOMIICHUH JIOJDKHBI COOTBETCTBOBATh TOM
orepanuy, KotTopyto Bel coonpaereck coBepimTb. Tosbko mocie Toro kak Ber yoeannuce, 4ro nHpopManus B
aToM SMS-coob6miernn/Push-ysenomineHrn KOppeKkTHA, MOYKHO BBOIAMTE ITaPOJIb.

Hcnonp3yiite TONBKO HanexHble W npoBepeHHble Toukn Wi-Fi. He pekomeHmyeTcs MOAKIIOYATHCS K
MOMYJISIPHBIM M/WiIK OecIiaTHBIM ToukaM jgoctyna Wi-Fi, eciiu Bel He yBepeHbI B JOCTOBEPHOCTH UMEHHU TOYKH
nocryna. Obpamiaem Bamie BHuManue, 4to To4uku noctyna Wi-Fi, 11 moakiIroueHns: K KOTOPbIM He TpeOyeTcs
BBOJ| MAapojisi, MOTYT TPEACTABIATh TOBBIMIEHHYIO OIIACHOCTh B CBS3M C BO3MOXKHBIMH JEHCTBHSIMHU
MOILIEHHUKOB, HaIIPaBJIEHHBIMHU Ha MOJIy4YEHHUE JTOCTYyTA K Balum nepcoHanbHBIM TaHHBIM.

IHomuuTe! BBoasi OnHopa3oBblii napoJb, Bel 1aéte banky pacnopsizkeHue o NpoBeeHUHU oNepaliu
¢ yKa3aHHbIMH B SMS-coo61mennn/Push-yBe1oMiieHUH peKBH3HTAMM.

Hun npu xakux oGcrositesqiberBax He coodmaiite Ilocrosinablii 1 OnQHOpa3oBbIe MAPOJIH HHUKOMY,
BKJIIOYAsl COTPYAHNKOB banka.

! Ykazanne Homepa kapThl TpeGyeTCs TOIBKO TIpH IepBOHAYATbHOI perucrpamuy B Cicreme «COepGank Ommaiiny.



B cayuae yrepu wim kpaxu ueka ¢ Jlorunom (MaentuduraropoM mnosb3oBatensi) u [1ocTOSHHBIM
naposiem Bam cnenyer HesamenmutensHO oOpatuthes B Konraktaeiii LenTp banka.

[Ipu pabore ¢ Coepbank OHIaifH BeeTAa MPOBEPSHUTE, YTO YCTAHOBIICHO 3aIIUINEHHOE SSI-CoeMMHEHNE C
oburmansupivu  caiitamu  (https://esk.sbrf.ru, https://online.sberbank.ru). B okHe Opay3epa DOMKHO OBITH
n300pakeHne, 0003HAYANOIEe HAIMUME 3alUIIICHHOTO COCIUHEHMsSI, KOTOPOE OTINYACTCS B 3aBUCHMOCTH OT
Opaysepa. Hampumep, B 6paysepe Microsoft Internet Explorer B mpaBoit yacTu agpecHO CTPOKH pacIoiaraercs
JKEITBIN 3aMOYEK.

He mnonesyiitece COepbank OwnnaitH uepe3 MHTepHeT-0003peBaTens MOOHIBHOTO YCTpOWCTBa, Ha
KOTOpBIH TpuxoaiaT SMS-coobmenus/Push-yBenominenus ¢ noarsepxkaatomum OnHOpa3oBbiM mapoieM. s
MOoOWIBHBIX yCTPOWCTB CYIIECTBYIOT CIIEHMANBHO paszpaboTanHble bankoM MOOWIBHBIE MPHUIOKEHHS.
[NonyunTts nHPOpMaLUIO 0 TaKUX MOOWIBHBIX TPUIIOKEHUAX baHka U cmocobax Mx ycTaHOBKK Bbl MoxkeTe Ha
OdunuansHoM caiite banka.

Jns  uckiarodeHus KoMmmpoMeranuyd Bamre#t  ¢dwHaHCOBOW HWHGOpManIMM W XWINCHUS CPEACTB,
HACTOATENbHO HE pekoMeHayeM Bam momkimiodate K yciayram banka HOMepa TenedoHOB, KoTopbie Bam He
MIpUHAJICHKAT.

[lomp3yiiTech AOMOMTHUTENBFHBIMA BO3MOXKHOCTSIMH COepOank OHNAH 1O TOBBIIEHUIO YPOBHS
6esomacroctr  (SMS-nudopmuposanme/Push-ysenomaerns® o Bxome B CGepbank OmaifH, HacTpoiiKa
BUIUMOCTH KapT W mp.). Jns HacTpoiiku ucnonw3yiite meHto «Hacrtpoiikny», nanee pasmen «Hactpoiiku
0e30macHOCTHY.

He ycranaBnuBaiite Ha MoOMWIbHOE yCTpOMCTBO, Ha KoTopoe bank ormpasisier SMS-coo6enus/Push-
YBEAOMJICHHA C MOATBCPKAAIOIINMU OI[HOpa?,OBBIMPI napoJjsiMu, MPUJI0XKCHHUA IO CCbUIKAM, MOJYYCHHBIM OT
HEeM3BEeCTHBIX BaM MCTOUYHUKOB.

[MomuuTe, uto baHk He pacchuaeT CBOMM KIIMEHTaM CCHUIKM WIIM YKa3aHHWsI Ha YCTaHOBKY MOOHIBHBIX
npuitoxenuit gepes SMS/Push/MMS/e-mail—coobrerus.

Ha MoOunbHBIX ycTpoiicTBax, KoTopbie Brl ncnonesyere s gocryna k Coepbank OHmnaiiH:

® JCMONIB3YHTE COBPEMEHHOE aHTHBHPYCHOE MpPOTpaMMHOE OOecreyeHne W CIleauTe 3a ero
pErysIpHBIM OOHOBIICHHEM;

® DEryJsipHO BBIOJNHSANHTE AHTUBUPYCHYIO IIPOBEPKY [UIS CBOEBPEMEHHOIO  OOHApYKEHHS
BPEIOHOCHBIX MPOrPaMM;

® CBOEBPEMEHHO YCTaHAaBJIMBAiiTeé OOHOBJICHHUS  ONEPALMOHHOW CHCTEMBI, pPEKOMCHIyeMbIe
KOMITaHUEH-TIPON3BOIUTENEM;

® UCHOJIB3YHTE JIONOJHUTEIbHOE JIMIEH3HOHHOE IpOorpaMMHOE olecredeHue, I03BOJISIoNIee
MOBBICHTh YPOBEHb 3alIUThl Bamero MoOOWIBHOTO YCTPOWCTBa — IEPCOHANBHBIC MEXKCETEBBIC
9KpaHbl, IPOrpaMMBbl MOUCKA IIITHOHCKUX KOMIIOHEHT, porpamMmsl 3auTel 0T «CITAM»-pacceinok
U Tp.

3aBepmieHrie padotel ¢ COepbank OHNAWH BBHIMONHSNTE MyTeM BbIOOpA COOTBETCTBYIONIETO ITyHKTA
MEHIO.

Mepbl 6e30nacCHOCTH MPU padoTe ¢ Y cTpoiicTBAMH CaM0O0OCTyKUBAHUS

IIpu npoBenenun omepauuu ¢ BBoaoM IIMHa BCEI'JIA npukpbiBaiiTe KJIaBHATYPY, Hanmpumep,
cBO0OTHOM PyKOii. DTO HE MO3BOJIUT MOIIEHHUKaM yBHuIeTh Bam ITMH nnu 3anucate ero Ha BUgeokaMmepy.

3aMKM JOoCcTyma TI0O KapTaM B CICIHaJIbHBIC ITOMEIICHHS, TJ€¢ YCTaHABIMBAIOTCS Y CTPOMCTBA
camMoo0cTyXUBaHUs, HE TOJDKHBI TpeOoBaTh BBoAa [IMHa. Ecim mnst mpoxona B momemnienue ot Bac Tpebyercs
BBectu [IMH, ne nenas sroro, obpartutech B bank. Eciiu Bel paHee mbITaMch BOCIONB30BATHCS MOIOOHBIM
YCTPOWMCTBOM, peKoMeHayeM Bam cpodHO 3a0OKMpOBaTh KapTy, TO3BOHWUB [0 HOMEpaM TelIe(OHOB,
YKa3aHHBIM Ha YCTpOWCTBE caMOOOCTY>KMBaHUS WM Ha 00OpPOTHOW cTopoHe Barmreil xkapTel, OOpaTHUBIINCH B
KonrtakThsiii nenTpa banka, He3aBUCUMO OT TOTO, HOMYUYWIHN K BBl JOCTYN K yCTPOICTBY WU HET.

Jo mnpoBeneHus omnepanuu B YCTPOMCTBE CamMOOOCTYXKMBAaHHSI OCMOTPUTE €ro JIMLEBYI YacTb, B
YaCTHOCTH, IOBepXHOCTh Haj IIMH-knaBuatypoil M yCTpOHCTBO i INpuUeMa KapTel B Y CTpOMCTBE
camooOcyxuBaHus. B 3THX MecTax He JOIDKHO HaXOIWUTHCS MPHUKPEIUICHHBIX MMOCTOPOHHUX MPEIMETOB HIIN
pexnaMHbIX OykieroB. [Ipy oOHapyKeHHH MOA03PUTENBHBIX YCTPOUCTB, IPOCHM HE3aMEAJIUTEIbHO COOOIINTh

2 HpI/I HAJIMINHN TEXHUIECKON BO3MOKHOCTH.


https://esk.sbrf.ru/
https://online.sberbank.ru/

00 stom cotpyanukam lloppasmenenus banka, oOciry>KUBaromuM Y CTPOMCTBO CaMOOOCTYKUBAHUS, MU TI0
HOMEpaM Tenle()OHOB, YKa3aHHBIM Ha YCTPOHCTBE caMOOOCIYKHMBaHHS WIM Ha OOOpPOTHOH cropoHe Bareit
KapThl. Onepanuio ¢ UCTIOIb30BAaHUEM KapThl JUIS TOMY4YEHHS HAJIWYHBIX B Y CTPOHCTBE caMOOOCTYKUBAHUS B
JAHHOM CJIy4yae IIPOBOJUTH HE CIEAYET.

He mpumensiite ¢uszuyeckyto cuiny, 4ToObl BCTaBUTh KapTy B YCTPOWCTBO camooOciyxuBaHus. Ecnn
KapTa He BCTaBIISICTCA, BO3AEPKUTECH OT UCIIOJIb30BAHUS TAKOTO Y CTPOHCTBA CaMOOOCTyKUBAHU.

[Ipu mpueme 1 Bo3BpaTe KapThl OAHKOMATOM HE MBITAWTECh YCKOPUTH MPEPHIBICTOE IBIKEHNE KapThl B
KapTonpueMHHKe. HepaBHOMEpHOE NBUKCHUE KapThI SBISETCS HE COOEM, a HEOOXOIUMBIM CPEIICTBOM 3aIHUThI
Bameli kapTbl OT KOMIIPOMETALIUH.

Buumanue! He coBepmaiiTe Ha YcTpoiicTBe caM000Cay:KHBAHUSI HUKAKHX onepauuii mo
YKa3aHUSM NOCTOPOHHMX JHI, MOo3BOHMBIIMX BamM u mnpeacraBuBmuxcs padornuxkamu banka wunm
APYTUX OpraHu3anuii.

Mepnbl 6e3onacHocTd aiss SMS-0anka (MoOunpHOTO OaHKa) M
Mo0OniabHbIX puJokeHnil banka

[Ipu yrpare MOOWIBEHOTO YCTPOHCTBA, HCHOIB3YEMOTO C aOOHEHTCKUM HOMEPOM MOIBHKHON
paaroTeneOHHON CBsI3M, Ha KOTOPBIA MpeAocTaBieH AocTyn K SMS-6anky (MoOminpHOMY 0aHKY) WiIH Ha
KOTOpOe yCTaHOBJIeHO MoOmibHOe mpuiioxenue banka, Bam cienyer cpouHo 0OpaTHTECS K CBOEMY OIepaTopy
COTOBO#1 cBsi3u st OokupoBkU SIM-kaptel u B Konrtaktaelii Lientp banka ans npuocranoBku feiictust SMS-
Oanka (MoOwminbpHOTO OaHKa)u/mmn 6J0KUpoBKH goctyna B Coepbank OHIalH.

[Ipu cmene Homepa TenedoHa, 3aperuCTPUPOBAHHOTO I focTyna K SMS-6anky (MobOuinsHOMY 0aHKY),
BaMm HeoOxoauMo He3aMeINTeTbHO 00paTUThCS B baHk 1 cooOIUTh 0 CMEHe HoMepa .

[Ipu BHE3amHOM mnpekpameHnu paboTel SIM-KapThl HEOOXOIUMO CpPOYHO OOpaTHTBCA K CBOEMY
OlepaTopy COTOBOM CBA3M 3a YTOYHEHHEM IIPHYMH — B OTHOIICHWHM Bac BO3MOXHO TIpOBEAEHUE
MOILIEHHUYECKUX AEHCTBUM TPETHbUMU JTULAMH.

B pamkax SMS-6anka (Mo6unsHOTO Oanka) , Bam moctymna ommusi «beictpeiit Ilnatex» — omara
m000ro HoMepa MOOMIIBHOTO TeledoHa U nonoiHeHus Cdera KapTel o HoMepy TenedoHa ¢ Bameii nedetoBoit
KapThl MOCPENICTBOM OTHpaBKku SMS-coobmienus. Bt MokeTe oTkimouath onmmio «beicTpsiit [Tnarex» B mobdoe
Bpems, ornpaBuB komanay «HOJIb» na nomep 900 wmu obOpatmBmiick B Konraktheiii Llentp banka.
[onxmouats ommuio «beictperit [Iatex» Ber Moxkere B nmroboe Bpemsi, oOpatuBimrck B KontaktHeii LleHTp
banka.

Bynbre BHUMaTENbHBI — HE OCTaBIANTE cBoe MOOMIIEHOE YCTPOUCTBO 06€3 MPUCMOTPa, YTOOBI HCKIIOYHTh
HECaHKIIMOHUPOBAHHOE UCIOIb30BaHne SMS-6ank (MoOmIbHbIH OaHK)1 MOOHIBHBIX MPUIIOKeHNH baHKa.

Hcnonp3yiite Tonbko odunuaibHbie MOOHIbHBIC MPHUIOKEHUS baHKa, MOCTYMHBIE B O(UIHATBHBIX
MarasuHax MpPUIOKCHHNA MPOU3BOAUTENICH MOOWIBHBIX IuiaThopMm. OO0sA3aTenbHO YOEIUTECh, YTO B IOJIC
«pa3paboTunK MOOMJIBHOTO MpUIIOKEeHU» yKa3aH [IAO CoepbaHk.

CBOEBPEMEHHO yCTAaHABIUBAWTE JOCTYNHBIE OOHOBJIECHHUS ONEPALMOHHON CHCTEMbl W NPWIOKEHHH Ha
Bame MoOunsHOe ycTpoiicTBo. Vcmonb3yiiTe aHTHBHPYCHOE MporpaMMHOe obecnieucHue it MOOHIBHOTO
yCTPOICTBa, CBOEBPEMEHHO yCTaHABIMBANTE HA HETO OOHOBIICHHSI aHTHBUPYCHBIX 0a3.

He ycranaBnuBaiite Ha cBoe MOOMIBHOE YCTPOWCTBO HEIMILIEH3MOHHBIE ONEPALMOHHBIE CUCTEMBI, TaK
KaK 3TO OTKIIOYAET 3allUTHBbIE MEXaHW3MBbl, 3aJI0KEHHBIE IMPOU3BOAUTENIEM MOOWIBHOW IuaThopmel. B
pesynbrate Bame MoOmisHOE yCTPOHCTBO CTAHOBHUTCS YA3BHUMBIM K 3apayKEHUIO BUPYCHBIMH IMPOTPAMMAaMHU.

He mepexomure 1o cchulkaM © HE YCTAaHABIMBAWTE MPUIOKEHUs/OOHOBICHHUS O€30MaCHOCTH,
npumeamue B SMS-cooOmennn, Push-yBegoMiieHUn Wiy 1O 3IEKTPOHHOHM TOYTE, B TOM YHCJIE OT WUMEHH
banka.

VYcranoBure Ha MOOHIBHOM YCTPOMCTBE Mapoiib JUIA JOCTyNa K YCTPOMCTBY, JaHHAas BO3MOXKHOCThb
JOCTYTIHA AJIs1 TIOOBIX COBPEMEHHBIX Mojieneld MOOMIIbHBIX YCTPOMCTB.

He ucnonesyiite MoOuibHOE YCTPOWCTBO Ui JOCTyHa K MOJHOQYHKIMOHAIBHOH Bepcuu COepOaHK
Omnnaiiz, 17151 3TOr0 CYLIECTBYIOT CHIENMAIN3UPOBaHHble MOOMIbHBIE IPUIIOKEHHS, pa3paboTanHble baHkoM.

3aBepmaiite paboty ¢ MoOWIBHBIM TNpuiIokeHHeM baHka depe3 3aBepilieHHe ceccHu (IO KHOIIKE
«BvIxony).



3ammra or SMS/Push-momennnuyecrsa

Morennudeckue SMS-coobrenust/PUsh-yBeoMIeHus, KaKk MPaBUIO, MHOOPMHUPYIOT O OJOKHPOBKE
0aHKOBCKOW KapThbl, O COBEPIICHHOM TIEPEBOIC CPEJICTB WITH COACPIKAT APYTYI0 HHPOPMAIIUIO, TTOOYKIAFOIIYIO
MEepPe3BOHUTh Ha yKa3aHHbli B SMS-coobmennun/Push-ysenmomnennn Homep TtenedoHa Ui yTOYHEHHS
uHpopmanun. [lepesBonuBmiemy KimeHTy MOIIEHHUKH TNPEACTABISIOTCS  COTPYAHUKAMH  CIYXKOBI
0e30MacHOCTH, CIEMUANNCTAMH CIY)KOBl TEXHHYECKON TOANepKKH OaHKa M B yOemuTenbHOH (opme
MpeUIaraloT CPOYHO MPOBECTH JACUCTBHSI IO Pa30I0KUPOBKE KApPTHI, IO OTMEHE MEPEBOJIA U T.I1., B 3aBUCUMOCTH
ot conepxkanus SMS-coobmenus/Push-yBegomieHusl.

B cnydae momydenus momoOHBIX SMS-coobrienuit/Push-yBeoMiaeHHT HACTOSTEIBHO PEKOMEHIYyEM
Bawm:

e He repe3BaHMBaTh Ha HOMep TenedoHa, ykasanHblii B SMS-coobimennn/Push-yse nomnennu;

e HE NpPeAOoCTaBIATh MH(OpMAIHIO O PEKBH3UTaX KapThl (HOMepe KapThl, cpoke ee aelictus, [1MHe,
CVV2/CVC2/TIIIK2 xone), KonrponsHoit undopmaru, Kone knuenta Jlorune (Mnentuduxarope
nofnb3oBarenisi), [locrostnHoM mapoisie, OIHOPA30BBIX MAPOJSIX, B T.4. IMOCPEICTBOM HAampaBlICHHS
oTBeTHBIX SMS-coobmienuii/Push-yBeaomieHuii;

e HE NPOBOAUTH 4Yepe3 YCTpoicTBa caMOOOCIIYy>KMBaHMS HUKAKHWE ONEPAaLUd IO HHCTPYKLUSM,
MOJTy4eHHBIM TI0 MOOMIIBHBIM YCTPOWCTBAM.

B psine cnyuaeB bank pacceutaet undopmairionasie SMS-cooOienns/Push-yBeromienust, mpu 3ToM:

e B SMS-coobuienusix/Push-yseomienusx, HampasiseMbix BaHKOM 10 Oreparnusm, MPOBEICHHBIM C
WCTIONIb30BaHNeM Barmeil kapThl, 00s3aTeNbHO yKa3bIBAtOTCS mocienanne 4 mudpsl Homepa Bameit
KapThI (MOIIICHHUKAaM OHH HE M3BECTHEI);

o SMS-coobmmenus/Push-ysemomnennss bBanka Bcerga OTIPaBISIOTCS C HOMEpa <<9003», B HUX
YKa3bIBaIOTCS TOJILKO oOQuIMalibHbie HoMepa TenedoHoB baHka, omyOnMKOBaHHBIE Ha
OdunnansHoM caiite banka mim ykazanHele Ha Baeit 6aHKOBCKOH KapTe;

e SMS-coo6mmenus/Push-yBegomienus: banka He pacchlIaloTCst ¢ OQHIIHATBHBIX HOMEPOB Tele(hOHOB
Konrakthoro Ilenrpa banka +7 (495) 500-55-50 u 8 (800) 555-55-50.

Ecmu monmyuennoe SMS-coobienne/Push-yBejoMieHne BbI3BIBACT JTIOOBIE COMHEHHUS WM OIACEHUS,
HeoOxomumo obpatutbesi B Konraktheiii Lentp banka mo oduimansHeiM HoMepam Tene(oHOB, pa3MelIeHHbIM
Ha 000pOTHOI CTOpOHE KapThl WK Ha OduuunansHoM caiite banka.

B cnyuae ecu Bol Bce xe moctpaganu ot SMS/Push-momenHmuecTBa, HE0OOXOAMMO:

- HeMmemneHHo oOparuthes B KonrtakTaelii Llentp banka no oduumansHbiM HOMepaM TelneQOHOB U
3a0JIOKUPOBATh KapTy, PEKBU3UTHI KOTOPOiIl ObTM COOOIIEHB! MOILICHHUKAM WM 110 KOTOPOH OBbLIH
COBEpIIECHBI MOIIIEHHUYECKHE OIepalui;

- HEMEeMJICHHO 00paTUThCsl MO TelneOHy K ONepaTropy CBS3H, B agpec KOTOPOro IepeBECHBI
Cpe/ACTBa, C 3asBJICHHUEM O MOIICHHHYECTBE M BO3BpaTe CpejAcTB (Kak MpaBmiio, MHpopManus o
HOMepax Telle)OHOB, Ha KOTOpHIE OBLIM MEpPEeBEACHBI CPEICTBA, COTOBOM OIEpaTope W HOMEpax
TeNe(OHOB KOHTAaKTHOTO ILIEHTPa COTOBOTO ONeparopa yKa3aHbl Ha 4YeKe, MOIyYeHHOM B
YcrpolicTBe caMo00CTyKIBaHUS);

- [ojaTh yepes J000e NoApa3IeiIeHUe MOIULIHUHY 3asBICHIE O COBEPIIEHHOM MOILICHHUYECTBE HA UMS
HavanbHuKa yrnpasienus «K» ['YBIA\YB/I.

3ammTa ot e-mail MmomeHHnYecTBA

MaccoBsie MomreHHHYeckre e-mail-pacceuiku, Mackupysick o opena ITAO CoOepOaHk, Kak MpaBUiIo,
TpeIHa3HAYEHBI JIIS:

- 3aMaHWBaHUS TOJyd4arenedl cooOIIeHWid Ha CaNTHI-«IOBYIIKI», Ha KOTOPBIX IO/ Pa3iIHYHBIMU
MpeJIoTaMH MOIIEHHUKH MOTBITAIOTCS MOJYYHUTh MEPCOHAJbHbIE U KOH(UACHIMAIbHbIE AaHHBIC
(®UO, Jlorun (Mpentuduxarop moip3oBarens), [loctosHHBI mapons, OmHOPa30BBIE MapOIH,
KontponbHyto wuHpOpMaImioo, HOMepa OaHKOBCKMX KapT W uX cpokum naeictsus, IIMHBI,
CVV2/CVC2/IIIIK2 komel, Kon kmmenta u mp. umHpopmanuio). Yacto Ha Takumx caiftax
pa3MeaTCs BUPYCHI, 3apakarollie KOMITBIOTEPHI IPH OTKPBITUU CTPAHMIL;

% VkasaH OCHOBHOI HOMED, JJIsl Pa3HBIX PETHOHOB BO3MOKHA TaKke pacchuika ¢ Homepos 9000, 9001, 8632, 6470, SBERBANK.



MPUHYXICHUSI IO/ PAa3IMYHBIMH MIPEJIOTaMHU TIOJTyJaTelIel MMceM Ha OTKPBITHE (aiiia-BIOXKeHNUS,
coJiepKalliero BUPYC, MM MEPeXo/1 0 CChUTKE JIJTSl 3arPy3KH BUPYCHOTO (aiiia.

HpI/I3HaKI/I TOTO0, 4TO C-mail-COO6H_ICHI/Ie SABIIACTCA MOIICHHHUYCCKHUM:

COOOIIIEHUS 3aMacCKUpPOBaHbl Mo oduiManbHble MuchMa baHka u TpeOyrot ot Bac kakux-mubo
OBICTPBIX ICHCTBHIN MIIH OTBETA;

azpec OTIPABUTEIS U TEMa COOOIICHUS 3aMacKUPOBaHBI IO 0OpaIeHus OT UMEHN baHKa.

IIpumepsl HauMeHoBaHus oTnpaBuTenaeii B [Ipumepsl TeM co001IeHNIE B MOIIIEHHUYECKUX
MOIIIEHHUYECKUX COOOIIEeHUsIX: paccbLIKax:

Coepbank Onunaiin (info@sber.ru) —  «CooOmieHne 00 yBeIMICHUN

Co6epbank Poccuu (noreply@sber.ru) SANOIDREHHOCTID

. «Coo0rmenue 00 yBEITMUESHUH JTOITa»
Coepbank Mudopwm (statistics@sber.ru) B y A

—  «Coobmienne 06 yBenmn4eHUN

u TIp.
p 3agoipkeHHocTH Ha JJJIMM.ITTT»
MMChMa COAEPIKAT CCHUIKM Ha MHTEPHET-PECYPCHI, TOX0KHE Ha opHUIHanbHbIe pecypchl banka,

URL-agpec ccpIIKM B THCbME OTAMYaeTcss OT odunuanbHoro aapeca (Www.sberbank.ru),
BO3MOJKHO TaK)kK€ TMOSIBJICHHE BCIUIBIBAIONIMNX OKOH Ha OQHUIMAIBLHOM CaiiTe, B KOTOPOM
3amparninBaeTCs BBO WU MOATBEPXKICHNE Ballux mepcoHalbHBIX JaHHBIX;

K COOOLICHHUIO TIpuiiaraeTcs Gain-pioxKeHne, KOTopblii BaM HaCcTOWYMBO pEKOMEHTYIOT OTKPBITH;

B TEKCTE COZAEPIKATCS SIBHBIC ONEUATKH WIH oporpapuyecKre oMKy,

Oo6pamaem Bame Bunmanue, uro [IAO Coepbank HUKoOraa:

HE OTMPABIISIET COOOIICHNUS C MPOCHOOI MOATBEPANTH, OOHOBUTH WIIH PEAOCTABUTH NIEPCOHATBHBIC
u koHpuaeHmaneuble nanubie (OUO, Jlorun (Maentudukarop monb3oBatens), [locTosHHBIN
napoiss, OgHopasossle naponu, KoHTponsHyo uHpOpManuo, HoMepa OaHKOBCKUX KapT M CPOKU
ux geiictBus, I[IMHe, CVV2/CVC2/IIIK2 komel, Kom kiweHTa, HdaHHBIE JTOKYMEHTA,
yIIOCTOBEPSIIOIIETO JTMYHOCTh, HOMEP MOOHIBHOTO TesieOHa U TP. HH()OPMAIIHIO);

HE OTIIPABJIACT COO6I]_I6HI/I$I C (1)OpMOI>'I JJIs1 BBOJa Bammx NEPCOHAIBHBIX TAHHBIX;

He npocut Bac 3aiitu B muuHbIi kaOuHet CoepOank OHIalH 1O CChIJIKaM B HUCbMaXx.


http://www.sberbank.ru/

