IMAMSATKA
1o 0e30MaCHOCTH MPH MCNOJIL30BAHNHU YIAJEHHBIX KaHAI0B 00cayxuBanus ITAO Coepoank

Br1 npucoeaunmnuce x JforoBopy, B paMkax KOTOPOTO KiMeHTaM baHka mpenocTaBiseTcs BO3MOXKHOCTh
COBepIIaTh OINEpalMy M TOJydaTh WH(OpPMANHIO MO cYeTaM dYepe3 YJaleHHbIe KaHAIbl OOCTY)XHUBaHUS, K
KOTOPBIM OTHOCSITCA:

- YcrpoiictBa camoobciyxuBanus banka,
- COepbank Ownaiiy,

- SMS-6ank (MoOUIbHBIM OAHK),

- Konraxthsiii Llentp banka.

Br1 nMeeTe BO3MOKHOCTh YCTAHOBUTH OTPaHUYCHHUE TOCTYIMHOCTH (BHIUMOCTH) CUETOB, KOTOphIe BoI He
XOTHTE UCTONB30BaTh B Y TAICHHBIX KaHANaX 00chyxuBaHus. OrpaHHYCHHE MOXKHO YCTAaHOBUTH OT/ACIBHO JIJISI
KKIOr0 W3 KaHaJoB: IJIsl YCTPOWCTB camooOcmyxuBaHus banka, mns COepbank OwnmaiiH (B TOM dmcie
OTACTBHO TSI MOOMITBHBIX IpUitoskeHui) 1 SMS-6anka (MoOunbHOro 6aHKa).

Y CTaHOBUTH WM M3MEHUTH MIEpeUeHb JOCTYIHBIX cueToB Bbl Moxkere kak yepe3 Coepbank Onnaita (1o
BCceM cueTam), Tak u B ytob6oM [lonpaznenennn banka Ha TeppuTopun 0OOCITY>KMBaHHS COOTBETCTBYIOLIETO
JI0TOBOpa (TOJBKO M0 CYeTaM BKJIAJOB).

[IpaBuiia noap30BaHus Y JaJicHHBIMU KaHaJIaMU O0CITy>KWBaHUs OIpeieieHbl B [loroBope.

Hcnonb3oBanne  YaaneHHBIX  KaHWIOB  OOCHYXKMBaHUS  CONPSDKEHO € PUCKOM  IOJMYYEHUS
HECaHKIIMOHUPOBAHHOTO JOCTYyNa K KOHQUACHIUATbHON nHpopMannu KimeHTa u ocyliecTBICHUS IEPEBOIOB
JIEHEXKHBIX CPEJCTB CO CUETOB HEYIIOJIHOMOYECHHBIMU JIMLIAMH.

K xondunernnansaoi napopmanuu Knrenra otHocuTcs:
- wmHpopMaIus 00 OCTaTKax JEHEKHBIX CPEJICTB Ha CUETAX;
- uH(pOpMAaIH O COBEPILEHHBIX MEPEBO/IaX ACHEKHBIX CPEJICTB;

- wuH(popManus, coaepkamascs B odopMieHHBIX Bamu pacnopspkeHHSX Ha TEpeBOJ JICHEKHBIX
CPEICTB;

- wuH(popMmanus, HeoOXoaumasi AN ynocTtoBepeHus: KiMeHTamu TpaBa pacropsDKEHHs JIEHEKHBIMU
CpelcTBaMU, B TOM YHCJIE JaHHbIE JlepaKaTesen KapT;

- wmHbOpMAaIUs OTPaHUYCHHOTO JIOCTYIa, B TOM YHCJE NMEePCOHANBHEIC JJAHHBbIE U WHAs WH(OpMAaIIus,
mojJiexaniasi 00s3aTeNbHONM  3allliTeé B COOTBETCTBUM C 3aKOHOJATENhCTBOM Poccuiickoit
deneparyu, obpabaTbiBacMas IPH OCYIIECTBICHHN TIEPEBOIOB IEHEKHBIX CPEJICTB.

Hwxe npuBenensl pekoMeHIyeMble baHKOM Mepbl TI0 CHHKCHHIO PUCKOB  IIOJyYEHHUS
HECaHKIIMOHUPOBAHHOTO JIOCTYIa K KOHGUASHIIMAIbHOH nH(opMarnu KinenTa.

Iomuute! Tlepenaua kapThl WM ee pekBu3uToB, Jlormna (UneHTtudukaTopa moJib3oBaTels),
IHocTtossnHoro maponas, OnHopa3oBbix mnapoJgeii, KountpoabHoii uHpopmanumm u Koma kiauenra,
NMpeJHA3HAYECHHBIX JJIsl JOCTYNa M NMOATBEPXKICHUS onepanuii B YJAaJeHHbIX KaHAJax 00CJTyKHBAHUI,
apyromy Juumy (B ToM 4uciae padoTHHKY banka) o3nadaer, uro BblI mpenocrtaBisieTe BO3MOKHOCTH
APYTUM JMIaM NPOBOAUTH ONEPAIUH 10 cHeTaM.

[Ipn nr00BIX TOHO3pEeHMSIX Ha MomeHHH4YecTBO (ecnmu Beri momyunnmu  SMS-cooGuenue/Push-
yBeoMiIeHne oT baHka mo omepauuu, KoTopyto Bbl He coBeplasii WM OHO BBI3BIBAET JIIOOBIE COMHEHHS H
oTIaceHusl), CemyeT He3aMeIUTeasHO o0paTuThes B KonTakTHeIM LlenTp banmka mo HoMepam TenedOHOB,
yKa3aHHBIM Ha 000pOTHOH cTopoHe KapThl 1 Ha OdunmanisHoM caiite banka:

+7 (495) 500-55-50
8 (800) 555-55-50

a Taoke ¢ MoOubHOTrO yeTpolicTBa, Habpas Homep 900.

[Ipu oOpameHun 10 yKa3aHHBIM HOMEpaM Telle()OHOB TPOUCXOIUT COCIUHEHHE C CHCTEMOU
aBTomMaTu3upoBaHHoro obciyxuBanus (IVR). s coemnHeHUs C JIMHUEH, MpeAHa3HAYCHHOW IJIs Tepemaadu



cooOmieHust 00 yrpare KapThl WIM O MOJO3PEHHHM Ha MOILICHHUYECKHE ACHCTBHS, HEOOXOOUMO B TOHOBOM
pexxume Habpath Tudpy «1».

[MonpoGHas uHGOpPMaLKS 0 crTOcCO0axX MOILICHHHYSCTBA U MEPax 3alluThl pasMeineHa Ha OduinaibHOM
caiite baHka.

Mepbl 06€3011aCHOCTH NIPH UCIOJIL30BAHUU KAPTHI

XpaHHTEe CBOIO KapTy B HEAOCTYITHOM ISl OKpYXaromux Mecte. He mepenaBaiite KapTy U ee PEeKBH3UTHI
JIpyroMmy JUIly, 3a UCKIIOUEHHEM TpojaBlia (kaccupa). PeKoMeHyeTcsl XpaHUTh KapTy OTACIbHO OT HAJTHMYHBIX
JICHET ¥ IOKyMEHTOB, yIOCTOBEPSIOIINX JTUYHOCTh, 0COOCHHO B MOE3/IKaX.

Bo m306exanme MOIIEHHHMYECTBA C HMCIONB30BaHWEM Bameit kapTel TpeOyHTe MpOBEAEHHS OMeparfii ¢
KapToi ToIpKO B BaiieM mpucyTCTBUU, HE MO3BOJISINTE YHOCUTH KapTy U3 mojs Barero 3peHust.

He mpucnymmBaiitech k coBeTaM TPEThUX JIMII, & TAKXKE HE MPUHUMANWTE WX MMOMOIIL TPU MPOBEACHUN
omeparwii. [Ipu HEoOXoamMocTn oOpatuTech K coTpynHukaM B llompasmenennn baHka wiiy TO3BOHUTE MO
HOMepaMm TeneOHOB, YKa3aHHBIM Ha YCTPOHCTBE camMOOOCITy)XKMBaHHA WIIM Ha OOOpPOTHOH cTOpoHe Barmei
KapThl.

Bo u3bexanue wucmonb3oBaHusi Bamreir kapTel TpethuM nuiioM xpanure IIMH oraensHO OT KapThl,
WCKITIOYMB OJHOBPEMEHHBIH JOCTYI K HUM (HampuMmep, B ogHoM OymakHuke), He nummre [I1H Ha xapte, He
coobmaiite [IMH apyrum numam (B TOM 4ucie poiacTBeHHuKam), He BBomute [IMH mpu paGorte B ceTtn
Hurepuer.

Hu npu kakux oOcrositesibeTBax He coo0maiite cBoii [IMH HukoMy, BKIKYAsi COTPYIHUKOB
Banka.

Meps! 6e3onacHocTu npu padore B Coepoank Ouiaiin

Jlnst Bxoma B Coepbank Onnaitn Bam HeoOxomaumo BBecTr Jloruu (MmeHTHUKATOpP MOIB30BATENS) U
[TocTosiHHBIN Mapoib, IOMOJIHUTENBHO MOXET BBOAMTHCA OJIHOpPA30BBIA Mapoib (€cad AaHHAs OMNIUA
npenycMoTpeHa Bamu mpu HacTpoiike «indHOW crpaHunb»). Jns Bxoga B Coepbank OwnnaiiH He TpeOyercs
BBOJWTH HUKAKOH Mpyroil nHpopMaIuu (3a UCKIIOUEHHEM CITy4as IepBOHAYaIbHON peructpanuu B COepOaHK
Omutaiin Ha OdununanbHoM caiite banka, xornma s nonydeHus Jloruna (MpeHtudukaropa monb3oBartens) u
[ocrosiHHOTO Tapons TpeOyeTcsi BBECTH HOMEp JEHCTBYIOIIEH OaHKOBCKOW KapThl (KpOME KOPIOPATUBHBIX
KapT)).

Buumanue! Ecom nns Bxoma B COepbank Ownmaiin Bam mpennaraercs BBecTH J100YI0 JAPYIyIO
MEePCOHAIbHYI0 MH(POPMAIMIO WIK JIONOJHUTEIbHBIC TaHHbIC (HOMepa Kapt!, HoMep MOOWIBHOrO TenedoHa,
KontponbHyto uH(OpManMio WM Ipyrue JaHHBIE), STO yKa3blBaeT HAa MOIIEHHWYECTBO! B Takux ciydasx
HEO0XO0IMMO HEMEIJICHHO MPEKPaTuTh ceanc padboTsl B COepbank OHalH U CpoYHO 0OpaTtuThes B baHk.

Bank HuKoraa He 3ampammBaeT MAaPOJH JJIs1 OTMEHBI onepanuii nin mabnonoB B Coepbank OHaiiH.
Ecnn Bam mpeanmaraercss BBECTH MapoJib Ui OTMEHBI OINepalvy, B TOM 4YHCJIe M TOH, KoTopyio Bbl He
coBepuany, Bam HeoOxoanmo npekpatuTh ceanc padoTsl B COepbank OHaiiH U cpoyHO oOpaTtuThes B baHk.

ITpu monydenun ot banka Ha MobOuibHOe ycTpoiictBo SMS-cooOrienus w/uimu Push-ysemomienus c
OaHOPA30BBIM MapoJieM BHUMATEIbHO O3HAKOMBTECh C HMH(GOpPMAIMe B COOOIICHUU/YBEIOMIICHUU: BCE
PEKBH3UTHI ONEpallii B HaNpaBICHHOM BaM COOOLICHNH/YBEJOMIICHUH JIOJDKHBI COOTBETCTBOBATh TOM
oreparnuy, KotTopyto Bel codnpaereck coBepimnTb. Tosbko mocie Toro kak Bel yoenumice, 4to nHGpopManus B
aToM SMS-coob6miernn/Push-ysenomineHrn KOppeKkTHA, MOYKHO BBOIAMTE ITaPOJIb.

Hcnonp3yiite TONBKO HanexHble W npoBepeHHble Toukn Wi-Fi. He pekomeHmyeTcs MOAKIIOYATHCS K
MOMYJISIPHBIM M/WIK OecIiaTHBIM ToukaM jgoctyna Wi-Fi, eciiu Bel He yBepeHBI B JOCTOBEPHOCTH UMEHHU TOYKH
nocryna. Obpamiaem Bamie BHuManue, 4to To4uku noctyna Wi-Fi, 11 moakiIroueHns: K KOTOPbIM He TpeOyeTcs
BBOJ| MAapojisi, MOTYT TPEACTABIATh TOBBIMIEHHYIO OIIACHOCTh B CBS3M C BO3MOXKHBIMH JEHCTBHSIMHU
MOILIEHHUKOB, HAIIPaBJIEHHBIMHU Ha MOJIy4YE€HHUE JTOCTYyTA K Balmm nepcoHanbHBIM TaHHBIM.

IHomuuTe! BBoasi OnHopa3oBblii napoJb, Bel 1aéte banky pacnopsizkeHue o NpoBeeHUHU oNepaliu
¢ yKa3aHHbIMH B SMS-coo61mennn/Push-yBe1oMiieHUH peKBH3HTAMM.

Hun npu xakux o6crositesqbeTBax He coodmaiite Ilocrosinablii 1 OnQHOpa3oBbIe MAPOJIM HHUKOMY,
BKJIIOYAsl COTPYAHNKOB banka.

! VkazaHne HOMepa KapThl TpeOYETCs TONBKO TIPH MEpBOHAYaNbHOM peructparmu B Cucteme «Coepbank OHmaifm.



B cayuae yrepu wim kpaxu ueka ¢ Jlorunom (MaentuduraropoM mnosb3oBatensi) u [1ocTOSHHBIM
naposiem Bam cnenyer HesamenmutensHO oOpatuthes B Konraktaeiii LenTp banka.

[Ipu pabore ¢ Coepbank OHaiH Bcerja MPOBEPSHTE, YTO YCTAHOBICHO 3alUIICHHOE SSl-coenHeHue ¢
oburmansupivu  caiitamu  (https://esk.sbrf.ru, https://online.sberbank.ru). B okHe Opay3epa DOMKHO OBITH
n300pakeHne, 0003HAYANOIEe HAIMUME 3alUIIICHHOTO COCIUHEHMsSI, KOTOPOE OTINYACTCS B 3aBUCHMOCTH OT
Opaysepa. Hampumep, B 6paysepe Microsoft Internet Explorer B mpaBoit yacTu agpecHO CTPOKH pacIoiaraercs
JKEITBIN 3aMOYEK.

He mnonesyiitece COepbank OwnnaitH uepe3 MHTepHeT-0003peBaTens MOOHIBHOTO YCTpOWCTBa, Ha
KOTOpBIH TpuxoaiaT SMS-coobmenus/Push-yBenominenus ¢ noarsepxkaatomum OnHOpa3oBbiM mapoieM. s
MOoOWIBHBIX yCTPOWCTB CYIIECTBYIOT CIIEHMANBHO paszpaboTanHble bankoM MOOWIBHBIE MPHUIOKEHHS.
[NonyunTts nHPOpMaLUIO 0 TaKUX MOOWIBHBIX TPUIIOKEHUAX baHka U cmocobax Mx ycTaHOBKK Bbl MoxkeTe Ha
OdunuansHoM caiite banka.

Jns  uckiarodeHus KoMmmpoMeranuyd Bamre#t  ¢dwHaHCOBOW HWHGOpManIMM W XWINCHUS CPEACTB,
HACTOATENbHO HE pekoMeHayeM Bam momkimiodate K yciayram banka HOMepa TenedoHOB, KoTopbie Bam He
MIpUHAJICHKAT.

[lomp3yiiTech AOMOMTHUTENBFHBIMA BO3MOXKHOCTSIMH (COepOank OHIAH 1O TOBBIIIEHUIO YPOBHS
oesonmacHoctd  (SMS-undopmuposanne/Push-ysenomnenus? o Bxome B COepbank Omuaiin, HacTpoiika
BUIUMOCTH KapT W mp.). Jns HacTpoiiku ucnonw3yiite meHto «Hacrtpoiikny», nanee pasmen «Hactpoiiku
0e30macHOCTHY.

He ycranaBnuBaiite Ha MoOMWIbHOE yCTpOMCTBO, Ha KoTopoe bank ormpasisier SMS-coo6enus/Push-
YBEAOMJICHHA C MOATBCPKAAIOIINMU OI[HOpa?,OBBIMPI napoJjsiMu, MPUJI0XKCHHUA IO CCbUIKAM, MOJYYCHHBIM OT
HEeM3BEeCTHBIX BaM MCTOUYHUKOB.

[MomuuTe, uto BaHk He pacchUIaeT CBOMM KIIMEHTaM CCHUIKM WITH YKa3aHUsI Ha YCTAaHOBKY MOOGHIBHBIX
npuitoxenuit gepes SMS/Push/MMS/e-mail—coobrerus.

Ha MoOunbHBIX ycTpoiicTBax, KoTopbie Brl ncnonesyere s gocryna k Coepbank OHmnaiiH:

® HCIOJIB3YHTE COBPEMEHHOE AaHTHBHUPYCHOE NIPOTpPaMMHOE OOeCIedeHHe W CIIEAUTE 3a €ro
PEryJISpHBIM OOHOBJICHUEM;

® DEryJSIpHO  BBITNIOJNIHAHTE AHTUBUPYCHYIO TPOBEPKY JUIS CBOEBPEMEHHOTO  OOHAapyKEHHs
BPEJOHOCHBIX IIPOrPaMM;

® CBOCBPEMCHHO YCTaHaBHHBaﬁTe OOHOBJICHUS OHCpaHHOHHOﬁ CHCTCMBI, PECKOMCHAYCMBbIC
KOMITaHUCH -IIPOU3BOJUTCIIEM

® WCIONB3yWTE JOIMOJNHUTENHFHOE JHUIIEH3MOHHOE TMpOorpaMMHOE oOOecrieueHue, IMO3BOIISIONIEe
MOBBICUTh YPOBEHb 3aluThl Bariero MoOWIBHOTO YCTpOMCTBA — TMEPCOHAJBHBIE MEKCETCBBIC
SKpaHbl, IPOrpaMMbl IOUCKA MIMUOHCKUX KOMIIOHEHT, IporpaMmbl 3auThl 0T «CITAM»-pacchuiok
U mp.

e HE UCHONB3yiiTe BO3MOXXHOCTh BOHTH B Cuctemy «CoOepbank Ownnaiin» depe3 OduumanbHblil caiit
banka mo maeHTUdUKannoHHOMY (aiiiny (cookie), eciau K yCTPOWCTBY MOTYT UMETh JOCTYI WHBIE
JUIa WK yaanuTe uaeHTH(UKanoOHHbIN (aiin (cookie) ¢ ycTpoiicTBa mocie 3aBepiieHus: padboThl ¢
Cucremoii «Coepbank OHaliH» OJHAM U3 CIIEIYIOIUX CIIOCOOO0B:

— BeIOepuTe onuuio «CMEHHMTH MOJIb30BaTeas»’ Ha crpanune Bxoga B Cucremy «COepGaHk
Ounaiiny;

— B Opaysepe B pazumene «Hactpoiikm», mnoapasnene «be3onmacHocTs» BbIOEpHUTE ONIHIO
«OuucTHTE KypHAI 0003peBaTes/sKypHan 6paysepa/cookien?.3asepmenne paborel ¢ CoepOaHk
OmnaiiH BBIMTOHSNTE ITyTeM BBIOOPa COOTBETCTBYIOIIETO ITyHKTa MEHIO.

Mepbl G6e30nacHOCTH PU padoTe ¢ Y CTPOCTBAMH CaMO0OCTy:KUBAHUS

IIpu npoBenennu onepanuu ¢ Beoaom IIMHa BCEI'/IA npukpbiBaiiTe KIaBHaTypy, Hanmpumep,
cBO0OAHON pyKoii. DTO HE MO3BOIUT MOIIeHHNKaM yBuieTh Bamr [TMH wmu 3anicath ero Ha BUaeOKaMepy.

3aMKM JocTyma IO KapTaM B CICUUaJIbHbIE IOMEIICHMs, T[J€ YCTaHABIMBAIOTCA Y CTpoOMcTBa
camMoo00CIyXKUBaHUsI, HEe TOJDKHBI TpeOoBaTh BBoaa [IMHa. Ecnu st npoxona B momenienne ot Bac Tpebyercs
BBectu [IMH, He memas atoro, obparutech B bank. Ecim Bel panee mbITamuch BOCIOIB30BATHCSA MOJTOOHBIM

2 HpH HaJIMYHHA TEXHIIECKOH BO3MOIKHOCTH.
8 Knomnka peam3yeTcs CpeACTBaAaMU IIPOTPAMMHOI0 obecnieuenusi. bank BIPaBC UBMCHATH JIM3aifiH 1 HANMEHOBAHNE JaHHOUW KHOIIKH.
4 Hazanus pa3aciioB U paCloJIOKECHUEC JaHHBIX OIIIUI 3aBUCST OT UCIoJib3yeMOro 6pay3epa.


https://esk.sbrf.ru/
https://online.sberbank.ru/

YCTPOWMCTBOM, peKOMeHayeM Bam CcpodHO 3a0JIOKMpOBaTh KapTy, TO3BOHHUB [0 HOMEpaM TelIe(OHOB,
YKa3aHHBIM Ha Y CTPOWCTBE CaMOOOCTYKUBAaHHUS WM Ha O0OPOTHOW CTOpoHE Barieii kapThl, OOpaTUBIINCEH B
Konrakrasiii ieHTp baHka, HE3aBUCUMO OT TOTO, MOJYYMJIA JIU BBl 1OCTYN K YCTPOMCTBY WJIM HET.

Jo mpoBeneHwst omepanydyd B YCTPOWCTBE CaMOOOCTYXHBaHHS OCMOTPHUTE €ro JHIEBYIO YacTb, B
YaCTHOCTH, MOBepxXHOCTh Haj IIMH-knmaBuatypoili M yCTpOMCTBO Mg IpUeMa KapTel B Y CTPOMCTBE
camMoo0CIyXHuBaHUSA. B 3THX MecTax HE NOKHO HAaXOAUTHCS MPHUKPEIUIEHHBIX [MOCTOPOHHUX MPEAMETOB WM
peknaMHbIX Oykineros. IIpy oOHapy>KeHUN MOAO3PUTENBHBIX YCTPOMCTB, IPOCUM HE3aMEIJIUTEIbHO COOOLIUTh
00 3tom cotpyanukam lloppasnenenust banka, oOCiTy>KUBarOIUM Y CTPOMCTBO CaMOOOCTYKUBAHUS, MU TI0
HOMepaM Tene(OHOB, YKa3aHHBIM Ha YCTPOHCTBE caMOOOCITYKHBAaHHS WIM Ha OOOpPOTHOHM cropoHe Bareit
KapThl. Onepanuio ¢ UCIOJIb30BaHUEM KapThl VIS HOIYYEHHsI HAJIMYHBIX B Y CTPONCTBE CaMOOOCTYKUBAHUS B
JJAHHOM ClIy4ae [IPOBOJUTH HE CIIEAYET.

He mpumensiite ¢uzuyeckyro cuiny, 4ToObl BCTaBUTH KapTy B YCTPOWCTBO camooOciyxuBaHus. Ecin
KapTa He BCTaBIISICTCA, BO3AEPKUTECH OT UCIIOJIB30BAHNUS TAKOTO Y CTPOHCTBA CaMOOOCTyKUBAHU.

[Ipu mpreme u Bo3BpaTe KapThl OAHKOMATOM HE MBITAWTECh YCKOPUTH MPEPHIBICTOE IBIKEHNE KapThl B
KapTonpueMHHKe. HepaBHOMEpHOE JBUKEHUE KApThI SBISETCS HE COOEM, a HEOOXOAMMBIM CPEJCTBOM 3aIHUThI
Baineit kapTbl OT KOMIIPOMETAIIUH.

Buumanmne! He coBepmaiite Ha YcrpoiicTBe caM000CIy:KUBAHMS HUKAKUX ONepauuii 1o
YKa3aHUSIM TNOCTOPOHHUX JIMI, MO3BOHMBIIMX BamM u mnpeacraBuBmuxca padornmkamm banka wim
APYTUX OpraHu3anuii.

Mepsl 6e3onacHocTH A1 SMS-6anka (MoOMJIBLHOrO 0aHKA) H
Mo0OnabHbIX puJiokeHnil banka

[Ipu yrpare MOOWIBEHOTO YCTPONCTBA, HCHOIB3YEeMOTO C aOOHEHTCKHM HOMEpPOM MOIBHKHON
paaroTene)OHHON CBS3M, HA KOTOPBIA TMpenocTaBiieH AOCTYNm K SMS-6anky (MoOunmpHOMY 0aHKY) WK Ha
KOTOpOe yCTaHOBJIeHO MoOmibHOe nmpuitoxkenue banka, Bam cienyer cpouHo 0OpaTHTECS K CBOEMY OIEpaTopy
coTOBO# cBs3u At OmokupoBku SIM-kaptel u B Konraktaeiii Lientp banka ans npuocranoBku aeiictust SMS-
Oanka (MoOwunbpHOTO OaHKa) 1/miu OJI0KUPOBKH noctyrna B Coepbank OHmaiH.

[Ipu cmene Homepa TenedoHa, 3aperucTpUPOBaHHOTO Il focTyna K SMS-6anky (MobuinsHOMY 0aHKY),
BaMm HeoOx0auMO He3aMeINTeTbHO 00paTUTHCS B BaHK U cOOOIIUTE O CMEHE HOMepa.

[Ipun BHE3amHOM mnpekpameHnu pabdoTel SIM-KapThl HEOOXOIUMO CpPOYHO OOpATHTHECA K CBOEMY
OMepaTopy COTOBOM CBSI3M 3a YTOYHEHUEM IMPUYMH — B OTHOLIEHMHM Bac BO3MOXHO NpOBElICHUE
MOILIEHHUYECKUX AEHCTBUM TPETHbUMU JITULIAMH.

[Ipu nmopkmoueHun (perucTpaunu) Homepa TenedoHa as goctyna kK SMS-6anky (MoOuisHOMY OaHKY)
o kapre, Bam craHoBHUTCS 10CTyITHA BO3MOXKHOCTB IEPEBO/IA ICHEXKHBIX CPelCTB ¢ Bamero cuera neberoBoit
KapTel B ajipec (PM3MYECKHX JIMI, a TaKKe OIUIaThl YCIYT IOPHIUYECKUX JIHMI[ IMOCPEICTBOM 3ampocoB. Bl
MOJXKETE OTKJIIOUUTh JIAHHYI0 BO3MOXKHOCTH B JIt00O€ Bpems, oripaBuB komanay «HOJIby Ha HomMep 900 wiun
obOparuBmuck B Konrtaktasiii Llentp banka.

Bynbre BHUMaTENBHBI — HE OCTaBIANTE cBoe MOOMIIEHOE YCTPOUCTBO 06€3 MPUCMOTPa, YTOOBI HCKIIOYHTh
HECaHKIIMOHUPOBAaHHOE UCIOIb30BaHne SMS-0ank (MoOubHbI 0aHK) 1 MOOMIBHBIX TPHIOKeHHH baHka.

Hcnonp3yiite Tonbko odunuaibHbie MOOHIbHBIC MPUIOKEHUS baHKa, MOCTYMHBIE B O(UIIHATBHBIX
Mara3uHax NpPWIOKCHHNA NPOU3BOAUTENEeH MOOWIBHBIX TuaTdopMm. OO0s3aTenbHO YOEIUTECh, YTO B IIOJE
«pa3paboTuYnK MOOMIIBHOTO TIpIIokeHUs» ykazad [IAO Coepbank.

CBOEBPEMEHHO yCTAaHABIUBANWTE JOCTYNHBIE OOHOBJICHHUS ONEPALMIOHHON CHCTEMbl W NMPWIOKEHHH Ha
Bame MoGunsHOe ycTpoiicTBo. Vcrnonb3yiiTe aHTHBHPYCHOE NMporpaMMHOe obecnedeHue it MOOHIBHOTO
YCTPOHCTBA, CBOEBPEMEHHO YCTAaHABIUBAKNTE HA HETO OOHOBJICHUS! aHTHBHPYCHBIX 0a3.

He ycranaBnmBaiiTe Ha cBoe MOOWMIEHOE YCTPOWCTBO HEJIUIICH3MOHHBIE OMEPAIIMOHHBIE CHCTEMBI, TaK
KaK d3TO OTKJIIOYAeT 3al[UTHBIE MEXaHWU3MEI, 3aJI0)KCHHBIC MPOU3BOJAUTEIEM MOOWIBHOW Inargopmel. B
pe3ynbTaTte Bame MoOMIBHOE YyCTPOMCTBO CTAHOBUTCS YA3BUMBIM K 3apaKEHUIO BUPYCHBIMU IIPOTpaMMaMH.

He mnepexomure 1o cChUIKAM M HE YCTAHABIMBAWTE NPUIOKEHHI/OOHOBICHHUS O€30MaCHOCTH,
npumeamue B SMS-cooOmennn, Push-yBenomieHUn Wiy 1O 3JIEKTPOHHOM TOYTE, B TOM 4YHCJIE OT WUMEHH
Banxka.

VYcranoBure Ha MOOHIBHOM YyCTPOMCTBE Mapoiib JUIA JOCTyNa K YCTPOMCTBY, JaHHAas BO3MOXKHOCThb
JOCTYIHA AJIs1 JIIOOBIX COBPEMEHHBIX Mozesieii MOOUIIBHBIX YCTPOUCTB.



He ucnonesyiite MoOuabHOE YCTPOWCTBO Ui JOCTyHa K MOJHOPYHKIMOHAIBHOH Bepcuu COepOaHK
OwnnaiiH, 17151 3TOTO CYLIECTBYIOT CHeNUAIN3UpOoBaHHbIe MOOWIbHBIE TPUIIOXKEHUS, pa3paboTaHHble baHkoM.

3aBepmraiite paboTty ¢ MOOWIBHBIM TPWIOKEHHEM baHka depe3 3aBepiIeHHE CecCHU (M0 KHOIKE
«Berxony).

3amura or SMS/Push-momennuyecrsa

Moinenandeckne SMS-coobmienust/Push-yBeqominenuns, Kak MpaBuiio, WHOOPMHUPYIOT O OJIOKHPOBKE
0aHKOBCKOW KapTbl, O COBEPILICHHOM TIEPEBOAE CPEICTB WM COACPIKAT APYTrYyI0 HHPOPMALIUIO, TTOOYKIAIOIIYIO
MEepe3BOHUTh Ha yKa3aHHblE B SMS-cooOmenun/Push-yeenomnennn Homep TtenedoHa Ui yTOYHEHHS
naopmanmu. Ilepe3BonmBmieMy KiHeHTY MOIICHHUKH MPEACTABISIOTCS — COTPYJHHKAMH  CITY>KOBI
0e30IacHOCTH, CHEHUAINCTaMHU CIYKObl TEXHHYECKOM TMONACPKKM OaHka M B yOemuTenbHOU (opme
MpeJIaraloT CpOYHO MPOBECTH ACUCTBHSI IO Pa3OIOKUPOBKE KapThl, IO OTMEHE MEPeBOia U T.11., B 3aBUCUMOCTH
ot conepkanuss SMS-coo6rienus/Push-yBegomieHusI.

B caydae momyuenusi mogo0HBIX SMS-coo0renuii/Push-yBeoMIeHH HACTOSTENIRHO PEKOMEHIyEeM
Bawm:

e He Mepe3BaHUBATh Ha HOMeEp TenedoHa, ykasanueiii B SMS-coobuiernn/Push-ysenomnenny;

® HE NpPEeAOoCTaBIATh MH(OpMAIHIO O PEKBH3UTaX KapThl (HOMepe KapThl, cpoke ee aerictus, [1MHe,
CVV2/CVC2/TIIIK2 xoxe), KourponsHoit uudopmarun, Kome kinuenta Jlorune (Maentudukarope
nonb3oBarens), [locrossHHOM mapone, OZHOPA30BBIX MApONAX, B T.Y. MOCPEACTBOM HAIPABICHUSL
0TBETHBIX SMS-coobrenuit/Push-yBeaomnenuit;

e HE NPOBOAUTH 4Yepe3 YCTpoiicTBa caMOOOCIIYy>KMBaHMS HUKAKHAE ONEPAaLUd IO HHCTPYKLUSM,
MOJYYEHHBIM 10 MOOMIIEHBIM YCTPOWCTBAM.

B psine cinyuaer bank pacceutaet uadopmaitornsie SMS-coobienuns/Push-yBe1oMIeHust, IpH 3TOM:

e B SMS-coobuienusix/Push-yseromienusx, HampasiseMbix BaHKOM 10 oreparnusM, MPOBEICHHBIM C
WCTIONb30BaHueM Bareld kapTbl, 00s13aTelbHO YKa3bIBAOTCA mociennue 4 nudpbl Homepa Barei
KapThl (MOIIIEHHUKAaM OHU HE U3BECTHBI);

e SMS-coobuienus/Push-yBeomnenus banka Bcerma ormpapisioress ¢ Homepa «900°%, B HUX
YKa3bIBalOTCS TOJBbKO oduuuanbHele HoMmepa TenedonoB banka, omyOnukoBaHHbIE Ha
OduunansHoM caiite banka mim ykazaHHble Ha Bameii 6aHKOBCKOH KapTe;

e SMS-coo6mmenus/Push-yBegomienus: banka He pacchLIalOTCst ¢ OPHITHATBHBIX HOMEPOB Tele(hOHOB
Konraktaoro Ientpa banka +7 (495) 500-55-50 u 8 (800) 555-55-50.

Ecnu monydyennoe SMS-coobuienne/Push-yBeqomiieHrne BbI3bIBAET JFOOBIE COMHEHHS WM OIMACEHHs,
HeoOxomuMo oOpatutbes B Kontaktheiil [entp banka nmo oduimansHeiM HOMepaM Tene(oHOB, pa3MeIIeHHBIM
Ha 000pOTHOI cTOpoHE KapThl Wik Ha OduimanbHOM calite banka.

B ciyuae eciu Bei Bee xe moctpaganu or SMS/Push-MomeHHUYecTBa, HEOOXOAUMO:

- HeMmeaneHHO oOparuthcs B KonrtakTHblii Llentp banka no oduumansHeiM HOMepaMm TeneQoHOB U
3a0JIOKUPOBATH KaPTY, PEKBU3UTHI KOTOPOI OBUIM COOOIIEHBI MOIIEHHHKAM WJIH 110 KOTOPOH ObLIH
COBEpIIIEHbI MOIIIEHHUYECKHE OTepalii;

- HEMEMJIeHHO o0paTuTbhcs MO TeneoHy K ONepaTopy CBs3H, B aJpec KOTOPOTO MepeBEIEHBI
CpEeACTBa, C 3asBJICHUEM O MOLICHHMYECTBE M BO3BpaTe CPeACTB (KaK MpaBwio, MHGOpManus o
HOMepax Tele(OHOB, Ha KOTOpbIE OBUIM HEpEeBEACHBI CPEACTBA, COTOBOM ONEpaTope W HOMEpax
TeNe(OHOB KOHTAaKTHOTO IIEHTPA COTOBOTO OIeparopa yKa3aHbl Ha 4YeKe, MOIyYeHHOM B
YcrpolicTBe caMo0OCTyKHBaHUS);

- mojaTk 4yepe3 Jr000e MoApasieseHre MOIHUIHH 3asiBIICHHE O COBEPLUICHHOM MOLICHHHYECTBE HA UM
HavanbHuKa yrpasienus «K» I'YBI\YB/I.

3ammra or e-mail momeHHn4YecTBa

MaccoBsie MoleHHHUecKHe e-Mail-pacceuikm, Mackupysce mox 6penn ITAO CoepbaHk, Kak MPaBHIIO,
npeaHa3HAYECHBI IS

5 Vkazan ocHOBHOI1 HOMep, 15l Pa3HBIX PETHOHOB BO3MOYKHA TaKKe pacchuika ¢ HoMepos 9000, 9001, 8632, 6470, SBERBANK.



3aMaHHBaHUS TIONydYaTeJiell COOOLICHWH Ha CaNTHI-«JIOBYIIKW», Ha KOTOPBIX MOJ Pa3IHYHBIMH
MpeJIoTaMl MOIIEHHUKH MOTBITAIOTCS MOTYYHUTh MEPCOHATbHbIE U KOH(UACHIMAIbHBIC TaHHBIC
(®UO, Joruu (UmeHTnhuKaTop MOIB30BaTENs), IIOCTOSHHBIN Mapons, OmHOPa30BbIe MAPOIH,
KoutponbHyo uHbpopMalmi, HOMepa OaHKOBCKHX KapT W HX cpoku neictsus, I[IMHBEI,
CVV2/CVC2/IIIIK2 komel, Kon kmmenrta u mp. uHpopmanuio). Yacto Ha TakuMx caiftax
pa3MeNIarTCst BUPYCHI, 3apaskarolie KOMITBIOTEPHI IIPH OTKPBITHH CTPAHMII;

MPUHYKICHUS 0T Pa3TUYHBIMU MPEJIOTAMH TIOJTydYaTesici MUceM Ha OTKphITHE (Daiiia-BIIOKEHUS,
CoJIepIKaIIero BUPYC, HITH IEPEXO0/I IO CChUIKE JIUIS 3arPy3KH BUPYCHOTO (atina.

IIpusHaku TOTO, 4TO €-Mail-coobIIeHME SBIIETCS MOIIEHHUIECKUM:

cooOIIeHUs 3aMacKUpOBaHbl 1MoJ oduIHMaibHble MUChbMa baHka u TpeOyroT or Bac kakxux-mubo
OBICTPBIX ACUCTBHI MU OTBETA;

azpec OTIPABUTEIS U TEMa COOOIICHUS 3aMacKHPOBAaHBI TT0T 0OpaIeHus OT UMEHN baHKa.

IIpumepsl HamMeHoBaHus oTnpaBuTeneii B IIpumepsl TeM cCo00IIeHH B MOIIIEHHUYECKHUX
MOIIIEHHUYECKUX COOOIIEeHUsIX: paccblIKax:

Co6epbank Onmaiin (info@sber.ru) —  «Coobmienne 06 yBenmn4eHUN

Co6epbank Poccuu (noreply@sber.ru) SANOIHEHHOCTID

. «Coo01enue 00 yBennye 0JIra»
Coepbank Mudopwm (statistics@sber.ru) Hert YBEIHTCHIH A0

—  «CooOuieHne 00 yBeINICHUN

H TIp.
p 3agopkeHHocTH Ha JJJIMM.ITTT»
MMChMa COAEPIKAT CCHUIKM Ha MHTEPHET-PECYPCHI, TOX0KHE Ha opuIiHanbHbIe pecypchl baHka,

URL-agpec ccpUIKM B THCbME OTAMYaeTcss OT odumuanbHoro aapeca (Www.sherbank.ru),
BO3MOXKHO TakK)Ke IOSIBIICHHE BCIUIBIBAIOIIMX OKOH Ha O(DHIIHATBLHOM caifiTe, B KOTOPOM
3amparinBaeTCs BBO WM MOATBEPKICHNE Ballnx mepcoHalbHBIX JaHHBIX;

K COOOIICHNUIO TIpuyiaraeTcs (paiin-BrokeHne, KOTOphIid BaM HacTONYNBO peKOMEHIYIOT OTKPHITH;

B TEKCTE COAEPIKATCS SIBHBIC ONEUATKH WIH oporpapuyecKre OmmoOKH.

Oopamaem Bame sBanmanue, uto ITAO CoepOank HUKoOrAA:

HE OTIIPABIIAET COOOIICHHS C TIPOCKOOH MOATBEPANTH, OOHOBHUTH WIIH MIPEIOCTABUTH TIEPCOHATHHBIE
u koHpuaeHimaneHbie nanubie (OUO, Jlorun (Maentudukarop monb3oBatens), [10CTOSHHBIN
naposb, OgHOpa3oBbie napoiu, KoHTpoabHy0 nH(pOpMAIHI0, HOMEpa OaHKOBCKMX KapT U CPOKH
ux geiictBus, IIMHe, CVV2/CVC2/IIIIK2 komel, Kox kiMeHTa, [gaHHbIE JTOKYMEHTa,
YIOCTOBEPSIIOIIETO JIMYHOCTh, HOMEP MOOMIIBHOTO Tee(oHa U Tp. HH(DOPMAIIUIO);

HE OTIIPABIIAET COOOIICHUS ¢ (OPMOIi 1Jis BBOAa Balnx nepcoHaIbHBIX TaHHBIX;

He npocut Bac 3aiitu B muuHbIi kaObuHet CoepOank OHIalH 1O CChIJIKaM B HUCbMaXx.


http://www.sberbank.ru/

